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INTRODUCTION

Statement of the Problem

Technology-facilitated child sexual exploitation crimes
are characterized by rapid growth and changing
dynamics. For example, in 2000 there were an estimated
2,577 arrests for technology-facilitated child sexual
exploitation crimes of all types (Wolak et al., 2012b). By
2006, the number of arrests had almost tripled to 7,010,
and increased to 8,144 in 2009 (Wolak et al., 2012b). The
characteristics of arrests for child pornography
production changed significantly during that time, with
large increases in teenage victims and cases involving
youth-produced sexual images. Police increasingly used
proactive tactics to combat child pornography
possession and distribution, and close to 10% of such
cases in 2009 identified offline child molesters who likely
would not have otherwise been detected. Such changes
over a relatively short period of time are unusual in
criminal justice and social science research, supporting
the need for tracking a volatile environment and law
enforcement efforts to respond. As technology continues
to evolve, research is needed to help the criminal justice
system deal with an environment whose dynamics are
not always conspicuous or captured by other criminal
justice data collection systems.

Investigating Technology-Facilitated Child
Sexual Exploitation

Since the mid-1990s, developing technologies have
posed challenges for law enforcement agencies (LEAS)
requiring them to confront situations not anticipated in
existing criminal statutes, master new technical
capabilities, and develop new investigative techniques.

Key Definitions
Arrest
Includes cases where an arrest
was made, a warrant issued but
no arrest made, or an offender
was arraigned without arrest.

Sexual exploitation

Any kind of sex crime or offense
involving sexual acts or sexual
material, including statutory rape
and misdemeanors like
contributing to the delinquency of
a minor.

Child sexual abuse material
(CSAM)

Pictures, videos, or other visual
material that shows a person who
is under the age of 18 engaged in
explicit sexual activity or
represented in a sexual context.

Commercial sexual exploitation
of children

A commercial sex act that is
induced by force, fraud or
coercion, orin which the person
induced to perform such act has
not attained 18 years of age.

Grooming
A preparatory process in which a

perpetrator gradually gains a
person’s or organization’s trust
with the intent to be sexually
abusive.

To assist, legislators created new statutes that encompass technology-facilitated offenses
including enhanced penalties and chartered a national clearinghouse for reports about
technology-facilitated crimes against children -- the CyberTipline operated by the National
Center for Missing & Exploited Children. The Internet Crimes Against Children (ICAC) Task
Forces, developed to identify, investigate and prosecute online offenders, grew from 30 to




61 agencies between 2000 and 2015, with over 4,500 affiliated federal, state, and local law
enforcement and prosecutorial agencies to date (Harrington, 2015; Office of Juvenile
Justice and Delinquency Prevention, 2025). ICAC Task Forces are now presentin all 50
states. Increasing numbers of law enforcement personnel have received training to
investigate technology-facilitated child sexual exploitation crimes.

Yet, rapidly changing technology and the growth in cases continue to challenge
investigators. As noted at the April 2019 ICAC Task Force Commanders Meeting (Internet
Crimes Against Children Task Forces Commanders Meeting, April 24-25, 2019), key
challenges included an increase in cases coming into the CyberTipline, manpower and
staffing limitations, volume of forensic evidence, training personnel and turnover, and
children sending images to other children. The shifting nature of online child exploitation
cases and the challenge they pose to investigative resources make it particularly important
to monitor trends and developments in the nature of offenses being investigated and
methods used by offenders.

Youth-Produced Sexual Images

Youth-produced sexual images (sometimes called “sexting”) has been a complex concern
for police in recent years. Law enforcement can become involved because the creation
and distribution of sexting images meets definitions of child pornography under criminal
statutes (Leary, 2008). These statutes can carry potentially severe penalties and may not
exempt actions by minors. Unfortunately, law enforcement, school authorities, and policy-
makers are being forced to respond to these incidents with little research-based
knowledge about standards of practice. This was also a top investigative challenge
highlighted at the April 2019 ICAC Task Force Commander Meeting, as much time is spent
on cases where children are sending sexual images of themselves to other children, yet
charges are rarely filed (Internet Crimes Against Children Task Forces Commanders
Meeting, April 24-25, 2019).

The Third National Juvenile Online Victimization (N-JOV3) Study provided what may be the
first and only detailed, representative information about the law enforcement response to
cases of youth-produced sexual images (Wolak et al., 2012a). Our findings, which
pertained to reports to LEAs in 2008 and 2009, included data from investigators about the
characteristics of and strategies for handling such cases. Tracking current practice with
regard to these images is important to public policy discussions about what kinds of
education and legislation may be needed.



SUMMARY OF PROJECT

Major Goals and Objectives

The Fourth National Juvenile Online Victimization (N-JOV4) Study collected information
from a national sample of law enforcement agencies about the characteristics of crimes
involving technology-facilitated sex crimes against minors investigated during the 1-year
period of 2019. This year was chosen to focus on a time before the COVID-19 pandemic
which had a strong influence on these types of crimes and their investigation.(Laufs &
Waseem, 2020) The overall goal of N-JOV4 was to protect children against online dangers
by developing a better understanding of new threats, problems, and concerns
encountered by law enforcement in its effort to protect children in the changing
technological environment; track and monitor new and continuing threats; and identify
which investigative strategies are associated with more favorable outcomes in protecting
children. This study was conducted with the approval of the University of New
Hampshire’s Institutional Review Board.

Original Research Objectives

1. Develop a sampling plan and pilot test a proposed N-JOV4 methodology;

2. Implement a national agency-level survey to produce accurate and reliable national
estimates of the prevalence of arrests for technology-facilitated sex crimes against
minors and investigations involving youth-produced sexual images;

3. Conductin-depth case-level interviews with investigators to understand how these
cases were disclosed and managed by law enforcement agencies;

4. Combine the N-JOV4 data with all three prior N-JOV datasets to analyze how the
prevalence and characteristics of such crimes have changed over time; and

5. Produce methodological reports; a final research report and statistical tables; a
complete, archived dataset; and other research publications for dissemination of
findings to practitioners, policy makers and the public.

Research Designh, Methods, and Analytical Techniques

Background

The N-JOV4 Study collected information from a national sample of law enforcement
agencies about the characteristics of technology-facilitated child exploitation crimes. This
study aimed to build on the first three waves of National Juvenile Online Victimization
Studies from 2000, 2006, and 2009. The present fourth wave focused on cases occurring
within the focal year 2019. The goals of the methodology were to track and monitor new
threats to children in a constantly changing technological environment. Additionally, we



aimed to understand investigative strategies associated with positive outcomes in
protecting children involved in these types of cases.

In preparation for this study’s launch, we consulted with the National Criminal Justice
Training and Technical Assistance Center (NCJTC) to ensure that the study design best
captured the most current state of knowledge about technology-facilitated crimes against
children. With their assistance we identified an Expert Panel of law enforcement officials to
consult on the study (See Appendix A for Expert Meeting Packet). This group convened
virtually in a 6-hour meeting to inform the development of the study instruments and
modes of survey administration. The meeting focused on the content and administration of
the national agency-level survey to identify cases as well as the content and administration
of the case-level interviews to gather details about the cases and their investigation. The
goals of the meeting were to recommend key issues to study, questions for inclusion,
wording of questions, and optimal modes of data collection at this time.

Recommendations from the meeting are included as Appendix B and the memo submitted
to the Office of Management and Budget to obtain information collection clearance under
the Paperwork Reduction Act is Appendix C.

The National Agency-Level Survey

Participants

A national sample of 2,686 state, county, and local law enforcement agencies (See Table
1) was surveyed by mail asking them whether they had investigated cases involving
technology-facilitated crimes against children that ended with an arrest. Additionally, for
this fourth wave of the study, we added a section specifically targeting cases of youth-
produced images (YPI) that did not end in arrest. Data for this phase of the study was
collected between May 23, 2022 and December 31, 2023.

The sample was drawn using a database available through the National Directory of
Criminal Justice Data (National Public Safety Information Bureau, 2021). This data set
included an annually updated census of local, county, and state law enforcement
agencies in the United States and was designed to provide geographic and other identifying
information for each record included in either the FBI’s Uniform Crime Reports files or the
Bureau of Justice Statistic’s Directory of Law Enforcement Agencies. We constructed a
stratified national sample of state, county, and local law enforcement agencies, dividing
law enforcement agencies into three sampling frames based on affiliation with Internet
Crimes against Children (ICAC) Task Forces. The first frame consisted of 61 agencies,
including all ICAC Task Forces nationwide. These agencies were included with certainty
due to their specialization in technology-facilitated crimes against children; they are the
most likely to encounter these types of cases regularly and have more expertise in this type
of crime. The second frame consisted of a random sample of approximately one-third of all



ICAC affiliate agencies, who receive specialized training on technology-facilitated child
exploitation. This frame included a total of 1,600 ICAC affiliate agencies. The third frame
contained arandom sample of 10% of all other LEAs in the country. A total of 1,025
agencies fell into this category.

Table 1. NJOV4 Sample Characteristics by Agency Type (N=2,561)

Size Population Sampling Sample n Eligible n’
N rate of pop N
All agencies 15,177 --- 2,686 2,561
First Stratum ICAC Task Forces 61 100% 61 61
Second Stratum ICAC Affiliates 4,858 33% 1,600 1,540
Third Stratum All other LEAs 10,258 10% 1,025 960

Table 1 offers a breakdown of response type by stratum. We began with a sample of 2,686
agencies, of which 4.7% (n = 125) were ineligible because they were duplicates, no longer
existed, or did not have jurisdiction to investigate cases of child sexual abuse. Almost half
of all agencies, 43.3% (n = 1,164), never responded to any of the mail screeners. A total of
2,561 agencies were eligible for the study sample.

Nearly 55% percent (n = 1,397) of the eligible agencies (n =2,561) responded to the mail
surveys.

Procedures

We conducted a mail survey of the sampled law enforcement agencies in the sample. In
the mail survey, we asked agencies whether, in the calendar year 2019, they had
investigated technology-facilitated crimes involving child sexual abuse material (child
pornography) or child sexual exploitation. To be eligible, cases had to (a) involve juveniles
younger than 18 years; (b) involve arrests, detentions, or YPI cases that occurred during
2019; and (c) involve some form of technology. Eligible cases were separated into two
different categories. First, cases which ended in an arrest in the year 2019 where the victim
and offender met through technology, or the offender used technology to commit a sexual
offense against a minor. Next, we asked about cases involving the distribution, access, or
production of child sexual abuse material (CSAM) involving technology. Agencies were
asked to provide the combined total number of these types of cases ending in arrest.
Finally, we also included a separate section that asked about the number of YPI cases,
which were defined as “any cases that did not result in an arrest that involved sexual
images created by minors (age 17 or younger) AND these images were or could have been
child sexual abuse material (child pornography) under the statutes of your jurisdiction?”

"Final nincludes only eligible agencies. An agency is considered ineligible if it is duplicated, if it no longer
exists, if they actively declined to participate (responded to the mail screener saying they do not want to
submit data), or if they informed us that they do not have jurisdiction to investigate technology-facilitated
crimes against children.



Agency heads were given the option of returning the survey via mail or completing the
survey via a secure online link.

Measures

The agency-level mail survey was a multipage booklet that included a ““Frequently Asked
Questions” section and a glossary of study terms (Survey instrument accessible through

OMB:

). The

survey portion of the booklet was separated into three parts: 1) Arrest Cases, 2: Youth-
Produced Images (YPI) Cases, and 3) Additional Questions.

In the Arrest Cases section, agencies were asked to answer the following three questions:

1)

2)

3)

Does your agency have jurisdiction to conduct criminal investigations of cases
involving child sexual assault, child sexual exploitation or the possession or
distribution of child sexual abuse material (i.e., child pornography)?

e We conduct these investigations

e We can conduct these investigations, but they are usually handed to a
different agency

e We never conduct these types of investigations (no jurisdiction to
investigate)

Between January 1, 2019 and December 31, 2019, did your agency make ANY
ARRESTS in cases involving the attempted or completed sexual exploitation of a
minor, AND at least one of the following occurred:

e The offender and the victim first met through technology

e The offender committed a sexual offense where technology was used to
facilitate the crime in some way (e.g., grooming, sex trafficking), regardless
of whether or not they first met online

Between January 1, 2019 and December 31, 2019, did your agency make ANY
ARRESTS in cases involving the possession, distribution, access, or production of
child sexual abuse material (i.e., child pornography), and at least one of the
following occurred:

e |llegalimages were found on technology (cloud, computer, flash drives,
memory cards, tablet, cell phone, etc.) possessed or accessed by the
suspect

e The suspect used technology to order or sell child sexual abuse material

e There was other evidence thatillegal images were downloaded from the
Internet or distributed by the suspect using technology

e The suspect was using streaming apps to view live video of child sexual
exploitation

If respondents answered “Yes’’ to questions 2 or 3, we asked them to indicate a total
number of cases and list the case number (or other reference) and the name and contact


https://www.reginfo.gov/public/do/PRAICList?ref_nbr=202103-1121-001

information of the key investigating officer (or most knowledgeable person) for each case
they reported. This information was recorded and used in Phase 2 of the study.

In the YPI Cases section, agencies were asked to answer the following question:

1) BetweenlJanuary 1, 2019, and December 31, 2019, did your agency handle any
cases that did not result in an arrest that involved sexual images created by minors
(age 17 oryounger) AND these images were or could have been child sexual abuse
material (child pornography) under the statutes of your jurisdiction? Please include:

e Cases where minors took pictures of themselves OR other minors, including
“sexting”

e (Casesthat may have been crimes, but were not prosecuted for various
reasons

e (Casesthatwere handled as juvenile offenses

e Other cases involving sexual images produced by juveniles and an arrest was
not made

Like with the Arrest Cases section, we also asked agencies to provide a total number of
these types of cases handled by their agency in 2019. Additionally, we asked the following
open-ended question:
2) We are also interested in how these sexting cases come to the attention of your
agency more generally and what you typically do with them when they do. Please
use the space below to tell us a little bit about that.

For both Arrest and YPI sections, we emphasized that agencies should return surveys even
if they had no cases to report.

The final Additional Questions section contained four questions about how agency staff
searched for cases, the total volume of reports regarding technology-facilitated sex crimes
against children (including a separate portion regarding NCMEC CyberTipline reports), and
a question about whether the number of reports made regarding these types of cases is so
large that the agency needs a triaging system to set priority for cases. If they answered
“yes” to the triage question, they were provided with 11 different factors which could
influence the way they triage cases and asked to rate each by importance.

We sent each of the 61 ICAC Task Force agencies a slightly modified version of the survey
which omitted the question about jurisdiction of cases, since it was clear based on their
role that they all would have jurisdiction to handle these cases. We also omitted the pages
in which agencies should have written case details like identification number, lead
investigator name, and contact information. Since we anticipated that ICAC agencies
would have handled many of these types of cases within any given year, we instead noted
that a researcher from our team would reach out to the survey respondent directly to
coordinate Phase 2 of the study. One full-time, trained Research Associate on our team
was dedicated solely to ICAC Task Force follow-up, and her direct contact information was



provided to investigators on the cover letter included with our mailings so that ICAC Task
Force Commanders could reach out to her directly with questions and concerns.

Two weeks after sending the first mail survey, we sent a postcard reminder to all agencies
which included a link to the online version. Two weeks after the postcard reminder, we
sent another full survey package (the same as the first mailing) to any agencies who had
notyet responded. The same mailing was sent again to non-responding agencies five
weeks later.

Shortened Mail Survey

After four attempts at sending the full mail survey, we made an additional attempt to
gather responses using a shortened version of the original mail screener, which only
included the questions about whether agencies had cases involving technology-facilitated
crimes against children or CSAM that ended in an arrestin 2019, and whether they had YPI
casesin 2019 (notincluding the Additional Questions section). This shortened version also
contained a link to a Qualtrics XM survey which asked the same four questions.

Our first OMB-approved draft of the shortened mail screener did not ask agencies for a
total number of cases, it only asked whether the agency had cases or not (yes or no). Upon
Phase 2 follow-up, many agencies reported that they were unable to provide an accurate
number of cases for various reasons, including time constraints and lack of Records
Management System (RMS) search capabilities that would allow them to easily obtain the
exact number of the types of cases we were seeking. Rather than taking an estimated
number that may not be accurate, we simply recorded that the agency had at least one
case but could not provide a count of all. These agencies were not included in the Phase 2
interviews.

We did not send shortened versions of the mail screener to any ICAC Task Force agencies
(First stratum). Instead, the researcher who conducted all interviews for ICAC Task Force
agencies reached out for follow-up by phone and email individually to any Task Forces who
had not responded to the initial mail screener.

Telephone Calls to Non-Responders

In addition to the mail survey attempts to gather data, we also employed the University of
New Hampshire’s Survey Center to make telephone calls to non-responding agencies. This
attempt to collect data occurred between our fourth and fifth wave of mail screeners.
Trained telephone interviewers asked the questions which appeared on the full-length
version of the survey as the original mail screener.

Toward the end of the data collection process, the research team directly attempted to call
agencies and gather answers to the shortened version of the mail screener. We also looked
up email addresses for any non-responding agencies and sent the first four questions to



lead detectives, Chiefs of Police, and general inquiry inboxes. This final attempt allowed
agencies to provide their answers directly to us via email or phone.

Agency Records Requests — Mail Screener Responses

Some of the survey responses and case reports were obtained through public records
requests (PRR) which function similar to the Freedom of Information Act. We submitted
PRR requests for survey responses in two situations: 1) Upon agency’s request, and 2) At
the end of the study for large agencies in Frame 1 that had not responded to any prior
survey requests. We submitted a total of 26 PRR requests for mail screener information
(numbered lists of cases) and received 46.2% of those requests back (n =12). The
remaining six PRR requests were either unanswered or denied. Please see the subsection
of Phase 2 for more details on PRR/records requests for in-depth case information such as
police reports.

Data Collection Outcomes

Of the 1,397 responding agencies, 63.5% (n = 887) responded to our original, full version of
the mail screener booklet. Additionally, 36.5% (n = 510) responded to our shortened mail
screener.

Across both of these types of responses, 38.4% (n = 537) of all responding agencies
reported zero cases in 2019. Additionally, 14.1% (n = 197) of all responding agencies could
not provide an exact number of cases, therefore, they were notincluded in Phase 2 of the
study. The remaining 47.5% (n = 664) of all responding agencies (26% of all eligible
agencies in the sample) reported an exact number of cases and were included in Phase 2.
In total, these agencies reported 12,744 cases: 5,536 arrest cases, 5,405 YPI cases, and
1,803 cases which were listed on shortened screeners, but did not respond to any follow-
up attempts (meaning, we never confirmed which ones were arrest cases versus YPI
cases).
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Highlight Box 1

Frequently Asked Questions

What is the N-JOV Study? N-JOV is a study of local, state, and federal law enforcement
agencies to collect information from across the nation about technology-facilitated
crimes with juvenile victims, in particular sex crimes and child sexual abuse image
cases. The results will be reported to the U.S. Department of Justice and be available to
law enforcement agencies.

Why is the N-JOV Study being conducted? The N-JOV Study measures growth and
change in technology-facilitated sex crimes against juveniles. We have conducted three
previous surveys. The 1% asked about cases ending in arrest in 2000, the 2" asked about
arrest cases in 2006, and the 3" about arrest cases in 2009. Policy makers and law
enforcement officials will use the final study results to help secure resources for
investigators and encourage citizens to report these crimes. The enclosed bulletin is an
example of the information this research provides to law enforcement policy makers.

Who sponsors the N-JOV Study? The N-JOV Study is sponsored by the U.S. Department
of Justice, National Institute of Justice.

Who is conducting the N-JOV Study? Researchers at the Crimes against Children
Research Center (CCRC) at the University of New Hampshire are conducting the N-JOV
Study. The CCRC has completed numerous studies about crimes with juvenile victims.
Information about us and copies of reports from the previous three N-JOV Studies can be
downloaded from our website at

How was our agency chosen? Your agency was chosen randomly from a list of U.S. law
enforcement agencies. You are part of a national sample of approximately 2500
agencies.

Why is our participation important, even if we don’t have any of these cases? Your
participation in this study is entirely voluntary. However, we need your response to make
the study results accurate. Even if your agency did not investigate any relevant cases
please complete and return this survey. Whatever your agency’s experiences, they
represent the experiences of other agencies like yours across the nation.

What will you do with the completed mail surveys? If your agency has a case related to
the N-JOV Study, we will contact you to schedule a telephone interview with the key
investigating officer about a random subset of these cases. Interviews should last
approximately 40 minutes and will ask about case characteristics.

What security and confidentiality protections are in place for the N-JOV Study? Agency
names, names of individuals, and other identifying information will not be used in any
reports, published materials or discussions of the study results. In fact, the National
Institute of Justice (NIJ) approves a Privacy Certificate for every study funded by their
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agency. If we call you back to gather more information about a case, we will not ask you
for information, like names, that will identify specific victims. Also, information that
could link a specific agency with any data gathered will be accessible only to the
researchers, all of whom have signed non-disclosure agreements, as required by federal
law. Further, federal law states that information gathered for research studies is
immune from legal process, including subpoenas, and may be used for research and
statistical studies only (34 USC 10231a).

The Case-Level Interview Survey

If respondents answered ““Yes’’ to any of the questions in the mail survey (Phase 1), we
asked them to list the case number (or other reference to the case) and the name and
contactinformation for the key investigating officer on each case. We then conducted
detailed telephone interviews with case investigators (Phase 2). We designed a sampling
procedure for case-level interviews that considered the total number of cases reported by
each agency so we would not unduly burden respondents in agencies with many cases. If
an agency reported between one and three cases, we conducted follow-up interviews for
every case. Of the 664 agencies who reported at least one case, almost half (40.8%; n =
271) reported 1-3 cases and did not require sampling; we attempted to conduct interviews
on all cases for these agencies. For agencies that reported between 4 and 15 cases, 50%
of their cases were randomly selected for interviews. For agencies with 16 or more cases,
we conducted interviews on a randomly selected 10-25% of cases from each agency.
Interviewers were instructed to use their best judgement, based on the total number of
cases, on what percentage of cases should be sampled for those agencies who reported
more than 15 cases. Data for this phase of the study was collected between July 28, 2022
and September 30, 2024.

We encountered challenges when attempting to gather lists of cases from agencies.
Although we defined the types of cases we were interested in, agency staff provided
feedback that their own Records Management Systems (RMS) did not allow them to easily
find all cases that would be eligible for our study. Some agencies reported being so
overwhelmed with cases, especially since the COVID-19 pandemic, that they could not
dedicate the time needed to determine eligibility and find a list of cases. Staffing issues in
agencies also presented challenges when randomly sampling cases. To maximize the
number of interviews, we used convenience sampling to select whichever cases were
eligible and had investigators available to speak with us.

Of the 393 agencies who reported more than three cases in Phase 2, we were able to
obtain complete case information about all cases (without sampling) for 47.3% of agencies
(n=186). We randomly sampled cases from 43.3% (n = 170) of those that met our criteria
for sampling. We used convenience sampling for cases reported by the remaining 9.4% (n
= 37) of agencies with greater than three cases.

12



Of the 12,744 cases reported by law enforcement, 43.6% (n = 5,542) were not selected for
the sample and 7.5% (n = 960) were ineligible resulting in 6,242 cases in the sample.
Ineligible sampled cases were not replaced in the sample because one study goal was to
estimate annual numbers of arrests/detentions, for which we hoped to use for statistical
weighting procedures that required non-replacement.

Of these, 77.5% (n=4,830) of cases did not end with an interview or case record entry. This
was due to:
e 23% (n=1,113) involved investigators that did not respond to requests for
interviews,
e 22.4% (n=1,083)involved respondents who refused to be interviewed
e 1.2% (n=56)involved duplicate cases
e 51.6% (n=2,492) of the seemingly eligible cases that law enforcement reported on
mail screeners did not have anyone who could participate in interviews, and case
records could not be located in agencies’ RMS.
e 1.9% (n=86) of the case records we received were too heavily redacted to extract
data from and were omitted from the case record data.

A trained group of seven interviewers followed up on the eligible cases in sample (N=1,412)
between July 2022 and December 2023. They conducted telephone interviews for 11.2% (n
=706) of the eligible cases in sample. To respect investigators’ time, we also allowed them
to send redacted police reports for incidents that they believed would qualify for the study.
Our trained team of interviewers read through reports to answer the same questions asked
in our telephone survey. Data was extracted from police reports in 11.3% (n = 706) of cases
and entered into a separate survey? in Qualtrics XM. Given the large number of cases with
extensive missing data (particularly from case record extraction), we decided to only
include cases that have 80% valid responses in the final, analytic data file (N=1,155). Of
these, 68% (n = 789) were arrest cases and 32% (n = 366) were YPI cases.

Procedures

Seven trained interviewers conducted telephone interviews using computer-assisted
interviewing software. The interviewers attended a 2-day training session led by the lead
researchers that provided extensive details about the background, purpose, and
instrumentation of the study. They all also participated in a series of mock interviews with
each other and the lead researchers until they were sufficiently familiar and comfortable
with the interview process. Adjustments to sampling methods were decided in research

2The separate survey was identical to the interview one, with the addition of an answer choice for “Not in
case record,” which interviewers used when the information asked about in the survey was not available in
the report we received.
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team meetings with lead researchers present and available to assist with decision-making
regarding the sampling process.

Agency Records Requests — Case Details/Police Reports

Just as we submitted PRR requests for mail screener responses, we also submitted some
for non-responding investigators’ case records. The request protocol for obtaining police
reports/case records was strict for Phase 2 data as we strongly prioritized phone interviews
per normal protocol rather than extracting information from case records. If an investigator
offered a soft refusal to participate in phone interviews due to scheduling conflicts,
interviewers asked investigators directly if they could send police reports for their cases.
Sometimes investigators submitted them upon request, other times, they directed us to
their agency’s records division/bureau to complete formal requests per agency protocol or
PRR requests.

If investigators listed on the mail screener were unresponsive upon follow-up, interviewers
would consult the agency’s website for details on how to request police reports.
Sometimes the request was sent via email, other times the agency required official PRR
request to obtain records. We tailored requests to the agency’s guidelines. Some agencies
charged monetary fees in exchange for sending police reports. All records requests which
required payment were reviewed by the Principal Investigator and approved depending on
the cost and amount of information (number of police reports) involved in the request.

If an investigator or other mail screener respondent declined participation in Phase 2 of the
study entirely due to concerns aside from scheduling conflicts, we did not proceed to
request records from the agency or submit PRR requests. In these circumstances, we
considered the interviews refused/declined and stopped subsequent attempts at
gathering additional information.

Measures. Questions for Phase 2 were developed through interviews and consultations
with law enforcement. Completed surveys were also pilot tested with police before official
data collection. The Phase 2 telephone interview instrument consisted of the following
sections (Instrument available through OMB

):

e Preliminary: Asked to all participants. Included questions about the investigation,
broad case elements (including questions which determined whether the case
ended in arrest and specific case typology) and questions about the key people
involved (identified minors and perpetrators).

e CSAM Production Section: Asked to participants who said that a case ended in
arrest and involved a suspect who produced CSAM, and/or a minor victim who was
depicted in CSAM. In cases where a suspect produced their own CSAM and
possessed other CSAM (that they did not produce themselves), the Production
Section took priority to collect details about possible hands-on offenses involved.
The producer could be a minor if the minor was arrested. If the minor was not
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arrested, the interviewer used the YPI section to ask for details about all minors
involved. This section asks questions about how the suspect met and/or knew the
minor and the content depicted in the material.

e CSAM Possession Section: Asked to participants who said that a case ended in
arrest and involved a suspect who possessed and/or distributed CSAM that they did
not produce themselves. This section asks questions about how the suspect met the
minor and the content depicted in the material.

e Technology-Facilitated Enticement/Grooming Section: Asked to participants who
said their case ended in arrest and involved a suspect who groomed a minor over
technology. Some of these cases overlapped with the Undercover section if the
suspect was caught by an investigator who posed as a minor online and ended up
arresting the suspect. This section asked about how the suspect met the minor, how
long they communicated with each other before the conversation became sexual,
and questions about any in-person interactions the suspect and minor may have
had.

e Undercover Section: Asked to participants who said that their case ended in arrest
and involved an investigator posing as a minor online or monitoring peer-to-peer
networks for exchanges of CSAM.

e Suspect Section: Asked to any participant whose cases involved an identified
suspect/perpetrator that was arrested. The section asked about the suspect’s
background, criminal history, and charges faced because of their arrest.

e Minor Section: Asked to any participant who said their case ended in arrest and
involved an identified minor. This section asked about the minor’s background, their
mental and physical health, their family, resources they may have been offered
because of the investigation, and negative/positive outcomes the minor experienced
after the investigation.

Interpretation of missing data. As noted earlier, there were many cases (n=257) with
extensive missing data (particularly from case record extraction). As such, we decided to
only include cases that have 80% valid responses in the final, analytic data file (N=1,155).
Although this reduced the amount of missing data overall, it did not eliminate it. We make
a distinction between two types of missing data throughout this report: not sure vs. not
available to researchers. “Not sure” responses were less common and reflect information
the respondent could not accurately answer as part of the interview. The main reasons for
this included: the key investigating officer no longer worked for the agency so an officer
less or ‘not at all’ familiar with the case responded based on case record notes only and
when certain parts of the investigation were conducted by other jurisdictions, so specific
details were not part of the responding agency’s case record. “Missing to researchers”
data reflects case details that were not available as part of the case record because case
records were heavily redacted or merely summarized, or information that the participant
did not feel comfortable disclosing as part of the interview.
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Expected Applicability of this Research

The findings of this study are of great policy interest. Police, prosecutors, legislators, child
welfare advocates, educators and those in the Internet industry all have strong and on-
going concerns about online safety. This study provides guidance about a number of these
concerns. First, policy makers, advocates, researchers and others interested in criminal
justice want statistics to inform whether training, legislative and policy changes in
approaches to technology-facilitated child sexual exploitation crimes are having a positive
impact. This research helps fill this need by providing a robust picture of law enforcement
responses to such crimes in 2019. Findings quantify sample case characteristics and
examine current law enforcement investigative strategies targeting these offenders.

Second, results help determine whether some types of technology-facilitated crime types
need greater attention. For example, in previous N-JOV studies, we found a new surge in
the number of youth-produced sexual images. The present study identifies which types of
crimes occurred at the highest rates during our study year.

Third, findings examine offender demographics and methods. We examine current
patterns that emerge such as the sample-level prevalence of multiple offender crimes or
disproportionate rates of offenses in minority communities.

Fourth, N-JOV4 identifies where law enforcement efforts may be yielding some positive
outcomes, such as high rates of arrests or convictions for certain sub-types of sex crimes.

Fifth, study findings identify recent law enforcement approaches, training, and inter-
agency collaboration. For example, we examine the relative contribution of federal and
local law enforcement.

Sixth, the study provides valuable information about the impact of the federally funded
ICAC Task Forces and their training programs. One of the objectives of the ICAC program is
to expand the skill sets to allow more investigation and prosecution by independent local
LEAs. The study examines the role of ICAC involvement.

Finally, we identify the major barriers to greater law enforcement effectiveness in dealing
with these crimes. The patterns of crimes may show regions or types of jurisdictions where
activity may be more intensive or less developed. Examination of these patterns can help
identify challenges and areas where attention is needed. Each of these issues are
discussed in this final report, products, or associated documents prepared for the law
enforcement community and policy makers.

Changes in Approach from the Original Design

We requested and received a change in the scope of work for this project due to
unanticipated challenges collecting data from the law enforcement agencies in the sample
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such that generating accurate national estimates is not feasible. How this impacted the
original aims is detailed below:

1. Implement a national agency-level survey to produce accurate and reliable
national estimates of the prevalence of arrests for technology-facilitated sex
crimes against minors, and investigations involving youth-produced sexual
images.

Several challenges associated with response rates have occurred throughout the data
collection phase of this study. First, after several attempts by the UNH and NIJ teams, we
were not able to recruit the federal agencies (FBI, US Postal, and DHS) to participate in this
study. Upon consultation with our statistician at Westat and with approval from NIJ, we
decided to stop pursuing participation from the federal agencies for this study and focused
on ICAC Task Forces, municipal agencies, and county sheriff’s offices.

Second, the response rate to the agency-level survey was lower than anticipated upon
completion of that phase of the project. Several steps were taken in consultation with NIJ
to help improve response rates, including:

e The addition of a “short form” that reduced the number of questions being asked of
agencies

e Duetothe large turnoverin police chiefs and agency directors, we completed an
additional second round of mailings for non-responders after updating the mailing
address and main contact information for each agency.

e Overall, even with these additions to our methodology, the final response rate was
53.13% (n=1,4287). Even within responding agencies, there were challenges with
the data we received in some cases. For example, 13.8% (n=197) of responding
agencies told us they had eligible cases but did not know and had no way to track
how many. A breakdown of agencies based on our certainty with their responses as
follows:

o 2,686 agencies in the original sample

o 1,259 (46.9%) no response

o 197 (7.3%) said they had cases but did not tell us how many

o 764 (28.4%) responded and had no cases

o 664 (24.7%) responded with information about the number of cases
We believe this reluctance or inability to respond was due, in part, to COVID-related
changes to police work. These changes resulted in larger workloads and thus limited hours
for police to participate in research. Indeed, we have heard that this is a widespread
problem across multiple projects which are trying to gather data from law enforcement.

Furthermore, many agency officials reported that their records management systems do

not allow them to easily search for cases based on our criteria, which prevented many
from providing us with the number of cases they investigated. We found that each agency
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differed in their method of searching for cases. Based on this feedback, we think it is likely
that many agencies did not respond to the screener due to being overwhelmed with
technology-related cases throughout their agency and not having an efficient method to
access the data we requested.

In summary, due to the exclusion of federal agencies, the large non-response rate for non-
federal agencies, and the agencies that responded but did not provide usable data, we
concluded, in collaboration with NIJ and Westat, that weights could not be accurately and
reliably applied to the agency-level data. As such, prevalence rates are not possible which
deviates from this objective.

2. Conductin-depth case-level interviews with investigators to understand how
these cases were disclosed and managed by law enforcement agencies.

A second objective was to collect detailed information about specific cases reported in the
agency mail survey from key investigating officers. Here also, we encountered several
challenges centering around response rates for case-level interviews. Key investigating
officers of the cases listed on mail screener surveys had often left the agency when we
called to attempt interviews, not allowed to share case details as part of a research
project, and/or could not find the time to schedule interviews, resulting in low response
rates. Taken together, for many agencies, we were not able to apply a random sample of
cases for interviews (which was a critical process for our weighting and prevalence
estimates). Instead, to ensure we gathered as many case details as possible, we had to
sometimes conduct interviews on non-randomly selected cases based on officers’
knowledge and willingness to participate. We also applied an additional strategy to
maximize the number of cases we obtained data on for agencies where we could not
schedule and complete case phone interviews. We requested case records where we, in
turn, extracted as much information as possible that aligned with the interview. In
combination with the challenges of establishing reliable weights at the agency-level, the
challenges noted for collecting randomly identified case-level data add to the joint UNH-
NIJ-Westat decision that developing reliable weighted prevalence estimates was not
possible for this study. However, we have a wealth of rich case-level details which allows
for important dissemination products and messaging efforts.

3. Combine the N-JOV4 data with all three prior N-JOV datasets to analyze how the
prevalence and characteristics of such crimes have changed over time.

Given the lack of federal agencies data in N-JOV4 and the inability to weigh the data for
reliable national estimates, we were not able to meet this objective.

4. Produce methodological reports; a final research report and statistical tables; a

complete, archived dataset; and other research publications for dissemination of
findings to practitioners, policy makers and the public.
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Although providing prevalence estimates was central to several objectives of this project,
we strongly felt that we could not release estimates that were unreliable. However, given
all of the rich case-level data we were able to gather, we have several scholarly and public-
facing materials resulting from this data which will be of considerable interest to policy
makers and practitioners.

Key Considerations in Interpreting Findings

1. Data collection difficulties prohibited the use of statistical weights

The agency- and case-level sampling method was initially designed with the intention to
weigh the data. Statistical weighting would improve the representativeness of the data and
allow us to use results to develop estimates of national cases of internet crimes against
children being seen by law enforcement agencies across the U.S. Data weighting provides
unbiased (or nearly unbiased) estimation under probability samples. Nonresponse can
interfere with that inference, but non-response adjustments can mitigate or reduce
nonresponse bias. However, due to issues with data collection as described, the research
team decided to leave the N-JOV4 data unweighted. As a result, population-based
adjustments like post-stratification, raking or calibration were not possible and could not
be used to help improve the precision or face-validity of resulting estimates.

There were several concerns that led to the decision to leave the N-JOV4 data unweighted.
First, the agency response rates were lower than expected, and therefore would require
and depend upon more extensive and therefore more unstable nonresponse adjustments.
Although the nonresponse bias analysis provided insight on the factors (population served,
number of sworn officers) associated with differential nonresponse (See Appendix D for
more information), adjusting based on these variables alone likely would not sufficiently
correct for or reduce nonresponse bias. Second, some agencies were unable to give the
appropriate case-level counts that would allow for a case-level probability, or weight, to be
calculated. Additionally, many agencies that did provide case counts were not able or
willing to randomly select a probability sample of cases. This made inverse probability data
weighting challenging if not impossible, and therefore difficult to justify probability
sampling-based inference.

The primary issue related to the data collection difficulties noted above was that agencies
had were often unable to identify 2019 cases of internet crimes against children in their
records. This was due to both: 1) an extensive number of technology-facilitated abuse
cases in theirrecords, and 2) the inability to search efficiently for technology-facilitated
child victim cases in their data management systems. Agency officials said that their
caseloads for these types of incidents had heavily increased in the past 5-10 years, which
presents challenges when searching for and reporting case numbers and details.
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We collected data on how agencies searched their records for these cases—most did
search their record management systems (70.5%) but a large proportion of agencies also
had to use recollection (28.7%) and/or search by hand (20.2%). Based on qualitative
findings and notes gathered during data collection, those who searched their record
management systems (RMS) had widely varying strategies for trying to identify cases, with
better or worse success depending on the system. Additionally, some agencies reported
that they changed RMS altogether since 2019, making these older cases inaccessible.

Case identification proved especially difficult for cases involving youth production of
sexual images, as agencies do not typically track these in their records. They tend to
approach these types of investigations differently from technology-facilitated abuse
committed by adults against minors. Agencies were also very protective of any data
releases involving details about minor suspects, especially if none were arrested or
charged with a formal crime. This concern likely resulted in substantial under-reporting of
youth-produced sexual image cases since many agencies opted out of reporting this data.

Given these challenges, the lack of resources and time that agency officials had to locate
and report their data per our research protocol was often prohibitive. This was especially
true for ICAC investigators who, due to the nature of their position, had the highest number
of these types of cases. Agencies also had high investigator turnover, which sometimes
prevented us from interviewing investigators who had led the case. When the lead
investigator was unavailable for a case, other officers would provide information via the
case record, but in many instances, they were hesitant to provide data on a case they had
not worked on. To maximize the number of interviews and, in turn, the amount of
information for this study, our team chose to prioritize interviews for investigators who
were responsive and available rather than the random-selection protocol that we had
originally proposed.

Finally, to increase our sample size and relieve investigator burden we provided agencies
with the option to send us de-identified police reports/case records instead of
participating in a telephone interview. However, the amount of information available in the
records varied. Heavily redacted reports resulted in missing data. Additionally, case
records are not standardized across agencies, which means that some can be long and
detailed, while others contain minimal details.

These challenges resulted in a decision to prioritize the amount and quality of data over the

randomization and meant that estimating nonresponse bias and creating accurate weights
was not possible.

2. Impact of using unweighted data on interpretation of study results

Our inability to weight the data means that results cannot be considered to be
representative of all technology-facilitated sex crime cases investigated by law
enforcement nationally in 2019. We were not able to provide national estimates, and the

20



cases that we have included could over- or under-estimate particular types of cases that
come to the attention of the police.

In particular, the problems law enforcement agencies had identifying cases of technology-
facilitated child victimization means that the following issues should be keptin mind when
considering the implications of findings:

1)

Agencies that did not respond to our mail survey may have done so because they
did not see an efficient option for counting the number of cases meeting our
definitional criteria.

Agencies that reported zero cases may just not have been able to identify cases that
were in factin their caseload for 2019.

For those agencies that reported cases, the numbers of cases they reported may
not have been accurate, and in some cases for large agencies or ICAC agencies, it
was clear that the number that was provided was a rough estimate.

Cases counted in agency estimates or included for interview in our sample may
have over-estimated types of technology-facilitated abuse that were more salient or
memorable, and underestimated cases that were less serious or incidents in which
technology played a less prominent role.

This also means that our original aim of comparing the results of N-JOV4 to prior N-JOV
studies could not be done in a reliable and valid manner.

3. Additional limitations of the data

There were additional limitations to the data collected in the study that should be
considered when interpreting findings.

Missing data. Missing data at the case level could have been a result of not being
recorded or redacted in a case record. As a result, we report the amount of missing
data in all descriptive analyses. In this report, we differentiate between missing data
and unknown or unclear data. When extracting data from police records, research
staff were trained to indicate that data was missing (not in case record) when the
element in question was not mentioned at all in the police report. If the elementin
question was mentioned but unclear in some way, whether due to redaction or
unclear notes/phrasing in the narrative, staff were advised to use “Not sure” as the
response.

Technological advances. Our target year for data collection was 2019 and there
have been some key technological advances since then, such as Al capability.
Only arrest cases included. Most sex crimes do not come to police attention and
many of those that do, do not end in arrest. This is a sample of cases that came to
police attention and resulted in arrest (except for the non-arrest YPI cases). Cases
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are thus not representative of all technology-facilitated sex crimes against minors
that occur.

e The data are limited by what is known by law enforcement. Law enforcement
perspectives are an excellent source of information about these crimes, but data
availability is likely affected by training, professional attitudes, and departmental
policies. Law enforcement agencies have good information about the investigation,
data collection, and criminal justice outcomes, but less information on the history
of suspects and victims, including prior adverse experiences and mental health and
wellbeing. As such, there is more missing data about these aspects of the case.

4. Strengths of the data

Despite the limitations noted above, the study still provides a wealth of information from a
large sample of law enforcement investigations of internet crimes against children from
across the country, including ICAC agencies and agencies from urban and rural
communities. The collection of cases provides an opportunity to examine and better
understand the details and context in which these crimes come to police attention and are
investigated. Specifically, with the data collected and analyzed we were able to show the
diversity of internet crimes against children coming to police attention and provide
information that can help police better identify and investigate technology-facilitated sex
crimes against minors. We can:

e Analyze variations across cases and answer important questions about the
challenges that law enforcement faces in investigating these cases.

e I|dentify investigative approaches that are more likely to lead to positive case
outcomes.

e Identify critical variations in case characteristics by suspect and youth
characteristics and demographics.

e Provide information on the kinds of youth-produced image cases coming to police
attention and characteristics of these cases.

5. Implications of data collection challenges for improving LEA data on internet-
facilitated crimes against children

Research that seeks to understand the nature of crimes investigated by police is critical for
informing criminal justice responses. Internet crimes against children is a particularly
important area of focus for research, given its substantial negative impact on children.
Additionally, the dynamics of technology-facilitated crimes against children change rapidly
and research can identify larger crime patterns that may be missed at the case-level. As
internet technology shifts and expands, so do the challenges to law enforcement and the
need for research to inform best practices.
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The demands on law enforcement agencies are extensive and researchers may need to
adjust strategies to reduce the burden on them and improve their ability to respond to
research requests. We recommend that researchers limit the length of surveys and
interviews as much as possible. The availability of case records is a promising option for
future research, and their use would reduce the burden on investigators. However,
missing data and heavy redaction was a problem in the current study. It might be possible
to set up protocols with agencies for more minimal redaction given that research with
approval by institutional review boards (IRBs) have stringent protocols in place that protect
data privacy.

However, the difficulties that law enforcement agencies had in identifying cases of internet
crimes against children suggest important implications for improving law enforcement
information systems so that these cases can be better tracked and researched. It was
notable that so many law enforcement agencies had to rely on memory or search files by
hand to identify internet crimes against children. It was also clear that there were no
systematic strategies available across many of the case record management systems for
identifying these cases. A key take-home from the study is the need for improved methods
for data systems to be able to identify these crimes. Itis going to be difficult to understand
more about how these cases come to law enforcement attention, which investigation
strategies are used with what success, and how cases are changing over time without
better options for identifying internet crimes against children in police case data systems.
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OUTCOMES

Results and Findings

Topic 1: Types of technology-facilitated sex crimes against children

Our case interview survey was structured to collect information on cases based on the
roles of the person interviewees identified as the primary suspect and the person they
identified as the primary minor involved (if there was one). These case categories
overlapped, since some cases contain multiple elements. For example, an undercover
investigation may have focused on a suspect who was attempting to entice a minor; this
case would have fallen into the category of Undercover Operation and
Enticement/Grooming. Similarly, a case involving a suspect who was arrested for
enticement/grooming and also possessed a collection of CSAM that they did not create
would have been typified as both Enticement/Grooming and CSAM Possession.

Table 2. Types of technology-facilitated sex crimes against
childrenin arrest cases (N=789)

% (n)
CSAM Possession 56.5% (446)
CSAM Production 30.9% (244)
Enticement/Grooming 27.0% (213)
Undercover 24.2% (191)

Note. Types are not unique.

Below are descriptions of each type of case and the number/percentage of each case type
presentin our data:

CSAM Possession: 56.5% (n=446)
Involves a suspect who possessed and/or distributed CSAM that they did not produce
themselves.

CSAM Production: 30.9% (n=244)
Involves either a suspect who produced CSAM of a minor themselves (photos, videos, or
live streams) and/or an identified minor who was depicted in CSAM.
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TYPES OF
TECHNOLOGY-
FACILITATED
ABUSE ARRESTS

From the Fourth National Juvenile
Online Victimization Study (NJOV-4)

56.5% (N-446)
CSAM POSSESSION

These cases involve a suspect

who possessed and/or
distributed CSAM that they '
did not produce themselves. -

30.9% (N-244)
CSAM PRODUCTION

These cases involve a suspect
who produced CSAM, and/or a
minor victim who was depicted in
CSAM. This could include minors
who took photos of other minors
or themselves, if they were
arrested for doing so.

27% (N-213)
ENTICEMENT/GROOMING

These cases involve a suspect who
groomed a minor over technology.
Sometimes, these also involve a
suspect caught by an undercover
investigator who posed as a minor
online and ended up arresting the
suspect.

24.2% (N=191)
UNDERCOVER OPERATIONS

These cases involve an investigator
posing as a minor online or
monitoring peer-to-peer networks
for exchanges of CSAM.

Enticement/Grooming: 27% (n=213)

Involves a suspect who used technology to
entice/lure a minor into meeting in person for
sexual purposes. An actual in-person meeting
was not necessary to qualify; police only needed
sufficient evidence to show that sexual
conversations occurred between the suspect
and minor (or, in the case of undercover
investigations, an investigator who was posing
as a minor). Similarly, this type of case could
involve a party who reported sexual
communications facilitated with technology
between an identified minor and an adult, even
if the suspect was never identified.

Undercover Operations: 24.2% (n=191)

Involves an undercover officer who either posed
as a minor online to catch an adult trying to
entice/groom a minor or monitored online
networks of CSAM exchange (such as peer-to-
peer platforms) to catch suspects who were
trading, purchasing, or selling CSAM.

Infographic 1. Types of technology-facilitated sex
crime arrests

Agency Involvement with Different Case
Types

Figure 1 shows a comparison of the percentage
of all case types investigated by the agencies
within each frame of this study. Significant
differences were noted across agency types
with ICAC Task Forces being the most likely to
investigate CSAM possession (74.9%) and
undercover (34.5%) cases. ICAC affiliate

agencies were slightly more likely (51.3%) than other municipal agencies (43.2%) to
investigate CSAM possession cases, but the two agency types investigated similar
percentages of enticement/grooming cases (each about 29%). ICAC Task Forces (34.5%)
were significantly more likely than ICAC affiliate agencies (20.9%) and other municipal
agencies (20.5%) to investigate undercover cases. There were no significant differences
between the percentages of CSAM production cases across agency types, but the general
pattern shows that municipal agencies investigated the highest percentage of cases
(38.6%), followed by ICAC affiliates (32.5%) and ICAC Task Forces (24.6%).
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Figure 1. Types of cases by type of agency: ICAC Task Forces, ICAC affiliate agencies, all
others. ***p <.001, *p <.01.

Figure 2 shows the distribution of types of agency involvement (i.e., cases involving two or
more agencies, an ICAC Task Force, and federal agencies) across case type. An ICAC Task
Force was most involved in CSAM possession (51.3%) and undercover (42.9%) cases; they
were involved in 25.4% of CSAM production cases and 24.4% of enticement cases. Less
variability was noted for federal agency involvement: 20.4% in undercover cases, 19.3% in
CSAM possession cases, 14.7% of CSAM production cases, and 14.1% of enticement
cases. Two or more agencies were involved in 59.5% of CSAM possession cases, 57.9% of
undercover cases, 52.2% of enticement cases, and 50.7% of CSAM production cases.
Statistical significance was not tested due to many cases involving more than one case
type (e.g., CSAM possession and undercover).
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Figure 2. Types of cases by type of agency involvement.

Typology of arrests for technology-facilitated sex crimes against children

After collecting data on each type of case based on the roles of primary minor(s) and
suspect(s) involved, we created a typology for arrest cases which would sort cases
uniquely into discrete categories. These discrete case types were based on elements of
the case beyond the role the suspect(s) and/or minor(s) had in the case, considering
dynamics such as where the parties first met for enticement cases, the elements of the
undercover investigation, and whether CSAM possession cases involved distribution.
Infographic 2 outlines the percentages and frequencies of these unique typologies, which
are described in detail below:

Crimes against identified victims

As suggested by the category’s name, these cases always involved an identified victim. In
total, 41.4% (n=327) of cases fell into this type, which we further disaggregated into other
branches depending on how the identified minor and suspect first met. In almost half
(40.7%, n=133) of the cases involving an identified victim, the offender was an
acquaintance before the crime occurred. About a quarter (23.2%, n=76) of these cases
involved a suspect who the victim met online. Family member offenders accounted for
21.4% (n=70) of cases with an identified victim. Lastly, 14.7% (n=48) of these cases
involved some other type of relationship between victim and offender, for example,
someone trafficking a minor or a stranger that the minor did not meet online.
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Undercover operations (no identified victim)

Undercover operations cases could fall into two different types depending on other
elements involved in the case. The majority of undercover operations (70.5%, n=122)
involved a suspect attempting to entice someone they thought was a minor. The rest
(29.5%, n=51) of these cases involved the undercover investigator(s) monitoring CSAM
exchanges, where the minor in the material was not identified or involved in the
investigation.

CSAM possession only

CSAM possession only cases involved suspects who had CSAM that did not depict an
identified minor. More than half (65.1%, n=185) did not involve distribution, meaning that
the suspect was caught with the material but was not exchanging it with others. About 35%
(n=99) of these cases did involve some form of distribution.

CSAM production by minors with arrests and no identified victims.

Finally, a very small portion (.6%, n=5) of all cases involved a minor who produced CSAM of
another minor or themselves and was arrested. These cases involve similar elements to
youth-produced image cases but are distinct due to the minor being arrested as a result of
the content they produced.

Infographic 2. Typology of arrest cases
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Case Summaries Across Typology

Written by the trained interviewer after each interview, case summaries are brief narrative
descriptions of how the investigation unfolded, broadly covering key elements such as who
the suspect and minor were, how they met/what type of relationship they had, where
communication took place, how the case came to police attention, and arrest outcomes.
Summaries vary in length and detail based on how much information the investigator or
case record offered.

These summaries do not represent all cases of their type, they simply serve as examples of
the investigative dynamics that can (but do not always) occur in the data we collected.
They also lack any identifiable information about suspects and minors involved; they only
include basic information such as demographic characteristics like age and race. Below,
we highlight some of these summaries to illustrate examples of each case type in narrative
form.

Identified victims - family perpetrator

This [case] began as an undercover proactive investigation on a peer-to-peer
network. The police were able to download CSAM from a server. They were
able to identify the suspect with the IP address. The suspect, an adult white
male, lived with his mother. The investigation revealed that the suspect had
produced CSAM of his 8- and 10-year-old nieces, while they were visiting
their grandmother. The produced images did not show any sexual activity
involving the girls. They were nude or semi-nude images of them. The police
also found other CSAM images that the suspect possessed, with unknown
victims. He distributed all of them through the peer-to-peer network. The
case involving the hands-on abuse of the suspect's nieces was turned over
to the local PD. The girls were interviewed and made disclosures, and a
report was made to child protective services. The suspect was charged with
5 counts of CSAM production and was sentenced to 100 years in prison
(stacked), and he is required to register as a sex offender.

This [case] involved a juvenile girl who was living with her father. She
discovered a camera in the bathroom prior to taking a shower, which her
father had put there. The minor told her father's ex-girlfriend, and she
reported it to the police. This was the suspect's second offense involving a
minor in less than a year. The first offense involved the minor's [suspect’s
daughter’s] friend. Her father texted the daughter's friends asking her to
engage in sexual activity. Following this case, the suspect was required to
register as a sexual offender. His daughter was removed from his care and is
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living with other family members. The police never saw the images because
the suspect deleted them.

This agency received a priority 2 CyberTip from the National Center for
Missing & Exploited Children (NCMEC) indicating there was a possibility of a
child being victimized. They got a subpoena to get the suspects subscriber
info and a search warrant. The police seized the suspect's phone, where they
found CSAM images. The suspect had 6 kids in the residence, his own
children. None of them, however, matched the description of the child in the
CSAM that the suspect had produced. The police were able to determine
that the background of the suspect's bathroom matched the background in
one of the CSAM pictures and the suspect confessed. The child in the CSAM
that the suspect produced, roughly 6 pictures, were of the suspect's very
young grandson (age 4 or 5). The suspect admitted to sending the images to
several people, but police were only able to identify one. The second
suspect, who received the images, admitted to having them. He didn't pay
for them; the primary suspect just sent them to him. The primary suspect
also had other CSAM images in his possession that he did not produce, all
boys around the age of 12. The primary suspect was charged with federal
crimes, and the case was turned over the feds. The second suspect was
charged with state crimes. Both suspects were part of an online group called
"Kik".

This case is about a man who was addicted to pornography, produced child
pornography depicting his own daughter from age 3 until her mom reported
the case due to the toddler disclosing sexual abuse by her father. The suspect
also possessed CSAM of other children. When approached by the police the
suspect confessed to the crimes at once. The man was arrested.

This was initiated by a CyberTip from NCMEC. The suspect, a black male,
produced over 300 images of CSAM and over 1,300 images of erotica
(pictures of children naked or partially clothed that do not meet the threshold
of CSAM). The children depicted in the images were the suspect's own
children and other related children that were in his care. The suspect stored
the images on the cloud and distributed them to others. Police were not able
to get a warrant for the cloud storage because it was encrypted, but they were
able to see what was on his phone and computer. The suspectwas a military
veteran and on full disability. He reported being a victim of child abuse while
he was in foster care and later disclosed a history of mental health issues.
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The case is pending federal sentencing. Once he is sentenced, the state
charges will be dropped. But he will be required to register as a sexual
offender.

Adult male reported to have been sexually abusing his young daughter from
age 4 or 5 to age 13 or 14. She said he has taken videos and pictures of her
body, has forced her to give him nude pictures on one occasion, and has told
her about and shown her sexual pictures and videos as examples for her to
learn from (of both adults and children). During a search of his devices,
thousands of pictures were found including anime pornography with
perceived juvenile females, as well as an over-5-minute-long video of a
prepubescent female performing sexual acts.

Identified victims — acquaintance perpetrator

20-year-old male was caught asking for nudes and sending nudes to a 16-
year-old girl that he knew through another friend. The 16-year-old girl had
some mental disabilities that made her mental age less than 16. They also
discussed sexual topics. Other kids at school heard about this and reported
it, and police found the evidence on the girl's iPad. The suspect was also
charged in other jurisdictions for soliciting a 13-year-old.

This case is about motel neighbors, an adult male and juvenile female who
was married [to a different man] at the time of the case. The adult male
offered money to the juvenile in exchange of CSAM and offered a job for the
husband. The juvenile complied with sending YPI that didn't include her face.
The suspect became angry and demanded more pictures including her face
and she refused. The suspect went inside the girl's room, took her clothes off
forcefully, touched/fondled her, and took the images he wanted of her. Since
the juvenile knew that the suspect had a gun in his room, she didn't fight back
and waited for him to leave to call the police. When the police came, they
arrested him and charged him with felonies. The detective shared that the
prosecutor accepted a guilty plea for having weapon illegally, but all sex
charges were dropped, because the girl never answered the phone and there
was no follow-up with her. The suspect did no jail time, and didn't have to
register as a sex offender.
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Two high school students informed their school resource officer that another
student had pictures of naked girls on his phone. Police looked at the
suspect's phone and found numerous photos of nude underage females,
which were be considered child pornography. Some of the pictures showed
a female engaging in sexual acts, such as touching herself and posing in a
provocative way. The female and suspect had been in a relationship a couple
of years prior. The female reported being 17 at the time the pictures were
taken but was 18 at the time of the investigation. It's not clear how old the
suspect was at the time the pictures were taken or when the investigation
took place. The suspect went to juvenile court and pleaded guilty in an
informal hearing. He was given unsupervised probation but if he didn't follow
through with recommendations, possible charges could be presented.

The agency investigated the report of a sexual assault on a local school
campus after a basketball game. A video was taken during the assault, the
victim performing oral sex on the suspect, that was shown around the
school. The victim, a minor female, reported that she had been around a
group of other minors who were smoking marijuana. She denied smoking but
believed she got high from being around it.

A father found his 13-year-old daughter was communicating with what he
believed was an adult. His daughter and the male were sending nude images
of themselves to each other via social media. The suspect asked the minor
to take pictures of herself and send them to her. The suspect was a friend of
the family, so he knew the minor. He pretended to be a 13-year-old male on
social media and initiated contact with the minor. The minor didn't realize
she was communicating with someone she knew. The father of the minor
ended up setting up a fake Instagram account, posing as a girl. The suspect
shared his real phone number, which the father recognized.

During a school break, a middle school teacher set up a recording/video
device in a classroom where a group of 6 middle school girls were sent to
change out of their street clothes and into swimsuits. The local sheriff office
and state police were involved in the investigation. The suspect initially
denied videotaping them but then when confronted with what the girls
reported, he admitted to it. The suspect's electronic devices were searched,
and they found he had been communicating with other minor females online.
He also possessed CSAM that he did not produce.
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Identified victims — someone met online perpetrator

The police received a report from the suspect's girlfriend that her boyfriend
had CSAM on his phone. The police had a history with the suspect, as he was
a registered offender. They found CSAM and evidence that he was trafficking
minors. There were approximately 15 female victims over the course of
several years. The suspect was communicating with the minors via
snapchat, pretending to be a 15-year-old male. He would then meet with
them and take pictures of them and engage in sexual activity with them. He
would pay them with money and drugs, threaten them, and physically hurt
them. He was given multiple incarcerations that totaled life in prison. There
was no evidence that the suspect shared any of the CSAM involving the
minors, other than with one of the victims. The suspect had 5 or 6 children.
There was no evidence that he had sexually abused them.

A 14-year-old female received picture of an adult male's penis on Snapchat,
she asked him to stop, and he also sent a video of him taking out his penis.
This all happened when she was staying at her friend's house. Before this, he
had also asked her to sneak him into her friend’'s house multiple times and
asked for her to give him a blowjob for $100. He had previously asked how
old she was, and she said 14 years old, and he said he was 18. He was also
found to be located near her house when the friend's father went to go find
him. The 14-year-old female and the adult male were both were sharing their
locations on Snapchat.

The mother told police she found her daughter was having sexual
conversations with the suspect, a 19-year-old male, on Snapchat. She was
also sending naked pictures of herself to the suspect. Police found over 150
images. The suspect initially requested that she send photos of herself
naked, but she later started sending them voluntarily. The minor believed
they were in a relationship. He told her that he wanted to come and see her,
but his car was broken down and he couldn't. They never made a specific
time to meet. He made a lot of promises to keep her sending him pictures.
There was a plea deal, but the investigator didn't know the specifics of the
sentence. He was, however, required to register as a sex offender. The
respondent noted that in 2023 the suspect was arrested for failing to change
his address.
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This case involved a CyberTip from NCMEC. They received a report from
Facebook regarding contact between a 14 old female and an adult male from
different states. They were sending nude pictures of themselves to each
other. ICAC interviewed the minor and this agency interviewed the suspect.
The suspect was involved in a prior undercover investigation, where he was
found trying to elicit sex from a minor. He was not required to register as a
sex offender following the prosecution of that case.

A 17-year-old victim met 40-year-old suspect on a social media dating app
Seeking Arrangements after she ran away from home. They meet and the
suspect paid her for sexual intercourse on two separate occasions.

The suspect, an 18-year-old Hispanic male, was communicating with a 15-
year-old female and trying to have sex with her. The suspect sent nude
pictures of himself to the victim, and she send nude photos of herself to the
suspect. The minor female indicated she was willing to meet with the
suspect to engage in sexual activity. The minor female's parents saw some
of the text exchanges with the suspect on their daughter's phone and called
the school. A school resource officer made the report to this agency. The
respondent stated that the minor female had a history of running away and
she had been in contact with multiple men and was sending them pictures
of herself nude. This suspect threatened to expose the minor female if she
didn't send more of what he wanted. The mother reached out to the suspect
to tell him she was calling the police. The suspect was arrested and charged
with felony sextortion.

This case was an enticement/grooming case that involves a minor who
created a Grindr account and communicated with an adult. The adult
promised the minor love/relationship and they agreed to meet in person.
After having sex with the minor, the adult threw him out of the house. Since
the minor didn't have a ride home, he called his mom to pick him up and
made an elaborate lie about having been kidnapped. Mom reported the
alleged kidnapping to the police. The adult was arrested, charged, and is
serving a sentence.

A 15-year-old girl met a 34-year-old male online, on Kik. They exchanged
nude images/videos of themselves with each other. After exchanging
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messages for a couple of weeks they agreed to meet. The minor female ran
away from home, taking her bike to meet the male suspect. The minor's
mother went out to start looking for her and someone asked her if she was
looking for a teenage girl on a bike, as they saw her getinto a car with an adult
male. The mother contacted the police, and they began looking for her. They
found the two before anything had happened. The respondent was not the
key investigator. He noted that this was not their first contact with this minor
female. She had been contacting adult males online several times before.
She also had a history of running away from home. The respondent believed
that the minor female lived with her mother, and there was some conflict
between them.

Identified victims - other perpetrator

Report from a truck stop that there were 2 young girls (around 16 or 17) that
went into the store and said they were being assaulted by a truck driver. The
employee said that the male truck driver purchased 2 showers, then they left.
The male came back later. The girls came back later with marks on their body,
and they reported they had been assaulted.

The victim was a 15-year-old female. The mother found images on the
victim’s phone of herself and discovered a relationship with the suspect. The
victim produced the images of herself and sent it to the suspect, there were
about 6. The suspect kept the CSAM on his smartphone. The investigator
stated that there were possibly prior victims, but they never got enough
evidence to arrest him, and there was also evidence that the suspect abused
younger family members. The investigator stated that the victim’s family is
well known to police because the parents are drug dealers and have since
been incarcerated since the crime.

Police record: This agency took a report of sexual extortion, extortion by theft,
and commercial exploitation of minor. A 17-year-old female student had her
Snapchat account hacked in April 2019 by another account. All the victim's
nude photos were removed from her account by the hacker. The victim was
given access back to her account shortly after the incident by the hacker as
he demanded her "My eyes only" folder password. The hacker threatened the
victim to expose her current nude photos if she did not comply and give the
password. The victim gave the hacker the password to the folder out of fear
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of her photos would be exposed. The suspect hacked into at least 50 other
students'accounts and threatened them in similar ways.

The respondent was contacted by the US Marshal Service for a complaint
they received from one of their local group homes about a missing juvenile
they believed was being trafficked. The juvenile was participating in
commercial sex acts with a known suspect who ran a local escort website.
He had initially been investigated in 2013. The suspect had images and
videos of the juvenile females that he put on his website. They all showed
sexual activity between one of the minors and the suspect. The suspect
owned the website and made money from it keeping a percentage of the
money any of the escorts made. The victims voluntarily provided the images
and were paid for them. The suspect was charged with federal crimes and
ordered to 8-10 years of incarceration. He is also required to register as a sex
offender. The primary victim was a ward of the state and living in a group
home. She remained at that home but ran away and eventually aged out of
the system.

Undercover operation (no identified victims) — enticement

Police record: This is an undercover operation where the investigator created
a profile on Skout.com. Skout requires users to be 18 years of age or older to
use their service, so the investigator posed as a 22-year-old female. Once the
investigator was contacted by the suspect, he informed him that he was 13-
years-old. The investigator then asked him to text. The purpose of the profile
was to identify individuals targeting juveniles for sexual conduct, exploitation
or trafficking.

This was an undercover chat operation, which was comprised of various law
enforcement investigators across the state. They hosted a proactive chat
operation and communicated with an adult male who expressed an interest
in having sex with a 15-year-old female, posed by the undercover (UC) officer.
The UC officer and suspect met on the social media site, Skout. The suspect
initiated the talk about having sex with the UC officer (minor female). They
communicated for about 24 hours prior to a face-to-face meeting. The
suspect brought alcohol with him to the face-to-face meeting. The suspect
pleaded guilty to federal charges and was given an incarceration time of
about 5 years. He is also required to register as a sex offender.
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This was an undercover operation. The UC agent posed as a 13-year-old
female and posted an ad to the effect that "she" was new in town and looking
for someone to show her around. The ad received a lot of responses. The
suspect in this case was a retired coach. He brought up sex related topics
and asked the UC agent to send sexual pictures. A meeting was set up for
the purpose of the suspect and minor to have sex and the suspect was
arrested. Homeland Security was involved and conducted the interview with
the suspect. The suspectwas charged with federal crimes and sentenced to
10 years.

Police conducted an undercover operation targeting adults online who were
looking to solicit sex from minors. Police posted an ad online in which the
suspect replied looking for sex. The undercover account told the suspect
they were only 15 and the suspectdidn't care. The suspect requested sexual
photos from the undercover account. They agreed to meet at the home listed
under the undercover account where police were waiting to arrest the
suspect if he showed up. The suspect was arrested and brought into the
station.

33-year-old white male EMT was caught in an undercover investigation. He
was messaging who he believed to be a 15-year-old male on Grindr and
agreed to meet up for oral sex. When he arrived at the meeting spot, he was
arrested by police. This all occurred on the same day. He was found with guns
and knives in his truck.

The initial report came from a CyberTip received by NCMEC. Through online
investigations, the suspect had 10-14 images of CSAM located on personal
devices mostly received from the social chat application Mocospace. 6 more
CyberTip Reports from NCMEC were received in the next couple of months
related to Terry along with search warrants being granted for access to the
contents of suspect's Mocospace.com account. Investigative subpoenas
were also served to AT&T Wireless for content located on a cellular device
found while executing a search warrant of suspect's house. Between May 1st,
2019, and June 3, 2019, Investigator conducted an undercover investigation
onthe social media platform Mocospace posing as a 13-year-old female. The
suspect in the undercover investigation was discovered to be the suspect.
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The suspect sent sexually explicit photos to an undercover phone number
asking for undercover persona to engage in sexual conduct.

Undercover operation (no identified victims) - CSAM

This was an undercover case where the investigator was monitoring a peer-
to-peer network and saw numerous downloads of CSAM. The suspect was
downloading large amounts of files from the P2P website and putting them
on his kindle tablet. The tablet would then crash, and he would load the
images back onto the P2P site and then attempt to download them again.
Police had some difficulty in finding the suspect because he was using
internet services from other people in town. The police initially got a search
warrantfor one of these homes. This was a very smalltown and word got back
to the suspect, so he switched to another internet source. The police were
eventually able to find him. The suspect had a fairly large collection of CSAM
on his tablet that was not password protected in any way. He lived with his
wife, was retired, and it was believed his interest in CSAM was fairly recent.
The suspect had grandchildren who visited but there was no evidence that
he had any hands-on victims.

Investigator was conducting an undercover proactive investigation and found
an IP address actively sharing child pornography via BitTorrent. A search
warrant was issued, and they took the suspect's computer. They found all
videos of the CSAM, no images. The suspect admitted to downloading them
and stated that he would delete them after watching them but there were
some saved on his computer. A forensic exam of the computer found
numerous videos of CSAM. He was arrested with 1 count of transmission of
child pornography, 10 counts of possession of CSAM, and 1 count of
compiling CSAM. He was incarcerated but not for very long because he had
significant health issues and was in a wheelchair. The children in the videos
were not identified but the videos were sent to NCMEC to be added to their
database.

Two agencies worked together on an undercover operation to find CSAM on
the P2P network, BitTorrent. This agency identified a suspect in their
jurisdiction. The suspect's devices were seized. Initially, the suspect was
only charged with distribution (as the CSAM had been shared with the
undercover agent via their program that looks for it) until the devices could
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be reviewed. [ttook over a year for the forensic examination on the devices.
The examination found CSAM on a computer and several flash drives. Some
of the flash drives couldn't be reviewed because the police were not able to
access them. BitLocker had been used to restrict access. The suspect was
charged with possession of the CSAM they did find. Some of them were part
of a known series. There was no evidence that indicated the suspect had any
hands-on victims.

Police received FBI reports regarding the suspect caught in an undercover
operation involving child pornography. Undercover persona had received
images of child pornography from suspect. The suspect was identified using
an IP address. A search warrant was executed on the suspect’s address and
was broughtin for an interview. Suspect admitted to looking at underage porn
and recognized the various folders on his desktop containing child
pornography. Suspect denied ever having sex with any children. 56 videos of
child pornography were found on suspect's computer. Hundreds of photos
and videos were found on a USB drive received by the FBI regarding the
suspect. Images were from infancy to early stages of puberty. Suspect used
BitTorrent to download and access child porn. Arrest warrant was filed for
suspecton the charge of sexual exploitation of a child.

CSAM possession only - with distribution

Police received a NCMEC report that came from CSAM being shared on
Facebook. Police tracked the IP address to a 53 y/o white male. Police
conducted a search warrant and confiscated two phones. The suspect
admitted that he had received CSAM from random people on Facebook, and
police found him in two different CSAM related Facebook chat groups. Police
also searched the suspect’s phone and found CSAM of teenage girls that
were sent to him.

This case involved a CyberTip from NCMEC regarding CSAM that had been
shared with a group on Discord. Police located the IP address and found the
suspect. Suspectwas a minor, male. They found hundreds of images/videos
combined. Some of which were part of a known series. There was no
evidence that the suspect had any hands-on victims or that he produced any
CSAM images. The suspect was charged with state crimes and went to
Jjuvenile court. He did not receive any jail time. He received probation and
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participated in a diversion program. He was not required to register as a sex
offender.

The suspect, a Hispanic male, was staying in brother's home. He got a new
phone and had left his old phone at his brother's house. His brother found
the phone and saw CSAM and texts, through Kik, where he was actively
trading CSAM images. The suspect was living with various other people. He
had several girlfriends and had fathered several children. It took a long time
for the police to locate him. There was no evidence that any of the children
in the CSAM were hands-on victims or anyone the suspect knew. A report
was made to child protective services so they would have it on record. Police
also contacted the mothers of his children, but they didn't seem concerned.

The agency received a CyberTip from NCMEC. Tumblr had made the report
to NCMEC. Police located the suspect, a white male, age 43, living with his
wife and two minor stepdaughters. Police found thousands of CSAM images
on the suspect's tablet. He had other devices that likely had CSAM, but they
were encrypted and difficult to access. The suspect made admissions of
possessing and sharing CSAM during the interview. He admitted to having
fetishes in bestiality and fisting. Police then obtained a warrant to talk to
Yahoo about the suspect's account and found evidence of him downloading
and sharing CSAM. Prior to interviewing the suspect's stepdaughters, they
were informed that one of the girls, a teenager, attempted to overdose on
drugs. Neither of the daughters made any disclosure of abuse and there was
no physical evidence to indicate they were hands-on victims. The case went
to trial and the suspect was convicted. He did not receive any incarceration.
He received 2 years’ probation and was required to register as a sex offender.
He was also not to have contact with children.

This case is abouta girl who showed and sent a video of a boy from her school
to 2 other students. The girl had her Miranda Rights read to her so this
interview will be taken as possession/distribution case.
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CSAM possession only — without distribution

This case is about a 20-year-old white male who possessed 2 CSAM "he
deliberately searched for petit teens and younger children on his browser,
didn't save cookies, and deleted the images from his flash drive but they were
recovered. The suspect was arrested.

This was a CyberTip from NCMEC. They received 2 reports from Microsoft
One Drive about possible CSAM. The police identified the suspect with the
IP address. There was a search warrant for One Drive. One file had over
1,000 CSAM images. Another search warrant was obtained for the suspect's
home. The suspect confirmed it was his account but denied having CSAM.
Police took the suspect's devices and there were numerous files of CSAM on
removable media. A forensic exam was never completed on the other
devices because they had enough for prosecution. The suspectwas arrested
for 1 count of CSAM on the day of the house search. He was later Indicted on
the charges and pled guilty to 1 count of possession, a 3rd degree felony, and
sentencedto 6 years injail. He was not required to register as a sex offender.

This was a CyberTip report from NCMEC. Discord reported that a user had
uploaded CSAM. NCMEC determined that the offense occurred in [redacted
state]. They reviewed the images/videos and found close to 100, mostly
videos of young girls, aged 2-8. The suspect lived with his mother. The
suspect's nieces were in that age range and visited the house often. The
investigator stated that they looked for hands-on victims but found no
evidence that the suspect had any. The suspect's mother and sister were
made aware to look for signs of abuse and to report any concerns. They were
also advised to keep the suspect away from the girls. The respondent didn't
know the sentencing but stated that he was sure the suspect didn't get any
jail time, just probation, and he was required to register as a sex offender.

They received a CyberTip from NCMEC regarding a Bing search. The IP
address was in their jurisdiction. They got a search warrant, and the suspect
was looking at CSAM when they arrived to his house. They found both images
andvideos of CSAM on his computer (10in all). They were not able to identify
the minors depicted in the CSAM. The suspect lived across the streetfrom a
high school. The case is still pending because the suspectis claiming mental
incompetence. He is being charged with a felony and if found guilty he will
be required to register as a sex offender.
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NCMEC tip was sent to police through Yahoo email regarding several CSAM
photos. Police found the suspect and searched his home. In the home they
found more CSAM contenton a disk drive and a USB. Suspect (61 white male)
a first stated it was someone else using his accounts, but when police
discovered his timeline did not match the evidence, he admitted to looking
at pictures containing child nudity. He was arrested, charged, and is serving
3 years in prison.

CSAM production by minors with arrest and no identified victims

The agency was notified by a school administrator about 3 kids sending nude
photos of themselves and sending them to each other through snapchat. All
three were arrested but the charges were later dropped, and they went
through juvenile court. As far as the police know, the pictures weren't sent
any further than to the three involved who took the photos of themselves.
They were selfies, no one else was in the pictures with them. But they are
considered CSAM since they are nude photos of juveniles in sexually
provocative poses.

This case is about a 15-year-old female who made a video of herself naked
"no sexualinnuendos on the video/not graphic". She used Snapchatto create
the video but didn't distribute on social media. The juvenile was in her school
cafeteria and airdropped the video. Many kids received the video, but the
police were unable to determine who received it. The IT department at the
school shut down the internet for some time to stop the future dissemination
of the video. The minor was arrested and charged with 2 felonies in juvenile
court. Her sentence involved probation.

This case involved a juvenile female who posted pictures of herself on
Facebook. It came in as a CyberTip from NICMEC. Facebook reported it.
The minor was charged because in this state it is illegal to possess CSAM,
even ifit's of you. She was referred to juvenile court and was given probation.
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Topic 2: Characteristics of victims and offenders by type of case

A key element of interest is understanding who the victims and offenders are in these
cases. Almost half (41.4%) of all arrest cases involved a minor who was identified and
contacted as part of the investigation. It is important to note that CSAM possession cases
have victims, but they were not identified as part of the current investigation. Identified
victims were found in crimes that involved online enticement only (31.2%, n=102), CSAM
production only (44.9%, n=147)

and crimes that involved both

enticement and production

(20.5%, n=67). In 3.4% of cases, it WHO ARE TH E VICTI MS?
was not possible to determine the

o CHARACTERISTICS OF MINORS INVOLVED IN TECHNOLOGY-
minor’s role (n=11).

FACILITATED ABUSE CASES ENDING IN ARREST IN 2019

Among our sample of 327 . e

identified victims, there was a P Mostly teens,

small percentage (3.7%, n=12) with |G Bl Mostly girls

R . ’ . N A1.5% 85.8% (n=217)

missing information. Ofthose with & gum (n=150)

information regarding the victims, ® 9 or younger: 14.9% (n=47) ® Boys: 12.7% (n=40)
i ® 10 or 12:12.7% (n=40) ® Missing: 1.6% (n=5)

74.7% (n=236) involved one ® 16 or 17: 25% (n=79)

identified minor victim and 25.3% / \

(n=80) involved multiple minor e

Mostly white Hispanic/Latino

victims. In cases where there was
64.2 % 11.2% (n=35)

more than one victim involved in (n=203)
“nri i  Black: 11.4% (n=36) ® Non-Hispanic/Latino:
the case, a primary involved ® American Ir;jdianlAIaska Native: 1.3% 65.7% (n=205)
ictim” (n=4) ® Not sure: 3.9% (n=12)
victim” was selected by the ® Asian/Pacific Islander: .6% (n=2) ° Missing:19.2°/: (n=60)

investigator for interviewers to ask k: issng: 155 i JAR
specific questions about. The

primary victim was the one who 4
was most directly involved in
technology-facilitated
victimization. If more than one
victim was equally involved, the cases involve * Offender was a family member:
primary minor was the one who - \ multiple victims PAR %f;:?ﬂzéﬁ}j (n=46)

was most seriously victimized. If
there was still more than one, we
picked the youngest.

Most cases ) (Offenders are oftengh
24) involve only one | | acquaintances of |
victim victims K \
74.7% (n=236) 39.2% (n=124) &
25.3% (n= f e Offender was someone the
5.3% (n=80) 0 victim met online: 24.1% (n=76)

i
SS

Infographic 3. Who are the victims of technology-
facilitated sex crimes against minors?
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Information was collected on characteristics and demographics of the 316 identified
victims involved in our sample of N-JOV cases (see Table 3). Most identified victims were
female (85.8%, n=271), with a significantly smaller percentage of victim who were male
(12.7%, n=40). This information was not provided for 1.6% of cases.

Almost half of the identified victims in our sample were adolescents between the ages of
13-15years (47.5%, n=150), with 16-17-year-olds making up the second largest group
(25%, n=79). Smaller percentages of identified victims were younger minors, 9 or younger
(14.9%, n=47) and 10-12-year-olds (12.7%, n=40).

White victims made up the largest percentage of identified minors (64.2%, n=203), with the
next largest group being comprised of victims where information regarding their race was
missing (13.9%, n=44). Black or African Americans made up the third largest (11.4%,
n=36); followed by victims where there was uncertainty regarding their race (8.9%, n=28).
The smallest percentages included victims who were American Indian/Alaska Native
(1.3%, n=4) and Asian/Pacific Islander (.6%, n=2). A little over 10% were Hispanic victims
(11.2%, n=35).

The largest percentage of offenders (39.2%, n=124) were acquaintances of the minor
victims. Someone the minor victim met online were the next largest offenders (24.1%,
n=76), followed by family members (22.1%, n=70), and others not in those categories
(14.6%, n=46).
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Figure 3. Age of victims by type of case (p<.001)
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Figure 3 statistically compares the ages of victims involved in each case type (p<.001).
Overall, adolescents ages 13 to 15 were significantly most frequently represented across
all types (47.5%). Sixteen- and 17-year-olds were the second largest age group
represented across case types (25%). Only about 15% of all cases involved children ages 9
or younger. Finally, the least commonly represented age group across types was children
aged 10to 12 (12.7%). The case type which most often involved children 9 and younger
was CASM production (27.2%). However, older adolescents ages 13to 15 (35.4%) and 16
and 17 (25.2%) were still more likely than those 9 and under to be victims of production.

Children ages 9 and younger were least likely to be involved in enticement/grooming cases
(6.9%). Teens ages 13 to 15 were by far the most likely to be involved in
enticement/grooming cases, accounting for over half (53.9%) of these cases. In cases
involving enticement and CASM production, teens ages 13 to 15 once again make up the
highest percentage of cases by far (64.2%). No children ages 9 and younger were
represented in these cases, and smaller percentages of 10- to 12-year-olds (9%) and 16- or
17-year-olds (26.9%) were involved in this case type.
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Family member Acquaintance  ESomeone metonline B Someone else

Figure 4. Relationship between the vicitm and offender by type of case (p<.0017)

Figure 4 highlights how varied the relationship between the victims and offenders was
based on the type of case. Acquaintances (47.6%) and family members (34.0%) were the
most common types of offenders in cases that involved CSAM production only. In contrast,
offenders who met their victims online were the most common in enticement only cases
(42.2%); cases that involved both production and enticement were predominately
committed by offenders who were acquaintances of the victims (38.8%) or who met their
victims online (43.3%).
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Table 3. Identified victim characteristics

All CSAM Enticement Both Chi-
(n=316) ® production only (n=102) enticement square
n (%) only (n=147) n (%) and p value
n (%) production
(n=67)
n (%)
Age <.001
9 or younger 47 (14.9) 40 (27.2) 7 (6.9) 0
10o0r12 40 (12.7) 18 (12.2) 16 (15.7) 6 (9.0)
13to 15 150 (47.5) 52(35.4) 55 (53.9) 43 (64.2)
16 or 17 79 (25.0) 37 (25.2) 24 (23.5) 18 (26.9)
Sex .37
Male 40 (12.7) 20(13.6) 11 (10.8) 9(13.4)
Female 271(85.8) 122(83.0) 91 (89.2) 58 (86.6)
Missing 5(1.6) 5(3.4) 0 0
Multiple victims in case .05
No 236 (74.7) 104 (70.7) 85 (83.3) 47 (70.1)
Yes 80 (25.3) 43 (29.3) 17 (16.7) 20 (29.9)
Race
White 203 (64.2) 97 (66.0) 61 (59.8) 45 (67.2) .52
Black 36 (11.4) 18 (12.2) 11(10.8) 7 (10.5) .90
American Indian / 4(1.3) 2(1.4) 2(2.0) 0 .53
Alaska Native
Asian/Pacific Islander 2 (0.6) 0 1(1.0) 1(1.5) .38
Not sure 28 (8.9) 15(10.2) 7 (6.9) 6 (9.0) .66
Missing 44 (13.9) 18 (12.2) 19 (18.6) 7 (10.5) .23
Hispanic/Latino .88
No 205(65.7) 96 (66.2) 64 (62.7) 45 (69.2)
Yes 35(11.2) 18 (12.4) 10 (9.8) 7(10.8)
Not sure 12 (3.9) 5(3.5) 5(4.9) 2(3.1)
Missing 60 (19.2) 26 (17.9) 23 (22.5) 11 (16.9)
Relationship with <.001
offender
Family member 70 (22.1) 50 (34.0) 13(12.7) 7 (10.5)
Acquaintance 124 (39.2) 70 (47.6) 28 (27.5) 26 (38.8)
Someone metonline 76 (24.1) 4 (2.4) 43 (42.2) 29 (43.3)
Other 46 (14.6) 23 (15.7) 18 (17.7) 5(7.5)

8 The 12 cases with missing data on the specific victim role are dropped from this comparison.

Among our sample of 784 identified offenders, a little over half included offenders who
possessed CSAM (56.1%, n=441). Offenders who engaged in enticement made up 27%
(n=212) and offenders identified through an undercover investigation made up 24.4%
(n=191). A small percentage of offenders (4.9%, n=38) were one of multiple suspectsin a
case. As with identified victims of technology facilitated crimes, in cases where there was
more than one suspectinvolved in the case, a “primary suspect” was selected to ask
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detailed questions about. The primary suspect was the one who committed or attempted
to commit the most serious crime. If there was still more than one, we picked the
youngest.

Information was collected on characteristics and demographics of the 784 identified
offenders in our sample of N-JOV cases (see Table 4). The overwhelming majority of them
were male (96.8%, n=759), with female offenders making up 2.8% (n=22), and offenders
whose sex was unknown making up less than half a percent (0.4%, n=3).

Almost three-quarters of the offenders in our sample were White (73.2%, n=574), with
Black or African Americans making up the next largest group (10.3%, n=81); followed by
offenders where there was uncertainty regarding their race (8.9%, n=28). The smallest
percentages included offenders who were Asian or Pacific Islander (2.2%, n=17) and
American Indian/Alaska Native (0.8%, n=6). About 10% of all offenders were Hispanic
(10.7%, n=84).

The ages of the primary suspect at the time of the crime were most typically ages 26-39
(32.8%, n=257), 40-59 (23.3%, n=183) or 18-25 (20%, n=157). Smaller percentages of
suspects were 60 and older 14.9% (n=117) or minors, 17 and younger (8.9%, n=70).

(Offenders who were married or living with a partner accounted for 6 24.7% (n= 164) of the
sample of adult suspects. The educational background of offenders was missing 29.1%
(n=193) of adult suspects, however, 3.3% (n=88) were reported as having more than a high
school education. Those working full-time at the time of the incident made up 40.1%
(n=266).

Table 4. Offender characteristics in technology-facilitated crimes against children

CSAM
All Identified possession
(n=784) victim Undercover only X2P
(n=327) (n=173) (n=284) value
Any possession 441 (56.1) 97 (29.7) 60 (34.7) 284 (100) ---
Any undercover 191 (24.4) 18(5.5) 173 (100) 0
investigation
Any enticement 212 (27.0) 169 (51.7) 37 (21.4) 6(2.1) ---
Multiple suspects in case .003
No 746 (95.1) 301 (92.1) 169 (97.7) 276 (97.2)
Yes 38 (4.9) 26 (7.9) 4(2.3) 8(2.8)
Sex .01
Male 759(96.8) 311 (95.1) 171 (98.8) 277 (97.5)
Female 22(2.8) 16 (4.9) 1(0.6) 5(1.8)
Missing 3(0.4) 0 1(0.6) 2(0.7)

Race / ethnicity
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.~ White  574(73.2) 217(66.4)
~Black  81(10.3)  52(15.9)
~ AsianorPacificlslander | 17(2.2)  7(2.1)

_ Notsure  37(47)  20(6.1)
Hispanic/Latino

" No  528(67.3) 219(67.0)
CYes  84(107)  41(12.5)
C Notsure | 17(22)  11(3.4)

.~ Missing = 155(19.8) 56(17.1)
Age

. 17oryounger  70(8.9)  50(15.3)
. 18-25 | 157(20.0) 81(24.8)
. 26-39  257(32.8) 107(32.7)
~40-59  183(23.3) 62(19.0)
_ 6Oorolder  117(14.9) 27(8.3)
Suspectwasaminor

~ No  714(91.0) 277(847)
Yes 7089  50(15.3)
‘Maritalstatus®  (n=663)  (n=257)
. Single, nevermarried 270 (40.7) 115 (44.7)
 Married  139(21.0) 50(19.5)
. Livingw/partner | 25(3.8)  9(3.5)

_ Separated/divorced  58(8.7)  23(8.9)
.~ Notsure | 46(6.9)  22(8.6)
 Missing  125(18.9) 38(14.8)
(Education® | (n=663)  (n=257)
ETE > c°
. Highschoolgraduate  133(20.1) 67 (26.1)
R
. Collegegraduate  40(6.0)  12(4.7)
- Postcollegedegree  1(0.4) 5(3.1)

.~ Notsure  217(327) 87(33.9)
.~ Missing  193(29.1) 60(23.3)
" No  198(29.9) 78(30.3)
Yes | 266(33.9 95(29.1)
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136 (78.6)
13(7.5)
0

4(2.3)
4(2.3)

122 (70.5)
10 (5.8)
1(0.6)

40 (23.1)

0
17 (9.8)

74 (42.8)
52 (30.1)
30(17.3)

173 (100)
0
(n=159)
49 (30.8)
36 (22.6)
5(3.1)
16 (10.1)
15(9.4)
38 (23.9)
(n=159)
3(1.9)

22 (13.8)
9(5.7)

9(5.7)
4(1.6)
49 (30.8)
62 (39.0)
(n=159)

38 (23.9)
78 (45.1)

221 (77.8)
16 (5.6)
0

6(2.1)
13 (4.6)

187 (65.9)
33(11.6)
5(1.8)

59 (20.8)

20 (7.0)

59 (20.8)
76 (26.8)
69 (24.3)
60 (21.1)

264 (93.0)
20(7.0)
(n=247)
106 (42.9)
53(21.5)
11 (4.5)
19 (7.7)
9(3.6)

49 (19.8)
(n=247)
12 (4.9)

44 (17.8)
16 (6.5)

19(7.7)

81 (32.8)
71 (28.7)

(n=247)

82(33.2)
93 (32.7)

.001
<.001

L
.16
.09

<.001

<.001

.06

.004

.03



. Missing  199(25.4) 84(25.7)
No  207(26.4) 63(19.3)
~Yes  401(51.1) 216(66.1)
.~ Missing  176(22.5) 48(14.7)
‘Hadownchildren

~No  332(423) 153(46.8)
CYes | 189(24.1) 75(22.9)
. Notsure ~ 64(8.2)  33(10.1)
. Missing | 199(25.4) 66(20.2)
No  45(286) 9(12.0)
~Yes  123(65.1) 61(81.3)
 Notsure  6(3.2) 3(4.0)

. Missing  6(3.2) 2(2.7)
Other access tominors

~ Livedw/minors  163(20.8) 96 (29.4)
| Visitationw/minors | 16(2.0)  9(2.7)
e
e
~ Volunteered w/ children ~ 22(2.8)  10(3.1)
_ Spenttimew/children  118(15.1)  63(19.3)
e
_ Missing  237(30.2) 70(21.4)
" No  138(17.6) 89(27.2)
~Yes  400(51.0) 145(44.3)
. Notsure  57(7.3)  27(8.3)
_ Missing  189(24.1) 66(20.2)
~No  454(57.9) 174(53.2)
CYes  79(10.1)  64(19.6)
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43 (24.9)

54 (31.2)
55(31.8)
64 (37.0)

51 (29.5)
47 (27.2)
18 (10.4)
57 (32.9)

(n=47)

16 (34.0)
26 (55.3)
1(2.1)
4(8.5)

20 (11.6)
1(0.6)
3(1.7)

7(4.1)

2(1.2)
19(11.0)
1(0.6)

80 (46.2)

25 (14.5)
72 (41.6)
10 (5.8)

66 (38.1)

99 (57.2)
4(2.3)

72 (25.3)

90 (31.7)
130 (45.8)
64 (22.5)

128 (45.1)
67 (23.6)
13 (4.6)
76 (26.8)
(n=67)

29 (43.3)
36 (53.7)
2(3.0)

0

47 (16.5)
6(2.1)
14 (4.9)

19(6.7)

10 (3.5)
36 (12.7)
23 (8.1)

87(30.6)

24 (8.5)
183 (64.4)
20 (7.0)
57 (20.1)

181 (63.7)
11 (3.9)

<.001

<.001

<.001

<.001
.26
.01

.37
.31
.02
<.001

<.001
<.001

<.001



~ Notsure  25(32)  14(43) 3(1.7)
. Missing | 226(28.8) 75(22.9) 67 (38.7)
- o o -
_ 128 (16.3)  59(18.0) 25 (14.5)
 Fisioryofviolenee | 41(52)  25(.7)  2(1.)
_ 156 (19.9)  78(23.9) 23(13.3)
. Missing = 273(34.8) 102(31.2)  80(46.2)
" No  430(54.9 189(57.8)  83(48.0)
~Yes  84(107) 35(10.7)  15(8.7)
_ Notsure  40(5.1)  21(6.4) 9(5.2)
.~ Missing  230(29.3) 82(25.1) 66 (38.1)
" No  385(49.1) 157(48.0) 76(43.9)
CYes  47(60)  33(10)  2(1.2)
 Notsure  86(11.0) 42(12.8)  18(10.4)
. Missing | 266(33.9 95(29.1) 77 (44.5)
" No  464(59.2) 215(65.7)  87(50.3)
CYes 59(75) 11(34) 15(8.7)
_ Notsure | 20(25)  12(3.7) 1(0.6)
.~ Missing  241(30.7) 89(27.2) 70 (40.5)
2Question only asked of adults.

bNew variable to reflect any of the reported ways offender had access to children
¢Of the subgroup who said they had any children
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8(2.8)
84 (29.6)

17 (6.0)

44 (15.5)

14 (4.9)
4(1.4)

6(2.1)
55 (19.4)

91 (32.0)

158 (55.6)
34 (12.0)
10 (3.5)
82 (28.9)

152 (53.5)
12 (4.2)
26 (9.1)
94 (33.1)

162 (57.0)
33(11.6)
7(2.5)

82 (28.9)
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.52

.008
.004

.03

.02

.002
.06
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Infographic 4. How offenders have access to children

In general, over half
(51.0%, n=400) of the
offenders had direct
access to minors.
Offenders with children of

Percentages of Offenders with
Access to Children by Type of Case

B Al cases (n=784) Identified victim involved (n=327) Undercover w/ no identified victim (n=173)

CASM Possession only (n<284) — their own who were under
e ety the age of 18 accounted
for 15.7% (n=123), those
living with minors 20.8%
(n=163), and those who
= had visitation with minors
= 2% (n=16). As for contact
| l ~a aN . I with children outside the
all:a I . home, 5.5% (n=43) of
Miret chidrawies onidrendle  drestyw!  whowsa 1SN offenders worked directly
access*** relatives)* children* children*** With Chlldren, 5.20/0 (n=41)

worked in proximity to

children, 2.8% (n=22)
volunteered with children, and 15.1% (n=118) spent time with children. Another 13.1%
(n=103) reported having friends who were minors.

There was evidence that a little over half of the offenders (51.5%, n=400) had ongoing
sexualinterestin children. In 10.1% (n=79) cases, someone at the scene of the arrest
made a statement that the suspect had molested minors.

As for mental health characteristics, 6.3% (n=49) were diagnosed with mental illness or
there was evidence of mentalillness, and 16.3% (n=128) had known problems with drugs
and/or alcohol.

A small percentage of offenders had a history of violence (5.5%, n=41), involvement in prior
social services or child abuse investigations (3.2%, n=25) or were reported to child
protective services for child abuse and neglect (6%, n=47). There was a larger percentage
of offenders with a prior arrest for a non-sexual offense (19.9%, n=156) compared to those
with a prior arrest for a sexual offense committed against a minor (10.7%, n=84). And only
7.5% (n=59) were registered sex offenders. Overall, 30.6% (n=240) of the offenders had
prior involvement within the correctional or child protective services system.
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WHO ARE THE OFFENDERS OF
TECHNOLOGY-FACILITATED SEX
CRIMES AGAINST CHILDREN?

Mostly men
96.8% (n=759)

® Women: 2.8%
(n=22)
® Missing: .4%

Age of
offenders
varies

17 or younger: 8.9% (n=70)
18-25: 20% (n=157)
26-39: 32.8% (n=257)
40-59: 23.3% (n=183)

Mostly white
73.2% (n=574)

® Black: 10.03% (n=81)

® Asian/Pacific Islander:
2.2% (n=17)

® American
Indian/Alaskan Native:
.8% (n=6)

® Not sure: 4.7% (n=37)

51.1% (n=401) had
direct access to
minors

® 20.8% (n=163) lived
with minors

® 157% (n=123) had
children under age

60+:14.9% (n=117) 18

51% (400) had

ongoing sexual

interest in

children

® 10.7% (n=84) Had
a prior arrest for a
sexual offense
against a minor

A minority of
offenders struggle f“{‘//;f\

? >
with other mental 3 Yri’:j ?
o

health issues

® 16.3% (n=128) Had known
problems with drugs/alcohol

® 6.3% (n=49) had a diagnosed
mental illness/evidence of
having one

Infographic 5. Who are the offenders of technology-facilitated sex crimes against children?
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Topic 3: Understanding how cases are coming to police attention and

innovative approaches to investigations

Agency initiation and involvement

Table 5 outlines the ways in which different types of technology-facilitated abuse cases
ending in arrest came to police attention. Overall, almost half of all cases (52.3%) began in
a municipal police department. The case type with the highest percentage of cases
initiated by municipal police departments were those involving an identified victim,
accounting for 62.7% of those cases. County sheriff’s offices had the second-highest
percentage of all cases, initiating approximately one-third of all cases (32.1%). The highest
percentage of cases initiated by county sheriff’s offices involved CSAM possession only
(36.3%). In contrast, only 1.3% of all cases were initiated by a prosecutor’s office, making
them least likely to serve as the starting point for cases. Across case types, the highest
percentage of cases initiated by prosecutor’s offices were undercover cases without an
identified victim, still only accounting for a small portion of those cases (5.2%).

ICAC Task Forces were involved in 38.3% of all cases. They were most frequently involved
in cases with CSAM possession only, representing over half (54.2%) of these cases. Cases
involving an identified victim were least likely to involve an ICAC Task Force, accounting for
less than a quarter (21.1.%) of those cases.

Who reports technology-facilitated abuse cases to police?

Cases came to police attention in many different ways. The most reported were: 1)
CyberTip from NCMEC, 2) proactive undercover investigation, and 3) family members of
the primary minor (16.2%). School officials also reported cases to police in 6.1% of cases
and the involved minor themselves reported in 5.1% of cases. More details are provided in
Table 5. Identified victim cases were significantly more likely to be reported by a variety
parties, including (but not limited to) the involved minor (11.9%), the minor’s family
member (38.2%), school officials (11.9%), and concerned citizens (6.7%). Undercover
cases with no identified victim were almost always (98.3%) initiated by law enforcement.
Only one undercover case (0.6%) was initiated by a concerned citizen. Finally, shifting
focus to CSAM possession only cases, over half of these were initiated via NCMEC
CyberTips (64.4%), 9.1% as a referral from a different law enforcement agency, as partof a
proactive undercover operation (9.1%), and a technology or social media company (6.3%),
to name a few.

Which cases involve multiple agencies?
Almost half (46.1%) of all cases involved multiple law enforcement agencies while 39.2%

only involved one law enforcement agency. It is important to note that nearly 15% of data
regarding how many agencies involved was missing (14%) or unclear (0.8%). Multiple
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agencies were more likely to be involved in CSAM possession (52.5%) cases, followed by
undercover with no identified victims (48.0%), and lastly, identified victim cases (39.5%)
(p=.03).

When examining the types of other agencies involved in cases (n=361), over half (51.5%)
involved another city, county, or state LEA. ICAC Task Forces assisted in about one-third of

How are technology-facilitated abuse
cases coming to police attention?

Below are the TOP 10 ways that crimes were initially reported to
police, based on a study of law enforcement agencies’ 2019 cases

24.2% (n=280)
Cybertip from NCMEC

22.3% (n=257)
Family member of victim

19.5% (n=225)
Undercover operations

5.2% (n=60)
Referral from another law
enforcement agency

3.4% (n=39)
Concerned citizen

1.2% (n=14)

8 the suspect

1.2% (n=14)

1.1% (n=13)
#10 Social services/CPS/Parole

Someone who knew

\\ ::1*B Psychologist/counselor

cases (31.9%). Specifically, ICAC Task Forces
had a significantly large percentage of assists
with CSAM possession only cases compared
to other case types, accounting for half of that
case type (50.3%).

Probation and parole were least likely to assist
with the investigation, accounting for only
4.7% of all assists to LEAs. The differences
between types for probation and parole
involvement did not differ significantly across
case types.

When it comes to which jurisdiction brings
forth charges for the crime, the majority of
charges are brought forth by states (75.9%).
There are no significant differences between
case types and percentage involving state
charges. Federal charges were not as
common, with 8.9% of all cases with federal
charges against the offender. Still, much of the
data regarding charges was either unknown or
missing. Almost 20% of cases were missing
data related to state charges (4.5% not sure,
13.8% missing). Similarly, data regarding
federal charges was unknown (5.5%) or
missing (25.1%) in over 30% of cases overall.

Infographic 6. How are technology-facilitated
sex crimes against minors coming to police
attention?

Other parties involved in cases
Aside from law enforcement agencies, we also

asked about whether school resource officers,
technology/social media companies, and
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news media were involved in cases. While school resources officers (SROs) were only
involved in about 10% of all cases, they were significantly more frequently involved in
cases with an identified victim, making up about 20% of all identified victim cases. Perhaps
understandably, undercover cases without an identified victim usually did not involve
SROs; almost 90% of the time SROs were not involved in this type of case. As with other
cases mentioned above, data regarding SROs was unknown or missing in almost 18% of all
cases.

Meanwhile, 19.3% of cases were known to involve a social media company. The type of
case most likely to involve a social media company were CSAM possession only cases,
accounting for 34.9% of these cases. About 17% of all cases had unclear (2.1%) or missing
(14.9%) information about whether a technology/social media company was involved.
Finally, we also asked investigators whether the cases in question received media
attention. Media coverage was known to occur in 25.9% of cases. Undercover cases

without an identified victim were significantly more likely to receive media attention, with
this occurring in 28.9% of undercover cases (p=.03). Closely behind were cases involving
an identified victim, with 27.8% of these cases receiving media attention. Whether the
case gained media attention was unknown in 4.6% of cases, and missing in 28.1% of
cases, meaning that we do not have data regarding media coverage for almost 35% of all

cases.

Search warrant

for cloud
storage

22.8%

Undercover
mvestigqtion

24.2%

* only asked in CSAM cases

Infographic 7. Innovative investigative approaches used in technology-facilitated sex crimes
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24 (13.9)

88 (50.9)
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55 (31.8)
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0

0
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36 (24.2)
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52 (18.3)
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<.001

473(63.6) 213 (68.1) 139 (80.3) 121 (46.9)
144 (19.3) 48 (15.3) 6 (3.5) 90 (34.9)
16(2.1)  4(1.3) 0 12 (4.7)
111 (14.9) 48 (15.3) 28 (16.1) 35 (13.6)
.03
325(41.5) 142 (43.4) 58 (33.5) 125 (44.0)
203(25.9) 91 (27.8) 50 (28.9) 62 (21.8)
36(4.6) 16 (4.9) 4(2.3) 16 (5.6)
220(28.1) 78(23.9) 61 (35.3) 81 (28.5)

@ Of cases with at least one other agency involved.

Innovative approaches used in investigations

Table 6 outlines some of the innovative approaches used in investigations, comparing how frequently each approach is used
in all cases (n=789) compared to those specifically involving CSAM (n=584). Most cases (85.4%) used at least one approach,
and the bottom row of the table shows the mean number of approaches per case type. Cases ranged from 0-9 in number of
approaches. The mean number of approaches was slightly higher for CSAM cases at almost 3 approaches (mean = 2.98,
SD=1.96), compared to a mean of about 2.5 approaches for all cases.

58



The type of approach most used for all cases and those involving CSAM was making an
effort to identify the possibility of hands-on abuse, which was used in 38.5% of all cases
with significant differences between CSAM (45.4%) vs non-CSAM cases (9.0%) (p<.001).
The next most common across all cases and CSAM cases was use of on-scene preview
tools to evaluate evidence of illegal images, which was used in 37.4% of all cases - 44.9%
of CSAM cases and 16.1% of non-CSAM cases (p<.001).

Another innovative approach used was getting a warrant for cloud storage, which was
more common in CSAM cases (25.3% vs 15.6% of non-CSAM cases, p=.004). Undercover
investigations are inherently innovative and significantly more likely in non-CSAM cases
(58.5%) compared to CSAM cases (12.2%, p<.001). Otherinnovative approaches were
specific to CSAM cases including trying to identify victims not in a known series (25.7% of
CSAM cases), efforts to stop the future dissemination of CSAM (26.7%), referring CSAM for
inclusion in an archive of PhotoDNA images (34.8%), and submitting images to NCMEC’s
victim identification program (28.1%).

Table 6. Innovative approaches used during investigations
All cases Non-CSAM CSAMcases X?Pvalue

Innovative approach n (%) cases n (%)
n (%)

n=789 n=205 n=584
Warrant for cloud storage 180(22.8) 32(15.6) 148 (25.3) .004
Use of on-scene preview tools to 295 (37.4) 33(16.1) 262 (44.9) <.001
evaluate evidence of illegal images
MDT involved in case 151 (19.1) 33(16.1) 118 (20.2) .20
Active effort to identify the possibility 304 (38.5) 39(9.0) 265 (45.4) <.001
of hands-on abuse
Tried to identify victims not in known 150(19.0)  --- 150 (25.7) ---
series ®
Efforts to stop future dissemination 157 (19.9) --- 156 (26.7)
Internet company contacted for help® 201 (25.5)  --- 201 (34.4) ---
CSAM referred for inclusion in archive 203 (25.7)  --- 203 (34.8)
of PhotoDNA images *°
Images submitted to NCMEC’s victim 164 (20.8)  --- 164 (28.1) ---
identification program @
Any undercover component 191 (24.2) 120 (58.5) 71 (12.2) <.001
Mean number innovative approaches  2.53(1.96) 1.26 (0.96) 2.98 (2.03) <.001
(SD)

@Asked only in cases involving CSAM. SD = standard deviation.
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Topic 4: How police reports and investigative response varies across

metro and non-metro communities

Examining differences between community types can help us understand whether there
are unique aspects of rural versus metropolitan areas when it comes to technology-
facilitated abuse cases. We used the United States Department of Agriculture data’s
categorizations for urbanicity/rurality, breaking into four categories: Metropolitan core (the
most urban areas, belonging to a large metro area), Metropolitan commuting (areas which
lie outside of a major metropolitan area but are tied to them based on commuting
patterns), Micropolitan (areas adjacent to large metro areas), and finally, Rural/small
towns which are not connected to any metropolitan/micropolitan areas (U.S. Department
of Agriculture, 2024).

Respondents in our sample were mostly from metro core communities, accounting for
72.2% (n=834) of communities. Fifteen and a half percent (n=178) came from micropolitan
areas, followed by 6.3% (n=73) from rural areas or small towns. Finally, the smallest
percentage of our respondents came from metro commuting areas, accounting for 5.8%
(n=67) of all respondents.

Three case types significantly differed in frequency across community types (See Table 7).
CSAM possession cases were significantly more likely to be reported in metropolitan
commuting areas (44.8%) compared to other community types. On the other hand,
possession cases were least commonly reported by rural/small town residents, making up
only 26% of those communities’ cases. Enticement cases were significantly more
common in micropolitan (25.8%) and rural/small town communities (26%) compared to
metropolitan commuting and core communities. Undercover operations were also
significantly more common in metropolitan commuting areas (23.9%) compared to other
communities.

While the differences across community type were not significant for CSAM production or
youth-produced image (YPI) cases, some unique patterns emerged. Rural/small town
respondents reported the highest percentage of YPI non-arrest cases, accounting for
38.4% of this case type. The highest percentage of CSAM production cases were reported
in metropolitan commuting areas (23.9%).
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Table 7. Case details by type of community

Rural/ Micropolitan Metropolitan Metropolitan X?P
small town (n=178) commuting core value
(n=73) (n=67) (n=834)
CSAM production 16 (21.9) 37 (20.8) 16 (23.9) 175 (21.0) .95
CSAM possession 19 (26.0) 52 (29.2) 30 (44.8) 343 (41.1) .002
Undercover 5(6.9) 30(16.9) 16 (23.9) 140 (16.8) .05
operation
Enticement 19 (26.0) 46 (25.8) 13 (19.4) 135(16.2) .007
YPI non-arrest 28 (38.4) 66 (37.1) 17 (25.4) 254 (30.5) 13

Table 8 examines patterns between the community type and the party who first reported
the case to law enforcement. Significant differences emerged between communities for
several different reporting parties. For example, rural/small town communities had the
highest percentage of reports from a family member of the primary minor involved in the
case (37%). Another significant difference was related to CyberTip reports from NCMEC;
the highest percentage of these reports came from metropolitan areas (26.1%). Reports
from psychologists or counselors significantly more frequently came from rural/small town
communities (4.1%) compared to others.

A few of the overall less-common case originations only occurred in metropolitan areas,
including reports from employers (0.1% of metropolitan reports), computer/cell phone
repair shops (0.5% of metropolitan reports), someone from a church or other local
organization (0.8% of metropolitan reports, and other local businesses (0.4% of
metropolitan reports).

About seven percent of all cases either contained unclear information about the reporting
party (1.4%) or did not offer any information about it (5.5%).
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Topic 5: Role technology has in these crimes, and how it is utilized to

initiate or further a sex crime

Knowing the types of technology used to facilitate crimes against children is key to
understanding the environments in which abuse occurs. With this knowledge, law
enforcement officials can better determine which investigative tools are necessary to
target suspects using different types of devices, and which types of platforms to surveil
carefully. Table 9 outlines the types of devices used in these cases, along with the
frequencies of which peer-to-peer networks and the Dark Net are involved.

Infographic 8. Types of technology used in sex crimes against children

I}

TYPES OF TECHNOLOGY USED

FROM THE FOURTH NATIONAL JUVENILE ONLINE VICTIMIZATION
STUDY, FOCUSING ON CASES ENDING IN ARREST IN 2019

|

94
o 80 80
2
) 64
TS
w 56
[T
(C)
B 35 33
=
3] 7
§ 6 5 L
1 1 3 2
ALL CASES UNDERCOVER CASES WITH AN CSAM POSSESSION
(NO IDENTIFIED IDENTIFIED VICTIM ONLY
VICTIM)
SMARTPHONE OR CELL PHONE - COMPUTER IPAD OR TABLET - GAMING DEVICE

The device most used throughout all cases by far was a smartphone, which was used in
75.1% of all cases. Almost all cases (89%) involving an identified victim occurred using a
smartphone, representing the largest percentage of smartphone usage across case types.
Computers were the second most used device, with about a third (34.7%) of all cases
having involved a computer. Computers were significantly more likely to be used in cases
which only involved CSAM possession in comparison to other case types, being used in
over half (56%) of all CSAM possession cases. Cloud storage was also significantly more
frequently used in CSAM possession only cases compared to other case types, being used
in 12.3% of CSAM possession cases. The least commonly used devices across all cases
were gaming devices (1.3%), web cameras (1.3%), and MP3 players (0.1%). There were no
significant differences between types of cases for these less frequently used devices®.

3 Definitions and examples of these specific devices were not provided in the interview.
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Only a small minority of cases involved peer-to-peer file sharing networks (12.1%) and the
Dark Net (5.6%). Peer-to-peer networks were significantly more often used in undercover
cases with no identified victim (31.2%), while the Dark Net was involved significantly more
often with CSAM possession only cases (8.1%). However, there were quite a few cases
which lacked information about peer-to-peer networks and the Dark Net. Information
about peer-to-peer networks was unclear in about 4% of all cases and completely missing
from almost 30%. Over 35% of cases in total had unclear (6.1%) or missing (30%)
information regarding activity on the Darknet.
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All
(n=784)

272 (34.7)
39 (5.0)
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Identified

victim
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56 (17.1)
16 (4.9)
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4(1.2)

16 (4.9)
5(1.5)
1(0.3)
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18 (5.5)
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20 (6.1)
77 (23.5)
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identified victim
(n=173)

57 (32.9)
14(8.1)
125 (72.3)
1(0.6)
1(0.6)
2(1.2)

0

9(5.2)

1(0.6)
27 (15.6)
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54 (31.2)
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159 (56.0)
9(3.2)
173 (60.9)
5(1.8)
3(1.1)
3(1.1)

0

28 (9.9)

35 (12.3)
53 (18.7)
2(0.7)
9(3.2)

153 (53.9)
30 (10.6)
18 (6.3)
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152 (53.5)
23(8.1)
20 (7.0)
89 (31.3)

P value

<.001
.06
<.001
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.002
.86

.001

<.001
.002
.04
.07
<.001
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Topic 6: How investigators are proactively catching technology-

facilitated sex offenders

Undercover investigators are common in technology-facilitated abuse cases to proactively
identify and arrest suspects who may be grooming and enticing minors or exchanging
CSAM with other offenders. In this study, we identified seven types of investigator roles in a
total of 139 proactive investigations. The most common role was undercover investigators
posting online as a minor (63.8%). Another common role used in over a quarter (27.1%) of
cases was investigators monitoring peer-to-peer networks for CSAM. Less commonly, in
only about 3% of cases, undercover investigators took over the identity of a real child to
catch a suspect engaging in technology-facilitated abuse. The other four types each
accounted for less than 3% of cases, including sex trafficking investigations (2.1%),
someone providing or promoting access to a child (1.6%), undercover investigators
seeking or offering sexual access to a minor (1.1%), and undercover investigators posing as
an adult interested in CSAM (1.1%).

Infographic 9. Roles of undercover investigators in technology-facilitated sex crimes against
children

Roles of Undercover
Investigators

From 2019 technology-facilitated
abuse cases ending in arrest (N=139)

Undercover investigator posting as a
minor online

Monitoring peer-to-peer networks
for CASM

Undercover investigator taking over
the identity of a real child (3.2%, n=6)

Sex trafficking (2.1%, n=4) 63 8%

(n=120)
Someone providing or promoting
access to a child (1.6%, n=3)

Undercover investigator posting as an
adult interested in CSAM (1.1%, n=2)

Undercover investigator offering
sexual access to a child (1.1%, n=2)

Table 10 offers a breakdown of elements involved in undercover investigations. Starting
with the sex of the person investigators impersonate, the majority of cases (81.3%) involve
an investigator posing as a female, while only 10.8% posed as a male. About 8% of the
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cases did not provide information about the sex of the person the investigator was
portraying.

The undercover investigator most often met suspects on social networking sites, with over
half (58.3%) of all cases occurring on these types of platforms. Craigslist and other bulletin
boards were used to meet suspects in about 11% of cases. About 9% of the time,
investigators met the suspect in a text-based chatroom. Investigators in about a third
33.1%) of cases deemed the location to be of a sexual nature.

—_

Investigators’ length of communication with suspects varied, but the most common
timeframes were more than 1 day to 7 days (30.2%) and one day or less (22.3%). The
investigator and suspects’ communication lasted over a month in only 11.5% of cases. The
suspect almost always (89.2% of cases) was the one to mention sexual topics first. Sexual
topics were most often (74.2% of time) mentioned within a day of the conversation
beginning.

Availability of data on the details of conversations’ content was limited. The suspect asked
for sexual pictures or videos of the undercover investigator in over half of cases (60%), but
data about this was missing in 21% of cases. The suspect sent sexual photos or videos to
the undercover investigator in about half of cases (49.2%), but a quarter of the cases (25%)
were missing data about this specific type of exchange. Finally, a face-to-face meeting was
arranged in the majority of cases (71.9%), with about 8% of cases missing data about
whether the suspect and investigator met.
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Table 10. Details of undercover operations (n=139)

n (%)

Met face-to-face (n=139)
No 28 (20.1)
Yes 100 (71.9)
Missing 11 (7.9)

How do offenders with identified victims differ from those who do not?

To address this question, we compared the characteristics of the offender between those
arrested in undercover investigations and those arrested in enticement cases with
identified victims. Table 11 compares different characteristics of suspects caught using
undercover investigations with types of cases involving enticement with undercover
investigators only (n=122) to cases involving enticement with identified victims (n=171).

For both case types, the suspect was almost always male (98.4% of undercover
investigations and 97.7% for cases with identified victims). Significant differences between
these types of cases begin to emerge when looking at age groups involved. Suspects aged
26-39 were most common among both types; 42.6% of suspects involved with undercover
enticement cases fell into this group compared to 40.3% of suspects in enticement cases
involving an identified victim. Suspects of enticement cases with identified victims were
significantly more likely to be younger. None of the suspects in undercover investigations
were 17 or under compared to 4.1% of suspects in enticement cases with identified
victims. By contrast, 31.1% of suspects in undercover enticement cases were 40-59 years
old, compared to only 18.1% of enticement cases with identified victims.

Suspects involved in undercover enticement cases were significantly more likely to be
married or living with a partner (25.4%) compared to enticement cases with an identified
victim (14%). Some of the risks related to hands-on offenses were significantly less for
suspects involved in undercover enticement cases compared to those involving an
identified victim. For example, cases involving an identified victim were much more likely
to involve a suspect with direct access to children compared to suspects in undercover
investigations (Odds Ratio (OR) = 2.03). Cases involving identified victims were much more
likely to have involved a person at the scene making accusations regarding the suspect
molesting children (OR =11.4).
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Enticement with Enticement Odds P

undercover with identified Ratio value

investigations victims

(n=122) (n=171)
~ Mae  120(98.4) 167 (97.7) 0.96 .33
. Femae  1(08) 4(2.3)
- White  95(77.9) 116 (67.8) 0.41 .01
~Black  9(74) 27(15.8) 2.31 .04
- Hispanic/latno  9(74) 26(15.2) 217 .06
- 17oryounger(refy 0 7(4.1) 1.0
~18-25s  15(123) 55 (32.2) 6.9  <.001
. 2%-3  52(426) 69 (40.3) 2.5 .04
~40-5¢ 38311 31(18.1) 15 .37
. 60orolder  17(139) 9(5.3)
‘Married or livingw/partner  31(25.4) 24(14.0) 0.35  .001
‘More than high school education ~ 11(9.0) 20(11.7) 052 .15
Fulltime employment at time of incident 56 (45.9) 54 (31.6) 0.46  .009
“Had known direct access to minors ~ 35(28.7) 93 (54.4) 2.03 .02
_ o o - -
_ 0 o !
'Registered sexoffender ~ 9(7.4) 7 (4.1) 0.38 .07
~Any known prior involvement with system 26 (21.3) 57 (33.3) 134 .32
All odds ratios adjust for missing data on the independent variable
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Are undercover investigations being successfully prosecuted?

Table 12 compares case outcomes like charges and prosecution in enticement cases with
undercover investigators versus enticement cases with identified victims. State crimes
were common in both case types, with 77.1% of undercover enticement cases and 80.7%
of enticement cases with identified victims ending with state-level charges. Enticement
cases with identified victims were more likely to be resolved at the time of interview.
However, neither of these factors significantly differed between case types. Undercover
enticement cases had lower odds of ending with the suspect pleading guilty to a felony
(OR=0.7). Almost all undercover enticement cases (90.9%) compared to almost three-
quarters (72.1%) of enticement cases with identified victims ended with a felony guilty
plea. Enticement cases with undercover investigators had higher odds of resulting in
probation (64.7%, OR=0.35) compared to enticement cases with identified victims
(39.1%). Incarceration sentences varied between the two types of cases. Suspectsin
enticement cases with identified victims were significantly more likely (36.1%, OR=16.17)
to receive one year or less of jail time, compared to 19.3% of enticement cases with
undercover investigators. Longer sentences of 10 years or more were significantly more
likely in cases involving undercover investigations, with 16.1% of these suspects receiving
10 or more years, compared to 13.1% of suspects in enticement cases with identified
victims.

Finally, neither case had statistically significantly higher odds of ending with federal
changes. The percentage of federal charges was slightly higher for enticement cases with
identified victims (6.4% compared to 5.7% of undercover enticement cases). However,
information about federal charges was commonly missing for both case types. Almost half
(42.6%) of enticement cases with undercover investigators were missing data about
federal charges, and same with over a quarter of enticement cases with identified victims
(28.1%).

Table 12. Charges and outcomes of offenders arrested in enticement cases with identified
victims vs those in undercover operations

All Enticement with Enticement OR?  X2P
enticement undercover with identified value
cases investigations victims
(n=293) (n=122) (n=171)
Charged with state crimes
No 10 (3.4) 4 (3.3) 6 (3.5) 0.98% .97
Yes 232 (79.2) 94 (77.1) 138 (80.7)
Not sure 14 (4.8) 3(2.5) 11 (6.4)
Missing 37 (123.6) 21(17.2) 16 (9.4)
Subsample n (n=232) (n=94) (n=138)
State case resolved ® 159 (68.5) 55 (58.5) 104 (75.4) 1.35% .62
Not sure 4(1.7) 1(1.1) 3(2.2)

71



57 (24.6)
(n=159)

122 (76.7)
9(5.7)
10 (6.3)

1(0.6)

7 (4.4)
9(5.7)
1(0.6)
(n=159)
138 (86.8)
8(5.0)
2(1.3)
(n=138)

92 (66.7)
13(9.4)

67 (48.5)
4(2.9)
0
12 (8.7)
12 (8.7)
(n=92)

28 (30.4)

16 (17.4)
12 (13.0)
14 (15.2)
13 (14.1)
9(9.8)

175 (59.7)
18 (6.1)
15 (5.1)

33(35.1)
(n=55)

47 (85.5)
4(7.3)
0

1(1.8)
2(3.6)
1(1.8)

0
(n=55)
51(92.7)
2(3.6)
1(1.8)
(n=51)

31 (60.8)
5(9.8)

33 (64.7)
0

0

1(2.0)
3(5.9)
(n=31)

6(19.3)

10 (32.3)
7 (22.6)
1(3.2)
5(16.1)
2(6.5)

63 (51.6)
7(5.7)
4(3.3)
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24 (17.4)
(n=104)

75(72.1)
5(4.8)
10(9.6)

0
5(4.8)
8(7.7)
1(1.0)
(n=104)
87 (83.7)
6(5.8)
1(1.0)
(n=87)

61 (70.1)
8(9.2)

34 (39.1)
4 (4.6)

0
11(12.6)
9(10.3)
(n=61)

22 (36.1)

6(9.8)
5(8.2)
13(21.3)
8(13.1)
7(11.5)

112 (65.5)
11(6.4)
11(6.4)

0.56°
0.69°

0.17°

1.87°
0.94°

0.35°

16.17

0.88°

.22
.60

.10

12
.91

.007

.006

.81



. Missing | 85(29.0) 48 (39.3) 37 (21.6)

@ Unadjusted odds ratio using logistic regression to adjust for the missing data.

> Among cases with state charges.

¢ Among resolved state cases.

4 Among cases that received sentencing.

¢ Multiple options possible.

f Among sentences that involved incarceration.

Note. There was not enough data on federal crimes to report the same breakdown as was done with state
crimes.
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Topic 7: Commercial elements of technology-facilitated sex crimes

against children

Arecent, similar study to NJOV-4 focused on commercial sexual exploitation (CSE) of
children found that the use of technology in these types of cases has increased over the
past decade (Mitchell et al., 2021-2023). This suggests the need to consider how common
commercial elements are in technology-facilitated abuse cases. By “commercial
element,” we mean the exchange of money or other items of value for sexual activity,
images, or videos with minors. In the present study, only about 5% (n=58) of all cases were
known to have any commercial element. Information about whether a commercial
element was present in the case was missing for much of this data. Given that most of the
missing data reflects gaps in what was available to the researchers, it is unclear whether
police are actually capturing this information and not disclosing it to the researchers, or
this detail was not gathered at all.

Specifically, Table 13 shows the types of commercial elements present in both arrest and
non-arrest cases. In non-arrest cases (n=366), only 3% of respondents confirmed that
minors were paid for youth-produced images; respondents were often either not sure
(5.5%) about this or the data was missing to the researches (49.7%). Similarly, over half of
the data regarding whether someone other than the minor sold or tried to sell
images/videos was missing (54.9%) or the respondent was not sure (9.3%). Only 1.1% of
youth-produced image cases were confirmed to have someone other than the primary
minor sell or try to sell images/videos.

Similar patterns related to missing data emerged in CSAM arrest cases (n=240). For
example, less than 10% of CSAM production cases involved a minor being paid for the
images in which they were depicted, yet data regarding this was unavailable to the
researchers in the vast majority of CSAM production cases (88.7%) (there was no “not
sure” responses). The suspect was known to try and sell the CSAM in 0.8% of cases with
9.2% not sure and 31.3% missing. In enticement cases (n=167), questions asked about
commercial-related tactics the suspect used to gain the victim’s trust or cooperation with
multiple responses possible. These types of tactics were rare, with the most common
being promises of something on non-monetary value (9.6%); 7.8% involved promises of
money, 1.2% made to take partin commercial sexual exploitation, and 0.6% threats of
trafficking (4.8% of respondents were not sure about the use of any of these tactics and
data was missing for 7.2%).
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Topic 8: Differences in crimes by offenders known only online versus

those committed by family, friends and acquaintances

Infographic 10. Tactics used by offenders
to gain trust or cooperation with victims in
technology-facilitated enticement cases

Tactics to Gain Victim's
Trust or Cooperation
INFOGRAPHIC

Friendship
35.7%

Promises of money

Promises of other
non-monetary
incentives

Blackmail or
extortion

Threats or
actual
violence
5.6%

Technology-
facilitated enticement
//?fs?s*so\ming to
police attention

Data suggest technology has provided new
opportunities for family and acquaintance
offenders to coerce and groom youth for the
purposes of sexual exploitation (Mitchell et al.,
2005). However, much of the current messaging
around prevention of technology-facilitated sex
crimes against minors continues to highlight
offenders who meet their young victims online
(World Health Organization, 2022). As noted
earlier, family members (21.4%) and
acquaintances (40.7%) made up a larger
percentage of offenders in identified victim
cases than those offenders who met their
victims online (23.2%). Table 14 explores
whether enticement case dynamics vary based
upon the relationship between the victim and
offender. Overall, in 55.4% of enticement cases
where offenders met their victims either online
or through family or acquaintance connections,
the offender told the victim they were an adult (in
12.2% of cases this information was not
available). In 13.7% of cases (17.3% missing)
the offender deceived the victim about their
sexual motives.

Aggravating elements, or those that have the
potential to make the offense worse or more
serious, were identified in 22.3% (n=31) of cases
(respondents were not sure in 2.1% of cases and
this information was missing in 4.8%).
Respondents could pick all that applied to the
case and included CSAM production (25.0% of
the 31 cases with at least one aggravating
element), the victim being offered or given illegal
drugs or alcohol (8.2%), offered or given adult
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pornography (5.5%), physicalinjury (3.4%), being illegally detained (2.7%), offered or given
CSAM (2.1%), and being forced to take partin commercial sexual exploitation (1.4%) —in
2.1% of cases the respondent did not know if there were any aggravating elements and in
4.8% this information was missing). We also asked respondents if offenders used specific
tactics to gain the trust or cooperation with the victim — this was true in 79.1% of cases
(n=110). Of these cases, tactics included: Promises of love / seduction (42.7%), friendship
(85.7%), promises of money (9.1%), promises of other non-monetary material incentives
(10.5%), blackmail or extortion (6.3%), other coercion (14.0%), promises of fame (2.1%),
threats of violence (3.5%), actual violence (2.1%), or something else (11.9%).

82.7% of cases (n=115) involved the offender bringing up sex or sex-related topics to the
victim (7.9% not sure, 2.9% missing). Of these, in 63.5% of cases the offender asked the
victim to make and/or send sexual images or videos (16.5% missing), in 57.4% the offender
asked the victim to masturbate or engage in sex acts (20.9% missing). Almost one in four
(23.5%) of these cases where offender brought up sex or sex-related topics involved the
offender harassing or stalking the victim using technology (4.3% not sure, 13.9% missing),
and 67.0% involved the offender using technology to send or show sexual pictures to the
victim (2.6% not sure, 7.0% missing).

We were interested in whether differences existed in case characteristics between those
that involved family/acquaintance offenders versus online offenders. To explore this while
adjusting for missing data, we conducted a series of bivariate logistic regressions using
“dummy” variables coded as “yes vs. all other” and “missing vs. all other” for each
construct. Then for each regression, both are included to adjust for missing data. These
adjusted odds ratios are displayed in Table 14. We identified very few differences between
family/acquaintance offenders and those who met their victims online. Family or
acquaintance offenders were less likely than offenders who met victims online (OR=0.36,
p=.05) to ask the victim to make and/or send sexual images or videos and harass or stalk
the victim using technology (OR=0.28, p=.008).
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Suspect told victim s/he was anadult 77 (55.4)
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| Friendship — 51(46.4)
- Promisesorlove, seduction  61(55.5)
- Promisesoffame  3(27)

40 (61.5)
2(3.1)
5(7.7)
7(10.8)

4(6.1)

7 (10.8)
12 (18.5)
0

3(4.3)
(n=11)

9(81.8)
6 (54.5)

1(9.1)
2(18.2)
1(9.1)
0

0
1(9.1)

47 (72.3)
5(7.3)
(n=47)
18 (38.3)

33(70.2)
2 (4.3)
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37 (50.0)
3(4.1)
7(9.5)
12 (16.2)

6(8.1)
7 (9.5)
19 (25.7)
3(3.9)
4 (5.3)
(n=13)

7 (53.8)
6 (46.1)

3(23.1)
3(23.1)
7 (53.8)
3(23.1)
0
1(7.7)

63 (85.1)
2(2.7)
(n=63)
33(52.4)

28 (44.4)
1(1.6)

0.62

1.64

1.53

.20

.34

.31
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9(19.1)
4(8.5)

4 (8.5)
6(12.8)
2(4.3)

0

1(2.1)
6(12.8)
52 (80.0)
5(7.7)
2(3.1)
n=52
33 (63.5)

3(5.8)
7(13.5)
18 (34.6)
2(3.9)
8(15.4)
43 (82.7)

0
3(5.8)
36 (69.2)

5(9.6)
5(9.6)

4(6.3)
11(17.5)

5(7.9)
14 (22.2)
3(4.8)

0

2(3.2)
11 (17.5)
63 (85.1)
6(8.1)
2(2.7)
(n=63)
33(52.4)

9(14.3)
5(7.9)
9(14.3)
3(4.8)
8(12.7)
34 (54.0)

3(4.8)
5(7.9)
37 (58.7)

4(6.3)
5(7.9)

0.56

0.28

0.85

0.36

@ Unadjusted odds ratio (OR) using logistic regression to adjust for the missing data by including dummy variables to account for this.
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Topic 9: Child sexual abuse material offenders - differences between

those who possess only and those who produce (hands-on offenders)

A key interestin CSAM investigations is to determine how cases might differ between those
that involve offenders who only possess CSAM and those who produce CSAM - and thus
also have hands-on offenses. Of the CSAM cases that resulted in an arrest, 41.8%
involved the production of CSAM and 58.2% involved possession only.

As seenin Table 15, the ages of the victims depicted in the CSAM covered a wide range
with 31.0% known to include children ages 5 or younger, 53.9% ages 6 to 12, and 46.9%
ages 13to 17. Sixty-nine percent of CSAM cases depicted nudity or semi-nudity, 50.0%
sexual contact between an adult and minor, and 11.6% violence. CSAM predominately
depicted girls (76.7%) while 19.5% depicted boys. We also asked investigators about how
organized the suspect’s CSAM collection was. Few cases involved CSAM collections that
were very (6.0%) or extremely (4.3%) organized (37.0% missing) and in 34.3% the CSAM
was password protected or encoded to restrict access. Distribution of the CSAM was
known to have occurred in 41.6% of cases. Computer-generated CSAM was identified in
9.8% of cases. Not sure and missing responses are detailed in the table for each.

Details of the CSAM varied across these two offender groups. Again, here we utilized a
series of logistic regressions to account for missing data within constructs. Several
significant differences were noted, with CSAM producers almost 3 times more likely (OR =
2.86, p<.001) to have CSAM of minors ages 13-17, even when accounting for offenders who
were minors themselves. CSAM producers were less likely to have their CSAM organized
into a collection and those who did were less likely to have it well organized (using a chi-
square statistic for the categorical variable, p<.001). Production cases were significantly
less likely than possession only cases to depicted victims ages 5 or younger (OR=0.12,
p<.001) and ages 6 to 12 (OR=0.05, p<.001). Production cases were also less likely to
depict sexual contact between and adult and a minor (OR=0.06, p<.001), violence
(OR=0.15, p<.001), and boys (OR=0.40, p<.001). Production cases were also less likely to
be computer generated (OR=0.21, p<.001). It is important to note that these cases were
investigated in 2019 before the recent influx of Al and computer-generated CSAM which
may explain the lower endorsement of this characteristic.
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Al Possession Any OR?® P
(n=584) only production value
(n=340) (n=244)

181 (31.0) 152 (44.7) 29 (11.9) 0.12 <.001
315(53.9) 249(73.2) 66 (27.1) 0.05 <.001
274 (46.9) 118 (34.7) 156 (63.9) 2.86° <.001
44 (7.5) 31(9.1) 13(5.3)
47 (8.0) 37(10.9) 10(4.1)

405(69.3) 229(67.3) 176(72.1) 0.65 .10
43(7.4)  36(10.6) 7 (2.9)
72(12.3) 49 (14.4) 23 (9.4)
292 (50.0) 230(67.7) 62(25.4)  0.06  <.001

7(1.2) 4(1.2) 3(1.2)
42 (14.2) 39 (21.5) 3 (4.1)
68(11.6) 58(17.1) 10 (4.1) 0.15  <.001

52(8.9)  46(13.5) 6 (2.5)
100 (17.1) 69 (18.5) 37 (15.2)

114 (19.5) 82 (24.1) 32(13.1)  0.40  <.001
448 (76.7) 258(75.9) 190(77.9) 0.58 .03
22(3.8)  19(5.6) 3(1.2)
36(6.2)  33(9.7) 3(1.2)

130 (22.3) 80 (23.5) 50(20.5)  61.47° <.001
94(16.1)  67(19.7) 27 (11.1)

35(6.0)  25(7.3) 10 (4.1)
25(4.3) 16 (4.7) 9(3.7)
84(14.4) 17 (5.0) 67 (27.5)
51(8.7)  33(9.7) 18 (7.4)

163 (27.9) 101(29.7)  62(25.4)
200(34.3) 112(32.9) 88(36.1) 1.41 .08

40(6.8) 16 (4.7) 24 (9.8)
126 (21.6) 71(20.9) 55 (22.5)
243 (41.6) 142(41.8) 101(41.4) 1.13 .53

55(9.4) 30 (8.8) 25(10.2)

114 (19.5) 63 (18.5)  51(20.9)

57(9.8) 48(14.1)  9(3.7) 0.21  <.001
32(5.5)  21(6.2) 11 (4.5)

160 (27.4) 100 (29.4) 60 (30.3)
@ Unadjusted odds ratio using logistic regression to adjust for the missing data; ®Multiple responses
possible; ¢ Chi-square statistic.
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Table 16 highlights similarities and differences
% between offenders who produce and those who
COMPARED TO possess without a hands-on offense. For this table,

CSAM POSSESSION we also report odds ratios using a series of logistic
regressions to account for missing data within
ONLY CAS ES' constructs. Offenders arrested in investigations that
PRODUCTION featured CSAM production were significantly more
CASES ARE... likely to also have an enticement element to the
case (OR=9.43, p<.001) as well as multiple suspects
involved in the case (OR=4.96, p<.001) - compared
gﬁdc:l‘::';eezs“za‘zeefig 5173 to only one. Arrested offenders in production cases
compared to younger children were significantly younger with 21.3% being aged 17
oryounger compared to 5.6% of arrested offenders
being minors who possessed without a hands-on
Less likely to be .
e e T offense (p<.001). Production cases were also more
collection likely to involve a female suspect (OR=6.3, p<.001).
Even taking into account the age of the offender,
offenders who produced CSAM were significantly
more likely to have children under the age of 18
(OR=2.45, p<.001), spend time with children
(OR=1.66, p=.04), have friends who were minors
. (OR=3.17, p<.001) and overall, have more direct
e e access to minors (OR=2.92, p<.001). Offenders who
adult produced CSAM were also more likely to have a prior
social service or child abuse investigation (OR=2.57,
p=.04), and to have been reported to child protective
services for child abuse and neglect (OR=2.96,
p=.002).

Less likely to be computer-
generated

N

Among cases coming to law
enforcement attention

Infographic 11. Differences in case
details between CSAM production
and possession only cases
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440 (75.3)
71 (12.2)

89 (15.2)
38 (6.5)

39 (6.7)

428 (73.3)
62 (10.6)
31 (5.3)
61 (10.5)
13(2.2)
112 (19.2)

71 (12.2)
111 (19.0)
172 (29.5)
134 (22.9)
96 (16.4)
71 (12.2)

(n=474)

129 (22.1)

25 (5.3)
78 (16.5)

70 (12.0)

152 (32.1)
121 (25.5)
183 (31.3)

47 (9.9)
85 (17.9)

340 (100)
61(17.9)

15 (4.4)
9(2.7)

6(1.8)

269 (79.1)
21 (6.2)
16 (4.7)
35(10.3)
5(1.5)

67 (19.7)

19 (5.6)
58 (17.1)
101 (29.7)
87 (25.6)
75 (22.1)
19 (5.6)
(n=296)

78 (22.9)

14 (4.7)
52 (17.6)

53 (15.6)

96 (32.4)
75 (25.3)
116 (34.1)

23(7.8)
56 (18.9)
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100 (41.0)
10 (4.1)

74.(30.3)
29 (11.9)

33(13.5)

159 (65.2)
41(16.8)
15 (6.1)
26 (10.7)
8(3.3)

45 (18.4)

52 (21.3)
53(21.7)
71(29.1)
47 (19.3)
21 (8.6)

52 (21.3)
(n=178)

51 (20.9)

11 (6.2)
26 (14.6)

17 (7.0)

56 (31.5)
46 (25.8)
67 (27.5)

24 (13.5)
29 (16.3)

0.19

9.43
4.96

6.3°

0.35
3.20

4.57

1.11°

<.001

<.001
<.001

<.001

<.001
<.001

<.001

.63



97 (16.6)

135 (23.1)
15 (2.6)
32 (5.5)

29 (5.0)
18 (3.1)
93 (15.6)
86 (14.7)
319 (54.6)
53 (9.1)

95 (16.3)
333 (57.0)

45 (7.7)
118 (20.2)
63 (10.8)

18 (3.1)
152 (26.0)

38 (6.5)

95 (16.3)

29 (5.0)

46 (13.5)

61(17.9)
7(2.1)
18 (5.3)

21(6.2)
10 (2.9)
44 (12.9)
22 (6.5)
150 (44.1)
34 (10.0)

69 (20.3)
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116(19.9)  65(19.1)

44 (7.5) 22 (6.5)
135(23.1)  82(24.1)
69 (11.8) 40 (11.8)

25 (4.3) 11(3.2)
155 (26.5)  94(27.7)
42 (7.2) 15 (4.4)

65(11.1) 37(10.9)
181(31.0) 104 (30.6)
49 (8.4) 36 (10.6)

15 (2.6) 7 (2.1)
165 (28.3) 96 (28.2)

@ Unadjusted odds ratio using logistic regression to adjust for the missing data

51 (20.9)

22 (9.0)
53 (21.7)
29 (11.2)

14 (5.7)
61 (25.0)
27 (11.1)

28 (11.5)
77 (31.6)
13(5.3)

8(3.3)
69 (28.3)

Note. Additional offender races are not reported due to small cell sizes. More details can be found in Table 4.
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Infographic 12. Characteristics of offenders
who produce vs only possess CSAM

Offenders who produce
CSAM are more likely than
those who possess only to...

o
S

"\

9.4x more likely to also
include online enticement

5.0x more likely to involve
multiple suspects

Y.bx more likely to have
offenders who are under
the age of 18

2.9x more likely to have an
offender with direct access
to minors

2.bx more likely to involve
and offender with a history
of social service or child
abuse investigation

3.0x more likely to involve
an offender who had
previously been reported to
child protective services

| 8.7x more likely to involve a
female suspect
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Topic 10: When and how police take steps to stop the dissemination

of CSAM

Victims of CSAM often report feeling ongoing fear over the circulation or resurfacing of their
images online, as well as worry about being recognized in public. The sharing of images
and the public accessibility of the images is one of the most difficult aspects of the crime
to overcome (Binford et al., 2015; Gewirtz-Meydan et al., 2018) and contributes to the
feelings of ongoing vulnerability (Gewirtz-Meydan et al., 2018), helplessness (Von Weiler et
al., 2010) and powerlessness (Canadian Centre for Child Protection, 2017). One way that
police can help mitigate this impact is to take steps to stop the dissemination of CSAM.

Among the cases that involved the production of CSAM that resulted in an arrest, 64%
included efforts by the police to stop the dissemination of the CSAM (in 4.5% of cases
respondents were not sure and another 24.1% had missing data about this). For the non-
arrest cases that involved youth-produced sexual images, 51.4% included efforts by the
police to stop the future dissemination of images (in 3.8% of cases the respondent was not
sure and this information was missing or not available in 36.9% of cases).
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agency involved in caseinvolved in case
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Figure 5. Submitting CSAM to NCMEC by type of agency involvement. All comparisons are
significant at p<.001 as detailed below.

Other steps to stop the dissemination of CSAM included the involvement of the National
Center for Missing & Exploited Children (NCMEC), specifically submitting images to
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NCMEC for further investigation of their existence. This was done in 44.5% (n=161) of the
362 arrest cases that involved CSAM (10.2% of respondents were not sure and in 29.8% of
cases this information was not available). This was less common in the non-arrest cases
that involved youth-produced sexual images with 5.7% of respondents saying they
submitted the CSAM to NCMEC (4.1% were not sure and 55.5% of cases this information
was not available).

In arrest cases, the likelihood of the CSAM being submitted to NCMEC varied by the type of
agency involved. In Figure 5, submission of CSAM to NCMEC varied based on the type of
agency either leading the case or otherwise involved. Submitting to NCMEC varied based
on whether the main responding agency was a ICAC Task Force (55.8%), an ICAC affiliate
agency (30.2%) or other county or municipal agency (5.3%) (p<.001) with submission most
common when an ICAC Task Force is leading the investigation. When an ICAC had any role
in the case, the CSAM was referred to NCMEC in 60% of cases compared to those with no
ICAC involvement (18.9%, p<.001). This was also true if a federal agency was involved in
the case (53.3% vs 33.1% with no federal agency, p<.001). Submission of images to
NCMEC was also significantly more likely if more than one agency was involved in the case
(46.9%) versus one agency (27.2%, p<.001).
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Topic 11: Use of Innovative Approaches to Investigations and Positive

Outcomes

This study identified several different ways of defining a “successful” investigation, ranging
from those that focus on the wellbeing of the victim to those that relate to offender
charging and sentencing. These include:

1. Police having ongoing contact with the family
2. Police determined positive outcomes which coded from an open-ended question into
the following categories:
Crime/exploitation stopped
Minor no longer living in abusive situation
Minor no longer had contact w/ suspect
Minor felt justice was served
Suspect faced consequences
Minor received treatment/services
Minor learned from the incident
e Family relationships improved
e Minorfelt closure
e Images/videos were taken down
e Minor’s life improved overall
e Minor/family had positive experience w/ police
3. Reconnection between victims and their families
4. Victim given information about...
e Children’s Advocacy Center
e NCMEC help page
Advice about having images removed
e Financial restitution
Mental health programs
5. Victim fully cooperated with investigation
6. Victimreferred to an agency for counseling or support
e Victim advocate or victim service agency
e Children’s Advocacy Center
e Sexual assault support agency
e Mental health services
7. Suspect had to register as a sex offender
8. Suspect pled guilty
9. Suspectwas sentence to incarceration

89



SUCCESS HIGHLIGHTS:

WHAT MAKES A SUCCESSFUL INVESTIGATION OF
TECHNOLOGY-FACILITATED ABUSE?

VICTIM COOPERATION
69.1% of investigators thought

that the victim was “fully
cooperative”

OFFERING INFORMATION

53.5% of investigators gave
the victim info about other
victim services available in the

REFERRED TO COUNSELING
46.8% of investigators
referred victims to an agency
able to provide counseling

ONGOING CONTACT WITH FAMILY

22% of investigators said
they had contact with family
after the investigation ended

RECONNECTING VICTIM WITH THEIR
FAMILY

20.2% of investigators said they
reconnected the victim with
their family

OFFENDER REQUIRED TO REGISTER
AS SEX OFFENDER

46.2% of investigators said that the
suspect was required to register as a sex
offender as a result of their arrest

OFFENDER INCARCERATED

38.7% of investigators said that
the arrested offender was
sentenced to incarceration

OTHER POSITIVE OUTCOMES

39.1% of investigators listed their
own highlights, for example, the
victim feeling closure or
images/videos were taken down

Infographic 13. What makes an investigation

successful?

How use of innovative approaches relates to
successful case outcomes

e Victim 8.03 times more likely to be given
information about resources (e.g., CAC, NCMEC,)
with use of at least one innovative approach
(p<.001)

e Police 3.16 times more like to say the case had a
positive outcome with the use of at least one
innovative approach (p=.01)

e Victim 6.0 times more likely to be reconnected
with family with the use of at least one innovative
approach (p<.01)

e Victim 7.4 times more likely to be referred for
counseling or support with use of at least one
innovative approach (p<.001)

(Note. The above analyses involved bivariate logistic
regressions with valid responses only for case
outcomes.)
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Infographic 14. Links between ICAC
Task Force involvement and positive case
outcomes

ICAC Task Forces play an important role
in how cases are resolved, with their
involvement being significantly related to
several different types of positive case
outcomes. When ICACs were involved,
the case is 3.7 times (p<.001) more likely
to resultin the offender pleading guilty,
5.6 times more likely to require that the
offender registers as a sex offender
(p<.001), 4.0times more likely to
sentence the offender to incarceration
(p<.001), 2.8 times more likelyto end in
outcomes that police considered positive
(p=.02), 4.9 times more likely that the
victim and family are reconnected or
reunited (p=.001), and 2.9 times more
likely for the victim to be provided with
resources aimed at improving wellbeing
(p=.002).
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When an ICAC Task
Forceis Involved in
a Case.....

5 Positive Technology-
Facilitated Sex Crime Case
Outcomes

Guilty Plea

3.7 times more likely
to result in a guilty
plea

Registered Sex
Offender
Offenders 5.6 times
more likely to be
required to register as a
sex offender.

Incarceration

Offenders 4 times
more likely to be
sentenced to
incarceration

Victims 4.9 times
more likely to be
reunited with their
family

Victim Resources

Victims 2.9 times more
likely to be provided with
key resources (mental
health tx, NCMEC, CACs)




Topic 12: What a multidisciplinary response looks like in these cases

Children’s Advocacy Centers (CACs) are the community agencies designed to ensure that
investigations of crimes against children are conducted in a child-sensitive fashion,
minimizing the negative impact of justice system involvement, and providing therapeutic
and family services that can reduce the trauma of abuse and its aftermath. As of
December 2020, there were 924 Children’s Advocacy Centers across all 50 states
recognized as members of the National Children’s Alliance (NCA), the membership
organization and accrediting body for CACs (Lounsbury, 2021). In 2019, these CACs served
over 371,000 child victims of abuse; the majority (243,000) experiencing sexual
abuse.(National Children's Alliance, 2020).

Sixty-one percent (n=200) of cases involving identified victims involved a victim being
referred to an agency that could provide them with counseling and support. Of these,
48.5% (n=97) were referred to a CAC specifically. CACs were sometimes involved with the
investigation itself with 16.5% (n=130) of these cases having direct CAC involvement and
another type of multi-disciplinary team involved in 9.9% (n=78) of cases.

As depicted in Figure 6, having a CAC or other MDT involved in the case was significantly
related to some successful case outcomes. Indeed, cases involving MDTs were: 1) 6.1
times more likely than those that did not to have resources given to victims (i.e., CAC,
NCMEC, advice on having images removed, financial restitution, mental health programs)
(p<.001); 2) 1.9 times more likely to have ongoing contact between police and the family
(p=.04); and 3) 8.6 times more likely to have victims referred to an agency of counseling or
support (e.g., victim advocate or victim service agency, CAC, sexual assault support
agency, mental health services) (p <.001). Other positive case outcomes were not
significantly related to a multidisciplinary response.
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Figure 6. Unadjusted logistic regression analyses examining the relationship between
MDT involvement in case and different positive case outcomes.

***p<.001, *p<.05.

Note. Cases with missing data were dropped from each regression analysis. MDT = multi-
disciplinary team
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Topic 13: When teens are arrested for producing sexual images

Another study aim was to include more information about case dynamics when youth-
produced images are involved. In prior waves of this study, particularly NJOV-3,
investigators reported that young people were beginning to use technology to send sexual
images to each other without an adult’s involvement. This type of case introduces new,
different questions regarding investigative dynamics and outcomes. Cases involving an
adult grooming a minor or exchanging CSAM are illegal, which makes decisions regarding
arrest and prosecution of adults involved in technology-facilitated crimes clearer cut. But
when the youth is producing and distributing images they generated, these decisions may
be handled differently depending on the circumstances.

The present study found that minors are still sometimes arrested for producing sexual
content. However, of the 405 cases involving youth-produced images, less than 10%
(n=39) ended in an arrest. We sought to understand the factors in cases that ended in
arrest versus those that did not. Table 17 outlines these differences, showing factors
presentin all youth-produced images cases (n=405) and then comparing non-arrest cases
(n=366) to those that ended in arrest of a minor (n=39).

Significant differences emerge when images show sexual contact between two minors.
These cases represented a minority of all youth-produced image cases (13.7% overall), but
these cases more often ended in arrest (30.6%, OR=3.32). Most of these cases involved
nudity or semi-nudity (82.4%), but more often did not end in arrest (84.5%, OR=0.37).
Another factor that made arrest significantly more likely was a commercial element, which
was rare overall (only 8.8% of all cases involved a commercial element), but was far more
likely to end in arrest (57.1%, OR=18.55).

Cases involving deceit or coercion also more frequently ended in arrest, suggesting that
these aggravating factors may lead to harsher treatment of the minor offender. While
17.9% of all cases involved any form of deceit, about a third of them ended in arrest
(31.3%, OR=2.39).
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68 (19.4)
10 (2.5)
45(11.1)
12 (3.4)
13(3.2)
37(9.1)

31(7.7)
27 (6.7)
32(7.9)
0

59 (14.6)

22 (5.4)
324 (80.0)
295 (87.3)
21 (5.2)
46 (11.4)

47 (15.0)
9 (2.5)
44 (12.0)
11 (3.5)
13 (3.5)
35(9.6)

26 (7.1)
20 (5.5)
27 (7.4)
0

50 (13.7)

19(5.2)
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18 (4.9)
42 (11.5)
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0
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0
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Note. Missing data was dropped from the logistic regression analyses.
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Topic 14: The diversity of cases that involve youth-produced images

but do not result in an arrest

As mentioned previously when comparing youth-produced images cases ending in arrest
to those that do not, many elements of youth-produced image cases can change the
trajectory of investigations and outcomes. This study found that most youth-produced
image cases did not end in arrest (n=366), indicating that law enforcement used different
approaches when minors produce and disseminate CSAM. Our data showed that youth
often create and exchange sexual images of themselves as a part of sexual
experimentation. However, there are still some cases which involve aggravating elements
like reckless misuse of devices or media, exchanging images with intent to harm someone
else, or as a part of an inappropriate relationship with an adult. Understanding the
differences between experimental and aggravated youth-produced image cases can
inform law enforcement, parents, and school officials about risks associated with these
behaviors and how they impact youth and families involved. It also demonstrates the
important roles of families and school officials in bringing these cases to police attention
and working with them toward positive outcomes.

This section describes the typologies of youth-produced images in the present study that
do not end in arrest and offers some narrative examples of how these cases unfold. It also
covers details about investigations, characteristics of youth involved, and case outcomes.
To better understand elements of youth-produced images, we categorized these cases
into discrete typologies, like arrest cases mentioned earlier in this report. Infographic 15
outlines each typology and offers descriptive statistics on how frequently each type
occurred in the present study.

The first distinction between types of youth-produced images was experimental behavior
versus aggravating behavior. Experimental types of cases were more common, accounting
for over half of all youth-produced image cases (59.6%, n=218). Within this typology, we
formed three sub-types depending on the type of experimentation involved. The largest
category of cases involved only one youth who created images or videos, where the other
party involved was not identified. This made up about a third of the experimental cases
(833%, n=72). The next most common sub-type was romantic experimentation with another
youth, which accounted for almost an additional third of experimental cases (27.5%,
n=60). Some youth produced image cases involved a form of sexual attention seeking from
peers, making up almost a quarter of all cases (22.9%, n=50). Finally, we reserved an
“Other” category for cases which did not include any aggravating factors but did not fit
neatly into any of the existing sub-types. Sixteen and a half percent (n=36) of all
experimental cases fell into this sub-type.
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The second main youth-produced image case type involved aggravating factors, often
involving riskier, more harmful behaviors. A little less than half of all youth-produced image
cases contained such factors (40.4%, n=148). We broke down aggravated cases into two
second-level types depending on whether an adult was involved. Just over a quarter of all
aggravated cases involved an adult in the exchange of images (26.3%, n=39). Most
aggravated cases involved only youth, making up 73.7% (n=109) of aggravated cases.

Further, we noticed differences in the elements of cases involving aggravated factors and
youth only. The first and larger sub-type associated with youth only aggravated factors was
intent of harm, which accounts for 73.4% (n=80) of all youth only aggravated types. The
other sub-type is reckless misuse, which refers to image production or dissemination that
is not necessarily done with an intent to harm someone else, but as a result of using
technology in a careless manner. This accounted for only 26.6% (n=29) of all aggravated,
youth only cases.

Infographic 15. Typology of non-arrest youth produced sexual image cases

NON-ARREST
YOUTH-PRODUCED
SEXUAL IMAGE
CASES

Below, we offer more case summaries written by our trained interviewers. As mentioned
earlier in this report, these summaries provide a narrative description of the core elements
of cases. They can clarify the characteristics of and distinctions between different
typologies described above. Of course, each case included in our study is unique, and the
differences in elements involved, youth characteristics, and outcomes can vary widely.
Therefore, no case summary can possibly represent all case details. Rather, they provide
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illustrative examples of each sub-type discussed above to offer readers greater
perspective and details about the factors associated with sub-types.

Aggravated — adult involved

First, we describe some of the aggravated cases involving an adult. Some of these cases
involve a teen who has a romantic or sexual relationship with a young person who is legally
considered an adult:

This case involved a missing juvenile. The mother had reported her 16-year-
old daughter missing. She was eventually found with her 18-year-old
boyfriend. Police found thatthe minor and adult male were exchanging nude
photos of themselves. The mother of the minor was initially going to press
charges against the adult male but then changed her mind. She didn't allow
the police to seize her daughter's phone, maybe due to fear that her daughter
would get into legal trouble and she didn't want anyone else to see the
pictures. The mother told police that she intended to take her daughter to
counseling and the case was closed.

Other cases, like the one below, involve adults engaging in behavior similar to enticement,
but the youth met the offender online and lacked any long-standing romantic connection
to the adult. The case below represents an example of what some call “sextortion,” the act
of using a youth-produced image to threaten or coerce youth into offering more content or
money:

A juvenile male and adult female were video chatting over Facebook
Messenger and the adult female recorded it and threatened to post the video
unless the juvenile gave her money.

Sometimes, cases involve youth engaging in sexual exchanges online with several different
adults, like in the case below:

This case is about a 14-year-old girl who lived with her grandparents. The
minor was being monitored closely by her grandparents and her CPS worker
because she had been a victim of sexual assault in the past before moving to
the area. The minor's phone was taken away and she had 20 images of herself
naked. The minor was communicating with a 19-year-old male at the same
time, but police could notfind evidence that they were exchanging the CSAM.
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Another adult was also interviewed as the minor was also communicating
with him. Snapchat wasn't able to provide much information. There was no
arrest in this case. The juvenile was referred to CPS for services.

Finally, the case below outlines a youth’s arrangement of a sexual encounter in person

with an adult male, noting that the case details did not clarify whether the adult was
arrested:

An officer from this agency found two people engaged in sexual activity in a
parked car. The couple recently met through Tinder/Snapchat. The female
was 15 years old but had told the male that she was 19. Believing she was
19, the 19-year-old male agreed to meetwith her. The male was from another
state and traveled to the female. The report notes that the female was a
foster child and had engaged in this behavior before, claiming to be an adult
and meeting with adult men for sex. The female told the officer that she had
told the male that she was 19 years old and there was some corroborating
evidence that this was true. The female also produced nude photos of
herself that she sent to the male. The female was returned to her foster
home, and her social worker was contacted. It is unclear if the male was
arrested. It notes that the police report was forwarded to the DAs office for
potential prosecution for second degree sexual assault of a child and
distribution of CSAM.

Aggravated — youth involved — intent to harm

Moving onto case summaries regarding youth only, these offer examples of youth only
cases where there was intent to harm. This can occur when two teens in a relationship
break up and argue, using nude photos to try to get revenge on the ex-partner:

Juvenile victims sports coach reported that there was an incident with the
jJjuvenile victim and her ex-boyfriend. The juvenile victim had reported that her
ex-boyfriend was threatening to send photos of her in the nude after a fight
after they had broken up. There was no arrest but there was an investigation
into if this was true or not. There was no evidence to prove this was true, but
both the suspect and the victim had gone to the justice center.

Other examples involve youth forcing other youth to engage in sexual behavior, then
record/and or disseminate images taken during the assault. In this sense, the intent to
harm lies in both the assault itself and the threats to distribute the photos and/or videos
taken of the youth during their exploitation:
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Police received a report of a juvenile being harassed into sending nude
photos of themself to the suspect. The suspect would force the juvenile
victim to perform oral sex on them, or they threatened to leak the nude
photos. Suspect would offer the victim money in exchange for oral sex but
always lied about paying them. Police could not locate the phone in which
the original nude photos were taken. Suspect allegedly has a video of the
juvenile preforming oral sex on them on his phone that he threatens to
expose. No record of suspect being arrested.

The next example involves a youth who met someone online and shared photos of herself
to them but was then threatened to share the photos if she did not continue sending more.
This is another example of sextortion similar to the one in the previous group of case
summaries, but this one demonstrates that youth can also act as sextortion offenders:

A 15-year-old female reported that she received a message on Snapchat
from an unknown person. The subject said hi, used her name, stating that he
was an old friend. The following day he sent her a picture of herself wearing
only her underwear and telling her that if she didn't send him more pictures,
he would send it to her family and friends. The minor victim told police she
sent the picture to a male she knows in TX a couple of years prior. They met
on Kik and then communicated through Instagram. She broke off contact
with him because she felt guilty for sending him pictures of herself. She
believed it was him sending her these messages. She told this person she
was going to go to the police, and he said he was only 15 and asked her not
to. The minor female's phone was placed in evidence at her request.

Sometimes, investigators uncovered networks or “rings” of youth who engage in sextortion
seemingly with multiple youth to generate and collect CSAM:

This case was a sex extortion ring. An unknown suspect posed as a 12-year-
old boy, requested CSAM from girls at a local school and then blackmailed
them to send more images/videos or he would "expose them'. Police wrote
search warrants to Instagram and WhatsApp and the results indicated that
the suspect was in Pakistan.

Aggravated — youth involved — reckless misuse

Finally, the examples below illuminate some of the ways reckless misuse of technology
can result in youth produced images being shared or disseminated. The example below
describes a youth who chose to upload a naked video of himself on YouTube, which was
caught and reported by a Google reviewer:
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Prepubescent male posted an over 15-minute-long video on YouTube if him
taking off his clothes and talking to the camera until he was fully nude. There
was a 10-minute countdown and when it finished this is when he took off his
clothes and started doing poses. Google Reviewer submitted a tip to the
National Center of Missing and Exploited Children. The case was suspended
after the mother of the boy refused to cooperate with an interview multiple
times due to scheduling conflict.

Sometimes, youth engage in risky behaviors using technology that are not proven to be
made specifically to cause harm to certain youth but result in reports to school officials
and police. For example:

The SRO at the middle school was made aware of a student who had
recorded another student in the bathroom without their knowledge.

Reckless misuse also occurs in romantic relationships, where one party non-consensually
records sexual acts and sends videos of the incident to others:

This case is about 2 minors who were in a romantic relationship. The boy is a
14-year-old African American male, and the girl is a 14-year-old white
Hispanic female. The kids were having consensual sex, but the boy had
propped up his phone and recorded a video of the sexual act without her
knowing. Later, the boy shared the video with a couple of his friends using
Snapchat. The girl found out that the boy recorded and shared the video
many months later and she reported it to the School Resource Officer. When
the police got involved, the video had been deleted. This case was handled
internally by the school and the victim was pleased with the result. The boy
was suspended for 10 days. The boy lived with his single grandmother as his
parents were not involved in his life. The boy had a record for running away
before, during and after this case.

Finally, the case below involves a youth producing and attempting to make profit off
images and videos she took of herself. In this case, like others mentioned above, involved
intervention and reporting by classmates and school officials:

This case is about a 16-year-old female high school student who had an
accounton sugar baby websites and sold videos and images of herself either
posing nude or performing sexual acts. The minor used Venmo for the
transactions. 2 schoolmates reported to the school counselor. The district
attorney decided not to charge the minor. The phone was dumped and
"bleached of obscenities”
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Aggravated — experimental — romantic

Below are several examples of experimental types of cases, which do not involve
aggravated factors. The most common type was romantic experimentation which involves
youth-produced images, which involves two youth in a relationship. Often, families find out
about the nude/sexual content and end up reporting it to law enforcement:

This is a sexting case involving a girl and a boy who are in a relationship, both
were 10 years old and white. The girl sent the boy a picture of her bare chest
by text message. The boy's mother found the picture on his phone and
reported itto the police. Both children were given civil citations which require
them to admit to committing the violation, sign the citation, and attend a
class on sexting and its dangers. The police took both phones, deleted the
image and did a factory reset on them.

These examples show that sharing nude or sexual photos becomes more common as
youth gain more access to technology. Below are a few more examples of youth sending
and requesting photos and then reported by a parent or school resource officer (SRO) for
this behavior:

An 11-year-old girl and 12-year-old boy were in a relationship. The boy sent
the girl an explicit picture, asked her for one in return but she did not send
one. The girl's mother found the picture and reported it.

This was a YPI case involved two 16-year-olds, a male and female. They had
been in a relationship but were no longer in one at the time of the
investigation. While together, they exchanged nude photos of themselves.
The mother of the female minor found sexually explicit messages between
her daughter and someone else on her daughter's laptop and reported it to
the police. The police talked to the female minor and she said the photos
were of her ex-boyfriend. She reported that she also sent him nude photos
of herself. Police talked to the male minor, and he said he no longer had the
photos of his ex-girlfriend. He deleted them. Both were issued juvenile
sexting citations, and the photos were deleted from the female’s device. The
sexting citation is like a traffic ticket. They have options like completing a day
long online cyber safety course or paying a fine. They can have no other
criminal history, and they have to stay out of trouble. If there is another
offense the initial one could result in a misdemeanor and the new offense
could be a felony.
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This case is about 2 middle schoolers with intellectual disabilities who were
in a relationship and one of the parents found nude images, sent and
received, in one of the kids' phones. The SRO took their phones and was
planning on explaining to them the consequences of the felony. The DA didn't
want to pursue charges.

Aggravated — experimental — sexual attention seeking

Finally, some of the experimental cases do not exactly involve youth who are engaged in a
relationship, rather, they involve youth experimenting simply to get attention from peers or
people online. Sometimes, youth do this with friends because they think it’s funny, without
explicitly sexual intentions:

This case is about a 15-year-old Hispanic male who as a joke pulled his pants
down, took a picture of his penis, and sent itto his friend. He was taken to the
principal’s office, his grandmother picked him up, the SRO searched his
phone and didn't find evidence of other CSAM. The student was suspended
for 2 days for his behavior.

This case started as a CyberTip and it's a YPI case. Itinvolves 2 boys that are
siblings and were being "knuckleheads', one boy videoed the other naked,
his penis and anus were exposed, and they uploaded the video to YouTube.
The kids were not identified and contacted because they seemed to have
moved away, and nobody returned the phone calls that the detective made.

This case started as CyberTip from NCMEC to an ICAC task force to the PD,
and itinvolves a male juvenile who sent a picture of his penis to another male
juvenile as a joke. The male who received the CSAM wasn't identified and
there's no arrest in this case. The boy used Instagram to send the CSAM.

Other times, youth engage in sexual image experimentation without intending to be funny
or joking, but to get attention from someone they like:

This case is about a middle school student who created a video of herself
naked and sent it to other kids in school. The juvenile was a 13-year-old white
female who wanted to have a relationship with a boy. During the interview the
girl told the police that she had met the boy over the summer, and he asked
her to create the video. The police were unable to get in touch with the boy.
No charges pursued.
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A 10-year-old girl in 5th grade sent a nude image of herself to a 10-year-old
boy through a gaming platform while playing Fortnite. The boy told his friends
aboutit. The image was never recovered. The boy didn't distribute the image.
This is a "rumor" type of case.

Number of people involved in youth-produced image cases
Infographic 16. Number of people involved in non-arrest YPI cases

Our interview section for

~ Number of people involved in
youth-produced image .
cases differed from arrest 2019 yOUth'prOduced 'ma?e
cases (non-arrest; N=366

by collecting details
about multiple youth
involved, rather than just
one primary minor and
primary offender.
However, most cases
involved 2 people or
fewer. About one third
involved one person
(833.3%, n=122), while
over a third involved 2
people (38.5%, n=141).
Three people were
involved in only 10.1%
(n=37) of all youth-produced image cases. Just over a tenth (13.3%, n=49) involved four or
more people. A total of 4.6% (n=17) of cases did not include any information about exactly
how many people were involved in the case. Infographic 16 outlines these descriptive
statistics regarding the number of people involved in cases.

When multiple people were involved in these cases, we asked investigators how many of
the people involved they could offer details about. A total of 332 cases offered details
about at least one, primary minor involved. We only had details about a primary minor in
175 cases, while 82 offered information about 2 people. Details about 3 people were
offered in 75 cases. Finally, there were 17 cases for which we knew how many people were
involved, but we did not have any further details about those people.

105



Characteristics of primary minor

Table 18 shows the characteristics of the person identified as the primary minor involved
in youth-produced image cases. The primary minor was the one who investigators
considered “most central” to the case. We required this person be a minor, even if there
was an adult involved in the case. First, we outline demographic characteristics of primary
victims identified in youth-produced image cases. Most of the people involved were female
(70.5%), but a little under one third were male (28.6%). Regarding race and ethnicity, only
10.8% of primary victims were confirmed to be Hispanic, but this information was
unknown in almost half of all cases (47%). Over half of the victims in these cases were
white (54.8%), while a small minority were Black (8.7%) or American Indian or Alaska
Native (0.9%). However, as with the question regarding ethnicity, information on race was
unknown or unavailable in nearly 40% (35.8%) of all youth-produced image cases. The
largest percentage of primary minors fall between ages 13 and 15, accounting for almost
half of all youth-produced image cases (42.5%). The smallest portion of primary minors
were age 9 or younger, accounting for 6% (n=20) of all youth-produced image cases.

Minors’ roles in cases

Our youth-produced image section also contained information about what type of role
each minor played in the incident. Most cases, almost three-quarters (74.7%) involved a
minor taking and/or sending photos of themselves. The second largest percentage of
primary minors received CSAM that someone else produced (15.7%). Other roles which
were less common included producing sexual material of another minor (6.9%), a minor
depicted in sexual images or videos that someone else produced (9%), or distributed
CSAM that someone else produced (15.7%).

Minors’ background and history

While information about the minor’s family background was missing in about a third of
cases (30.7%), the highest percentage of primary minors lived with both parents (21.7%).
Only 17.5% of primary minors lived with a single parent. Interestingly, 15.1% of primary
minors in youth-produced image cases lived with another person who was involved in the
case.

When it comes to minors’ involvement in the criminal justice system prior to the case, only
a small minority had a prior juvenile record (6.3%) or received a status offense (4.2%). Only
5.7% of primary minors had evidence of mental health issues, while 5.1% had a history of
problems with drugs and alcohol. These findings suggest that the youth involved in non-
arrest youth-produced image cases may not have other risk factors such as mentalillness,
substance use issues, or criminal justice/social services involvement.

Investigations and outcomes

Most of the primary minors involved in non-arrest youth-produced image cases
cooperated fully (55.1%) or partially (10.5%). A similar percentage of families were said to
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have cooperated fully (61.1%) or partially (5.5%). This suggests that most of the time,
minors and families work well with police who investigate these incidents.

While almost half of cases lacked information about referrals to other agencies to support
youth, we found that almost a fourth of the primary minors involved (25%) were referred to
a mental health agency. Only 5.7% of minors’ images were submitted to the Child Victim
Identification Program. However, again, information was missing regarding this aspect of
the case in over half of the youth-produced image cases in this study. We see similar
patterns emerge regarding other agencies informed about youth-produced image
incidents; half of cases (50%) did not provide any information about agencies’ involvement
aside from law enforcement. However, in 21% of cases where this information was known,
the investigator or police record informed us that there were no other agencies involved.
Among the agencies we asked about, the most involved one was a child protective services
agency. Still, the percentage of cases involving CPS was small, accounting for only 12.8%
of all youth-produced image cases.

These findings suggest that law enforcement officials or records of incidents often lack
information about referrals offered to minors involved in youth-produced image cases.
Much remains unknown about what types of services these youth receive, but this
information may help inform the best practices for treating minors involved. Therefore, few
conclusions can be definitively drawn regarding outside referrals that police may offer after
theirinvolvement in these types of incidents.

95 (28.6)
234 (70.5)
1(0.3)
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36 (10.8)
21(6.3)
156 (47.0)

182 (54.8)
29 (8.7)
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0

15(4.5)
104 (31.3)
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7 (2.1)
2(0.6)
9(2.7)

17 (5.1)
76 (22.9)

48 (14.5)
83 (25.0)
29 (8.7)
172 (51.8)

127 (34.7)
21 (5.7)
15 (4.1)
203 (55.5)

282 (77.1)
252 (68.9)
5(1.4)

48 (13.1)
60 (16.4)
54 (14.7)
10 (2.7)
5(1.4)
13(3.5)

19 (5.2)
26 (7.1)
13(3.5)
47 (12.8)
29 (7.9)
77 (21.0)
11(3.0)
183 (50.0)

109



SNe o 99(27.)
S Yes 36099
~ Notsure | 33(9.0)

198 (54.1)

~ N 79(218)

105 (28.7)

S Yes
- Notsure  18(49)
- Missing

164 (46.2)

110



WHO ARE THE YOUTH
PRODUCING/DISTRIBUTING SEXUAL

MATERIAL?
CHARACTERISTICS OF THE PRIMARY MINOR INVOLVED WITH
CREATING OR DISTRIBUTING SEXUAL IMAGES IN CASES THAT
DID NOT END IN ARREST IN 2019

f‘A ﬂ Mostly teens, A

® 9 or younger: 6% (n=20)
® 10 to 12:13.5% (n=45)
¢ 16 or 17:19.3% (n=64)

® 18 t0 21:1.8% (n=6)

4 P
ages13to 15 Mostly girls
42.5% 70.5%

Ll (n=234)

* Boys: 28.6% (n-95)
® Missing: 0.9% (n=3)

® Missing: 16.9% (n=56) J
Y4
Mostly white Hispanic/Latino
y54_8 % 10.8% (n=36)
o Black: 8.7% (n=29) (n=182) ® Non-Hispanic/Latino:
® American Indian/Alaska Native: 35.8% (n=119)
/0\-9%53:3),f, andor 0 ® Not sure: 6.3% (n=21)
® Asian/Pacific Islander: ool b =
* Not sure: 45% (n=15) ® Missing: 47% (n=156)
® Missing: 31.3% (n=104) J k
Few had a prior Few have diagnosed
juvemle record mental illnesses
A9, 6.3%(n=21) 1.8% (n=6)

® Prior status offenses: 4.2% (n=14)

® Problems with drugs/alcohol: 5.1%
(n=17)

® Social service involvement: 5.1% (n=17)

J

&\
® 5.7% (n=19) had other evidence of a
possible mental health issue
® 0.9% (n=3) Had a history of suicide
attempts

(27% (n=0) Had a history of being bullied,

Infographic 17. Characteristics of youth involved
in youth-produced sexual image cases
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ROLES OF YOUTH
INVOLVED IN YOUTH-
PRODUCED IMAGE CASES

From 2019 non-arrest cases involving youth
sending sexual material (images/videos)

74.7% (n= 248)

Produced sexual
material of themselves

15.7% (n=52)
Received material that
someone else produced

s
/9) @ 9% (n=30)

n Depicted in sexual

material that they did
6.9% (n=23) ‘o

not produce
Produced sexual
material of another
minor

@ 4% (n=20)

Distributed material

that someone else
produced

16.3% (n= 54)

Something else
(for example, depicted in material
and don’t know who produced it)

Infographic 18. Roles of youth involved
in youth-produced sexual image cases



Comparing case types

Table 19 compares different factors of youth-produced image cases across the main two
case types discussed previously in this section: Experimental (n=218) and aggravated
(n=148). Starting with numbers of images and videos, about 20% of all youth-produced
image cases involved just one image, and an additional 15.6% involved 2-5 images. Less
than 5% involved 11 or more, indicating that fewer images are more common in these
cases. Similarly, among cases involving videos, about a fourth (24.3%) involved only one,
while only 2.7% involved or more. However, the percentages of unknown or missing data
were high among these questions; over half of responses regarding both the number of
images and number of videos were unclear or missing.

Most cases involved images or videos depicting only one minor (72.7%). Less than one
third of (27.3%) depicted more than one minor. About three quarters of all cases (74.3%)
did not show sexual contact between two or more minors. Over half of all cases (62.6%)
involved nudity or semi-nudity.

The next section of the table includes factors which only occurred in aggravated cases,
which is why they were not compared with experimental cases. The most common
aggravated factor involved was the intent to harm, which existed in 32.4% of aggravated
cases. Threats were used in aggravated cases as well, occurring in 18.2% of aggravated
cases. The least common aggravating factors were having images or videos taken while a
minor was under the influence of drugs or alcohol and creating the material specifically to
create conflict or get revenge, which each only occurred in 2.7% of aggravated cases.
Images were distributed in most cases overall (73.5%), more commonly occurring in
experimental cases than aggravated ones (although this difference was not statistically
significant).

When drawing comparisons between the types of cases, we found hardly any statistically
significant differences. The only ones were related to missing data regarding blackmail,
coercion, and threats involved in cases. Experimental cases had significantly more missing
data about these potentially aggravating factors (52.3%) compared to cases that fell into
the aggravated type (29.7%). This indicates that perhaps some aggravating factors exist in
experimental cases but went unreported or were not central to the case dynamics.
Otherwise, the types of cases do not differ vastly in characteristics, indicating that they
share many of the same elements aside from aggravating features.

Table 19. Characteristics of youth-produced image cases

All Experimental Aggravated P value
(n=366) (n=218) (n=148)
Number of stillimages
One 73(19.9) 45 (20.6) 28 (18.9) .43
2-5 57 (15.6) 35(16.1) 22 (14.9)
6-10 16 (4.4) 12 (5.5) 4(2.7)
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17 (4.6)

58 (15.9)
145 (39.6)

89 (24.3)

27 (7.4)
10 (2.7)
35 (9.6)

205 (56.0)

266 (72.7)
100 (27.3)

272 (74.3)

36 (9.8)
12 (3.3)

46 (12.6)

42 (11.5)
229 (62.6)

32(8.7)

63 (17.2)

141 (38.5)
55 (15.0)
46 (12.6)
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10 (2.7)
9 (2.5)

16 (4.4)
22 (6.0)
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27 (7.4)
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0
0
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10 (6.8)
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.~ Notsure  19(5.2) 13 (6.0) 6 (4.1) 42
. Missing  158(43.2) 114(52.3) 44 (29.7) <.001
" No  89(24.3) 55(25.2) 34 (23.0) .09
CYes 4 0 42.7)

" Notsure  60(16.4)  38(17.4) 22 (14.9)

.~ Missing 213(58.2) 125(57.3) 88 (59.5)
Intenttoharm

" No  110(30.1) 80(36.7) 30 (20.3)
CYes | 48(131) 0 48 (32.4)
 Notsure  24(66)  15(6.9) 9(6.1)

~ Missing  184(50.3) 123(56.4) 61(41.2)

‘Reason for creating material

_ Romance/existing relationship | 92(25.1) 60 (27.5) 32(21.6) 20
- Bulying/harassment  5(1.4) 0 5(3.4)
. Prankorjoke  11(3.0)  7(3.2) 4(2.7) 78
- Blackmail, coercion, threats  15(4.1) 0 15(10.1)
- Conflictorrevenge ~ 4(1.1) 0 4(2.7)
- Tryingtostartrelationship ~ 21(5.7) 13(6.0) 8(5.4) .82
| Getnoticedbysomeone  33(9.0)  23(10.5) 10(6.8) 21
. Excitement  32(87)  20(9.2) 12(8.1) 72
_ Somethingelse  54(147)  27(12.4) 27 (18.2) 12
 Notsure  32(87)  20(9.2) 12(8.1) 72
. Missing  123(33.6) 81(37.2) 42 (28.4) .08
Images/videos distributed

N  37(10.0)  22(10.1) 15 (10.1) 37
~Yes  269(735) 166(76.1) 103 (69.6)

C Notsure  18(49)  8(37) 10 (6.8)

~ Missing 42(11.5)  22(10.1) 20(13.5)
Consideration of legal charges

" No  79(21.6)  54(24.8) 25(16.9) A7
Yes  105(287) 53(24.3) 52 (35.1)

~ Notsure  18(49)  11(5.1) 7(4.7)

. Missing  164(44.8) 100(45.9) 64 (43.2)

~ No  99(27.1)  57(26.1) 42 (28.4) .58
o Yes 36098  22(10.1) 14(9.5)

.~ Notsure  33(9.0)  24(11.0) 9(6.1)

. Missing 198 (54.1) 115(52.7) 83 (56.1)

Note. Bolded constructs were used to define aggravated cases and thus no statistical comparisons were

conducted.
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Table 20 compares characteristics of people involved in youth-produced image cases
across aggravated and experimental types. Across both case types, over half only involved
one person (33.3%) or two people (38.5%). Experimental cases were significantly more
likely to involve 1 person (40.4% compared to 23% of aggravated cases) while aggravated
cases were more likely to involve two people (49.3% compared to 31.2%). When looking at
the total number of people involved, aggravated cases were generally more likely to involve
multiple people. Almost three quarters of aggravated cases (73.7%) involved multiple
people compared to just over half (54.1%) of experimental cases.

The only significant differences which emerged regarding the type of relationship were
people who met online and the “other relationship” category. A larger portion of
aggravated cases involved parties who met online (12.8%) versus experimental (4.2%).
About a quarter of all aggravated cases (25.7%) fell into our “other relationship” category
compared to only 11.9% of experimental cases. These findings suggest that minors may
face greater risk of aggravated factors involving people met online. Further, perhaps the
type of relationship in experimental cases is easier for law enforcement to determine
compared to aggravated cases, which might include people with less clearly evident
connections to each other.

Table 20. People involved in YPI cases

All Experimental Aggravated P value
(n=366) (n=218) (n=148)
Number of people involved
1 person 122 (33.3) 8 (40.4) 4 (23.0) .004
2 people 141 (38.5) 8(31.2) 3(49.3)
3 people 37(10.1) 2(10.1) 5(10.1)
4 or more people 49 (13.4) 28 (12.8) 1(14.2)
Not sure 11 (3.0) 7 (3.2) 4 (2.7)
Missing 6(1.6) (2.3) 1(0.7)
Relationship with people
involved
Friends from school 118 (52.0) 66 (55.9) 52 (47.7) .21
Friends from somewhere else 12 (5.3) 6 (5.1) 6 (5.5)
Someone who wanted sex w/ 1(0.4) 0 1(0.9)
someone else
Someone interested in 14 (6.2) 9(7.6) 5(4.6) .34
someone else romantically
Neighbors 1(0.4) 1(0.9) 0
Someone met online 19 (8.4) 5(4.2) 14 (12.8) 02
Boy/girlfriend 58 (25.5) 34 (28.8) 24 (22.0) 24
Other relationship 42 (18.5) 14 (11.9) 28 (25.7) .007
Not sure 8(3.5) 5(4.2) 3(2.7) .54
Missing 7 (3.1) 5(4.2) 2(1.8) .30
Multiple people involved in case 227 (62.0) 118 (54.1) 109 (73.7) <.001
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Infographic 19. Relationships between people involved in YPI cases

L4
~ 2 RELATIONSHIPS BETWEEN PEOPLE INVOLVED IN

YOUTH-PRODUCED IMAGE CASE
@@ OoDUC GE CASES

@ . Experimental (n = 218)

.

Aggravated (n=148)

Total n=118

52 (44.1%)
Total n=58

Total n=42
24 (41.4%)

Total n=14 Total n=15

Total n=12

28 (66.7%) 9 (64.3%) © (50%) 10 (66.7%)
66 (55.9%) 34 (58.6%) 14 (33.3%) 5 (35.7%) 5 (33.3%)
Friends from  Boy/girlfriend  Other relationship ~ Someone Friends from  Not sure/Prefer

interested in
someone else
romantically

school somewhere else  not to answer

Reasons why there was no arrest and whether there was

any consideration of legal charges

As seenin Table 19, police considered legal charges in
28.7% (n=105) of these cases (in 4.9% of cases the
investigator was unsure and in 44.8% this information
about whether legal charges were considered was not
available). Open-ended responses as to why there was
ultimately no arrest were grouped into the categories
shown in Infographic 20.
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CONCLUSIONS AND
RECOMMENDATIONS

Technology-facilitated crimes against children are some of the most difficult crimes that
law enforcement agencies must investigate. Much of the criminal activity occurs online,
requiring the involvement of multiple jurisdictions. The technology that is used to facilitate
the crimes and efforts that perpetrators use to hide the activity is complex and changes
frequently, requiring constant updates to investigation strategies. These crimes also
involve some of society’s most vulnerable victims. Both the number and breadth of these
crimes is expanding: Prior NJOV studies found that arrests for these crimes tripled from
2000 to 2009'. The current NJOV study found that cases of technology-facilitated abuse
crimes have now expanded so much that many law enforcement agencies were not able to
provide the research team with counts that were accurate enough to create reliable
national estimates.

Despite this challenge, the data collected through the Fourth National Juvenile Online
Victimization (NJOV-4) study provided rich case-level information on 1,155 investigations
of technology-facilitated sex crimes against children in the U.S. The arrest cases (n=789)
varied extensively in the type of crime involved: 30.9% of cases involved the production of
child sexual abuse material (CSAM); 56.5% involved the possession of CSAM; and 27%
involved online enticement or grooming of a child or youth for sex. Twenty-four percent of
cases involved undercover work by a law enforcement agency, highlighting the active
undercover efforts that are used to identify suspects seeking to use online communication
to commit child-victim crimes.

Victims of these crimes varied demographically: most victims were young adolescents (13-
15, 47.5%), but substantial percentages involved older adolescents (16-17, 25%), pre-
adolescents (10-12, 12.7%) and children 9 or younger (14.9%). Victims were mostly girls
(85.8%), and mostly white (64.2%), although itis important to keep in mind that these were
cases that came to police attention and included an arrest: crimes against other
demographic groups could be under-identified by police. Notably, offenders were most
typically known to victims: 39.2% were acquaintances of the youth and 22.1% of cases
involved a family-member offender. In only 24.1% of cases the offender was a stranger to
the youth or someone they only knew online.

The study collected extensive information on how cases were reported to police, on
investigation procedures in these cases, and on outcomes. Most typically, it was a family
member of the minor who reported the crime to police (22.3%). Almost half the cases
ended up involving multiple law enforcement agencies (46.1%). ICAC Task Forces were
involved in 31.9% of the cases in our sample, highlighting their active work on these
crimes.
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Case characteristics, investigation procedures, and case outcomes all varied substantially
across different types of technology facilitated crimes in ways that are detailed in the
different sections of this report. These differences and other study results have important
implications for how law enforcement agencies might approach these cases and improve
investigative procedures. Below we summarize four key recommendations for law
enforcement based on from study findings:

Recommendation 1: Improvements are needed to law enforcement
record-keeping protocols in ways that can assist the identification
of technology-facilitated crimes against children.

The inability of the study to calculate reliable rates of these serious crimes is an important
finding of the study, highlighting the need to improve law enforcement record keeping and
the documentation of technology-facilitated crimes against children. Agencies had a
difficult time searching their information systems for these crimes, and many had to use
memory or search files by hand. This was further complicated by the fact that cases often
involved multiple agencies and jurisdictions.

Improving the justice response to these crimes requires good information on what law
enforcement is encountering. An inability to identify these cases efficiently impedes the
ability to study changes in case characteristics over time, identify which investigation
strategies are used with what success, and examine how changes in technology positively
or negatively impacts investigations. Investigation approaches may be skewed or biased if
they rely on random or highly salient case studies versus reliable summary statistics data.
Without reliable, accurate, and generalizable data on these types of crimes, researchers
cannot offer prevalence estimates which could help inform law enforcement about the
extent to which their current approaches are working to reduce technology-facilitated
abuse.

Many police information systems did not have options for cross-referencing internet-based
crime and child victim crimes. Guidance and recommendations on enhancing these
systems and programs such as the National Incidence Based Reporting Systems (NIBRS)
could improve knowledge about these crimes. Systems could add fields that would allow
agencies to more efficiently identify cases in their system.

Additionally, training programs should emphasize the need for more complete data entry.
There was substantial information missing from case data files. For example,
documentation of commercial exchange in these cases was scattered. There was also
substantial missing data in undercover cases: A full third of undercover cases had missing
data on whether the suspect was a registered sex offender. Complete documentation of
these kinds of details aids the work by prosecutors and agencies seeking further protective
efforts for children.
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Recommendation 2: Research findings highlight the variety of
technology-facilitated crimes against children that are coming to
police attention. Law enforcement agencies need to be prepared to
recoghize and respond to this variability.

One of the primary study findings is the variety of cases that are included under the
umbrella of technology-facilitated crimes against children. Law enforcement training and
investigation protocols and procedures need to account for this variety. Below we highlight
implications for investigation procedures based on case data collected by the study.

Perpetrator-victim relationships

A key finding from cases with identified victims was that the crimes most typically involve a
suspect thatis known by the victim. This was particularly the case for CSAM production
crimes ending in arrest: 47.6% of suspects in these cases were acquaintances of the youth
and an additional 34% were family members. When production was combined with
enticement there was a roughly even split in perpetrator-victim relationship with the
majority of cases involving either an acquaintance (38.8%) or a family member (10.5%)
with 43.3% involving someone the minor met online. For enticement only cases, a slightly
higher percentage were individuals met online (42.2%) compared to combination of
acquaintance (27.5%) and family offenders (12.7%).

There are high profile cases in the media of online groomers enticing youth through social
media or games for purposes of sextortion or grooming. While these cases existed among
those investigated by participating agencies, more typically the cases involved peers,
neighbors, community members and family members. This is important information for
crime prevention efforts. It means that law enforcement who work these cases need to
prepare for the complexity of a technology-facilitated crime that has similar dynamics to
an in-person child sexual abuse case. There are complex emotional and traumatic
responses that victims experience when abused by known offenders that can complicate
an investigation if not handled with sensitivity and expertise in child development.
Interviews by trained child forensic interviewers are recommended and the involvement of
a multi-disciplinary team (MDT), like a Children’s Advocacy Center (CAC) can help ensure
that a trauma-informed approach is used.

CSAM cases

Cases involving CSAM comprised the largest percentage of cases of technology-facilitated
abuse that law enforcement agencies in our sample were investigating: a third of cases
involved the production of child sexual abuse material (CSAM) and over half involved the
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possession of CSAM. There were significant differences between cases of CSAM
production and possession. Production cases were more likely to involve adolescents
versus younger children compared to possession cases, and more likely to depict girls.
CSAM producers were more likely to spend time with children or have direct access to
minors than CSAM possessors. Most CSAM producers took pictures openly — but some
used covert methods. There was a wide variety of types of CSAM in terms of explicitness.

The study also collected data on efforts that law enforcement made to remove CSAM and
stop further dissemination. Such efforts were conducted by police in 64% of CSAM
production cases. Images were submitted to the National Center for Missing and Exploited
Children (NCMEC) in 44.5% of CSAM cases. However, these efforts were much more
common in cases being led by an ICAC Task Force or affiliate agency.

Law enforcement training should prompt investigators to always consider possibility of
CSAM in cases of child sexual abuse. The presence of images may mean additional
considerations are needed, such as helping the family access resources to remove
images. Additionally, images can provide concrete evidence that a crime has been
committed and corroborate victim testimony. The presence of CSAM may aid in
investigations and prosecutions that otherwise are relying fully on victim statements.

Additionally, when CSAM is identified, it is important that investigators take measures to
stop future dissemination of the materials. Although we found evidence that this was
happening, it was rarer in cases being led by county or municipal agencies.

Cases involving commercial elements

The study found an overlap between commercial sexual exploitation (CSE) of youth and
technology-facilitated crimes against children. Internet technology has facilitated access
to CSAM by offenders, but also commercial exchange. The NJOV study found that only
about 5% of cases documented commercial exchange. There was, however, extensive
missing data in case files on this element and it is possible that many more cases involved
commercial exchange than was captured in the data that we collected.

The lack of information on this element is concerning. The low percentages of confirmed
commercial elements coupled with the high percentages of missing data show that much
remains unknown about the relationship between CSE and technology. Understanding this
relationship could offer benefits to investigations, such as amplified charges for suspects
or more CSE-specific service referrals for minors involved.

Itis recommended that training protocols for technology-facilitated crimes against

children include collecting information on possible commercial exchanges and improved
documentation.
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Cases involving youth-produced images

Finally, the study highlighted the frequency that cases involving youth-produced images
(YPI) came to police attention. Arrestin these cases was rare: Only 13.7% of YPI cases
involved an arrest. YPI cases where there was an arrest were more likely to have
commercial elements and involve deceit or coercion.

However, the majority of YPI cases that came to police attention did not result in any arrest
and these varied in dynamics: 59.6% fell into a category we defined as “experimental” and
included YPI occurring in romantic relationships or as a part of sexual attention seeking;
40.4% were cases we defined as “aggravated” and included either an adult or intent of
harm or reckless misuse of the image by another youth.

As schools, families, and communities struggle to identify the best options for handling
cases of YPI, itis likely there will continue to be regular referrals to law enforcement
agencies. Itis not clear that agencies have identified a consistent protocol for responding.
This identifies a need for best practices guidelines informed by research and child
development experts. Our typology distinguishing experimental and aggravated cases
could help inform protocols by identifying case elements in a systematic way with
implications for impactful and sensitive response.

Recommendation 3: Undercover investigations continue to be an
important and effective approach to identifying and prosecuting
offenders sexually interested in minors.

Twenty-seven percent of the technology-facilitated child abuse cases included in the study
were undercover operations designed to proactively identify suspects seeking to groom
and entice minors online or exchange CSAM with other offenders. Law enforcement
investigators were posing online as minors in most of these cases (63.8%), or monitoring
peer-to-peer networks (27.1%). The operations were mostly occurring on social
networking sites, but also on Craigslist, bulletin boards and chatrooms.

The undercover cases included in the sample are ones that successfully resulted in an
arrest of an offender, but the fact that they made up over one-quarter of all the cases of
technology-facilitated sex crimes, highlights the prominent role that they are playing in law
enforcement work in this area. The suspect asked for pictures in over half the cases, and a
face-to-face meeting was arranged in almost three-quarters of the cases.

The suspects arrested through undercover operations tended to be older and were more

likely to be married than suspects arrested in cases with identified victims. However,
28.7% of suspects in undercover operations had direct access to minors, in 31.1%, there
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was evidence of ongoing sexual interest in children, and in 7.4% of cases there was a prior
arrest for a sexual offense committed against a minor. Undercover operations were just as
likely to result in guilty pleas and incarceration and cases with identified victims.

The extensive work by law enforcement in undercover operations in these cases appears to
be successful and an important tool for law enforcement who are working to reduce
technology-facilitated crimes against children.

Recommendation 4: Multi-jurisdictional and multi-disciplinary
collaboration and expertise are critical to technology-facilitated
abuse cases. ICAC taskforce expertise is highly valuable for these
cases and improves criminal justice and victim outcomes.

Technology-facilitated sex crimes against children are complex. Findings from the study
highlighted the frequency of collaborations among jurisdictions, task forces, multi-
disciplinary teams (MDTs), and CACs on these cases. Almost half of the cases (46.1%)
involved multiple law enforcement agencies. ICAC Task Forces assisted in about a third of
cases (31.9%) and over half of CSAM possession cases (50.3%). School resource officers
were involved in about 10% of cases and 20% of cases involving an identified victim. Child
Advocacy Centers were involved in 48.5% of cases and directly involved in the
investigation in 16.5% of cases.

Findings support the value of incorporating specialized expertise and multi-disciplinary
investigations into these crimes. When ICAC Task Forces were involved, the case was 3.7
times more likely to result in a guilty plea, and 4 times more likely to be sentenced to
incarceration. Offenders were 5.6 times more likely to be required to register as a sex
offender. Victims were 2.9 times more likely to be provided with supportive resources like
mental health services. When CACs were involved, victims were more likely to be given
resources, referred to an agency and have ongoing contact with law enforcement as the
case progressed if an MDT or CAC was involved.

Findings suggest that ICAC Task Forces are a critical resource for technology-facilitated
crimes against children and that they should be involved in as many cases of technology-
facilitated abuse as possible. Findings also highlight the value of MDTs and CACs for these
cases and suggest that these teams should be included as often as possible and as early
as possible in the investigation. Additionally, findings from the study highlight the need for
collaborative protocols, and increased law enforcement training on how to conduct multi-
jurisdictional and multi-disciplinary investigations.
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Artifacts

List of Products

Infographics

20 infographics were developed from this study and are integrated throughout this report.
All are available for public use.

Infographic 1. Types of technology-facilitated sex crime arrests

Infographic 2. Typology of arrest cases

Infographic 3. Who are the victims of technology-facilitated sex crimes against minors?
Infographic 4. How offenders have access to children

Infographic 5. Who are the offenders of crimes involving CSAM?

Infographic 6. How are technology-facilitated sex crimes against minors coming to police
attention?

Infographic 7. Innovative investigative approaches used in technology-facilitated sex
crimes

Infographic 8. Types of technology used in sex crimes against children

Infographic 9. Roles of undercover investigators in technology-facilitated sex crimes
against children

Infographic 10. Tactics used by offenders to gain trust or cooperation with victims in
technology-facilitated enticement cases

Infographic 11. Differences in case details between CSAM production and possession only
cases

Infographic 12. Characteristics of offenders who produce vs only possess CSAM
Infographic 13. What makes an investigation successful?

Infographic 14. Links between ICAC Task Force involvement and positive case
outcomes

Infographic 15. Typology of non-arrest youth produced sexual image cases

Infographic 16. Number of people involved in non-arrest YPI cases

Infographic 17. Characteristics of youth involved in youth-produced sexual image cases
Infographic 18. Roles of youth involved in youth-produced sexual image cases
Infographic 19. Relationships between people involved in YPI cases

Infographic 20. Reasons for no arrestin YPI| cases

Papers in Progress

1) Mitchell, KJ, Jones, LM et al (in progress). Typology and characteristics of
technology-facilitated sex crimes against children
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2) Jones, LM, Mitchell, KJ et al (in progress). Differences in technology-facilitated
crimes committed by offenders known only online versus by family, friends, and
acquaintances

3) Mitchell, KJ, Jones, LM et al (in progress). Characteristics of youth self-produced
images coming to police attention

4) Jones, LM, Mitchell, KJ, O’Brien, JE et al (in progress). Overlap between commercial
sexual exploitation and technology-facilitated sex crimes against children

5) Puchlopek-Adams, A, Jones, LM, Mitchell, KJ et al (in progress). Challenges in
understanding the scope of police work on technology-facilitated crimes against
children: recommendations for improving police data systems

Briefs in Progress

) Victim characteristics in technology facilitated crimes against children

) Offender characteristics in technology facilitated crimes against children
3) Role of technology in online crimes against children

) Characteristics of cases involving child sexual abuse material: differences between
those involving possession only and those involving production
5) Police response to technology-facilitated sex crimes against children
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N-JOV
Overview

The goal of the
Fourth National
Juvenile Online
Victimization Survey
(N-JOV4) is to
protect children
against online
dangers by
developing a better
understanding of
new threats,
problems, and
concerns
encountered by law
enforcement in its
effort to protect
children in the
changing
technological
environment;
tracking and
monitoring new and
continuing threats;
and identifying
which investigative
strategies are
associated with
more favorable
outcomes in
protecting children.
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Welcome!

Thank you again for agreeing to be part of our expert panel for the Fourth National Juvenile Online
Victimization Study (N-JOV4). Our meeting will convene at 11:30 AM Eastern time on Tuesday, August
4. Please sign on as early as 11:00AM if you would like more time to make sure the technology is
working properly.

The panel will be convened using the Zoom app. You will receive an update to your current meeting
calendar invitation with the Zoom access information in a few days. The invitation will have an access
address which should give you the opportunity to download necessary software and then connect you
to the meeting. You can also connect via a phone number provided.

If you have not had any experience using Zoom, we are including some usage tips as part of this
document as well as this link to a website where you can conduct a trial run.

Visit
The main goal of the N-JOV4 study is to gather information about online sex crimes against children

coming to the attention of law enforcement agencies, local and federal, in the US. Among the key
guestions N-JOV4 is designed to address:

e How many cases were being investigated in 20197
e How can we characterize these cases in terms of offenders, victims and dynamics?
e How can we characterize the outcomes of these cases?

e How have the numbers and dynamics and outcomes changed since the last N-JOV Study
in 2009?

To help orient you to the study, an overview of some of the findings from previous N-JOVs is included
as part of this document.

The discussion on August 4th will be divided among 3 major topics: 1) cases involving child sexual
abuse materials (CSAM), 2) youth-produced images (sexting), and 3) identified juvenile victim crimes
(online grooming).

We are providing a list of questions related to the study of these topics that you should review prior to
the meeting. This list will help you get a sense of what we think are some potentially important
developments that may have occurred over the past 10 years. Your input and responses to these and
other questions during the meeting will be instrumental to the success of this study.

The schedule of the meeting is included in this document. You will note that there will be a short
orientation to the meeting and the overall project at the beginning before we get into the topic areas.
There will also be a break for lunch and a break in between some of the topics. We hope you can plan
remain available until 5 PM Eastern, but we may not need to use this full time period.

Thank you and we look forward to talking with you in a couple of weeks!

Kim, David, Lisa and Jim
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Agenda
N-JOV4 Expert Panel Meeting
August 4, 2020
1lam -5pm
11:00 - 11:30am Early login to Zoom
Make sure all systems working properly
11:30-12:30pm Kick-off
Why we’re here and what we’re doing
Brief introductions
Brief overview of past N-JOVs
12:30-1:30pm Topic Area 1: Child sexual abuse material
Brief overview of past findings
Group discussion of important developments
1:30- 2:00pm Break
2:00-3:00pm Topic Area 2: Sexting
Brief overview of past findings
Group discussion of important developments
3:00-3:15 Break
3:15-4:15pm Topic Area 2: Online grooming
Brief overview of past findings
Group discussion of important developments
4:15-5:00pm General methodological questions / wrap-up

Identifying cases in agencies
Additional agencies to include
Obstacles related to COVID-19
Future roles in study
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N-JOV Overview

How the National Juvenile Online Victimization (NJOV) Study was conducted

N-JOV collected information from a , - )

. Estimated number of arrests for technology-facilitated child sexual
national sample of law enforcement exploitation crimes, by year
agencies about technology-facilitated sex
crimes against minors. There were 3 year- **®

long studies: July 1, 2000 through June 7000
30, 2001 (N-JOV1), and calendar years 6000
2006 (N-JOV2) and 2009 (N-JOV3). 5000
We used a two- phase process: mail 3000
surveys to agencies followed by 2000
telephone interviews with investigatorsin = o
local, county, state, and federal law o

Arrests 2000 Arrests 2006 Arrests 2009

enforcement agencies.
Data show that arrests more than tripled during this time.
N-JOV reported information on the following crimes among others: sex offenses with identified

victims, offenses involving solicitation of undercover police, the possession, dissemination or
production of child pornography, and sexting.

The majority of offenders arrested Estimated arrests for crimes with identified victims, by year
for online sex offenses against 8000
identified victims were people the 7000

victim knew from a face-to-face
environment (family and
acquaintance offenders). People
youth met online (online predators)
made up 28% of the offenders. The 2000

5000

4000

3,007

. . . 2,164
family and acquaintance portion grew .,
1,493
faster than the online predator - sc8 s -
. s08  °13 490
portion. .
. - I |

All identified victims Online predators Family or acquaintance offenders

W Arrests 2000 Arrests 2006 Arrests 2009

The biggest growth in arrests was for child pornography possession. The largest growth was the group
who were child pornography only offenders. Dual offenders with concurrent hands-on sexual abuse
crimes dropped from 40% of child pornography arrestees in 2000 to 22% in 2009.
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o000
Estimated arrests for CP possession, by year Percentage of “dual offenders,” all CP arrests, by year

6000 100%

90%
5000

80%

0%
4000
3000
2000
1000

o
Tatal 2000 Amrests = 1,713 Total 2006 Arrests = 3,672 Total 2009 Arrests = 4,901 Concurrent sex crime Coneurrent crime was child sexual  Concurrent crimes was soliciting an UC

WCP possession only  WCP possession & other crimes abuse invesatigator

W Arrests 2000 W Arrests 2006 B Arrests 2009

Prosecution outcomes

About 95% of cases with known outcomes ended in guilty pleas or convictions at trial, a high conviction
rate for sex crimes.

In 2006, 65% of offenders were sentenced to incarceration, compared to less than 60% in 2000.

Cases with known outcomes, 2000 & 2006 Close to 25% were sentenced to
6000 - more than 5 years, compared to
15% in 2000. Since offenses were
5000 = similar in terms of seriousness, the
increases in incarceration and
o s sentences probably reflected more
3,000 -

2,142

successful responses by law
enforcement.
2,000 -
I 1,308 1,220
1,000 -
I 331
0 - |

Guilty plea or incarceration Incarceration Sentence > 5 years

W Arrests 2000 @ Arrests 2006
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Internet Facilitated Commercial Exploitation of Children (IF-CSEC)

An estimated 569 arrests for IF- Aggravating Features of the Crime by CSEC involvement
CSEC were made in the United
States in 2006; more than half of et o s E

ictim shown adult pornography
the arrests involved the offender %
marketing and selling child
pornography. I 5%

18%

Victim physically assaulted

Most offenders (83%) purchased

child pornography or sex with a Drugs or alcohol provided to victim E .

minor, but an important minority

(17%) profited from the

exploitation. Profiteers appeared child pornography production m esk

to be more seasoned offenders

who were involved in la rger, 0%  10% 20% 30% 40% S50% 60% 70%  80%  90%  100%
organized networks of criminals, "o CSECictime - mESECvictme

such as prostitution and human trafficking rings.

Compared with victims of Internet sex crimes that do not involve a commercial aspect, a greater
percentage of IF-CSEC victims, as part of the current crime, were assaulted, given drugs or alcohol, and

were the subject of child pornography.

Youth Produced Images

YOUTH-PRODUCED US law enforcement

SEXUAL IMAGES agencies handled an
| ) | | estimated 3,477 cases of
‘ ’ youth produced sexual

AGGRAVATED EXPERIMENTAL |
67% 33% images during 2008 and
| | i | | ‘ | ’ 2009. Two-thirds of the
| .
( ADULT | YOUTH | | ‘ " SEXUAL | '%i cases involved an
| ROMANTIC OTHER . ]
INVOLVED | ONLY s ATTENTION | “aggravating” circumstance
36% | 31% ° SEEKING 4% | :
| e 19% beyond the creation
| - ) ] — = . .
" INTENTTO | [ RECKLESS and/or dissemination of a
HARM | MISUSE sexual image. Such
% | 1% | aggravating elements were

adult involvement or a
youth perpetrator who
displayed an intent to
harm or reckless non-consensual use of the image. An arrest occurred in 62% of cases when an adult
was involved, in 36% of the aggravated youth-only cases, and in 18% of the “experimental” cases

Typology of Youth-Produced Sexual Image Cases Known to Law Enforcement
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(youth only and no aggravating elements). Most of the images (63%) were distributed by cell phone
only and did not reach the Internet.

For more details [active links in red]:

Wolak, J., Finkelhor, D., and Mitchell, K. (2012). Trends in Law Enforcement Responses to Technology-
facilitated Child Sexual Exploitation Crimes: The Third National Juvenile Online Victimization Study
(NJOV-3). Durham, NH: Crimes against Children Research Center.

Wolak, J., Finkelhor, D., and Mitchell, K. (2012). Trends in Arrests for Child Pornography Possession: The
Third National Juvenile Online Victimization Study (NJOV-3). Durham, NH: Crimes against Children
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Discussion Points

The last N-JOV study covered cases from 2009, almost 10 years ago. Our hope for this meeting is that,
with your expertise, we can ensure that our surveys for N-JOV4 incorporate new issues and
considerations related to the topics that have occurred since that time.

Please review these questions in preparation for the meeting.

Child Sexual Abuse Materials (CSAM)

We are looking for new issues and information to include in the survey that would advance knowledge
about law enforcement investigation of CSAM cases.

Among the things that may have changed since 2009 for law enforcement:

Increasing volume of CSAM cases

Growing number of referrals from social media companies
Increasing volume of videos, including live web feeds

Use of photo DNA and other identification technologies
Increasing usage of the dark web by offenders

B Growth of images created by youth

Questions:

1. Arethereissues in addition to the above list we should be considering as we develop our

survey?

2. Are there effects or consequences of technologies developed since 2009 that we should try to
ask about?

3. What should we be asking about in terms of cooperation in investigations from social media
platforms?

4. The need to triage cases has become a key concern for law enforcement. What information
would be helpful to aid this process?

5. What are some of the outcomes or metrics that agencies would find helpful in assessing success
and efficiency?

6. Is there any new information that would be useful to gather about conducting undercover
operations around CSAM?

7. Would it be helpful to know if a case was chosen because of the use of an algorithm (e.g.,
CPORT)?

8. What about if some of the material came from other countries? Is this something that would be
helpful to know overall?
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Sexting Cases

Among things that may have changed since 2009:

Questions:

1.

w

Proliferation of image sharing capabilities

Movement of youth online activity from computers to smart phones
Growth of capacity for video sharing

New laws about sexual images produced by youth

Are there issues in addition to the above list we should be considering as we develop our
survey?

Have investigation and arrest policies around sexting changed since 2009 and how?

What criteria are used to decide whether law enforcement gets involved?

Does law enforcement participate in image retrieval activities when no criminal charges are
planned?

What about case referrals to police in these cases? Is collaboration with schools an
important element to ask about?

Are there alternatives to arrest that police are using in these cases?

Online Grooming Cases

Among the things that may have changed since 2009:

|
|
|
|
|
Questions:

1.

2.

3.

4,

5.

6.

7.

8.

More grooming via social media platforms

New laws criminalizing grooming

More grooming leading to image production

More grooming by younger offenders

More Children Advocacy Center (CAC) involvement

Are there issues in addition to the above list we should be considering as we develop our
survey?

What are the new obstacles, if any, for grooming case investigation?

Are there new tactics being used by groomers?

What has changed about the conduct of undercover or proactive investigations of grooming?
What should we be asking about cooperation from social media platforms in online grooming
case investigation?

What information would police have about CAC involvement?

Are there new defense strategies that should inform the questions we ask?

What are the ways offenders are using technology to commercially exploit youth in these
cases?
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Zoom Meeting Tips

You can join a test meeting if you want to test your audio and familiarize yourself with meeting
controls.

Visit http://zoom.us/test.

Overview

Prerequisites
Zoom desktop client for macOS, Windows, or Linux

Zoom mobile app for iOS or Android

Ny - ?
By \Windows | 'Mac | == Linux

The attendee controls appear at the bottom of your screen if you're not currently screen sharing.

Attendees have access to these features:

Mute / Unmute: Mute and unmute your microphone.

Audio Controls (click the A arrow next to Mute / Unmute): Allows you to change the microphone and
speaker that Zoom is currently using on your computer, leave computer audio, and access the

full audio settings.

Tip: Use the following keyboard shortcuts to mute or unmute yourself. You can also use push to talk if
you want to unmute yourself by holding the spacebar.

Windows: Alt + A

Mac: Shift + Command + A

Start Video / Stop Video: Turns your camera on or off.
Video Controls (click the » arrow next to Start Video / Stop Video): Change cameras if you have
multiple cameras, select a virtual background (if enabled), or access your full video settings.

Participants: See who's currently in the meeting. You can also access to these options:

¢ Rename: Hover over your name and click Rename to change your screen name displayed to
other participants.
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Chat: Access the chat window to chat with the participants. We will be reserving this feature for
participants who are having technical difficulties and for the sharing of websites.

Leave: Leave the meeting while it continues for the other participants.
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Expert Panel Members

Name

Bio

Benjamin Adams*
NIJ

Ben Adams currently serves as a social science analyst in the National
Institute of Justice, Office of Research, Evaluation and Technology. He is
the technical lead on national juvenile justice data collection, analysis,
and dissemination programs addressing such areas as juvenile courts,
juvenile corrections, on-line victimization of youth, and missing, abducted,
runaway, and thrownaway children. His portfolio also emphasizes the
examination of the effectiveness of juvenile justice interventions, risk and
needs assessment, and system improvement efforts.

Michael Bourke
U.S. Marshals Service

Michael Bourke, Ph.D. is the Chief Psychologist for the United States
Marshals Service and serves as the head of the USMS Behavioral
Analysis Unit. He's served as a federal law enforcement officer for more
than 20 years. Clinical and research interests include sex offender
assessment, tactical polygraph, interviewing techniques, behavioral
profiling, and secondary traumatic stress among first responders.

Jim Cole
Supervisory Special
Agent, Chair -
INTERPOL

Jim Cole is a Supervisory Special Agent with Homeland Security
Investigations (HSI) in Nashville, TN. Jim supervises Cyber, Child
Exploitation, Human Trafficking and Victim Services for HSI Nashville,
which covers the states of Tennessee and Kentucky. Jim formerly served
as the National Program Manager and Section Chief for Victim
Identification for HSI. Jim stood up HSI's Victim Identification Program
and Laboratory in 2011 and as a Special Agent and Digital Forensic
Agent has been conducting child sexual exploitation investigations for the
past 17 years. Jim managed several Research & Development Projects
focusing on digital image/video processing and biometrics related to
digital image/video for child exploitation. Jim is a founding member of
Project Vic. Jim is the current Chair of the INTERPOL Specialists Group
on Crimes Against Children.

Mike Duffey
FL Department of Law
Enforcement

Assistant Special Agent in Charge Mike Duffey has been a Law
Enforcement officer for over 25 years and has spent the last 18 years
working online cyber crimes and online child sexual abuse cases. ASAC
Duffey is recognized as an expert in the area of cybercrimes and is an
instructor for multiple nonprofit companies around the world.

Michael Edwards
Seattle Police

Department, Washington

ICAC Commander

Mike Edwards is a 40-year veteran of the Seattle Police Department
(SPD) who currently holds the permanent rank of Captain. He is currently
the High Risk Victims Section Commander for SPD & Commander of the
Washington State ICAC Task Force. The High Risk Victims Section
contains the SPD ICAC Unit & the Vice Unit and works collaboratively
with other state, local, tribal and federal law enforcement agencies
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Expert Panel Members

Name Bio

including the FBI and the DHS/HSI on investigations and operations both
locally and nationally.

David Finkelhor* David Finkelhor is the Director of the Crimes against Children Research

Crimes against Children Center, Co-Director of the Family Research Laboratory and Professor of

Research Center, UNH Sociology at the University of New Hampshire. He has been studying the
problems of child victimization, child maltreatment and family violence

since 1977.
Martha Finnegan Ms. Finnegan is a Supervisory Child/Adolescent Forensic Interviewer at
FBI, Victim Services the FBI. She is responsible for conducting investigative interviews
Division involving minor victims of abuse and exploitation, as well as minors who

are witnesses to a crime. As well as conducting interviews, Ms. Finnegan
trains multidisciplinary team members at the local, state, national and
international level and testifies as needed as an expert witness in court.

Alan Flora Alan K. Flora is the Special Agent in Charge (SAC) of the Computer
NC State Bureau of Crimes Unit of the North Carolina State Bureau of Investigation
Investigation, NC ICAC (NCSBI). He has been a professional law enforcement officer since
Commander 1992. Since 2015 SAC Flora has served as the Commander of North

Carolina Internet Crimes Against Children (ICAC) Task Force.

Jeff Gersh Mr. Gersh is a Deputy Associate Administrator for the Special Victims and

0JJIDP Violent Offenders Division within the U.S. Department of Justice’s Office
of Juvenile Justice and Delinquency Prevention (OJJDP). At OJJDP, his
responsibilities include managing the program priorities for
congressionally authorized funding streams, including Missing and
Exploited Children, Victims of Child Abuse, Mentoring, Gangs and various
training and technical assistance programs that provide much needed
support to a wide array of stakeholders. Mr. Gersh also serves as a
subject matter expert on child protection and child sexual exploitation
issues, often representing the Department of Justice (DOJ) and OJJDP
by facilitating meetings, speaking at conferences and participating in a
variety of interagency and interdisciplinary working groups focused on
child protection and child exploitation issues, youth violence programs
and research and evaluation.

Jim Green* Mr. Green is a Westat senior statistician with 30 years of experience in

Westat sample design and selection; data weighting, imputation, estimation, and
variance estimation; statistical systems development; and optimization
techniques. He also has expertise in the areas of survey research
methodology, data processing, and statistical quality control. Mr. Green
has also worked on several, major, national criminal justice surveys for
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Expert Panel Members

Name

Bio

both BJS and NIJ, including the Survey of Juveniles Charged in Adult
Criminal Courts (SJCACC), the National Judicial Reporting Program
(NJRP), the Survey of State Court Criminal Appeals (SSCCA), The
National Survey of Civil Trials, and all of the National Juvenile Online
Victimization Studies.

Lisa Jones*
Crimes against Children
Research Center, UNH

Dr. Jones has been conducting research on issues of child and family
victimization for over 20 years, with a current focus on hate crime and
bias victimization, technology-based victimization, and domestic minor
sex trafficking. Dr. Jones has also published extensively on child abuse
trends, sexual abuse, peer victimization, and presents regularly on these
topics both nationally and internationally.

Barbara Tatem Kelley*
NIJ

Barbara Tatem Kelley currently serves as a social science analyst in the
National Institute of Justice, Office of Research, Evaluation and
Technology. She has expertise in longitudinal studies of the causes and
correlates of delinquency, evaluation of juvenile justice and delinquency
prevention programs, and research on the onset and desistance of youth
gang involvement. She has further developed and managed grants on a
wide range of topics including research, evaluation, and statistical
initiatives relating to juvenile courts, dual system youth, educational
access, school discipline, mentoring, tribal youth, girls’ initiatives,
commercial sexual exploitation of children, and data archiving.

Debbie Garner
Georgia Bureau of
Investigation, GA ICAC
Commander

Debbie Garner has been employed with the Georgia Bureau of
Investigation for 29 years and has had a variety of assignments
throughout her career. She has been assigned to offices that focus on
undercover narcotics investigations, healthcare fraud, intelligence
analysis, general investigations and now child exploitation. She currently
is the Special Agent in Charge of the GBI's Child Exploitation and
Computer Crimes Unit. She is also the Commander of the Georgia
Internet Crimes Against Children Task Force.

Stacie LeBlanc
American Professional
Society for the Abuse of
Children

Stacie LeBlanc, JD, MEd began her career as a child abuse prosecutor in
Jefferson Parish more than 30 years ago. Dr. LeBlanc became the chief
of the Felony Child Abuse Division, began the Family Violence Program
and helped open Child Advocacy Centers in rural and urban parishes. Dr.
LeBlanc is the Founding Director of the New Orleans Children’s Advocacy
Center and Audrey Hepburn CARE Center, two nonprofit programs for
Children’s Hospital New Orleans that treated over 1,500 children
annually. In 2017, she launched the Child Advocacy Studies Training
(CAST) Program as an adjunct professor at Tulane University. CAST is a
nationally recognized curriculum training students how to effectively
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respond to child maltreatment utilizing a multidisciplinary approach. Dr.
LeBlanc serves on the board of directors of several national organizations
including as President of the American Professional Society on the Abuse
of Children (APSAC).

Fallon McNulty
National Center for
Missing & Exploited
Children

Fallon McNulty is the CyberTipline Specialist for Electronic Service
Provider Relations at the National Center for Missing and Exploited
Children (NCMEC). She is responsible for liaising with service providers
who are registered to report instances of online child sexual exploitation
occurring on their platforms and helps manage daily CyberTipline
operations. Ms. Fallon has patrticipated in and led many trainings on best
reporting practices in this area and works to shape policy based on
emerging abuse trends. Ms. Fallon holds a M.A. in Forensic Psychology
from the George Washington University and previously worked in a
mental health setting prior to joining NCMEC.

Kimberly Mitchell*
Crimes against Children
Research Center, UNH

In her 20 years of experience Dr. Mitchell has been PI or Co-l on seven
national surveys with law enforcement on topics involving crimes against
children. She was the Co-PI on all three prior N-JOV Studies and on the
second Youth Internet Safety Survey and Principal Investigator on the
third Youth Internet Safety Survey, and the National Study of Internet-
facilitated Commercial Sexual Exploitation of Children. She has
successfully administered several projects and produced over 120 peer-
reviewed publications.

Karuna Nain

Facebook, Global Safety
Policy Programs
Manager

Karuna Nain is Global Safety Public Policy Programs Manager at
Facebook based in Menlo Park, California where she works with internal
teams at Facebook and with external safety organizations and
government bodies to ensure that Facebook remains a leader in online
safety and that stakeholders understand the steps Facebook takes to
promote safety online. Ms. Karuna also serves on the board of an Indian
non-profit, Happy Hands Foundation that focuses on revitalizing
traditional arts and making them sustainable.

John Peracchi
Commander, NH ICAC
Task Force, Portsmouth
Police Department

Lt. Peracchi has 23 years of law enforcement experience, duties include:
patrol, narcotics, detectives, school resource officer, patrol supervisor,
detective supervisor, polygraph examiner, crime scene investigator, and
NH ICAC Commander.

John Pizzuro
New Jersey State Police,
NJ ICAC Commander

Lt. Pizzuro has been the ICAC Commander in NJ for the past five years.
His expertise lies in the online predator grooming and children behavior
as a result of technology. He co-chairs the ICAC Outreach Committee
and is proactive in prevention in education and awareness. He also has a
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good understanding about end to end technology and other technological
challenges that impact children.

Brad Russ Bradley Russ served as one of the first 10 ICAC Task Force

Executive Director
National Criminal Justice
Training Center

of Fox Valley Technical
College

Commanders when Congress funded the program in 1998. He
established the Northern NE Task Force and had responsibility for ICAC
investigations within the states of ME, NH and VT. Mr. Russ co-authored
the ICAC Task Force operational and investigative guidelines and served
as one of the first ICAC Task Force national trainers. Mr. Russ currently
serves as the Executive Director for the National Criminal Justice Training
Center (NCJTC) which has responsibility under several grants through the
Office of Juvenile Justice and Delinquency Prevention (OJJDP) for both
training and supporting the ICAC Task Force program.

Michael Seto

Director, Forensic
Research Unit, The
Royal's Institute of Mental
Health Research

Dr. Seto is a clinical and forensic psychologist and researcher based in
Canada. He has published extensively in the areas of pedophilia, sexual
offending against children, and online sexual offending. His most recent
book, on pedophilia and sexual offending against children, was published
by the American Psychological Association in 2018.

Melissa Stroebel
Thorn Foundation

Melissa Stroebel is the Head of Research at Thorn. In her current role,
she serves as a subject matter expert and drives strategic research
examining emerging threats and trends in online exploitation. Prior to
joining Thorn in 2017, Melissa worked for nearly a decade with the
National Center for Missing & Exploited as a victim identification analyst,
product manager, and researcher. Melissa graduated from the University
of Michigan with a bachelor’s degree in history and George Washington
University with a master’s degree in forensic science.

Paul Wormeli
Innovation Strategist
Wormeli Consulting, LLC

Paul Wormeli is Executive Director Emeritus of the Integrated Justice
Information Systems Institute, a non-profit corporation formed to help
state and local governments develop ways to share information among
the disciplines engaged in homeland security, justice, and public safety.
He has had a long career in the field of law enforcement and justice
technology. He has been active in the development of software products,
has managed system implementation for dozens of agencies throughout
the world, and has managed national programs in support of law
enforcement and criminal justice agencies. Paul Wormeli has expertise in
Justice and public safety information sharing, policy and technology
development, data strategies, governance, strategic planning.

* Team conducting the N-JOV4 Study.
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APPENDIX B

NJOV Expert Panel Notes

Previous Screening Question: In the last year did your agency make any arrests in cases
involving the possession, distribution, or production of child pornography and at least one of
the following occurred:
1A) Illegal images were found on the hard drive of a computer or removable media oron a
cell phone possessed by the offender
1B) The offender used the internet to order or sell child pornography
1C) There was other evidence that illegal images were downloaded from the internet or
distributed by the offender over the internet.

Information included in a box: Include cases where your agency made an arrest as part of an
undercover operation.

Input on how to adjust this question:

o Need to make it clear that you want all cases meeting this above description not just
undercover cases.

e Recommendation of adding a 1D option to this question that includes externalized storage
(e.g. cloud storage). Specifically because one expert mentioned, “l don’t know if you want
this as a separate question or not but increasingly most of our cases are including
externalized storage, cloud storage or other sites. They are keeping any of the evidence on
their internalized storage or localized drives. We have a tremendous number of cases now
where the offender is actively deleting the materials and we only find this out when the
offender admits to it during an interview”.

e Recommendation about clarifying what you mean by term undercover. Are you trying to get
information on a peer to peer undercover investigation? This type of investigation has
changed in the last 10 years. Or are you looking at agents that pretend to be a child to put
themselves in the middle. Your data sets would be different. The offender in peer to peer
that is arrested for file sharing is going to have more Child Sexual Exploitation Material
(CSEM).

What is a good way to have investigators be inclusive about undercover investigations but to
not just include the undercover investigations?
e Getrid of the undercover operations box. Any arrest means, any arrests.
e This question doesn’t give you the total number of cases it gives you the number of cases
with arrests. The sub-questions need updated because they are more targeted at issues in
2009.
e 1Areflects an antiquated idea of what kind of technology the material is going to be stored
on.
e Isitnecessary to be exclusive in the list of devices that are utilized instead maybe broader
language such as internet facilitated or technological device related?
e 1B and 1C indicate should include broader language to capture digital devices.

What is the question that we could ask to ensure that live streaming would be included in
these investigations?



In question 1A it would have to be, where were the illegal images found?

Ask what type of device instead of did the offender use the internet. Because you are
limiting the results that you will get.

This does include production cases so live streaming may need to be incorporated.

Using the language that says any case that uses internet technology but you may also need
to keep the digital technology as well because this could get more cases than you might
actually capture with just saying online. People take pictures with their cameras and store
them.

1B and 1C need to be somewhat broader about other digital devices.

“Access” vs “possession” (or in addition to) could be a good fit. | would agree with this
point, sometimes there is no possession only a screen shot taken by the person viewing it.
Those are difficult cases for law enforcement officials (LEO's).

How should we code the cases that are coming? Example more cases are probably occurring
via video right now. There has been a lot of discussion about the dark web and encrypted
materials. Are there some topics that trigger any topics that should be included?

You mentioned the Dark web and the onion router (TOR)? TOR had quite a few pedophile
groups on there but there are a lot of different chat groups within TOR. Now you have
people being able to access it on their phone or smart devices that never existed before.
For the most part there is so much that is being done with TOR. It is just something to
notice, do you notice encryption or TOR browsers on the phone. These are things you ask or
say did you notice what type of software was on the phone etc.

Same thing with VPN access on their phone is a way to access the dark web. Sources of
technology that can be used to hide their activity. What about an inventory of terms related
to hiding or disguising images?

There are a lot of apps that allow anonymity. There is even file hiding on the phone.
Can'tremember if the coding for gender of children in CSEM is number or an estimate of
proportion. We found in our risk study that it's the ratio of boy to girl content that matters.
Having more boy than girl content is associated with greater sexual recidivism.

As awareness has grown across law enforcement we have received more community
sharing tips than before. Some is because of the number of younger offenders associated.
These are time and resource intensive investigations for us that are very community based
that cross states or are international.

I think we can include Dark net and VPN's under Anonymization Technology which is
different from Encryption technology.

Consider inclusion of international arrests with U.S. police involvement.

When a case was involved by multiple agencies there was a protocol on how to assign the
case to a particular agency. For duplicate agencies they go through the file adjust these and
make multiplicity adjustments. Do you have a protocol for handling complex cases or best
practices on how to deal with these?

There are procedures to get the correct probabilities and to weight variables for multi-
jurisdiction cases. There was a specific protocol that exists for previous NJOV studies of
what agency counts the case.



From our point of view (i.e., social media company) we do have a wave of the cases that we
send to NCMEC. Things like memes are harder because we do not know the intent of their
point of sharing. It would be helpful to know what kind of information is most useful for law
enforcement to know and to be reported and what types of information thatis included so that
they can better focus on these cases instead of getting caught up in less important items.

Many times law enforcement follows up with social media company and they are trying to
work with NCMEC to develop a feedback loop to determine what the most helpful
information they can give is and this would be a helpful tool to get information back from
law enforcement.

If we (i.e., law enforcement) make a decision to take a case. NCMEC receives information
from a variety of investigators.

If we (i.e., researchers) ask the right thing at the case level that was identified by the social
media companies you can generate a better estimate of the number of cases that exist in
the universe. Meaning if they have a baseline population value of these types of cases from
social media then you can weight these types of cases and extrapolate how many cases
existin the universe.

| want to mention that many of the current study variables are related to risk of sexual
recidivism among CSEM offenders, including criminal history, concurrent prosecution for
sexual offenses, evidence of pedophilia, and ratio of boy to girl content. Would be super
useful to policy and practice to look at how these risk factors have changed over time or
relate to other variables.

It would be more helpful to see what data sets are given to law enforcement just to
determine what is helpful to LEO’s. Are they asking information about the social media
platforms being utilized? Is this an arrest that stemmed from multiple platforms that
individuals were visiting?

Location is the most helpful because we generally do not have a location for the individual.
So location is the mostimportant because it allows us to get to the individual.

It’d be valuable to look for trends across platforms (i.e., what draws them to that platform -
potential victim pool, encryption, anonymity, etc.)

Include a question regarding what information is the most helpful information that LEO’s
received from a social media platform that allowed them to solve a case.

You will need to differentiate between a legal process request and requesting some other
type of assistance from NCMEC or to the social media platform itself. This is referring
specifically to ESP referrals.

Can anyone talk briefly about what is happening with undercover operations?

Federal legislation came out and the only thing that did was drive people to other places.
TOR, the dark web, etc. The art of communication still says the same but the language
always changes as kids use new lingo, we try to stay current. The investigations are now
different. Ten years ago not every kid had a phone with a camera and a lot of apps. Online
presence is very difficult to impersonate because people ask you to turn your camera on or
send a picture. It is unrealistic to impersonate a child and make social media accounts that
coordinate with said child.

From the federal perspective things are different. Cops used to pretend to be children. Now
undercover agents work as an offender that tries to recruit with other offenders which



makes it easier to get around sharing information about your identity. It is easier to explain
not sharing information, because the offender wants to protect themselves. There is an
issue of who will commit the illegal act first. This is more victim oriented, trying to find the
victims. Where previously when we pretended to be children this was offender driven,
finding the offender.

There is a tremendous amount of work on the dark net there are more dangerous offenders
there. They tend to teach each other how to avoid LEO’s. The feds also do account takeover
of the offender, under cover after they are arrested this allows them to have built in
credentials and this allows them to play this credibility for some amount of time. Large
focus on Philippines aims at identifying individuals in the Philippines for live long distance
abuse and targeting the western offenders who are paying to witness those acts. This is one
of the few places where we see this is behavior.

The serial predator you end up with depends on your approach. The undercover has a better
way to communicate with that individual instead of pretending to be a 10 or 13 year old.
This is more challenging way to go undercover and more time consuming but this is much
more effective.

Will there be a version of the survey that is closed that contains some of the UC trends and
things along those lines? Or is it whatever goes into the survey would be publically
available.

Our capacity is finite and we have been overtaxed recently because of a very static increase
in tips. We have actually decreased the number of undercover investigations we can do
because we have too many tips right now with COVID-19.

Is law enforcement using CPORT? Should we be asking about this tool being used?

This is the risk assessment tool used for child predators.

A lot of U.S. law enforcement are not using CPORT, maybe they are more in Canada. There
have been some efforts to use CPORT and we didn’t find it to be realistic to what they found
in the field. There is a disconnect between CPORT and what LEO’s are seeing in field.

What elements of a case give it priority over other cases?

NCMEC prioritizes the information that gets out, they prioritize the content and severity of
the lead. NCMEC does this for LEO’s and if it is lead that is triggered through other
mechanism then it would be brought to the commander/supervisor and then processed.
Volume is not a good indicator for the severity of the offender or the types of crimes that
have taken place. Sometimes this is actually quite the opposite. Does this crime depict
violence towards minors, what is the employment of the offender (e.g. youth leader, youth
involved), do they have access to children, is there textual or conversational evidence, etc.
What is the context of that evidence? Does this context suggest they are trying to gain
access to children?

Are you prioritizing child exploitation leads that come into your agency? What mechanisms
are you using to conduct that prioritization? What element made this case a priority? This
can be broken down and separately coded to a level that is reasonable? Access to
children? Number of images?

This is going to be messy because you have a lot of agencies with varying agendas this is
constantly changing even within one agency. It depends on who the chief is at the time,



depending on the political environment, depending on money available, etc. Trying to ask
people across the board what is the highest priority can be so variable. | would be very
hesitant to put credence into doing this because it is so variable.

Resources are a larger part of it along with the technical ability of the officer.

Our agency struggles with the volume of complaints and trying to prioritize these
complaints is a huge struggle. This is a problem from a civil liability stand point, and from a
resource management perspective.

Most people are prioritizing cases based on the totality of the circumstances and
experience.

During the last year did your agency handle any cases that involved sexual images created by
minors (ages 17 or younger) and these images were or could have been pornography under the
statutes of your jurisdiction? Please include:

2A) Cases where minors took pictures of themselves OR other minors, including “sexting”
2B) Such cases that may have been crimes, but were not prosecuted for various reasons
2C) Cases that were handled as juvenile offenses.

Input on how to adjust this question:

2A Seems a bit overbroad.

We broadened it from sexting to self-exploitation images. We do not assign these out for
investigations because of prosecutorial filing standards. For our agency we will investigate
if more than two actors are involved and two or more minors are involved in the
investigations. Very rarely are there prosecutions or arrests associated with these types of
cases where there is image sharing. Even more rare are arrests unless there is violence or
extortion go on in the case.

What do you mean when you say self-exploitation? Outside of images or videos. This is
based on how the images are shared on a variety of platforms. Example the individual
created the image themselves (i.e., produced) and then shared them voluntarily without
any coercion.

Seems like we should delineate between minor only involved versus an adult offender
involved.

Also fear, fraud or coercion (extortion, threats, etc.) are involved.

Is there a distinction between sextortion and self-exploitation? In instances of sextortion
the individual is forced to take these images.

In some cases kids are showing themselves online and don’t realize that people are taking
images of them.

What else should we include here to capture sextortion?

Maybe include some language about the use of threats, sextortion includes threats to me.
Just to clarify this section here is just to capture victims versus collectors who might be
consuming self-produced imagery? Is your focus here exclusively cases involving minors at
the time of the investigation irrespective of if they were promoting another minor taking the
image or taking the image of themselves?

The key is that minors taking pictures or making minors take pictures. Previously we also
included cases where an adult made the child take pictures.



It might be helpful to change your wording a little bit. Maybe get rid of sexting and say what
kind of pictures. You will need to define sexting here if that is the language you want to use.
My mind goes to self-exploitation images, where kids are taking pictures and sending them
to other kids.
Several of the agencies do not investigate these cases and they become deprioritized
because of the number of other higher priority cases, no criminal investigation unless
sextortion is involved or an adult. In the instance of kid on kid sharing of images with no
sextortion involved. Depending on the jurisdiction, kids would not be arrested for this act.
Agencies would use education as a way to deal with this situation.
It would be helpful to understand how agencies handle these cases? Education?
Criminalization of the cases?
Florida has a misdemeanor diversionary program that starts with community service and
the highest punishment is arrest. This is very situational at the agency level and in
conjunction with the district attorney’s office.

e http://www.leg.state.fl.us/statutes/index.cfm?App_mode=Display_Statute&URL=0
800-0899/0847/Sections/0847.0141.html
1%t Offense: 25 hours Community Service and civil citation
2" Offense: Additional community service and a fine of $250.00
3" Offense: Misdemeanor arrest-This can be expunged later down the road.
http://lawfilesext.leg.wa.gov/biennium/2019-
20/Pdf/Bills/House%20Passed%20Legislature/1742-S.PL.pdf?q=20200804112727
In Louisiana they are being arrested for sexting and this has been increased during COVID.
This is a misdemeanor there.
Nevada arrest as well for these crimes.

There was a lot of response about suicide and self-harm can anyone talk about this in
response to sextortion?

When we first started working these cases twenty years ago, the thought in the field was
since there was no hands on contact to the victim, the trauma wasn’t as bad. What was
found though is suicide may be more prevalent in the victim. Sometimes even suggested by
the offender or cutting of themselves. Quite a few of these victims are hospitalized straight
from the interview at a children’s advocacy center (CAC) because the child is suicidal.
There is an escalation in the behavior of the offenders and what they are making them do,
self-harm, acting out with a sibling, eat or consume bodily fluids and vomit them up, etc.
We're seeing a lot cases where the original victim is extorted into abusing younger children.
Those image types and locations needs to be modernized to reflect how things are in
present day. There will be more streaming, cloud, etc.
o We see them meeting in a forum and then conversations split out. This leads to
streaming and then sometimes images will be captured usually with a secondary
device because this wouldn’t notify the victim.

In sextortion study what they found was victims said they could not get help from any sources.
We were trying to get perspective from law enforcement on this issue.

One investigator still gets phone calls from a victim that was abused fourteen years ago.
The victim still finds images of herself on the internet and she calls the investigator for help.
His agency is still helpful at trying to contact companies to remove this content.



Images that are reported through a cyber tip line by members of industry. NCMEC makes
the CSEM hashes and makes them available through an NGO has sharing platform and
business can search their sites using these hashes to remove this information. This would
be helpful for law enforcement to reach out to the victim.

We set up a separate hash sharing initiative for reports from the public, for when a child
indicates this images is me on the internet. They help the victims figure out how to contact
the industry member and get the image removed.

Project Arachnid out of Canada seeks victim content and removal
https://projectarachnid.ca/en/

We should ask if law enforcement is making a referral to these aforementioned services on
behalf of the victim.

For our agency we recognize that someone else would do that downstream. They now make
a cornerstone to educate the victim about resources to help them. They deal with victims
who are still as adults struggling to get the images of themselves removed. Making these
resources available to the victim and the victim’s family.

It would be helpful to understand the rate of secondary dissemination of these materials.
These days it is really easy to record anything on your tablet or phone and then send it out
again. People continue to send these images out to embarrass or harass someone for the
entirety of their whole life. There are long term offenders who victimize these victims
repeatedly.

| think this is an important point and we need to focus on the non-consensual distribution of
this content.

https://www.missingkids.org/gethelpnow/isyourexplicitcontentoutthere

What is the entry point for these victims? What is the entry point for getting into the federal
data base that allows compensation for these kind of crimes? Is that something that has to be
initiated by law enforcement?

Itis done through a private attorney. With cooperation from law enforcement to determine
what imagery was involved in the situation and what they can sue for. For us we defer every
child in our program to NCMEC’s program. When we go in originally and we are doing the
investigation. That initial week very little of the information is retained it is usually further
down the line the information is retained.
If the images come up in a future federal case they would know they are eligible to get
restitution.
That could be initiated by other people as well. There is a whole variety of triggers that lead
to the disclosure to the victim of the resources that are available.
I think a lot of people even in the field don’t know about the restitution available to victims
in CSEM cases. This is generally part of the victim services process.
| find it very rare for state and local victim sources to be aware that this is an option. Even in
the federal system it is not as well-known as it should be.
In my experience they often don’t even know to refer to NCMEC and if they did it happened
through CAC. | think it goes back to do they get training? Is there a protocol? Most of these
cases are coming out of schools and why there are not consequences legally there are
consequences at school. From a southern state there is a ton of corporal punishment to
the child because they were in these images. A lot of the parents saw the image.
o Federal policy does not allow parents to see the images because it is evidence in
the case. They do not allow the parents to see it as we wouldn’t allow them to see


https://projectarachnid.ca/en/
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other evidence. The child also wouldn’t want to cooperate if they thought their
parent would see this image.

o New Orleans police department was routinely using this practice because the
parent needs to take care of the issue.

Whose responsibility is it to tell lay people in the incident that they are supposed to destroy
these images? Do law enforcement routinely do that?

The device would be seized if CSEM was on it.

| have seen cases where teachers have seen it and then sent it to other teachers. | am not
aware of a routine procedure for the schools to destroy this images? Schools routinely have
these cases.

Is it a requirement of law enforcement to document who had access to the image and make
sure itis removed?

A lot of our first line of defense is having officers stationed at each of these schools. The
teacher or the principal going to the officer.

I would be interested in what level of training by law enforcement is happening to teachers
if they do not have school resource officers within the schools.

We have a national outreach program called iGuardians. | believe this should be added to
school curriculum. We give kids devices in school and give them no training on how to
handle this issue. This should be part of the responsibility of the schools to provide this
training. We started that conversation and during COVID it is a good time to put that out
there. We are currently working on training, which is victim informed training, for LEO’s on
dealing with victims of CSEM investigations for both the victims and the non-offending
family. Right now we are not doing a good job on that piece. We do a good job right now by
rescuing victims from the hard drive but then leaving them in the living room. How LEQO’s
interact with the victims and the victim families can be crucial to the success of the
investigation, and the health and well-being of the victim and victim family.

We work with school resource officers and schools. We deal with teachers and
administrators informing them about what they are required to do and there are mandatory
reporting protocols in Washington state. We talk about handling evidence, how to deal with
kids, advocacy programs, and community outreach. It is only as good as the administrative
staff within the schools and schools themselves.

For Homeland Security we would attempt to track down the distribution of that image
locally and seize all devices where any illegal CSEM was discovered. If we don't know
about it that's another matter but we make every effort to identify and seize any CSEM. We
also make every effort to return devices to victims by secure deleting or wiping devices.
Should we ask if there was a CAC referral for this youth? This will depend on what cases the
CAC handles. This would be a good question.

In the last year did your agency make any arrests in cases involving the attempted or
completed sexual exploitation of a minor and at least one of the following occurred:

3A) The offender and the victim first met on the internet.
3B) The offender committed a sexual offense against the victim on the internet, regardless
of whether or not they first met online.

In a box, text says: Include cases where your agency made an arrest as part of an
undercover operation.



Input on how to adjust this question:

| am having a problem by understanding the boundaries within 3B. Most law enforcement
would have a more narrow definition then this to capture these instances occurring on the
internet. The definition you just verbally cited was much broader.

You need to use electronic communications instead of internet. Did the offender meet the
victim through electronic device, electronic communications, or electronic means?
Phrase it like the offender initiated electronic communication with a victim and then this
lead to an attempt or a commission of a sexual offense with the victim. This phrasing would
make more sense to me then what you have above.

How central of a role does technology have to play for one of these cases to be eligible in
our study?

You could talk about repeated use of electronic communications to influence the victim to
participate in an act that could lead to the sexual exploitation of the victim. Or use terms
like substantially facilitated.

We are interested in getting thoughts about some things we think are changing: We think there
is probably more grooming that is happening in associated with social media. There may be
changes in offender type? More grooming that leads to image production? Changes in laws
regarding grooming? Additionally agencies that may be involved in these cases: child
advocacy centers, technology companies?

You talked about the negative pressures used on children but you did not talk about the
positive pressures. Those influencing factors are just as important to document as the
promises that allowed these instances to occur. The promises of positive persuasions (e.g.
fame, money, etc).

In present day cases | think the grooming time is less and less in these types of cases
because there are so many vulnerable kids online. The offenders do not have to spend as
much time grooming the victims or at all because the offender can just move on and find
someone else. Kids will send images within 20-30 minutes, and they do this whether it is for
attention, affection, money, or gift cards. We see this with quite a few kids that they are just
so desensitized to showing body parts on line.

Is this portion only to capture online grooming or are we also seeking to capture in person
grooming with the end result ending up online? In person grooming is very different from
online grooming. The online grooming can happen much quicker and involve much more
trickery and deception. In person grooming will look different and feel different.

| would be more interested in grooming in instances of trafficking. As opposed to grooming
for direct abuse or a peer to peer dynamic. | think the trafficking point is the most important
point. How much has online grooming led to an increase in trafficking?

We are seeing more and more teenagers that are self-trafficking because they want to make
some money.

There should be some specific language about grooming and trafficking in the initials
question.

You are starting to have more specialized units that handle trafficking that may not get
these surveys, they should be included.

A number of you emphasized the sheer amount of ways and the frequencies kids are using
differing technologies and how this has increased offender access to victims. Do police or are
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they starting to more routinely gather the technology history of a device/victim? Just to see
how a crime evolves.

This changes honestly month to month. Even geographically. Depends on their friend
group. If they’re bigger on TiK Tok or snap chat. There is so many different ways that kids
can communicate and understanding how each of these platforms works is challenging
because of the country they are operating in and what information the platform can
provide. The ICAC community is now more connected as a whole because we can
exchange the information online. We routinely get information from INTERPOL.

The point is the landscape changes so rapidly depending on local pressures, community
pressures, what network you are on, and what networks your friends are on. It will change
faster than anything you can happen. The Cincinnati Police Department has thiry-two
people who do nothing but monitor social media in the area and trying to track social media
patterns.

In today’s world the bulk of the communication between minors is going on between cell
phones not on computers. We do know the cell phone is the instrument but the networks
very from time to time and location.

NCMEC can give you cyber tips about the social media volume at a given time.

Just thinking about offenders in general it sounds like one of the challenges for LEO’s are the
number of platforms and how fast it is changing, the undercover efforts are more difficult
because of the changing technology and who is on it. What are some of the other challenges
for law enforcement?

Everybody in the cyber world knows the offenders are getting smarter about the protective
features, whether it is encryption or the dark net and the devices are getting easier to
protect. The cyber problems are an obstacle.

Not just the technology but the ability for the offenders to organize because of the
technology. Groups of geographically dispersed offenders are coming together to abuse
kids in concert. One case with over 4,000 victims and 32 offenders used an adult website
on the dark net. They used an adult pornography video that depicted a young women who
appeared to be a minor and digitally altered segments so that it looked like the girl was
talking to the young males, who were the victims in this instance. This was used as a tool to
get the victims to masturbate, and during this process collect images and catalog
information about the victim. Then one of the 32 offenders would go on and find the kind of
kid they were looking for to victimize. They catalog kids by their physical characteristics so
that offenders could find what they like. The kid in the end would possibly get abused by
multiple offenders. This is an example of multiple offenders pooling resources. This include
over 4,000 victims in 20 different countries.

We have also have single offenders with thousands of victims. The ability to anonymously
connect with like-minded individual and take that further too proactively offend these
victims is something we are seeing.

With the sheer volume of the victims that we see it can take years and years to identify all of
the victims it is just so intricate and then try to get them the resources that they need.

One thing that is important to talk about is the globalization of this phenomenon. This is
globalissue, not just an issue in the United States, especially when we talk about
trafficking.

Who is in charge of traveling sex offender cases?
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From a federal perspective we see that quite a lot. FBl and Homeland Security are the ones
that work these cases. Very few local agencies would work these cases. There are no state
laws that make it illegal for someone to travel to a foreign country and have sex with child,
those laws are federal.

Do not use the term sex tourism, it is offender oriented. This should be traveling child sex
offense case.

Any impoverished country that is open to travel is likely to include offenses like these not
just Asian countries.

Very few locals will work a traveling sex case. They usually go to the federal agency for a
global reach.

I think a lot of it depends on the liaison working with the particular country. We had a case
once in China and they would not let us in the country.

We had a large cruise industry and a lot of sex offenders who like to use this method.

What would be some of the places to look to find these traveling sex offender crimes?

The dark net for sure. There are traffickers who are using the dark net to obtain customers
and set things up before someone leaves the U.S. There are also folks who travel to one
country and then make arrangements once they are within the county. The problem is that
this is a moving target, if it is an open web we can get on it and shut it down but the dark net
is more difficult so a lot of this is moved to the dart net.

Angel Watch: Work with the U.S. Marshall Service and Custom and Borders Patrol. We
scour the sex offender registry and if you book an overseas ticket this is ran through our
systems. If a sex offender registered to travel overseas first they verify if it was a child sex
offense or not, only a child sex offense is utilized as part of this program. If the crime was a
child sex offense, they then notify the country the offender is coming, how the offender
arrives, what time they arrive, and what crime the offender committed. They do not tell the
county what to do or anything like that. Some countries block the offender, some countries
do nothing, etc. When the sex offender returns to the U.S. they can be searched at customs
including their electronic devices.

Dark Angel: Specifically dedicated towards those that we believe will be committing child
sexual offenses while abroad. Homeland Security is involved in these cases.

The FBI spends a lot of time with the victims overseas, we conduct the forensic interviews
over there. They also try to put in place as many resources as they can in the respective
countries (i.e., through non-profit organizations) for these victims.

Many of you brought up encryption, the continuous threat of additional encryption, and the
threat encryption poses for child protection. | would love to hear more about this, it is
important for us to understand and talk about this:

Encryption is a huge challenge. Really for us it started with Apple several years ago. Now
more and more modalities are moving towards encryption. Example: Facebook is looking to
encrypt Facebook Messenger. Facebook Messenger is a big source of leads. When that
happens a lot of leads will go away. That is just one example.

There is a variety of encryption, you have to delineate. There is encryption for
communications and there is encryption for storage. | can encrypt a hard drive to hide
stored imagery. | can use an app on my phone to hide and encrypt stored imagery. There are
some sophisticated methods that help it to appear that you are cooperative with law
enforcement. The password will let you share some things that allow law enforcement to
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thing you are cooperative because they find some materials but not enough to do anything
while you are still hiding other materials.

Encryption with anonymization on the dark net. We are running into more sophisticated
users on the dark net. We did a huge case involving the largest two of the largest dark net
boards in existence. The administrators of that board were using really sophisticated
encryption techniques called canaries. Technology encryption and manual encryption. For
a select group of VIPs, everyone in that group would have to post a specific image every
month to prove that they had not been hacked by law enforcement. Usually with a date and
time within the image. The requirements changed every month and it would have to have an
image with a date and time within it. If one of the VIP’s missed this deadline the assumption
was your account had been taken over and you would be removed from the board. The
moderators had to do the same thing with each other as a mean of verifying their accounts
were safe.

Series of dark net leads, tens of thousands of members were required to read a mandatory
post about how to stay out of law enforcement crosshairs and what to do if law
enforcement knocks on your door. What we are finding in the field is that people are
complying with these guidelines.

More and more networks are coming up that guarantee anonymity. More general networks
exist that the general public is not aware of. These networks are including the AES 256
encryption levels that prevent people who do not meet the encrypted pass work
techniques.

Are there ways/techniques that technology companies are using to identify cases like this for
law enforcement?

Currently our social media network has a bunch of classifiers that monitor behavioral
signals. Example: The person may be sending out numerous friend requests to young
individuals and they were ignored or declined. What we can do is use those signals to
upscale reporting. We can send the possible victim a message through Messenger asking
them if anything about that conversation made them feel uncomfortable. Since we have
made the announcement about transitioning to encryption, we began to focus more on
prevention and how we can use these behavioral signals to monitor and help victims.

What about grooming that happens through gaming?

| definitely think grooming through gaming has increased and they will be groomed more
and there will be more occurrences. Through Minecraft, Fortnite, etc. There are chat
features within all of the gaming features that we are not necessarily looking at. Maybe that
should be a question that should be asked. Normally they are only examined if a complaint
exist or there is an account take over. New Jersey has seen an increase everywhere.

To get copies of game chat logs are there different levels of cooperation that are
involved?—It depends on the gaming system, the platform, itis all completely different. You
may or may not need subpoena for these logs. | think it depends on the gaming system, or
the platform, each gaming system is different. [t depends if it is a screen shot, etc. The
voice over chats in the games are not recorded.

The other problem with gaming is account takeovers. We do not have officers that are highly
skilled in these games which makes it difficult to take over the account.

Devices
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If you look at the text messaging of teenagers there are a lot of teens that knew exactly what
would happen if they were caught. If you tell them that you will tell their mom/parent and
they will take away your phone or gaming system. A lot of times what they are saying is the
reality. That kid fears their parents, losing their phone, their lifeline, more than anything and
then this is the first thing that law enforcement does to the victim. Asking why kids do not
tell about the grooming and why do we see kids who are more younger with problematic
sexual behavior having access, it is because they know what kids fear, it may not be as
sophisticated. If you ask CAC’s what they are seeing it not necessarily a case with another
adult it is with another juvenile. This includes online cases. It is common for them to share
photos and then this can be used as a tool to threaten the victim. Then they are fearful there
phone will be confiscated, the threat of losing their social lives.

With regards to losing your social life, kids are not a single device user. If you take their
phone, they use the iPad, the computer, etc. The parents end up saying that their kids get a
hold of some piece of technology. The threat or sextortion by another juvenile is saying if
you tell they will take your phone, which is their social life.

The unintended consequences of de-platforming is something we hear about a lot from
kids. For some of these kids their entire support system is their online community. Maybe
their friends at home are the source of the problem or they do not have a community at
home. If they are being confronted with the risk of having to lose their community that fear
is contributing to prolonging that risk for that child.

Are there other measures of outcomes people are concerned about? Are there other things
that we should be thinking about?

| think there is a percentage of victims that still have very positive feelings towards the
offenders, they will try to keep everything from law enforcement. LEO’s are looked at as the
bad guys. Even though law enforcement looks at what happened to the victim as horrific,
the victims do not see the issue because of their life situation, of their developmental stage,
and what is going on at home.

| think you need to think about it from the perspective of what are the positive outcomes for
the victims that we are trying to show as the return on investment for working in this field?
Most of what we talk about are measures related to the offender. We discuss as arrest
being a good outcome. We need to think about the measures of well-being that we return to
the victim. We want to know what contributes to them not having a problem with the
offender or restoring their networks.

What would police know about positive contributing outcomes for victims?

Instead of us listing positive outcome maybe make this an open-ended question.

What about maternal or paternal support and engaging in the CBTTF therapy. If we can get
the parent and child to reconnect and not labeling the child. At lot of time law enforcement
contributes sometimes negatively by encouraging discipline, no use of technology; instead
of encouraging sympathy, empathy, or therapy. Maybe ask if law enforcement is
encouraging the parents to get the child into therapy.

What is the role of charges in getting victim services? Particularly we’re talking about
problematic sexual behaviors in kids. Their insurance might not cover these resources
unless they are required by law. Investigators do not want to add a charge to incident or in
other cases they are feeling they have to add a charge in order to get services for kids
engaging in problematic behaviors.
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We wanted to brainstorm about other agencies, task forces, or units that we wanted to
include with this study?
e Schoolresource officers.
e Campus police? | don’t know about the campus police but | keep wondering about schools.
It would be useful to look at the prevalence of these cases in schools. Versus the number
that ends up with law enforcement/arrests. How much of this problem is not disclosed to
us by the focus being on arrest.
o If schools are having 10,000 cases and only reporting 2,000 to police departments
thatis important to know. Even if you only did a sampling of a few places in the U.S.
e Parole or probation officers would be helpful to know. They often have warrantless access
to computers or devices. | know you are only considering arrest. If someone is paroled they
can get the parole revoked and sent back to prison with evidence or probable cause of
misconduct.
e Tribal areas are important to reach out from our perspective it is a tough area for law
enforcement.
e Victim services at the FBI. The Office of Victim Services at the Department of Justice.
e The military, they deal with online offenders (e.g. they have a treatment program at the Navy
Brig in San Diego). There is a study based in part on ICAC data.
o https://www.tandfonline.com/doi/abs/10.1080/13552600.2016.1241309

Random Recommendations/Considerations that were put forth in the discussion.

e Hasthere been any consideration for putting in the age range of the offender because we
are seeing quite a few juveniles that are being arrested for CSEM? When we interview the
juvenile offender we find they were exploited by an adult previously. Now they are now
exploiting another kid but no one looks at that (i.e., the fact that the offender was previously
exploited) and then everyone looks at the kid as an offender. The juvenile offender is an
offender because they were sextorted from the beginning. We definitely see this happen to
juveniles a lot. Kids are pulled out of their homes and treated as sex offenders and placed
into treatment without ever understanding they were a victim previously.

e You have the opportunity to get pretty narrow and distinguish by the type of people reported
(i.e., by family, by friend, etc.), and see how these cases are reported. The prominent police
investigation were those for sexual crimes.

o Only 7 items that we were able to code from police case files, so no clinical
assessment or specialized data involved: 1. younger offender age; 2. any prior
criminal history; 3. any contact sexual offending; 4. any failure on conditional
release; 5. indication of sexual interest in child pornography material or pre-
pubescent or pubescent children; 6. more boy than girl content in child
pornography; 7. more boy than girl content in other child depictions.

o https://psycnet.apa.org/doiLanding?doi=10.1037%2FLhb0000128

e Have you taken into account the use of victim-offender relationships that NIBRS uses to
categorize? This is thought through pretty well by FBI and other LEO’s in the U.S.

e Consider breaking down the categories for how an offender is reporting. Additionally, have
many categories for victim offender relationship.

e |twould be nice to know at what ages kids are routinely able to access apps, programs or
the internet.
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There are several “pedophile manuals” that are circulated online. These are how to
manuals.

| think we have to draw awareness for managers that this crime type is global and we have

to stop just focusing on the offenders in our back yard and start focusing on the worst
offenders wherever they may be which requires collaboration.
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OMB Memo

To: Joe Nye
Policy Analyst
Office of Management and Budget
Office of Information and regulatory Affairs

Through: Melody Braswell
Department of Clearance Officer
U.S. Department of Justice
Justice Management Division
Policy and Planning Staff

From: Kaitlyn Sill
Social Science Analyst
U.S. Department of Justice
Office of Justice Programs
National Institute of Justice

Date: April 5, 2022
Re: Pilot Study Update for the Fourth National Juvenile Online Victimization Study (OMB No.
1121-0374)

This memo reports on the findings from the pilot study conducted as part of the Fourth National
Juvenile Online Victimization Study (N-JOV4). The OMB authorization for the study requested updated
information based on the results of the pilot study designed to 1) review the mail screener and case
identification process, and 2) test the case information follow-up telephone interview.

This pilot study is intended to inform the national N-JOV4 study, which has been approved under OMB
No. 1121-0374. Thus, this document serves as an informational memo to appraise OMB on the pilot
study results.

The pilot study was conducted between December 2021-March 2022. The first component involved the
identification of eligible cases of technology-facilitated sex crimes against minors in 2018 from four
Internet Crimes Against Children (ICAC) Task Forces and 20 smaller agencies with no ICAC affiliation, as
well as 10 debriefing interviews to gather feedback about the survey and process. The second
component involved case interviews that covered each of the four main types of crimes under study —
online enticement, possession of child sexual abuse material (CSAM), production of CSAM, and youth-
produced sexual images to identify any problems with the interview.

Mail screener

All non-ICAC agencies that responded found the mail screener easy to complete and lacking any major
problems. Some ICAC Commanders, however, found the mail screener challenging in its current design
(requesting information first about online enticement cases and then CSAM cases separately) because
their record management systems cannot easily disentangle these elements for the target case types.
They told the research team it was easier and less burdensome to simply provide a total number and list
of arrests meeting criteria for either or both crimes. Given that all cases are aggregated prior to



sampling for case interviews, the research team decided to collapse the online enticement and CSAM
screener questions into one section and ask for a total number of cases for ICAC Task Forces. An ICAC
Commander confirmed this made sense, was much less burdensome, and felt they could provide the
numbers the screener requested if presented this way.

The research team also received feedback from non-ICAC agencies that our question about jurisdiction
was not a simple yes/no answer. Many had investigative jurisdiction but typically handed such cases
over to another local agency that had more resources and training on this topic for investigation. As a
result, this screener question now includes the following response options to reflect this nuance: no
jurisdiction; jurisdiction, but they are usually handed to a different agency; and jurisdiction; and they
conduct these investigations. This would be applied to the non-ICAC mail screener as all ICACs have
jurisdiction to investigate these crimes and thus do not need this question.

All non-ICAC agencies confirmed the 10-minute burden estimate as stated in the original OMB package
was accurate; ICACs confirmed the same with the planned changes noted above. No agencies felt
eligible cases would be missed based on how the questions were asked. Copies of the revised ICAC mail
screener survey and that which will be used for all non-ICAC agencies is available.

We would also like to change the mode on the outreach attempt prior to non-responder telephone calls
from an email to a short form mailing. This mailing would consist of a short form screener comprised of
four essential questions to determine if agencies handled qualifying cases. The inclusion of this type of
mailing successfully increased response rates by more than 10% in a prior national law enforcement
study using the same methodology (the National Incidence Studies of Missing, Abducted, Runaway and
Throwaway Children- NISMART).

Case level telephone interview

Based on the pilot case level interviews with investigators, a few minor clarifying changes will be made
to the telephone interview. First, the telephone interview was updated to be inclusive of live streaming
technology, mainly in the inclusion of additional response options to existing questions. One item was
added to reflect whether live streaming videos were saved in the youth-produced images section and
two items to the CSAM production section: whether there were any live streaming videos and, if yes,
whether any were saved. In the CSAM possession section, one item was added to determine whether
any of the possessed material was sold for monetary gain to help inform the current public and policy
interest in commercial sexual exploitation. Second, to help with the identification of duplicate cases, an
existing item will be modified to ask for the suspect’s month and year of birth. This information,
combined with existing questions about the additional agencies involved in the case, will serve the same
purpose and be less intrusive to participants than the item used in prior N-JOVs which collected the last
four digits of the suspects social security number. These changes will add no more than 15 seconds to
the length of the interview.

The overall conclusion from the pilot study is that the mail screener and telephone interview worked as
expected and was satisfactory to the interviewed investigators with only minor changes needed. No
substantive changes are being proposed to the survey for the national N-JOV4 study.
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I 1. Purpose

The purpose of this document is to summarize the nonresponse bias analysis (NRBA)
results for NJOV4. Subsequent sections of this document describe nonresponse bias analysis
in general, the nonresponse bias analyses implemented specifically for NJOV4, and our
conclusions. We should note that since the NJOV4 data are not weighted (i.e., due to the
lower than expected response rates), any NRBA analysis results will inform future studies of
this kind reading patterns in response rates, rather than being used as indicators of the
representativeness of the weighted responding sample.

I 2. NRBAin General

The two main concerns with nonresponse are the effects on responding sample size (and
thus on data collection costs and the precision of the estimates) and on sample
representativeness (and thus on the accuracy/bias of the estimates). With lower expected
response rates, data collection could cost more because more agencies must be sampled,
contacted, and recruited to participate. The potential effect on estimate accuracy is even
more troubling because it is difficult to assess how much bias is introduced due to
nonresponse. For assessing the effects on estimates, a range of techniques or analysis types
are available and were applied to the NJOV4 data.

The Office of Management and Budget (OMB) guidelines call for conducting a nonresponse
bias analysis when the response rate is less than 80%. A nonresponse bias analysis assesses
the key components that can lead to bias in an estimate. For example, the bias in an
estimated mean computed using the inverse of the selection probability weights can be
written as b(y)=(1-rr)(yr -ym), where rr,, is the weighted response rate, and the quantity in
the parentheses is the difference in the population means of the respondents and
nonrespondents. If we think about this expression for subgroups, we see that biases differ
when the weighted response rates differ for the subgroups or when the means of the
respondents and nonrespondents differ for these subgroups. To analyze this relationship in
a survey, one must have data on both respondents and nonrespondents so the weighted
response rates and differences in the weighted means can be computed. While the auxiliary
data for conducting such an analysis in the case of NJOV4 is limited (for example, agency
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type, number of sworn officers, population served from the frame), it is nonetheless
informative.

I 3. NRBA Types and NJOV4

Nonresponse bias analysis methods can be classified into four broad types, based on the
analysis variable(s) used, as follows:

Response rate or response propensity methods

Differences in and correlates of frame variables

Level-of-effort analyses

Comparisons and/or adjustments to external and auxiliary variables and totals

B

The nature of NJOV4’s research questions, the population of inference and the case
definition are such that the fourth category does not apply - i.e., NJOV4 is the only available
source of information. Data are available for conducting the analyses in the first three
categories, which span ten NRBA analysis types in Westat’s proprietary NRBA macros. A
brief description of each of these analyses, the variables used, the purpose of each analysis,
and some additional specific details are provided in the next section.

I 4. Analysis Results

Table 4-1 shows the distribution of sampled agencies by major response categories.
Ineligible cases were excluded from all analyses presented in this memo, including the
calculation of response rates.

Table 4-1. Number of sampled agencies by major response categories

Major response categories Number of sampled agencies
Respondent 1,433
Eligible nonrespondent 1,234
Ineligible 19
Total 2,686

Table 4-2 gives unweighted counts by agency type for eligible agencies.

Table 4-2. Distribution of unweighted counts for eligible agencies

Agency type Unweighted count
Attorney's office 13
County Sheriffs 701
Municipal Law Enforcement 1,926

State 27

Total 2,667
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Table 4-3 gives a summary of auxiliary variables for eligible agencies.

Table 4-3. Summary of auxiliary variables for eligible agencies

Number of
Variable eligible cases Missing Minimum Mean Maximum
Number of sworn officers 2,667 99 1 98 36,000
Population served 2,667 1 30 115,277 9,967,000

Cases with missing values for number of sworn officers or population served were excluded
from analyses involving these variables. For the analyses, number of sworn officers and
population served were recoded into three-level categorical variables based on size (small,
medium, and large).

4.1 Unweighted and weighted response rates by subgroups

Unweighted and weighted response rates overall and by subgroups were calculated and are
shown in Table 4-4. The response rates were calculated as:
eligible respondents/(eligible respondents + eligible nonrespondents).

Table 4-4. Unweighted and weighted response rates by subgroups

Domain Unweighted Weighted
Overall 53.7 49.4
Attorney's Office 69.2 69.2
County Sheriffs 56.2 51.2
Municipal Law Enforcement 52.2 48.8
State 88.9 88.9
Officer category 1 47.3 45.7
Officer category 2 51.7 51.0
Officer category 3 62.0 57.2
Population category 1 47.3 46.3
Population category 2 52.2 50.1
Population category 3 61.4 55.2

The overall weighted response rate is 49.4 percent. For agency types, weighted response
rates range from 48.8 to 88.9 percent with the lowest weighted response rate for Municipal
Law Enforcement agencies and the highest weighted response rate for State agencies. For
both the officer and population categories, the small size category has the lowest weighted
response rate whereas the large size category has the highest weighted response rate.

4.2 Differences in and correlates of frame variables

To test the significance of the relationship between the response status and each of the
auxiliary variables, a Rao-Scott chi-square test of independence (Rao and Scott, 1984) was
performed. A classification tree model was also run to identify variables related to response
propensity. The rpart package was used to construct this model. In addition, a stepwise
logistic regression model was used to identify significant effects on response propensity.
This model was run using the PROC SURVEYLOGISTIC procedure in SAS, using the base
weights. Results of the different analyses conducted are shown in Table 4-5.
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Table 4-5. NRBA results

Analysis Variable Significant P-value
Chi-square test Agency type Yes 0.0523
Number of sworn officers Yes 0.0101
Population served Yes 0.0005
Classification tree Number of sworn officers NA NA
Stepwise logistic regression Number of sworn officers Yes <.0001

The chi-square tests showed that the relationships between response and number of sworn
officers and population served are significant at the a = 0.05 level (i.e., p-value < 0.05). The
p-value for chi-square test about the relationship between agency type and response is only
slightly above 0.05. Both the classification tree and the stepwise logistic regression showed
that number of sworn officers is the most significantly related to response propensity.

4.3 Level-of-effort analysis

The Level-of-effort categories used in the analysis were: Long form/original return; Short
form mail or virtual; Phone or email return; In house final nonresponse efforts; and FOIA
screener return.

To test the significance of the relationship between level of effort and each of the auxiliary
variables for the eligible respondents, Rao-Scott chi-square tests of independence (Rao and
Scott, 1984) were performed. Results of the different analyses conducted are shown in
Table 4-6. For some of the analyses, categories had to be collapsed because of small cell
counts.

Table 4-6. Level-of-effort results

Analysis Outcome variable Variable Significant P-value
i * *
Chi-square Level of effort Agency type No 0.5341
test (2 levels) (3 levels)
Level of effort* Number of sworn officers Yes <.0001
(4 levels) Population served Yes <.0001

Due to small case counts, the level-of-effort was recoded into two categories: the first category
included Long form/original return and Short form mail or virtual and the second category
included Phone or email return; In house final nonresponse efforts; and FOIA screener return.
Due to small case counts, the level-of-effort variable was recoded into four categories: In house
final nonresponse efforts and FOIA screener return were combined.

** Due to small case counts, Attorney’s office and State agencies were combined.

Results show that the relationships between level of effort and number of sworn officers
and population served are significant while this is not the case for the relationship between
level of effort and agency type.

Figures 4-1 and 4-2 show level of effort by number of sworn officers and population served
respectively. The number of sworn officer and population served categories appear in
increasing order of size (small, medium, large) within each level of effort. There are fewer
cases from the small category within level of effort 1 and more cases within level of effort 3.
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Figure 4-1. Level of effort by the three number of sworn officer categories
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Figure 4-2. Level of effort by the three population served categories
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The analyses show that smaller agencies (measured either by population served or sworn
officers) tend to have a lower response rate and require a higher level of effort. Therefore,
oversampling such agencies and allocating more resources to their data collection in future
studies should be considered.
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