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DEFENSE INVESTIGATIVE SERVICE 
1900 HALF STREET, S.W. 
WASHINGTON,D.C.20324 

FOREWORD 

DoD 5220.22-M 

March I, 1984 

This manual is issued under the dir.ectional authority of, and in accordance 
with, Department of Defense Directive 5220.22, "Department of Defense 
Industrial Security Program." It establishes uniform security practices 
within industrial plants, educational institutions, and all organizations and 
facilities used by prime contractors and subcontractors having classified 
information of the Department of Defense, certain other executive departments 
and agencies, or certain foreign governments. Users of this publication are 
encouraged to submit suggestions for improving the publication, through 
~hannels, to the Director, Defense Investigative Service. 

DoD 5220.22-M, "Industrial Security Manual for Safeguarding Classified 
Information," January 1983, is hereby canceled and superseded. 

This revision is required by the demands of national security as determined 
by the U.S. Government. It is issued pursuant to and constitutes notice prescribed 
by section lA(i) of DD Form 441, "Department of Defense Security Agreement," 
January 1984 and section lA of DIS Form 1149, "Departmen.t of Defense Transpor
tation Security Agreement," January 1981. 
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DoD 5220.22-M 

sm'~y OF CHANGES 

The following is a brief description of substantial changes which have been 
incorporated into this manual. Asterisks appearing in the right-hand margin of 
the text delineate such changed material. 

Please note that several changes to this manual are only editorial revisions 
which are intended to make the document more readable. These changes include 
reductions of some long sentences and minor changes or phrasing. However. 
since the editorial changes do not affect the context of the regulation, they 
are not referenced here. 

In addition, abbreviations have been used extensively within this manual in an 
effort to decrease its volume. New acronyms are included in the "Glossary of 
Acronyms and Abbreviations Commonly Used in the DoD Industrial Security 
Program" on pages v through vii of this publication. These acronyms are 
highlighted in the glossary by asterisks which appear in the right-hand 
margin. 

ParagraEh 

3s, 3ab, 5u 
20c, 37d(5), 
appendix XIII 

3bj 

3bt 

5i 

5ah 

6b(l) 

6c 

llb(8)(f) , 

lle(2) 

17a(1) 

17f 

Change 

Changed to be consistent with new DoD 5220.22-S-1, 
"COMSEC Supplement to Industrial Security Manual for 

Safeguarding Classified Information." 

Expands definition of organizational officers. 

Expands definition of reference material. 

Clarifies the marking of classified container 
combination records. 

Adds pa.ragraph on contacts with nationals or 
representatives of Communist countries. 

Adds footnote 111, which defines adverse information. 

Revised to include the reporting of employee contacts with 
nationals or representatives of Communist countries. 

Explains marking of U.S. documents containing 

NATO extracts. 

Eliminates receipt forms when transmitting 
CONFIDENTIAL material. 

Expands methods of transmitting classified 
material within a facility. 

iii 
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I9c 

22 

31 

4Id 

45c 

48d(2) 

48e 

60i 

65 

Section XI 

Appendix I 

Appendix IV & V 

Appendix VII 

Appendix VIII 

Appendix XIII 

I 

I 
" 

Removes the prohibition against the shredding of TOP 
SECRET Material. 

Revised extensively; allows for certain OODEPs to 
be clear'ed at a level lest; than that of the facility. 

Adds requirement for Canadian citizens born outslLe of Canada, 
deletes portion of paragraph 3Ib, and revises paragraph 3Ic. 

Removes the requirement for recipracally cleared 
facilities to process visit requests through foreign 
embassies. Clarification of foreign national visit 
request responsibilities is also provided. 

Deleted -- DLA sponsored visits will be handled as all 
other UA visits. 

Adds UA procedure for endorsing contractors visit requests 
outside CONUS. 

Changed to comply with existing federal regulations. 

Provides a means for contractors to obtain 
classification guidance. 

Provides necessary guidance for subcontracting with 
foreign industry. 

Revised to include the conditions and instructions for the 
authorized hand-carrying of NATO classified material 
across international boundaries. 

Eliminates paragraph o. 

Revised to reflect that the construction requirements are 
now mandatory and minor editorial changes. 

Expands paragraphs A2 and B4 to assist the contractor 
in preparing security briefings. 

Revised to reflect CSO and DSI name changes. 

Adds references to assist contractors in checking and 
assessing the security conditions of their facilities. 
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ACDA 
ACO 
ACSI 
ADP 
ADPE 
APO 
ASD(C) 

BI 
BL 

(C) 
CAB 
CBL 
CDSS 
CENTO 
CM 
CNWDI 
COMINT 
COMSEC 
CONUS 
COR 
COSMIC--TOP 

SECRET 
CPU 
CSISM 
CSO 
CUSR 
CRT 
DAR 

DCAS 
DCASR 
DCI! 
DIA 
DIS 
DISCO 
DISCR, OGC. 

OSD 
DLA 
DNACC 
DoD 
DOE 
DOT 
DSI 

DSP&P 

, , 

GLOSSARY OF ACRONYMS AND ABBREVIATIONS COMMONLY USED 
IN THE DoD INDUSTRIAL SECURITY PROGRAM 

U.S. Arms Control and Disarmament Agency 
Administrative Contracting Officer 

DoD 5220.22-M 

Assistant Chief of Staff for Intelligence, Department of Army 
Automatic Data Processing 
Automatic Data Processing Equipment * 
Army Post Office 
Assistant Secretary of Defense (Comptroller) 

Background Investigation 
Bill of Lading 

CONFIDENTIAL 
Civil Aeronautics Board 
Commercial Bill(s) of Lading 
Canadian Department of Supply and Services 
Central Treaty Organization 
Candidate Material 
Critical Nuclear Weapon Design Information 
Communications Intelligence 
Communications Security 
Continental United States 
Central Office of Record 
Property of NATO and Subject to Special Security Controls 

Central Processing Unit * 
COMSEC Supplement to the Industrial Security Manual 
Cognizant Security Office 
Central United States Registry * 
Cathode Ray Tube * 
Defense AcqUisition Regulation (formerly ASPR) -- will be 
renamed FAR (Federal Acquisition Regulation) effective 
April I, 1984 
Defense Contract Administration Services 
Defense Contract Administration Services Region 
Defense Central Index of Investigations 
Defense Intelligence Agency 
Defense Investigative Service 
Defense Industrial Security Clearance Office 
Director for Industrial Security Clearance Review, Office of 
the General Counsel, Office of Secretary of Defense 
Defense Logistics Agency 
Defense National Agency Check Center 
Department of Defense 
Department of Energy (formerly ERDA) 
Department of Transportation 
Defense Secur:i.ty Institute (formerly the Defense Industrial * 
Security Institute (DISI» * 

Director for Security Plans & Programs, Office of the Deputy 
Under Secretary of Defense (Policy) 

v 
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I DTIC 
DUSH 

EAM 
EAR 
ENAC 
E.O. 
EPA 

FAA 

FBI 
FCL 
FEMA 
FMS 
FOCI 
(FRD) 
FRS 
FSC 
FSO 
FSS 

(p) 

GAO 
GBL 
GFE 
GFP 
GPO 
GSA 
GSOIA 

HHS 
HOF 
HQ 

ICC 
IFB 
IPO 
ISB 
ISCRO 
ISL 
ISM 

ISR 
ITAR 

KGB 

LOC 

MAAG 
MAP 
MDAP 
MFO 
MIL-STD 
MTMC 

Defense Technical Information Center 
Deputy Under Secretary of Defense for Policy 

Electronic Accounting Machines 
Export Administration Regulation 
Expanded National Agency Check 
Executive Order 
Environmental Protection Agency 

Federal Aviation Administration, Department of Transportation 
(Formerly Federal Aviation Agency) 
Federal Bureau of Investigation 
Facility (Security) Clearance 
Federal Emergency Management Agency 
Foreign Military Sales 
Foreign Ownership, Control, or Influe'nc,e 
FORMERLY RESTRICTED DATA 
Federal Reserve System 
Federal Supply Code 
Facility Security Officer/Supervisor 
Federal Supply Schedule 

General Accounting Office 
Government Bill(s) of Lading 
Government Furnished Equipment 
Government Furnished Property 
Government Printing Office 
General Services Administration 
General Security of Information Agreement 

Department of Health and Human Services 
Home Office Facility 
Headquarters 

Interstate Commerce Commission 
Invitation for Bid 
International Pact Organization 
Industrial Security Bulletin 
Indust,rial Security Clearance Review Office 
Industrial Security Letter 
"Industrial Security Manual for Safeguarding Classified 

Itlformationll (DoD 5220.22-M) 
"Industrial Security Regulation" (DoD 5220.22-R) 
"International Traffic in Arms Regulation" 

Comnittee of State Security (Soviet Union) 

Letter of Consent, DISCO Form 560 

Military Assistance Advisory Group 
Mutl1al Aid Program 
Mutual Defense Assistance Progrma 
Multiple Facility Organization 
Military Standard (Book Form) 
Military Traffic Management Command (formerly MTMTS) 

vi 
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N/A 
NAC 
NASA 
NATO 
NCSC 
NIS 
NPLO 
NRC 
NSA 
NSF 

OASD(C) 
OASD(PA) 
ODC 
OISI 
QODEPs 

OPM 
OSD 
OSI 

PCL 
PCO 
PMF 
PRP 
PSCF 
PSQ 
PSS 

(RD) 
RFI 
RFP 
RFQ 

(S) 
SBA 
SEATO 
SEC 
SIOP 
SPP 
SSS 

TO 
(TS) 
TSEC 
TWX 

(U) 
UA 
U.K. 
UL 
U.S. 
USAFSS 
U.S.C 

Not Applicable 
National Agency ,Check 
National Aeronautics and Space Administration 
North Atlantic Treaty Organization 
National Communications Security Committee 
Naval Investigative Service 
NATO Production Logistics Organization 
Nuclear Regulatory Commission 
National Security Agency 
National Science Foundation 

Office of the Assistant Secretal=y of Defense (Comptroller) 
Office of the Assistant Secretary of Defense (Public Affairs) 
Office of Defense Cooperation 
Office of Industrial Security, International 
Owners, Officers. Directors, Partners, Regents, Trustees, or 
Executive Personnel 
Office of Personnel Management 
Office of Secretary of Defense 
Office of Special Investigations " USAF 

Personnel (Security) Clearance 
Procuring Contracting Officer 
Principal Management Facility 
Personnel Reliability Program 
Personnel Security Clearance Files (Industrial) 
Personnel Security Questionnaire 
Protective Security Service 

RESTRICTED DATA 
Representative of a Foreign Interest 
Request for Proposal 
Request for Quote 

SECRET 
Small Business Administration 
Southeast Asia Treaty Organization 
Securities and Exchange Commission 
Single Integrated Operational Plan 
Standard Practice Procedure (s) 
Signature Security Service 

Transportation Officer 
TOP SECRET 
U.S. Telecommunications Security 
Teletype Communications 

UNCLASSIFIED . 
User Agency 
United Kingdom 
Underwriters' Laboratories 
United States of America 
U.S. Air Force Security Service 
United States Code 

vii 
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Section I. GENERAL 

1. Scope. 

a. This manual establishes the requirements for safeguarding all 
classified information to which contractors and their subcontractors, vendors, 
or suppliers have access or possession (see paragraph 3aa). The manual is 
written in terms of the most common situation where the contractor has access 
to, or possession of, classified information in connection with the perform
ance of a classified contract. However, it also is applicable to the safe
guarding of classified information in connection with all aspects of pre
contract activity, including preparation of bids and proposals, precontract 
negotiations, and all aspects of postcontract activity. Moreover, the 
requirements are equally applicable to the safeguarding of classified 
information not released or disclosed under a procurement contract, such as 
government-sponsored independent research and development advance agreements 
or User Agency (UA) programs participated in by a firm, organization, or 
individual on a voluntary or grant basis. Examples of the latter programs 
are the long range scientific and technical planning programs and programs 
designed to provide planning briefings for industry. In such situations the 
official of the UA (or his or her designated representative) who releases or 
discloses the classified information to the contractor shall fulfill the 
responsibilities which this manual assigns to the contracting officer (such 
as, furnishing necessary classification guidance, authorizing retention of 
classified material, and certifying contractors' need to attend classified 
meetings). 

b. The requirements of this manual reflect the provisions of applicable 
federal statutes, E.O.'s, and DoD directives. 

c. The Secretary of Defense is authorized to act in behalf of the 
departments and agencies listed below in rendering industrial security serv
ices. This authority is contained in an exchange of letters between the 
Secretary of Defense and: (i) the Administrator, National Aeronautics and 
Space Administration; (ii) the Secretary of Commerce; (iii) the Administrator, 
General Services Administration (GSA); (iv) the Secretary of State; (v) the 
Administrator, Small Business Administration; (vi) the Director, National 
Science Foundation (NSF); (vii) the Secretary of the Treasury; (viii) the 
Secretary of Transportation; (ix) the Secretary of the Interior; (x) the 
Secretary of Agriculture; (xi) the Secretary of Health and Human Services 
(HHS); (xii) the Secretary of Labor; (xiii) the Administrator, Environmental 
Protection Agency (EPA); (xiv) the Attorney General, Department of Justice; 
(xv) the Director, U.S. Arms Control and Disarmament Agency; (xvi) the 
Director, Federal Emergency Management Agency (FEMA), (xvii) the Chairman, 
Board of Governors, Federal Reserve System (FRS); and (xviii) the Comptroller 
General of the United States, General Accounting Office (GAO). 

d. The Deputy Under Secretary of Defense for Policy (DUSD(P», his or 
her designee, or higher authority provides overall policy guidance for the 
DoD Industrial Security Program. The Director, DIS is responsible for the 
administration of the DoD Industrial Security Program on behalf of all UA's. 
Except for certain functions performed by the Commander or Head of a UA 
installation, with respect to those facilities or contractor activities 
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located on the installation, the Directors of Industrial Security shall 
perform cognizant security office (CSO) functions prescribed in this manual, 
with respect to all contractor facilities within their respective regions 
(see appendix VIII for geographical areas of responsibility). 

e. UA's have the authority of, and exercise the functions of, a con
tracting officer as prescribed in this manual and the ISR. Certain of these 
functions, under delegation, are performed by the ACO. 

f. This manual also shall apply to the safeguarding of foreign classi
fied information, which has been furnished to U.S. contractors and which the 
U.S. Government is obligated to protect in the interest of national defense. 
~~en foreign classified information is made available to a contractor by a 
UA in connection with a U.S. classified contract, procedures applicable to 
U.S. classified information shall apply. However, when foreign classified 
information is made available to U.S. contractors in connection with a foreign 
classified contract, the responsibility for the actions, which this manual 
charges to the contracting officer and the contracting UA, shall be as pre
scribed in appendix III. Responsibilities not specifically assigned in 
appendix III are reserved to the foreign government agency or foreign 
contracting activity concerned. 

g. Revisions to this manual that have been approved by the DUSD(P) will 
be published in page change form and will be effective the date 
of the change. 

2. Applicable Federal Statutes, Executive Orders, and Regulations. 

a. Espionage Acts, 18 U.S.C. §§ 793-799 

h. Sabotage Acts, 18 U.S.C. §§ 2151-2157 

c. Conspiracy Statute 18 U.S.C. §§ 371 

d. Internal Security Act (1950) (in part), 50 U.S.C. §§ 781-798 

e. National Security Act of 1947, as amended 

f. Armed Services Procurement Act of 1947, as timended .1 

g. Atomic Energy Act (1954), Public Law 703, 83rd Congress, as amended, 

h. E.O. 10104, February 1, 1950 

1. E.O. 12356, April 2, 1982 

j. National Aeronautics and Space Act of 1958, as amended 

k. E.O. 10865, February 20, 1960 

Federal Aviation Act 
..;.':. 

of 1958, as amended 
1 ' 

1. 

m. E.O. 10909, January 17, 1961 
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n. International Traffic in Arms Regulation (ITAR), Code of Federal 
Regulations, Title 22, Chapter 1, Parts 121-127 

o. Export Control Act of 1949, as amended 

p. Mutual Security Act of 1954, as amended 

q. Information Security Oversight Office (ISOO) Directive No.1, 
June 23, 1982, concerning national security information 

3. Definitions. The following definitions are established for t-r,e purpose 
of this manual. 

a. Access, Accessibility. This refers to the ability and opportunity 
to obtain knowledge of classified information. An individual, in fact, may 
have access to classified information by being in a place where such 
information is kept, if the security measures which are in force do not 
prevent him or her from gaining knowledge of the classified information l/. 

b. ADP System. An ADP system is an assembly of computer hardware, 
software, facilities, personnel, and procedures configured for the purpose of 
computing, sequenCing, storing, retrieving, or otherwise manipulating data and 
information with a minimum of human intervention. 

c. ADP System Security. This includes all hardware/software functions, 
characteristics, and features; operation procedures, accountability proce
dures, and access controls at the central computer facility, remote computer, 
and terminal facilities; management constraints, physical structures, and 
devices; and personnel and communications controls needed to provide an 
acceptable level of protection for classified information to be contained in 
an ADP system. 

d. Alien. An alien is any person who is not a citizen or national of 
the U.S. (see "Immigrant Alien," paragraph 3av). 

e. Authorized Persons. Authorized persons are those persons who have a 
need-to-know for the classified-information involved and have been cleared for 
the receipt of such information (se~ paragraph 3bg). Responsibility for de
termining whether individuals' duties require that they possess, or have 
access to, any classified information and whether they are authorized to 
receive it rests on the individual who has possession, knowledge, or control 
of the information involved, and not on the prospective recipients. 

1) The entry into a controlled area, per se, will not constitute access to 
classified information, if the security measures which are in force prevent 
the gaining of knowledge of the classified information. Therefore, the 
entry into a controlled area under conditions that prevent the gaining of 
knowledge of classified information will not necessitate a personnel secu
rity clearance (PCL). 
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f. Candidate Material. This is material that is referred to 
collectively as special nuclear materials and nuclear weapons. 

g. Central Computer Facility. The term refers to one or more ADP 
systems, including communications equipment, within a single protected area. 
This does not include remote computer facilities, terminals, or peripheral 
devices which are located outside the single protected area, even though they 
are connected to the ADP system(s) by approved commun.ications links. 

h. Classification Authority. This refers to the authority that is 
vested in an official of a UA to make an initial determination that 
information requires protection against unauthorized disclosure in the 
interest of national security. 

i. Classified Contract. A classified contract is any contract that 
requires or will require access to classified information by the contractor or 
his or her employees in the performance of the contra·ct. (A contract may be a 
classified contract even though the contract document is not classified.) 

j. Classification Guide. This is a document issued by an authorized 
original classifier that prescribes the level of classification and appropri
ate declassification instructions for specified information to be classified 
on a derivative basis. (Classification guides are provided to contractors by 
the DD Form 254, IIDepartment of Defense Contract Security Classification 
Specification. ") 

k. Classified Information. This is information or material that is! 
(i) owned by, produced by or for, or under the control of the U.S. Government; 
(ii) deter!Jlined under E.O. 12356 or prior orders to require protection against 
unauthorized disclosure; and (iii) so designated. 

1. Classifier. A classifier is an individual who makes a classifi
cation determination and applies a security classification to information or 
material. A classifier may be a classification authority or may derivatively 
assign a security classification based on a properly classified source or a 
classification guide. Within this context, contractors may apply security 
classification markings based on classified source material or a DD Form 254, 
as required by this manual. 

m. Closed Area. 
to safeguard classified 
be adequately protected 
during nonworking hours 

A closed area is a controlled area that is established 
material, which, because of its size or nature, cannot 
by the safeguards prescribed in paragraph 16 or stored 
in accordance with paragraph 14 (see section IV). 

n. Closed Vehicle. A closed vehicle is a conveyance which is fully 
enclosed by sides, permanent top, and door. 

o. Critical Nuclear Weapons Design Information (CNWDI). CNWDI is TOP 
SECRET RESTRICTED DATA or SECRET RESTRICTED DATA revealing the theory of 
operation or design of the components of a thermonuclear or implosion-typ~ 
fission bomb, warhead, demolition munition, or test device. Specifically' 
excluded is information concerning arming, fusing, and firing systems; limited 
life components; and totally contained quantities of fissionable, and high-
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explosive materials by type. Among these excluded items are the components 
which DoD personnel, including contractor personnel, set, maintain, operate, 
test, or replace. 

p. Cognizant Security Office (CSO). The term refers to the office of 
the DIS Director of Industrial Security who has industrial security jurisdic
tion over. the geographical area in which a facility is located. 

q. Colleges and Universities. This refers to all educational 
institutions that award academic degrees, and related research activities 
directly associated with a college or university through organization or by 
articles of incorporation. 

r. Communications Intelligence (COMINT). This is technical and 
intelligence information derived from foreign communications by other than 
the intended recipient. 

s. Communications Security (COMSEC). COMSEC refers to protective 
measures taken to deny unauthorized persons information derived from tele
communications of the U.S. Government relating to national security and 
to ensure the authenticity of such communications. COMSEC protection 
results from the application of security measures to electrical systems 
which generate, handle, process,or use national security information and 
also includes the application of physical security measures to COMSEC 
information or materials. 

t. Complex. A complex is a facility, or any element thereof, which 
consists of one or more buildings or structures physically enclosed within a 
common perimeter barrier that is supplemented by protective measures to 

* 
* 
* 
* 
* 
* 
* 
* 

inhibit unauthorized access and control authorized access. * 
u. Compromise. A compromise is the disclosure of classified 

information to persons not authorized access thereto. 

v. CONFIDENTIAL. "CONFIDENTIALII is the designation that shall be 
applied to information or material the unauthorized disclosure of which 
could be reasonably expected to cause damage to the national security. 
Examples of "damage" include the compromise of information that indicates 
strength of ground, air, and naval forces in the U.S. and overseas areas' , 
disclosure of technical information used for training, maintenance, and 
inspection of classified munitions of war; and revelation of performance 
characteristics, test data, design, and production data on munitions of war. 

w. Consignee. The consignee is a person, firm, or government activity 
named as the receiver of a shipment; one to whom a shipment is consigned. 

x. Con.signor. The consignor is a person, firm, or government activity 
by whom articles are shipped. The consignor is usually the shipper. 

w· Continental Limits of the United States (CONUS). This refers to 
U.S. 'territory, including the adjacent territorial waters located within the 
North American continent between Canada and Mexico • 
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z. Contracting Officer. A contracting officer is any government 
official who, in accordance with departmental or agency procedures, is 
currently designated as a contracting officer with the authority to enter into 
and administer contracts, and make determinations and findings with respect 
thereto, or any part of such authority. The term also includes the designated 
representative of the contracting officer acting within the limits of his or 
her authority. For purposes of this manual, the term contracting officer 
refers to the contracting officer at the purchasing office who is identified 
as the PCO and the contracting officer at a contract administration office who 
is identified as the ACO. Normally, the responsibilities which this manual 
assigns to the contracting officer during the precontract, contract award, and 
post contract stages of a classified procurement will be performed by the PCO, 
with the ACO performing those responsibilities which arise during the perform
ance stages of a classified contract. 

aa. Contractor. A contractor is any industrial, educational, commer
cial, or other entity that has executed a DD Form 441, "Department of Defense 
Security Agreement," with a DoD agency for the purpose of performing on a 
classified contract or other classified procurement. The term contractor also 
refers to an individual who manages such an entity. 

abo CRYPTO. "CRYPTO" is a marking or a designator identifying all * 
COMSEC keying material that is used to protect or authenticate telecommuni- * 
cations carrying national security-related information. (This CRYPTO mark- * 
ing also identifies COMSEC equipment and/or computer software containing * 
operational keying variables.) * 

ac. Custodian. A custodian is an individual who has possession of, or 
is otherwise charged with, the responsibility for safeguarding or accounting 
for classified information. 

ad. Declassification. This is the determination that classified infor
mation no longer requires, in the interests of national security, any degree 
of protection against unauthorized disclosure. together with a removal or can
cellation of the classification designa~ion. 

ae. Declassification Event. This is an event that eliminates the need 
for continued classification of information. 

af. Department of Defense. DoD refers to Office of the Secretary of 
Defense (OSD) (including all boards, councils, staffs, and commands), DoD 
agencies, and the Departments of the Army, Navy, and Air Force (including all 
of their activities). 

ago Derivative Classification. This is a determination that infor
mation is in substance the same as information currently classified and 
application of the same classification markings. 

ah. Document. A document is any recorded information, regardless of 
its physical form or characteristics, including. without limitation, written 
or printed matter, data processing cards and tapes, maps, charts, paintings, 
drawings, engravings, sketches, working notes, and papers; reproductions of 
such things by any means or process; and sound, voice, magnetic, or electronic 
recordings in any form. ---
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ai. Downgrade. This is a determination that classified information 
requires, in the interests of national security, a lower degree of protection 
against un~uthorized disclosure than currently provided, together with a 
changing or the classification designation to reflect such a lower degree of 
protection. 

aj. Executive Personnel. Executive personnel are those individuals 
in managerial positions, other than owners, officers, or directors, who 
administer the operations of the facility. (This category includes such 
designations as general manager, plant manager, plant superintendent, or 
similar designations, and facilHy security supervisor (FSO).) 

,ak. Facility. A facility is a plant, laboratory, office, college, uni
ve:s:ty, or commercial structure with associated warehouses, storage areas, 
ut~l~ties, and components, which, when related by function and location, form 
an operating entity. (A business or educational organization may consist of 
one or more facilities as defined above.) For purposes of industrial secu
rity, the term does not include UA installations. 

ale Facility (Security) Clearance (FCL). This is an administrative 
determination that, from a security viewpoint, a facility is eligible for 
access to classified information of a certain category (and all lower 
categories). 

am. Firmware. Firmware is a method of organizing the ADP system's 
control hardware in a microprogrammed structure, rather than as wired cir
cuitry, such that the method falls in neither the software nor the hardware 
subsystems. Microprograms are composed of microinstructions. normally 
implemented in read-only control storage, to directly control the sequencing 
of computer circuits at the detailed level of the single machine instruction. 

"an. Foreign Government Information. This is information that is: (i) 
provided to the U.S. by a foreign government or governments, an international 
organization of governments, or any element thereof with the expectation, 
expressed or implied, that the information, the source of the information, 
or both, are to be held in confidence; or (ii) produced by the U.S. pursuant 
to, or as a result of, a joint arrangement with a foreign government or 
governments, an international organization of governments, or any element 
ther~of, requiring that the information, the arrangement, or both are to be 
held·' in confidence. 

ao. Foreign Interest. The term refers to any foreign government or 
agency of a foreign government; any form of business enterprise organized 
under the laws of any country other than the U.S. or its possessions; and any 
form of business enterprise organized or incorporated under the laws of the 
U.S •• a state, or other jurisdiction of the U.S. that is owned or controlled 
by a foreign government, firm. corporation, or person. Included in this 
definition is any natural person who is not a citizen or national of the U.S. 
(An immigrant alien as defined in paragraph 3av is excluded from the 
definition of a foreign interest.) 

ape Foreign Nationals. This refers to all persons not citizens of, not 
nationals of, nor immigrant aliens to, the U.S. 
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aq. FORMERLY RESTRICTED DATA (FRD). This is information removed from 
the RESTRICTED DATA category upon a joint determination by the DOE (or 
antecedent agencies) and the DoD that such information relates primarily to 
the military utilization of atomic weapons, and that such information can be 
adequately safeguarded as classified defense information. For purposes of 
foreign dissemination, however, such information is treated in the same manner 
as RESTRICTED DATA. 

ar. Graphic Arts. This refers to facilities and ,i,ndividuals engaged 
in performing consultation, service, or the production of any component or end 
product which contributes to, or results in, the reproduction of classified 
information. Regardless of trade names of specialized processes, it includes 
writing, illustrating, advertising services, copy preparation, all methods of 
printing, finishing services, duplicating, photocopying, and film processing 
activities. 

as. Hardened Container. A hardened container is a container of such 
strength and durability as to provide security protection to prevent items 
from breaking out of the container and to facilitate the detection of any 
tampering with the container while in transit. Some examples of hardened 
containers are banded or wired boxes, wooden boxes, and closed cargo 
transporters. 

at. Hardware. Hardware is physical equipment such as mechanical, 
magnetic, electrical, or electronic devices used in the configuratioll and 
operation of an ADP system. This term is synonymous with ADP equipment 
(ADPE), and includes: 

(1) general and special purpose digital, analog, and hybrid 
computer equipment; 

(2) components which are used to create, collect, store, process, 
communicate, display, or disseminate classified information; 

(3) auxiliary or accessorial equipment such as data communications 
terminals, source data automation recording equipment, and data output equip
ment (for example, printers, plotters. and computer output microfilmers), 
either cable-connected or self-standing, used in support of computer 
equipment; 

(4) electrical accounting machines (EAM) used in conjunction with, 
or independent of, computers; .and 

(5) computer equipment which supports or is integral to a weapon 
system. 

:\ 
II 

au. Home Office (HOF). The HOF is the headquarters facility of a 
mUltiple facility organizatio~ (see paragraph bc below). 

avo Immigrant Alien. An immigrant alien is any person who is lawfully 
admitted into the U.S. under an immigration visa for permanent residence (see 
paragraph 24 for special prerequisites for clearance of immigrant aliens). 
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aw. Industrial Security. 
security which is concerned with 
in the hands of U.S. industry. 

This refers to that portion of internal 
the protection of classified information 

ax. Information. Information is knowledge that can be communicated by 
any means. 

ay. Information Security. This refers to the result of any system of 
administrative policies and procedures for identifying, controlling, and 
protecting from unauthorized disclosure, information the protection of which 
is authorized by E.O. or statute. 

az.Intelligence. Intelligence is the product reSUlting from the 
collection, evaluation, analysis, integration, and interpretation of all 
available information, which concerns one or more aspects of foreign nations 
or of areas of foreign operations, and which is immediately or potentially 
significant to military planning and operations. 

ba. Locked Entrance. A locked entrance. is an entrance to a closed or 
restricted area which is kept closed and locked at all tj,mes except when tem
porarily unlocked and opened under supervision for the purpose of passing 
material or authorized personnel into or out of the area. 

bb. Material. Material refers to any product Or substance on, or in 
which, information is embodied. 

bc. Multiple Facility Organization (MFO). This refers to a legal 
entity (single proprietorship, partnership, association, trust, or 
corporation) that is composed of two or more facilities (see paragraph ak 
above). 

bd. National of the United States. A national of the U.S. is: 

(1) a citizen of the U.S., or 

(2) a person who, though not a citizen of the U.S •• owes permanent 
allegiance to the U.S. ~/. 

be. National Security. This refers to the national defense and foreign 
relations of the U.S. 

Ol:. NATO Classified Information. The term "NATO classified informa
tion" embraces all classified information -- military, political, and 
economic -- that is circulated within and by NATO, whether such information 
originates in the organization itself or is received from member nations or 
from other international organi:l~ations. 

~/ See 8 U.S.C. § 1101(a)(22). 8 U.S.C. § 1401, subsection (a) lists in 
paragraphs (1) through (7) categories of persons born in and outside the 
U.S. or its possessions who may qualify as nationals of the U.S. When 
doubt exists as to whether or not a person can qualify as a national of the 
U. S., this subsection 'should be consulted. 
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bg. Need-to-Know. This is a determination made by the possessor of 
classified information that a prospective recipient, in the interest of 
national security, has a requirement for access to (see paragraph a above), 
knowledge of, or possession of the classified information in order to perform 
tasks or services essential to the fulfillment of a classified contract or 
program approved by a UA. 

bh. Negotiator. A negotiator is any employee, in addition to the 
OODEPs, who requires access to classified information during the negotiation 
of a contract or the preparation of a bid or quotation pertaining to a prime 
or subcontract. (This category may include. but is not limited to, account
ants, stenographers, clerks, engineers, draftsmen, and production personnel.) 

bi. Nuclear Weapon Security Program. A limited number of defense 
contractors are involved in the DoD nuclear weapon security program. This 
program identifies certain positions categorized as Critical or Controlled, 
depending upon the degree of involvement with nuclear weapons. Assignment 
to such positions is governed by the DoD Nuclear Weapon Personnel Reliability 
~rogram (PRP), the specific procedures of which will be set forth separately 
1n appropriate contractual agreements. All personnel in Critical or Con
trolled positions must have a security clearance commensurate with the 
security classification of information required by their duties. 

bj. Officers (Corporation, Association, or Other Types of Business or 
Educational Institution). Officers are those persons in positions established 
as officers in the articles of incorporation or bylaws of the organization. 
This definition includes all principal officers; that is, those persons * 
occupying positions normally identified as president, senior vice president, * 
secretary. treasurer, and those persons occupying similar positions. In * 
unusual cases, the determination of principal officer status may require a * 
careful analysis of an individual's assigned duties, responsibilities, and * 
authority as officially recorded by the organization. * 

bk. Operating System. This is an integrated collection of computer 
programs that controls all resources of the ADP system, internally manages job 
flow through the computer, and plays a central role in ensuring the secure 
operation of the ADP system (synonymous with monitor, executive. control 
program. and supervisor). 

bl. Original Classification. This is an initial determination that 
information requires. in the interest of national security. protection against 
unauthorized disclosure. together with a classification designation signifying 
the level of protection re,quired. 

bl.l. Parent. A parent firm is a corporation that can control another 
corporation (subsidiary) by ownership of a majority of its stock. The control 
may exist by direct stock ownC:ship of an immediate subsidiary or by indirect 
ownership through one or more intermediate levels of subsidiaries. 

bro. Personnel (Security) Clearance (PCL). A peL is an administrative 
determination that an individual is eligible. from a security point of view, 
for access to classified information of the same or lower category as the 
level of the PCL being granted~ 
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bn. Possessions. U.S. possessions are the Virgin Islands, Guam. 
American Samoa, Swain's Island, Howland Island, Baker Island. Jarvis Island. 
Midway Islands (this consists of Sand Island and Eastern Island), Kingman 
Reef, Johnston Atoll. Na.vassa Island, Swan Island, Wake Island and Palmyra 
Island. 

boo Principal Management Facility (PMF). The PMF is a cleared facility 
of a MFO which reports directly to the HOF, and whose principal management 
official has been delegated the responsibility to administer the contractor's 
industrial security program within a defined geographical or functional area. 

bp. Protected Area. A protected area is an area housing one or more 
ADP systems, including communications equipment, remote computer facilities, 
terminals, or peripheral devices, which is continuously protected by physical 
security safeguards and access controls as set forth in alternatives provided 
in paragraphs 106 and 107. 

bq. Protective Security Service (PSS). This is a Signature Security 
Service (SSS). as described in paragraph cg below, which requires constant 
protection of the shipment at all times by one or more carrier custodians, 
between receipt from the consignor and delivery to the consignee. In the case 
of air movement. however, observation of the shipment is not required during 
the period it is stored in thf! carrier's aircraft in connection with fl.ight, 
provided the shipment is loaded into a compartment that is not accessible to 
any unauthorized person aboard. Conversely, if the shipment is loaded into a 
compartment of the aircraft that is accessible to an unauthorized person 
aboard, the shipment must remain under the constant surveillance of an escort 
or carrier custodian. 

br. Public Disclosure. Public disclosure is the passing of information 
and/or materials pertaining to a classified contract to the public, or any 
member of the public, by any means of communication. 

bs. Qualified Carr:ler. A qualified carrier is a carrier that has met 
all of the following criteria. 

(1) The requirl!ment for the carrier's service has been established 
by a shipper. 

(2) The carrier is authorized by law, regulatory body, or 
regulation to provide the required transportation servtce. 

(3) A determination has been made by MTMC or the designated Comman
der overseas that: (i) the carrier is capable of and authorized to furnish 
PSS in accordance with an applicable tariff, government tender. agreement. 
or contract provision; and (ii) no other qualified carrier is available to 
perform the required service. 

(4) The carrier has executed a DIS Form 1149, "Transportation 
Security Agreement." with. and has been granted a SECRET FCL by. the 
appropriate CSO. 

bt. Reference Material. The term reference material means documentary 
material over which the UA does not have classification jurisdiction. and did 
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not have classification jurisdiction at the time such material was originated. 
Most material made available to contractors by the DTIC and other secondary * 
distribution agencies is reference material as thus defined. * 

bu. Regrade. This is to assign a higher or lower security classifica
tion to an item of classified material. 

bv. Remote Terminal. A remote terminal is a" device for communication 
with an ADP system from a location, which is not within the central computer 
facility. 

bw. Representatives of a Foreign Interest (RFI). This term refers to 
citizens or nationals of the U.S. or immigrant aliens who, in their individual 
capacities, or on behalf of a corporation (whether as a corporate officer or 
official, ur as a corporate employee who is personally involved with the for
eign entity), are acting as representatives, officials, agents, or employees 
of a foreign government, firm, corporation, or person. However, U.S. citi
zens and nationals who have been appointed by their U.S. employer to be its 
representatives in the management of a foreign subsidiary (that is, a foreign 
firm in which the U.S. firm has ownership of at least 51% of the voting stock) 
will not be considered RFI's, solely because of their employment, provided the 
appointing employer is their prin~ipal employer and is a firm that possesses 
or is in process for a FCL. 

bx. Restricted Area. This is a controlled area established to safe
guard classified material, which, because of its s~ze or nature, cannot he 
adequately protected during working hours by the safeguards prescribed in 
paragraph 16, but which is capable of being stored during nonworking hours 
in accordance with paragraph 14 (see section IV). 

by. RESTRICTED DATA. ilRESTRICTED DATA" is all data (information) con
cerning: (i) design, manufacture, or utilization of atomic weapons; (ii) the 
production of special nuclear material; or (iii) the use of special nuclear 
material in the production of energy, but not to include data declassifi'~'1 or 
removed from the RESTRICTED DATA category pursuant to Section 142 of the 
Atomic Energy Act (see section 11y, Atomic Energy Act of 1954, as amended, and 
paragraph aq, FORMERLY RESTRICTED DATA. above). 

bz. SECRET. "SECRET" is the designation that shall be applied only to 
information or material the unauthorized disclosure of which reasonably could 
be expected to cause serious damage to the national ~ecurity. Examples of 
"serious damage" include disruption of foreign relations significantly affect
ing the national security, significant impairment of a program or policy 
directly related to the natiOnal security, revelation of significant military 
plans or intelligence operations, compromise of significant military plans or 
intelligence operations, and compromise of significant scientific or techno
logical developments relating to national security. 

~a. SECRET Controlled Shipment. This refers to SECRET material moving 
in commercial transportation service that requires PSS of a qualified carrier 
in the int~'::~st of national security. 

cb. Security. Security refers to the safeguarding of information clas
sified TOP SECRET, SECRET, or CONFIDENTIAL;against unlawful or unauthorized 
dissemination, duplication, or observation.' 
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cc. Security Cogn;i.zance. This refers to the responsibility for acting 
for UA's in the discharge of industrial security responsibilities described in 
this manual. 

cd. SENSITIVE COMPARTMENTED INFORMATION (SCI). This is all informa
tion and material that requires special controls for restricted handling 
within compartmented intelligence systems and for which compartmentation is 
established. 

ceo EEipper. A shipper is the one who releases custody of material to 
a carrier for transportation to a consignee (see also consignor, paragraph 
3x. ) 

cf. Short Title. This is an identifying combination of letters and 
numbers assigned to a publication or equipment for purposes of brevity. 

cg. Signature Security Service (SSS). This is a service designed to 
provide continuous responsibility for the custody of shipments in transit, so 
named because a signature and tally are required from each person handling the 
shipment at each stage of its transit from point of origin to destination. 
For air shipments, no receipt is required from the flight crew or attendants 
of the carrier's aircraft. For rail shipments, no receipt is required from 
the train crew if the car is sealed. 

ch. Single Line Service. This refers to freight that moves from point 
of origin to destination over the lines of only one carrier. 

ci. Special Access Program. A special access program is any program 
imposing "need-to-know" or access controls beyond those normally provided for 
access to CONFIDENTIAL, SECRET, or TOP SECRET information. Such a pro-
gram includes, but is not limited to, special clearance, adjudication, or 
investigative requirements, special designation of officials authorized to 
determine "need-to-know," or special lists of persons determined to have a 
"need-to-know." 

cj. Subsidiary. A subsidiary is a corporation that is controlled by 
another corporation (parent) by reason of the latter corporation's ownership 
of at least a majority (over 50%) of' the capital stock. A subsidiary is a 
legal entity and shall be processed separately for a FCL. 

ck. System Software. System software consists of the operating system 
and associated software, including assemblers, input-output control systems, 
interpreters, compilers, data base management systems, and ot~er programs that 
are not considered user application softwar~. 

cl. TOP SECRET. "TOP SECRET" is the designation that shall be applied 
only to in:ormation or material the unauthorized disclosure of which reason
ably could b~ expected to cause exceptionally grave damage to the national 
security. Examples of "exceptionally grave damage" include armed hostilities 
against the U.S. or its allies, disruption of foreign relations vitally 
affecting the national security, the compromise of vital national defense 

" 
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plans or complex cryptologic and communications intelligence systems, ~1l~ 

revelation of sensitive intelligence operations, and the disclosure of 
scientific or technological developments vital to natioI"ial se,curity. 

cm. Transmission. Transmission is the sending of information from 
one location to another by radio, microwave, laser, or other nonconnective 
methods, as well as by cable, wire, or other connective medium. Transmis
sion also includes movement involving the actual transfer of custody and 
responsibility for a document or other classified material from one author
ized addressee to another. 

cn. Transshipping Activity (Government). This refers to a government 
activity to which a carrier transfers custody of freight for reshipment by 
another carrier to the consignee. 

co. United States and Its Territorial Areas. This includes the 50 
states, the District of Columbia, the Commonwealth of Puerto Rico, Guam, 
American Samoa, the Virgin Islands, the Trust Territory of the Pacific Islands 
(also called Micronesia), Midway Islands, Wake Island, Johnston Atoll, Kingman 
Reef, Swain's Island, Howland Island, Baker Island, Jarvis Island, Navassa 
Island, Swan Island and Palmyra Island. 

cp. Unauthorized Person. An unauthorized person is any person not ~ 
authorized to have access to specific classified information in accordance 
with the provisions of this manual. 

cq. United States (U.S.). This refers to the 50 states and the 
District of Columbia. 

cr. Upgrade. This is a determination that certain classified infor
mation, in the interest of national security, requires a higher degree of 
protection against unauthorized disclosure than is currently provided, coupled 
with a changing of the classification designation to reflect such a higher 
degree. 

cs. User Agencies (UA's). This term refers to the OSD (including all 
boards, councils, staffs, and commands), DoD agencies, Departments of the 
Army, Navy, and Air Force (including all of their activities), and Departments 
of: State, Commerce, Treasury, Transportation, Interior, Agriculture, Health 
and Human Services, Labor and Justice, NASA, GSA, SBA, NSF, EPA, ACDA, FEMA, 
GAO, and FRS. 

ct. Weapon System. Weapon system is a general term used to describe a 
weapon and those components required for its operation. 

cu. Word Processing System. This refers to a combination of automated 
equipments. procedures, and personnel employed for the primary purpose of pro
ducing documents and other written communications through the storage and 
manipulation of textual material. 

4. Designation of Cognizant Security Office. The Regional Directors of DIS 
are responsible for administration of ir.rlustrial security within their respec
tive regions. The office of the Director of Industrial Security in each DIS 
Region is designated as the CSO for all contractor facilities located within 
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the region (see appendix VIII). All relationships between the UA and the 
contractor on industrial security matters shall be handled through, or in 
coordination with, the CSO, except those matters specifically set forth in 
this manual as responsibilities of the contracting officer. All questions 
of interpretation with respect to this manual, or problems involving the 
industrial security procedures as they pertain to the contractor, shall be 
forwarded to the CSO. In the case of a facility or contractor activity 
located on a UA installation, requests for interpretations of this manual 
shall be forwarded to the eso through the Commander or Head of the UA 
installation. The management of each facility that has been assigned to 
one of the DIS Regions for security cognizance shall be notified in writing of 
this action at such time as the DoD Industrial Security Program is initiated 
at the facility. The designation of CSO to exercise security cognizance at a 
facility will not relieve any UA of the responsibility for protecting and 
safeguarding its classified information incident to its classified contracts 
with the facility, or from visiting the facility to review the security 
aspects of such contracts. However, the security administration of a U.S. 
classified contract awarded to a U.S. contractor, which requires performance 
for a UA at a location outside the U.S., Puerto Rico, or a U.S. possession 
or trust territory, shall be the responsibility of the UA awarding the 
classified contract, except when the contracting UA has an agreement with the 
U.S. installation Commander in such area to perform this function for it, or 
DIS has accepted responsibility at the request of the UA. The Director of 
Industrial Security in each DIS Region in which the HOF or principal U.S. 
based office of the contractor is located will assume security cognizance for 
such U.S. based facility, and except for contractor granted CONFIDENTIAL 
clearances, DISCO will clear all of the contractor's employees requiring 
access to classified information in support of a UA contract, regardless of 
the physical location of such employees. Contractor activities located 
outside the U.S., Puerto Rico, or a U.S. possession, territory, or trust 
territory will not be granted a FCL. 

'J 
5. General Requirements. The contractor shall be responsible for 
safeguarding all classified information under his or her control. In the 
furtherance of this requirement, the contractor will be responsible for the 
following. 

a. Facility Security Officer/Supervisor (FSO). The contractor shall 
appoint a U.S. citizen, who is required to be cleared as part of the FCL, to 
supervise and direct security measures necessary for the proper application of 
U.S. Government furnished guidance or specifications for classification, 
downgrading, upgrading, and for safeguarding classified information. 

b. Automatic Data Processing. The contractor shall not utilize an ADP 
system for the processing of classified data without the prior approval of 
the CSO (see section XIII). 

c. Limitation on Disclosure. Contractors shall ensure that classified 
information is furnished or disclosed only to authorized persons (see para
graph 3e). To this end they shall determine to what extent their employees, 
subcontractors, vendors, and suppliers require access to classified informa
tion in the performance of tasks or services essential to the fulfillment of 
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the contract 1/. They shall take all reasonable measures to adjust plant 
layout and organize work, so as to limit such access to the least number 
of individuals or firms consistent with the efficient performance of the 
classified contract. In those exceptional cases where contractors cannot 
a~just plant layout and organize work so as to prevent access by representa
t~ves of.food, beverage, or vending equipment organizations, they may request 
that the~r CSO process the servicing organization for a FCL, provided the 
management of the facility can justify the continued need for the service. 
Representatives of cleared service organizations shall, in such cases, be 
processed as Category 1 visitors at the facility being visited (see paragraph 
41a). 

d. Safeguarding. The contractor shall provide suitable protective 
mea~ures within his or her facility for the safeguarding of classified infor
mat~on. A contractor performing work within the confines of a UA installation 
must safeguard classified information in accordance with provisions of this 
manual, unless responsibilities for security are modified by the contract. All 
classified material received by the contractor which: (1) is not related to a 
contract, project, or program pursuant to paragraph la, or (2) for which no 
safeguarding or disposition instructions have been received, shall be safe
guarded in accordance with the provisions of this manual and the CSO shall be 
notified pursuant to paragraph 6a(18). ' 

e. Exclusion of Personnel. Contractors shall exclude from those 
parts of their plants, facilities, or sites where classified work is being 
performed, any person or persons whom the Head of a UA concerned or his or 
her ~uthorized representative, in the interest of security, may designate in 
writ~ng. Exclusion does not mean that the affected employee must be dismissed 
or denied employment in another part of the plant, facility, or site. This 
should be resolved consistently with normal employer-employee relationships. 

f •. Indiv~dual R~sponsibility for Safeguarding. The contractor shall on 
a recurr~ng bas~s, rem~nd all cleared personnel, including those located out
side the U.S., of their continuing responsibilities for safeguarding classi
fied information. Each cleared employee shall be made aware of the security 
p:~cedures: (~) pert~ining.to that employee's particular work assignment; 
(~~) any ~ecur~~~ ~ef~cienc~es resulting from recurring inspections by the CSO 
that requ~re ind~v~dual corrective action on the part of the employee; and (iii) 

1/ 

5. 

A.contractor is not authorized to turn over classified intelligence informa
t~on to a subcontractor, vendor, or supplier without prior written authoriza
tion.of the contracting UA. All classified intelligence information, whether 
obta~ned dU:ing a visit or through other sources, shall be safeguarded and 
controlled ~n accordance with the provisions of this manual, as well as 
any additional instructions that may be received from the releasing UA 
activity and any specific restrictive markings or limitations appearing on 
documents. All inquiries concerning source, acquisition, use, control, or 
restrictions pertaining to intelligence information shall be directed to 
the contracting UA activity concerned. 
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shall be given an indoctrination in the methods and operations used by hostile 
intelligence services to subvert U.S. industrial personnel, as well as defen
sive measures to be employed by employees in order to counter such subversion. 
Part B of appendix VII provides indoctrination information on this subject. 
When representatives of the U.S. Government provide specific counterintelli
gence awareness briefings to the FSO, the FSO shall ensure that all cleared 
key personnel are also briefed, either at the time the FSO is briefed or at a 
subsequent briefing to be conducted by the FSO or designee. In addition, the 
employee who has possession or knowledge of an element or item of classified 
information shall be informed that the employee is responsible for determining 
whether a prospective recipient is an authorized person (see paragraph 3e). 
The employee shall be informed that he or she is required to advise the recip
ient of the classification of the information which he or she discloses. The 
contractor shall also inform its employees that unauthorized disclosure of 
classified information violates DoD regulations and contractual obligations, 
and is punishable under the provisions of federal criminal statutes. 

g. Security Briefing and Termination. Contractors shall, prior to per
mitting their employees to have access to classified information, brief them 
on their obligations to safeguard classified ,information, advise them of its 
importance, inform them of the required security procedures, and have them 
read, or have read to them, the portions of the espionage laws, conspiracy 
laws, and federal criminal statutes applicable to the safeguarding of classified 
information appearing in appendix VI of this manual. In addition, the employees 
shall be advised that they must report to the contractor if they become a RFI 
(see paragraph 3bw). Following the briefing the employees shall be required to 
execute part' 1 of DISCO Form 482, "Security Briefing and Termination Statements." 
The DISCO Form 482 shall then be retained by the contractor. Employees who exe
cute part 1 of DISCO Form 482 and who subsequently are absent from their places 
of emplo}~ent, for any reason, in excess of 12 months, must reexecute part 1 
of DISCO Form 482 before being permitted access to classified information. The 
employee shall be required to execute part II of DISCO Form 482 at the time of 
termination of employment (discharge, resignation, or retirement) and at the 
beginning of a layoff or leave of absence for an indefinite period or for a 
period in excess of 12 months, upon termination or revocation of the FCL, or when 
administrative termination of PCL is accomplished in accordance with the provi
sions of paragraph 29. The contractor shall retain part II, DISCO Form 482, or 
its predecessor form. for not less than 3 years when an employee has had access 
to TOP SECRET or other information requiring a special access authorization by 
the U.S. Government. and for not less than 2 years when an employee has had access 
to SECRET or CONFIDENTIAL information. The importance of the termination state
ment shall be brought to the terminating employee's attention. If the terminat
ing employee had access to TOP SECRET, COMSEC. or other information requiring 
a special access authorization by the U.S. Government, he or she shall be given 
an oral debriefing which shall include a statement of: (i) the purpose of the 
debriefing, (ii) the serious nature of the subject matter which requires protec
tion in the national interest, (iii) the need for caution an~ discretion, and (iv) 
advice concerning any travel restric~ions which are appropriate. The CSO shall 
be notified immediately, in accordance with paragraph 6a(9), of the circumstances 
involved whenever an employee refuses to execute the DISCO Form 482 i/o 

(Footnote il is on the following page.) 
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h. Special Features of Design. Shall not incorporate any special 
features of design or construction in any project other than that for which 
they are furnished by, developed for, or designed for the Government, if such 
incorporation would disclose classified information unless prior written 
authorization of the contracting officer concerned has been obtained. However, 
classified features of design or construction may be incorporated by the con
tractor in other U.S. User Agency projects of equal or higher classification 
unless specically prohibited by the Government. U.S. classified information 
shall not be used in the performance of a foreign classified contract unless 
the information was furnished through the designated military department in 
connection with that contract, or the U.S. contracting officer concerned has 
expressly authorized in writing the use of that information. 

i. Security of Combinations. The contractor shall ensure that the 
combinations to safes, containers, vaults, and three-position dial-type * 
changeable combination padlocks used to lock containers holding classified * 
material are classified and safeguarded, in accordance with the highest * 
level of the classified material stored in a given container. If a written * 
record is established for the combinations, the record shall be marked with * 
the classification designation, that is, TOP SECRET, SECRET, or CONFIDEN- * 
TIAL, of the highest level of material stored in the container. Other. * 
markings specified in paragraph 11 for classified material are not requ1red. * 
However, if the record is for the combination of a container used for stor- * 
age of special categories of information, such as NATO, CNWDI, RESTRICTED * 
DATA, or other information that requires special briefings or access * 
requirements, procedures shall be established to ensure that the special * 
requirements are adhered to and only those persons having a need-to-know * 
are given access to the record of the combination. In addition, account- * 
ability for the written record shall be established in accordance with * 
paragraph 12. The combinations shall be changed at intervals of at least * 
once every year (if NATO or CRYPTO classified material is stored, the com- * 
bination shall be changed every 6 months) and at the earliest practical time * 

* following: 

(1) the reassignment, transfer, or. termination of any person having 
knowledge of the combination. Qr when the PCL granted to any such person is 

5. 

When a terminated employee fails to execute part II of DISCO Form 482, 
the contractor shall make every reasonable effort to contact the former 
employee for the purpose of correcting the omission; for example, enclosing 
a copy of the form in a registered or certified letter, return receipt 
requested, sent to the former employee's last known address. If. once 
contact is established with the former employee. he or she fails to comply 
with the request to execute and return the form. such failure shall be 
considered as tantamount to a refusal and should be reported as such in 
accordance with paragraph 6a(9), indicating what efforts had been made to 
locate the former employee. When employees are also required to be given 
an oral debriefing, the contractor may, if the former employees are located 
in a remote distance from the facility, direct them to contact the nearest 
CSO and make arrangements to receive the required debriefing. In such a 
case, the CSO should be requested in writing to perform the debriefing on 
behalf of the contractor. 
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downgraded to a level lower than the category of material stored, or is 
suspended or revoked by proper authority; 

(2) the compromise or suspected compromise of the safes and 
containers or their combinations, or discovery of the container being left 
unlocked and unattended; ~ 

(3) the initial receipt of safes, containers, and three-position 
dial-type changeable combination padlocks • 

Combinations to safes. containers. vaults, and three-position dial~type 
changeable combination padlocks shall be changed under the above schedule by 
a person entrusted with the combination or authorized access to the contents 
of the container in accordance with paragraph 14c. or by the FSO or his or her 
designated representative. Under no circumstances shall the changing of the 
combinations be performed by an outside locksmith or subcontractor employee. 
To prevent unauthorized substitution, combinatiou padlocks shall be placed 
inside of the open container or secured to a hasp, drawer. or handle of the 
container when it is open. 

j. Security Checks. The contractor shall perform security checks 
within the facility to ensure that at all times security precautions are 
taken to protect classified material in the possession of the facility and 
shall designate an individual or individuals to make room or area checks 
during normal working hours to ensure that alL classified material not under 
surveillance has been properly stored. 

k. Transmission. The contractor shall establish procedures for the 
proper transmittal of classified material under the provisions of paragraph 
1'.t Co 

1. Disposition of Classified Material. The contractor shall return 
to the contracting officer, or his or her designated representative all 
classified material furnished by a UA, including all reproductions ~hereof. 
and shall surrender all classified material developed by the contractor in 
connection with a UA contract, program. or solicitation 51 6/. unless the 
material has been destroyed in accordance with paragraph-19~ or the retention 
of the:nateri.al is authorized under the provisions of paragraph m below. Such 
material shall be returned or surrendered in accordance with the following 
schedulet 

11 The placing of an appropriate notation on each document, indicating the 
specific contract to which it pertains, will assist in achieving compliance 
with this paragraph. 

il Classified material, which is not related to a proposal or classified 
contract (see paragraph la), may be destroyed in accordance with the 
provisions of paragraph 19c (unless specifically prohibited), or disposed 
of in accordance with instructions issued by the UA that or:'.ginally 
furnished the material. 
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(1) if a bid. proposal. or quote is not submitted or is withdrawn 
within 90 days after the opening date of bids. proposals. or quotes; 

(2) if a bid. proposal. or quote is not accepted -- within 90 days 
after notification that a bid. proposal. or quote has not been accepted and if 
further retention is necessary to serve a UA purpose. a request for approval 
shall be submitted to the appropriate contracting officer in accordance with 
paragraph m below; or 

(3) if a successful bidder -- on final delivery of goods or serv
ices. or on completion or termination of the contract. unless otherwise pre
scribed in the contract or directed by the contracting officer. 

m. Retention of Classified Material. 

(1) The contractor may retain classified material in special cases 
when a bid. proposal. or quote is not accepted or on completion or termination 
of the contract. provided the contractor requests and justifies such retention 
and its retention is agreed to by the contracting officer. The contractor 
shall be authorized to retain classified material only: 

(a) when retention is necessary for the maintenance of the con
tractor's essential records; 

(b) when classified. information is also patentable or is propri
etary data in which the contractor has title; or 

(c) when retention of the material will assist the contractor 
and will benefit the U.S~ Government in the performance of other UA contracts 
(the contracting officer of a current classified contract may authorize 
transfer of the material to the current contract when the material is 
identified by the contractor in accordance with the procedure set forth in 
paragraph 5m(1) (d) II -- in these situations the material will be disposed of. 
in accordance with paragraph 51. at the completion of the current contract); 
and 

(d) when the contractor justifies and requests retention 
authority in writing. indicates the period of time retention is necessary. 
and identifies the classified material for which retention is requested as 

II When such approval is granted the contracting officer who has cognizance over 
the classified material shall be notified by the current contracting officer. 
In the event retention of information under the circumstances contemplated 
1n this paragraph involves information of a DoD UA being retained by a con
tractor of a non-DoD UA. or vice versa, or between non-DoD agencies, the 
concurrence of the contracting officer of the completed or terminated con
tract or hid which was not accepted must be obtained by the current contract
ing officer prior to authorizing retention of the materials. Information 
authorized for retention under these circumstances will be identified as to 
its origin. and its ultimate disposition or declassification will remain 
with its originating agency. 
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follows: TOP SECRET and SECRET material shall be identified in a list of 
specific documents unless. in the case of SECRET material only, the contract
ing officer has authorized identification by subject matter and approximate 
number of documents; CONFIDENTIAL material shall be identified by subject 
matter and approximate number of documents. However, authorization of the 
contracting officer is not required for the retention of: (i) records held by 
the contractor in accordance with the records retention requirements of the 
basic contract; (ii) records authorized for retention for a specific period 
under the terms of the basic contract; and (iii) records which during the 
contract period, the contracting officer authorized the contractor to retain 
for a specific period following completion of the contract; provided that in 
each case the contractor informs the contracting officer of the material to be 
retained, identifying it in the manner prescribed above. 

(2) The contractor may retain classified material which does not 
relate to a contract. for a limited time unless indicated otherwise on the 
material. For example, the contractor may reta~~ material obtained at 
classified symposiums or meetings as long as needed, but not for a period to 
exceed 1 year from the date of receipt. Retention beyond that time is 
authorized only when the contractor requests and justifies such retention, and 
retention is agreed to by a contracting officer of a current contract or an 
official of the UA which released the information. 

n. Termination of Security Agreement. The contractor shall, notwith
standing the provisions of paragraphs I and m above. in the event that the DD 
Form 441 is terminated for any reason by either party and is not superseded by 
a new DD Form 441, render all classified material in his or her possession to 
the UA concerned. or dispose of such material in accordance with instructions 
from the UA concerned. The DIS FL 381-R. "Letter of Notification of Facility 
Security Clearance." and the contractor's copy of the DD Form 441 shall be 
returned to the CSO. Control station records. reproduction records, destruc
tion certificates. and visitor records for which the retention period is not 
expired at the time of termination of the DD Form 441. shall continue to be 
maintained by the contractor until the expiration of the prescribed retention 
period. These records shall be subject to review and recall by the U.S. 
Government at any time within the retention period. 

o. Public Disclosure. The contractor shall not disclose information 
pertaining to classified contracts or projects. except as specified in para
graphs (1) through (6) below without the clearance of the Direct.orate for 
Freedom of Information and Security Review. Office of the Assistant Secretary 
of Defense (Public Affairs), the Pentagon, Washington, D.C. 20301 ~/, in order 
to preclude the disclosure of information requiring protection in the interest 
of national security. Requests for clearance shall be submitted to the 
activity specified in item 13 of the DD Form 254, "DoD Contract Security 
Classification Specification." Contractors performing on DoD classified 
contracts need not submit for clearance the following information: 

~I If the information pertains to a classified contract or project awarded by 
an non-DoD agency, a request for clearance to disclose ~nformation shall be 
submitted to the contracting agency. 

21 5. 

.. .> 

, 



-.,-- -.,~ - . -~-------

(1) the fact that a contract has been received, including the 
subject matter of the contract and/or type of item in general terms, provided 
the name or description of the subject matter is not classified' , 

(2) 
and so on; 

the method/type of contract; that is, bid, negotiated, letter, 

(3) 
equates to: 

the total dollar amount of the contract, unless that information 

(a) a level of effort in a sensitive research area or 

(b) quantities of stocks of certain weapons and equipment which 
are classified; 

(4) 
employees; 

(5) 
case-by-case 
and Security 

(6) 
OASD(PA). 

whether the contract will require the. hiring or termination of 

other information which from time-to-time may be authol:ized on a 
basis by the OASD (PA) or the Director for Freedom of In1:ormation 
Review in a specific agreement with a contractor' and , --

information previously officially approved for disclosure by 

All information developed subsequent to the initial clearance shl!lll also 
be cleared by the D.irectorate for Freedom of Information and Securit'r Review 
prior to public disclosure. The provisions of this paragraph also a:pply to 
un~lassified brochures, promotional sales literature. reports to sto;~kholders, 
and similar material Jj. In case of. doubt about the need to clear itllforma
tion, a contractor may query the act:lvity identified in iltem 13 of tl~e DD Form 
254 or the Directorate for Freedom of: Information and Security RevietjV. 

p. Classified Sales Literature. The contractor ,shall not pub:Lish or 
distribute, or permit to be published Olll:' distributed, hroch~'res, prol~otional 
sales literature, or similar ulSterial (~!)n:tl9.ining classifiedinformat:Lon, 
without prior review and writt,en author~Lz,ition by the cpntracting of:Eicer 
concerned or his or her designated .repr,~~s~mtative. The autho)':'izatioll for such 
publication and distribution snaIl be :i:ndicated on the cover elf the ,locument, 
or the first page of the docume',nt, if th'~re\ is no cOlver. Howe,rer, pl1blication 
and distribution to authorized llerscms (e'ee 'paragraph 3e) may b\e madta without 
specific authorization from theconu'act:l1u~ 'officer fl')r: I: 

\ '. \\ 

(1) classified material. whi(.~h. j~s\, p\lblished or distribut,ed j:or neces
sary use ~ithin the organization\of th,s C:oritl\'~ctor or his or her s)lbc:ontractor 
in the performance of the contract, 

1./ In additi,on to the requirements of thitl1 pa17~\graph, the disclosure \)f unclas
sified technical data is also gov·erned 'l>y the Export Administratio;i Act of 
1969, as amended, administered by the Siecret:.ary of Commerce, and SE\6tion 38 
of the Arms Export Control Act of 1976,' adm:I:.wistered by, the SecretBII1" of 
State through the ITAR. 1\ '" ,\ 
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(2) classified material prepared in reply to a request for proposal 
or invitation to bid received from a UA or a cleared prime contractor or 
subcontractor of a UA or classified information contained in an unsolicited 
proposal submitted to a UA, and 

(3) classified material submitted in response to an official request 
of a UA. 

q. D~~closure at Meetings. The contractor shall not disclose in any 
manner classified information at a conference, seminar, symposium, exhibit, or 
convention (hereinafter referred to as a me~ting), unless one of the following 
conditions is met. 

(1) Classified information may be disclosed at a meeting conducted 
pursuant to, and as a necessary element of, a specific contract held only in 
the prime or subcontractor's facility and attended only by authorized persons 
who have a need-to-know in connection with the contract, including employees 
of the contractor or subcontractors, consultants thereto, and authorized 
visitors, and over which meeting controls have been established to ensure that 
the meeting site is physically secure, that the classified notes, minutes, and 
summaries resulting from the meeting are properly safeguarded and that the 
attendees are given sufficient classification guidance during the oral 
presentations. 

(2) Classified information may be disclosed at a meeting conducted 
by a DoD activity, provided that when the information to be disclosed is under 
the jurisdiction of ar.other U. S. Government agency or when the meeting is to 
be attended by represontatives outside the DoD, the contractor requests the 
conducting activity t~ obtain written approval from the contracting officer 
concerned prior to the,disclosure. A copy of such request shall be furnished 
to the contracting officer concerned. The contractor is not required to 
obtain approval if only DoD information is to be disclosed, and only the 
con.tractor. subcontractor,s and their employees. and DoD personnel are to 
attend the meeting. 

(3) Classified in~ormation may be dis,closed at a meeting conducted by 
a contractor, association, i~stitute, or society whose membership is comprised 
primarily of contractors .. clea'~ed by DoD, contractor employees, or DoD personnel, 
and sponsored for securit.y purposes by th,e DoD Uncluding the departments and 
ag1ancies named in paragrai?h lc)., provided written approval of the contracting 
officer concelcued is furni~hed to the sponsoring activity prior to the disclo
sure, and the additional requirements of paragraph 9 are fulfilled. or 

(4) Classified inf\')rmatil')n may 11e disc;Losed at a meeting conducted 
or sponsored by U.S. Government agencies other tl~an DoD, provided the con
tractor requelsts and. obtains w~ritten, approval frlom the contracting officer 
concerned prior to the disclos\\re. ~~curit~r sponsorship of a meeting by a UA 
other than DoD will be in accorliance "dth the provisions of that agency. 
However, blS a minimum the requi:r~ments of tht.\ ISM shall apply for the safe
guarding of classified informatic~n. 

r. C(.)Utrolled Areas. The cl')ntractCi'~ shl:.\ll place in effect a system to 
control access of employees and vis~ttors to closed and restricted areas (see 
section IV). 
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s. Standard Practice Procedure (SPP). The contractor shall, prior to 
the issuance of a FCL by the CSO, submit a written SPP (interim or final) in 
sufficient detail to place into effect all security controls required by the 
DD Form 441 and this manual which are applicable to the operations of the 
facility. An interim SPP must implement requirements of this manual which are 
immediately applicable to the operations of the facility in connection with 
the facility's anticipated involvement in the DoD Industrial Security Program. 
A MFO, or, as provided for in paragraph 72c, parent-subsidiary collocated 
facilities, may publish a SPP applj,cable throughout the organization, but such 
publication shall then be adapted as necessary to apply to specific operating 
locations. A copy of the SPP shall be furnished to each appropriate CSO. The 
contractor shall modify the SPP on notification from the CSO that it does not 
adequately implement the requirements of this manual. The SPP may be revised 
at any time after issuance of a revision to this manual. However> the SPP 
shall be revised as necessary to implement the revisions applicable to the 
contractor's operation within 4 months after receipt of a revision. The SPP 
for a facility at which only one employee or management official is assigned 
shall provide for the notification to the CSO of the death or incapacitation 
of that employee. Specifically, the SPP shall: 

(1) identify by name, address, and telephone number, the individual(s) 
who would notify the CSO of such an occurrence (the said individual(s) would not 
require access to classified information and therefore need not be cleared); and 

(2) include provisions for keeping the CSO advised of the current 
combination to the container and, in the case of one-person facilities of a 
MFO, keep the HOF FSO advised of the current combination to the container. 

t. Special Access Programs. The contractor shall implement special 
access program requirements, when such requirements are included in a DD Form 
254 or other appropriate contract-·related document. 

u. Defensive Security Briefing. 

(1) The contractor shall require all cleared employees (including 
cleared directors), Type A Consultants, and temporary help supplier person
nel, to inform him or her of their intended travel to or through a Communist 
country 10/; attendance at an international scientific, technical, engineer
ing, or other professional meeting, regardless of the geographic location of 
such a meeting, when it can be anticipated that representatives of Communist 
countries will participate or be in attendance; or of plans to host an unclas-

lQ/ 

5. 

Communist countries are: Albania, Bulgaria, Kampuchea, Peoples * 
Republic of China, (Communist China including Tibet), Cuba, 
Czechoslovakia. Communist Korea (North Korea), German Democratic Republic 
(GDR, East Germany including the Soviet Sector of Berlin), Hungary, Laos, 
Mongolian Peoples Republic (Outer Mongolia), Poland, Rumania, Union of 
Soviet Socialist Republics (USSR includes Estonia, Latvia, Lithuania, and 
all other constituent republics, Kurile Islands and South Sakhalin 
(Karafuto», Vietnam, and Yugoslavia. 
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sified visit by representatives of Communist countries at a facility engaged in 
classified work or research. In instances where the individual is located at a 
using contractor or UA as a consultant or an employee of a temporary help supplier, 
the using contractor or UA, as appropriate, will be notified of the intended 
travel, attendance at a meeting, or hosting of a visit. In the case of a 
facility where only one individual is located, the CSO will be so informed. 
When an individual works for more than one contractor or UA, each will be 
notified, and in the case of temporary help supplier personnel" the principal 
employer, in addition to the using contractot or UA, shall be notified. 

(2) The contractor shall give the individual a defensive security 
briefing, based upon the guidance contained in appendix VII. For temporary 
help supplier personnel, only one contractor or UA (where access is at the 
highest level) is required to accomplish the briefing. Usually the individual 
involved would be in the best position to determine which contractor or UA can 
most conveniently accomplish the briefing. Accordingly, the individual should 
make appropriate arrangements with that activity and furnish the other 
contractors or UA's at which he or she is employed an advance notice, stating 
when and by whom the briefing is to be given. Individuals who frequently 
travel, attend meetings, or host visitors as described above, need not be 
briefed on each such occasion, provided the individuals have been thoroughly 
briefed at least once within the preceding 6 months and reminded of their 
security responsibilities. Prior to departure of personnel for travel to or 
through a Communist country, or to attend a meeting outside the U.S., all 
classified information in their custody shall be accounted for by the using 
contractor or UA. Employees expected to engage in marketing activities with 
representatives of Communist countries shall also be provided with a defensive 
security briefing based on the guidance contained in appendix VII. 

(3) The contractor shall, on completion of the briefing, obtain 
from the individuals briefed statements identifying who furnished the briefing 
and attesting that they understand their individual responsibilities for safe
guarding classified information. This statement shall be retained for at 
least 3 years when an employee has had access to TOP SECRET, COMSEC, or spe- * 
cial access program information, and for at least 2 years when access has * 
been to SECRET or CONFIDENTIAL information. In the case of temporary help * 
supplier personnel, the statement shall be forwarded to the temporary help 
supplier for retention. If the UA or CSO conducts the briefing, they are 
responsible for obtaining the briefing statement. 

(4) The contractor shall submit a report as required by paragraph 
6b(9), unless the UA or CSO conducted the briefing, in which case they shall 
submit the report. 

v. Relationships with Citizens or Residents of Communist Countries lQ/. 

(1) The contractor shall require all cleared employees, including 
those in the process of being cleared by the DoD, to immediately notify the 
contractor who shall submit a report to DISCO, in accordance with paragraph 
6b(4), if either or both of the following events should occur subsequent to 
the completion of the employee's PCL forms: 

(a) a member of the immediate family of the employee or the 
employee's spouse takes up residence in a Communist country; or 
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(b) through marriage, the employee acquires relatives who are 
citizens or residents of a Communist country. 

(2) The contractor shall require all temporary help supplier 
personnel, while such personnel are working under the contractor's direction 
and cOJttrol on the using'contractor's classified programs or contracts to 
immediately notify the contractor if either or both of the events in p~ra
graphs (a) and (b) above should occur. In such a case, contractors shall then 
take action to ensur.e that the temporary help suppliers are notified, so that 
they can take action to submit reports to DISCO, in accordance with paragraph 
6b (4). 

w. . Emergency Procedure. Contractors shall include in their SPP general 
instruct~ons for safeguarding classified material in emergency situations 
such as natural disasters or any civil disturbances. The procedure shall'be 
as simple and practical as possible and should be adaptable to any type of 
emergency t.bat may arise. A procedure shall be incorporated in the SPP to 
pro:ide for the submission of a report to the CSO and contracting officer. 
by,h~ most expeditious means, of any emergency situation which renders the 
facil~ty incapable of safeguarding the classified material (see paragraph 
6a(17». Courses of action, not necessarily limited to the following, are 
available to contralctors to safeguard the classified material in their 
possession. 

(1) Secure the classified material in authorized stornge containers 
or controlled areas. If feasible, a guard(s) should remain with material 
secured in controlled areas. The storage containers and controlled areas 
shall be examined on return to the facility to determine whether the clas
sified information has been compromised, or if any classified material is 
missing. A report shall be submitted in accordance with paragraph 6a(1) or 
(2), if appropriate. 

(2) Request assistance from appropriate civil authorities, including 
local and state law enforcement o~encies. 

(3) Seek legal remedies such as the issuance of a court restraining 
order or injunction against interference with the cDntractor in the exercise 
of his or her property rights or in the discharge of his or her contractual 
obligation to safeguard classified information. 

(4) Request. when necessary, the assistance of the CSO' for example' 
~i) in obtaining the legal remedies described in paragraph (3) at';Jve and (ii)' 
~n arranging for the removal and safekeeping of the classified material by 
either the CSO, contracting activity. or a military activity located at or 
near the facility. 

x. Release or Transmission Outside Contractor's Facility. The 
contractor shall obtain the approval of the contracting officer prior to 
release or transmission of TOP SECRET information outside a contractor's 
facility in every instance. With respect to SECRET and CONFIDENTIAL 
information, the contractor shall obtain the contracting officer's approval 
for re:ease or transmission outside the contractor's facility, except in the 
follow~ng instances: 
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(1) when release is required by the specific terms of the contract; 

(2) when it is necessary in the performance of the contract; 

(3) in connection with precontract negotiations with prospective 
subcontractors. vendors, or suppliers; 

(4) in prime contractor-subcontractor, MFO, and parent-subsidiary 
relationships as authorized by sections VI and VIII, respectively; and 

(5) during visits among prime contractors which are participating 
under U.S. Government direction in contracts pertaining to research, develop
ment, or production of a weapon system (see paragraph 3ct). 

When a contract requires classified material to be disseminated by a con
tractor to another contractor in accordance with a standard mailing or 
distribution list, and there is no current contractual relationship of a 
classified nature between the contractor and a designated recipient, the 
releasing contractor shall verify the FCL and safeguarding ability of the 
recipient prior to making the first release of any material, except when 
advised by the contracting activity supplying the distribution list that it 
will retain the responsibility for these determinations. If appropriate, 
the CSO of the recipient shall be advised by the releasing contractor that 
classified material will continue to be disseminated to the recipient under 
terms of the contract (identify the contracting activity and contract number) 
for a specified period (not to exceed the estimated date of contract com
pletion or renegotiation), unless advised by the CSO of a change adversely 
affecting the recipient's FCL or safeguarding capability. When the mailing or 
distribution list requires dissemination of the material to a UA installation, 
the foregoing requirements do not apply, but the material shall be transmitted 
in accordance with paragraph 17. 

y. DoD Technical Information Dissemination Activities. The contractor 
shall forward the DD Form 1541, "Facility Clearance Register," to the CSO when 
making the first application for access to classified scientific and technical 
information in the possession of the DTIC (Cameron Station, Alexandria, 
Virginia 22314), its field extensions, a DoD information analysis center, or 
the Redstone Scientific Information Center (U.S. Army Missile Command, 
Redstone Arsenal, Alabama). This form is used to obtain certification of the 
category of classified material that an applicant (contractor) is cleared to 

'ceive and is capable of safeguarding. A DD Form 1541 shall be submitted 
,.ly when requesting approval of the first "Registration for Scientific and 

Technical Information Services" (DD Form 1540). When certified, the DD Form 
1541 remains in effect for all future registrations and until the contractor's 
FCL is suspended, revoked, or terminated, or until the contractor is no longer 
able to safeguard classified material at the specified category. The DD Form 
1540 shall be submitted to the sponsoring UA contracting officer, in accord
ance with guidance provided by DTIC. Scientific and technical information 
acquired from DTIC, its field ext~nsiQns, a DoD information analysis center. 
or the Redstone Scientific Information Center shall be safeguarded in 
accordance with the requirements of this manual and the restrictions on the 
use, disclosure, and dissemination of the information, which are marked on the 
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documents. When the contract to which the DD Form 1540 applies is completed 
or terminated, the contractor shall either destroy the material in the manner 
prescribed in paragraph 19 or obtain authorization to retain the documents 
from the sponsoring UA in accordance with paragraph 5m. The placing of an 
appropriate notation on each document, indicating the sp:cific contract to 
which it pertains, will assist in achieving compliance wJ.th this requirement. 

z. List of Classified Contracts. The contractor shall, after receiving 
notice of a forthcoming security inspection, prepare a listing of all classi
fied contracts on which the facility is currently performing. 

aa. Investigative Assistance. The contractor shall cooperate fully 
with representatives of federal investigative agencies and,of th: CSO con
ducting official investigations pertaining to the unauthorJ.zed dJ.sclosure of 
classified information or concerning the eligibility of personnel requiring 
access to UA classified information. This should include providing suitable 
arrangements within the facility for conducting private interviews,with 
employees during normal working hours, making employment and securJ.ty records 
available for review on request by such representatives, and otherwise 
rendering assistance as necessary. 

abo Temporary Help Supplier Personnel. The contractor shall orient 
temporary help supplier personnel in the security practices and procedures 
of the facility, which will enable such personnel to understand and c~mply 
with the procedures applicable to the duties they are to pe:form. USJ.ng 
contractors will also submit, as appropriate, reports pertaJ.ning to such 
personnel while they are actually working at their facilitie~ under their, 
direction and control. This action by the using contractol. J.n no way relJ.eves 
the temporary help suppliers from complying with the requirement for se:urity 
indoctrination and training of their employees or other concurrent requJ.re
ments of this manual. 

ac. Self Inspections. Contractors shall conduct their own self
inspection program for the purpose of evaluating all security procedures 
applicable to the facility's operations. Contractors shall review their 
security system on a continuing basis and shall also conduct a form~l 
self-inspection so as to occur at a reasonable interval; that is, mJ.dway 
between inspections conducted by the CSO. The inspection may be conducted 
by a security representative(s) from the facility or by a HOF of cleared 
parent representative(s) at the discretion of management. In any event, 
management shall establish, at an appropriate organizational level, a 
procedure for evaluating the effectiveness of the self-inspection prog:am. 
Self-inspection shall consist of an audit of all the facilityls operatJ.ons 
in light of its SPP and the requirements of this manual. As a minimum, 
self-inspections will include all elements normally inspected by the CSO. 
The guidelines used by U.S. Government inspectors in conducting inspections 
of contractors are outlined in appendix XIII. These guidelines will change 
from time to time to reflect changes in ISM requirements. Not all of the 
items listed in appendix XIII are intended to be covered during anyone 
inspection, but over a reasonable period of time those items in appendix XIII 
that pertain to a facility should be covered during the self-inspections. 
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DeficienCies identified as a result of self-inspections shall be corrected 
as exp:ditiously as possible. In the event difficulty is encountered in 
resolvJ.ng a deficiency, the CSO will provide assistance on request. The 
contractor shall maintain a record of the dates on which the self-inspection 
has been accomplished, and this record must be available for review during the 
next scheduled inspection by the CSO. 

ad. Classification Responsibilities of Contractors. The contractor is 
responsible to implement the classification decisions of the U.S. Government 
contracting authority. Contractor implementation shall be based on classified 
source ma~erial or a DD Form 254 with its enclosed or referenced classifi
cation gUJ.des. 

ae. Verification of U.S. Citizenship. The contractor shall require 
each employee who is an applicant for a PCL (including the "CONFIDENTIAL" 
level) and who claims U.S. citizenship to produce evidence which will 
verify such citizenship. Documents which are acceptable evidence of U.S. 
citizenship are listed at appendix XII. Unless the form has a verification 
bloc~, a sta~ement as follows will be typed or stamped by the contractor in 
th: Remarks portion of the appropriate DoD clearance forms: "Authorized 
eVJ.dence of U.S. citizenship has been reviewed by the certifying official and 
the name, ~ate, and place of birth therein are as stated on this form." (The 
recent revJ.sions of DD Forms 48 and 49 have included verification blocks added 
to the forms.) In the case of PCL's by the DoD, if the required documentary 
evidence is not immediately obtainable prior to submission on the application 
to D~SCO, a statement as follows will be typed or stamped in the "Remarks" 
p~rtJ.on of the appropriate DoD clearance form: "Applicant has applied to 
(J.nsert name of agency organization) for authorized evidence of citizenship 
(insert acceptable document from appendix XII)." On receipt of evidence of 
citizenship, the contractor will notify DISCO that authorized evidence of 
U:S. citizenship has been reviewed and that the name and date and place of 
bJ.rth are as stated in the previously submitted clearance form. DISCO will 
not,forward a LOC until the contractor has certified the applicant's U.S. 
citJ.zenship. CONFIDENTIAL clearances by the contractor shall be granted in 
accordance with paragraph 24b. 

-', 
af. Su ervisor and Mana erial Res onsibilit for Re ortin Adverse In 

formation. Supervisory and managerial personnel shall be reminded of their 
respon~ibilities for adviSing the FSO of the existence of any information coming 
to theJ.r attention concerning any employee who has been cleared or is in the 
process of being cleared for access to classified information, when information 
indicates that such access may be questionable or not in the interest of national security. 

ago Security Inspections. As provided for in section II of the 
"Department of Defense Security Agreement," security inspections shall be 
conducted by the CSO for all cleared contractor facilities in order to ensure 
that the procedures, methods, and physical safeguards employed by contractors 
are adequate for the protection of classified information, which may be en
trusted to them. The frequency of such inspections is normally determined by 
the highest level of classified material possessed at the facility. However, 
security inspections may be conducted on an announced basis, or they may be 
unannounced. 
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ah. Contacts With Nationals or Representatives of Communist Countries * 
lQ/. Such contact shall require all cleared employees. including those in * 
the process of being cleared by the DoD. to immediately notify the contractor* 
of all questionable or suspicious contacts with nationals or representatives * 
of Communist countries. A questionable or suspicious contact in this regard * 
is any personal exchange. encounter. or relationship. which is determined to * 
consist of an actual. probable. or possible hostile intelligence collection * 
effort (see paragraph B. appendix VII. for assistance in recognizing a * 
reportable contact). * 
6. Reports. 

a. The contractor shall immediately submit in writing to the CSO a 
report of any of the following 11/. 

(1) Espionage. Sabotage, or Subversive Activities. The contractor shall 
submit an information copy of any report filed under paragraph 6c with the FBI. 

(2) Loss. Compromise. or Suspected Compromise. The contractor shall 
submit a report. classified. if appropriate. of any loss. compromise 
(including deliberate compromise). or suspected compromise of classified 
information ~/. 

(3) Other Security Violations. The contractor shall submit a 
report. in addition to the requirement of paragraph (2) above, classified. 
if appropriate. of each violation of the requirements of this manual involving 

11/ When reports are submitted or information is provided pursuant to these re
quirements. either classified if qualified. or offered in confidence. and 
so marked by the contractor. applicable exemptions to the Freedom of Infor
mation Act will be invoked as a matter of policy to withhold the informa
tion contained in such reports from public disclosure. When any of the 
reports submitted pursuant to these requirements contain unclassified in
formation pertaining to an individual. the Privacy Act of 1974 permits the 
withholding of that information from that individual only to the extent 
that the disclosure of the information would reveal the identity of a 
source who furnished the information to the U.S. Government under an express 
promise that the identity of the source uould be held in confidence. or. 
prior to September 27. 1975. under an implied promise that the identity of 
the source would be held in confidence. In appropriate cases. the DoD will 
entertain a request from a defense contractor or its employees for such 
assistance as may be necessary against legal action based on the reporting 
of information in accordance with the requirements of this manual. Such 
assistance may include support for a claim by the contractor or the em
ployees concerned that the information was reported under an absolute or 
qualifying privilege. In such cases. the DoD will request appropriate 
assistance from the Department of Justice. 

1l:../ When the facility or contractor is located on a UA installation. and the 
Commander or Head of that in3tallation is performing certain prescribed 
functions of a CSO. the original copy of the report shall be furnished to 
the. Commander or Head of the installation with an information copy of the 
report furnished to the CSO. 
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TOP SECRET or special access information. RESTRICTED DATA, or COMSEC infor
mation. regardless of classification. which the contractor possesses in 
connection with UA contracts or programs 1l:../. 

(4) Changed Conditions. 

(a) The contractor shall submit a report of any change of owner
ship. in~luding stock transfers that affect control of a corporation. 

(b) The contractor shall submit a report of change of operating 
name or address of the facility(s) covered by the DD Form 441. 

(c) The contractor shall submit a report of any change (that is. 
additions, deletions. or any change relative to the information which was 
previously submitted) in officers. directors. partners, regents. trustees. or 
executive personnel, including. as appropriate. the names of the individuals 
they are replacing. In addition. a statement shall be made indicating: (i) 
whether the new officers. directors. partners. regents. trustees. or executive 
personnel are cleared. and if so, to what level and when. their date and place 
of birth. social security number. and their citizenship; (ii) whether they 
have been excluded from access in accordance with the provisions of 22e; (iii) 
or whether they have been temporarily excluded from access pending the grant
ing of their PCL's. A new complete listing of OODEPs need only be submitted 
at the discretion of the contractor and/or when requested in writing by the 
CSO. 

(d) The contractor shall submit a report about any OODEP who 
becomes a RFI. as defined in paragraph 3bw. or whose status as a RFI changes 
in a manner that would make the OODEP ineligible for a PCL pursuant to 
paragraph 20k. 

(e) The contractor shall submit a report of action to terminate 
business for any reason. imminent adjudication or reorganization in bankruptcy. 
or any change that might affect the validity of the DD Form 441. 

(f) The contractor shall submit a report of any change which 
affects the information previously reported by the contractor on the DD Form 
441s. "Certificate Pertaining to Foreign Interests." This report will be made 
by the submission of a revised DD Form 441s. Moreover. when entering into 
discussions or consultations with foreign interests which may reasonably be 
expected to lead to the introduction or increase of FOCI and necessitate the 
submission of a revised DD Form 441s. the contractor shall report the details 
by letter. Additionally. when the contractor becomes aware of negotiations 
for the sale or transfer of securities to a foreign interest and such sale or 
transfer would necessitate the submission of a revised DD Form 44ls, the details 
will be reported by letter. Reports made pursuant to the foregoing are presump
tively proprietary and will be protected from unauthorized disclosure and handled 
on a strict need-to-know basis. When such reports are submitted in confidence. 
and so marked. applicable exemptions to the Freedom of Information Act will be 
invoked to withhold them from public disclosure. In cases where the contractor 
considers the information to be particularly sensitive ~r delicate and wishes 
to further restrict dissemination. the foregoing report may be appropriately 
marked and submitted to the Director. DIS. ATTN: Deputy Director (Industrial 
Security). 1900 Half Street, S.W •• Washington. D.C. 20324. 
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(5) Change in Closed or Restricted Areas, Vaults, and Strongrooms. 
The contractor shall submit a report of any change in the extent or location 
of closed areas, restricted areas, vaults, or strongrooms created under the 
provisions of section IV and appendix IV, respectively, including the 
establishment of such areas. 

(6) Change in Storage Capability. The contractor shall submit a 
report of any change in the storage capability that would raise or lower the 
level of classified information the contractor is able to safeguard. 
(This provision does not require the contractor to report the acquisition 
of additional containers approved for storage at the same level as that 
previously reported to the CSO.) 

(7) Employee Information in Compromise Cases. The contractor shall 
submit a report, on the written request of the CSO, of information concerning 
any employee working in any of his or her plants, factories, or sites where 
work for a UA is being performed, when the information is needed in connection 
with the loss, compromise, or suspected compromise of classified information. 

(8) Category of Classified Information. The contractor shall submit 
a report of the highest classification category of classified material received 
or generated at the facility. However, when the classification of the material 
received or generated is no higher than that of the material in possession of 
the facility during the last inspection or previously reported pursuant to this 
paragraph since the last inspection, an additional report need not be submitted. 

(9) Termination Statement. The contractor shall submit a report, in 
accordance with paragraph 5g, when an employee refuses to execute DISCO Form 482. 

(10) Delay in Shipment. The contractor shall submit a report, in 
accordance with paragraphs 17c(5)(d) and 17d(3)(d), of the delay in the 
movement of classified material by commercial carriers of more than 48 hours 
after the expected time of arrival. 

(11) Evidence of Tampering. The contractor shall submit a report, in 
accordance with paragraph 12e(2) or 17g, of evidence of tampering with a ship
ment containing classified material. 

(12) Improper Shipment. The contractor shall submit a report when a 
classified shipment is received by other than an approved method prescribed by 
paragraph 17. 

(13) Badges and Identification Cards. The contractor shall submit a 
report, in accordance with paragraph 8c, which will inform the CSO of the 
adoption of a new or revised employee badge or identification card system. 

(14) Authorization to Apply Classifications. On request, the con
tractor shall submit a report, in accordance with paragraph 10f(4), of the 
number of individuals currently autho~tzed by the contractor to apply a 
classification to information at each of the following categories: TOP 
SECRET, SECRET, and CONFIDENTIAL. 

(15) Location or Disposition of Classified Material Terminated From 
Accountability. The contractor shall submit a report, in accordance with para-
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graph 12h(2), when the whereabouts or disposition of classified material 
previously terminated from accountability is subsequently determined. 

(16) Inability to Safeguard Clas$ified Material. The contractor 
shall submit a report, by the most expeditious means, of any emergency 
situation, such as a natural disaster or civil disturbance, which renders the 
facility incapable of safeguarding all classified material (see paragraph 5w). 
A report shall also be provided to all contracting officers concerned. This 
requirement of the DoD does not preclude similar reporting of the incident to 
appropriate local, state, and federal civil authorities, as the situation 
warrants. 

(17) Foreign Classified Contracts. The contractor shall submit a 
report of any precontract negotiation or award of a foreign or NATO contract 
for a foreign firm or government involving either U.S. or foreign classified 
information which is not placed through a UA. 

(18) Receipt of Classified Material Not Related to a Classified Con
tract, Project, or Program. The contractor shall submit a report of the 
receipt of any classified material, which is not related to a contract, 
project, or program and for.which no specific safeguarding and disposition 
instructions have been received; further, if the contractor has been unable 
to obtain classification guidance or disposition instructions from the 
government originator, or the government activity releasing the material, the 
report shall state so. The report should identify the material by source, 
originator, quantity, subject or title, date, and classification category. 

(19) Visits by Communist Country Representatives or Nationals. The 
contractor shall submit a report, as soon as the visit arrangements are known, 
of the intent to host an unclassified visit by representatives or nationals of 
a Communist country 101. The report shall include the name and address of the 
contractor to be visited, the name(s) of the visitor(s) and the foreign firm 
or government agency and country represented, and the date and purpose of the 
visit. If access to information which relates to a classified contract or 
project is involved, the report shall include a description of the information 
and any other information concerning the visit which may be pertinent. In pre
paration for the visit, the contractor, in accordance with paragraph 5u, shall 
provide a defensive security briefing and a counterintelligence awareness briefing 
to cleared personnel hosting the visitor(s), as well as employees expect~.d to 
engage in marketing activities. Disclosure of unclassified information plar
taining to classified contracts or projects is governed by the provisions of 
paragraph 50. The contractor shall include in the report a statement as to 
whether paragraph 50 is applicable or an export license II is required. 

b. For all cleared personnel, the contractor shall submit the following 
reports immediately to the DISCO., Columbus, Ohio 43216, unless the individual 
involved is or was required to be cleared in connection with the FCL pursuant 
to paragraph 22, in which case the report will be submitted to the CSO 111 111. 

(1) Adverse Information 131. Contractors shall submit reports, 
classified, if appropriate, of any:1nformation coming to their attention 

(Footnote ~I is on the following page.) 
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concerning any of their employees who have been cleared or who are in the 
process of being cleared for access to classified information. which indicate 
that such access or determination may not be clearly consistent with the 
national interest. The subsequent discharge of an individual by the contractor 
who receives this information does not obviate the requirement to submit this 
report. In addition, if the individual is employed on a UA installation, a 
copy of such report shall be furnished to the Commander or Head of the UA 
installation. Where the employee concerned had been granted a CONFIDENTIAL 
clearance by the contractor, in accordance with paragraph 24b, and is not in 
process for a U.S. Government granted PCL, the peL forms specified in para
graph 26c shall accompany the report of adverse information. This requirement 
to submit information reports also applies to cleared temporary help supplier 
personnel or Type A Consultants utilized by the contractor. This requirement 
in no way affects the temporary help supplier's responsibility for submission 
of such reports when adverse information regarding his or her employee is 
brought to his or her attention. 

(2) Change in Employee's Status. The contractor shall submit a report 
of the death, the change in name, or the termination of employment of those 
employees who have been or are in the process of being cleared by the DoD for 
access to classified information, or who have taken residence or assignment 
outside the U.S., Puerto Rico, Guam, or the Virgin Islands for a period in 
excess of 90 consecutive days during any 12-month period. Visiting contractor 
employees under section V are not included under provisions of this paragra~h. 
Such changes will be reported by submission of a DISCO Form 562, "Personnel 
Security Clearance Change Notification." If the individual is reemployed wi,thin 
a 12-month period, DISCO shall be notified immediately. Clearances may not be 
reinstated after the 12-month period has elapsed. Additionally, if it is 
subsequently determined that an employee who is in the process of being cleared 

ll/ As a general rule, any information that reflects adversely on the * 

6. 

integrity or character of the employee, which suggests that his or her * 
ability to safeguard classified information may be impaired, should be * 
rep'orted to DISCO. In turn. DISCO will evaluate the information and * 
decide whether furth(\r action is warranted. The following are some * 
examples of the types of information (that is, based on incidents which * 
may occur within or outside the contractor facility), which should be * 
reported to DISCO: criminal activities; bizarre or notoriously dis- * 
graceful conduct; treatment for mental or emotional disorders; excessive * 
use of intoxicants; use of illegal, controlled substances such as * 
marijuana, heroin, cocaine, and hashish; and excessive in debtedness or * 
recurring financial difficulties. These examples are not all inclusive, * 
but are intended only to serve as a sample of the types of information * 
which should be reported. Only information which has been confirmed by * 
the contractor as fact need be reported. Reports based on rumor or in- * 
nuendo should not be made under this paragraph. If there is doubt * 
whether information should be reported, furnish the information to DISCO * 
for evaluation. In two court cases, Becker vs. Philco and Taglia vs. * 
Philco (389 U.S. 979), the U.S. Court of Appeals for the 4th Circuit * 
decided on February 6, 1967, that a contractor is not liable for defama- * 
tion of an employee because of reports made to the government pursuant * 
to the requirements of the ISM. * 
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by the DoD will not require access, DISCO shall be 'notified immediately so as 
to permit termination of the investigative action. When an individual is 
placed in temporary layoff status, a report of termination of employment is 
not required. provided reemployment occurs within 12 months. 

(3) Official Investigation. Contractors shall submit reports, on the 
written request of DISCO,. of information concerning any employees working in 
any of their plants. factories. or sites where work for a UA is being 
performed.'when the information is needed in connection with an official 
investigation. 

(4) Relationships in Communist Countries. The contractor shall 
submit a report. in accordance with paragraph 5v. of the establishment of a 
relationship between a cleared employee. or one who is in the process of 
being cleared by the DoD. and a citizen or resident of a Communist country. 

(5) Representative of a Foreign Interest. The contractor shall 
submit a report of any cleared employee (including those in the process of 
being cleared by the DoD). except those covered by paragraph 6a(4). who 
becomes a RFI, as defined in paragraph 3bw, or whose status as a RFI changes 
in a manner that would make him or her ineligible for a PCL pursuant to 
paragraph 20k. 

(6) Changed Intentions and Foreign Residence or Assignment of Immigrant 
Aliens. The contractor shall submit a report of: (i) residence or the assign
ment of a cleared immigrant alien outside the U.S. -- such individuals on 
visits of 90 consecutive days or less to foreign areas are not considered to 
be assigned outside the U.S., or (ii) a change in the intention of a cleared 
immigrant alien to reside permanently in the U.S. An immigrant alien's change 
of intent to reside permanently in the U.S •• and residence or assignment of an 
immigrant alien outside the U.S •• negates the basis (see paragraph 25) on 
which the LOC was issued, and the LOC will be administratively terminated 
without prejudice by DISCO on receipt of contractor notification. Except in 
connection with visits of 90 consecutive days or less. immigrant aliens may 
not be authorized access to classified information when visiting outside the 
U.S. Visits in excess of 90 consecutive days duration, shall invalidate any 
existing clearance. 

(7) Citizenship by Naturalization. The contractor shall submit a 
report of a cleared immigrant alien who becomes a citizen through naturaliza
tion. This report will be made by the "Personnel Security Clearance Change 
Notification" (DISCO Form 562). setting forth in the "Remarks" block: (i) city. 
county. and state where naturalized; (ii) date naturalized; (iii) court; and 
(iv) certificate number. On receipt of such a report, DISCO will issue a new 
LOC (DISCO Form 560). 

(8) Category 5 Visit Authorization. The contractor shall submit a 
report of the termination of a Category 5 visit authorization. in accordance 
with paragraph 41e. when the requirement for such authorization ceases to exist 
prior to the expiration of the period for which it is valid. 

(9) Travel or Attendance at Meeting. The contractor shall submit a 
report, in accordance with paragraph Su, on completion of travel to or through 
a Communist country. or attendance at an international meeting where Communist 
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representatives participated or attended. The report shall include the employee's 
full name, clearance status, date and place of birth, a brief description of the 
projects, including the category of classified information, to which he or she 
had access during the past 2 years (depending on the period of employment .or 
utilization by the contractor in the case of temporary help supplier person-
nel), the countries visited or the meeting attended, the dates of the travel, 
and the employee I s statement of the purpose and objective of the travel. l'he 
report shall include, if appropriate, a narrative statement of the circum-
stances surrounding all hostile intelligence efforts to obtain information 
from or to compromise the traveler, or any endeavor by an unfriendly interest 
to establish a continuing relationship with the employee. 

(10) Employees Desiring Not to Perform on Classified Work or Accept 
Security Responsibility or Requests to Terminate Clearance or Clearance 
Processing. The contractor shall submit a report on notification by an 
employee that he or she no longer wishes to be processed for a PCL, pursuant 
to paragraph 26, or to continue an existing PCL. 

c. The contractor shall submit immediately, in writing 14/, to 
the nearest field office of the FBI a report, classified, if appropriate, 
regarding the following events: 

(1) information coming to his or her attention concerning existing 
or threatened espionage, sabotage, or subversive activities at any of his .or 
her plants, factaries, labaratories, or ather sites, at which work for any UA 
is perfarmed, .or at which related material is acquired, stored, fabricated, or 
manufactured, .or is in process of research .or develapment, and 

(2) infarmation coming to his .or her attentian concerning emplay- * 
ee cantacts with natianals or representatives of Communist cauntries (see * 
paragraph 5ah). * 

7. Lo'ss, Compramise, .or Suspected Compramise of Classified Infarmation. 

a. The contractar shall establish a procedure ta ensure that each loss, 
compramise, .or suspected compromise of classified informatian and each failure 
to camply with a requirement .of this manual is immediately reparted to the 
FSO. Classified material which is out .of the control of its custadian or 
which cannot be lacated shall be presumed ta be last until an investigation 
determines otherwise. 

b. The cantractar shall establish such pracedures as are necessary ta 
ensure that any employee discavering the lass, campromise, .or suspected com
pramise of classified infarmatian .outside a facility promptly reports such 
a fact to: 

(1) the nearest .office .of the FBI, and furnishes sufficient 
information ta assist in identificatian .of the information -- if the lass, 

14/ If time is .of the essence and the initial report is made via phane to the 
FBI, it must be fallawed in writing, regardless .of dispasition made .of the 
repart by the FBI. 
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compramise, .or suspected compramise .occurs outside the U.S., the nearest 
U.S. authorities shall be notified in lieu of the FBI; and 

(2) the FSO, by the fastest means of communication, who will then 
comply with paragraph c below. 

c. Immediately on receipt of a report, in accordance with paragraphs a 
or b above, the contractor shall initiate a preliminary inquiry to ascertain 
all of the circumstances surrounding the reported loss, compromise, suspected 
compromise, or failure to comply with a requirement of this manual. In the 
event of loss, a tharough search shall be conducted for the classified material. 

d. If the contractor's inquiry prescribed in paragraph c above 
confirms: (i) that a loss, compromise, or suspected compromise of any clas
sified information occurred; or (ii) that a violation of a requirement of this 
manual involving TOP SECRET, COMSEC, special access information, or RESTRICTED 
DATA occurred, the contractor immediately shall submit a report of the inci
dent to the CSO in accordance with paragraph 6a(2) or 6a(3), as appropriate, 
and conduct a camplete investigation of the incident unless otherwise notified 
by the CSO. Submission of the report shall not be deferred pending completion 
of the contractar's investigation. 

e. On completion of the investigation prescribed in paragraph d above, 
a final report shall be submitted to the CSO referencing the preceding 
preliminary report, and containing the following: 

(1) a resume of the essential facts surrounding the incident, such 
as where, when, and how it occurred, and what were the contributing factors; 

(2) the name and position of the individual(s) who was primarily 
responsible for the incident, including a record of prior loss, compromise, 
suspected compromise, or failure to comply with the requirements of this 
manual for which the individual had been determined responsible; 

(3) a statement as to the corrective action taken to preclude a re
currence of similar incidents and the disciplinary action taken against the 
responsible individual(s), if any; and 

(4) specific reasons for reaching the conclusion that: (i) loss or 
compromise occurred, (ii) compromise is suspected, (iii) the probability of 
campromise is considered remote, or (iv) campromise did nat occur. In report
ing the loss or campromise of classified material, sufficient descriptive data 
shall be furnished to permit the UA cancerned ta praperly identify the material 
involved, such as .originating activity or contractor, date of origin, document 
title, number .of pages, description of contents, and the contract .or program 
under which the material was received or produced. 

8. Badges and Identification Cards. 

a. Employee Badges and/or Identification Cards. Pravided the can
tractar deems it necessary, he or she may use color or symbol coded identifi
catian badges .or cards, or a combination of the two ta assist in identifying 
the level .of security clearance of the holder and/ar to indicate that the 
holder is authorized to enter specified closed or restricted areas. However, 
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coded badges and cards shall be considered only as an aid in determining the 
current level of PCL of the holder or the closed or restricted areas to which 
the holder may have access. Re16ase of classified information or entrance to 
a closed or restricted area. on the sole basis of an identification badge or 
card, is not authorized. Further, whenever a combination of badges or cards 
is used. both must bear correlating data such as the same registration number 
or the name of the holder. If identification cards or badges are used for 
such purposes, the following shall apply. 

(1) The minimum identifying information to be shown on an employee's 
identification badge or card shall be the name and photograph of the holder. 
Other descriptive information to identify the authorized holder may be 
included on badges and/or cards at the option of the contractor. 

(2) The words TOP SECRET, SECRET. or CONFIDENTIAL, or abbreviations 
thereof. shall not appear on the badges or identification cards. 

(3) For entry into a closed or restricted area or access to classified 
information the contractor must establish some additional method for verifying 
clearance and need-to-know to be used in collaboration with the identification 
badge or card system. To the maximum extent possible. personal recognition should 
be the basis for ensuring that the holder of the badge or identification card has 
an appropriate PCL and need-to-know. When personal recognition is not possible. 
the individual responsible for the security of the closed or restricted area or 
holder of the classified information shall verify the identity of the individual 
and determine whether the individual has the appropriate PCL and need-to-know. 
This can be accomplished in a number of ways, including access lists, verification 
of clearance status through the office of the FSO. and the need-to-know through 
the prospective recipient's supervisor. Where cipher or similar locks are used 
in closed or restricted areas, the individual's knowledge of the cipher-lock com
bination, coupled with his or her badge, would establish the individual's authority 
for entry into the area. 

(4) The make-up and construction of badges and identification cards 
shall be designed to minimize the possibility of tampering or unauthorized use. 

(5) Badges and identification cards coded to indicate the level of 
security clearance or access to closed or restricted areas, shall be rigidly 
controlled and accounted for by the contractor by use of a numbering system. 
Such controls shaLl apply equally to permanent and temporary cards and badges. 
Badges and identification cards shall be promptly recovered or, when appro
priate, recoded whenever an employee's requirement for entry to a closed or 
restricted area no longer exists due to an internal transfer, termination of 
employment, revocation of PCL. or for other appropriate reasons. 

(6) Coded badges and cards shall be considereo only as an aid in deter
mining the current level of PCL of the holder or the areas to which the holder may 
have access. The clearance stgtus of a person who holds such a badge or identifi
cation card shall be verified when there is doubt as to the validity of the badge 
or card. 

(7) An employee badge and/or identification card may be issued to 
persons referred to in paragraphs 37h and 41a. 
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b. Visitor Badges. A badge of such design as the contractor conside~s suit
able may be issued to assist in identifying visitors who are authorized to e 
present in closed or restricted areas. Visitors' badges. except for those issue~ 
in accordance with paragraph a(7) above. shall not be used to indicate a visitor s 
PCL status. Visitors' badges shall be recovered at the conclusion of their 
visit. and they shall be rigidly controlled and accounted for by the contractor. 

c. Reporting. The procedure for use of badges or identification cards, 
as authorized in paragraphs a and b above. shall be incorporated in the SPP. 
In addition, the adoption of a new employee badge or identification card 
system or any cl. ""'ge in an existing badge or identification, card system shall 
be reported to the CSO in accordance with paragraph 6a(13). 

d. Use on User Agency Installations. The use of badges or identification 
cards to indicate the level of PCL of individuals performing duties within a 
UA installation shall be subject to regulations which apply to the installation. 

9. DoD Sponsorship of Meetings. Meetings described in paragraph 5q(3) which 
serve a government purpose and at which adequate security measures have been 
provided for in advance may be sponsored. As used herein, sponsorship shall 
refer only to sponsorship for security purposes which shall require a DoD 
Component to undertake all security responsibility and administration of the 
meeting. However, in the case of a meeting as described in paragraph 5q(3), 
the DoD Component having primary responsibility for the information il~.v~lved 
may designate a cleared DoD contractor to undertake overall responsib~l~ty for 
security and administration. 

a. Requests for Sponsorship. Contractors desiring to conduct meetings 
requiring DoD sponsorship shall submilt 'their requests to the DoD activity 
having principal interest in the subject matter of each meeting. Only one 
activity may sponsor a meeting on behal.lf of the DoD. Therefore. a reque~t 
shall be sent only to one DoD activity at a time. If that activity decl~nes 
to accept sponsorship, or if it is appropriate to change the sponsoring 
agency. the request may be sent to another DoD activity having a p~incipal 
interest in the subject matter of the meeting. Such requests shal~ include 
the details concerning all prior requests. Approval and sponsorship by the 
DoD will normally be granted only for a meeting conducted by a cleared DoD 
contractor. However, a meeting conducted by an association. contractor. 
institute. or society, whose membership is comprised prima~ily of cleared DoD 
contractors, contra~tor employees. or DoD personnel, may be sponsored for 
security purposes by the DoD. provided that a cleared contractor is 
designated and accepts overall security responsibility for the meeting on 
behalf of the association, society. or group. The request shall explain how 
the interests of national defense will be served by disclosing classified 
information at the meeting. and why the use of conventional channels for 
release of the information will not accomplish the purpose of those interests. 
The request shall also include a list of any foreign nationals or RFI's 
(including the names of the individuals, firms, or governments) whose 
attendance at the meeting is required. 

b. Attendance of Foreign Nationals or RFI ~/. No invitation. wrditten 
or oral. shall be tendered to a foreign national. or to a RFl, to atten any 

(Footnote ~/ is on the following page) 
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session of a meeting sponso~ed by a DoD activity. until approval for his or 
her attendance has been received from the sponsoring activity. If the 
attendance of a for~ign national or RFI is required. a written request in 
advance of the meet1ng shall be submitted and shall include: 

(1) identification of the foreign national or RFI by name, 
nationality. and government. for the individual or firm represented; 

(2) sessions or subject matter for which access authorization is de
sired (nationals or representatives of Communist countries shall be excluded 
without exception. from attendan~e at any classified session); ~nd 

(3) subJ·ect titles of scientifi t h i 1 c. ec n ca • and other papers scheduled 
for presentl:ttion by any foreign national or r i f epresentat ve 0 a foreign national or RFI. 

_ c,. Locatiol1 of Meetings. The ~ponsQring activity is responsible for 
evaluating and approving the location proposed for the meeting. 

(1) Meetings at which TOP SECRET or SECRET information is to be dis
clo~ed shall be held only at a U.S. Government installation or at an appropri
ate y cleared facility of a contractor which has adequate means for safeguard
ing classified ~resentations. Under this criteria. the proposed site would have 
to be located w1thin the physical boundaries of a cleared facility as indicated 
o~ the DD Form 374. "Facility Security Clearance Survey." An auditorium, assembl 
hc. .. ll, or gymnasium which is used primarily for campus activities and public y 
gatherings.will not be approved for a classified meeting at which TOP SECRET 
or SECRET 1nformation would be disclosed, even though it is located on the 
campus of a college or university, portions of which are a cleared facility. 

(2) Meetings at which information classified no higher than 
CONFIDENTIAL is to be disclosed shall normally be held at a U.S. Government 
installation or a cl d f iIi H . eare ac ty. owever. if suitable facilities are not 
ava1lable at a U.S. Government installation or contractor facility. the US2 of 

~ther locations may be approved, provided adequate security can be-m~i~t;i~ed: 
ontractor requests to use a location other than a U.S. Government installation 

or contractor facility shall include: 

(a) a justification of the proposed location; 

(b) an explanation why a U.S. Government installation or cleared 
facility cannot be used; and 

(c) an explanati1n why separate classified and unclasSified 
sessions cannot be scheduled, thereby permitting the use of a U.S. Government 
installation or a cleared facility for the classified portions of the meeting. 

~/ Persons granted reciprocal clearances, and RFI's cleared for access to 
classified information under the DoD Industrial Security Program are n t 
sub~ect to the limitation of paragraph 9b. However, persons gra~ted 0 

rec1procal clearances are subject to the access limitations prescribed in 
paragraph 31. 
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d. Security Procedures. When sponsorship of a meeting has been 
accepted by a DoD activity, the contractor shall develop the security measures 
and procedures to be used, and obtain the sponsoring activity's approval 
thereof. The security measures shall include adequate arrangements for the 
following. 

(1) Security measures shall include strictly limiting attendance at 
classified meetings to those persons whose presence is necessary in the 
interest of national defense and who are otherwise eligible. This shall 
include measures for the following. 

(a) Security measures shall include determining and ensuring 
that all persons selected and approved to attend classified sessions have been 
granted a PCL for access to classified information equal to or higher than the 
category of information to be disclosed, and have duties in connection with a 
classified contract or program that requires such access in promoting the 
interests of national defen~~. F9~ contractor personnel, the certification of 
PCL and need-to-know shall be accomplished as provided in paragraph f below. 

(b) Security measures shall include review and approval by the 
sponsoring activity of all announcements and invitations related to the meetings 
and lists of attendees pertaining thereto. Announcements and invitations shall 
be unclassified, and shall include the name of the sponsoring activity and the 
date of the approval. 

1 Notices and announcements of meetings, whether classified, 
unclassified. or mixed. and not amounting to invitations to attend, may be pub
lished publicly. provided classified information is not included in such notices 
or announcements. 

2 In the case of classified meetings. invitations to attend 
(whether on an individual or class basis) shall not be sent to a person known to 
be a national from or a representative of a Communist country. 

3 In the case of mixed meetings. that is. those having both 
classified and uncLassified sessions, the restrictions as to invitations to 
persons known to be nationals from. or representatives of. a Communist country 
to attend are applicable to the classified session. As to the unclassified 
session. such notice or invitation to attend shall not be sent to persons 
known to be nationals from. or representatives of, a Communist country, unless 
and until specific authorization, on an individual name basis, has been made 
in advance by the Secretary or Head of the DoD Component. 

(2) Security measures shall include safeguarding and controlling the 
distribution of notes, minutes, summaries, recordings. proceedings, and 
reports on the classified portions of the meeting. Such material shall 
normally be sent only to those approved for attendance at the classified 
sessions. However, the sponsoring activity may also authorize distribution to 
others who are determined to be eligible for, and require access to, the 
classified information involved. In any event, the material shall only be 
sent to a U.S. Government activity or cleared contractor facility and marked 
for the attention of the intended recipient. as provided for in paragraph 17k. 
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(3) Security measures shall include notifying each person who presents 
or discloses classified information at the meeting of the security limitations 
on disclosures for such reasons as the level of clearance or need-to-know of 
members of the audience or other limitations established by the U.S. Government. 

(4) Security measures shall include ensuring the physical security 
of the meeting site and the area used for classified sessions or displays. 
This shall include provisions for guards, entrance controls, personnel 
identification, storage facilities, and adequate security against unauthorized 
access to, or illicit acquisition of, the classified information. 

(5) Security measures shall include ensuring that attendance at a 
mee~itig or session at which classified information is to be disclosed is 
limited to persons whose names appear on an approved access list, and then 
only on proper identification. 

(6) Security measures shall include submitting the minutes, summaries, 
recordings, proceedings~ and reports of the meeting to the sponsoring activity 
for security-review and for approval of the proposed distribution. 

(7) Security measures shall include ensuring that individuals making 
oral presentations at meetings provide classification guidance sufficient to 
enable attendees to identify what information is classified or unclassified 
and, if classified, at what category or categories of classification. 

e. Request for Disclosure Authority. A contractor desiring to disclose 
classified information at a meeting as provided in paragraph 5q(3) or 5q(4) shall: 

(1) obtain prior written authorization for each proposed disclosure of 
classified information from the contracting officer having jurisdiction over the 
information involved -- if authorization for foreign nationals to attend the 
meeting has been requested from the sponsor, that fact shall be stated in the 
request for disclosure authority; 

(2) furnish a copy of the disclosure authorization to the U.S. Govern~ 
ment activity conducting or sponsoring the meeting; and 

(3) furnish a written copy of the presentation, as made, to the con
tracting officer and to the conducting or sponsoring activity, if they are not 
one and the same. 

f. Requests to Attend Classified Meetings. A contractor desiring to 
have an employee attend a classified meeting shall: 

(1) certify to the PCL status and need-to-know of the employee who 
will attend the classified meeting, and 

(2) forward the application or request to attend the meeting, together 
with the necessary justification (see paragraph d(l)(a) above), to the 
contracting officer for the classified contract under which access is being 
justified, requesting that it be forwarded to the sponsoring activity. 
However, where access is being justified under a UA program, rather than a 
contract. the request shall be forwarded to the official of the UA activity 
who is monitoring the contractor's participa,tion in the program. 
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Section II. HANDLING OF CLASSIFIED INFORMATION 

10. Classification. 

a. The security classification (TOP SECRET, SECRET, or CONFIDENTIAL) 
to be applied to information involved in UA contracts and programs will be 
supplied by the contracting officer or the designated representative of the 
UA concerned. The DD Form 254, with attachments and suppleme~ts, as appro
priate, provides classification specifications to be used for this purpose. 
The completed DD Form 254 is the basic document for conveying to the 
contractor the classification, regrading, downgrading, and declassification 
specifications for a classified contract. It is designed to identify the 
specific items of classified information involved in the contract which 
require security classification protection. Contractors are encouraged to 
advise and assist in the development of the classification specification in 
order that their technical knowledge may be utilized and they may be in a 
better position to anticipate the security requirements under the contract and 
organize their procedural and physical plant layout accordingly. Contractors 
are also urged to submit recommended changes to the class~ficatiQn specifica~ 
tion if they encounter difficulty in applying or interpreting the guidance 
provided. 

b. An original DD Form 254, which sets forth the classification 
specifications or cites the classification guidance in item 15, is provided 
to the contractor by the UA with an RFP, RFQ, IFB, or other solicitation and 
with the award of a contract which will necessitate access to classified 
information. A revised DD Form 254 will be issued at any time a change or 
additional classification guidance is necessary. The UA reviews the existing 
classification specifications periodically during the contract and at least 
once every 2 years. When the biennial review establishes that no change 
is necessary in the existing guidance, the prime contractor is advised in 
writin~- A final DD Form 254 is issued on final delivery of goods or services 
~~ on t~rmination of the contract when authority is granted under paragraph 5m 
for the contractor to retain classified material originated by the UA or 
generated by the contractor in the performance of the contract, or when all 
classified material, for which retention authority would be required, is 
ordered immediately declassified. A final DD Form 254 is not issued, however. 
when authority is granted under paragraph 5m for the contractor to r,etain only 
reference material (see paragraph 3bt). 

c. At the end of a retention period authorized under paragraph 5m, if 
the contractor requests an extension of the retention period, the UA will 
conduct a review to ensure that the contractor has a continued requirement for 
possessing the classified material and to revise the existing classification 
specifications as necessary to cover the classified material for which an 
extension of retention authority is authorized. 

d. The application of a security classification to information devel
oped by the contractor shall be based on: (i) the classification guidance 
furnished by the the contracting officer of the UA, in accordance with 
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paragraph a above, or (ii) the contractor's knowledge that such information 
is in substance the same as, or would reveal, other information known to be 
currently classified. Material developed by the contractor containing 
classified information, or from which classified information could be 
obtained, shall be marked in the manner prescribed in paragraph 11. 

~~--- ~----

e. If contractors holding classified information have substantial 
reason to believe that the information is classified improperly or unneces
sarily, they are encouraged to discuss such classification with the classifier 
of the information, with a view to bringing about correction, if appropriate. 
If unsuccessful and it is believed that corrective action is still reQuired. 
a formal challenge may be made' to the element of government that originally· 
classified the information. Challenges to classification made under the 
provisions of this paragraph must include a sufficient description of the 
information and the identification of the original classifier. Challenges to 
a classification must also include the reason(s) why the challenger believes 
that the information is classified improperly or unnecessarily. Likewise, if 
a contractor who receives classified information has reason to believe that 
current security considerations justify downgrading to a lower classification 
or upgrading to a higher classification. the foregoing procedures will also 
apply. However, in all of the above instances pending a final determination, 
the material shall be safeguarded as required for its assigned or proposed 
classification, whichever is higher, until the classification is changed or 
verified as correct. If no answer is received within a 45-day period, the CSO 
may be requested to provide assistance in obtaining a response. 

f. The contractor shall establish a procedure to ensure the following. 

(1) In the case of a document, and except as specified in para
graph (3) below, the manager or supervisor, whose signature or other form of 
approval is required before the document may be issued, transmitted, or 
referred outside of the facility, determines the necessity, currency, and 
accuracy of the classification applied to that document. 

(2) In the case of material other than a document, and except as 
specified in paragraph (3) below, the manager or supervisor in charge at the 
operational level where the material is being produced or assembled determines 
the necessity, currency, and accuracy of the classification applied to that 
material. 

(3) In those situations involving the copying or extracting of 
classified information from another document, or involving the reproduction 
or translation of a whole classified document, the individual responsible 
for such copying, extracting, reproduction, or translation marks the new 
document or copy with the same classification as that applied to the 
information or document from which the new document or copy was prepared. 
However, if the contractor believes the classification marking is improper 
in any respect, such marking shall be in accordance with a final disposition 
of the contractor's action under paragraph IDe. 

(4) Employees responsible for the currency, necessity, and accuracy 
of the classification applied to information, under paragraphs (1) and (2) 
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above, are held to a minimum number consistent with operational requirements. 
The number of such employees shall be reported to the CSO on request in 
accordance with paragraph 6a(14). 

(5) Questions on the currency of the classification of reference 
material are referred as indicated in paragraph 60i. 

g. Whenever a contractor develops an unsolicited proposal or originates 
information not in the performance of a UA contract or program, the following 
rules shall apply. 

(1) If information is included in the proposal or other material 
which the contractor identifies as already being classified, the proposal or 
other material shall be marked with the appropriate classification in accord
ance with paragraph 11. 

(2) If the case does not fall within paragraph (1) above, and the 
contractor believes that the proposal or other material contains information 
which mayor should be safeguarded, the contractor is requested to protect the 
information as though classified at the appropriate level, until an advisory 
classification opinion is obtained from a UA which has an interest in the 
subject matter. In any such case, the following protective marking, or a 
similar marking which clearly conveys the same meaning. will be used: 

Classification determination pending. 
Protect as though classified 

(CONFIDENTIAL, SECRET, or TOP SECRET) 

This marking shall appear conspicuously at least once on the material, but it 
is not necessary to mark the material further in accordance with paragraph 11 
until the advisory classification opinion. is received. In addition, if appli
cable. contractors are not precluded from designating such information as 
company private or proprietary information. 

(a) Pending determination by the UA, the following 
precautionary measures should be taken in regard to safeguarding such 
information. 

1 Access to the information should be limited to the 
minimum number of personnel practical. 

2 Persons selected to have access to the information 
should be limited to U.S. citizens or immigrant aliens who are known to be 
trustworthy. They should be advised of the importance of the information. 

3 When not in use, documents containing the information 
should be stored in a secure container. 

4 In forwarding the information between persons or loca
tions, a secure method of transmission should be used. 

5 Reproduction of the information should be kept to a 
minimum. 
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(b) It is the policy of the U.S. Gove~ent not to classify 
information over which it has no jurisdiction. The proposal or other material 
shall not be classified by the UA: (i) unless it incorporates classified , 
information to which the contractor was given prior access, or (ii) unless the 
government first acquires a proprietary interest in the information. 

h. The contractor shall provide security classification specifications 
to employees performing in a sales or technical capacity and under a classi
fied contract outside of the U.S. 

i. The fact that information currently classified by a UA has been 
disseminated by a public medium of communication does not automatically mean 
that it has been declassified. Classification shall be continued until 
advised to the contrary by the UA. Questions as to the propriety of continued 
classification in these cases sh~"'uld be brought to the immediate attention of 
the contracting officer. 

II. Marking. 

a. General. Classification designation by physical marking, notatio~, 
or other means serves to warn and to info.rm the holder what degree of protec
tion against unauthorized disclosure is required for that information or 
material. Other notati:.,'}'''~ ;~acilitate downgrading, declassification, and aid 
in derivative classificl~l'U'(,':il actions. Therefore, it is essential that all 
classified information and material be marked in such a manner that it is 
clear to the holder what level of classification is assigned to the informa
tion or material, exactly what portions of the information or material contain 
or reveal classified information, how long the protection is required, and any 
other additional markings required for protection of the information or 
material. 

b. Marking Requirements for Information and Material. The markings 
shown in paragraphs (1) through (8) below are required for all classified 
information, regardless of the form in which it appearfl.. Some material, such 
as documents, letters, and reports, can be marked easily with the appropriate 
markings. Marking other material, such as equipments, ADP media, and slides. 
will be more difficult due to size or other physical characteristics. Since 
the purpose of the markings is to warn the holder that the information 
requires special protection, it is necessary that all classified material be 
marked with the appropriate markings to the fullest extent possible to ensure 
that it is afforded the necessary safeguards. 

(1) Identification Markings. All classified material shall be 
marked to show: (i) the name and address of the facility responsible for its 
preparation, and (ii) the date of preparation. These markings are required on 
the face of all classified documents. 

(2) Overall Markings. The overall classification of a document, or 
any copy or reproduction thereof, shall be conspicuously marked or stamped at 
the top and bottom on the outside of the front cover (if any), on the title 
page (if any), on the first page, and on the outside of the back cover (if 
any). If the document does not have a back cover, the outside of the back or 
last page, which may serve as a cover. may also be marked at the top and 
bottom with the overall classification of the document. The markings shall be 
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stamped, printed, etched. written, engraved. painted. or affixed by means of a 
tag. sticker, decal, or similar device on classified material. other than 
documents, and on containers of such material. if possible. If marking the 
material or container is not practical, written notification of the appro
priate markings shall be furnished to recipients. Copies of documents shall 
include the appropriate markings on the documents themselves. 

(3) Page Markings. Interior pages of classified documents shall be 
conspicuously marked or stamped at the top and bottom with the highest classi
fication of the information appearing thereon. or the designation-UNCLASSI
FIED, if all the portions on the page are UNCLASSIFIED. Alternatively. the 
overall classification of the document may be conspicuously marked or stamped 
at the top and bottom of each interior page, when necessary to achieve produc
tion efficiency and so that the particular information to which classification 
is assigned is adequately identified, in accordance with paragraph b(5) below. 
In any case, the classification marking of a page shall not supersede a lower 
level of classification indicated by a portion marking applicable to informa
tion on that page. 

(4) Component Markings. The major components of complex documents 
are likely to be used separately. In such instances, each major component 
shall be marked as a separate document utilizing the classification marking 
requirements of this manual. Examples include: (i) each annex, appendix, or 
similar component of a plan, program, or project description; (ii) attachments 
and appendices to a letter; and (iii) each major part of a report. 

(5) Portion Markings. Each section, part, paragraph, or similar 
portion of a classified document shall be marked to show the level of its 
classification, or that such portion is unclassified. Portions of documents 
shall be marked in a manner that eliminates doubt as to which of its portions 
cont~ins or reveals classified information. For the purpose of applying these 
mark~ngs, a portion or paragraph shall be considered a distinct section or 
subdivision of a chapter, letter, or document dealing with a particular point 
or idea which begins on a new line and is often indented. Classification 
levels of portions of a document shall be shown 'by the appropriate classifica
tion symbol placed immediately following the portion's letter or number, or in 
the absence of letters or numbers, immediately before the beginning of the 
portion. In marking portions. the parenthetical symbols "(TS)" for TOP 
SECRET, "(S)" for SECRET. "(C)" for CONFIDENTIAL, and "(U)" for UNCLASSIFIED 
shall be used. When appropriate, the symbols "RD" for RESTRICTED DATA and 
"FRD" for FORMERLY RESTRICTED DATA shall be added for example "(S-RD)II or 
"(C F )" ". - RD. In addition, portions that contain Critical Nuclear Weapon Design 
Information (CNWDI) will be marked "(N)" following the classification, for 
example, "(TS-RD)(N)." 

(a) Portions of U.S. documents containing foreign government 
information shall be marked to reflect the country or international organiza
tions of governments of origin as well as the appropriate classification (for 
example, "(NATO-S)" or "(U.K.-C)," or "(NATO-R)" for NATO-RESTRICTED), e~cept 
where such markings would reveal that the information is foreign government 
information, when that fact must be concealed, or if a confidential source or 
relationship not otherwise evident in the document is revealed. Where a UA 
determines that this information would be revealed, the classification 
specifications and source documents furnished to contractors will not bear 
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this information, and in these cases contractors will not identify the foreign 
governments in any classified material generated. See paragraph e below for 
other marking requirements for foreign government information. 

(b) When illustrations. photographs. figures, graphs, drawings. 
charts. or similar portions are contained in classified documents they shall 
be marked clearly to show their classified or unclassified status. In this 
instance, such markings shall not be abbreviated and shall be prominent and 
placed within or contiguous (touching or near) to such a portion. Captions of 
such portions shall be marked on the basis of their content alone by placing 
the symbOl ii(TS),ii "(S)," "(C)," or "(U)" immediately preceding the caption. 

(c) If, in an exceptional situation. parenthetical marking in 
the portions is determined to be impractical. the classified document shall 
contain a description sufficient to identify the exact information that is 
clas§ified and the classification level(s) assigned to it. For example. each 
portion of a document need not be separately marked if all portions are 
classified at the same level, provided a full explanation is included in the 
document. 

(d) When elements of information in one portion or paragraph 
require different classifications, but segregation into separate portions or 
paragraphs would destroy continuity or context. the highest classification 
required for any item shall be applied to that portion or paragraph. 

(6) Subject and Title Markings. Subjects and titles of documents 
shall be selected, if possible, so as not to require classification. A 
classified subject or title shall be marked with the appropriate symbol (TS). 
(S), or (C) placed immediately following and to the right of the item. An 
unclassified subject or title shall be marked with a (U) placed immediately 
following and to the right of the item. When applicable, other appropriate 
symbols, for example, "(RD)." Ie{FRD)," "(N)." or "(NATO)" shall be added. 

(7) Downgrading/Declassification and "Classified by" Markings. 
Procedures for marking downgrading and declassification instructions, and for 
completion of the "Classified by" line are prescribed in appendix II. These 
markings shall be placed either on the cover. first page. title page. or in a 
similarly prominent position on classified documents. 

(8) Additional Markings. In addition to the markings specified 
above, classified material shall be marked. if applicable. with one or more 
of the notations prescribed below. or other markings specified by a UA. The 
appropriate notation shall be printed. stamped. typed. or otherwise affixed 
conspicuously at least once on classified material possessed 1/. prepared. 
or reproduced by the contractor. In addition. when a copy. eitract. or 
paraphrase of a document contains classified information. or when a page, 
chapter. or other component is separated from such a document. the extract 
or component shall also be conspicuously marked at least once with the 

1/ Classified material that is already marked with officially prescribed 
additional warning notices that convey in substance the same meanings 
those prescribed in paragraph b(8) need not be re-marked. 
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appropriate notation. In the case of documents, these warning notices shall 
be conspicuously marked on the outside of the front cover (if any) or on the 
first page if there is no front cover. When display of warning notices on 
other materials is not feasible, the warnings shall be included in the written 
notification provided to recipients. 

(a) RESTRICTED DATA Notation. The following notation shall be 
affixed on all material which contains "RESTRICTED DATA": 

RESTRICTED DATA 
This material contains RESTRICTED DATA as defined 

in the Atomic Energy Act of 1954. Unauthorized disclosure 
subject to administrative and criminal sanctions. 

(b) FO~~RLY RESTRICTED DATA Notation. EXCept when the 
"RESTRICTED DATA" notation is used. all material containing information in 
the "FORMERLY RESTRICTED DATA" category shall be marked with the following 
notation: 

FORMERLY RESTRICTED DATA 
Unauthorized disclosure subject to administrative 

and criminal sanctions. Handle as RESTRICTED DATA in foreign dissemination. 
Secti.on 144 b. Atomic Energy Act 1954. 

(c) INTELLIGENCE SOURCES OR METHODS Notation. Classified infor
mation or material involving intelligence sources or methods and subject to 
specific dissemination controls shall be marked with the following warning 
notice J:../: 

lflARNING NOTICE 
INTELLIGENCE SOURCES OR 

METHODS INVOLVED 

(d) DISSEMINATION AND REPRODUCTION NOTICES. From time to time 
certain UA's may promulgate certaill classified information. which the govern
ment agency originating the material has determined should be subject to 
special dissemination or reproduction limitations or both. Statements sub
stantially as follows will be included on the front cover of such documents: 

REPRODUCTION REQUIRES APPROVAL OF 
ORIGINATOR OR HIGHER GOVERNMENT AUTHORITY. 

(Reproduction of all portions of the information contained in such documents is 
absolutely prohibited without the permission of the originating office or higher 
government authority.) 

1/ Existing stamps and preprinted labels containing the caveat, "Warning 
Notice -- Intelligence Sources and Methods Involved," may be used until 
a replacement stamp is obtained or the supply of labels is exhausted. 
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FURTHER DISSEMINATION ONLY AS 
AUTHORIZED BY CONTRACTING 

OFFICER 

(Further dissemination within the rece~~~n~_~ont:actor.fa<:ili~y 
persons authorized by the addressee. D~ssefudnat~on outside the 
prohibited without the permission of the contracting officer.) 

is restricted to 
facility is 

(e) FOREIGN GOVERNMENT INFORY~TION. This marking is used on 
U.S. documents containing "FOREIGN GOVERNMENT INFQRMATIQN".tQ ensure that such 
information is not declassified prematurely or made access~ble to nationals of 
a third country without the consent of the originator. 

(f) THIS DOCUMENT CONTAINS NATO INFORMATION. This marking is * 
used on U.S. document$ which contain extracts from NATO documents to ensure * 
that such information is not declassified or made accessible to nationals of * 

* non-NATO countries without NATO approval. 

c. Marking Specific Types of Material. The following procedures for 
marking specific types of material are not all inclusive. Due t~ the many 
variations that may occur in the preparation of classified mater~als. every 
possible marking situation cannot be addressed. These procedures are for 
marking various types of material. which are most often encountered by . 
contractors, and may be varied to accommodate the physical characterist~cs 
of the material and organizational and operational requirements. 

(1) Artwork. Original artwork shall have the overall security 
classification stamped or conspicuously marked in the top and bottom margins 
of the mounting board and on all overlays and cover sheets. Other markings 
specified in paragraphs bel) through (8) above also shall be included on such 
documents. as applicable. 

(2) Charts. Maps. Drawings. and Tracings. The appropriate classifi
cation markings for the legend. title. or scale block shall be shown in the 
legend, title. or scale block itself. or in such a manner as to differentiate 
between the overall classification assigned to the document and any classifi
cation assigned to the legend or title itself. The overall classification 
of the document shall be marked or stamped at the top and bottom of each 
document. Any identifiable portions of such documents shall be marked in the 
manner'prescribed in paragraph b(5) above. if possible. When the customary 
method of folding or rolling charts, maps. drawings. or tracings would cover 
the classification markings, additional classification markings shall be 
placed so as to be clearly visible when the document is folded or rolled. 
Other markings specified in paragraphs bel) through (8) above also shall be 
included on such documents, as applicable. 

(3) Decks of Automatic Data Processing Punched Cards. When a 
deck of classified automatic data processing punched cards is handled and 
controlled as a single document, only the first and last cards require 
classification markings. An additional card shall be added (or the job 
control card modified) to identify the contents of the deck. and to show the 
appropriate markings specified in paragraphs bel) through (8) above. Cards 
removed for separate processing or use, and not immediately returned to the 
deck, shall be protected to prevent compromise of any classified information 
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contained therein, and for this purpose shall be individually marked as 
prescribed in paragraphs bel) through (8) above. Alternatively, a grouping 
of cards so removed may be controlled las a separate document and so marked. 

(4) Documents Produced by l>JJP Equipment. These documents are 
divided into two groups: (i) printouts and listings which are produced in 
a continuous form, and (ii) all other documents produced by ADP equipments. 

(a) Continuous Form Documents. The overall classification 
markings shall be affiXed as prescribed in paragraph b(2) above. Classifica
tion markings of interior pages may be applied by the ADP equipment or by 
other means. If individual pages of a continuous form document are removed or 
reproduced, they shall be marked as prescribed in paragraph b(4) above. The 
other applicable markings may be applied by the ADP equipment or, if not 
practical, by other means. 

(b) Other ADP Produced Documents. Other documents produced by 
ADP equipment shall be marked in the same manner as prescribed by paragraphs 
bel) though (8) above. 

(5) Files, Folders, or Groups of Documents. Files, folders. 
binders, envelopes, and other items, containing classified documents, when 
not in secure storage, shall be conspicuously marked according to the highest 
classification of any classified document included therein. Classified 
document cover sheets may be used for this purpose. 

(6) Messages. Electronically transmitted messages (that is, those 
transmitted via authorized CRYPTOSYSTEMS) shall bear appropriate markings as 
specified in paragraphs bel) through (8) above, except as noted herein. The 
first item of information in the text shall be the overall classification of 
the message. The message also shall show the date or event for declassifica
tion or the notation "Originating Agency's Determination Required" or "OADR." 
and downgrading action, if applicable. The "Classified by" line information 
is not required. Portions shall be marked in the manner required for other 
documents. When messages are printed by an automated system, all markings may 
be applied by that system, provided that the classification markings are 
clearly distinguished from the printed text. (NOTE: The highest level 
official identified on the message as the sender, or in the absence of such 
identification, the highest level official at the facility originating the 
message, is deemed to be the classifier of the message. The originator is 
responsible for maintaining adequate records to show the source of an assigned 
derivative classification.) 

(7) Microforms. Microforms are copies usually produced on trans
parent or opaque materials in sizes too small to be read by the unaided 
eye. Accordingly, the appropriate markings as specified in pa~~graphs b(l) 
through (8) above shall be conspicuously marked on the microform medium or 
its container, so as to be readable by the unaided eye. These markings shall 
also be included on the image so that when the image is enlarged and displayed 
or printed, the markings will be conspicuous and readable. The markings 
specified in paragraph b(7) above may be abbreviated. Further markings and 
handling shall be as appropriate for the particular microform involved. For 
example. roll film microforms (or roll microfilm employing 16, 35, 70, or 105 
mm films) may generally be handled as provided for roll motion p1cture films. 
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and decks of "aperture cards" may be handled as decks of automatic data 
processing punched cards. ~~enever possible, microfiche, microfilm strips, 
and microform chips shall be handled in accordance with this paragraph. 

(8) Motion Picture Films. Classified motion picture films and video 
tapes shall be marked at the beginning and end of each reel by titles bearing 
the appropriate classification and applicable associated markings. Such 
markings shall be visible when projected. Motion picture film and video tape 
containers shall bear conspicuous classification, declassification, and if 
applicable, downgrading markings. Other markings specified in paragraphs bel) 
through (8) above shall also be applied, if applicable. 

(9) Photographs. Photographs shall be marked in such a manner so 
that a recipient or viewer will knQw that information of a sPecified level 
of classifi~ation is involved. Negatives and positives shall be marked, 
whenever practical, with the appropriate classification and applicable 
associated markings. Roll negatives or positives may be so marked at the 
beginning and end of each strip. Containers for negatives and positives 
shall be conspicuously marked with the highest level of ~lassification of 
their contents. Other markings specified in paragraphs bel) through (8) above 
shall also be applied, if applicable. All prints and reproduction.s shall be 
conspicuously marked with the appropriate markings, as specified in paragraphs 
bel) through (8) above, on the face side of the print, if possible. Where 
such markings cannot be applied to the face side, they may be stamped or 
marked on the reverse side, or affixed by pressure tape label, stapled strip, 
or other comparable means. (NOTE: When self-processing film or paper is used 
to photograph or reproduce classified information, all parts of the last 
exposure shall be removed from the camera and destroyed as classified waste, 
or the camera shall be protected as classified information.) 

(10) Recordings. Magnetic, electronic. or sound recordings shall 
contain a clear statement of the overall classification at the beginning and 
end of the recording which will provide adequate assurance that any listener 
or receiver will know that classified information is involved. Containers for 
recordings shall be conspicuously marked with the appropriate classification 
and applicable associated markings, as specified in paragraphs bel) through 
(8) above. 

(11) Removable Automatic Data Processing and Word Processing Storage 
Media. 

(a) External. Removable information storage media and devices, 
employed with ADP systems and typewriters or word processing systems, shall 
bear external markings clearly indicating the appropriate markings as speci
fied in paragraphs bel) through (8) 'above. Included are media and devices 
that store recorded information in analog or digital form, and are generally 
mounted or removed by the users or operators. Examples include magnetic tape 
reels, cartridges, and cassettes; removable disks, disk cartridges, disk 
packs, and diskettes; paper tape reels; and magnetic cards. 

(b) Internal. In addition, ADP systems and word processing 
systems employing such media shall provide for internally recorded security 
markings to ensure that classified information contained therein, when reprQ
duced or generated, will bear appropriate markings as specified in paragraphs 
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bel) through (8) above. (Existing ADP systems and word processing systems, 
that is; systems previously approved by the eso, shall provide this internal 
classification identification where the capability exists for implementation 
without ext.ensive system modification. Alternately, where extensive.system 
modification would be required for existing systems, an exception may be made 
by the eso, provided procedures are established to ensure that users and 
recipients of the media, or the information therein, are clearly advised as 
to the appropriate markings for the contents. Requirements for the security 
of nonremovable ADP storage media and clearance or declassification procedures 
for various ADP storage media are contained in section XIII.) 

(12) Translations. Translations of u.S. classified information into 
a language other than English shall be marked to show the U.S. as the country 
of origin, with the appropriate U.S. markings as specified in paragraphs bel) 
through (8) above. and the foreign language equivalent thereof (see appendix 
XIV of this manual). 

(13) Transmittal Documents. A transmittal document, including 
endorsements and comments when such are added to the basic communication, 
shall carryon its face a prominent notation as to the highest classification 
of information transmitted by it and a legend showing the classification, if 
any, of the transmittal document, endorsement, or comment standing alone. For 
example, an unclassified document that transmits as an attachment a classified 
document shall bear a notation substantially as follows: IIUnclassified when 
Separated from Classified Enclosures. 1I 

(14) Transparencies and Slides. Applicable classification markings 
shall be shown clearly on the image of each transparency or slide, and on its 
border, holder, or frame. Other applicable markings as specified in para
graphs bel) through (8) above shall be shown on the border, holder, or frame, 
if possible, or in the image area, in accompanying documentation, or other 
written notification. When a set of transparencies or slides is handled and 
controlled as a single document, only the title slide or transparency requires 
the other applicable markings. Slide and transparency storage containers 
shall also be marked with the appropriate markings as specified in paragraph 
bel) through (8) abov~. 

(15) Working Papers. Workings papers and material such as notes, 
drafts, and drawings accumulated or created in the preparation of a finished 
document, shall be dated when created and marked in the same manner as pre
scribed in paragraphs b(2) and (3) above. The remainder of the markings 
required by paragraphs bel) through (8) above need not be affixed to the 
mateTial, until it is entered into the accountability records in accordance 
with paragraph 12, made a part of a permanent record, or dispatched outside 
the facility. 

(16) Miscellaneous Material. Unless a requirement exists to retain 
material such as rejects, typewriter ribbons, carbons, and similar items for a 
specific purpose, there is no need to mark, stamp, or otherwise indicate that 
the information is classified. (NOTE: Such material developed in connection 
with the handling, processing, production, and utilization of classified 
information shall be handled in a manner that ensures adequate protection of 
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the classified information involved and destruction at the earliest practical 

moment.) 

d. Marking of Regraded Documents and M~terial. Whenever classified 
information is downgraded, declassified. or upgraded, the material shall be 
promptly and conspicuously marked to indicate the change 1/· 

(1) Automatic Downgracing or Declassification Actions. Holders of 
classified material may take automatic downgrading or declassification 
actions, as specified by the markings on the material. without further 
authority for the action. All old classification markings shall be canceled 
and the new markings substituted. whenever practical 4/. In the case of 
documents. as a minimum. the outside of the front cover (if any). the title 
page (if any). the first page. and the outside of the back cover (if any). 
must reflect the new classification markings. or the designation UNCLASSIFIED. 
Other material shall be re-marked by the most practical method for the type of 
material involved to ensure that it is clear to the holder what level of 
classification is assigned to the material. Old markings shall be canceled. 
if possible. on the material itself. If not practical. the material may be 
marked by affixing new decals. tags. stickers. and the like to the material or 
its container. 

1/ In the interest of providing quick and efficient service on requests for 
classified documents. DTIC re-marks downgraded or declassified documents td 
reflect such action only on the front and back covers and the title. first. 
and oaek pagcg. A noti~g will Qg gJf;l~~4 py D~!G to the front cOVer QJ; the 
title page of such documents indicating that it is the responsibility of the 
recipient (the contractor who requested the document) to complete the 
re-marking of the regraded document in accordance with this paragraph. 
Documents originally marked under the provisions of previous E.O.'s may 
contain pages which do not bear any classification markings. Before 
extracting or reproduci~g the information from these pages. recipients 
should direct any questions they may have concerning the classification of 
an individual page, chapter, section. and the like, to the originator of 
the document. 

i/ When the volume of material ia such that prompt re-marking of each 
classified item cannot be accomplished without unduly interfering with 
operations, the custodian may attach downgrading and declassification 
notices to the inside of the file drawers or other storage container in 
lieu of the re-marking otherwise required. Each such notice shall specify 
the authority for the downgrading or declassification action. the date of 
the action. and the storage container to which it applies. When documents 
or other material subject to downgrading or declassification are withdrawn 
from the container solely for transfer to another, or when the container is 
transferred from one place to another. the transfer may be made without 
re-marking, if the notice is attached to the new container or remains with 
each shipment. When the documents or material are withdrawn for use or for 
transmittal outside the facility, they shall be re-marked in accordance 
with paragraph d(l) or d(2) above. 
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(2) Other than Automatic Downgrading or Declassification Actions 
When contractors are notified of downgrading or declassification actions • 
that are contrary to the markings shown on the material, the material shall 
be re-marked to indicate the change. All old classification markings shall 
be canceled and the new markings substituted, whenever practical 4/. In the 
case of documents. as a minimum, the outside of the front cover (if any) the 
title page (if any), the first page, and the outside of the back cover (if 
any) shall reflect the new classification markings or the designation 
UNCLASSIFIED. In addition, the material shall be marked to indicate the 
authority for the action, the uate of the action, and the identity of the 
person or contractor taking the action. Other holders shall be notified if 
further dissemination has been made by the contractor. 

(3) Upgrading Action. \fuen a notice is received to upgrade material 
to a higher level. for example from CONFIDENTIAL to SECRET, or from V~CLASSI
FlED to CONFIDENTIAL. the new markings shall be immediately entered on the 
material, in accordance with the notice to upgrade. and all the superseded 
markings should be canceled, if applicable. Other holders shall be notified 
if further dissemination of the material has been made by the contractor. If 
con7r~ctor-generated material is inadvertently distributed outside the 
fac~l~ty wit~out the proper classification assigned to it, or without any 
markings to ~dentify the material as classified, the following procedures 
shall apply. -

(a) Determine that all holders of the material are authorized 
access to it. 

(b) Determine that control of the material has not been lost 
bY,the communication. (NOTE: When both the§e cQndition~ g~g ngtermined to 
ex~st. then promptly notify ~/ all holders of the proper classification and 
markings applicable to the material. If it is found that control of the 
material has been lost or that unauthorized personnel have had access to it 
a report of the compromise to the CSO under the provisions of paragraph 7d is 
required.) , 

e. Marking of Foreign Classified Material. Foreign classified material 
shall be marked in accordance with instructions received from the foreign 
contracting authority, the CSO, or the UA. In allY case, if the classifica
tion and the country of origin are in a language other than English, the 
appropriate equivalent U.S. classification and the country of origin will be 
marked on t~e foreign classified material. Except for the foreign security 
classificat10n designation RESTRICTED, foreign security classification 

~/ In the case of material being upgraded, the contractor's written notice 
shall not be classified. unless the notice contains additional information 
warranting classification. In the case of material which was inadvertently 
released as UNCLASSIFIED, the contractor's written notice shall be classi
fied CONFIDENTIAL, unless the notice contains additional information war
ranting a higher classification. The notice should cite the applicable 
DD Form 254 or other classificati.on guide on the "Classified by" line and 
be marked with a declassification i):l.struction such as "UNCLASSIFIED WHEN 
UPGRADING ACTION IS COMPLETED." • 
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designations, including those of international organizations of governments, 
such as NATO, generally parallel U.S. classification designations. ,A table of 
equivalent classifications is contained in appendix XIV. Many fore~gn ~overn
ments and international organizations, such as NATO, use a fourth secur~ty 
designation identified as RESTRICTED to denote a foreign requirement for 
security protection of a lesser degree than CONFIDEN~IAL. Docume~ts r 7ceived 
by contractors that are marked with any of the class~fication des~gnat~ons 
listed in the last column of appendix XIV shall be marked RESTRICTED together 
with the country of origin and protected in all respects in the same manner as 
U.S. CONFIDENTIAL, except that foreign RESTRICTED material may be stored in 
locked filing cabinets, desks, or other similarly closed spaces that will 
prevent access by unauthorized persons. 

(1) When foreign government information is incorporated in a 
contractor-generated document, that document shall be identified in a 
manner to ensure that such information is not declassified prematurely or 
made accessible to nationals of a third country without consent of the 
originator. This requirement may be satisfied by marking the face of the 
document with the notation "FOREIGN GOVERNMENT INFORMATION I1 or with another 
marking that otherwise indicates that the information is foreign g~vernmen7 
information. Portions of documents containing foreign government ~nformat~on 
shall be marked as specified in p. aragraph b(5)(a) above. All such documents 

h "D 1 'f " containing foreign government information shall include on t e ec ass~ y on 
line the following notation, 110RIGINATING AGENCY'S DETERMINATION REQUIRED," or 
"OADR," unless the foreign entity has specified or agreed to a date or event 
for declassification. 

(2) U.S. documents which contain extracts of NATO classified 
information shall be marked on the face of the document with th~ following 
notation: "THIS DOCUMENT CONTAINS NATO CLASSIFIED INFORMATION. T~is 
notation is required to ensure that NATO information is not declass~fied or 
made accessible to nationals of non-NATO countries without NATO approval. 
Portions of such documents shall be marked "NATO" with the appropriate 
classification for example, (NATO-S) or (NATO-C). The "Declassify on" line 
shall be compl~ted with the notation, "ORIGINATING AGENCY'S DETERMINATION 
REQUIRED" or "OADR," unless the foreign entity has specified or agreed to 
a date 0; event for declassification. The marking "FOREIGN GOVERNMENT 
INFORMATION" is not required on these documents. 

* 
* 
* 

f. Marking Wholly Unclassified Material. Normally, wholly UNCLASSIFIED 
material will not be marked or stamped "UNCLASSIF+ED," unless it is essential 
to convey to a recipient of such material that: (i~ the mater~al has been 
examined specifically with a view to impose a secur~ty classif~cation and has 
been determined not to require classification, or (ii) the material has been 
reviewed and has been determined to no longer require classification and it is 
declassified. 

g. Marking Compilations. In some instances, certain information that 
would otherwise be unclassified when standing alone may require classifica
tion when combined or associated with other unclassified information. When 
classification is required to protect a compilation of such information, the 
overall classification assigned to the document shall be conspicuously marked 
or stamped at the top and bottom of each page and on the outside of the front 
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and back covers, if ~lny. The reason for classifying the compilation shall be 
stated at an appropriate location at or near the beginning of the document. 
In this instance, the portions of a document classified in this manner need 
not be marked. 

12. Record of Classified Material. 

a. Accountability Records. The contractor shall maintain, at one 
or more control stations, an accountability record of all TOP SECRET and 
SECRET material, and CRYPTO, regardless of classification. The record 
shall include all such classified material received or produced by, or in 
the pOBsession or custody of, the contractor and shall reflect as a minimum: 
(i) the date of receipt or origin, (ii) the activity from which received or 
by which originated, (iii) the classification of the material, (iv) a brief, 
unclassified desc~iption of the material and (v) the disposition of the 
material and the date thereof (that is, destroyed, downgraded to CONFIDENTIAL, 
declassified, or dispatched outside the facility). These records shall be 
retained by the contractor for a minimum of 3 years for TOP SECRET material, 
special access material, and CRYPTO, regardless of classification; and for 
SECRET material for 2 years from the date the last item recorded thereon was 
destroyed, downgraded to CONFIDENTIAL, declassified, dispatched outside the 
facility, or transferred to another accountability record. 

b. Inventory/Accounting of Classified Material. When directed by a 
Director of Industrial Security, the contractor shall make an inventory and 
accounting of all TOP SECRET and SECRET material, and CRYPTO, regardless of 
claSSification, and shall submit a report of all unresolved discrepancies to 
the CSO. The inventory and accounting shall consist of the actual sighting of 
each item listed in the accountability r.ecords or an examination of the 
evidence of its proper disposition (the receipt, certificate of destruction, 
authorization to terminate from accountability, or record of downgrading or 
declassification); and an examination of the contents of all containers 
authorized for storage of classified material to ensure that all TOP SECRET 
and SECRET material, and CRYPTO, regardless of classification, has been 
entered into the accountability records. 

c. Receipt and Dispatch Records. In addition to the accountability 
records required in paragraph a above, the contractor shall maintain a record 
at one or more control stations of all nonaccountable classified material 
received by, or dispatched from, the facility. This record shall reflect as a 
minimum: (i) the date of receipt or dispatch, (ii) the activity from which 
received or to which dispatched, (iii) the classification of the material, and 
(iv) a brief, unclassified description of the material. These records shall 
be retained by the contractor for a minimum of 2 years from the date of the 
last entry. However. if the contractor combines this record of receipt and 
dispatch with the accountability records prescribed in paragraph a above for 
TOP SECRET material, special access material, and CRYPTO, regardless of 
classification, the 3-year retention period shall apply. 

d. Control Station Personnel. Employees deSignated by the contractor 
to operate ~ control station shall be cleared at the same level as the 
facility at which they are assigned. However, such personnel will be required 
to have a TOP SECRET clearance only if the person's duties afford him or her 
access to, possession of, or custody of TOP SECRET material. 
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e. Receipt of Classified Material. When classified material is 
received at the facility, either by mail, bulk shipment, or messenger, the 
following controls shall apply. 

(1) All classified material shall be delivered unopened to person
nel designated by the contractor to receive it at the control station(s). In 
addition, when U.S. Registered Mail, U.S. Express Mail, U.S. Certified Mail, 
or classified material delivered by messenger is not received directly by the 
designated control station personnel, procedures shall be established to 
ensure that such mail is received by appropriately cleared and authorized 
personnel, for delivery with the inner container unopened to the control 
station(s). In effect, all contractor personnel who handle U.S. Registered 
Mail, U.S. Express Mail, or U.S. Certified Mail shall be appropriately 
cleared. 

(2) The package shall be examined for any evidence of tampering and 
the classified contents shall be checked against the receipt. Evidence of 
tampering shall be reported immediately to the CSO, in accordance with para
graph 6a(11). Discrepancies in the contents of a package or absence of a 
receipt for TOP SECRET or SECRET material, and CRYPTO, regardless of classifi
cation, shall be reported immediately to the sender. If the shipment is in 
order, the receipt shall be signed and returned to the sender. For purposes 
of positive identification, the name of the employee signing the receipt shall 
be printed, stamped, or typed on the receipt. In those special cases where 
the sender includes a receipt form with CONFIDENTIAL material, the receiver 
shall execute the receipt and return it to the sender, if the contents of the 
package are in order. 

f. Production of Classified Material. When a contractor produces TOP 
SECRET or SECRET material, and CRYPTO, regardless of classification, account
ability shall be established, as follows. 

(1) TOP SECRET Documents and CRYPTO Documents, Regardless of 
Classification. Such documents shall be entered into the control station 
accountability records when the first of any of the following events occurs: 
(i) the document is retained after the next successive stage in its develop
ment is completed (for example notes converted to draft, final draft placed on 
masters, or photographic prints developed from negatives); (ii) the document, 
including classified working papers and drafts, is retained for more than 30 
days from the date of origination; (iii) the document is reproduced for _ 
internal purposes (for example, draft review or coordination prior to 
preparation of final copy); or (iv) the document, regardless of its stage of 
development, is transmitted outside of the facility on a temporary or 
permanent basis. 

(2) SECRET Documents. Such documents shall be entered into the 
control station accountability records, when the first of any of the following 
events occurs: (i) the document is retained as a completed document (includ
ing working papers) in excess of 30 days from the date of completion; (ii) the 
document is reproduced for internal purposes; (iii) the document is retained 
as a partially completed document on discontinuance of the work; £!. (iv) the 
document, regardless of its stage of development, is transmitted outside of 
the facility on a temporary or permanent basis. 
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(3) Other Material. TOP SECRET and SECRET material, and CRYPTO 
:egardless of classification, in other than documentary form, shall be ent~red 
~nto t~e control station accountability records, when the first of any of the 
follow~ng events occurs: (i) the material reaches the final stage in the 
fabrication or manufacturing process; (ii) the material is retained for more 
than 30 days from the date of origination; or (iii) the material regardless 
of its stage of development, is transmitted-olltside of the facility on a 
temporary or permanent basis. 

(4) Incorporation of Classified Material. When a classified 
document or other material is joined to, incorporated in, or otherwise made 
a part of another classified document or item of material, accountability 
for the incorporated document or item of material shall be terminated, and 
accountability for the document or item of material in which it was incor
porated shall be established. The control station records shall be posted 
accordingly. Similarly, when a classified document is disassembled for the 
purpose of creating a new document or an item of material is removed from a 
classified assembly or end item (for example, for testing or replacement) 
ac~ountability for the new material, if classified, shall be established ~r 
adJusted, as appropriate, in the control station accountability records and 
the accountability for the basic document or end item shall be terminat~d 
provided the residue is unclassified. ' 

g. Dispatch of Classified Material. When classified material is to be 
dispatched from the facility, the following rules shall apply. 

(1) The proposed transmittal shall be examined to ensure compliance 
with the preparation for transmission requirements of paragraph l7. 

(2) Receipts, when required by paragraph 17, shall identify the 
classified contents, the control station, and the name and address of both 
sending and receiving facilities. Receipts shall not contain classified 
information. A short title or abbreviation shall be substituted for a 
classified title. 

(3) A duplicate copy of the receipt shall be retained in a suspense 
file until the signed copy is returned. A suspense date (normally not to 
~xceed 30 days) sh~ll be established, and follow-up action shall be initiated, 
~f the signed rece~pt is not received within that period. If after the 
follow-up action a signed receipt is not returned or the addressee indicates 
nonreceipt of the classified material, an inquiry shall be conducted, in 
accordance wtth paragraph 7. Copies of signed receipts for classified 
material shall be retained at the control station for a minimum of 2 years. 

h. Termination of Accountability. 

(1) On notice from the CSO that accountability may be terminated 
for classified material determined to be lost after completion of the in
quiries prescribed in paragraph 7, the contractor shall annotate the ac
countability records to show the date, reason, and authority for terminating 
accountability for the lost material. 

(2) If the location or disposition of the material should subse
quently be determined, the contractor shall immediately submit a report to th~ 
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CSO in accordance with paragraph 6a(15), and shall reestablish accountability 
for. or indicate correct dispOsition of. the material on the control station 
accountability records. 

13. Special Requirements for TOP SECRET. 

a. It is mandatory that an up-to-date record be maintained of all 
persons who are afforded access to TOP SECRET information. A record shall 
be maintained that identifies each item of TOP SECRET material, and shows the 
names of all individuals given access to the item and the date (or inclusive 
dates) on which access by each individunl occurred. In the case of employees 
whose duties require knowledge of the combination of containers of TOP SECRET 
material. the record need only identify the material. the employee(s). and the 
period of time during which access was available. Such records shall be 
retained in the appropriate c:.mtrol station for a period of 3 years from the 
date the material was destroyed. dispatched outside the facility. declassi
fied, or downgraded. This record requirement also shall apply to those 
employees to whom the contractor affords visual or aural access to TOP SECRET 
information. 

b. The number of persons afforded access to TOP SECRET information 
shall be kept to an absolute minimum. and each person shall be individually 
warned against disclosing such information to persons whose duties do not 
require knowledge thereof. 

c. The dissemination of TOP SECRET information should be effected 
orally whenever practical, without the physical transmittal of material. 

d= The transmittal of TOp SECRET material shall be covered by a 
continuous receipt system both within and outside of the facility. 

e. Each copy of a TOP SECRET document shall be numbered in seri~s. The 
copy number shall be placed on accountability records and on the distribution 
record and receipt for each TOP SECRET document transmitted. 

f. Only designated employees in the control station, cleared for access 
to TOP SECRET i:.:.formation. shall open incoming TQP SECRET transmittals. De
liveries of TOP SECRET material within the facility shall be accomplished in 
accordance with paragraph 17f. 

g. An annual inventory and accounting of all TOP SECRET material shall 
be conducted in the manner prescribed by paragraph 12b. 

h. TOP SECRET material shall be reproduced only with the prior written 
authorization of the contracting officer (see paragraph 18a). 

i. Transmission of TOP SECRET material outside of the facility requires 
the written authorization of the contracting officer (see paragraph 17b). 

j. Written approval of the contracting officer is required before 
disclosing TOP SECRET information to a subcontractor. vendor. or supplier (see 
paragraph 59a). 
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14. Storage. 

Containers. Contractors shall not be eligible to receive. nor have 
a. , f classified material at their cleared facilities, until they Possess~on 0 , 'i 1 h t ;n actual use capability. Classif~ed mater a , w en no ~ have adequate storage d f 11 

and safeguarded as prescribed in paragraph 16. shall be store as 0 ows. 

(1) TOP SECRET -- Cabinets and Vaults. When not in,use. T?P SECRET 
material shall be stored in a GSA approved security filing cab~~et or~ginally 

rocured from a FSS supplier 6/ 7/. and bearing a GSA Test Cert~fication Label 
~r in a Class A vault constructed in accordance with the requirements of 
appendix IV §"/. 

(2) TOP SECRET -- Supplemental Controls. 
cabinets and vaults specified in paragraph (1) above, 
the following area controls are required 1/. 

In addition to the 
during nonworking hours 

(a) Entry to the room, building, or structure in which the COll-
hall be controlled by a properly cleared, authorized employee 

tainer is located s to control admittance to the room, building, or ~truc-or guard stationed so as tit ous 
ture, or by a lock which provides reasonable protection against surrep ~ 
entry. and 

i/ 

]j 

§"/ 

2../ 

Cabinets, contractors, and prices a:-e ~ist:d in_ the F~S ~~~C G::oup 
III or the GSA, Federal Supply SerViCe). copies of SpeC1!1cat~ons 
ules may be obtained from any regional office of the GSA. 

7l-Part 
and sched~ 

Security file cabinets c,mforming to federal specifications bear a Test 
Certification Label on the locking drawer attesting to th~ secur!tY

ft 
r 

capabilities of the cabinet and 10~kG~ne;~~hs~~~~:~sA::~~i:~~~~~onaAP:roved February 1962 will also be marked f 
Security Container" on the outside of the top drawer. Acceptable tests 0 
the cabinets shall be performed only by a testin~ facility specifically 
approved by GSA. 

When authorized vaults or strongrooms are used for the storage of 
classified material, bin or shelf storage methods may befe~~ioyedbi t 
inside the vault or strongroom. In addition, any type 0 ~ e ca ~~ 
or locking container may be used in the vault or strongroom to,prov e 
internal control over dissemination of the classified informat~on. 

f purposes of this paragraph, be considered as that Working hours shall, or i hi h 
eriod of time when: (i) there is present in the specific area n,w c 

p e container is located, a work force on a regularly scheduled sh~ft, 
:~ contrasted with employees working within an area on an ~vertime basis 
outside of the scheduled work shift; and (ii) the numb~r 0 emit~yee~ as to 
in the scheduled work force is sufficient in number an so pos ~one 

be able to detect and challenge the presence of unauthorized personnel. 
This would, therefore, exclude custodians, maintenance. personn:l, and other 
individuals whose duties require movement throughout the facil~ty. 

61 14. 



(b) For the purpose of detecting unauthorized personnel or 
attempted illegal entry to the container, the interior of the room, building, 
or structure (whichever is controlled in accordance with paragraph (a) above) 
in which the container is located shall be patrolled and each container 
inspected at least once during each 2-hour period by a guard, one of whose 
principal duties is safeguarding classified information, and who is supervised 
by a system that provides a written record of the coverage of key points 
within the area. or 

(c) The room, building, or structure in which the container is 
located. or the container itself, shall be equipped with an alarm system as 
prescribed in paragraph 35. The response time to an activated alarm shall not 
exceed 15 minutes. 

(3) SECRET -- Cabinets, Strongrooms, and Vaults. When not in use, 
SECRET material shall be stored in a cabinet or vault authorized for the 
storage of TOP SECRET, or in a security cabinet, strongroom, or vault as 
specified in paragraphs (a) through (g) below. 

(a) A GSA approved cabinet originally procured from an FSS 
supplier and bearing a GSA Test Certification Label i/ L/ may be used. 

(b) A Class B Vault constructed, in accordance with the 
requirements outlined in appendix IV ~/, may be used. 

(c) A safe, steel file cabinet, or safe-type steel file 
container having an automatic unit locking mechanism and a built-in three
position dial-type chan&eable com91n~tiQn lQck m~y bg YSgg= (See subparagraph 
(4) below.) . -

(d) A steel file, cabinet secured by a steel bar 10/ and a 
three-position dial-type changeable combination padlock, listed on the GSA 
Qualified Products List as meeting the requirements of Federal Specification 
FF-P-II0 may be used. Non-FSS three-position dial-type changeable combination 
padlocks in use at the present time may remain in use until replacement is 
necessary, or additional padlocks are required. (See subparagraph (4) below.) 

(e) A Class C Vault constructed in accordance with the 
requirements of appendix IV ~/. (See subparagraph (4) below.) 

(f) A strongroom may be used, provided the strongroom is 
supplementally controlled by a regularly scheduled 2-hour guard patrol, or is 
equipped with an alarm system as prescribed in paragraph 35, and response time 
to an activated alarm shall not exceed 15 minutes. (See paragraph F, appendix 
IV, for construction requirements.) 

lQ/ The keepers of the steel lock bar shall be secured to the cabinet by 
welding, rivets, or bolts, so that it cannot be removed and replaced 
without leaving evidence of the entry. The drawers of the container shall 
be held securely. so that tlteir contents cannot be removed without forcing 
open the drawer. 
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(g) A steel container in a desk pedestal, which encloses the 
container on five sides and is riveted or bolted to the desk may be used, 
provided the exposed face of the container is secured by a steel bar and a 
three-position dial-type changeable combination padlock lQ/. (See 
subparagraph (4) below.) 

(4) SECRET -- Supplemental Controls. In addition to the cabinets 
and vaults specified in paragraphs (3)(c), (d), (e), and (g) above, during 
non-working hours the following area controls are required i/o 

(a) Entry to the room, building, or structure in which the 
container is located shall be controlled by a properly cleared, authorized 
employee or guard stationed so as to control admittance to the room, building, 
or structure, or by a lock that provides reasonable protection against sur
reptitious entry; or by a properly cleared guard stationed at each unsecured 
perimeter entrance to a l~omplex ll./ that is enclosed by a physical barrier, 
and provided further that the area is patrolled adequately to provide 
reasonable opportunity to detect unauthorized personnel. and 

(b) For the purpose of detecting unauthorized personnel or 
attempted illegal entry into the room, building, or structure (whichever 
is controlled in accordance with paragraph (a) above) ill which the container 
is located, the area shall be patrolled at least once during each 4-hour 
period by a properly cleared, authorized employee or guard. One of this 
employee's or guard's duties must be safeguarding classified information and 
he or she must be supervised by a system that provides a written record of the 
coverage of key points within the area. or 

(c) The room, building, or structure in which the container 
is located, or the container itself, shall be equipped with an alarm system, 
as prescribed in paragraph 35, and the response time to an activated alarm 
shall not exceed 15 minutes. 

(5) CONFIDENTIAL -- Cabinets, Strongrooms, and Vaults. When not in 
use, CONFIDENTIAL material shall be stored in the same manner as TOP SECRET or 
SECRET material; however, supplemental controls are not required. 

b. Bulky Material. When it is impractical to store classified material 
because of its nature, size, or unique characteristics, in accordance with 
paragraph a above, the contractor shall safeguard such material by control of 
the area in which it is located, to the extent required by section IV. 

c. Supervision of Storage Containers. Only a minimum number of 
authorized persons shall possess the combinations to the storage containers or 
have access to the information stored therein. To facilitate investigation of 
a container found open and unattended, a record shall be maintained of the 
names and addresses of persons having knowledge of the combination. Cabinets, 

A complex is a facility or any element thereof which consists of one or 
more buildings or structures physically enclosed within a common perimeter 
barri~r supplemented by protective measures, which prevent unauthorized 
access and control authorized acceSS. 
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vaults, and other containers in which classified material is stored shall be 
kept locked, when not under the direct supervision of an authorized person 
entrusted with the combination or the contents. In the case of a one-person 
facility, the management official shall inform the CSO of the combination 
of the container. The combination shall be classified, in aCI'prdance with 
paragraph 5i, shall be placed in a sealed envelope marked, lito be opened 
upon death or incapacitation of (name of management offici,al) ," and shall 
be transmitted to the CSO, in accordance with paragraph 17. In addition, 
conspicuously displayed on the outside of the container shall be a notice to 
contact the CSO, prior to opening or moving the container. This notice shall 
contain the mailing address of and an appropriate telephone number at the CSO. 
The above provisions pertaining to one-person facilities do not apply to 
cleared one~person facilities of a ~WO. For such facilities, provisions 
should be made in the HOF SPP for affixing an appropriate notice on the 
outside of the cabinet, and for furnishing the combination to the FSO of the 
HOF who shall be identified as the official to contact rather than the CSO. 

d. Protection During Nonworking Hours. Unless specified in a UA con
tract, a contractor shall not be required to establish additional controls 
over classified material stored in accordance with paragraph a above. 

e. Removal to Residence. Although the contractor may have provided for 
adequate storage facilities at the respective residences of his officers, 
directors, and other employees, removal of classified materials to such dwell
ings for "after hours" work as a convenience to such persons is not authorized. 
These facilities, provided they meet the requirements of this manual, may be 
utilized for temporary storage purposes only in connection with authorized 
travel when the individual; in order to accomplish the objectives of the trip. 
is authorized to carry classified material as prescribed in paragraph 17h, or 
in other cases of necessity on approval by an official of the facility who 
was cleared in connection with the granting of the FCL. In no case will TOP 
SECRET material be removed to a private residence without: (i) the written 
authorization of the contracting officer in accordance with paragraph 17b, and 
(ii) approval of the CSO as to the security controls to be maintained over the 
TOP SECRET material while it remains outside of the facility. 

f. Repair of Damaged Security File Cabinets. Neutralization of lock
outs or repair of any damage which affects the integrity of a security file 
cabinet approved for storage of classified information shall be accomplished 
only by appropriately cleared or continuously escorted personnel specifically 
trained in approved methods of maintenance. neutralization of lockouts. and 
repair of perforations. 

(1) A GSA approved security file cabinet is considered to have been 
restored to its original state of security integrity if: 

(a) all damaged or altered parts (for'example locking drawer and 
drawer head) are replaced with manufacturer's replacement or identical canni
balized'parts. or 

(b) when a container has been drilled immediately adjacent to 
or through the dial ring to neutralize a lockout. the replacement lock is 
equal to the original equipment and the drilled hole is repaired with a tapered 
case-hardened steel rod (for example. dowel and drill bit) with a diameter 
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slightly larger than the hole, and of such a length that when driven into the 
hole,there shall remain at each end of the rod a shallow recess of not less than 
1/8 1nch deep. nor more than 3/16 inch. to permit the acceptance of substan
tial welds, and be welded both on the inside and outside surfaces. The 
outside of the drawer head shall then be puttied, sanded. and repainted in 
such a way that no visible evidence of the hole or its repair remains on the 
outer surface after replacement of the damaged part (for example. new lock.) 

• (2) If damage to a GSA approved or other approved security file 
cab1net is repaired with welds, rivets. or bolts, which cannot be removed and 
replaced without leaving evidence of entry, the cabinet thereafter may be used 
for storage of CONFIDENTIAL material or SECRET material with supplemental 
controls as outlined in paragraph 14(a)4. If the damage is repaired using 
methods other than those specified in paragraph (1) above or this paragraph 
use of the cabinet shall be limited to unclassified material. ' 

g. Damage to Approved File Cabinets 7/. A list shall be maintained 
by the FSO of all approved file cabinets which have sustained damage other 
:han no:mal mar:ing or scratching from use. Each cabinet listed shall be 
1dentif1ed by g1ving its location and a description of the damage. There 
shall also be ?n file a signed and dated certification. provided by the 
repairer. sett1ng forth the method of repair used. The list and certification 
shall be r:taiued for the life of the file cabinet and shall be available for 
review dur1ng recurring security inspections. Each such cabinet shall have a 
label posted on the inside of the top drawer to indicate the highest category 
of classified material which may be stored therein. If the damage affects the 
integrity of a GSA approved cabinet, the GSA Approved Security Container Label 
and the GSA,Teat C~rtificatiou Label snaIl be removed. However, these labels 
may be reta1ned by the FSO for a period of 30 days for those GSA approved 
cabinets designa'ted for repair to restore their original integrity. If 
integrity is not restored within 30 days, the labels shall be destroyed. 
When a GSA approved cabinet is repaired in accordance with __ 

(1) Paragraph f(I)(a) above, the replacement locking drawer will 
have its GSA Test Certification Label affixed. In this case the retained GSA 
Approved Security Container Label shall be affixed to the outside of the to 
drawer and the retained GSA Test Certification Label shall be destroy~d. -p 

(2) Paragraph f(I)(b) above, the retained GSA Approved Security 
Container Label shall be affixed to the outside of the top drawer, and the 
GSA Test Certification Label shall be affixed to the inside of the locking 
drawer. 

15. Alternate Storage Locations. 

a. G~ner~l. Material classified no higher than SECRET, requiring 
protection 1n tne interest of national defense and essential to continuity of 
production operations, may be duplicated and stored in an alternate location 
provided the contracting officer approves the use of sUGn storage for inform~
tion pertaining to the contract. The provisions of section VI shall apply to 
the procurement of this service. Acceptable alternate storage locations are 
cleared facilities of: (i) a parent, a subsidiary, or another facility of a 
MFO; (ii) a bank offering safe deposit box/vault facilities; or (iii) a 
company providing a protective storage service. 
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b. Security Clearance Requirements. The alternate storage location 
shall be a cleared facility. PCL requirements will depend on the type of 
service provided. Where the alternate storage facility is required to provide 
~oth secure stor~ge and other services requiring access to the classified 
~nformation, .PCL s are :equired for employees whose duties will involve access 
~o th~ class~fi7d mater~~l or responsibility for providing security protection 
or t e classif~ed mater~al. When the facility is to provide only secure 

storage space, ~C~'~ are required only for those personnel whose duties 
involve respons~b~l~ty for security protection of the classified material. 

c. Rec~rds. When the alternate storage facility provides both secure 
storage and f~le service for the classified information all of the securit 
requirements prescribed in this manual shall apply' Wh~n th It y 
facility pro'd 1 . e a ,ernate storage 
f'l h 11 ;~ es on ~ secure storage service, accountability for the alternate 

h~ es s a e mainta~ned on a separate record by the facility which deposits 
t e material. 

d. Containers. When the i f b k . serv ces 0 a an are utilized, safe deposit 
boxes will be considered equ~valent co FSS security cabinets, provided the 
prime contractor: 

(1) controls the keys to the safe deposit box in the same manner 
that combinations to storage containers f d are sa eguar ed, in accordanc ith paragraph 5i; e w 

(2) utilizes only cleared employees, whose signatures are on file 
with the bank, to deposit and remove classified t . 1 d ma er~a ; ~ 

(j) ensures that established procedures preclude access to the 
classified information by employees of the bank. 

16. idS:f~guardS During Use. Classified materials, when not safeguarded as 
~ro~ e or in paragraphs 14a or b, or 34, anrl when in actual use by author-
~ze personnel, shall be protected as follows: . 

a. kept under the constant surveillance of an authorized person who ia 
in a physical position to exercise direct security controls over-the m~t~riai~ , 

b. covered, turned face down, placed in storage containers 
otherwise protected, when unauthorized persons are present. and ,or 

, --
c. returned to storage containers as soon as practical after use. 

17. Transmission. 

Mater~~l. Preparation for Transmission of TOP SECRET, SECRET, and CONFIDENTIAL 

(1) Outside of a Facility. TOP SECRET, SECRET, and CONFIDENTIAL 
material to be transmitted outside of a facility shall bId i 
inner a d tie enc ose n opaque 
(d) b In ou er conta ners, except as provided for in paragraph (b) (c) or 

e ow. If the classified material is printed or written, and i~ of ' 

17. 
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such size as to permit the use of envelopes for wrapping, the classified 
information shall be protected from direct contact with the inner container 
by a cover sheet or by folding inward. Except as indicated in paragraph (e) 
below, the inner container shall be addressed, return addressed, carefully 
sealed, and shall be plainly and conspicuously marked with the classification 
of the contents and, if appropriate, with the notations required by paragraphs 
llb(8), 88a, and 123. The outer container shall be addressed, return addressed, 
and carefully sealed with no markings or notations to indicate that the contents 
are classified. If the outer container is not sufficiently opaque to prevent 
the classification markings on the inner cover from being visible, the inner 
container shall be wrapped with sufficient paper to ~onceal the markings. If 
the classified material is of a size, bulk, weight, or nature which precludes 
wrapping as described above, materials used for the packaging shall be of 
such strength and durability as to provide protection while in transit. To 
prevent items from breaking out and to facilitate the detection of tampering 
with the container, the following will be used, whenever practical: seals, 
kraft paper, kraft tape laminated with asphalt and containing rayon fibers 
(snake type) or nylon sensitive tape, puncture resistant material, wire mesh, 
or other knife-slash resistant material. As long as the material is enclosed 
in a double container, the material may be wrapped or boxed in paper, wood, 
metal, or a combination thereof. When transmitting TOP SECRET and SECRET 
material the inner container shall contain a receipt form which identifies 
the addressor, the addressee, and the contents by unclassified or short 
title. Where this is not practical, the receipt shall be sent to the pro
posed recipient with the advance notice of shipment required by paragraphs 

* 
c(5)(c) and d(3)(d) below, or hand-carried by a responsible employee 
designated to accompany the classified shipment to its destination. When 
transmitting CONFIDENTIAL material, a rec~tpt form is not rgquir~d= Special * 
provisions for the packaging of classified material are as follows. * 

(a) The transmission of written materials of different classi
fications, for example, the inclusion of CONFIDENTIAL and UNCLASSIFIED with 
SECRET in a single package, should be avoided. However, when written 
materials of different classifications are transmitted in one package, they 
shall be wrapped in a single inner envelope or container, and the receipt 
required by paragraph (1) above, shall be enclosed. The inner envelope or 
cQntainer shall be marked with the highest classification of its contents. 

(b) If the classified material is an internal component of a 
packageable item of equipment with an outside shell or body, which is not 
classified and which completely shields the classified aspects of the item 
from view, the shell or body may be considered as the inner container. 

(c) If the classified material is an inaccessible internal com
ponent of a bulky item of equipment that is not reasonably packageable, such 
as a missile, the outside shell or body of the item may be considered as the 
outer container, provided the shell or body is not classified. 

(d) If the classified material is an item of equipment that is 
not reasonably packageable and the shell or body is classified, it shall be 
draped with an opaque covering that will conceal all classified features. Such 
coverings must be capable of being secured so as to prevent inadvertent expo
sure of the item. 
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(e) Specialized shipping containers, including closed cargo 
transporters, may be used in lieu of the above packaging requirements. In 
such cases the container maybe considered to constitute the outer container. 

. (f) The address may be omitted from the inner and outer 
conta7ner for shipment in full truckload lots, when such an exception is 
cont~1ned in the pro~isions of the contract. The DAR requires that complete 
cons1gnme~t and mark1ng instructions, to the extent kno~vn at the time the 
con7ract 15 ~warded, be included in the contract to assist in ensuring 
de11very.o~ 1tems to proper destinations without delay. It further requires 
that add1t10nal consignment instructions be furnished to the contractor as 
soon as t~ey bec~me known. Under llO circumstances will the outer container, 
or th~ ~h1p~ing Qocument attached to the outer container, reflect the 
claSS1f1cat10n of the contents or the fact that the contents are classified. 

(2) AdditioJO.al Requirements for SECRET Material to be Shipped by 
Commercial Carrier 11./. SECRET material to be transmitted outside a facility 
by commercial ~arrie: shall be prepared for transmission to afford additional 
pr~tection ag~1nst p1lfe:age, theft, and compromise. Specific provisions for 
sh1pment of SECRET mater1al are as follows. 

. (a) Except as authorized in paragraph 17a(I), SECRET material 
shall be slupped in hardened contai,ners (see paragraph 3asl), unless specifi
cally autho:ized otherwise by the contracting officer or his or her designated 
representat1ve. 

(b) The outer container shall be plainly and conspicuously 
marked, labeled, or tagged with the w'nds, "Protective Security Service 
Required" (see paragraph 3bq). 

~c) Carrier eqUipment shall be sealed by the shipper or 
at his or her d1rection, when there is a full carload, a full truckl~ad, 
exclusive use.of the.vehicle, or a closed and locked compartment of the 
carrier's equ1pment 1S used. The segl~ shall be numbered and the number 
indicated on all copies of the BL. When seals are used. the BL shall be 
annotated substantially as follows: 

DO NOT BREAK SEALS EXCEPT IN CASE OF EMERGENCY OR UPON PRIOR 
AUTHORITY OF THE CONSIGNOR OR CONSIGNEE. IF FOUND BROKEN OR 
IF BROKEN FOR EMERGENCY REASONS. APPLY CARRIER'S SEALS AS SOON 
AS POSSIBLE AND IMMEDIATELY NOTIFY BOTH THE CONSIGNOR AND THE 
CONSIGNEE. 

_12/' C ommercial carriers have been issued instructions in the "Carrier 

17. 

Supplement t~ Industrial Security Manual for Safeguarding Classified 
Information. DoD 5220.22-C applicable to their responsibilities for 
transmissions of SECRET controlled shipments. 
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(d) The notation "Protective Security Servil:!e Required" 13/ 
shall be reflected on all copies of the BL. The BL will be maintained in-a 
suspense file to follow up on overdue or delayed shipments. 

(3) Within a Facility. TOP SECRET. SECRET. and CONFIDENTIAL 
material shall be prepared for transmission within a facility in such manner 
as to ensure a degree of security protection adequate for the method of trans
mission to be used. using guidance contained in paragraph (1) above. Material 
does not require double wrapping for intraplant transmission. However, in all 
cases, adequate measures shall be taken to protect against unauthorized 
disclosure of classified information. 

b. Method of Transmission of TOP SECRET Material Outside a Facility. 
When a contractor is authorized in writing. by the contracting officer or his 
or her designated representative, TOP SECRET material may be transmitted by: 
(i) specifically designated escort or courier cleared for access to TOP SECRET 
information (military, U.S. civilian employee, or a r~sponsible employee desig
nated by the contractor, except that the contractor employee shall not carry 
classified material across international boundaries); (ii) Armed Forces Courier 
Service, in accordance with the instructions of the contracting officer; and 
(iii) by electrical means in a CRYPTOSYSTEM approved for encryption of TOP 
SECRET information. Under no circumstances shall TOP SECRET material be 
transmitted through the U.S. or company mail channels. 

c. Method of Transmission of SECRET Material Outside a Facility. 
SECRET material shall be transmitted by one of the following means within and 
between the U.S., Puerto Rico, or a U.S. possHssion or trust terr.itory. 

(1) SECRET material shall be transmitted by one of the means 
established for TOP SECRET. 

(2) SECRET material shall be transmitted by U.S. Registered Mail. 
including U.S. Registered Airmail, through U.S. civil postal facilities or 
Army, Navy, or Air Force postal facilities. Addresses may be obtained from 
the "DoD Activity A.ddress Directory." DoD 4000.25-D (a r.eference copy is 
lQcated at the GSO). or from the ACO!PCO. A copy of DoD 4000.25~D may also be 
purchased from the GPO. 

(3) SECRET material shall be transmitted by appropriately cleared 
employees of the contractor who have been designated and briefed in their 
responsibilities as couriers or escorts for protecting the SECRET material. 
When such couriers or escorts are utilized, the classified material remains 
under the constant custody and protection of the contractor personnel at all 
times and the commercial transportation service (ship, rail, air. or truck) 
is not required to have a FCL. Escorts or couriers shall always accompany 
shipments when rail or ship transportation is involved (see appendix IX for 
use of escorts for classified shipments and appendix X for hand-carrying of 
classified documents aboard commercial passenger aircraft). 

11/ In such cases the SECRET shipment shall be routed via a cleared commercial 
carrier under a tariff, tender, or contract that provides PSS in accord
ance with the DoD 5220.22-C. 
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(4) SECRET material shall be tra i d 
over approved CRYPTOG~4PHIC comm i i nsm tte by electrical means 

i un cat on circuits (teleph i or an ntercommunication system) in 1 d' . one. w reo radio, 
prior written approval and in ac~ord~n~ 1n~ ~omhPuter data, but only with the 
tracting officer. e w t t e instructions of the con-

(5) SECRET material shall be tid 
(air or surface) onl~ when the siz b lkransm tte by commercial carriers 14/ 
shipping costs, or escort consider:~i u , weight, nature of the shipment. -
impractical. Only qualified carrierso(:e:ake the u~e of the foregoing methods 
transmission of SECRET material Wh th paragrapn 3bs) will be used for the 

~~;i~;:uired, the contractor as·cons~;nores~:~i~:Sr~!p~n~~~:r~!;lt~:r;!~~ 

(a) The contractor shall utili e ' , 
the U.S. Government that will provide a si 1 zl a qua11f1ed carrier selected by 
to destination. when such service is avail:fle ine service from point of origin 
cedures as may be specified by th Use, or by such transshipping pro-

e •• Government. and 

(b) The contractor shall re t 
designation of a qualified carri f hques routing instructions, including 
representative (normally the gOVer, r~m t e contracting officer or designated 
shall specify that the routing i:~::entitransportation officer.) The request 
SECRET material via Protective S ~c ~ns are required for the shipment of 
inc:lude the point of origin and ecui r1

t
t Y

f 
dervi~e (DO NOT ABBREVIATE THIS) and 

po n 0 est1nation. or 

above. if time i~)Of~han exception to the general requirements enunciated 
e essence and the total sl1i t i h 

pounds gross, the contractor as co pmen we g s less than 200 
with a cleared commercial ca;rier tnsigno~d may make arrangements directly 
the SECRET shipment when a CBL is t~ h~oV e PSS for the transporting of 
utilized for COMSEC or SENSITIVE COMPAR~ed. This exception may not be 
the approval of the PCO U d thi ~TED INFORMATION material without 

h • n er s exception the cont t to t e commercial carrier that SECRET _ i _ rac or must specify 
is required. The point3 of n~~gin ~ __ ~w;~~=.a~_ ~s to be shipped and that PSg 
Verifications of the ciear~n~~-of ·t~UU eS~1nation must also be providen. 
provides PSS are to be obtained fromet~~~;~C!:l carrier and the fact that it 
to release of any classified material. and the HOF of the carrier prior 

(d) The contractor shall notif th 
Government transshipping activity) f th Y e consignee (including U.S. 
the shipment, numbers of the seals °if e ~ature of the shipment, the means of 
date of arrival by separate communicati~:ea~ and the anticipated time and 
immediately on dispatch if transit ti i 1 least 24 hours in advance, (or 
of the shipment, in order that the c mei s ess than 24 hours) of the arrival 
receive and protect the shipment. T~~: !:~~fmay take appropriate steps to 
appropriate organizational entity in th ication shall be addressed to the 

e same manner as provided in paragraph 

ji/ Commercial carriers may be used onl with 
States and the District of ColumbiaYor hi~land between the 48 contiguous 
Rico, or a U.S. possession t wio Y within Alaska, Hawaii. Puerto or trust err tory. 
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17k and not to an individual. Request the consignee activity (including a 
military transshipping activity) to notify the consignor of any shipment not 
received within 48 hours after the estimated time of arrival indicated by the 
consignor. In addition. the consignor shall annotate the BL to require the 
carrier to provide immediate notice to the consignor of any delay en route, 
regardless of the reason of delay. On receipt of either. the consignor shall 
immediately request the carrier to trace the shipment and shall notify his or 
her eso, in accordance with paragraph 6a(10). of the delay in the delivery of 
the classified material and the circumstances as known to the consignor. 
Subsequent developments concerning the delayed shipment shall also be reported 
to the CSO. A copy of the report shall also be submitted to the contracting 
officer concerned or his or her designated representative. The consignee, 
consignor, and carrier are required to take similar inquiry and reporting 
action if a shipment is received with broken seals, or the numbers on the 
seals do not match those on the advance notice of shipment. 

(6) SECRET material shall be transmitted by a commercial messenger 
service which has been granted a SECRET FCL and is engaged in the intra
City/local area delivery (same day delivery only) of classified material 
between cleared contractors, or between cleared contractors and a UA and/or 
the u.S. Post Office. Transmission of COMSEC information and SENSITIVE 
COMPARTMENTED INFORMATION will not be released to a commereial messenger 
service without contracting officer approval. 

(7) SECRET material shall be transmitted by such other methods 
directed through specific instructions from the contracting officer or his or 
her designated representative, because of special considerations or the nature 
of the shipmen~ (for example. explosives, high priority items, nuclear weapons 
or direct shipments between military installations) 12/. 

d. Method of Transmission of CONFIDENTIAL Material Outside a Facilitv 
li/. Such material shall be transmitted by one of the following means within 
and between the U.S., Puerto Rico, or a U.S. possession or trust territory. 

(1) One of the means established for SECRET in paragraphs c(l), (2), 
(3). (4), (6), and (7) above ~/ may be used. 

(2) U.S. Express Mail 16/ or U.S. Certified Mail for CONFIDENTIAL 
material may be used. However, u:8. Registered Mail shall be used for trans-

12/ When a shipment by truck is contemplated for classified CM (CONFIDENTIAL 
or SECRET), the contracting officer will issue specific shipping 
instructions requiring a driver holding a final SECRET clearance in 
addition to the military escort normally provided for such shipments. 

1&/ U.S. Express Mail is a premium mail service consisting of both programmed 
and regular service. The service is intended for, but not limited to use 
by, the business mailer or other large volume users of the mails. The 
service is a high-speed intercity delivery system that usually can negate 
the requirement to hand-carry CONFIDENTIAL material in cases of short 
notice. Additional information is available through a local postal 
customer service representative regarding the specific options that are 
available. 

71 17. 



mittal of such material between any of the following points: the CONUS. 
Alaska. Hawaii. Puerto Rico. or a U.S. possession or trust territory. 
Addresses may be obtained from the "Department of Defense Activity Address 
Directory." DoD 4000.25-D (a reference copy is located at the CSO). or from 
the ACO/PCO. A copy of the DoD 4000.25-D may be purchased from the GPO. 

(3) A commercial carrier 14/ (air or surface) may be used only when 
the size. bulk. weight. nature of the shipment. shipping costs. or escort 
considerations make the use of the foregoing methods impractical. The 
commercial carrier must be authorized by law, regulatory body. or regulation 
to provide the required transportation service and a determination must be 
made by MTMC that the carrier has a tariff. government tender. agreement. 
or contract that provides a SSS. A FCL is not a requirement. The foregoing 
information may be obtained from the contracting officers or their designated 
representatives. In addition to the aforementioned coordination with the 
contracting officers or their designated representatives. the contractor. as 
consignor shall: 

(a) utilize containers of such strength and durability as 
to provide security protection to prevent items from breaking out of the con
tainer and to facilitate the detection of any tampering with the container 
while in transit;j; 

(b) indicate on the BL. "'Signature Security Service 
Required" -- in addition. t.he consignor ~>hall annotate the BL to require 
the carrier to notify the ('.:onsignee immediately. if the shipment is delayed 
en route for any reason; 

(c) instruct the carrier to ship packages weighing less than 
200 pounds gross in a closed vehicle or a closed portion of the carrier's 
equipment~ and 

(d) notify the consignee (including a U.S. Government trans
shipping activity) of the nature of the shipment. the means of shipment. and 
the anticipated date and time of arrival by separate communication at least 24 
hours in advance (or immediately on dispatch if transit time is less than 24 
hours) of the arrival of the shipment in order that the consignee may take 
appropriate steps to receive and protect the shipment. This notification 
shall be addressed to the appropriate entity in the same manner as provided 
in paragraph 17k and not to an individual. Request the consignee (including 
a military transshipping activity) to notify the consignor of any shipment 
not received within 48 hours after the estimated time of arrival indicated by 
the consignor. On receipt of such notice. the consignor shall immediately 
request the carrier to trace the shipment and shall notify his or her CSO. in 
accordance with paragraph 6a(10). of the delay in the delivery of the classi
fied material and the circumstances as known to the consignor. Subsequent 
developments concerning the delayed shipment shall also be reported to the 
CSO. A copy of the report shall also be submitted to the contracting officer 
concerned or his or her designated representative. for forwarding to the MTMC. 

e. Method of Transmission of SECRET and CONFIDENTIAL Material Outside 
of Areas Enumerated in Paragraphs 17c and,"£'. SECRET and CONFIDENTIAL material 
shall be transmitted only under the provisions of the contract or with the 
written authorization of the contracting offi·cer. However. when the classified 

17. 72 

,r~ .., 

({ 

I 
l 
i 
1 

I 
I 
I 

,1 
1 
t 

,I 
i 

II 
~ 
I 
j 

~\ 

JJ 

material had previously been authorized for export under a State Department 
license or letter. the contractor shall notify the contracting officer of the 
classified material to be transmitted outside of the areas enumerated in para
graphs c and d above. A contractor shall not transmit classified material 
directly to a foreign government or firm. The only exception to this would be 
when a foreign government. with whom the U.S. has entered into a reciprocal 
agreement pertaining to the filing of classified patent applications in the 
respective countries. has authorized its U.S. patent agent to return its 
foreign classified information directly to that foreign government. Except 
as noted above. transmission shall take place between the contractor and a 
designated U.S. Government representative for forwarding to the foreign 
activity. This is known as transmission by government-to-government channels. 
Transmittal arrangements shall be made by the CSO. when the foreign firm or 
government has awarded a contract to the U.S. contractor. When authorized. 
SECRET and CONFIDENTIAL material shall be transmitted by one of the following 
means. 

(1) SECRET and CONFIDENTIAL material shall be accompanied by a 
contractor employee. courier or escort. who is cleared for access to the 
classified information involved and who has been designated by the contractor. 
provided: (i) the classified material is not transported across international 
borders (this does not preclude use of regularly scheduled nonstop flights on 
U.S. carriers between the U.S. mainland and Alaska. Hawaii. Puerto Rico, or 
U.S. possessions or trust territories); (ii) time limitations do not permit 
the use of U. S. Government channels; (iii) an .appropriate courier or escort 
authorizatio:n is issued to the employee; (iv) Ithe transmission is begun and 
completed during normal daytime duty hours of the same day and is by surface 
means only and within the national borders of the country within which the 
transmission takes place; and (v) the employee can comply with the specific 
security instructions for the safeguarding of classified material involved; 
that is. storage at a U.S. Government installation within the country 
concerned. 

(2) SECRET and CONFIDENTIAL material shall be accompanied by a 
U.S. Government civil service employee or military person who is cleared for 
access to the level of the classified information involved and who has been 
designated by the contracting officer. (Appropriately cleared officers of 
the Department of Navy, Military Sea Transportation Service Civilian Marine 
Personnel, may also be designated as escorts by the contracting officer.) 
Foreign carriers may not be utilized. unless the deSignated escort has con
tinuous physical control of the material being transported. 

(3) SECRET and CONFIDENTIAL material shall be transmitted by 
registered mail through U.S. Army. Navy. or Air Force postal facilities. If 
the intended recipient is not authorized to receive classified material through 
APO channels. arrangements shall be made with an activity which is so authorized 
to receive and hold the classified material pending pickup by the intended 
recipient. 

(4) SECRET and CONFIDENTIAL material shall be transmitted by U.S. 
and Canadian registered mail with regisj~ered mail receipt to and from Canada 
in accordance with instruct.ions from the contracting officer and via aU. S. or 
a Canadian government activity. 
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(5) SECRET and CONFIDENTIAL material shall be transmitted by 
Armed Forces Courier Service in accordance with specific instructions from the 
contracting officer. 

(6) SECRET and CONFIDENTIAL material shall be transmitted in 
accordance with Hpecific instructions from the contracting officer. whenever 
the nature of the classified shipment does not lend itself to transmission by 
any of the above methods. In such cases, the procedures for advance notice to 
consignee, report~ng of delayed receipt, and so on set forth in paragraph 
c (5) (d) above appl~y. 

\ 
f. Method of Transmission of TOP SECRET. SECRET. and CONFIDENTIAL 

Material Within a Facility. This material shall be transmitted within a 
facility by a responsible employee designated by the contractor who has been 
cleared for access to the category of classified information involved. Also. 
a responsible subcontractor guard who is employed on a full-time basis at * 
the facility, possesses an appropriate PCL. and has been designated and * 
briefed by the contractor, may be utilized to transmit SECRET and CONFIDEN- * 
TIAL material. The classified material shall remain under the direct sur- * 
veil lance of the designated individual at all times. This material may be * 
transmitted by electrical means over approved CRYPTOGRAPHIC communications * 
circuits with the prior written approval and in accordance with instructit:ms 
of the contracting officer. or other approved circuits with the prior written 
approval of the CSo. 

g. Inspection of Classified Shipmf:lllt.. On receipt of a classified ship
ment. the consignee shall examine it to Elllsure that ther,e is no evidence of 
tampering (see paragraph 12e (2» • Ev~.dence of tamperin!s shall be reported to 
the CSO in accordance with paragraph 6a(11). 

h. Protection En Route by Contractor Employees. When employees desig
nated by the contractor are used to transmit or carry classified material. 
the storage provisions of paragraph 14 shall apply at all stops en route to 
destination. unless the material is retained in the personal possession of the 
employee at all times. This invol'ves constant surveillance by the employee 
who is in a physical position to exercise direct security controls over the 
material at all times. The hand-carrying or classified :material on trips that 
involve an overnight stopover is not permissible. unless arrangements are made 
in advance of departure for overnight storage of the hand-carried classified 
material in a U.S. Government installation or a cleared contractor's facility. 
Transmission or carrying of classified material shall not be authorized when 
there is doubt as to whether the material can be properly handled and 
protected. Additional special requirements for hand-carrying of envelopes 
containing classified documents aboard commercial passenger aircraft are 
contained in appendix X. These procedures, however. apply to classified 
documents only. Instructions for hand-carrying classified hardware and other 
bulky packages aboard commercial passenger aircraft shall be obtained from the 
CSO on a case-by-case basis. 

i. Additional Protection in Connection With Visits. When classified 
material. other than TOP SECRET, is required on a visit. such material shall 
be addressed by the contractor to his or her employee making the visit and 
shall be transmitted to the destination being visited, to be held for the 
employee. in accordance with paragraphs c(2) or d(2) above. This method 
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also shall be used for the return of the material. However. if contractors 
determine that time limitations do not'permit mailing materials required 
during visits, they may authorize the employees concerned to carry the 
classified material, subject to the provisions of paragraph h above. An 
inventory of the material shall be made prior to departure and retained at 
the control station. A copy of the inventory shall be carried by the 
employee. Only that classified material absolutely essential to the purpose 
of the visit may be carried by the employee. On the employee's return from 
the visit. an inventory shall be made of the material for which he or she 
is charged. If, in connection with the purpose of the visit, classified 
material is not returned to the facility, a receipt shall be obtained and the 
transaction shall be recorded in the records of the control station. in 
accordance with paragraph 12. However. should there be a need to leave 
CONFIDENTIAL material at the facility visited, a receipt is not necessary, 
except if otherwise required in accordance with paragraph 12. 

j. COMSEC Information. Classified COMSEC information shall be 
transmitted as prescribed in the "COMSEC Supplement to Industrial·Security 
Manual for Safeguarding Classified Information" (CSISM). DoD 5220.22-S-1. 

k. Addressing Mail or Shipments of Classified Material. Except as 
provided below, mail or shipments containing classified material shall be 
addressed to the Commander or Head of the UA activity or installation 
(Commander, Commanding Officer, Director. TO. or similar designation) or 
to the cleared fa(~ility concerned. using the appropriate business name and 
address, and not to an individual. This does not prevent use of office cede 
letters or numbers. or such phrases in addition to the address as, "ATTN: 
Research Dept •• " or similar aids in expediting internal routing. 

(1) When it is considered desirable or appropriate to direct SECRET 
or CONFIDENTAL material to the attention of a particular employee of a facility 
or UA, other than to a consultant as prescribed below, the identity of the 
intended recipient shall be indicated on an. attention line on the inner con
tainer or on an attention line placed in the letter of transmittal. If such 
mail is to be delivered directly to the specified employee, a procedure shall 
be established to ensure that all Classified enclosures are promptly entered 
into the facility's document control system in accordance with paragraph 12. 

(2) When transmitting SECRET or CONFIDENTIAL material to an 
individual operating as a cleared facility or engaged as a Type B or C 
Consultant. or to any facility at which only one employee is assigned. the 
contractor shall specify on the outer container: "TO BE OPENED BY ADDRESSEE 
ONLY." Further. the outer container shall be annotated: "Postmaster -- Do 
Not Forward. If undeliverable to Addressee, Return to Sender." Postal 
regulations allow "Restricted Delivery" mail to be delivered to the addressee 
or to an agent the addressee has authorized in writing to receive "Restricted 
Delivery" mail. In all such instances. only appropriately cleared personnel 
shall be designated as agents for the addressee. Type C Consultants shall 
make arrangements to ensure that all incoming U.S. Certified Mail, U.S. 
Registered Mail, and U.S. Express Mail addressed to them in their c&pacity as 
independent consultants is delivered unopened to them personally through their 
employer's mail distribution system before entering it into their employer's 
document control system. 
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1. RESTRICTED DATA and FORMERLY RESTRICTED DATA. RESTRICTED DATA and 
FORMERLY RESTRICTED DATA shall not be transmitted or otherwise made available 
to any regional defense organization or foreign government. except under the 
provisions of the Atomic Energy Act of 1954. as amended, and in accordance 
with instructions issued by the contracting officer concerned. 

18. Reproduction. All reproductions of classified material shall be marked 
or stamped with the same classification as the originaL Only sufficient 
copies necessary to meet operational requirements shall be prepared, and 
reproductions shall be destroyed, if otherwise proper. as soon as they have 
served their purposes. Reproduction of classified material shall be made only 
on equipment specifically designated for the reproduction of classified 
material. Rules governing the use of such designated equipment will be 
conspicuously posted on or near the equipment. Further, appropriate warning 
notices prohibiting reproduction of classified material shall be posted on or 
near equipment used only for the reproduction of unclassified material. 

a. Reproduction by Authorization Only. The contractor shall not make 
nor permit to be made without prior written authorization of the contracting 
officer, or his or her designated representative, any photograph or other 
reproduction of TOP SECRET information, SECRET information (when specifically 
prohibited), or CRYPTO information. regardless of classification. for any 
purpose. However, if the contract is for a TOP SECRET, BECRET. or CRYPTO 
report, then additional reproduction authority is not necessary. (See 
paragraph 87a regarding restrictions on the reproduction of COSMIC TOP SECRET 
information.) In addition. TOP SECRET and SECRET material originated by the 
DOE or its contractors may be reproduced only with the consent of the 
originator or higher authority within the responsible DOE activity. 

b. Reproduction Not Requiring Authorization. The contractor may 
reproduce, without prior authorization of the contracting officer. non
CRYPTO information classified SECRET (unless specifically prohibited) or 
CONFIDENTIAL. when such reproduction is essential to the: 

(1) performance of the contract. 

(2) preparation of a solicited or unsolicited bid. quotation, or 
proposal to a UA of the U.S. Government or another authorized contractor for 
U.S. Government work. 

(3) correspondence in connection with the contract. and 

(4) preparation of patent application to be filed in the U.S. 
Patent Office. (This paragraph shall not be deemed to authorize the filing of 
patent appli~ations. and such applications shall not be filed. except as 
specifically provided in the contract). 

c. Ree.ords. The' contractor shall maint;aj.n a record of the number of 
copies of ali TOP SECRET, SECRET, and CRYPTO material, regardless of classifi
cation, that is reproduced. Reproduction records shall be retained by the 
contractor, for a minimum of 3 years for TOP SECRET. CRYPTO. or other special 
access material and for a minimum of 2 years for SECRET. and shall be incor
porated in the control station records required by paragraph 12. 
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d i lassified material, any 
d. Additional Markings. Wheinireirohu~ln~ecshown on all reproductions. 

additional marking shown on the or g na s a 

19. Destruction. 

a. Requirement for Destruction. The contrachtor shall eostfa~~~:~i~g 
f 1 ifi d material for t e purpose 

program for the re.view 0 c ass e ~ d i'en. time. With the 
to an absolute minimum the quantity on han at a:ro! vcontractors shall 
exception of information listed ~h'niParagrap~i~nbas s~on ~s practical, after 
destroy classified material in t e r posses 
it has served the purpose for which it was: 

b. 

(1) released by the government. 

(2) developed or prepared by th.e contractor, and 

(3) termination of the contract. retained after completion or 

Disposition by SpecifiC Authorization. COSMIC TOP ~Ei~~ 
h 85 (2» shall not be destroyed, but s a e 

material (see paragrap c ~. his or her designated representa-
returned to the contracting off~~~:do~aterial shall be destroyed only when 
tive. Accountable COMSEC class

i 
i b an appropriate government official. 

destruction is authorized in wr t ng y h b issued by the 
h specifi~ instructions ave een 

In all instances were , - i ill dictate the disposition to be 
contracting officer, such ~nstruct ons w 
accomplished. 

c Methods of Destruction. Classified material
f 

shhailibe ~~~~~oyed 
• lude reconstruction 0 t e c ass 

beyond recognition so as to pree Th destruction which may be limited 
information in whole or !~ti~~~'of t~e material that incorporate classi-
to those components Q~ p nlished b burning, melting. mutilation, or 
fied information, can be acco:di i Ylping disintegration. pulverizing. 
chemical decomposition'd ~n a th tdo~~r~~tion ~f paper products. Methods of 
or shredJing may be ~se _ or, e a:d the e-uipiiumt m:ed for such. shall be 
destruction, other than burn~ng, q be used only with the prior 
approved by the CSO. Public incinerator~bm~YbY the CSO. The following 
approval of, and under conditiQns prescr e • 
additional requirements pertain to destruction . 

(1) If classified material is removed from the jacility for 
h d it is removed. 

destruction, it shall be destroyed on t e same ay 

1 'fied material 
(2) The equipment and methods used to destroy c ass~ h 

i ff t d to enSUre that t e 
shall be inspected each time destruction s e ec e 
minimum requirements approved by the CSO are met. 

(3) When classified paper productsha~e s~~~~d(!it~h: ~:~~:i:~:ll 
not exceed a size great~r than .1/32 ofla~ ~~~h i~ ~ength and shall be 
plus tolerance of 1/64 of an inc~~i~~ o~ material, and t;pes of paper, to 
accomplished in sufficient quant1

i 
i f the material being destroyed. 

preclude reconstruction or recogn t on 0 
* 

(4) The SPP shall include specific instructions which apply to the 
method of destruction, and shall incorporate instructions provided by the CSO. 
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d. Witness to Destruction. The destruction of classified material 
shall be accomplished by, or in the presence of, two employees of the 
contractor who possess appropriate security clearances. One shall be a 
responsible employee who has been briefed in the destruction provisions of 
this paragraph, and who has been designated by the contractor to perform the 
destruction. The other shall be a responsible employee or a' subcontract 
employee who is working on the premises of the contractor and who has been 
designated to witness the destruction of the classified material. However, 
CONFIDENTIAL material, other than accountable COMSEC material, may be 
destroyed at the facility and witnessed by: (i) one responsible employee or 
(ii) one responsible subcontractor guard who is employed on a full-time basis 
at the facility, is under the supervision and direction of the FSO, possesses 
an appropriate PCL, has been briefed in the destruction procedures, and has 
been designated to perform and witness the destruction. 

e. Destruction Records and Certificates for TOP SECRET, SECRET, or 
CRYPTO Material. When TOP SECRET, SECRET, ~r CRYPTO material, regardless of 
classification, is destroyed, the contra~tor! in addition to maintaining 
accountability records reflecting the destruction of such material, shall 
execute a destructioIl certificate indicating the date of destruction and 
identifying the material destroyed. The certificate shall be signed by both 
the individual designated to destroy and the individual designated as a 
witness at the time the material is destroyed. Both individuals shall be 
required to know. through their personal knowledge, that such material was 
destroyed. The (~ontractor may, at his or her discretion, combine the 
information required in the destruction certificate with tile accountability 
records ma:i,ntained in accordance with paragraph 12a. On request, a copy of 
the destruc'tion certificate shall be sent to the contracting officer at the 
time of destruction. Destruction records and destruction certificates shall 
be maintained. at the control stations established under paragraph 12, and 
shall be retained by the contractor for a minimum of 3 years for TOP SECRET, 
special access. or CRYPTO material, regardless of classification, and for 2 
years for SECRET material. 

f. Classified Waste. Classifi@d waste shall be destroyed as soon as 
practical, in accordance with the provisions of paragraph c above. This 
applies to all waste material containing c'.assified information, such as pre
liminary drafts, carbon sheets, carbon ribbons, plates, stencils, masters, 
stenographic notes, worksheets, and similar items. Typewriter and ADP 
equipment ribbons used in transcribing classified material shall be 
safeguarded in the manner appropriate for the classification category 
involved, until the ribbon is cycled throu&h the typewriter or printer a suf
ficient number of times to obliterate information contained thereon. Normally 
this can be accomplished if the ribbon is completely overprinted five times in 
all ribbon typing or printing positions. Any ribbon which remains substan
tially stationary (that is, receives at least five consecutive impressions) 
shall be treated as unclassified. CONFIDENTIAL waste, except waste containing 
CRYFTO or other special access information, may be destroyed by one employee 
or one responsible subcontractor guard pursuant to the provisions of paragraph 
d above. Pending destruction, classified waste shall be safeguarded in accor
dance with paragraph 14. Receptacles utilized to accumulate classified waste 
shall be clearly identified. If not promptly destroyed. accountability shall 
be established over that material containing information classified SECRET or 
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higher, special access information, or CRYPTO, regardless of classification, 
in accordance with paragraph 12f. When destruction does take place, the pro
visions of paragraph e above are applicable. 

g. 
facility 
alternate 

Alternate Procedure. Where there is only one employee assigned at a 
and there is a need to destroy material, one or more of the following 

procedures shall be used for disposal of the classified material. 

(1) Return all classified material eligible for destruction. includ
ing classified waste, to the contractor or UA fo~ whom the classified work is 
being performed, or to another facility of the same MFO. 

(2) Utilize the destruction facilities of another DoD contractor 
or UA, provided that the individual granted use of such facilities retains 
physical custody of the classified material and personally ensures its complete 
destru~tion. To satisfy the requirements of paragraphs d and e above, an 
appropriately cleared employee of the cont~actor or UA providing the destruction 
service may serve as a witness to the destruction and sign the destruction 
certificate. 

(3) Employ the destruction services of a subcontractor, vendor, or 
supplier specializing in the destruction of classified material, provided that 
the controls set forth in paragraph c above are observed and an appropriately 
cleared employee of another DoD contractor <Ir UA is present to witness the 
destruction, when required pursuant to paragraph d and e above. 

h. Magnetic Recordings. 

(1) All classified information recorded on magnetic media shall be 
safeguarded and accounted for, according to the requirements prescribed in 
this manual for the highest level of classified information ever recorded 
thereon. 

(2) When the classified informationrecor~ed on magnetic media 
is itself regraded or declassified, the recording media shall be regraded, in 
accordance with the provisions of paragraph lId, and, except when completely 
declassified. safeguarded according to the requirements prescribed in this 
manual for the new level of classification. 

(3) Procedures for declassification of magnetic recording media 
are contained in paragraph 116. 
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Section III. SECURITY CLEP~NCES 

20. General. 

a. An individual shall be permitted to have access to classified 
information only when cleared by the U.S. Government or by the contractor, as 
specified in this section, and the contractor determines that access is neces
sary in the performance of tasks O~ services essential to the fulfillment of a 
contract or pt'ogram; that is, the individual has a need-to-know (see paragraph 
3bg). The contractor shall limit the number ~f personnel processed for clear
ance to the maximum extent possible consistent with contractual obligations. 

b. To be eligible for a PCL, the following age must have been attained. 

For CONFIDENTIAl., •••••••.•••••.••.•. 
For SECRET or TOP SECRET ••.••• , •••• 

Years 
16 
18 

c. A PCL granted by the DoD, or by a i!ontractor as specified in this 
section, is valid for access on a need-to-know basis to all classified defense 
information at the same or lower category, except for the following. 

(i) Contractor-granted CONFIDENTIAL PCL's are not valid for 
access to RESTRICTED DATA. FORMERLY RESTRICTED DATA, COMSEC information (see 
DoD 5220.22-S-1), SENSITIVE COMP~~TMENTED INFO&~TION (see paragraph 75), ACDA 
classified information, NATO information (see paragraphs 85 and 86) (however, 
a contractor-granted CONFIDENTIAL PCL is valid only for access to NATO 
RESTRICTED information), or to meet the PCL requirement as a prior condition 
for certification to fill a Critical or Controlled Position under the Nuclear 
Weapon PRP (see paragraph 3bi). 

(ii) Interim SECRET or interim CONFIDENTIAL PCL's are not valid 
for access to RESTRICTED DATA, NATO, or COMSEC. and SENSITIVE COMPARTMENTED 
INFORMATION (however, interim TOP SECRET PCLls are valid for access to 
RESTRICTED DATA, NATO, COMSEC, and SENSITIVE COMPARTMENTED INP'{)RMATION at 
the SECRET level and below). 

(iii) Access under recipJ:'ocal clearances is limited as set forth in 
paragraph 31c. 

(iv) PCL's granted to immigrant aliens are not valid f~r access 
to NATO classified information, COMSEC information, or SENSITIVE COMPARTMENTED 
INFORMATION. In addition to a final security clearance granted by the DoD, 
specific authorization of the VA is required for access to SENSITIVE COMPART
~lliNTED INFORMATION. 

d. Personnel shall not be cleared for access to classified informatj"on of 
a higher level than the clearance of the facility at which they arc employed, 
except for: 

(1) Type A Consultants, as provided in paragraph 68. and 

Preceding page blank 
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(2) employees of a MFO who are physically located at an uncleared 
facility or a facility with a lower level of clearance, who require access 
to a higher category of classified information exclusively in connection with 
the performance of duties at another cleared facility or at a u.s. Government 
installation; or who are transferred to an uncleared facility or to a facility 
with a lower level of FCL within the ~WO, provided the contractor desires to 
retain the LOC at the higher level, so it will be available in the event the 
individual is transferred back to a facility at which the clearance will be 
needed. A PCL granted under this authority shall not be of a higher level than 
the FCL of the HOF of the contractor, and the LOC will be issued or forwarded 
to the HOF or to the PMF, as appropriate. If the contractor elects to have 
the LOC retained at a PMF, in accordance with paragraph 26k, peL's granted to 
personnel located within the geographical or functional area of responsibility 
assigned to the PMF shall not be of a level higher than the FCL of the PMF. 

e. All personnel assigned the duty or entrusted with the responsibility 
of safeguarding classified material shall be cleared at the same level as 
the facility to which they are assigned, except that such personnel will be 
required to have a TOP SECRET PCL only if the person's duties require that he 
or she has access to, or possession of, TOP SECRET information, or is exercis
ing control over TOP SECRET areas, as prescribed by paragraph 34. This rule 
shall apply to personnel whose duties involve the safeguarding of classified 
material whether they are acting as guards in addition to other regularly 
assigned functions (guards required by paragraph 34 shall not be assj.gned 
additional functions which will interfere with their protective duties); 
employed by the contractor for the primary purpose of serving as a member 
of the police, guard, or protective force of the facility; or employees of a 
firm awarded a contract to furnish police, guard, or protective services at 
the cleared facility. 

f. The fact that a contractor has qualified for and has been granted 
a FCL shall not be used for advertising, promotional purposes, or in the 
recruitment of employees. Employment advertisements shall not state or imply 
that a PCL is a condition or prerequisite for employment. Reproduction in any 
manner of the DIS FL 381-R, furnished to the contractor by the U.S. Govern
ment, shall not be made, except for the necessary records of the contractor 
or unless requested by competent U.S. Government authority. Further, the 
reproduction in any manner of a LOC or security assurance furnished by the 
government to the contractor for his or her employee shall not be made. except 
for necessary records of the contractor, or unless requested by competent U.S. 
Government authority. A copy of the LOC or security assurance shall not be 
furnished the employee named on the DIS FL 381-R for any purpose whatsoever, 
nor shall the employee be given any other written notification of the granting 
of a LOC or security assurance. However, this does not preclude the issuance 
of a color-coded identification card or badge to reflect the level of PCL in 
accordance with paragraph 8. 

g. When DISCO determines that it is unable to meet the full investiga
tive requirements for the level of PCL requested, the contractor shall be 
advised that such PCL cannot be granted because of such inability, and the PCL 
action shall be discontinued. 

h. Unless administratively terminated, suspended, or revoked by the 
DoD, the clearance of an employee shall be effective so long .as he or she is 
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continuously employed by the contractor, and during any period of reemployment 
by the contractor which commences within 12 months after the cessation of 
prior period of employment, provided DISCO is notified of the reemployment, in 
accordance with paragraph 6b(2). However, if the employee no longer has or 
requires access to classified information and no requirement for such access 
is anticipated in the foreseeable future, the PCL can be administratively 
terminated by complying with paragraph 29. In addition, when an employee is 
granted a leave of absence, it shall not be considered as an interruption or 
discontinuance of emploJ~ent, provided it does not exceed 1 year. When the 
leave of absence granted the employee exceeds 1 year. the termination date 
reported in accordance with paragraph 6b(2) will be the first day of the leave 
of absence. 

i. In all cases in which a contractor furnishes copies of board minutes, 
certificates, or other records, such records shall be on company letterhead or 
identified by typing the contractor's name and address and, in addition, they 
shall indicate the date of submission. 

j. As a general rule, a contractor may be issued only one LOC for each 
cleared employee. However, in the case of an individual who, pursuant to 
paragraph 22, is required to be cleared in connection with the HOF FCL and who 
has his or her primary place of work at another facility of the MFO, a LOC 
may be issued to both facilities. 

·k. Requests for PCL's of personnel required to be cleared in connection 
with a FCL, as prescribed by paragraph 22, who are also RFI's, shall be sub
mitted to the CSO. All other requests for PCL's of employees who are RFI's 
shall be submitted to DISCO. RFI's (see paragraph 3bw) are not eligible for 
PCL's if: 

(1) the foreign interest involves a Communist country or a citizen, 
firm, or other entity of a Communist country; ~ 

(2) their work as RFI's could create a potential conflict of interest 
situations vis-a-vis their work for the contractor, if PCL's were issued for 
them (a potential conflict of interest situation is considered to exist when 
an individual's technical or scientific endeavors on behalf of a foreign 
interest are similar to his or her technical or scientific endeavors on behalf 
of the U.S. contractor; for example, the individual is performing services as 
a consultant to a foreign government and to a contractor involving the same 
general scientific or technical discipline); ~ 

(3) they are not U.S. citizens or U.S. nationals. This general 
exclusion is not applicable to individuals who are eligible for or have been 
previously granted a reciprocal clearance. in accordance with the provisions 
of paragraph 31. 

Decisions as to whether an individual is eligible for a PCL pursuant to 
paragraph (1), (2), or (3) above are made by DIS. With the exception of 
the foregoing, RFI's are eligible for consideration for PCL's, provided 
they submit statements explaining fully their foreign connections. The 
statement should identify the foreign entity. If it is a business enter
prise, the statement should explain the nature of the business and to the 
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extent possible, details as to its ownership, including the citizenship of 
the principal owners or blocks of owners. The statement should fully explain 
the nature of the relationship between applicant and the foreign entity and 
indicate the approximate percentage of the applicant 1 s time devoted to the 
interest of the foreign entity. In addition, the statement shall incorporate 
the provision that the applicant recognizes his or her special responsibility 
to protect classified information from disclosure to any unauthorized person, 
for~ign or domestic. Two copies of the statement described above shall be 
included with each request for an initial PCL, transfer of PCL, concurrent 
PCL, or conversion of clearance. In those cases where an individual who is 
cleared (or is in the process of being cleared) becomes a RFI, the contractor 
shall submit a written report, in accordance with either paragraph 6a(4) or 
6b(5). This report shall include the statement described above. In those 
cases where a RFI is required to be cleared in connection with a FCL pursuant 
to paragraph 22, the provisions of paragraph 22f are applicable, in addition 
to the provisions of this paragraph. 

1. Foreign nationals are not eligible for a peL, except that reciprocal 
clearances may be granted in accordance with paragraph 31. 

m. Except for short-term visits (not in excess of 90 consecutive days 
during any 12-month period) residence or the assignment of a cleared immigrant 
alien outside the U.S., Puerto Rico, Guam, or the Virgin Islands negates the 
basis on which the LOC was issued, and it shall be administratively terminated 
without prejudice by DISCO on receipt of notification of such residence or 
assignment (see paragraph 6b(6)). 

n. Persons not eligible for PCL under the provisions of this section 
shall be granted access to classified information only as specifically 
authorized in writing by a UA. The granting of such access is beyond the scope 
of the DoD Industrial Security Program, and all necessary instructions will be 
plwvided hy the UA concerned. 

o. When an interim PCL has been granted and derogatory information is 
subsequently developed, DISCO may withdraw the interim PCL pending completion 
of the processing which is a prerequisite to the issuance of a final PCL. 
When an interim PCL for an individual who is required to be cleared in 
connection with the FCL pursuant to paragraph 22 is withdrawn, the interim 
FCL will also be withdrawn, unless action is taken to remove the individual 
from the position requiring PCL. Withdrawal action is not a deuial or 
revocation of PCL and is not appealable. 

20.1 Immigrant Aliens. In rare circumstances, when an immigrant alien 
possesses special expertise and it is determined by the U.S. Government that 
it is in the national interest to issue a PCL at the SECRET or CONFIDENTIAL 
level, a PCL may be obtained if the alien states in writing his or her 
intention to become a U.S. citizen as soon as becoming eligible to do so. 
Requests for authorization to submit a PCL application for an immigrant alien 
must be addressed to the contracting officer for approval. The request must 
include appropriate justification as to the special expertise that warrants 
this significant exception. After approval has been obtained from the 
contracting officer, the request for PCL may then be submitted as provided for 
in paragraph 26. Interim PCL's are not authorized for immigrant al~ens. 

20.1 84 

;'( 
" '\ 

( 

! 

"I 

1 
'. 
i 
i 

II 
II 

i 
r 

, , 

21. Facility Security Clearances. 

a. Procedures for P~ocessing. A FCL is an administrative determination 
that a facility (see paragraph 3ak) is eligible from a security viewpoint for 
access to classified information of the same or lower classification level as 
the clearance being granted. FCL's shall not be granted to contractor activi
ti~s located outside the U.S., Puerto Rico, or a U.S. possession or trust 
territory. FCL's may be granted only to contractors organized and existing 
under the laws of any of the fifty states and Puerto Rico. Contractors 
organized and existing under the laws c~ a U.S. posRession or trust territory 
may not be processed for or granted a FCL, unless prior approval is received 
from the Deputy Director (Industrial Security), HQ DIS. The CSO assigned 
responsibility for the geographic area in which the facility is located (see 
appendix VIII) will advise the prospective contractor of the actions required 
for the pl~cessing, the issuance. and the continuation of a FCL. In connec
tion with the issuance of a FCL, PCL's must be granted to certain management 
personnel as prescribed in paragraph .22. In addition, the contractor shall 
execute a DD Form 441, or, where appropriate, an "Appendage to Department of 
Defense Security Agreement" (DD Form 441-1) and a "Certificate Pertaining 
to Foreign Interests" (DD Form 441s). In the case of a MFO, \-There more than 
one facility is covered by the DD Form 441 or DD Form 441-1, the contractor 
shall furnish a copy of the DD Form 441 with DD Form 441-1, when appropriate, 
to each facility covered under the agreement and to the CSO of each covered 
facility. Before a contractor is eligible for custody of classified informa
tion, he or she shall. in addition to having a FCL. have storage capability 
as prescribed in paragraph 14 and be prepared to apply such other safeguards 
as prescribed by this manual. Classified information which is of a higher 
security classification than the contractor's FCL may not be disclosed to the 
contractor. 

b. Licensing, Patent, and Trade Secret Agreements. Licensing, patent, 
and trade secret agreements with a foreign entity may render a contractor 
ineligible for a FCL, unless appropriate procedures are established in the 
facility's SPP to ensure that such agreements will not jeopardize the security 
of classified information, which is entrusted to the contractor. In this 
connection, attention is directed to the State Department's ITAR, in particu
lar. parts 124 and 125 thereof. This regulation provides, inter alia, that 
before the execution of any license agreement envisaging the transmittal 
abroad of classified U.S. military information, it must first be submitted 
to the Department of State for review and approval, and that prior to any 
approval of such agr£lement, the release of the classified information involved 
must be approved by the cognizant U.S. military department and the DoD under 
established procedures. 

c. Foreign Ownership. Control, or Influence (FOCI). Facilities which 
are determined to be under FOCI are not eligible for a FCL. Agreements with 
a foreign interest may make a contractor ineligible for a FCL. Execution 
of aDD Form 441s. in accordance with instructions set forth in appendix I, 
paragraph L, is required in connection with a determination of the degree, if 
any, of FOCI. The contractor must execute a new DD Form 441s whenever there 
is any change in the information previously submitted. It is not necessary to 
repeat answers on the new DD Form 441s, which have not changed. In addition, 
when any question on the DD Form 44ls has been answered affirmatively, a new 
complete DD Form 441s must be submitted ev~ry 5 years from the date of the 
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last change submitted. If no changes have occurred, so state. Any investor 
who has acquired a direct or indirect beneficial ownership interest of 5 
percent or more of any class of stock of a registered company, or any investor 
who plans to make a tender offer to purchase securities, which is reasonably 
expected to result in such an ownership interest, is required to file a Sched
ule 13 D report with the SEC, with the company whose securities are involved, 
and with any national exchange on which the securities may be traded. If the 
acquisition will result in the submission of a revised DD Form 4418, and the 
contractor has received a Schedule 13 D from the investor, a copy of the 
Schedule 13 D will be forwarded with the DD Form 441s or., if appropriate, with 
the report (notification letter) required by paragraph 6a(4)(f). A new DD 
F::irm 44ls shall also be executed by the contractor whenever advised that the 
form is required for an official purpose. It is the contractor's responsi
bility to provide complete information to ensure that the degree of FOCI to 
which the facility may be subjected is fully explained so that the U.S. 
Government can ascertain that the security of the classified information in 
the possession of the contractor will not be jeopardized. 

22. Personnel Clearances Required in Connection with Facility Clearances. 
Certain individuals. as described below, must be processed for- clearance 
in connection with FCL's. As a related matter, unless notified by the 
CSO that such determinations are not required, individuals other than those 
described below, who exercise control over the management of the facility 
through stock ownership, proxy voting rights, majority ownership of securi
ties, or by some other method control the management of the facility and 
affect the appointment and tenure of officers, directors, or principal 
supervisory management personnel of the facility, shall be processed for a 
determination of clearance eligibility by the eso in connection with the FCL. 

a. Corporations, Associations. and Nonprofit Organizations. Except 
as provided for below, the following individuals are required to be cleared 
in connection with, and at the level of. the FCL. 

(1) The chairman of the board and all principal officers. (see 
paragraph 3bj) must be cleared. 

* 
* 
* 
* 

* 
* 
* 
* 
* 
* (a) Other officers 1/, who shall not require access to 

classified information in the conduct of the organization's business and 
do not occupy positions that would enable them to affect adversely the 
organization's policies or practices in the performance of classified 
contracts, are not required to be cleared, provided the organization 
complies with the provisions ~f paragraph e below. or 

who * 

(b) 
information in the 
level than that of 

Other officers who require access to classified 
conduct of the organization's business, but B.t a lower 
the FCL, may be cleared with a U.S. Govermnent granted 

1/ All officers. as defined by paragraph 3bj, are considered OODEPs of an 
organization, but not all OODEPs occupy positions required to be cleared in 
connection with a FCL. 
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PCL at the lower level, provided they do not occupy positions that would * 
enable them to adversely affect the organization's policies and practices in * 
the performance of the higher level classified contracts, and the organiza- * 
tion complies with the provisions of paragraph e below. * 

(2) All directors must be cleared, unless one of the following 
options is elected. 

(a) Directors, who shall not require access to classified in
formation in the conduct of the vrganization's business and who do not occupy 
positions that would enable them to affect adversely the organization's poli
cies or practices in the performance of classified contracts, are not required 
to be cleared, provided at least a legal quorum of the board of directors or 
similar executive body shall be cleared. If the corporation or association 
conducts meetings with a pro tem chairman or by a rotating chairmanship, all 
board members who are eligible for or who could sit as board chairman shall be 
cleared, and, with respect to all uncleared directors, the organization shall 
comply with the provisions of paragraph e below. 

(b) If the board has seen fit to delegate certain of its duties 
and responsibilities to a legally constituted executive committee, all members 
of this committee shall be cleared. Other directors are not required to be 
cleared, provided the committee has full executive authority to exercise 
management control and supervision for the corporation, including responsi
bility over all matters involving the security of classified information in 
the possession of the organization, and provided further, with respect to all 
uncleared directors, the organization complies with the provisions of para
~raph e below. If required, directors who are not members of this executive 
~ommittee may be cleared, but only at the same level as the FCL and when this 
is done, paragraph e below would not be applicable. Two copies of the board 
of director's resolution delegating this authority to the committee shall be 
furnished to the CSO. 

(3) Executive personnel (see paragraph 3aj) must be cleared. The 
management official in charge at the facility and the FSO shall always be 
cleared in connection with the FCL. 

(4) A current list of all OODEPs shall be maintained by the 
facility, with a copy furnished to the CSO. The list shall designate by 
name those individuals granted a LaC, those who are being processed for a 

* 
* 
* PCL, and those who have been excluded from access to classified information * 

pursuant to the provisions of paragraph e below. Such lists shall be signed * 
by an OODEP of the corporation. * 

b. Sole Proprietorships. The following individuals are required to 
be cleared in connection with, and at the level of. the FCL. 

(1) The owner must be cleared. 

(2) All officers, if applicable, must be cleared. 

(3) Executive personnel (see paragraph 3aj) must be cleared. The 
management official in charge at the facility and the FSO shall always be 
cleared in connection with the FeL. 
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(4) A current list of all OODEPs shall be maintained by the sole * 
proprietorship and the eso. The list shall designate by name those indi- * 
viduals granted a LOC, those who are being processed for a peL, and those * 
who have been excluded from access to classified information pursuant to * 
the provisions of paragraph e below. Such lists shall be signed by an OODEP * 
of the sole proprietorship. * 

c. Partnerships. Ex(:ept as provided for below, the following indi
viduals are required to be c:leared in connection with, and at the level of, 
the FCL. 

(1) All general partners must be clegred. 

(2) All other partners must he cleared. 

(a) Partners, other than general partners, who do not 
require access to classified :lnformation i\11 the conduct of the organiza
tion's business and do not occupy positions that would enable them to 
affect adversely the organization's policies or practices in the perform
ance of classified contracts, are not n~quired to be cleared, provided the 
organization by official action of the general partners complies with the 
provisions of paragraph e belolif. or 

* 
* 

* 
* 
* 
* 
* 
* 
* 
* 
* 

(b) Partners, other than gEmeral partners, who require· * 
access to classified information in the conduct of the organization's * 
business, but at a lower level than that of the FeL, may be cleared with a * 
u.s. Government granted peL at the lower level, provided they do not occupy * 
positions that would enable them to adversely affect the organizations poli- * 
cies and practices in the performance of higher-level classified contracts, * 
and the partnership, by official action of the general partners. complies * 
with the provisions of paragraph e below. * 

(3) If the partnership has seen fit to delegate certain of its * 
duties and responsibilities to a legally constituted executive committee~ * 
all members of this committee shall be cleared in connection with the FCL. * 
General partners who are not members of this executive committee may be * 
cleared, but only at the same level as the FCL. Other non-executive com- * 
mittee member general partners may be excluded, provided the committee has * 
full executive authority to exercise management control and supervision for * 
the partnership, and, with respect to these other partners, the organization * 
complies with the provisions of paragraph e below. Two copies of the part- * 
nership's resolution delegating this authority to the committee shall be * 
furnished to the eso. The resolut:lon shall specify which partners are * 
excluded from access to all classified information, and which partners are * 
excluded from access to higher-level classified information, as appropriate. * 

(4) The management official in charge of the facility and the 
FSO shall always be cleared in connection with the FeL. .. , * * 

(5) A current list of all OODEPs shall be maintained by the * 
partnership, with a copy furnished to the CSO. The list shall des;i.gnate * 
by name those individuals granted a LOC, those who are being processed for a * 
peL, and those who have been excluded from access to classified information, * 
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pursuant to the provisions of paragraph e below. Such lists shall be signed * 
by a partner or ~xecutive personnel of the partnership. * 

d. Colleges and Universities. Except as provided for below, the 
following individuals are required to be cleared in connection with, and at 
the level of, the FCL. 

(1) The chief executive officer must be cleared. /, 

(2) Those other officers or officials who are spec!Lfically and 
properly designated by action of the board of regents, board of trustees, 
board of directors, or similar executive body, in ar:cordance with the 
institution's requirement, as the managerial group naving the authority and 
responsibility for the neg?tiation, execution. and administration of UA 
contracts, shall be cleared. The institution shall furnish the eso a copy of 
such designation of authority, from which the particular officers who are to 
be processed in connection with a FeL can be determined, and thereafter, 
changes shall be furnished as they occur. If this requirement is not met, 
all officers shall be processed for PCL's in connection with the FeL. 

* 
* 
* 

* 
* 

(3) All regents, trustees, or directors must be cleared. unless one 
of the following options is elected • 

(a) Regents, trustees, or directors, who shall not require 
access to classified information in the conduct of the institution's business 
and who do not occupy positions that would enable them to affect adversely the 
institution's policies or practices in the performance of classified contracts, 
are not required to be cleared, provided at least a legal quorum of the board 
of regents, board of trustees, board of directors, or similar executive body 
shall be cleared, and, if the college or university conducts meetings with a 
pro tem chairman or by a rotating chairmanship, all board members who are 
eligible for, or could sit as, board chairman shall be cleare.d. With respect 
to all uncleared regents, trustees, or directors. the institution shall comply 
with the provisions of paragraph e below. 

(b) If the board has seen fit to delegate certain of its duties 
and responsibilities to a legally constituted executive committee, all members 
of this committee shall be cleared. Other regents, trustees, or directors 
are not required to be cleared, provided the committee has full executive 
authority to exercise management control and supervision for the institution, 
including responsibility over all matters involving the security of classified 
information in the possession of the institution, and provided further, with 
respect to all uncleared regents, trustees, or directors, the institution 
complies with the provisions of paragraph e below. Regents, trustees, or 
directors, who are not members of this executive committee, may be cleared, 
but only at the same level as the FCL and when this is done paragraph e below 
would not be applicable. Two copies of the board of directors' or similar 
executive body's resolution, delegating this authority to the committee shall 
be furnished to the CSO • 

(c) If the board has seen fit to delegate all of its duties 
and responsibilities pertaining to the protection of classified information 
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to a managerial group comprised of officers or officials of the college or 
university, and, if because of this delegation the board will not be in a 
position to affect adversely the performance of classified contracts, the 
board may exclude itself from the requirement for its members to be processed 
for a PCL by ,complying with the provisions of paragraph e below. Election of 
this alternative will not preclude a regent, trustee, or director from being 
processed, for a PCL, if such clearance is necessary in connection with the 
individual's duties other than in the capacity of a regent, trustee, or 
director. However, in such cases the PCL shall be at the same clearance 
level as the FCL. Two copies of the resolution by the board of regents, 
trustees, directors, or similar executive body excluding the board members 
from access to classified information and delegating such authority to the 
managerial group shall be furnished to the CSO. 

(4) Executive personnel must be cleared. The management official 
in charge of the facility and the FSO shall always be cleared in connection 
with the FCL. 

(5) A list of OODEPs shall be maintained by the college o~ uni- * 
versity and the CSo. The list shall designate by name those individuals * 
granted LOC's, those who are being processed for PCL's, and those who have * 
been excluded from access to classified information, pursuant to the pro- * 
visions of paragraph e below. Such lists shall be signed by an OODEP of the * 
college or university. * 

e. Exclusion Procedl~F~. This paragraph applies to those officers, 
directors, partners, regents, and trustees who, pursuant to the provisions 
set forth above. can be excluded altogether from the requirement for a PCL, 
or who can be excluded from higher-level access by virtue of possessing a 

* 
* 
* 
* 
* PCL at a level below that of the FCL. In order to invoke these exclusion 

procedures, the organization by formal action of the board of directors, all * 
general partners, or similar executive body shall affirm the following, as * 
appropriate. 

(1) Such officers, directors, partners, regents, or trustees 
(designated by name) shall not require, shall not have, and can be effec
tively excluded from access to all classified information in the possession 

* 

of the organi~ation. They also do not occupy positions that would enable 
them to adversely affect the organization's policies or practices in the 
performance of classified contracts or programs for the UA's. This action 
shall be made a matter or record in the organization's minutes of the board * 
of directors, partnership, board of regents, or trustees, or similar execu- * 
tive body. Two copies of such minutes, dated and identified by the name * 
and address of the facility, shall be furnished to the CSO. * 

(2) Such officers or partners (designated by name) shall not * 
require, shall not have, and can be effectively denied access to higher- * 
level classified information (specify which higher level(s» and do not * 
occupy positions that would enable them to affect adversely the organi- * 
zation's policies or practices in the performance of higher-level classified * 
contract (specify higher level(s» or programs for the UA's. This action * 
shall be made a matter of record in the organization's minutes of the board * 
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of directors, partnership board of 
tive body. Two copies of' such mi t rege~ts, or trustees, or similar exec.u- * 
address of the facility shall b nfu es, ated and identified by the name and * 

, e urnished to the to the CSO. . * 
(3) In the event the organization d 

both of the above, as applicable all ff oes not comply with one or 
regents, or trustees shall b ' 0 icers, directors, partners, 

e processed for a PCL at the level of the FCL. 
f. Representative of a Foreign Intere 

3bw) is required to be cleared in connecti st: When a RFI (see paragraph 
been excluded in accordance with hon w~th a FCL, and the RFI has not 
shall apply. paragrap e above, the following procedures 

(1) When the statement required b 
ted, official notice of it Y paragraph 20k has been execu-
organization's minutes by s execution shall be made a matter of record in the 
Two copies of the minutes the board of directors or similar ex ti b 

shall be furnished the CSO. ecu ve ody. 

(2) Failure to obtain a PCL f 
the facility ineligible f 1 or. or to exclude a RFI, shall make or c earance and an i i 
tratively terminated by the CSO. y ex st ng FCL shall be adminis-

Such action is not appealable. 

(3) In those cases where an indi id 1 
with the FCL becomes a RFI, the contractor vh ~~ who is cleared in connection 
paragraph 6a(4)(d). in addition t th s a submit the report required by 

o e actions prescribed in this paragraph. 
23. Security Clearance of Negotiato 
designated by the contractor as b irs. Negotiators (see paragraph 3bh) 
preparation of a bid or quotati e ng required to participate in the 
but not as a part of. the FCL. o~ ;~r ~e processed for PCL's concurrent with. 
tiators, and changes in negotiators sha~lnot dependent on the PCL of nego-
Subsequent to the issuance of FCt not affect the status of a FCL. 
the normal manner prescribed b

a 
,neghotiators are processed for PCL's in 

y paragrap 24. 

24. Security Clearance of Additional Perso 
personnel who are required to be I d nne!. Except in the case of 
prescribed by paragraph 22 d c eare in connection with a FCL as 
contractor shall not initi~tanpCLnegotiiators as prescribed in paragraph 23 the 

d e act on on employe 'il ' grante. Contractor employees, other than -th es unt a FCL has been 
the provisions of paragraphs 22 23 27 31 ose cleared in accordance with 
whose access to classified if' i ' ,or 41e (Category 5 visitors) 
classified contract shall b: o~at don is essential in the performance of'a 

, c eare as specified below. 

a. Clearance by the DoD. 

tractor Wh!;) DoD shall grant PCL's for U.S. citizen employees of the con-

SECRET, or to 
COMPARTMENTED 

(a) require access to i f i 
any COMSEC information n o~~t on classified TOP SECRET 2/ or 
INFORMATION, RESTRICT~ ~~~:r ~s;ORMEOf classificati~n, SENSITIVE 

• o~ RLY RESTRICTED DATA; 

(Footnote 1/ is on the following page.) 
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(b) are emplo.yed by a co. lIege Dr university; 

(c) require access to. NATO info.rmatio.n classified CONFIDEN1'IAL 
Dr higher as described in sectio.n XI; 

(d) require access to. ACDA classified info.rmatio.n; 

(e) make determinatio.ns to ,grant access authorizations, in 
acco.rda~ce with paragraph b belo.w; 

(f) are RFI's; ~ 

(g) require security clearance as a co.nditio.n o.f 
Weapo.n PRP for duties in Critical and Controlled po.sitio.ns under 
loleapon Security Program (see paragraph 3bi). 

the Nuclear 
the Nuclear 

(2) Do.D shall grant PCL's for immigrant alien employees o.f the 
contracto.r when approval has been obtained from the co.ntracting o.fficer, as 
provided f~r in paragraph 20.1. The request for clearance submitted to DISCO 
(or to the CSO in the case of OODEPs) must include the PCO's autho.rizatio.n for 
clearance and a statement fro.m the alien o.f his or her intention to. beco.me a 
U.S. citizen as soo.n as beco.ming eligible to. do. so. Immigrant aliens ma~ be 
cleared fo.r access to SECRET Dr CONFIDENTIAL. Clearances granted to. imm1grant 
aliens are no.t transferrable, except in the case o.f a MFO. They are not 
eligible fo.r access to SENSITIVE COMPARTMENTED INFORMATION, COMSEC, NATO 
information (see paragraphs 20c, 75. 76, and 86), Dr for perfo.rmance o.f duties 
in Critical or Co.ntrolled po.sitions under the Nuclear loleapons Security Program 
(see paragraph 3bi). Mo.reover, immigrant aliens are no.t eligible to be 
processed for DoD clearances at the TOP SECRET level. 

(3) Do.D shall grant PCL's for employees o.f contractors whose 
applications for clearances are referred to. DISCO, acco.rding to. paragraph b(4) 
belo.w. 

b. Clearance by the Contractor. Employees of the co.ntracto.r no.t 
co.vered by paragraph a above, who. are U.S. citizens and who. require access to 
information classified no higher than CONFIDENTIAL, shall be cleared by the 
co.ntracto.r, as prescribed below. Such clearances shall remain valid, unless 
o.therwise revo.ked, within any facility of the same organization, so. lo.ng as 
the individual continues in the contractor's emplo.yment. However, if the 
employee no. longer has or requires access to classified information and no 
future requirement for such access is anticipated in the foreseeable future, 
clearance can be administratively terminated by co.mplying with paragraph 29. 
The contractor is not authorized to. grant an i,nterim CONFID~NTIAL clearance. 
Contractor-granted CONFIDENTIAL clearances are not valid for access to. 

When a TOP SECRET clearance is requested, DISCO will auto.matically issue a 
LOC for SECRET when the investigation necessary for PCL at the SECRET level 
has been completed with satisfactory results •. That LOC will subsequently 
be superseded by a LOC for TOP SECRET when the required additional 
investigatio.n is completed. 
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RESTRICTED DATA, FORMERLY RESTRICTED DATA, COMSEC info.rmatio.n, SENSITIVE 
COMPARTMENTED INFORMATION, ACDA classified info.rmation, Dr NATO informatio.n, 
except for NATO RESTRICTED informatio.n. 

(1) The clear.ance shall be based o.n the co.ntractor's determination 
o.f the follo.wing. 

(a) The emplo.yment reco.rds of the employee are in order. 

(b) The "Application and Authorization for Access to. Confidential 
Informatio.n (Industrial)," DD Form 48-2, executed by the employee indj.cates 
that: (i) the emplo.yee is a U.S. citizen and no.t a RFI; (ii) the info.rmation 
furnished in item 8, if any, does not reflect that a PCL has been suspended, 
denied, or revo.ked in his Dr her case. 

(c) The individual is a U.S. citizen. Verificatio.n of U.S. 
citizenship shall be acco.mplished by the co.ntractor by sighting do.cuments 
described in appendix XII. If the required do.cumentary evidence is no.t 
immediately obtainable, the contracto.r may grant the CONFIDENTIAL clearance 
after having explained to. the emplo.yee that the clearance is co.nditional, 
based on submissio.n o.f the necessary do.cumentar; evidence as so.o.n as po.ssible, 
but, in any event, no. later than 90 days. If the emplo.yee do.es no.t produce 
the necessary pro.o.f o.f U.S. citizenship within 90 days, the co.ntracto.r shall 
withdraw access pending the presentatio.n o.f proo.f o.f citizenship. 

(d) There is no information kno.wn to. the co.ntracto.r which wo.uld 
indicate that the emplo.yee's access to. classified info.rmatio.n is no.t clearly 
co.nsistent with the natio.nal interest. 

(2) When the respo.nse to item 7 indicates that the applicant has 
applied fo.r Dr received a previo.us PCL, and there is no. indication in the 
applicant's response to. item 8 that a prior PCL has ever been suspended, denied, 
Dr revoked, the co.ntracto.r may grant the CONFIDENTIAL clearance, if o.therwise 
appro.priate. However, a co.py o.f the DD Fo.rm 48-2 shall be sent to. DISCO fo.r a 
check o.f the PSCF. 

(3) Before individuals sign the DD Fo.rm 48-2 they should read the 
certificatio.n statement. After they sign it in the presence o.f a witness, the 
witness shall affix his Dr her signature and address. 

(4) When the determination required in paragraph (1) above cannot be 
made. Dr if the emplo.yee will no.t sign the DD Fo.rm 48-2. the co.ntracto.r shall 
fo.rward the applicatio.n fo.r CONFIDENTIAL clearance, to.get~er with the fo.rms 
prescribed in paragraph 26c, to. DISCO fo.r appro.priate actio.n. 

(5) An affirmative answer to. item 11 Dr an answer to item 12 
indicating that the applicant has relatives living in a Co.mmunist co.untry 
will no.t, in itself, preclude a determinatio.n by the co.ntracto.r that an emplo.yee 
is eligible fo.r a CONFIDENTIAL clearance, when all other available info.rmatio.n 
indicates that access is clearly co.nsistent with the natio.nal interest. In 
such cases, when the co.ntractor grants a CONFIDENTIAL clearance, he Dr she 
shall forward pro.mptly to. DISCO o.ne co.py o.f DD Fo.rm 48-2 together with the 
fo.rms prescribed in paragraph 26c, for further evaluatio.n and determinatio.n 
o.f co.ntinued eligibility fo.r access to CONFIDENTIAL info.rmatio.n. 
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c. The contractor is not authorized to revoke a clearance that he or 
she has granted. 

25. Preemployment Clearance Applicntion -- Prohibited. The contractor shall 
not initiate any preemployment clearance action. An applicant for employment 
in a position which requires access to classified ,information may be informed 
that a PCL will be required and that a PCL can only be granted to: (i) U.S. 
citizens, or (ii) citizerrs of countries with whom the DoD has entered into 
reciprocal industrial se~urity agreements (see paragraph 31). A DD Form 48, 
IIDoD Personnel Security Questionnaire (Industrial-NAC);" DD Form 48-2, 
"Application and Authcirization for Access to Confidential Information;" DD 
Form 48-3, "DoD Personnel Security Questionnaire (UpdC'ting);" or DD Form 49, 
"DoD Personnel S~curity Questionnaire (Industrial)" shall not be offered to, 
or be required to be completed by, an individual until he or she is employed 
by the contractor in a position requiring access to classified information and 
placed 0n the payroll. However, in exceptional cases when a written contract 
for future employment in a position that requires access to classified 
:info'rmation has been executed by both parties, with a fixed date for entry on 
th2 payroll, the PCL application forms may be furnished to and executed by the 
employee prior to the date of entry on duty, provided the actual date of entry 
on duty under such written contract is not contingent on issuance of a PCL. 

26. Application for Personnel Security Clearance. 

a. General. 

(1) Contractors shall make application for DoD PCL's in accordance 
with the provisions of this section. For PCL's required in connection with a 
FeL under paragraph 22, applications shall be submitted to the CSO. Applica
tions for all other PCL's shall be submitted to DISCO, P.O. Box 2499. 
Columbus, Ohio 43216. In addition to the forms required in connection with 
the application for a PCL, the forms required by paragraph c below shall be 
accomplished and submitted, when requested to satisfy an official requirement 
by DISCO or the CSO. Failure by any employee to furnish PCL application 
forms, when requested or when required by this manual, shall preclude the 
granting of any new peL to the applicant, and shall constitute sufficient 
basis to revoke any outstanding PCL of the employee concerned. Whenever a 
contractor employee has submitted forms prescribed by this paragraph to DISCO 
but subsequently objects, for any reason, to being processed for a PCL or to 
have an existing PCL continued, the contractor shall submit a report to DISCO. 
in accordance with paragraph 6b(10). Verification of such objections shall be 
made by the U.S. Government. On verification, any pending PCL shall be 
terminated. and any peL then held by the employee shall be administratively 
terminated by the U.S. Government without prejudice to the employee. 

(2) The contractor shall establish adequate procedures to ensure 
that items 2 through 13F of DD Form 48. section I of DD Form 49, or parts I 
and II of DD Form 48-3, as appropriate, are completed prior to execution of 
any other part of the respective form by the employee. Additionally. the 
contractor will ensure that items 14 through 18. plus the certification, of DD 
Form 48, section II of DD Form 49, and part III of DD Form 48-3. as appli
cable. are completed by the employee in private. Moreover. the instructions 
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:elating to these privacy sections and 
~nformation. which may have a bearing 
to his or her attention. 

the provision for adding additional 
on the applicant's PCL, shall be brought 

(3) Moreover, the employee shall b 
his or her Signature to the respective ri e a~vi~ed that, prior to affixing 
folded or covered, so that the wit p v~cy s-ct~on, the form shall be 
any portion thereof. ness to h~s or her signature will not see 

(4) The employee shall be fu h 
the above, the PSQ shall be inserted b r~ier advised that, on completion of 
envelope (DISCO Form 703) pr id d Y m or her into the preaddressed 
"A Ii ov e, together with th pp cant Fingerprint Card" (FD F 2) e previously completed 
with a FCL. the application shall ~rm ~8i' For PCL's required in connection 
(DISCO Form 704) provided whO h e su m tted to the CSO in the envelope 
appropriate CSO together ~ith~~h requires affixing the address of the 
FD Form 258 is not required wheneaP~;V~ouSlY completed FD Form 258. (The 
It is required in connection with all o~~ 48-2 or DD Form 48-3 is submitted. 
be advised that: (i) the envelope shall br submissions.) The employee shall 
employee's signature shall be affi e sealed by him or her, (ii) the 
provided, (iii) the date of the Sixed acros~ the e~velope flap on the line 
provided, and (iv) the envelope hg~~t~reiw~ll be ~nserted on the line 
for mailing. s a e mmediately returned to the employer 

" (5) The employer shall ensure th t th "A 
Card , if required, is completed i a e pplicant Fingerprint 
Form 49. so that it will be avail~~l~rfto completion of the DD Form 48 or DD 
pre~ddressed envelope on completion of ~~et~; ;mployee to insert in the 
addhtion, the contractor shall est bli h orm 48 or DD Form 49. In 
of the contractor will witness th at k~ procedures to ensure that an employee 
the card to ensure that the perso

e f~ ng of the employee's fingerprints on 
employee being processed for th nl ngerprinted is, in fact, the same as the 
placing of the FD Form 258 in t: c ear~nce. The employee shall loTitness the 
ensure that substitutions do noteo~~::.ope and the sealing of the envelope, to 

(6) When the sealed envelope cont i i 
security forms is received from th I a n ng the completed personnel 
forwarded unopened to DISCO t e :mp oyee by the contractor, it shall be 

• or 0 t e CSO, as specified in paragraph (1). 

(7) All forms required b thi 
shall be obtained from DISCO I Y s section in connection with PCL's 

o • nstructions for co I ti 
conta~ned in pamphlets which I mp e on of such forms are 
,are entitlAr1. (-t\ IIn~:-"I--' ~::e a so obtained from DISCO. These pamphlets 

---. , ..... J .u~I.ra...L ~u l.nstr-- _-0___ - - ". - _ _ 
Personnel Security Questionnaire (~c~J.o~sixor (;Ompletion of DD Form 48. 
Instructions for Completion of DD Fn ustr al - NAC)," (ii) "Detailed 
Industrial (BI/SBI)." and (iii) "I orm 49. Personnel Security Questionnaire 

nstructions for Completion of DD Form 48-3." 

b. Immigrant Aliens As a e 
immigrant aliens. In rare'and g nleral rule, clearances are not issued to 

i I unusua cases when i i spec a expertise. as determined by th U S an mm grant alien possesses 
in the U.S •• and intends to be ue •• Government, resides permanently 
to do so. the immigrant may bec;::c:~S~~'f~itizen as Soon as becoming eligible 
contracting officer authorizati r a PCL.. Prior to requesting 
the application for a peL for a~niasireqUired by paragraph 20.1 and submitting 

mm grant alien. the contractor shall require 

95 
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the alien to produce for the contractor's review hi 
Registration Receipt Card" (Form No. 1-151 or's or her "Alien 
only to aliens who have been lawfully d it dI - 55I ). This card is issued 
tion visa for permanent residence P ad~ t~ to the U.S. under an immigra
the Immigration and Naturalizatio~ Seen .ng ssuance of the new Form 1-551, 
notation to be stamped on officiall ~icedhas authorized the following 
immigrant alien registration: y ssue documentation as evidence of 

PROCESSED FOR 1-551. TEMPORARY EVIDENCE OF LAWFUL 
ADMISSION FOR PERMANENT RESIDENCE VALID UNTIL 
EMPLOYMENT AUTHORIZED. 

c. New clearances. Application 
existing PCL, or for requesting a PCL 
this manual are not applicable, shall 
of the following forms: 

for an initial PCL, for upgrading an 
in situations where other provisions of 
be made by the contractor by submission 

(1) DD Form 48 ~/, completed and executed b 
to be processed for a DoD issued CONFIDENTIAL y U.S. citizens who are 
paragraph (2) below applies; or SECRET clearance, unless 

(2) 
DD Form 49 iI, completed and executed in the following cases: 

(a) immigrant aliens who are to be processed 
CONFIDENTIAL clearance, for SECRET or 

clearance, 
(b) U.S. citizens who are to be processed for TOP SECRET 

PCL when the ap~~~ca~~Sii~!~i~:~:t~hO are to be processed for any level of 
who are residing in Communist count;~ess' or relatives of his or her spouse 
footnote lQI to paragraph 5u), and (Communist countries are listed in 

clearance when (d) U.S. citizens who are to be processed for any level of 
the applicant advises he or she is a RFI; and 

(3) a properly completed and 
submitted pursuant to paragraphs (1) or (~)c~~~!e:n Form 258 with each request 
ensure that fingerprints are authent~~ 1 Care shall be exercised to 
not meet prescribed standards shall b" egible. and complete. Those which do 
result in clearance delays Th Ie returned for reexecution, which will 
insert and seal all the fo;ms i

e ~~p oyee being processed for access shall 
providecl. Th- - - h n e preaddressed envelope (DISCO Form 703) 

e empLoyee s all then place his or her signature and the date 

~I The DD Form 48 packet . 
the privacy section. cons~sts of an original and 1 copy of the PSQ and 

il The DD Form, 49 packet consists of two 
worksheet printed on the reverse of thse~tions: section I -- a DD Form 49 
packaged as a 5-copy carbon s t. d e nstru~tions, and the DD Form 49 
original and one copy of the peri'va

an 
sectiion II -- a DD Form 2221, and an 

cy sect on. 
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across the envelope flap on the line provided. The employee shall deliver the 
sealed, signed, and dated envelope immediately to the designated company 
representative, who will ensure mailing. 

d. Interim Clearance. Except as authorized below, requests for interim 
PCL's must be approved by ,the c!ontracting officer. Contracting officer approval 
will be given only in an emergfmcy situation in order to avoid crucial delays 
in precontract negotiation, or in the award or performance on a contract. The 
contractor shall: (i) obtain such approval and submit it with application for 
interim PCL, or (ii) forward the application for interim PCL through the con
tracting officer. An application for an interim SECRET or CONFIDENTIAL PCL 
shall not be made when a request for a SECRET or CONFIDENTIAL PCL is already in 
process based on a previously submitted PCL application. The application for 
interim PCL shall consist of the forms prescribed by paragraph c above. The 
words "Interim TOP SECRET," "Interim SECRET," or "Interim CONFIDENTIAL," as 
appropriate, shall be placed in bold letters in the lower right-hand corner of 
the "Job Title" block of the DD Form 48 or 49. The approval letter from the 
contracting officer shall be attached behind the FD Form 258. As an exception 
to the foregoing procedures, and paragraph i below, when an emergency situation 
exists which would render the facility incapable of adequately safeguarding 
classified material in its possession and no contracting officer is available 
to approve the interim PCL request within the time required to negate the 
threat, the CSO is authorized to approve interim PCL requests being forwarded 
to DISCO. Interim SECRET and CONFIDENTIAL PCL's for immigrant aliens are not 
authorized. Access limitations for interim PCL's are set forth in paragraph 
20c. 

e. Clearance Transfers. Application for a PCL may be made by the con
tractor for an employee for whom a LOC was previously issued while the individual 
was employed by another contractor, provided there has not been a lapse of more 
than 12 months since termination of the employment for which the LOC was issued. 
Application is made by submitting one copy of an executed DD Form 48-3. As an 
exception, when transfers are between collocated cleared facilities (paragraph 
72c, ISM), which have a common security services agreement, the FSO need only 
forward the DISCO Form 562, in accordance with appendix I. paragraph Pb(S). 
If there is a break in employment of more than 3 l\'orking days during the 
transfer process, then this exception will not apply. 

f. Clearance Transfers -- MFO's. When an employee for whom a LOC has 
been issued is transferred from one facility to another in a MFO with the same 
or higher level of FCL, the contractor shall: 

(1) forward to the gaining facility either a copy of the LOC for 
the employee being transferred, which shall be certified by the contractor, or 
his or her authorized representative, as a true copy or the original LOC, if 
it lists only the employee being transferred, and --

(2) promptly submit a DISCO Form 562 to DISCO as notification of 
the transfer. 

However, when an employee is transferred to an uncleared facility or a 
facility with a lower level FCL than the employee's clearance, and if the 
employee will continue to require access at the level of his or her clearance 
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at another cleared facility or a U.S. Government installation, ££ if the 
contractor desires to retain the LaC at the higher level, so it will be 
available in the event the individual is transferred back to the facility at 
which the clearance will be needed, the LaC shall be forwarded to the HOF or 
the appropriate PMF of the MFa rather than to the gaining facility. If an 
employee is transferred to a facility with a lower level FCL than his or her 
PCL and the contractor desires to retain the LaC only at the lower level, the 
contractor shall amend the LaC to reflect the lower level of the access 
authorization and include a statement to this effect in the "Remarks" block of 
the DISCO Form 562 that is submitted to DISCO. Clearance transfer action 
under this paragraph may be initiated after determination to reassign has been 
made, prior to the actual transfer. 

g. Concurrent Clearances. 

(1) When a contractor hires an individual or engages a consultant 
on a temporary or part-time basis, who is also employed by or acting as a 
consultant to another contractor, and who has a current LaC, an additional LaC 
shall be requested, if the individual requires access to classified 
information. Application for this LaC will be made by the submission of one 
copy of an executed DD Form 48-3, with the "Concurrent" clearance block marked 
on part I. 

(2) An exception to the requirement for submission of a DD Form 
48-3 to obtain a concurrent clearance can be made when an OODEP of a parent 
company becomes concurrently an OODEP of a subsidiary, or when an OODEP of a 
subsidiary becomes concurrently an OODEP of the parent company, provided the 
new clearance being requested is not at a higher level than the existing 
clearance. In these cases the contractor (parent or subsidiary) to whom the 
existing clearance has been issued, will submit a letter to the CSO of the 
facility (parent or subsidiary) to which the new clearance is to be issued 
setting forth full name, date and place of birth, social security number, date 
and level of clearance of the OODEP, and request a concurrent clearance at the 
parent or subsidiary, as the case may be. After issuance of the concurrent 
clearance, the facility (parent or subsidiary) to which the new clearance has 
been issued will furnish a copy to the facility to which the initial PCL was 
issued. That facility, in turn, will furnish to the other facility a 
reproduction of part I of the DISCO Form 482. If the OODEP employment is 
terminated at either facility, the CSO of that facility will be advised in 
accordance with established procedures. In addition, part II of the DISCO 
Form 482 will be completed and maintained in the records of that facility. If 
employment with the parent and subsidiary is terminated, their respective 
CSO's will be notified, in accordance with established procedures. Only one 
debriefing statement (part II of DISCO Form 482) need be completed, but a 
reproduction will be furnished the other facility. 

(3) Any action by the U.S. Government to suspend or revoke a 
clearance will be equally applicable to all concurrent clearances issued for 
the consultant or OODEP. Concurrent notices of such action will be provided 
each employer by the U.S. Government. 

h. Reemployment of Cleared Personnel. When, within a period of 12 
months, a contractor reemploys an individual for whom he or she had previously 
been issued a LaC, the contractor may reactivate the LaC by submitting a 
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notice of reemployment on a DISCO Form 562 to DISCO. Contractor-granted 
CONFIDENTIAL clearances of individuals who are reemployed within a period of 
12 months may be reinstated by the contractor without notifica.tio!"L to DISCO. 
lfuen the previously issued LaC was at the TOP SECRET level, and there is no 
valid requirement to reinstate the clearance at that level, the contractor may 
request a LaC at the SECRET level for the individual within a 12-month period 
by submitting a DISCO Form 562 to DISCO, annotated in the "Remarks" section to 
indicate the lower level of clearance to be reinstated. 

i. Formerly Cleared Personnel. In cases involving U.S. citizens where 
a final SECRET or final TOP SECRET clearance cannot be transferred or cannot be 
reactivated because there has been a lapse of more than 12 months since termina
tion of the employment for which the LaC has been issued, the contractor may 
request an interim SECRET clearance without obtaining approval from the con
tracting officer, provided application is made within 25 months from the date 
of termination of employment for which the original LaC was issued. The 
application will be made by submitting the forms specified in paragraph c above 
to DISCO. Applications submitted pursuant to this paragraph shall be annotated 
in the "Job Title" block of the DD Form 48 or DD Form 49, if applicable, to 
indicate that interim clearance pursuant to paragraph 26i is requested. Where 
the previous clearance was issued at the CONFIDENTIAL level by the DoD, the 
contractor may request an interim CONFIDENTIAL clearance under the provisions 
of this paragraph. 

j. Change of Name. The contractor shall submit one copy of DISCO Form 
562 to DISCO, whenever a change occurs in the legal name of an employee for 
whom the DoD has issued a LaC. On receipt of this report, a new LaC will be 
issued. 

k. Issuance of Letter of Consent. 

(1) Except as authorized below, LaC's are issued to the facility at 
which the individ~al is principally employed and the name and address of this 
facility shall be entered in the "Name and Address of Employer" block of 
DD Form 48 or 49. The following are exceptions applicable only in the case of 
MFa's. 

(a) The employee: (i) in connection with the performance of 
his or her duties at another cleared facility or U.S. Government installation, 
requires access to a higher category of classified information than the FCL 
of the facility at which he or she is employed or physically located, or (ii) 
is employed or physically located at an uncleared facility. In such cases the 
LaC is issued to the HOF or the appropriate PMF of the MFa, but it may not be 
for a higher category of access than the FCL of the HOF or the PMF. 

(b) The contractor elects to have the LaC's issued to the HOF 
or a PMF rather than to the facility at which the individual is employed or 
physically located. Prior to requesting DISCO to send LaC's to a HOF or PMF, 
the contractor shall develop an amended SPP or a proposed procedure for 
inclusion in the existing SPP and submit it to the CSO of the HOF or the PMF 
for review. The SPP shall identify: (i) each facility of the MFO, or (ii) 
each facility of the MFa which is located within the geographical or 
functional area for which the PMF is administratively responsible. On receipt 
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of notice from the CSO that the SPP is adequate, the contractor may request 
DISCO to issue LOC's to the HOF or PMF. 

(c) The individual is required to be cleared in connection 
with the HOF clearance, and his or her principal place of work is at another 
facility of the MFO. In this case, LOC's are issued to both the HOF and the 
facility where the individual is principally employed or physically located, 
or to the appropriate PMF. An additional LOC may be issued on s~bmission of a 
DISCO Form 562 which shall indicate in the "Remarks" section the .. easons 
for it. 

(2) If the LOC is issued to the HOF or PMF rather than to the 
facility at which the individual is principally employed or physically located, 
the contractor is required to do the following. 

(a) Maintain a clearance record at the facility where the 
individual is employed or physically located. In addition, the HOF or PMF 
shall maintain records, which reflect: 

1 the facility at which the individual is employed or 
physically 10catE!d; 

2 the date(s) of initial and recurring security briefings, 
and the name(s) of the briefer(s); and 

3 the date(s) and name(s) of the officials conducting 
visits to the unc:leared facilities pursuant to paragraph 73. 

(b) Report transfers within the MFO, in accordance with 
paragraph f above. 

(c) Process visits to other facilities of the MFO, in 
accordance with paragraph 41a and 73. 

(3) On the application for clearance submitted pursuant to paragraphs 
k(l) (a) and (b) above, the DD Forms 48, 49, or 48-3, or DISCO Form 562 shall 
clearly indicate the name and address of the facility at which the individual 
is employed or physically located in the "Name and Address of Employer" block 
of the form. In addition, the name and address of the facility to which the 
LOC is to be mailed shall be placed in the "Job Title" block of the DD Form 48, 
49, or 48-3, or the DISCO Form 562. The facility's name and address shall be 
preceded by the words "MAIL TOll in bold letters. 

1. DOE (previously ERDA) and NRC Clearances. The "Q" and "L" clearance 
granted by DOE and NRC are considered acceptable. for conversion to a DoD 
industrial PCL. The "Q" clearance is considered an authoritative basis for a 
DoD clearance at the TOP SECRET l.evel, and the "L" clearance is considered an 
authoritative basis for a DoD clearance at the SECRET level. A contractor may 
request a DoD industrial PCL for an employee who currently has a "Q" or "L" 
clearance or previously held such a PCL when there has not been a lapse of 
more than 12 months since termination of the peL. Application for conversion 
of the "Q" or "L" clea:rance to a DoD industrial PCLmay be made by submitting 
one copy of the DD Form 48-3 to DISCO. The "Job Title" block in part I of the 
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DD Form 48-3 will be annotated: "DOE (or NRC) 'Q' (or 'L') Conversion 
Requested." The "Q" or "L" number if known will be indicated. Following 
verification of the clearance information with DOE or NRC, DISCO will issue a 
LOC to the contractor. 

27. Clearance of Present and Former Civilian and Military Personnel of the 
DoD and Certain Other Government Agencies. 

a. PCL's issued by a UA to civilian or military personnel who are U.S. 
citizens may be converted to industrial PCL's as follows: 

(1) top-level civilian or military personnel 
time of separation from active federal service; 

18 months from the 

(2) retired civilian and military personnel of any grade with 19 
years or more of federal service -- 18 months from the date of retirement from 
active federal service; 

(3) for other civilian or military personnel separated or retired 
from active federal service -- 12 months from the time of separation or 
retirement from active federal service; and 

(4) Reserve military personnel who are not on extended active duty 
but who actively participate in a Reserve program requiring that they hold a 
valid PCL, may have such clearances converted to an industrial PCL. Clearances 
granted to such personnel who have transferred to the standby or retired Reserve 
also may be converted to industrial PCL within 12 months of a person's being 
placed in the standby or retired Reserve. Clearances granted to members of the 
National Guard are not convertible to industrial PCL's. 

b. peL's issued by other departments or agencies of the executive 
branch of government to personnel who are U.S. citizens may be converted to 
industrial PCL's, when: 

(1) a determination can be made, based on a review of the prior 
investigation, that the investigation meets standards prescribed by the DoD 
for such clearances; 

(2) the service of the employee, in a cleared status, has been con
tinuous since the investigation with no break in service longer than 12 months; 
and 

(3) an inquiry to the employee's previous employer or employers dis
closes no reason for expanding or updating the investigation. 

c. Top-level civilian personnel are defined as presidential appointees, 
civil se,rvice appointees of the supergrades (GS-16 and above), and members of 
industry advisory committees who have been duly appointed by secretariat 
levels of the UA. Top-level military personnel are those of the general and 
flag officer grades. 

d. Contractors employing personnel eligible for conversion of 
clearance, under the provisions of this paragraph, may request clearance to 
the level of access required by submitting the following information: 
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(1) one signed copy of DD Form 48-3; 

(2) for former civilian personnel -- a copy of the "Notification of 
Personnel Action" (Standard Form 50), which te.rminated his or her employment 
with the U.S. Government; 

(3) for former military personnel -- a copy of the DD Form 214, 
"Certificate of Release or Discharge From Active Duty;" and 

(4) for civilian or military personnel presently employed by or on 
active duty with a UA, the forms prescribed by paragraphs (2) or (3) above are 
not required. However, in. the case of military personnel the individual's 
service number shall be placed in item 18 of the DD Form 48-3. 

(5) For Reservists participating in a Reserve Program and for those 
who have transferred to the standby or retired Reserve within the past 12 months, 
the forms prescribed by paragraphs (2) or (3) above are not required. However, 
the individual's service number, the identity and exact address of the unit to 
which assigned, and the date such participation commenced shall be placed in. 
item 18 of the DD Form 48-3. In addition, for those individuals who have 
transferred to the standby or retired Re.serve. a copy of the order effecting 
such a transfer shall be attached to the DD Form 48-3. 

e. The complete set of forms required by paragraph 26c shall be accom
plished when: 

(1) the clearance requiremen.t is for a higher level .than is reflected 
in the clearance records; 

(2) there has been greater JLapse of time than that set forth in 
paragraph a above; ~ 

(3) requested by DISCO. (The request will stjilte that the forms are 
needed to satisfy an official requirement.) 

28. Contractor's Clearance Record. The contractor shall maintain a current 
record at each facility of all employees and consultants located at the 
facility who have been cleared for access to classified information. The 
record will indicate the level and date. of clearance anu whether cleared by a 
specific military department, DISCO, or the contractor. 

29. Administrative Termination of Personnel Security Clearances. 

a. The contractor, under the conditions stated below, may request the 
administrative termination of SECRET and other U.S. Government granted POL's, 
which are no longer required. If a cleared employee no longer has or requires 
access to classified information, and no requirement for such access is 
anticipated in. the foreseeable future, administrative termination of a U.S. 
Government issued clearance is accomplished by submission of a properly com
pleted DISCO Form 562 to DISCO. Contractor-granted CONFIDENTIAL clearances 
may be administratively terminated by the contractor in accordance with the 
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procedures and criteria of this paragraph. The contractor shall process for 
administrative termination, or downgrading to a lower level (see paragraph 
30), all TOP SECRET clearances which are no longer required. When an 
individual with a TOP SECRET clearance has not had access to TOP SECRET 
information in the previous 18 months, but the contractor anticipates a 
requirement for access to TOP SECRET information in the foreseeable future. 
justification for retention of a TOP SECRET PCL shall be provid~d to the CSO. 
If a contractor fails to take action to terminate a TOP SECRET PCL under the 
conditions described above, and fails to submit justification for retention of 
the clearance, the CSO shall submit a recommendation to the Deputy Director 
(Industrial Security), HQ DIS for processing pursuant to the provisions of 
paragraph f below. 

b. If the contractor determines that an individual previously cleared 
in connection with the FCL no longer requires clearance and can be excluded 
from access, in accordance with the procedures set forth in paragraph 22e, a 
recommendation for administrative termination of the clearance may be 
submitted to the CSO by submission of a properly completed DISCO Form 562 and 
two copies of the organization's minutes attesting that the exclusion action 
required by paragraph 22e(l) has been completed. 

c. In connection with the preparation of the DISCO Form 562 the con-
tractor shall advise the employee as follows: 

(1) the PCL shall be administratively terminated, since'there is 
no current or foreseeable future requirement for access to classified 
information; 

(2) the proposed action in no way reflects adversely on the 
employee's PCL eligibility; 

(3) the employee may be processed for a new PCL with a minimum of 
delay, when the occasion and need arises for the employee to require access to 
classified information; and 

(4) the employee's signature on the DISCO Form 562 will certify 
that he or she understands and acknowledges this action. 

d. At the time the employee signs DISCO Form 562 he or she will also be 
debriefed, in accordance with paragraph 5g, and requested to sign part II of 
DISCO Form 482. On completion of DISCO Form 562 by the employee the con
tractor will forward the form to DISCO. (In the case of an OODEP, the DISCO 
Form 562 shall be forwarded to the CSO.) The completed DISCO Form 482 will be 
retained by the contractor, in accordance with paragraph 5g. In the case of 
the administrative termination of a contractor-granted CONFIDENTIAL clearance, 
DISCO Form 562 will be retained by the contractor for 2 years along with DISCO 
Form 482. The administrative termination of a contractor-granted CONFIDENTIAL 
clearance is completed at the time the employee signs DISCO Form 562. As 
provided for in paragraphs 29 and 30, if subsequent to such termination it 
becomes necessary to revalidate the clearance, part I of a new DISCO Form 482 
will be executed prior to the person having access to classified information. 

::_-.'> 
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e. If the employee will not sign the DISCO Form 562. the contractor 
shall refer the matter to the CSO for determination. Included with the letter 
of referral shall be the partially completed DISCO Form 562. The contractor 
shall also furnish the home address of the employee. The CSO will contact the 
employee and request him or her to show cause as to why the recommended action 
should not be completed. If the individual fails to respond within 30 days 
from receipt of such request to show cause. the government will consider such 
failure as notice to the government that the individual no longer objects to 
the administrative termination of the clearance. 

f. In those rare and exceptional cases where DUSD(P). or higher authority, 
determines that PCL's were granted in error or are not required, he or she may 
opt to administratively terminate the PCL or clearance action in process. 
without prejudice to the individuals concerned or jeopardy to their employer's 
operations. 

g. In the event a need arises for employees to have access to 
classified information subsequent to the administrative terminations of their 
clearances. and such need occurs within 24 months from date of the notices 
from the u.s. Government that the previous clearances were administratively 
terminated, the previous clearances may be revalidated immediately, provided: 
(i) the individuals have been continuously employed by the same contractor, 
and (ii) the contractor knows of no adverse information concerning the 
employees. Revalidation will be effected by submission of DISCO Forms 562 to 
DISCO or the CSO, as appropriate. The DISCO will revalidate the clearance. 
The statement. "This is a request for revalidation of a clearance administra
tively terminated on (date)." shall be included in item 14. "Remarks." 

h. In the event an employee for whom a LOC was administratively terminated 
is transferred from one facility to another in a ~&O with the same or higher 
level of FCL, and the gaining facility has a need for the employee to have access 
to classified information, and such need occurs within 24 months from date of 
notice from the U.S. Government that the previous clearance was" terminated, the 
previous clearance may be revalidated, provided: (i) the individual has been 
continuously employed by the same contractor, and (ii) the contractor knows of 
no adverse information concerning the employee. Revalidation will be effected 
by submission of a DISCO Form 562 to DISCO or the CSO. as appropriate. The 
DISCO will revalidate the clearance. The block "Multiple Facility Transfer" 
will be checked in item 1. and the statement, "This i\3 a request for revalidation 
of a clearance administratively terminated on (date)," shall be included in 
item 14, "Remarks." 

i. In the event an employee for whom a LOC was administratively terminated 
is employed by another contractor in a position requiring access to classified 
information. and such employment occurs within 12 months from date of notice 
from the u.S. Government that the prey1,ous clearance has been terminated. the 
previous clearance may be revalidated~by submission of one copy of DD Form 48-3. 
DISCO :will issue a new LOC to the contractor. 

j. If the administratively terminated clearance had been a contractor
granted CONFIDENTIAL clearance. and the need arises again for the individual 
to have access to CONFIDENTIAL information. the actions required by paragraph 
24b. shall be accomplished as a new clearance action. 
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30. Administrative Downgrading of TOP SECRET Personnel Security Clearances. 

a. When an employee cleared at the TOP SECRET level, other than an 
OODEP, has not had access to TOP SECRET information during the preceding 18 
months, and a requirement for such access is not antiCipated, but access to a 
lower level of classified information is required. the PCL shall be downgraded 
without prejudice to the lower level by submission of a DISCO Form 562 to 
DISCO. The properly completed form shall set forth in the "Remarks" block of 
the form a request to downgrade the TOP SECRET clearance without prejudice to 
the appropriate level. On notification of completed action by DISCO, the 
contractor shall annotate the previously issued LOC to reflect the CLew level 
of access and the date such action was taken by DISCO. The LOC retains the 
original date of issuance. 

b. TOP SECRET PCL's downgraded, in accordance with this paragraph, can 
be reinstated summarily on request of the contractor, when a requirement for 
such access exists, provided that: (i) there has not been a lapse of mor.e 
than 24 months from the date of the downgrdding or termination action. (ii) 
the individual has been continuously employed by the same contractor/MFO, 
(iii) the contractor knows of no adverse information concerning the employ
ee. and (iv) a justified need exists for the revalidation of the TOP SECRET 
clearance. Application is made by submission of a DISCO Form 562 to DISCO 
requesting in the "Remarks" section reinstatement of the TOP SECRET clearance. 
On receipt of the LOC, from DISCO reflecting the upgrading action. the 
prev.iously issued LOC will be destroyed by the contractor. The LOC will bear 
a new date of clearance because of the upgrading action. 

c. Wnen there has been a lapse of more than 24 months from the date the 
TOP SECRET clearance was downgraded to a lower level clearance, DISCO will 
issue a new LOC, provided that: (i) the individual has been continuously 
employed by the same contractor/MFO since the date of the downgrading action. 
(ii) the contractor knows of no adverse information. and (iii) a valid need 
exists for the TOP SECRET clearance. Application for the new LOC shall be 
made by submitting one copy of DD Form 48-3 to DISCO. 

31. Reciprocal Industrial Security Agreements. 

a. Pursuant to the provisions of the reciprocal industrial security 
agreements entered into by the DoD with certain foreign governments, employ- * 
ees of the contractor who are citizens of these countries. except those * 
individuals who have status as aliens admitted to the U.S. under an immi- * 
grant visa for permanent: residence, may be processed for a reciprocai~-
clearance authorizing access to classified information in connection with the 
performance of classified work at a facility located in the U.S. Individuals 
with reciprocal clearances are authorized for access to classified infor
mation only when geographically located within the U.S. or. as appropriate, * 
in the signatory foreign country involved. * 

b. Application for reciprocal clearances for employees described 
above shall be made by the contractor by submission of the DD Form 49 and 
three copies of executed FD Form 258. The words "RECIPROCAL CLEARANCE" 
shall be placed in bqld. block letters in the "Job Title" block of the DD 
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49. For Canadian citiz/;.ms born outside of Canada 
ana ian citizenship certificates, ' copies of their * 

accompany their applications. or registrations of births abroad, should * 

* 
c. Limitations 0 A U d 

Reciprocal clearances n ccess n er Reciprocal Clearances (Both FCL and PCL) 
valid for granted under the provisions of this h • access to: p.aragrap are not 

(1) RESTRICTED DATA, as defined in the 
1954, as amended; U.S. Atomic Energy Act of 

(2) FORMERLY RESTRICTED DATA removed from 
category pursuant to Section 142(d), as amended' the RESTRICTED DATA , 

(3) "Classified Atomic Energy D " 
Energy Control Act (Revised Statutes ata as defined in the Atomic * 
Control Regulation, Order-in-Council of Canada 1952) and the Atomic Energy * 
clearances are involved; PC, 1959-1643, when Canadian reciprocal * 

(4) COMSEC information' , 
(5) any ACDA classified information; 

(6) information for which f 
. h 1 oreign dissemination has been pro-
~n Woe or in part; hibited 

(7) information for which a special 
is required; ~ access authorization 

release to (~~e any information which has not been specifically authorized 
government of the signatory country involved. for* 

d. Individuals who have been d 
subsequently become immigrant Ii grante reciprocal clearances, and who 
f a ens or U.S. citizens need t b or a regular clearance, pursuant to ar ,no e processed 
for access to information set fo th i P agraph 26, unless a requirement arises 
of a higher classification categ~r t~ paragraph c above or for information 

y an covered by the reciprocal clearance. 
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Section IV. CONTROL OF AREAS 

32. Purpose. Normally, the contractor shall .protect classified material in 
the manner prescribed in paragraphs 14, IS, and 16. If, however, because of 
the nature, si~e, or unique characteristics of the classified materials, 
unauthorized personnel cannot be effectively denied access to such material by 
the safeguards set forth in the above paragraphs, the material shall be 
safeguarded by controlling the area in which it is located 1/. Controlled 
areas shall consist of closed and restricted areas as defined in paragraphs 3m 
and 3bx, respectively. 

33" GeneraL 

a. A controlled area shall not be established for the sole purpose of 
storing classified documents (see paragraph 14a(3)(f) for guidance on use of 
"other vaults and strongrooms" for the storage of classified documents}. 

b. Area Approval. The CSO and the contractor shall agree on the need 
to establish, and the extent of, the controlled area prior to the award of the 
contract, when possible, or at such subsequent times as the need for such 
areas becomes apparent during the performance on the contract. 

c. Reports. The CSO shall be advised, in accordance with paragraph 
6a(5), of the establishment of any new controlled areas or of any change in 
the location or extent of any existing controlled areas. Controlled areas 
which have been temporarily deactivated, in accordance with e below, and 
subsequently reactivated within IBO days need not be reported. 

d. A controlled area shall be considered disestablished when the original 
or existing need for the creation of the area no longer exists (for example, all 
classified material is removed from the area for delivery to the customer), 
and there is no anticipated need to reactivate the area within the following 
lBO-day period. Area designations shall be promptly removed when controlled 
areas have been disestablished. If a disestablished controlled area is 
subsequently reestablished, it must be approved as a new area in accordance 
with band c above. 

e. Controlled areas shall be considered temporarily deactivated when a 
controlled area environment is no longer required (see paragraph 32)~ and there 
exists a known or anticipated need to reactivate such areas within the follow
ing lBO-day period. The area controls specified in paragraphs 34a and bare 
optional. except that posted area designations shall be promptly removed or 
covered. Temporarily deactivated controlled areas shall be considered dis-

1/ The entry into a controlled area, per se, will not constitute access to 
classified information if the security measures that are in force prevent 
the gaining of knowledge of the classified information. Therefore, the 
entry into a controlled area und~r conditions that,prevent the gaining of 
knowledge of classified information will not necessitate a PCL. 
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established if the need to reactivate fails to materialize within the above 
lBO-day time frame. 

34. Area Controls. 

a. Closed Areas. 

(1) General. Closed areas shall be separated from adjacent areas 
by a physical barrier capable of preventing unauthorized entry and, when 
visual access to classified materials is a factor, obse~Tation by unauthorized 
persons. The physical barrier shall be substantially constructed of materials 
that provide protection against surreptitious entry or removal of classified 
material, and offer visual evidence of attempted surreptitious or forced entry 
(see appendix V for construction requirements). 

(2) During Working Hours. 

(a) Open or unlocked entrance -- if the material within the area 
is classified no higher than CONFIDENTIAL, admittance shall be controlled by 
a properly cleared contractor-authorized employee or guard stationed so as to 
supervise the entrance to the area. If the material is classified TOP SECRET 
or SECRET, admittance shall be under the direct and continuous supervision of 
a properly cleared guard posted at the entrance. 

(b) Locked entrance -- if the material within the area is clas
sified no higher than SECRET, admittance shall be under the direct and con
tinuous supervision of a properly cleared contractor-authorized employee or 
guard, except as may be provided for by complying with paragraph 36. The 
employee or guard designated to control the entrance shall be required to 
unlock and open the entrance, remain at the entrance while it remains open, 
supervise the passage of material or authorized personnel through the en
trance, and to lock the entrance immediately thereafter. If the material is 
classified TOP SECRET, admittance shall be under the di.rect and cOD,tinuous 
supervision of a properly cleared guard posted at the entrance. 

(3) During Nonworking Hours. 

(a) Admittance shall be controlled by locked entrances and 
exits, secured with either a built-in three-position dial-type changeable 
combination lock or a three-position dial-type changeable combination padlock 
as described in paragraph l4a,(3) (d). However, doors secured from the inside 
with a ·panic bolt (that is,actuated by a panic bar), a dead bolt, a rigid 
wood or metal bar, or.ether means approved by the CSO, will not require 
additional locking devices. 

(b) If TOP SECRET or SECRET information is stored in the area, 
supplemental controls are required, as follows: 

(i) the area is alarmed, in accordance with the 
requirements in paragraph 35; or 

(ii) the area is patrolled by guards or other properly cleared 
and authorized personnel supervised by a system which provides a written 
record of the coverage of key points of the area. The patrol shall be once 
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hourly for TOP SECRET areas and once every two hours for SECRET areas. The 
gU8,rd shall view both the inside and outside of the area to determine the pre
sence of unauthorized persons. Guards are not required to enter the closed 
area, if substantially all of the interior space can be viewed from outside 
the area through windows, peepholes, or expanded metal/wire-mesh walls. (Drapes, 
curtains, or similar window coverings may be utilized during working hours and 
tarpaulins over hardware during nonworking hours to protect classified external 
configuration from visual access.) If the contractor elects to have the guard 
enter the closed area, an approved key-operated padlock 2/ with high-security 
cylinder may be used to secure the area. If the contractor does not want to 
have the guard enter the closed area and if windows, peepholes, or expanded 
metal/wire-mesh walls cannot be used, because exterior configuration of 
hardware is classified and the use of tarpaulins to prevent visual access is 
not practical, the contractor may elect to utilize the following alternative 
procedure: 

The area will be thoroughly checked at the end of 
the working hour period by the last person leaving 
to ensure area integrity and that no individual 
remains within. A written record. to include the 
signature of the person securing the area and the 
time secured, will be posted on the interior side 
at the door. Additionally, a log will be posted 
at the exterior of each door and the guard will 
be required to sign and indicate the time checked, 
certifying that the door was checked and found to 
be locked during the course of each patrol. 

Approved key-operated padlocks shall meet the requirements of: Mili-
tary Specification P-43607 (shrouded shackle), National Stock Number 
5340-00-799-B24B, and Military Specification P-4395l (regular shackle), 
National Stock Number 5340-00-799-8016. The keys shall be safeguarded as 
classified material of a classification equal to the highest level of the 
classified material being protected. On initial receipt, or WL;~~l not in 
use, high security key locks shall be stored consistent with the level of 
the facility' [, authorized safeguarding capability. Use of key-operated 
padlocks are subject to the following requirements: (i) a key and lock 
custodian shall be appointed to ensure proper custody and handling of keys 
and locks used for protection of classified material; (ii) a key and lock 
control register shall be maintained to identify keys for each lock and 
their current location and custody; (iii) keys and 10ck0 shall be audited 
each month; (iv) keys shall be inventoried with each change of custody; 
(v) keys shall not be removed from the premises; (vi) keys and spare locks 
shall be protected in a secure container; (vii) locks shall be changed or 
rotated at least annually, and shall be replaced after loss or compromise 
of their operable keys; and (viii) making master keys is prohibited. A 
"secure container" as used herein is any cabinet or vault specified in 
paragraph l4a(3), including supplemental controls when required. However, 
at no time shall a keyes) be afforded less protection than thaI.: accorded 
the highest level of the classified material protected by its corresponding 
lock(s). 
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The SPP shall specify which of the above options has been elected by the con
tractor and shall describe the procedures for implementing this requirement. 

(c) No patrol or alarm systems are required for CONFIDENTIAL 
material stored in closed areas. 

(4) Areas shall be designated and marked "CLOSED AREA." 

(5) Employees assigned to the area shall challenge the presence of 
any unknown persons. The need-to-know principle shall be adhered to at all 
times within the closed area. 

b. Restricted Area. 

(1) During working hours, the same controls as prescribed for 
closed areas during working hours shall be applied. 

(2) During nonworking hours, the same controls as prescribed by 
paragraph 14 shall be applied. 

(3) Areas shall be designated and marked "RESTRICTED AREA." 

c. Area Approval. The CSO and the contractor shall agree on the extent 
of the controlled area prior to the award of the contract, when possible, or 
at such subsequent times as the need for such areas becomes apparent during 
the performance on the contract. When the costs of construction and/or 
maintenance of the controlled areas are to be charged against a UA contract, 
the CSO shall obtain and furnish to the contractor written authorization from 
the contracting officer concerned for the expenditure of necessary funds. 
This authorization shall only be required when the contractor is performing on 
cost-reimbuTsem~nt contracts as opposed to fixed-price contracts in which such 
security costs would be. included in the initial contract price. 

d. Reports. The CSO shall be advised, in accordance with paragraph 
6a(5), of the creation of any new controlled areas or of any change in the 
location of any existing controlled areas. 

35. Supplemental or Supplanting Alarm Systems. 

a. Alarm systems may be divided into those that supplant the use of 
guards required under paragraph 34a(3), and those that supplement and extend 
the capability of guards. 

(1) When used to supplant guards, the electrical protective al.arm 
system shall be connected to a central control station. 

(a) The central control station may be located at the contrac
tor's facility or at the facility of a subcontractor who maintains and operates 
the electrical protective alarm system and responds to alarms 1/ i/o 

(Footnotes 1/ and i/ are on the following page.) 
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(b) Such a subcontractor and its employees shall have FCLls 
and PCL's, as prescribed in paragraph 20e. 

(c) Additional requirements for a central control station are 
as follows. 

l Trained and appropriately cleared operators shall be in 
attendance at the central station at all times when the electrical protective 
alarm system is in operation. The device which signals alarms shall be 
continuously monitored. 

2 Trained and appropriately cleared guards, sufficient in 
number to dispatch iiiiinediately a guard to investigate each alarm, shall be in 
attendance at the central station at all times when the electrical protective 
alarm system is in operation. 

1/ A direct-connect or remote station alarm system (that is, a system connected by 
direct wire to alarm receiving equipment located in a local police depart-
ment headquarters, which is activated and deactivated by the using contrac-
tor and responded to by personnel of the local police department), may be 
utilized when: (i) the contractor's facility is located in an area where 
the central station services of a subcontractor are not available; (ii) it 
is impractical for the contractor to establish a proprietary or in-plant 
alarm system, in accordance with the provisions of paragraph 35a(1)(c); 
(iii) the material and installation standards prescribed by paragraph 
35b(l) or (2) are observed; (iv) response time to an activated alarm by 
local police p~rsonnel does not exceed 15 minutes from the time the alarm 
was first registered, and arrangements shall have been made with the police 
department to immediately notify a representative of the contractor (pre
ferably the FSO) on receipt of an alarm; and (v) the representative of 
the contractor shall be required to report immediately to the facility to 
ascertain the nature of the alarm and to take appropriate measures to 
ensure the security of the area concerned. Approval of the CSO is required 
before a contractor may utilize a direct-connect system as an alternative 
to the use of a central station system. The propose~ plan explaining how 
the system would operate should be submitted in duplicate to the CSO, 
including sufficient justification for the granting of an exception and the 
full name and address of the police department that will monitor the 
system and provide required response. The name, address, and clearance 
level of the subcontractor who installed the system and who will inspect, 
maintain, and repair the equipment shall also be furnished, if applicable. 

i/ Central station burglar alarm systems classified by the UL, Inc. as Grade A 
shall satisfy the requirements of this paragraph. Evidence of compliance 
with the UL standards may take the form of a UL certificate or a letter 
issued by the installing company (see UL 611, Central Station Burglar Alarm 
Units and Systems, and the list relating to authorized burglary protection 
equipment and installing companies in UL publication, "Automotive, Burglary 
Protection, Mechanical Equipment Directory"). 
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3 A signal shali be maintained at the central station to 
show whether or not the system is in working order and to indicate any 
tampering with the system. Necessary repairs shall be effected immediately. 

4 Response time to an activated alarm (that is, the time 
required for guards to reach the area) shall not exceed 15 minutes from the 
time the alarm was first registered. 

5 Records shall be maintained indicating time of receipt 
of alarm, name of guards, time dispatched to area, time guards checked in, and 
nature of alarm. Such records shall be kept for a minimum of 1 year. 

(2) When used to supplement guards required by paragraph 34a(3) , 
electrical protective alarm systems of the central station· type, described in 
paragraph a(l) above, and systems not connected to a central control station 
may be used. However, if a central control station is not employed, the 
system shall provide an audible or visible alarm signal, which shall be 
capable of attracting the immediate attention of guards on patrol in the area 
and directing them to the location of the alarm. In any event, the time 
required to respond to an activated alarm shall not exceed 15 minutes. 

(3) When such systems are used. they shall be activated immediately 
at the close of business. 

b. Material and Installation Standards. 

(1) Where electrical protective systems are applied to an area to 
supplant or supplement guards, all material and equipment used in the system 
shall equal or exceed the standards prescribed in and shall be installed in 
accordance with: (i) the provisions of Interim Federal Specification W-A-00450 
(GSA-FSS), "Alarm Systems, Protective, Interior (Security)," February 16, 
1973, or (ii) Underwriters' Laboratories Standards for Intrusion-Detection 
Units, UL-639. and Underwriters' Laboratories Standards for Installation and 
Classification of Mercantile and Bank Burglar Alarm Systems, UL-681 51 i/. 

(2) When individual alarms are installed on classified storage con
tainers, in accordance with paragraph 14a(2)(c) or 14a(4)(c). the installation 
shall provide "complete" protection of the top, bottom, sides. and outer 
drawers or doors of the container (see Interim Federal Specification W-A-OD450 
and UL Standards 681 and 639). In addition. the requirements for a central 
station or direct-connect alarm system shall also apply (see paragraph a(l) 
above). 

~I The minimum required standard for installation on premises shall be Instal
lation No.3 (see UL-681). New installations shall conform to Interim 
Federal Specification W-A-00450 to the maximum extent permitted by avail
ability of qualified equipment. 

il Copies of the Interim Federal Specification may be obtained from any 
regional office of the GSA. Copies of the UL Standards may be obtained 
from Underwriters Laboratories. Inc., 333 Pfingsten Road, Northbrook, 
Illinois 60062. 
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c. Approval by the CSO is required before the installation of either a 
supplanting or supplemental alarm system to meet a requirement of this manual 
(see paragraph 34c regarding cost considerations). 

36. Supplanting and Supplemental Electronic. Mechanical, and Electromechanical 
Access Control Devices. 

a. Supplanting Devices. Provided that the. material within the controlled 
area is classified no higher than SECRET. electronic, mechanical, or electro
mechanical devices which meet the criteria stated below may be used to supplant 
contractor-authorized employees or guards, required under paragraph 34a(2)(b), 
to control admittance to the area during working hours. 

(1) Security enclosures may be used. (This refers to an enclosed 
metal booth. having an inner and an outer door, inserted into an opening in 
the perimeter barrier for ingress to and egress from a controlled area. 
Access to the controlled area through the booth is restricted to authorized 
persons having knowledge of the combination on which the access control device 
is set to operate.) 

(a) Control cards. if used in conjunction with the combination 
control panel, shall be rigidly controlled and accounted for by use of a con
secutive numbering system and promptly recovered on termination or transfer of 
the holder to duties no longer requiring access to the controlled area in
volved. (Enclosures operated by a control card alone shall not be approved 
to supplant contractor authorized employees or guards required under paragraph 
34a(2)(b).) 

(b) Possession of both the combination on which the booth is 
set to operate, and. if used, the control cards, shall be limited to a minimum 
number of authorized personnel consistent with operational requirements. 

(c) The combination on which the booth is set to operate shall 
be classified in accordance with the classification of the highest classified 
material within the controlled area. 

(d) The selection and setting of the combination in the control 
panel shall be accomplished by an employee of the contractor who is authorized 
to enter the area, in the performance of his or her duties, or by the FSO or 
his or her deSignated representative who is authorized to enter the area. The 
combination shall be changed at least once every 3 months. When located 
outside the controlled area, the control panel shall be secured by a 
three-position dial-type changeable combination padlock, as specified in 
paragraph 14a(3)(d). However. if the control panel is located within a closed 
area, it shall require only a minimal degree of physical security protection 
designed to preclude unauthorized access to the mechanism. The CSO may be 
requested to approve the security measures afforded the control panel. 

(e) Except as provided in paragraph b below, the person entering 
or leaving the area through the security enclosure shall be responsible for 
ensuring that the inner and outer doors are securely shut. In addition. only 
one authorized person may pass through the security enclosure at a time. 
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(f) If an alternate entrance is used to transport bulky 

classified material to and from the area. a contractor-authorized employee or 
guard shall be designated to unlock and open the entrance. remain at the 
entrance while it remains open. supervise the passage of the material and 
authorized personnel, and lock the entrance immediately thereafter. 

(g) During shift changes and emergency situations, when the 
fast exit switch in the control panel is set to allow both the inner and the 
outer doors of the booth to be opened at the same time. admittance shall be 
controlled by a contractor-authorized employee or guard stationed to supervise 
the entrance to the area. 

(h) Electrical gear, wiring included, shall be accessible only 
from inside the area. 

(2) Electronic, mechanical, and electromechanical door devices may 
be used. (That is, a system that operates by either a push-button combination, 
which activates the locking device, or by a control card used in conjunction 
with a push-button combination, thereby excluding any system that operates 
solely by the use of a control card.) 

(a) The control panel shall be installed in such a manner, or 
have a shielding device mounted, so that an unauthorized person in the 
immediate vicinity cannot observe the selection of the correct combination of 
the push buttons. 

(b) The electronic control panel containing the mechanical 
mechanism by which the combination is set may be located inside or outside 
the controlled area. When located o~tside the controlled area, the control 
panel shall be securely fastened or attached to the perimeter barrier of the 
area and secured by a three-position dial-type changeable combination padlock, 
as specified in paragraph 14a(3) (d). However, if the control panel is located 
within the closed area, it shall require only a minimal degree of physical 
security protection designed to preclude unauthorized access to the mechanism. 
The eso may be requested to approve the security measures afforded the control 
panel. 

(c) The combination and, if also used. the control cards shall 
be controlled in the manner prescribed by subparagraphs (I) (a), (b), (c), and 
Cd) above. 

(d) Authorized personnel entering or leaving the area shall be 
required to immediately lock the entrance behind them. 

(e) During shift changes and emergency situations, if the door 
remains open, admittance shall be'controlled by a contractor-authorized 
employee or guard stationed to supervise the entrance to the area. 

(f) In all cases when used, electrical gear, wiring included, 
or mechanical links (cables, rods, and so on) shall be accessible only from 
inside the area, or shall be secured within a protective covering to preclude 
surreptitious manipulation of such components. 
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b. Supplemental Devices. A number of electromechanical security devices 
for identification and authentication of individuals are currently available. 
These devices, such as those involving hand or fingerprint scanning and 
comparison, may be used to supplement the access control systems described in 
paragraphs a(l) and (2) above. 

c. Approval. The approval by the eso is required before effecting the 
installation of either a supplanting or supplemental access control device to 
meet a requirement of this manual (see paragraph 34c regarding cost considera
tions). 
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DoD 5220.22-M 

Section V. VISITOR CONTROL PROCEDURES 

Part 1. VISITS TO USER AGENCY CONTRACTORS 

37. General. 

a. The provisions of this section, except paragraphs ~5 and 48. apply 
only to persons who will have access to classified information. Access to in
formation classified higher than the level in the visit authorization will not 
be granted. regardless of the level of the visitor's PCL. The contractor or 
activity being visited shall take such security measures as may be required to 
preclude visitors from having unauthorized access to classified information. 
Nothing in this section will limit the requirements of paragraph 5c. 

b. The number of visitors requi:ring access to classified information 
shall be held to a minimum and the following requirements must be established: 

(1) that the visit is neces,sary, and 

(2) that the purpose of the visit cannot be achieved without access 
to classified information by the visitor. 

c. In the event the visit is disapproved. the requester shall be prompt
ly notified by the contractor or activity. which made the decision. 

d. Requests for visits shall be furnished in writing (mail or teletype) 
to the contractor or UA activity being visited in advance of the proposed visit. 
In exceptional cases, the telephone may be used. provided the visit request is 
confirmed in writing. Under no circumstances, however. may employees hand-carry 
their own visit requests to the place being visited. All.Category 1 and 2 
requests shall contain the following information: 

.(1) name and address lif the contractor or UA activity to be visited; 

(2) name and title of person(s) to be visited, if known; 

(3) name of the proposed visitor. his or her date and place of 
birth, and citizenship (if immigrant alien, so ipdicate); 

(4) job title or position of the proposed visitor; 

(5) requesting contractor's or UAactivity's certi~ication of the 
level of clearance of the proposed visitor (see paragraph 38)~-- specifically 
indicate if the visitor's clearance is an interim clearance. company-granted 
CONFIDENTIAL clearance, or a reciprocal clearance (see paragraph e below for 
special access requirements); 

(6) purpose and justification for the visit in sufficient detail 
to allow for a determination on the necessity of the visit -- including the 

Preceding page blank 
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contract, project. or program number or name will assist the recipient in 
making this determination 1/; 

(7) date or period duri,ng which the request is to be valid; 

(8) name and address of requesting contractor or UA activity; 

(9) requesting contr~ctor's certification of his or her FCL (not 
required for representatives of the U.S. Government. see paragraph 38); if the 
contractor has a reciprocal facility clearance. state so; and 

(10) name. address. and telephone number (if known) of requesting 
contractor's CSO. 

e. When visits involve access to classified information requiring a 
special access authorization (for example. CRYPTO. NATO. military space 
project. or other special or limited access programs), the request will, in 
addition to the other required information: 

(1) specify the program or project, 

(2) specify the level of information to be released. 

(3) certify that the visitor has been authorized access to sUlch 
information. and 

(4) identify the office or UA activity granting such authoriz.ation. 

f. wnen appropriate, the visit request shall ask for approval for sub8e~ 
quent visits within a 12-month period. The contractor or UA activity initiating 
the visit request shall immediately notify the contractor or activity being 
visited of any change in the visitor's status, such as. the term~nation of 
employment. suspension, leave of absence, and the revocation or terminatio'n of 
clearance. which will require the visit authorization to be canceled prior to 
its normal termination date. In the event the initiating contractor's FCL~ as 
indicated in paragraph d(9) above. changes to a reciprocal clearance. the 
initiating contractor shall immediately notify contractors or UA's honoring 
current visit requests. so as to preclude the visitor's access to certain 
types of classified information as set forth in paragraph 31c. A downgrading 
of the FCL also requires an immediate notification to contractors and UA's 
honoring current visit requests. 

g. Machine-run or other rosters of employees" limited to those personnel 
who are authorized access to particular levels of classified information and 
who occupy positions which require ·c1assified visits, may be used for estab-

1/ To avoid delay in processing or rejection of visit requests, contractors 
should exercise care in using nicknames, abbreviations. and acronyms which 
may be unfamiliar to the recipient. Where repeated use of short terms is 
desirable for brevity. an explanation should be provided. 
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lishing visit request and approval authorizations as required by this section 
provided the machine-run (or other roster) or a covering letter furnishes the' 
essential information required by paragraphs d. e, and f above, and adequate 
procedures are in effect to notify the visited facility of changes in em
ployees' status. which will affect his or her visit authorization. Use of 
such procedures must be acceptable to the facility being visited and such 
records and controls shall be maintained in a current status at all times. 

h. Industrial security re~resentatives of the DoD and other UA's are 
not considered visitors, when acting in their official capacities. 
Representatives of 'the following U.S. Government agencies, when acting in 
their official capacities. are not visitors: 

(1) Defense Investigative Service 

(2) U.S. Army Intelligence Command (Army) 

(3) Naval Investigative Service (Navy) 

(4) U.S. Air Force, Office of Special Investigations (Air Force) 

(5) Secret Service (Treasury Department) 

(6) Federal Bureau of Investigation 

The contractor shall grant access to classified information to the minimum re
quired upon presentation of proper credentials by the representative. In case 
of doubt as to identity or level of access authorized, such credentials and 
level of clearance will be verified by contact with the agency or activity 
concerned. 

38. Identification and Control of Visitors. 

a. Contractors being visited by representatives of another contractor 
are responsible for determining that the requesting contractor has been 
granted an appropriate FCL. This determination is based either on an exist
ing contractual relationship involving classified information of the same or 
higher category or by verification from the CSO of the requesting contractor. 
the visitor's identity. and authorization. prior to any disclosure of clas
sified information. When the requesting contractor's FCL status has been 
determined. his or her certification as to the proposed visitor's PCL status 
may be accepted. If. however. there is any question as to the validity of a 
visit request or identity of the visitor, appropriate confirmation shall be 
obtained from the contractor or UA activity that initiated the visit request. 

b. The contractor shall establish such controls over the movement of 
approved visitors as are necessary to ensure that the visitors are only 
affcrded access to classified information consistent with the authorized 
purpose of the visit. Particular care shall be taken to ensure that his or 
her procedures for the control of Category 4 (foreign national) visitors are 
sufficient to prevent any access not provided for by the terms of the visit 
authorization. Such procedures shall provide for an escort while access is 
being afforded in accordance with the terms of the foreign nationa1'~visit 
authorization and when such a visitor is in areas where classified information 
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may be accessible. The escort, when required, shall be a responsible, , 
appropriately cleared employee who has been informed regarding the visitor s 
access limitations or restrictions on the visitor's movements. 

c. 
cussions 
recorded 
visited. 

Visitors shall be prohibited from making records of classified dis
and taking photographs in areas where classified information might be 
on the film, without the express permission of the contractor being 

d. Classified material shall not be released to the visitor to take out
side the contractor's facility, except in accordance with other provisions of 
this manual and specifically paragraphs 5x and 17. 

39. Visitor Record. 

a. Except when the visitor is issued an identification card or badge, 
in accordance with the provisions of paragraph 8a(7), the contractor shall 
maintain a record of all visitors to the facility for the purpose of having 
access to classified information. The record will indicate: (i) the visitor's 
full name, (ii) the name of the contractor or activity he or she represents, 
and (iii) the date(s) of his or her arrival at and departure from the 
facility. A separate set of visitor records shall be maintained for NATO 
visitors in accordance with paragraph 54. 

b. A NATO visit shall be considered to be: (i) a visit by a person from 
a NATO country to a contractor in connection with precontract negotiations or 
contract performance on a NATO classified contract_,(ii)~ a vi~it _between aU. S. 
prime contractor and a subcontractor performing a NATO cla~sified contract, 

~ and (iii) other visits in which access to NATO classified 1nformation has been 
specifically authorized. Representatives of the CSO, whose requirement for 
access to NATO classified information is only incidental to the accomplishment 
of the security inspections at the contractor's facility, shall not be considered 
to be "NATO visitor.s" nor be required to enter their names on NATO visitor 
records. 

c. The visitor record need not indicate whether the visitor actually 
did or did not gain access to classified information, but it must distinguish 
between classified and unclassified visits. Records of authorized visit re
quests for visits actually consummated shall be maintained by the contractor 
for a minimum of 2 years. Visit requests submitted in accordance with this 
section may be retained in lieu of a visitor record, if they also contain the 
information required in items (i), (ii), and (iii) of paragraph a above, and 
are retained for the required period. 

40. Long-Term Visitors. When employees of one contractor are temporarily 
stationed at a facility of another contractor, the security procedures of the 
facility visited will govern. However, when such visits are on a continuing 
basis and it is found impractical for such visitors to comply with the 
security procedures of the host facility, the respective contractors shall 
prepare an agreement delineating their respective responsibilities and 
encompass~ng the procedures to be followed. This agreement must conform to 
the provisions of this manual and a copy shall be furnished to the CSO of the 
host contractor. The CSO of the host contractor is responsible for conducting 
periodic inspections to ensure that classified information in the possession 
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of the visiting employees is properly safeguarded, and for notifying the host 
contractor of security deficiencies. 

41. Visitor Categories and Procedures. 

a. Category 1. This category applies: (i) when a contractual or 
prospective contractual relationship exists between contractors or between a 
contractor and a UA, and visits to a contractor by representatives of the GAO 
for auditing purposes, authorized representatives of the Department of Labor, 
and other agencies of the executive branch of the government when acting in 
their official capacities; (ii) to visits among prime contractors who are 
participating under government direction in contracts pertaining to research, 
development. or production of a weapon system; (iii) to employees of contrac
tors producing items furnished to assembling contractors (GFP) for purposes 

. pertaining to such assembly; and (iv) to employees of a cleared facility, 
which had previously been furnished a classified report directly by the con
tractor being visited under the specific terms of a contract (excluded from 
this category are facilities that receive only abstracts of classified reports 
or reports from sources other than the preparing contractor). Such visit 
requests will, in addition to the information required in paragraph 37, also 
contain a statement identifying the specific report that the visitor is 
authorized to discuss. 

(1) The above visit requests will be submitb~d directly to the con
tractor to be visited. 

(2) The contractor to be visited has approval authority, provided 
such visits meet the provi,sions of paragraph 37. 

(3) The prime contractor or assembling contractor, as the case may 
be, may initiate visit requests for employees of a subcontracto~or contractor 
supplying GFP, in accordance with paragraph 37, when he or she is in 
possession of the information required by paragraph 37d. 

(4) Employees of a temporary help supplier working for contractors 
at their facilities shall be treated as regular employees of the using con
tractors for the purpose of security orientation in facility practices, 
procedures, and pertinent reports, while working under the contractors 
direction and control (see paragraphs 5u, v, ab, and 6b(1». This action by 
the using contractor in no way relieves the temporary help supplier from 
complying with these and other requirements of this manual. 

b. Category 2. This category applies to visits between contractors who 
have been granted FCL's, but do not have a contractual relationship, and 
visits that do not otherwise meet the requirements of Category 1. 

(1) The requesting contractor will obtain in writing a verification 
of the visitor's need-to-know from his or her contracting officer and include 
it with the visit request. 

(2) The contractor to be visited will approve the request. if he or 
she desires the visit. 
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(3.) The visiting contractor may substitute another cleared employee 
to make the visit without additional verification of the need~to-know, if t~is 
is acceptable to the contractor being visited. Information aoout the subst~
tution shall be furnished the contractor being visited, as required in para-

graph 37d. 

c. Category 3. This category applies to representatives orhempio~;~~c~iD 
the DOE and its contractors whose visits require access to other t an E 
DATA. 

(1) The activity requesting the visit will furnish the required 
information to the contracting officer of the UA whose information is involved, 
using DOE F 5631.20. 

(2) If approved, the contracting officer will notify the contr~ctor 
of the scheduled visit, including required information concerning the vis~t 
(DOE F 5631.20). 

d. Category 4. This category applies to foreign representatives. 
Except as authorized in subparagraph 41d(B) below, visits to contractor 
facilities by foreign nationals (see paragraph 3ap) and persons acting as 
representatives of a foreign interest (see paragraph 3bw), here~ft:r 
referred to collectively as foreign representatives, must be offic~ally 
sponsored by a foreign government. Foreign sponsorship is normally re
flected in an official request for visit from the embassy of the nation 
concerned to the cognizant UA foreign disclosure office 1/. The cogniz~nt 

* 
* 
* 
* 
* 
* 
* 
* 

1./ * 
* 

The Defense Intelligence Agency is responsible for processing requests 
to visit elements of the OSD, the Office of the Joint Chiefs of Staff 
(OJCS) the U~ified and Specified Commands, the Defense Agencies, and 
activities administratively supported by the OSD. The following off.ices : 
are responsible for processing other visit requests: 

* 
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Department of the Army 
Assistant Chief of Staff 

for Intelligence 
ATTN: Foreign Liaison 

Directorate (DAMI-FL) 
Washington, D.C. 20310 

Department of the Navy 
Foreign Disclosure and Policy 

Control Branch 
Office of Chief of Naval 

Operations (OP-622E) 
Washington, D.C. 20350 
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* Department of the Air Force 
International Affairs Division * 
Information Branch (CVAII) * 
Office of the Vice Chief of Staff * 
Washington, D.C. 20330 

Defense Intelligence Agency 
Foreign Liaison Branch (DI-4A) 
Washington, D.C. 20301 

* 

* 
* 
* 
* 
* 
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UA may then sponsor, deny, or elect not to sponsor the visit. UA sponsored * 
visits shall not be used to avoid the licensing requirements of the ITAR * 
published by the Department of State, or the Export Administration Regula- * 
tions, published by the Department of· Commerce. The contractor shall be * 
responsible for ensuring that both sponsored and unsponsored visits by * 
foreign representatives are effectively denied unauthorized access to: (i) * 
classified information, (ii) unclassified technical data governed by the * 
Export Administration Act, administered by the Secretary of Commerce, and * 
the Arms Export Control Act, administered by the Secretary of State throug~ * 
the ITAR,and (iii) other unclassified information for which the DOE, NRC, or * 
other government department or agency has prescribed dissemination limita- * 
tions. 

(1) Foreign nationals shall not be afforded access to classified * 
information, unless specifically authorized in writing by a UA. * 

(2) The UA sponsorship of a visit is based on the existence of * 
a specific or potential program or project with the foreign government * 
concerned. UA notification of sponsorship will contain the level and scope * 
of classified information authorized for disclosure (visual and/or oral * 
only), as well as any limitations, and will be transmitted to the CSO . * 
for review and retransmittal to the contractor facility to be visited. * 
Final acceptance of the visit will be subject to the concurrence of the * 
contractor. The contractor shall notify the UA when the visit is not * 
desired. The contractor may not change the level or scope of classified * 
information to be released, or modify any limitations, without the approval * 
of the UA that approved the visit. * 

(3) The contractor shall not inform the foreign representatives, * 
or their employers, of the scope of access authorized or of the limitations * 
imposed by the UA, nor shall the forei.gn representatives be induced to seek * 
a higher access level than previously approved by the UA. * 

(4) The fact that a foreign representative may possess a PCL at a * 
particular level does not automatically entitle the individual to receive * 
U.S. classified information at that level. * 

(5) Prior to disclosure of classified information to foreign * 
representatives, the contractor being visited shall advise such visitors of * 
their continuing responsibilities to safeguard the information to be dis- * 
closed. The contractor shall also inform the visitors that the information * 
affects the national defense of the U.S. within the meeting of the espionage * 
laws of the U.S., and that unauthorized disclosure violates international * 
agreements and is harmful to the interests of national security. * 

(6) If the UA declines to sponsor a visit, a declination notice * 
will be furnished to the requesting embassy with an information copy to the * 
security office of the contractor facility(ies) to be visited. A copy of * 
the visit request will accompany the declination notice. Lack of sponsor- * 
ship does not equate to disapproval nor does it preclude accomplishment of * 
the visit, provided the contractor has, or obtains, a munitions license for * 
the specific technical information proposed for release, or the information * 
is otherwise exempt from the licensing requirements of the ITAR. Unspon- * 
sored visits may be arranged between the foreign activity proposing the * 
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visit and the contractor. Disclosucf! of classified information during 
unsponsored visits is prohibited: (i) without specific written authoriza
tion from the cognizant Military Department, or (ii) without a previously 
approved and current munitions license issued by the Department of State. 
It is the contractor's responsibility to consult applicable Department of 
State and Department of Commerce regulations to determine export licensing 
requirements or exceptions regarding the disclosure of unclassified techni
cal data during visits by foreign representatives. 

(7) In the event a UA denies a request to visit, the requesting 
embassy and the contractor(s) involved will be advised of the reasons(s) 
for it by means of the distribution channels prescribed in paragraph (6) 
above. 

(8) The following rules apply to reciprocally cleared contrac.tors. 

* 
* 
* 
* 
* 
* 
* 
* 
* 
* 

* 
* 

* 

(a) Visit requests involving U.S. citizen employees of recipro- * 
cally cleared contractors (see paragraph 31) that require access to classi- * 
fied information or unclassified information related to a classified program * 
or project, and all visit requests involving foreign national employees of * 
such firms, shall be processed to the UA foreign disclosure office having * 
jurisdiction over the information involved. To reduce administrative burden * 
and facilitate the timely conduct of visits associated with current or poten-* 
ti",l class:1.fied prime contractual or sub contractual relationships, contrac- * 
tors are eucouraged to include as many activities to be visited as possible * 
on each such request and propose that such visit request be approved on a re-* 
curring baSis, preferably for the duration of the contract or subcontract * 
involved. Copies of approved requests will be furnished by the cognizant UA * 
foreign disclosure office to the reqLesting contractor and to each contrac- * 
tor and UA activity approved for visitation. All subsequent changes to the * 
list of visitors may be communicated by the requesting contractor directly * 
to the activities to be visited, ATTN: Security Officer, making reference * 
to the pertinent app.roved visit request on file. However, requests to visit * 
activities not previously approved must be submitted separately to the cog- * 
nizant foreign disclosure office for approval. * 

(b) Visits by U.S. citizen employees for unclassified commercial * 
purposes may be arranged directly with the security office of the contractor * 
or UA activity to be visited. * 

e. Category 5. This is a miscellaneous category. which is used only if 
Categories 1 through 4 do not apply. Individuals making Category 5 visits 
must be authorized by DISCO. 

(1) This category includes persons. other than employees of the 
contractor, whose visits are considered necessary by the contractor and who 
cannot be denied access to classified information by escort or other proce
dures because of the nature of their presence in the area. The contractor to 
be visited will furnish DISCO the following information. 

(a) The information specified in paragraphs 37d(1),(2).(3), 
(4), and (7). 
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(b) .The justification for the visit and the reason access to 
classified informat10n cannot be prevented. Interim visit approval, based 
on requirements for interim clearance as set forth in paragraph 26d, is 
authorized in emergency situations, so as to avoid crucial delays in the ful
fillment of contractual obligations. 

(c) The PCL forms specified in paragraph 26. Contractors to 
be visited will act as sponsors instead of employers· h 
clearance forms. 1n t e completion of the 

(2) DISCO will notify the contractor of the authorization or dis
approval of the visit. A DISCO Form 560 shall not be used. 

(3) Category 5 visits are normally authorized for one-time visits 
only, but may be approved by DISCO for periods up to 1 year when justified 
Such visit authorizations may be renewed by forwarding a re~uest to DISCO • 
with appropriate justification for the renewal and the information specified 
in paragraphs 37d(1), (2), (3), (4), and (7). When the requirement for a 
Cat:gory 5 vi~it authorization ceases to exist prior to expiration of the 
per10d for wh1ch it is valid, notice of termination shall be provided to 
DISCO by forwarding one copy of the DISCO Form 562, annotated in the "Remarks" 
section to reflect the action taken. Sponsoring contractors being visited 
shailihandle the briefing, debriefing, reporting, and other provisions of this 
manua as they would for their own employees. 

42. Visits Involving Access to RESTRICTED DATA. 

a. Visits to a DoD or NASA contractor by aDD NA 
or contractor shall be pro d ib 0 or SA representative 

cesse as prescr ed in paragraph 37. 

b. Visits to a DoD or NASA contractor by representatives of UA's, other 
than DoD and NASA and their contractors, require prior approval of the DOE 
The DOE F 5631.20 shall reflect this approval in part B of the form. Cont;ac
tors submitting visit requests in this category shall, after certifying to the 
clearance status of the proposed visitor(s) in part A of the DOE F 5631.20 
forward the form to the contracting officer for certification of the visit~r's 
~~ed-to-know and further processing, in accordance with the UA's regulations 

e contractor receiving a visit request in this category shall ensure that • 
the required certifications have been made and that the visit has receiv d DOE 
approval. e 

c. Visits to a UA contractor, other than to a DoD or NASA contractor b 
~epresentatives of the contracting UA and between a prime contractor and his ~r 
er subcontractor on such a UA contract, shall be processed as prescribed in 

paragraph 41. 

d. Visits to a UA contractor, other than to a DoD or NASA contractor b 
r~presentatives of UA's other than the contracting UA and by contractors othe~ 
t an under a prime-subcontractual relationship, require prior approval of the 
DOE and shall be processed in the manner prescribed in paragraph b above. 
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Part 2. VISITS TO USER AGENCY ACTIVITIES 

43. General Rules -- In Addition to Paragraph 37. 

a. Contractors shall comply with any requests received from the 
Commander or Head of UA activities for additional information needed in the 
processing of visit requests. 

b. The contractor is encouraged at the time of the initial visit to 
request approval for subsequent visits within a period of 12 months, when 
necessary and consistent with the purpose of the initial visit. Arrangements 
for continuing visits will be made between the contractor and the Commander or 
Head of the UA activity. Final approval is the prerogative of the Commander 
or Head of the UA activity. 

c. Visits to DoD or NASA activities by DoD or NASA contractors, 
involving access to RESTRICTED DATA, shall be processed as prescribed in 
paragraph 42a. Visits to other UA's involving access to RESTRICTED DATA shall 
be processed in the manner prescribed in paragraph 42b. 

d. Contractor employees shall comply with written regulations and 
operating instructions issued by UA activities concerning visitors to such 
activities. 

44. Visits to User Agency Activities in the United States. 

a. Visits to Field Activities. Contractors desiring to have an employee 
or consultant visit a UA activity involving access to classified information 
shall address a request in writing to the Commander or Head of the activity to 
be visited. Visit requests shall be accompanied by a statement from the 
contracting officer that the release of classified information is required in 
connection with a specified classified contract or program. (Visit requests 
normally will be sent via the contracting officer.) 

b. Visits to UA Activities in the Washington, D.C. Area. Requests to 
visit offices of headquarters activities of the UA's in the Washington, D.C. 
area shall be submitted in writing and addressed to the specific office to be 
visited. Whenever possible, the exact code number, division, branch, and so 
on, of the activity or office to be visited shall be included in the address 
of the request. Visit requests shall be accompanied by a statement from the 
contracting officer that the release of classified information is required in 
connection with a specified classified contract or program. (Visit requests 
normally will be sent via the contracting officer.) 

c. As an exception to paragraphs a and b above, a visit request may be 
submitted directly to the activity or office to be visited without a statement 
from the contracting officer, when the classified information to be disclosed 
and the determination as to the contractor's need for such access is known to 
be a responsibility of the activity or office to be visited. This exception 
does not apply to visits involving access to classified intelligence 
information as set forth in paragraph e below. 
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d. The contractor's request shall contain the information specified in 
paragraph 37d. 

e. If a contractor contemplates discussion or viewing of classified 
intelligence in the custody of a UA activity, the contractor's visit request 
shall be forwarded in all cases to the contracting officer of the UA activity 
authorized to release classified intelligence to contractors for the required 
need-to-know verification and routing to the UA to be visited. In addition to 
the information specified in paragraph 37d, the visit request shall contain 
the following: 

(1) the contractor's certification that: (i) access to classified 
intelligence is required for contract performance, and (ii) the contract is a 
classified contract (see paragraph 3i), and 

(2) sufficient additional information concerning classified 
intelligence required to permit the agency or activity receiving the visit 
request to assess: 

(a) applicability of available classified intelligence to the 
contractor's needs, and 

(b) whether available intelligence may be released to the 
contractor without permission of the originator and/or sanitization of the 
material. 

45. Visits to User Agency Activities Outside the United States. This 
paragraph is applicable when a contractor desires to have an employee make a 
classified or unclassified visit to a UA activity outside the U.S. The 
information required by paragraph 37d shall be furnished for the visits 
enumerated in this paragraph. 

a. Contractor Sponsored Visits. A contractor shall process a request 
for his or her employee to visit a UA activity outside the U.S. through DISCO 
to the UA activity concerned, if the visit is on the initiative of the con
tractor. The Commander or Head of the activity to be visited will notify the 
contractor of the approval or disapproval of the visit request. (See para
graph 50 for an employee based in Europe.) 

b. UA Sponsored Visits. A visit request for a contractor employee 
sponsored by a UA and traveling on the UA's orders will be processed by the 
UA, in accordance with the regulations of such agency. The traveler's orders 
shall reflect the traveler's level of security clearance, if required, in 
connection with the travel. The contractor shall submit the request for such 
visit directly to the UA activity concerned. 

Part 3. VISITS TO GOVE~~lliNT ACTIVITIES OTHER THAN USER AGENCIES 

46. Visits to DOE Installations or DOE Contractors. Requests for visits to 
DOE installations or to DOE contractors, which will require access to DOE 
classified information, shall be prepared utilizing DOE F 5631.20. (Copies of 
this form may be obtained from any DOE installation.) (In addition to 
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\ 
completing the appropriate portions of the DOE F 5631.20), the contractor 
(usually the FSO) shall include in the first block of the form immediately 
after the personnel clearance data, a certification of the prospective 
vis~tor's PCL •. The DOE F 5631.20 shall then be forwarded, for the required 
off~cial certif~cation, to the contracting officer of the UA who signed the DD 
Form 254 that was issued in connection with the contract for which the DOE 
classified information is required. 

47 •. ~isits to Activities , Other Than DOE. Requests for visits to goyernment 
act~v:-t~es, other than UA s and the DOE, which involve the release of 
clas~~f~ed information to such activities in connection with a UA contract, 
requ~re :he approval of the contracting officer and, if the classified 
informat~on to be released includes RESTRICTED DATA, the approval of the DOE. 
Such requests shall be submitted by the contractor to his or her contracting 
officer who will process the request. The contractor shall provide evidence 
of the fact that the activity to be visited had either requested the proposed 
visit or consented to the contractor's request for the visit. In addition, a 
stat:ment shall be included explaining: (i) the purpose of the visit in 
deta~l, (ii) a description of the classified information to be divulged during 
the.visit either to or by the activity being visited, and (iii) the direct or 
ind~rect effect the visit may have on the performance of the classified 
contract involved. 

Part 4. VISITS TO FOREIGN GOVERNMENTS &~ ACTIVITIES 

48. General. 

a. Contractor visits to foreign governments or activities or to inter
national bodies fall into three categories. 

(1) The first includes visits that involve the disclosure of U.S. 
classified information: 

(a) in connection with a government-to-governmerlt agreement to 
furnish U.S. military equipment to the foreign government (that is the 
purchase of the equipment is under a U.S., not a foreign governmen~ contract); 

negotiations, 
paragraph (a) 
services when 
contract); or 

(b) !n connection with exploratory sales visits, precontract 
or contract performance, other than those covered under 
above (that is, the purchase of the U.S. military equipment or 
and if consummated will be or is under a foreign government 

(c) in connection with U.S. Government presentations to foreign 
governments and international pact organizations, when the U.S. Government has 
requested the contractor's participation. 

(2) The second includes visits that do not involve disclosure of 
U.S. classified information, but where the r~oreign government or activity 
requires a U.S. security assurance on the visitor: 
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(a) which involve disclosure of unclassified technical data on 

the "U.S. Munitions List;" £E. 

(b) which will not involve disclosure of technical data on the 

"U.S. Munitions List." 

(3) The third includes visits on a commercial basis (that is, the 
visits do not involve disclosure of U.S. classified information and do not 
require a U.S. security assurance on the visitor). These visits mayor may 
not involve disclosure of unclassified data on the "U.S. Munitions List." 
Visits in this category are not processed under the provisions of this manual. 
However, the contractor is responsible for compliance with the ITAR and for 
obtaining a State Department export license or letter, if required. 

b. The following information concerning the requirements of the ITAR 
is furnished for the guidance of the contractor. 

(1) Disclosure of classified information, in connection with visits 
in the category described in paragraphs a(l)(a) and (c) above, does not 
require an export license. 

(2) Except as specified in paragraph (3) below, disclosure of 
unclassified technical data related to "U.S. Munitions List" items requires an 
export license. 

(3) An export license is not required if the visit has been approved 
on an unclassified basis by the UA concerned, and (i) the technical data to be 
disclosed is information covered by a manufacturing license or technical 
assistance agreement approved by the Department of State, ~ (ii) the technical 
data to be disclosed is exempt from the plcovision of the ITAR. 

c. Requests for visits to foreign governments or activities shall be 
processed only f,or an employee who is the subject of a LOC. Contractor-issued 
CONFIDENTIAL clearances are not valid for such visits. 

d. Visit requests shall be processe!d as follows. 

(1) Visit requests in the categ,ories described in paragraphs 
a(l)(b) and a(2)(a) and (b) above shall be processed by the contractor through 

DISCO. 

(2) Visits in the categories described in paragraphs a(l) (a) and (c) 
above shall be processed by the contractor, in accordance with the regulations 
of the UA that is dealing with the foreign government. The contractor shall 
certify visit clearance information directly to the UA concerned. If the UA 
is unable to process such requests, they will so endorse the contractor's 
request and refer it to DISCO for processing. Such endorsement will 

* 
constitute approval of the visit and reference to an export license will 
not normally be required on the visit request. 

e. Visit requests processed through DISCO shall be submitted in du
plicate with one extra copy for each additional c,ountry to be visited, and 
shall contain the information required in paragraph 37d, as well as proposed 
visitor's passport or identification card number, and date and place of 
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issuance. In addition, the contractor shall specify the category of visit 
that is involved (see paragraph a above) and, for a visit of the type 
described in paragraphs a(l) (b) or a(2) (a) above, w'ill certify the export * 
license number and license expiration date within the visit request. For * 
visits to the Swiss Government and contractor facilities, the legal residence 
address of each visitor must also be shown. 

49. Processing Time. Visit requests should be received by DISCO at least 45 
days in advance of the proposed travel date for all countries and U.S. 
overseas commands. Exceptions are for travel to Switzerland, which requires 
70 days advance notice. Requests for visits in France must be for specific 
dates, as France will not approve visits for indefinite periods. 

50. Use of OISI. If the U.S. contractor employee making the visit is based 
in Europe, or in an adjacent non-European country, the visit request may be 
submitted through OISI rather than through DISCO. The information required in 
paragraph 48e shall be included with the request. The OISI will verify the 
proposed visitor's security status. In addition to furnishing a copy of the 
export license or letter, when required in accordance with paragraph 48e, the 
contractor is responsible for compliance with the ITAR, if applicable, in the 
same manner as though the visit were arranged through DISCO. 

Part 5. VISITS IN CONNECTION WITH BILATERAL INDUSTRIAL SECURITY AGREEMENTS 
AND NATO VISITS PROCEDURES 

51. Visits in Connection With Bilateral Industrial Becurity Agreements. 

a. The following procedures apply to visits pertaining to precontract 
negotiations or contract performance under approved bilateral agreements 
involving a foreign classified contract in the U.S. or a U.S. classified 
contract in a foreign country. 

(1) Authorization for visitors or those visited to have access to 
classified information shall be limited to that necessary for official pur
poses in connection with precontract negotiations or contract performance. 
When requested, the authority to visit the facility of the prime contractor 
may include authorization to have access to or to disclose classified in
formation at the facility of a subcontractor engaged in performance of work 
in connection with the same contract. 

(2) A list may be developed to indicate those individuals who are 
authorized to visit the facility for extended periods of time, not to exceed 
6 months, as may be necessary in the performance of the contract. This 
authorization may be renewed for additional periods of 6 months as may be 
necessary in the performance of the contract. 

(3) Visits shall be approved only for persons possessing U.S. 
Government granted security clearances. 

b. U.S. contractor visits in connection with foreign classified contracts 
shall be processed in accordance with the provisions of paragrqp~ 48. 
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c. Representatives of foreign governments visiting U.S. activities shall 
be processed as Category 4 visitors, in accordance with paragraph 41d, if the 
U.S. classifie~ information is involved in the foreign government's contract. 
If only foreign classified information is involved, the visit shall be 
processed by DISCO. 

52. NATO Visit Procedures. The following visitor control procedures apply 
to a NATO precontract negotiation or to a NATO contract awarded to a U.S. 
contractor by a NATO government other than the U.S., a contractor of such NATO 
country, or a NATO international body. 

a. Visits by Representatives of a U.S. Contractor to the NATO Contract
ing Officer, a NATO Management Office, or a Contractor of a NATO Country Other 
Than the U.S. The visit request, in quadruplicate, will be directed through 
DISCO to the NATO contracting office or to the NATO management office and will 
be processed together with a Certificate of Secutity Clearance (see paragraph 
55). The Certificate of Security Clearance shall indicate whether or not the 
visitor has received a NATO security briefing. Whenever possible, the NATO 
security briefing will be accomplished prior to the submission of the visit 
request and the certificate will state so. When this is not practical, the 
visit request will include a statement as to when and by whom the NATO 
security briefing will be conducted. The visit request shall include the 
information specified in paragraph 37d, the visitor's passport or identity 
card number, date and place of issuance, and the NATO contract or program on 
which he or she is engaged. 

b. Visits by Representatives of NATO Contracting Officer,a NATO Manage
ment Office, or of a Contractor of a NATO Country to the U.S. Contractor. Such 
requests shall be processed by the NATO activity concerned as a Category 4 visit 
(see paragraph 41d) through the appropriate UA activity. Such visit requests 
will contain the information specified in paragraph a above. 

c. Visits in Connection with NATO Contracts by Representatives of a 
U.S. Contractor to Another U.S. Contractor in the U.S. 

(1) Such visits shall be processed as Category 1 visits (see paragraph 
41a), if both contractors are performing on the same NATO contract in a prime 
contractor to subcontractor or subcontractor to subcontractor relationship. A 
statement on NATO security briefing shall be included in the visit request. 

(2) If no contractual relationship exists between the contractors, 
the visit request shall be processed as a Category 2 visit (see paragraph 41b) 
requiring the approval of the NATO contracting officer whose information is 
involved. Supporting information on NATO briefing and the Certificate of 
Security Clearance shall be included in such visit requests. The visit 
request, together with two copies of the Certificate of Security Clearance, 
will be processed through DISCO to the NATO Contracting Officer. 

d. Recurring Visits. Subsequent visits shall be processed in accordance 
with paragraph 37f. Authorization for subsequent visits shall not exceed a period 
of 12 months, but may be subject to renewal for succeeding periods of 12 months, 
if required (see paragraph 53b for NPLO visit requests). 
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53. NPLO Programs Clearance and Visit Procedures. Clearance and visit 
control procedures in effect for contractors performing on specific NPLO 
programs are different from other NATO visit procedures. Current NPLO 
programs are HAWK, F-104G, NAMSA, and NISCO. As an aid to simplifying visit 
procedures, it is necessary to establish the visiting contractor employee'~ 
clearance in connection with a specific NPLO program. This may be accomplished 
prior to the initial or concurrently with the request for such visit. 

a. Initial Visits. 

(1) The visit request, in quadruplicate, will be directed through 
DISCO to the NPLO Management Office with a copy to the NATO activity to be 
visited and will be processed together with a Certificate of Security Clearance 
(see paragraph 55). The visit request shall include the information specified 
in paragraph 37d, the visitor's passport or identity card number, date and 
place of issuance, and the NPLO program with which he or she is concerned. 

(2) The DISCO will forward the visit request to the NPLO Management 
Office, which will inform appropriate NATO and foreign activities of its 
action; that is, approval or disapproval. 

(3) The Certificate of Security Clearance will be forwarded by DISCO 
to the NATO Office of Security, Industrial Security Section, for recording and 
dissemination of the information to the NATO member countries and NPLO Management 
Offices concerned. 

(4) In case of urgency when a Certificate of Security Clearance 
has not been forwarded to the NATO Office of Security, Industrial Security 
Section, in advance, DISCO will attach a copy of the Certificate of Security 
Clearance to the visit request for transmission to the NPLO Management Office. 

b. Recurring Visits. If the initial visit is approved, subsequent 
visits, not to exceed 6 months to the same NPLO activity for the same U.S. 
contractor employee, will be processed by the U.S. contractor directly to the 
NPLO activity to be visited. That activity will notify the contractor of the 
approval of the visit. These subsequent visit requests will contain the 
information required by paragraph 37d and will include the visitor's passport 
or identity card number, and date and place of issuance. 

54. Records of NATO Visits. The contractor shall keep a separate set of 
visitor records for NATO visitors containing the information specified in 
paragraph 39. 

55. Certificate of Security Clearance. 

a. A standard format Certificate of Security Clearance has been adopted 
for use within the NATO community in connection with visits from one NATO 
country to another, or to a NATO office, agency, command, or to or between 
contractors when a visit will involve access to NATO classified information. 

b. The Certificate of Security Clearance shall be completed on plain 
bond paper by the contractor for his or her employees desiring to make a 
visit, and submitted in duplicate for certification to DISCO. The employee's 
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name shall be listed in the following order: 
name. 

last name, first name, middle 

This certificate shall be sent sufficiently in advance by the con
tract~~ through DISCO so as to ensure receipt by the foreig~ officials of :he 
NATO offices, agencies, commands, or contractors before arr~~al. In excep 
tional circumstances, the information required by the cer~~f~c~t: m:~i~~ng 

u lied b other means of communication, but must be con rme ~n • 
~o~allY, ~ copy of this certificate should not be given to the traveler. 
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--~---------~------~----------

(Sample) DEFENSE INDUSTRIAL SECURITY 
CLEARANCE OFFICE 

Certificate of Security Clearance 

(Authorizing Access to NATO Classified Information) 

Issued by'~ ____ ~~ ______________________________________________________ _ 
Date and place of issue ____________________________________________________ __ 

Valid until ______ ~~~~~--~----~~~~~--~~~~ ____ ~~~~--
(If issued to an individual, this certificate should be returned to the 
granting authority on the termination of the mission for which issued.) 

This to certify that ____________ ~----------~~~---------------------------
Last name, first name, middle name 

Date of birth _________________________________________________________ _ 
Place of birth ______________________________________________________ ~ 

Nationality ~~------------------------------------------------------Where employed ________________________________________________________ __ 

Programme(s) 
Holder of passport/identity card No. 

Issued at __ ~--~--~--------------------------------------------------------Military rank and number ____________________________ ~~----~--~~--~~~ 
(where applicable) has been cleared for access to information classified 
up to and including __________________________ ~---------------------------
in accordance with current NATO Security Regulations. 

(Has) (Has not) received a NATO Security briefing. 
Date of briefing: 

55. 

Signature and Title of Granting Authority 
(seal or stamp) 
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Section VI. SUBCONTRACTORS, VENDORS, AND SUPPLIERS 

56. Application to Subcontractors. The provisions of this manual apply to 
subcontractors, vendors, or suppliers of prime contractors (hereafter referred 
to as a subcontractor). A subcontractor shall submit requests through the 
prime contractor to the contracting officer for an authorization or approval 
requiring action by the contracting officer under the provisions of this 
manual. However, if any such request is clearly encompassed in an authoriza
tion previously given in writing to the prime contractor by the contracting 
officer, in relation to a specific contract, the prime contractor, acting 
within the scope of such authorizacion, may approve or disapprove such 
request. Requests involving release of U.S. classified information to foreign 
subcontractors must be forwarded to the UA for authorization. 

57. Application to Sub-Subcontractors. For the purposes of this manual, 
each subcontractor shall be considered as a prime contractor in relation to 
his or her subcontractors. 

58. Determination of Clearance Status. 

a. The prime contractor shall determine from the CSO of the prospective 
subcontractor that the prospective subcontractor has been granted an appro
priate FCL prior to disclosure of any classified information, unless there is 
an existing contractual relationship between the parties involving classified 
information of the same or higher category. (A FCL is not prima facie evi
dence that a facility has the capability to physically safeguard classified 
material.) If physical possession of any classified material is to be granted 
to the prospective subcontractor, the procedures outlined in paragraph 59 
shall be followed. 

b. If the prospective subcontractor does not have an appropriate FCL, 
thE! prime contractor may request the CSO over the geographic area in which the 
subcontractor is located to initiate clearance action. 

59. Safeguarding Ability. 

a. Prime contractors, haying complied with paragraph 58a, shall obtain 
written approval from the contracting officer, or his or her designated 
representative, prior to the disclosure of TOP SECRET information to 
prospective subcontractors. 

b. Prime contractors, having complied with paragraph 58a, shall deter
mine that prospective subcontractors meet the requirements of this manual for 
safeguarding TOP SECRET, SECRET, and CONFIDENTAL material prior to granting 
physical possession of such material to prospective subcontractors. (This 
determination may be made at the same time as the FCL determination is made 
under paragraph 58a.) Such determination shall be based on the following: 

(1) the prime contractor's knowledge of the ability of the pro
spective subcontractor to safeguard adequately the material to be released 
and produced under the subcontract based on a current contractual relation
ship involving classified material of the same or higher category as that to 
be released or produced under the new subcontract, or 
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(2) the written authorization of the CSO of the prospective subcon
tractor. In this connection. the prime contractor shall provide the CSO of 
the prospective subcontractor with available information. such as description. 
quantity, end-item, and classification of information related to the proposed 
subcontract and any other factors. in order to assist the eso in determining 
whether the prospective subcontractor meets the safeguarding requirements of 
this manual. 

(3) The eso of th~ prospective subcontractor shall advise the prime 
contractor in writing that the prospective subcontractor is or is not physically 
equipped to safeguard the classified material involved. When necessary action 
is taken by the prospective subcontractor to provide adequate safeguards, the 
eso of the prospective subcontractor shall immediately inform the prime 
contractor. 

(4) Verifications may be requested from the appropriate CSO by 
message, telephone, or letter. Should the foregoing verifications be requested 
via telephone, oral confirmation will (normally) be immediately provided. In 
any event, tinde~ normal circumstances written coniirmation will be furnished 
to the requester within 5 working days from receipt of inquiry, regardless of 
mode. Unless otherwise notified (superseded) in writing by the CSO, each 
verification furnished in accordance with this paragraph shall remain valid 
for a period of 1 calendar year from the date of issuance. 

(5) Clearance status and safeguarding capabilities of facilities 
shall be obtained only when a specific procurement need exists. 

60. Classification Guidance. 

a. Prime contractors have a requirement to inform prospective subcontrac
tors of the category of classification to be assigned the various elements in a 
subcontract. RFQ. RFP, IFB, or other solicitation. The prime contractor in 
preparing the DD Form 254 for his or her subcontracts may extract pertinent 
data ~rom the DD Form 254 pertaining to the prime contract. The DD Form 254 
prepared by the prime contractor shall be submitted to the official shown in 
item 16e of the prime contract's DD Form 254 for approval and distribution. or 
authorizgtion and instructions for distribution, by the prime contractor. In 
the absence of exceptional circumstances which clearly support classification. 
the DD Form 254 will not be classified. If classified supplements are re
quired as part of the security guidance, they shall be identified in item 15 
of the DD Form 254 and forwarded by separate correspondence. Classified 
information shall be so furnished after verifying clearance status and 
safeguardin~ ability, in compliance with paragraphs 58 and 59. The provisions 
of this pr·.ragraph do not waive the requirements of paragraph 62. 

b. After selection of a subcontractor, the prime contractor shall prepare 
a DD Form 254 for the subcontract and shall request the official designated in 
item 16e of the DD Form 254 for the prime contract to approve and sign the 
DD Form 254 for the subcontrac·t and to make the required distribution. How
ever, with the agreement of the contracting activity. the prime contractor may 
accomplish the required distribution of the approved DD Form 254. The dis
tribution schedule of the DD Form 254 is included as paragraph 61. 
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c. When the prime contractor receives a revised DD Form 254 providing 
additional guidance or a change in guidance, he or she shall prepare a revised 
DD Form 254 for each subcontractor whose DD Form 254 requires a related 
change. An ACO/PCO authenticating signature and distribution, or instructions 
for distribution. of the contrac.tor' s DD Form 254 are required. When prime 
contractors receive notices that reviews have reaffirmed their existing 
guidance. or receive revised DD Forms 254 that do not require related changes 
in any subcontractors' DD Forms 254. they shall promptly give written notices 
of reaffirmation of guidance to each subcontractor involved. This notice of 
reaffirmation to subcontractors does not require ACO/PCO authenticating 
~~gnat~re. Instead, a true copy of the notice of reaffirmation received by 
tne pr1me contractor. or. when applicable. a true copy of pages 1 and 2 of- the 
revised DD Form 254 received by the prime contractor. annotated by the prime 
contractor with the statement. "This revised DD Form 254 does not affect your 
current DD Form 254 dated ." will suffice. In either 
of the above cases. a signed transmittal letter from the prime contractor 
shall be attached. Distribution of this written notice of reaffirmation to 
subcontractors shall be in accordance with paragraph b above. With respect to 
a MFO. the HOF shall provide the guidance for the revised DD Form 254. or the 
written notice of reaffirmation of the existing guidance described above. as 
applicable. to each of its operating facilities affected by the revised 
guidance or involved in the notice. as the case may be. .. 

d. The prime contractor will receive from the UA a DD Form 254 for each 
classified item of GFP or GFE issued or authorized for purchase. when such 
material is not covered by the classification specification issued with the 
contract. The contractor shall furnish a DD Form 254 providing the classifi
cation specification necessary for each of the subcontractors requiring use of 
classified GFP or GFE in connection with their contracts "C negotiations for 
contracts with the prime contractor. 

e. A new DD Form 254 is not required for a follow-on contract or sub
contract when the procurement is of a recurring nature, or the end item is not 
changed and the~e is nQ change in the security classification requirements of 
the contract. However. a copy of the currently valid DD Form 254 for the 
preceding subcontract shall be furnished and distributed with the follow-on 
subcontract and annotated in items 3 and 4 to show the contract number and 
date of the follow-on prime contract and subcontract. Item 6 will also be 
completed. as appropriate. 

f. There is no authorized substitute for the DD Form 254. There are 
exceptional conditions in which a prime contractor has a serious time limita
tion in preparing his or her response to a RFP. IFB. or similar solicitation 
to a UA. In such cases the prime contractor, concurrent with dispatching the 
DD Form 254 for official U.S. Government approval and signature. may supply an 
unofficial copy of the same guidance to a prospective subcontractor for the 
latter's use pending receipt of the approved and signed DD Form 254. 

g. A single DD Form 254 may be used to provide the classification speci
fication for an open-er1 or call type subcontract. except when the individual 
call. purchase order. or request for services or products requires a different 
classification specification from that provided for the overall subcontract. 
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h. The following special provisions are applicable to service, graphic 
arts, research, or commercial carrier classified contracts. 

(1) A DD Form 254, which specifies the highest level of 
classification involved, but does not provide detailed classification 
guidance, will be issued under the following circumstances. 

(a) The total requirement of the contract is the performance 
of a service, all of which takes place at a cleared contractor's facility or 
U.S. Government activity which has and makes available, for use by the con
tractor performing the service, a currently valid Contract Security Classifi
cation Specification, which includes complete guidance for the service to be 
performed. In such cases, item 15 of the DD Form 2.'i4 will be annotated: 
"Using contractor or activity will furnish complete classification guidance 
for the service to be performed. The highest level of classification for the 
contract is (TOP SECRET, SECRET, or CONFIDENTIAL). Contract performance is 
restricted to (name of facility or location)." 

(b) The contractor has no performance requirement involving 
actual knowledge of, generation, or production of classified information, but 
has only a requirement to be physically present in an area where classified 
information is located. Examples include, but are not limited to, contracts 
calling for guard, alarm, alternate storage, or equipment maintenance services. 
In these cases, item 15 of the DD Form 254 will be annotated: "Actual knowledge 
of, generation, or production of classified information is NOT REQUIRED. This 
document serves as written notice of the letting of a classified service con
tract. The highest level of classification for the contract is (TOP SECRET, 
SECRET, or CONFIDENTIAL)." 

(c) The contract requirement is limited to graphic arts 
reproduction and classification markings appearing on the material to be 
reproduced. These classification markings constitute the required Contract 
Security Classification Specification. In these cases, item 15 of the DD Form 
254 will be annotated: "Reproduction service only. The highest level of 
classification for the contract is (TOP SECRET, SECRET, or CONFIDENTIAL). 
Classification markings on material to be reproduced specify the required 
security guidance." 

(2) When a cleared commercial carrier enters into a classified 
service subcontract with a cleared facility. within the meaning of paragraph 
(1) (b) above, the carrier, serving as a prime contractor for such purpose, will 
issue a DD Form 254 to that cleared facility. In any such case, the require
ments of paragraphs (1) (b) above and (3) below will apply. 

(3) In each of the cases described in paragraphs (1) and (2) above, 
if a subcontract at any tier is involved, the DD Form 254 for the subcontract 
will not require authentication by the signature of an ACO/PCO. Instead, the 
contractor who is the principal prime, or who serves as a prime contractor in 
relation to a subcontractor in the particular case, will complete and sign 
item 16. Further, in all cases distribution of the DD Form 254 will be made 
to the subcontractor involved, his or her CSO, and the contract administration 
office(s), if designated, of the immediate prime contractor and subcontractor 
involved. 
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(4) Where a contract involves research services revd :.:lng detailed 
classification guidance, but it is too early to determine these detailed re
quirements, item 15 of the DD Form 254 will be annotated: "This is a research 
contract. The highest level of classification for the contract as a whole is 
(TOP SECRET, SECRET, or CONFIDENTIAL). A revised DD Form 254 will be issued 
as soon as possible, to provide detailed security classification guidance." 

i. In the case of a subcontract, which is expected to require access 
only to classified reference material (see paragraph 3bt), an original Db Form 
254 will be issued to describe the highest category or various categories of 
classification of such material to which access will be required and to pro
vide other instructions, as appropriate, for example, the protection of infor
mation extracted from such material. Classification guidance concerning 
reference material is the responsibility of the department or agency having * 
classification jurisdiction over such material at the time it was prepared, * 
or of the current succ~ssor in interest of that department or agency. When * 
the prime contractor requires classification guidance for reference mate- * 
rial in order to prepare a DD Form 254 for the subcontractor, or for other * 
reasons and needs assistance in identifying the responsible department or * 
agency, he or she shall, by direct communication, seek assistance from the * 
following. * 

(1) The secondary distribution source from which the material was 
received. Examples of secondary distribution sources are: DTIC, Alexandria, 
Virginia 22314 and its field extensions; DoD Information Analysis Centers; and 
the Redstone Scientific Information Cent~r, U.S. Army Missile Command, Redstone 
Arsenal, Alabama 35808. 

(2) The UA contracting office last involved with the contractor 
concerning the subject matter of the material. 

(3) If unsuccessful in identifying the responsible department or * 
agency by communication with (1) and (2) above, the contractor shall seek * 
assistance from: * 

(a) the UA which awarded the prime contract. or * 
(b) the Director for Information Security, OUSD(P). 

61. Required Distribution. Original, final. and revised DD Forms 254, sup
plements, attachments, and written confirmation of existing classification 
specifications are to be distributed as follows 1/. 

1.1 Rp.flect the distribution in the "Required Distribution" block of the DD Form 
254. For SENSITIVE COMPARTMENTED INFORMATION contracts, distribution of 
the DD Form 254 and atta~hments will be as prescribed by the procuring 
contracting agency concerned. 

------------~------
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a. 

b. 

c. 

For 
(1) 
(2) 
(3) 
(4) 
(5) 
(6) 

For 
(1) 
(2) 
(3) 
(4) 
(5) 
(6) 
(7) 

For 
(1) 
(2) 
(3) 
(I.~ ) 
(5) 
(6) 
(7) 
(8) 

prime contracts: 
Prime contractor 
CSO of prime contractor 
Appropriate ACO 
Quality assurance representative 
Official identified in item 12b, DD Form 254 
Others as necessary 

subcontractors: 
Prime contractor 
Appropriate ACO 
Subcontractor 
CSO of subcontractor 
Quality assurance representative 
Official identified in Item 12b, DD Form 254 
Others as necess~ry 

sub-subcontracts: 
Prime contractor 
Appropriate ACO 
Subcontractor 
Sub-subcontractor 
CSO sub-subcontractor 
Quality assurance representative 
Offici.stl identified in Item 12b, DD Form 254 
Others as necessary 

d. For solicitations (IFB, RFQ, RFP), distribution of DD Form 254 for 
IFB, RFQ, or RFP, will be the same as for the prime contract, subcontract, or 
sub-subcontract to which the solicitation is related, except that none is to 
be sent to the quality assurance representative. 

62. Notification of Selection. The prime contractor shall immediately 
fULnish in writing to the contracting officer, or his or her designated 
representative, the names and addresses of each of the subcontractors to 
be engaged on classified work under a prime contract, and the highest clas
sification of information that shall be released or developed thereunder. 

63. Unsatisfactory Security Conditions. If notified by a CSO of unsatisfac
tory security conditions within a subcontractor's facility, contractors shall 
follow the instructions they receive from the contracting officer relative to 
what action, if any, should be taken in order to safeguard classified material 
relating to their subcontract. 

64. Disposition of Classified Information. The subcontractor shall destroy 
classified material, as provided by paragraph 19, unless the prime contractor 
requests return or authorizes retention. However, the prime contractor shall 
obtain the approval of the contracting officer, or his or her designated 
representative, authorizing a subcontractor to retain classified information. 
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65. Subcontracting With Foreign Industry. 

a. The U.S. has entered into bilateral security agreements with 
several foreign governments to establish the intent of both parties to 
protect each others classified information. The U.S. negotiates two basic 
types of security agreements, the General Security of Information Agreement 
(GSOIA) and the Industrial Security Protocol. The CSO should be contacted 
concerning whether a particular country has entered into either type of 
bilateral agreement. 

* 
* 
* 
* 
* 
* 
* 

(1) The General Security of Information Agreement (GSOIA). The * 
GSOIA is a government-to-government agreement, negotiated through diplomatic * 
channels. It states, in substance, that each party to the agreement will * 
afford to the classified information provided by the other the degree of * 
security protection afforded it by the releasing goverrunent. It contains * 
provisions concerning the use of each government's ~nformation, third party * 
transfers, and proprietary rights. It specifies that transfers of informa- * 
tion will be on a government-to-government basis. It provides that both * 
parties agree to report any compromise, or possible compromise, of classi- * 
fied information furnished by the other party. Moreover, the GSOIA states * 
that both parties will permit visits by security experts of the other party * 
for the purpose of conducting reciprocal security surveys. The purpose * 
of such surveys is to determine whether the foreign government has the * 
capability to protect U.S. classified information in a manner that is * 
substantially equivalent to the protection afforded to it by the U.S. * 

(2) The Industrial Security Protocol. The Industrial Security * 
Protocol is negotiated by the DoD as an annex to the GSOIA, with those * 
foreign governments with which DoD has entered into coproduction, codevelop- * 
ment, and/or reciprocal procurement arrangements, involving industry. It * 
includes provisions for clearance of facilit:f.es and personnel, the handling * 
and transmission of classified material, and procedures for visits. * 

b. The above-cited security agreements apply only when a contract, * 
subcontract, or other such government approved arrangement, is awarded to a * 
foreign or U.S. contractor by or on behalf of the U.S. Government or the * 
signatory foreign government, as applicable. They do not apply in the case * 
of an industry-to-industry arrangement, unless it is in furtherance of a * 
documented government-to-government cooperative program, for example, a co- * 
production memorandum of understanding. In such instances, the government- * 
to-government arrangement will stipulate that all classified military in- * 
formation approved for release under the program will be safeguarded, in * 
accordance with the applicable GSOIA and Industrial Security Protocol. If * 
such agreements do not exist with the foreign government concerned, the * 
necessary security provisions are incorporated in the documentation estab- * 
lishing the government-to-gove~nment program. Consequently, subcontracts, * 
which require the release of U.S. classified military information, may be * 
awarded to foreign industry only when: (1) the subcontract is in * 
furtherance of a specific government-to-government arrangement, or (2) * 
assurances are obtained through government channels that the government of * 
the country in which the foreign industry resides will assume responsibility * 
for ensuring the security protection of the U.S. classified information * 
involved. All such subcontracts require the approval of the UA having * 
jurisdiction over the classified information involved. * 
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66. Subcontracts Arisin Fro . 
specifically prohibited i! th m Fore1gn Classified Contracts 
classified contract b e contract, a U.S. Contract • Unless 
bilateral industrial y a government with which the DoD hor awarded a foreign 
accordance with th secur~ty agreement may subcont as entered into a 
tracting foreign g~V~rOVis10ns of this manual, with~~c~hwithin the U.S., in 
designated agenc f rnment, in accordance with inst ~ country of the con
Security) HQ DrYs 0 I that government, through the D ruct10ns furnished by the 

h ' • n additio U eputy Directo (I d ot er country only with th n, a .S. contractor may sub r n ustrial 
the contracting gover .e permission of, and under co d c~ntract within any 
tractor. These COfidi~~nt, ~n~_t~e ~overnment of the c:u it1Qns agreed to by, 
Deputy Director (Indust ~slshaLL be furnished to the co t

ntry of the subcon
clasSified informat' ir a Security), HQ DIS. In th n ractor through the 
f . 10n s involved i h Ose cases where U S 

Ore1gn government, shall . n t e subcontract th . • • 
obtain an export lett /1' pr10r to its release to th' f e Contractor or 
n~~_~~ er icense auth i e oreign gover 
o!;'· ..... .L.Lic approval of d_ - U" "'. or zation from the D nment, 

- Lne .~. Ua tnat orieinated rh - epartment of State or 
~ -- - ~.e information. 
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Section VII. CONSULTANTS 

67. General. PCL and/or FCL requirements for self-employed consultants to 
UA activities and contractors shall be determined in accordance with this 
section. In all cases, self-employed consultants shall have valid PCL's 
issued in accordance with the requirements of this manual. Consultants are 
not eligible for access to classified informatiQ~ outside the U.S. and its 
trust territories and possessions, unless in official travel status of not 
more than 90 days in any 12-month period. Consulting firms and Type B 
Consultants shall be processed for a FCL, in accordance with paragrapl1 21. 

68. Consultant -- Type A. The consultant does not possess classified 
material, except at the using contractor's cleared facility, on the premises 
of a UA activity, or while on visits authorized under section V. All 
requirements of this manual apply to the consultant who, for security 
administration purposes only, shall be considered to be an employee of the UA. 

a. The requirement for a separate FCL for the consultant (including the 
execution of the DD Form 441 and the DD Form 441s by the consultant) shall be 
waived, provided the using contractor or U.A. activity jointly execute a 
certificate as follows. 

(1). Except in connection with authorized visits: classified mate
rial shall not be possessed by the consultant off the premises of the using 
contractor or UA; the using contractor or UA shall not furnish classified mate
rial to the consultant at any other location than the premises of the using 
contractor or UA, and performance of the consulting services by the consultant 
shall be accomplished at the activity of the using contractor or UA;, and 
classification guidance will be provided by the using contractor or UA. 

(2) The consultant shall not disclose classified information to 
unauthorized persons. 

(3) The using contractor or UA shall brief the consultant as to the 
security controls and procedures applicable to the consultant's performance. 

b. One copy of such certificate shall be furnished by the using contrac
tor to his or her CSO. In the case of a consultant to a UA activity, the certif
icate shall be retained by the Commander or Head of that activity. 

c. The consultant shall complete the forms required by paragraph 26. 
These forms shall be submitted to DISCO through the UA activity or the contractor 
for which the consulting service is to be performed. Each application for 
clearance shall be accompanied by a copy of the certificate prescribed by para
graph a above. The LOC shall be issued to the using contractor or UA activity, 
as appropriate. 

d. Failure to accomplish the certification described above shall 
require the processing of a FeL, as prescribed by paragrap~ 21. 
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69. Consultant -- Type B. The consultant possesses classified material at 
his or her place of business or residence. the consultant having full 
responsibility for security of the classified material. 

a. A FCL is required for the consultant to cover the premises at which 
he or she will possess the classified material and perform the consulting 
services. 

b. Consultants of this type shall be considered to be prime contractors 
to the UA activity, or subcontractors to the using contractor. 

c. The provisions of this manual pertaining to contractors or subcon
tractors, as appropriate, shall apply. 

70. Consultant -- Type C. Consultants possess classified material at their 
regular employer!s cleared facility, the consultants and their employer having 
agreed as to their respective responsibilities for security of the classified 
material. The clearance status and safeguarding ability of the consultants' 
regular employer shall be obtained from the employer's CSO, prior to the 
disclosure or release of any classified information to the consultant. 

a. No r.equirement exists for a separate FCL for the consultant (including 
execution of the DD Form 441 and the DD Form 441s) or to have an existing 
FCL raised, provided that the employing facility, and the employee who is 
acting as a consultant to another contractor or to a UA activity, are both 
cleared for access to at least the category of classified information as that 
to which the consultant will require access, and provided the employing 
facility and the employee jointly execut~ a letter agreement to safeguard 
classified infox~ation for an employee performing consultant services (see 
appendix I, paragraph U) by which the employing facility and the employee 
agree to the following. 

(1) Both agree to place classified material, which the consultant
employee must have in-his or her possession, into the employing facilityis 
accountability system. 

(2) Both agree to incorporate procedures in the employing facility's 
SPP, which prohibit the dissemination of the classified material within the 
facility, except that appropriately cleared personnel of the facility may be 
designated in writing on a strict need-to-know basis to provide the consulting 
employee clerical, destruction, and reproduction services necessary to his or her 
performance as a consultant. 

(3) Both agree to furnish the employee, who is acting as a consultant, 
a storage container, so that the classified material may be stored under his 
or her control. Access to the storage container shall be limited to the 
employee who is acting as a consultant and the minimum number of employees 
designated in accordance with paragraph (2) above, which are essential to 
support the consultant. 

(4) Both agree to advise its csa immediately on any change in the 
consultant's status as an employee of the facility. 

70. 144 

----~~----

r' 
I 

): 

II 
i 
i 
) 
! I
i 

I 
r 

r 

! 
• i 

I 

Ii 
/' 
I, 
L 
I 
I 

I 
,j \ 

I 
4 
t 

~\ 
J 
r 
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shall be furnished by the em agreement described in para ra 
contractor or UA empl i ploying facility to its CSO dg ph a above, 

oy ng the consultant. ' an one copy to the 

c. In the event it is ne 
a higher level {not above that cessary to raise the consultant's P 
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paragraph a above (If a copy of the letter roug the 
the employing fac11it r:qUired to be cleared to a hi;~ree~ent prescribed in 
in accordance with' y. t e consultant shall be roc er evel than that of 
fully independent o~a;~graph 69, and required toPmai:~~;d for a separate FCL 1 

at of his or her employer.) ~a~n a security program 

71. Consultants to User A e i 
Security clearances f nc es Em 10 ed Under Civil S 
s:rvice procedures no~ai~;s~~~le~Plioyed as consultants t~~!;= ~~~ceduire~. 
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Section VIII. PARENT-SUBSIDIARY AND MULTIPLE FACILITY ORGANIZATIONS 

72. Parent-Subsidiary Relationships. 

a. When a parent-subsidiary relationship exists between two companies, 
the parent company must have a FCL of the same or higher classification level 
as the subsidiary company, unless by formal action of its board of directors 
0. similar executive body: (i) it is excluded from access to all classified 
information held by the subsidiary company, or (ii) it is excluded from access 
to classified information held by the subsidiary company, which is of a higher 
classification level than the parent company's FCL. However, if the parent 
company is under FOCI, exclusion action may not be taken. In such circumstances, 
the subsidiary company is ineligible for a FCL. (Certain exceptions to this 
rule can be made when the foreign ownership or control is exercised by a 
Canadian or U.K. interest. Consult the eso for details.) Each exclusion action 
shall be made a matter of record in the minutes of the executive body of both 
the parent company and the subsidiary company. Two copies of both sets of 
minutes shall be furnished to the CSO of each cleared subsidiary company, along 
with a copy of the DD Form 441s, executed independently by the excluded parent 
company and the subsidiary company. In addition, when officers or directors 
of a subsidiary hold similar positions with the excluded parent company, they 
shall execute one of the following certificates, as appropriate: (i) "I under
stand that the ,(name of parent company) is not cleared for access to classi
fied information and I certify that I shall not disclose classified information 
to the (name of parent company) or any of its agents, regardless of my official 
business or personal association therewith," £E. (ii) "I understand that (appro
priate classification level) is the highest level of classified information 
which may be,disclosed to the (name of parent company) or any of its agents, 
regardless of my official business or personal association therewith." Official 
notice of the execution of each such certificate shall be made a matter of 
record in the minutes of the executive body of the subsidiary company and two 
copies of the minutes shall be furnished to the CSO of the subsidiary. ~wo 

copies of each certificate, executed in accordance with the requirements of 
this paragraph, shall be furnished to the CSO of the subsidiary. 

b. Interchange of classified information and visits between a parent and 
its subsidiaries, or between the subsidiaries, shall be accomplished in the 
same manner as an interchange between a prime contractor and a subcontractor. 
However, in the case of a classified contract awarded to a subsidiary, the 
subsidiary, as necessary in the performance of the contract, may release 
classified information to the parent, when required, provided the parent 
company has an appropriate FCL and safeguarding ability. Moreover, where the 
parent organization is owned or controlled by a foreign interest, the U.S. 
subsidiary shall not release U.S. classified information to the parent, except 
with the express written authority of the contracting UA. In such cases 
visits between the subsidiary and the parent shall be considered as Category 1 
visits, as defined in paragraph 41a. Neither the subsidiary nor the parent 
may release or disclose classified information, pertaining to the contract of 
the subsidiary, to other subsidiaries of the parent without specific approval 
of the contracting officer or his or her designated representative, or unless 
within the provisions for exceptions set forth in paragraph 5x. 
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c. In case the parent corporation or its subsidiaries have cleared 
facilities which are collocated with each other (occupying the same office 
space or located side by side), the collocated facilities may request CSO 
approval of a formal written agreement between the facilities to utilize 
common security services for: (i) personnel security administration, (ii) 
document control (to include storage), (iii) reproduction, (iv) visitor 
control, and (v) other similar administrative services. In all cases, the 
agreement shall be incorporated into the SPP (or appropriate supplement to an 
SPP) applicable to the facilities involved. The proposed SPP shall be 
submitted to the CSO as part of the request. The SPP shall establish workable 
security procedures and clearly fix responsibility for security administration 
within the collocated facilities. The procedures shall be structured (for 
example, separate accountability systems) to ensure that the need-to-know 
principles outlined in the previous paragraph are not violated. One FSO shall 
be designated for all facilities; the designee shall be considered an OODEP of 
these facilities and shall require a concurrent clearance at each facility. 
Appropriately authorized (cleared with a need-to-know) personnel rendering 
security services shall be designated in the agreement by job title to provide 
the specific services agreed to. Additionally, procedures may be incorpora.ted 
into the SPP whereby a machine run or other roster (for example. record of 
clearance) may be used in lieu of a visit letter, provided such re~oLds are 
maintained in a current status at all times. When combined, the SPP and the 
roster shall provide the essential information required in paragraph 37d. 

73. Multiple Facility Organizations. In the case of a MFO, the contractor 
(HOF) is responsible for ensuring the adherence, by each of its cleared oper
ating locations, to the terms of the DD Form 441 and the security require-
ments of each classified contract being performed. A copy of the basic DD 
Form 441, with "Appendage to Department of Defense Security Agreement," shall 
be furnished to each facility listed in the appendage and to each CSO concerned. 
The HOF shall have a FCL of the same or higher level as any cleared facility 
within the organization. Classified information may be interchanged among the 
cleared facilities of a MFO, when the contractor determines that such inter
change is essential to the fulfillment of a contract. Before the contractor 
places classified information or work in a facility of his or her organization, 
it shall have been determined that it has an appropriate FCL and the capability 
to safeguard the classified material. The contractor shall provide the facility 
performing the work and its CSO with classification specifications extracted 
from the DD Form 254 or other appropriate classification guidance. Revised 
guidance or notice of the reaffirmation of existing guidance, as applicable, 
shall also be provided. The SPP of a contractor having two or more £a~ilities 
shall include security instructions, which provide the controls necessary tti 
protect classified information within the organization. These, among other 
procedures, shall include, but not be limited to, instructions for the trans
mission of classified information and for visits of the contractor's employees 
between his or her cleared facilities. Such visits shall be considered as 
Category 1 visits as defined in paragraph 41a. Within each facility, the SPP 
shall be adapted, as necessary, to meet local conditions, as prescribed by 
paragraph 5s. If the contractor elects to have LOC's issued to (i) the HOF or 
(ii) one or more PMF(s) of the MFO, the HOF or the PMF shall provide the CSO a 
listing of each subordinate facility (both cleared and uncleared) within its 
raspective area of cognizance wherein a cleared individual(s) is employed or 
physically located. When a PMF(s) is established, the HOF SPP will specifi
cally reflect that all associated security responsibilities have been delegated 
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to the PMF(s) for its specifically defined geographical or functional area. 
In all cases where the aforementioned cleared individuals are employed by or 
physically located at uncleared facilities falling under the cognizance of the 
respective HOF or PMF(s), the SPP shall reflect that the HOF or PMF, as appro
priate, is responsible for personnel security administration. Such responsi
bilities will include meeting security education and paragraph 6 reporting 
requirements for all cleared personnel located and/or employed at these un
cleared locations. In order to ensure the security awareness of these cleared 
personnel, at their respective U.S. uncleared facilities falling within the 
set CSO boundaries (see appendix VIII), the res:pective HOF or PMF security 
supervisor, or his or her appropriately cleaxed representative, shall visit 
each of these locations on an annual basis. Regarding the briefing of cleared 
personnel employed or physically located outsidE~ of the CSO boundaries, such 
briefings will be hand.led as required in paragraph 97. Other considerations 
applicable to visits to uncleared facilities arl~ as follows. 

a. AEI an alternative to annual visits to the aforementioned uncleared 
U.S. 10catiClns, the HOF or PMF(s) may develop procedures, which provide: (i) 
equal or better assurance than annual visits, (ii) that all aspects of 
personnel security administration will be properly accomplished, (iii) that 
proper management attention is directed on a cClntinuing basis to this area, 
and (iv) that responsibility and authority for accomplishment is formally 
assigned to cleared managerial personnel. Such procedures will be clearly set 
forth in the HOF's or PMF's SPP, as appropriate, and shall require the approval 
of the CSO prior to being placed into effect. 

b. Records that reflect the accomplishment of these requirements will 
be maintained as provided for in paragrap1:-i 26k:-

74. Temporary Help Suppliers. 

a. General. A temporary help supplier is a subcontractor who dispatches 
personnel on his or. her payroll to perform work on the premises of the using 
contractor or UA (see paragraph 5ab). A temporary help supplier and his or her 
field, branch, or associate offices having a valid parent-subsidiary or MFO 
relationship are covered in paragraphs 72 and 73 respectively. The following 
pa.ragraphs are concerned with: 

(1) a temporary help supply licensor (hereinafter referred to as the 
lj~censor) who grants licenses or franchises to other individuals or firms to 
uEle the name, administrative support, methods of operation, or style of the 
licensor in a specific geographic area; and 

(2) a license or franchise hCllder (hereinafter referred to as a li
censee) who owns and operates a legal entity separate and distinct from the 
licensor, and is licensed or franchised to do business under the name, method 
of operation, or style of the licensor. 

b. Where the temporary help personnel are actually employees, ahd on 
the pa.yroll, of tJ.;,' licensee, the licensee may be granted a FCL as provided 
for in this manua~ i 
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c. "~ere the temporary help personnel are employees, and on the payroll, 
of the licensor, normally there would be no valid basis for the licensee to be 
granted a FCL. As an alternative, a FCL may be granted in the name of the 
licensor at the address of the licensee, if there is a valid requirement for 
employees of the licensor to hav~ access to classified information at a con
tractor facility or UA activity, provided that: 

(1) the licensor has a FCt at its HOF; and 

(2) an employee of the licensor located on the premises of the 
licensee is appointed as FSO for the licensor; .£E. 

(3) an employer-employee relationship is established between the 
licensor and at least one or more employees of the licensee through execution 
of a separate written agreement between the parties, or by the insertion of a 
clause in the franchise or license agreement. Th(' agreement or clause shall 
specifically provide that, for a consideration, one or more employees of the 
licensee will act as FSO for the lic~nsor in the territory covered by the 
license or franchise. One signed copy or certified true copy of the agreement 
or clause shall be furnished by the licensor to the CSO concerned. 

d. If the provisions of paragraphs c(l) and (2), or c(l) and (3), above 
are followed, a FCL may be granted to the licensor at the address of the 
licensee. This location will, for industrial security purposes, be considered 
as an operating facility of a }liFO. Among other things, the SPP of the operating 
facility shall specify the functions and responsibilities of the FSO and the 
procedures for: 

(1) processing PCL's including the granting of company CONFIDENTIAL 
clearances by the FSO; 

(2) accomplishing the requirements of paragraphs 5 and 6 which 
relate to its (temporary help) personnel; ~ 

(3) processing visit requests dispatching its temporary help per
sonnel to the using contractor's facility as Category 1 visits (see paragraph 
5ab and 41a). 

e. When a licensee has a license or franchise agreement with more than 
one licensor, a FeL may be issued in the name of each licensor. Similarly, if 
a contractor is engaged in a business which requires a FeL in connection with 
such business and, in addition, is a licensee for a temporary help supplier, 
a FCL may be issued in his or her own firm's name and one in the name of the 
licensor. 
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Section IX. SENSITIVE COMPARTMENTED INFORMATION AND COMSEC 
INFORMATION 

75. SENSITIVE COMPARTMENTED INFORMATION. 

a. The provisions of this manual apply to research, develop~ent, and pro
duction of SENSITIVE COMPARTMENTED INFORMATION. In addition, spec1al security 
requirements supplementing this m~nual will be prescribed by the contracting 
department for SENSITIVE COMPART~NTED INFORMATION contracts, except that, for 
SENSITIVE COMPARTMENTED INFORMATION contracts awarded by military department 
procurement activities for the NSA, the NSA will prescribe the special security 
requirements. 

b. In the case of SENSITIVE COMPARTMENTED INFORMATION contracts awarded 
by military department procurement activities for the NSA, the NSA shall be 
responsible for exercising security controls over the contract. 

c. In the case of SENSITIVE COMPARTMENTED INFORMATION contracts awarded 
by and for a military department or DoD Agency, an activity designated by the 
contracting military department or DoD Agency shall be responsible for exercis
ing security controls over the contract. 

d. Access to SENSITIVE COMPARTMENTED INFORMATION will be granted to 
contractor employees requiring access by the activity deSignated to exercise 
security controls over the contract as provided above. 

e. Denial or revocation of authorization for access to SENSITIVE COM
PARTMENTED INFORMATION is not appealable. 

76. COMSEC Information. The contractor shall protect COMSEe information in 
accordance with the requirements of the DoD 5220.24-S-1 (CSISM). 
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Section X. GRAPHIC ARTS 

77. Spe~ial Requirements for Graphic Arts. This section of the manual 
provides specific security measures for the safeguarding of classified 
information during the development stages. performance of service, or 
production of material by the graphic arts industry. The security measures 
apply whether the work is performed by the prime contractor on his or her 
premises or subcontracted to a graphic arts facility. 

78. Production Control Records. While the production control records remain 
with the classified job to which they relate, they shall be: (i) plainly and 
conspicuously marked or stamped at the top and bottom with the same classifi
cation as the material being produced, or (ii) unless the production control 
record itself contains classified information, covered over with a cover sheet 
conspicuously marked or stamped at the top and bottom with the same classifi
cation as the material being produced. In either case, the additional markings 
required by paragraph 11b(8) shall be applied, as appropriate. Production 
control records or cover sheets shall be marked with a notation indicating 
that they are unclassified when separated from the classified material being 
produced, unless they contain or have attached thereto classified information. 
The contractor may, at his or her discretion. use the production control 
records as the records required by paragraphs 12 and 18, provided they contain 
the required information and are retained for the period of time specified in 
paragraph 12. 

79. Area Controls -- Additional Requirements. During the layout, composition, 
platemaking, presswork, and bindery stages of the production of classified 
mat~rial; controls ahall be establishea tG deny lifiaUenorized personnel access 
to the immediate area in which such work is being performed. In the event the 
safeguarding requirements prescribed in paragraph 16 are insufficient for this 
purpose, such areas shall be designated as restricted areas and shall be 
controlled in accordance with the provisions of paragraph 34b. Additional 
requirements are as follows. 

a. Pressrooms. While the press is being made ready or being run, the 
press itself shall be identified and marked the same as the classified informa
tion being run. The press shall remain so identified until the run has been 
completed and all classified material removed. Marking and identification of 
the press is not required for press runs of short duration, provided the run 
is completed prior to the end of the workday. Plates, blankets, chases, and 
the like, need not be removed from the press at close of working hours, when 
the press run is incomplete, provided the area meets the requirements of 
paragraph 34a(3). 

b. Composition Areas. Linecasting (for example, intertype and 
linotype) and photocomposition machines shall be identified and marked the 
same as the classified information being set in type, except for jobs of short 
duration completed prior to the end of the working day. Slugs (that is, lines 
cast on a linecasting machine), coded tapes, ribbons, negatives, and so on~ 
need not be removed from the machines at the close of the workday when the 
composition is not completed, provided the area meets the requirements of 
paragraph 34a(3). 
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c. Bindery Area. Bindery areas shall be secured by the same method as 
pressroom areas. 

d. Darkrooms. Admittance to all film processing units shall be re-
b stricted to cleared personnel who are assigned to the particular job or jo s 

involving classified information. 

e. Proofreading Areas. Proofreading areas shall be controlled by physical 
f i V4sual or audio access and entrance by unauthorized barriers capable 0 prevent ng ~ 

persons. 

f. Shipping Entrances. Shipping entrances shall be secured when classi
fied information is in the area. Loading and unloading operations shall be 
performed under the supervision of a cleared employee of the contractor. 

BO. Special Conditions. 

a. Overruns. All assembled copies of printed material not spoiled during 
a printing operation, which are in excess of the number of copies ordered, shall 
be designated as overruns. Overruns shall be held to a minimum. An exact count 
of the overruns shall be maintained and they shall be accounted for as pre
scribed in paragraph 12. Overruns shall be transmitted to the customer with 
the balance of the job or promptly destroyed in compliance with the provisions 
of paragraph 19a through e 1/. 

b. Proofs. A record shall be kept of the number and disposition of 
proofs. Galley or page proofs approved by the customer shall be retain:d until 
the product is delivered, and shall be returned to the custoffi~r along w~th the 
original manusEripts 1/· 

c. Waste Disposal. The contractor shall provide prope:ly ident~fied 
waste containers at each production point at which waste, spo~lage, tr~mmings, 
or cuttings accumulate. Waste shall includ.e paper stock used for press make
ready, spoilage during running, printed copies spoiled during bindery 
make-ready, or excess copies of individual pages that are not to be assembled 
to form a complete product. Waste containers shall be adequately safeguarded 
and the waste promptly destroyed, in accordance with paragraph 19f. Waste 
shall not be retained in production areas during nonworking hours. 

d. 
material 
customer 

Return of Samples. All graphic arts samples (that is, classified 
furnished by the customer for reproduction) shall be returned to the 
immediately after the completion of the work 1/· 

1./ 

79. 

Where the classified production has been accomplished on the premises of the 
contractor, as opposed to being done by a graphic arts subcontractor, the 
disposition of overruns, proofs, samples, and other material, except for 
was te used in the production of the job, may be de.layed unt il the completion 
or termination of the contract concerned. 
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e. Bulk Shipment. Graphic arts products that are shipped in bulk in 
double containers will be stacked in the inner container face up. A cover 
sheet shall be placed on top of the material before sealing the inner container. 
The contractor shall maintain a record of the quantity shipped in each con
tainer, and when copies are serially numbered, the contractor shall number the 
inner containers, and the record shall show which serial numbers were packed 
in each container. Such records shall be incorporated into the control station 
records maintained in accordance with paragraph 12. The classificatio~ mark
ings and, if appropriate, the notations prescribed in paragraph 11b(B), shall 
be applied on all outside surfaces of the inner container. Outer containers 
shall be sealed by wire stapling or by tape, so that tampering will be 
evident. No markings shall be made on the outer containers, which will in any 
way indicate that the package contains classified material. Address labels 
will be placed on the top surface of both containers, and receipts will be 
placed inside the inner container. 

f. Materials Used in Production. 

(1) All materials used in production, which contain classified 
information (that is; negative flats, layouts, masters, dummies, vellums, 
stencils, composition tapes, proofs. tympan sheets, negatives. type. plates; 
and so on), shall be safeguarded, in accordance with paragraphs 14 and 16, and 
immediately after completion of the work, destroyed in accordance with para
graph B1, or returned to the customer along with the job on which they were 
used 1/ (see paragraph 12f for accountability requirements). 

(2) Rubber blankets, after use in a classified production, may be 
rGuaGd on claaaifi~d and unclaaaifiGd production. providGd they are properly 
washed and safeguarded, in accordance with paragraph 16. The rubber blankets 
shall be identified as required in paragraph 11c and the classification shall 
at all times reflect the highest category of classified information for which 
the rubber blanket has been used (see paragraph 12f for accountability require
ments). When no longer serviceable, or reuse is not desired. rubber blankets 
used for classified productions shall be destroyed as prescribed in paragraph 
19c. 

(3) Plates and other than rubber blankets used on a classified pro
duction shall not be reused, and shall be destroyed as prescribed in paragraph 
B1. A contractor is not authorized to turn over classified plates to a 
subcontractor for the sole purpose of regraining such plates. Moreover. the 
regraining of plates shall not be considered as an authorized method of 
destruction under paragraph B1. 

(4) "Rollers ll and other parts of presses, which retain impressions 
of classified information during the printing stages, shall be cleaned to 
remove the classified information on completion of the run. 

81. Destruction -- Special Requirements. Classified material used in the 
reproduction process shall be destroyed, in accordance with paragraph 19c, 
except that: 

a. classified information on metal foundry and woode~ type shall be 
considered as having been destroyed when the type is redistributed in the type 
case; and 
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b. classified information on glass negatives shall be destroyed by 
dissolving the emulsion or by pulverizing. 

82. Mailing Lists. 

a. Classified. When a mailing list used for the distribution of unclas
sified material is classified, the material shall be protected. as though clas
sified (markings not required), until separated from the classified mailing 
list during the production process or at the point of mailing or shipping. 

b. Unclassified. When a mailing list used for the distribution of 
classified material is unclassified. the list shall be protected as though 
classified (markings not required). until separated from th~ classified 
material during the production process or at the point of mailing or shipping. 

c. Related Material. When classified mailing lists are prepared or 
maintained by a contractor, all material which retains an impression of the 
addresses. such as carbons. addressing plates. identification strips, and 
verification lists. shall be classified and safeguarded accordingly. 
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Section XI. NATO INFORMATION 

83. Application. This section of the manual provides for the additional 
security measures that have been established for the safeguarding of NATO 
classified information. The provisions contained in this section supplement 
the provisions of sections I through X of this manual. These additional 
security measures apply whether the NATO classified information is in the 
possession of the prime contractor or in the possession of his or her sub- * 
contractor(s). The provisions of this section do not apply to U.S. docu- * 
ments which contain NATO information (see paragraphs llb(8)f and lle(2)). 

84. Authority. The requirements of this section reflect the security pro
cedures established by the U.s. Security Authority for NATO for the safe
guarding of NATO classified information in the possession of U.S. industry. 

85. Supervision and Orientation Requirements. 

a. The FSO is responsible for supervising and directing security 
measures for safeguarding NATO classified information. 

b. The contractor shall maintain a separate record of all employees 
located at the facility who have been authorized access to NATO classified 
information, in addition to the clearance record required by paragraph 28. 

* 
* 

c. The contractor shall notify all employees who will have access to * 
NATO classified information of the following. 

(1) The term "ijATO classified information" used in this section * 
applies to classified information circulated within and by NATO. including * 
int"rmation released by member nations into the NATO security system. as well 
as information originated in the organization itself. However. classified 
information contributed by a member nation remains the property of the 
originating nation, even though it is circulated in a document belonging to 
NATO. 

(2) The marking "NATO" on a document is used to signify that the 
document is the property of NATO. This marking will be applied to all cop- * 
ies of documents classified SECRET. CONFIDENTIAL. and RESTRICTED that are * 
circulated within NATO. The marking of "COSMIC" also signifies that the * 
document is the property of NATO. and is applied exclusively to all copies * 
of TOP SECRET documents circulated within NATO. * 

(3) COSNIC TOP SECRET documents. NATO SECRET documents. and NATO 
CONFIDENTIAL documents shall be protected according to the rules in other sec
tions for TOP SECRET. SECRET. and CONFIDENTIAL material and the additional 
rules prescribed in this section. NATO documents marked "RESTRICTED." which 
are furnished to the contractor, shall be marked and protected as prescribed 
in paragraph lIe. 
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d. The contractor shall bring to the attention of all employees, who * 
will be authorized access to NATO classified information, their continuing in
dividual responsibilities for safeguarding NATO classified information; fur
ther, they shall be advised that when they are in other NATO countries they 
may be subject to the laws of those countries that pertain to the handling 
of classified information. When access to COSMIC TOP SECRET information is 
involved, employees shall sign certificates to the effect that they have been 
briefed on their responsibilities for safeguarding COSMIC TOP SECRET 
information. 

86. Security Clearances. 

a. A final PCL granted by DISCO for a U.S. citizen is valid for access 
to NATO information of the same or lesser security classification, provided 
the individual has been given a security briefing. in accordance with para
graph 8Sd above. Immigrant aliens or aliens issued reciprocal PCL's are * 
not authorized access to NATO classified information (see paragraph 20c, 
24a(2), and 31c). 

b. All contractor employees who require access to NATO information 
classified CONFIDENTIAL or higher shall be cleared by DISCO (see paragraph 
24a(l)(c». 

c. Applications for PCL's for employees who are U.S. citizens and 
require access to NATO CONFIDENTIAL information or higher shall be made by the 
contractor, in accordance with paragraphs 24, 26, and 27. 

d. An interim CONFIDENTIAL or interim SECRET clearance granted py DISCO 
is not valid for access to NATO information classified CONFIDENTIAL, or above. 

e. Contractor employees who require access to NATO RESTRICTED information 
shall be cleared by the contractor, in accordance with paragraph 24b. 

87. Reproduction, Preparation, and Marking. 

a. Requirements in paragraph 18 and section X apply equally to the 
reproduction of NATO classified documents. In the cage of COSMIC TOP SECRET * 
information, reproduction requests shall be forwarded to the Central U.S. * 
Registry (CUSR) for authorization. (Address: Chief, CUSR, Room IB889. The * 
Pentagon, Washington, D.C. 20310) * 

b. Except for COSMIC TOP SECRET material, special permission is not * 
needed to include references to. extracts from, or paraphrases of NATO * 
classified documents in other documents, which the contractor must prepare * 
in performance of the NATO contract. * 

c. Requirements in paragraph 11 apply equally to the marking of NATO * 
classified documents. A SECRET, CONFIDENTIAL, or RESTRICTED document that * 
is reproduced from a NATO document shall be marked NATO at the top and bot- * 
tom. in addition to the classification markings. A TOP SECRET document that * 
is reproduced from a NATO document shall be marked COSMIC at the top and * 
bottom. in addition to the TOP SECRET MARKING. * 
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d. When NATO classified information is included in other documents, 
the NATO classified information shall be identified within the document by 
marking each paragraph with the appropriate NATO marking. Moreover. a 
statement will be included on the cover or first page. as applicable, that 
the document contains NATO classified information. 

88. Transmission of NATO Material. 

a. When NATO SECRET or CONFIDENTIAL material is prepared for trans
mission and an inner container is required by p~ragraph 17a. that container 
shall be marked NATO, in addition to the classification marking. When trans
mitting NATO TOP SECRET material the inner container shall be marked "COSMIC 
TOP SECRET," in addition to the "TOP SECRET." 

* 
* 
* 
* 
* 

b. The transmission of NATO classified information within the U.S. shall 
be in accordance with the procedures set forth in paragraphs 17b, c, and d, 
except that the minimum requirement for mailing NATO CONFIDENTAL information 
i~ U.S. Registered Mail. 

c. All NATO classified information furnished to a U.S. contractor in 
connection with a U.S. classified contract shall be transmitted to destinations 
outside the U.S. only with the authority of the contracting officer. If such 
information is to be returned to the U.S., approval of the contracting officer 
is not required. 

(1) COSMIC TOP SECRET transmitted to or from the U.S. shall be 
transmitted to the Chief, CUSR, Room IB889, The Pentagon, Washington, D.C. 
20310. by one of the methods authorized by paragraph 17b for forwarding to the 
intended destination. 

(2) NATO SECRET and NATO CONFIDENTIAL information transmitted to 
or from the U.S. shall be transmitted by the contractor via one of the means * 
authorized in paragraph 17e, with the following exceptions: Canadian postal * 
channels cannot be used to transmit NATO classified material; information trans
mitted to a NATO activity outside the U.S. shall be transmitted to an appro
priate U.S. activity for forwarding to the NATO activity; NATO classified 
information coming to the U.S. shall be transmitted through an appropriate 
U.S. Government activity to the U.S. contractor. 

d. NATO classified information furnished to'a U.S. contractor in * 
connection with a NATO command or agency, or NATO member nation's classified * 
contract or project, shall be transmitted to destinations outside the U.S. * 
only with the authority of the contracting officer. Hand-carrying of NATO * 
RESTRICTED, CONFIDENTIAL, and SECRET material across international borders * 
may be authorized by the CSO, provided an urgent situation exists, such as a * 
need exists for personnel to travel on short notice, time does not allow * 
documents to be sent ahead by approved secure means, and copies cannot be * 
made available locally at the travelers destination. The contractor shall * 
notify the CSO of the urgent situation, which necessitates the need to hand- * 
carry the material, and request the CSO to approve this exception. The GSO * 
may issue a NATO "Courier Certificate" for the appropriate cleared contrac- * 
tor employee to hand-carry the NATO material, provided: (i) the employee is * 
to be routed via U.S. flag or other NATO member nation air carrier, (ii) the * 
route taken to the NATO country destination is not to be over a Communist * 
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country, nor will the aircraft land in a Communist country, and (iii) if 
travel will be taken by surface means, it will not be through a non-NATO 
member nation. The CSO will affix a proper stamp to the certificate, as 
well as the authorizing signature of a designated official of the CSO. 

(1) Pre-Travel Procedures. Prior to issuing a NATO "Couriel: 
Certificate," the contractor shall ensure that the following steps are 
taken. 

(a) All reasonable steps have been taken to make other 
arrangements for delivery of the NATO material to its destination; that 
the existing availability of the information at the destination. 

* 
* 
* 
* 
* 
* 
* 
* is, * 
* 

(b) The employee designated to carry the material is cleared * 
to the level of the classification of the information to be hand-carril:!d. * 

(c) The employee has been provided the location of secure 
storage facilities on the premises of NATO commands or agencies. or a l~ATO 
member nation including U.S. Government installations. 

(d) A suitable container. which can 'be retained in the 
employee's possession at all times. will be used to secure the material in 
transmit. 

(e) The package is properly sealed. and an accounting has 
been made of the contents. 

(f) The details of itinerary with a specimen of the seal 
used will be completed by the government. 

(g) The employee has been properly briefed by the U.S. 
Government on his or her responsibilities, as well as on emergency safE~
guard procedures and has read and signed the NATO "Briefing CertificatE~." 
The briefing certificate shall be retained for 1 year. 

* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 

(2) Packaging. Each package to be hand-carried shall contain * 
only NATO classified material through NATO SECRET. The FSO or designeE~ * 
shall personally inspect each proposed shipment to verify its contents" The * 
material shall be packaged. as provided for in paragraph 17. and shall bear * 
an appropriate seal on the exterior of the package. The seal shall also be * 
affixed to the details of itinerary column adjacent to each stage of the * 
trip listed on the itinerary sheet. The seal will be placed under the line * 
"Specimen of Seal Used." The name and address on the package must be that * 
of the sender and addressee. if different from that of the employee hartd- * 

* carrying the material. 

(3) Seals. The contractor will have a NATO. U.S. Government. or * 
company seal aff;i:Ked by a representative of the GSO or othE;T autho:t'ized. U. S. oJ: 

Government official approved by the CSO. * 
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(4) Custody. In the event it is necessary to store the package. * 
as providtl.~ :Eor in 1.c. above, a receipt shall be obtained for the material. * 
On arrival at the destination and delivery of the package, a receipt shall * 
also be obtained. It will be the responsibility of the recipient to sign * 
the receipt for the contents of the package. The receipt for the contents * of the package may be returned to the sender by mail or turned over to the 
contractor employee who hand-carried the package. * 

* 
(5) Customs Search. If a official insists that the package be * 

opened regardless of the NATO tlCourier Certificatetl and the employee's claim * 
to exemption, the employee should open the package, but only to the extent * 
that the customs official can confi~ that NATO classified documents are * 
contained therein. The employee shall request that the customs official * 
both reseal the package in his or her presence and provide written evidence * 
of the incident. The courier shall make a full report of the incident to * 
the FSO on returning to the facility. * 

(6) Return Travel. Should the employee be authorized to carry 
the same documents on the return journey, the NATO "Courier Certificate" 
shall so state and an accounting shall be made by the contractor on the 
employee's return. In the event a NATO command or agency, or a NATO member 
nation or one of its contractors, wishes to have the employee hand-carry 
NATO classified material back to the U.S., the employee will follow the 
procedures established by the requesting NATO command, agency, government 
activity, or contractor. Procedures for hand-carrying NATO classified 
material across international borders are similar, since they are based on 
requirements established for all member nations by NATO. 

e. All NATO classified bu.lky material, of any category, shall be sent 
through channels established by the CSO on instructi'ons from the Deputy 
Director (Industrial Security), HQ DIS. 

89. Functions of the Contracting Officer. 

* 
* 
)\; 

* 
* 
* 
* 
* 
* 
* 

a. When a U.S. contractor enters into precontract negotiations involving 
NATO classified information with a U.S. contracting officer, the contractor 
shall obtain his/her instructions from the contracting officer concerned, as 
prescribed in this manual. 

b. When a U. S. contractor enters into precontra.ct n/:!gotiations with a 
NATO government other than the U.S., a contractor of such NATO country, or a 
NATO international body requiring that the contractor have possession and access 
to NATO classified information in the U.S., the U.S. contractor shall request 
the necessary instructions from the contracting officer of such NATO country 
or international body. 

90. NATO Reporting Requirements. The contractor shall immediately report, 
through the CSO to the Chief (CUSR), Room 1B889, The Pentagon, Washington, 
D.C. 20310. receipt of COSMIC TOP SECRET information from a source outside the 
u.s., when the information has not been transmitted via the CUSR. A copy of 
the report shall be sent to the Deputy Director (Industrial Security), HQ DIS. 
The contractor shall report to the CSO receipt of NATO SECRET or CONFIDENTIAL 
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information from any source other than through a U.S. Government activity, 
unless the information is received in connection with appro~ed visits (for 
example, attendance at a bidders' conference). 

91. subcontracting. Prior to negotiating a NATO classified hsublconbtracit in 
the U.S. or in another NATO country, a U.S. prime contractor s al 0 ta n 
permission to negotiate such a subcontract from the contracting officer who 
let the prime contract or his or her designated representative. 
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Section XII. OVERSEAS OPERATIONS 

Part 1. ACCESS TO U.S. CLASSIFIED INFORMATION 

92. General. 

a. This part sets forth access, safeguarding, and notification requirements 
for cleared U.S. citizen employees of U.S. contractors assigned to duty stations 
outside the U.S. These requirements also apply to U.S. citizens who, in 
addition to being cleared as employees of cleared U.S. contractors, are also 
dual-status employees of foreign subsidiaries, which are wholly owned and con
trolled by cleared U.S. facilities. 

b. This part does not apply to: 

(1) uncleared employees of cleared U.S. contractors who are sta
tioned outside the U.S.; 

(2) U.S. citizens who are RFI's or employees of foreign subsidiaries 
of cleared U.S, facilities. but do not hold dual-status employment with the 
owning or controlling U.S. facility; and 

(3) representatives (not employees) of cleared U.S. contractors. 

c. Cleared employees of U.S. contractors stationed overseas are encour
aged to attend periodically scheduled security briefings conducted by th~ 01£1; 
IhgS8 briefings are designed to familiarize the employees with the international 
aspects of the DoD Industrial Security Program and the security requirements 
unique to the foreign countries in which the contractor does business., 

93. Access to Classified Information. Contractors are authorized to grant 
access to U.S. classified information to their cleared employees who are 
assigned overseas, subject to the following rules. 

a. Access to U.S. classified information identified in this paragraph 
shall be gxanted only with the prior written approval of the UA having primary 
interest if the information concerned is: 

(1) TOP SECRET information, 

(2) RESTRICTED DATA or FORMERLY RESTRICTED DATA, 

(3)' COMSEC and SENSITIVE COMPARTMENTED INFORMATION (see paragraph 6, 
CSISM and section IX, ISM, 

(4) special access programs information (see paragraph 5t), and 

(5) information for which for~ign dissemination has been prohibited 
in whole or in part. 

b. Access shall be limited str.ictly to that information required by the 
employee for performance of the specific duties or contracts for which he or 
she is assigned overseas. Further, acces£ to U.S. classified information under 
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this section shall be made, to the maximum extent practical, on an oral or 
visual basis. When physical access is to be granted to an employee, the 
appropriate safeguarding provisions set forth in paragraph 94 shall be 
strictly complied with. 

c. Access to U.S. classified information for cleared emp10yees assigned 
overseas may be granted both in the U.S. and overseas. 

d. Access to U.S. classified information granted to a cleared employee 
of a cleared U. S. facility, who is also an employee of aU. S. whol.ly mmed and 
controlled foreign subsidiary of such a facility. is granted only in his or 
her capacity as an employee of the cleared U.S. facility. The contractor 
granting the access is responsible for ensuring that the employee provides 
adequate safeguards for. any classified information disclosed to such employee. 
In addition, the contractor shall take action, as appropriate, to ensure that 
U.S. classified information entrusted to the employee is not further released 
or made available to other employees of the foreign subsidiary. 

94. Safeg\larding U.S. Classified Information. The following additional safe
guards are presqribed in connection with U.S. contractors' overseas 
operations. 

a. Security Classification Guidance. The contractor shall provide 
security classification guidance to employees performing outside of the U.S. 
on a elassified contract, proj ec.t, or mission. As a minimum, such guidance 
shall consist of the DD Form 254, when a classified contract ;l.s invo,lved, and 
shall cover all classified information relating thereto. 

b. Transmission. Transmission of classified material to a cleared con
tractor employee located outside the U.S. shall be strictly in accorda~c~ with 
paragraph 17e. The material shall be addressed to a U.S. military act~v~ty or 
other U.S. Government activity, and shall be marked for the attention of the 
contractor or the employee for whom it is intended. The U.S Government activ
ity will notify the contractor or contractor employee of the receipt of the 
material. Classified material will be transmitted only through U.S. Government 
channels. Normally, transmission will be by Registered Mail through the U.S. 
Military Postal Service, or by the ARFCOS. However, the contracting officer 
may authorize any of the other approved methods of transmission described in 
paragraph 17e. If disclosure authorization is required and has been obtained, 
it should be cited in the transmission document with the effective dates and 
any other limitations. The contractor shall make prior arrang~ments for the 
sto~age of U.S. classified material with a U.S. military installation, the 
OISI, a military attache, a MAAG, an ODe, or a U.S. diplomatic or consular 
officer prior to transmitting U.S. classified material overseas. 

c. Custody and Storage. 

(1) Personnel authorized access to U.S. classified material over
seas will normally be permitted such access ~t a U.S. Government activity 
only. The storage of U.S. classified material overseas at any location other 
than a U.S. milita.:y installation or U.S. Government controlled installation 
is prohibited. 
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(2) If in the performance of a contract, project, or mission it is 
necessary for a contractor employee to physically require temporary custody of 
U.S. claAsified material, authorization for removal shall be obtained from the 
U.S. Government activity. When such custody is authorized, the employee is 
responsible for personal possession and surveillance of the material at all 
times. Immediately following the purpose for which the material was needed 
and the removal was authnTized. but in all cases prior to the end of the work
day, the material is to be returned to the U.s. Government activity for stor
age purposes. Movement of the material while in the employee's custody shall 
be governed by the provisions of paragraph 17h. 

d. Disclosure. Except as provided for in paragraph 48, contractor 
personnel are not authorized to disclose classified information to any foreign 
government. commercial activity, or entity, or to an international pact 
organization or its representati.ves. Cleared contractor personnel overseas 
may, however, disclose classified information: 

(1) to another clear-ell employee within their company who has been 
granted a LOC at the reqUired level and who has a need-to-know for access to 
the information concerned; 

(2) to any appropriately cleared military or civilian member of a 
U.S. UA who has a valid need-to-know; and 

(3) outside the contractor's organization within the U.S. only in 
accordance with this manual, and outsid,e the U. S. only in accordance with 
instructions from the contracting officle of the UA. 

95. Overseas Assistance. 

a. The DoD has established the OISI to provide administrative assistance 
for industrial security purposes to U.S. industry in their marketing, liaison~ 
and technical assistance activities outside th~ U.S. The OISI operates under 
the supervision and direction of the Deputy Director (Industrial Security), HQ 
DIS. The OISI acts as a central file for infor~ation pertaining to security 
clea:r.ances and security assurances for U,S. contractor employees located outside 
the U.S. Such information from the file is available for official use by 
agencies and activities of the U.S. Government. foreign government, NATO, and 
U.S. contractors. OISI conducts inspections of contractor operations on U.S. 
installations out;;ide the U.S., when authorized by the Deputy Director 
(Industrial Security), HQ DIS. 

b. The OISI assi,s.ts U. S. industry by: (i) arranging classified visits 
for U.S. contractor employees; (ii) providing storage for classified material; 
(iii) providing mail channels for transmission of classified material between 
a contractor lnthe U.S. and an approved destination outside the U.S., when 
specifically authorized by the Deputy Director (Industrial Security), HQ DIS; 
(iv) providing security briefings and security certificates, as appropriate; 
and ,(v) providing assistance on security matters, such as visits to milital.-Y 
act:hrities or contractors outside the U. S. 

c. The civilian street address of OISI is: Office of Industrj.al Secur
ity. International~ Steenweg Op LeuV'en 13, 1940 St. Stevens-Woluwe, Brussels, 
Belgium; the telephone number is 0-322-720-8259. The APO address is: OISI, 
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APO New York 09667. u.s. Government cable address is: OISI, BRUSSELS, 
BELGIUM; other cables: OISI, American Embassy, Brussels, Belgium. TELEX 
address is OISI: American Embassy, 21336 Brussels, Belgium. 

96. Notification of Overseas Assignment. 

a. Whenever a contractor assigns a cleared employee to an overseas duty 
station, the contractor shall furnish the following information to DISCO on 
DISCO Form 562: full name, social security number, date and place of birth, 
level of access to U.S. classified information required overseas, passport cr 
ID number, nam~ and address of his or her new duty station overseas, and 
notice that the briefing required by paragraph 97 has been accomplished. 

b. On receipt of this information, DISCO will forward a copy of the 
employee's LOC to OISI, when the employee is assigned to an overseas location 
within the geographical jurisdiction of OISI. Subsequently, the contractor 
is required to provide written notice to DISCO and OISI, when appropriate, of 
any permanent change of mailing address in the overseas duty station of its 
employees, the reassignment of an employee to the U.S., or other changes in 
status as reflected in paragraph 6b(2). 

c. Residence or assignment of cleared immigrant aliens outside the 
U.S. for a period of 90 consecutive days or more in any 12-month period 
negates the basis on which the LaC was issued, and the LOC will be 
administratively terminated without prejudice by DISCO on receipt of the 
contractor notification as outlined in paragraph 6b(6). 

97. Security Briefings and Certificates. 

a. Cleared employees who are to be assigned to duty stations outside 
the U.S. are to be briefed on the security aspects of their new positions. 
These briefings are the responsibility of the contractor. If access to NATO 
classified information is or may be involved, the briefing shall also cover 
NATO security requirements as described in section XI. 

h. Each cleared employee assigned overseas shall execute and have 
witnessed a certificate attesting to the following. 

(1) The employee has received a security briefing and understands 
his or her responsibilities. 

(2) The employee will safeguard classified information, in accord
ance with prescribed security standards. 

(3) The classified information to which he or she has been 
granted access will be used only for the purpose for which released. 

(4) The employee understands and accepts the fact that his or 
her LOC may be suspended or revoked for violation of security regulations or 
improper use of classified information. 

(5) The employee understands that he or she may be subject to 
action under the esp;t.onage statutes of the U.S., with respect to the 
classified informat::f.on to which access is granted. 
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(6) The employee also understands that on termination of th,.a 
purpose for which he or she has been granted access, the employee's 
responsibilities for safeguarding the classified information continue unabated 
until the security classification is removed by appropriate government 
authority. The executed and witnessed briefing certificate shall be retained 
by the contractor for the duration of the overseas assignment. 

c. Subsequent to the initial security briefing, each individual shall be 
given an annual refresher briefing. A certificate similar to that described 
above shall be executed annually and maintained as long as the individual is 
assigned overseas. The certificate shall be modified as necessary to reflect 
any change in the nature and extent of the classified information to which the 
individual requires access, and the scope and nature of the threat to which the 
overseas activity may expose the individual. 

d. Normally, refresher briefings should be accomplished on the temporary 
return of employees to the U.S., or by a security representative of the con
tractor stationed overseas or on visits overseas. When this is not practical, 
the briefing and execution of the certificate may be accomplished by OISI at the 
request of the contractor. Outside of areas serviced by OISI, the contractor 
may obtain a written briefing statement by mail from the employee. 

e. The contractor shall ensure that a company SPP, or supplement 
thereto, is prepared DO cover security procedures at the contractor's overseas 
locations. 

Part 2. ACCESS TO CLASSIFIED INFORMATION OF FOREIGN GOVERNMENTS AND 
INTERNATIONAL PACT ORGANIZATIONS l~ER A SECURITY ASSURANCE 

98. General. In its relations with friendly and allied foreign governments, 
the U.S. haS-entered into various treaties and agreements whereby each 
signatory government agrees to safeguard the classified information released 
to it by the other government. Thgsg range from simple bilateral agreements 
providing that each government will safeguard, in accordance with mutually 
agreed procedures, the classified information released to it by the other 
government, and that the information will not be disclosed to a third country 
without the consent of the originating government, to multilateral treaties 
establishing international organizations for concerted defense. Such treaties 
usually contain either a technical annex establishing the detailed procedures 
and standards for safeguarding classified information originated or dissemi
nated by the organization, or provisions authorizing the organization to 
establish mutually agreeable regulations for safeguarding such information. 

a. Access to classified information of a foreign government or international 
pact organization (for example, NATO) is granted by the activity possessing the 
information, and the scope of access is governed by the regulations of the activ
ity possessing and disclosing the information. Hence, this part prescribes no 
specific limitations on the access to classified information of foreign govern
ments or international pact organizations, which may be afforded an individual 
under a security assurance determination. The responsibility for release of 
the information rests with the foreign activity or international pact 
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organization. or with the contractor. if the information had prev~ously 
released to him or her directly by the foreign government. the pr1me 
contractor. or an international pact organization without going through 
government channels. 

been 

b. A contractor. or contractor employee, granted acccsskto forei~n ~r 
international pact organization classified informatio~ mu~t ta e note o. t e 
limitations prescribed relative to the further dissem1nat10n of such informa
tion. For example, NATO classified information cannot be stored in non-NATO. 
countries or released to nationals of non-NATO countries, ~or can NA:O class1-
fied subcontracts be let to contractors of non-NATO countr1es: Fore1gn coun
tries normally have restrictions on the disclosure and dissem1nation of their 
classified information to nationals of a third country. 

99. Security Assurance. This paragraph establish:s the p:o~eduresito asdsibst 
U.S. cleared contractors in meeting personnel secur1ty requ1rements mpose y 
friendly and allied foreign governments and international pact organizations 
with whom the U.S. has entered into either a bilateral or multi~ateral . 
security agreement for access by U.S. citizens to foreign class1fied mater~al, 
which is under the control of the foreign government or organization. 

a. The contractor may make application for'a security assurance by sub
mitting a written request containing the information required by paragraph (3) 
belclw. On application by the U. S. contractor. DISCO will issue a security 
assurance for currently cleared contractor employees. If the employee does 
not have a valid LaC. the contractor will submit the followin:g to DISCO: 

(1) the forms pres(:ribed in paragraph 26c 1./; or 

(2) 
12-month lapse 
LaC' and . --

two copies of DD Form 48=3 1/. if there has been less than a 
in a prior employment at whIch time the employee was granted a 

(3) a written request containing the following information: 

(a) the title of the position and summary of the duties of the 
individual for whom the request is made; 

(b) the name and location of the overseas office or activity 
to which the individual is assigned or attached for duty; 

1/ 

99. 

(c) the employee's passport or ID card number~ if available; 

Under Item 11 of DD Form 48 or 49. or Item 7 of DD Form 48-3, the applicant 
shall list both his or her overseas residence and permanent U.S. residence, 
if one is maintained. In addition, under Item 12 of DD Form 48-3. the appli
cant shall list all previous overseas residences. Under Item 16b of DDForm 
48. Item 16 of DD Form 49. or Item 11 of DD Form 48-3. the applicant ~hall 
show the names and addresses of all firms or foreign government activ1ties 
with which the applicant is associated. the relationships and duties in con
nection therewith. and the nationality of the controlling interests of the 
firms involved. 
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(d) a jUstification ~/ for the request. which identifies 
or the subject matter of the proposed visit, sales activity, or 
that will require a security assurance; and 

the 

(e) a statement providing the name and address of the foreign 
government activity or international pact organization, requesting the U.S. 
security assurance and the level of access required. If access to U.S. origi
nated, and appropriately marked. classified information will be granted to the 
employee by the foreign requester, the contractor will execute and maintain 
one copy of the briefing certificate prescribed by paragraph 97. 

(4) In the case of persons who are employees of foreign subSidiaries, 
the application shall be sent through the parent organization or the PMF. 

(5) On termination of employment or assignment overseas. the 
security assurance determination is void and the contractor shall immediately 
notify DISCO of the individual's changed status by means of DISCO Form 562, 
and return the individual's security assurance determination to DISCO. 

(6) Requests for reinstatement of a security assurance determina
tion will be processed in the same manner as an original request • 

(7) If an individual on whom a security assurance has been given is 
subsequently employed by a cleared contractor and requires a U.S. security 
clearance. the contractor may make application within 12 months for a security 
clearance for the indivi.dual under section III by submission of a DD Form 48-3 
(see parag:caph 26e). If the time lapse is more than 12 months, the forms pre
scribed by paragraph 26c shall be submitted. 

b. Normally, requests for a security assu,ance determination will be 
limited by the foreign government or international pact organization to 
CONFIDENTIAL or SECRET access. In exceptional case§. ~ t~qUgst fQr a TOP 
SECRET security assurance, received from a foreign g~V'ernment or international 
pact organization, will signify that access to TOP SECRET information is 
necessary for the consummation of a specific contract, project, or activity. 
TOP SECRET security assurance determinations shall be limited to the specific 
contract, project, or activity for which they are granted. 

~/ The need and justification may be stated in general terms. For example: "In 
order to participate in the negotiation of contracts with foreign governments 
or international pact organizations, it will be necessary for him or her to 
have access to classified information of those countries and organizations 
(identify countries and/or organizations)," or, "As our overseas elec
tronics engineer. it will be necessary for him or her to have access to 
foreign classified information in order to service equipment sold by our 
company to (identify country or countries concerned)." 
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DoD 5220.22-M 

Section XIII. SECURITY REQUIREMENTS FOR ADP SYSTEMS 

Part 1. GENERAL 

100. Purpose. This section of the manual establishes special security 
measures for the safeguarding of classified information and material contained 
in or handled 1/ by automatic data processing (ADP) systems and word proces
sing systems. -As hereafter used in this section, the term "ADP systems" will 
include word processing systems and equipment. It specifies conditions and 
prescribes security requirements under which ADP systems will be operated when 
handling classified information. It also provides that in addition to the 
other requirements of this manual, classified information contained in an ADP 
system shall be safeguarded by the continuous employment of protective 
features in the system's hardware and software design and configuration, and 
by other administrative, physical, personnel, and communications security 
controls. 

101. Applicability. The prOV1Sl0ns of this section apply to classified 
information that is contained in or handled by ADP systems in the custody and 
control of contractors, including computer service organizations that provide 
contractual ADP services to the DoD or its contractors. 

a. Security measures for UA owned and controlled ADP systems located on 
UA premises, but operated by the contractor, are prescribed by the controlling 
UA. 

b. This section applies primarily to general purpose ADP systems and, 
as stated in paragraph 100 above, word processing systems. The security 
measures for ADP systems, which are integral or adjunctive to weapon systems, 
communications systems, tactical data exchange and display system~J 9I ~Qm
munications security systems~ should be established concurrently with the 
design and developm~nt of the system, using the fundamental security concepts 
outlined in this section. If the security requirements for such systems are 
not provided with the contract, contractors should request them from con
tracting officers. In the absence of such security guidance from contracting 
officers, the provisions of this section will be applied to the extent 
appropriate to the situation, as determined by the CSO. 

c. This section prescribes the requirements for the protection of 
information classified in one of the three classification categories: 
CONFIDENTIAL, SECRET, or TOP SECRET. Special access programs may impose 
additional security requirements or limitations for specified ~ of 
classified information, which are beyond the requirements prescribed herein. 
Contractors shall implement special access program requirements, when included 
in a DD Form 254 or other appropriate contract-related document. 

1./ The tellIlS "contain" and "handle" in this section refer to classified informa
tion in an .ADP system in any state, regardless of purpose or function, in
cluding any state of storage, use, processing, transformation, display. or 
communicati,on within the system and its components. 
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102. Objectives. 

a. Basic ADP system reliability and integrity features must be augmented 
as provided herein to ensure that an ADP system which handles classified 
information will. with reasonable dependability. prevent: 

(1) unauthorized (accidental or intentional) disclosure, destruction, 
or modification of classified information, and 

(2) unauthorized manipulation of the ADP system which could result 
in the compromise of classified information. 

b. In accomplishing the foregoing, collective ADP system security con
trols should, to the maximum extent possible. provide the following. 

(1) Individual Accountability. The identity of each tlser shall be 
positively established, and his or her access to the system and activity in 
the system (including information accessed and actions taken), shall be 
controlled and open to scrutiny. 

(2) Environmental Control. The ADP system shall be externally pro
tected to minimize the likelihood of unauthorized access to system entry points, 
access to classified information in the system, or unauthorized modification of 
the system. 

(3) System Stability. All elements and components of the ~DP system 
shall function in a cohesive, identifiable, predictable, and reliable manner, so 
that malfunctions can be detected and rerorted in a timely manner. 

(4) Data Integrity. Each file o~ collection of information in the 
AUP system shall have an identifiable origin and use. Access to, maintenance, 
movement, and disposition of information shall be governed on the basis of 
security classification and need-to-know. 

(5) System Reliability. The system shall provide each user access 
to all of the information to which he or she is entitled, but no more. 

(6) Communications Security. Communication links and lines shall 
be. secured in a manner appropriate for the information designated for trans
mission through such lines or links. 

(7) Classified Informatiou Control. Such information handled and 
produced by the ADP system, or stored on media for recording classified infor
mation, shall be safeguarded as appropriate for the classification assigned to 
the information, as provided in this manual. 

Part 2. REQUIREMENTS 

103. General. ADP system security shall consist of the continuous employ
ment of protective features in the system's hardware configuration and 
software design and operation, together with other appropriate administrative, 

103. 172 

. , , 

:( 

personnel, physical, and communications security measures, controls, and 
constraints needed to provide an acceptable level of protection for classified 
information to be contained in an ADP system. The procedures and methods 
necessary to safeguard classified information depend on the nature of the ADP 
system and the uses to which it is put. It is the contractor's responsibility 
to safeguard all classified information contained in an ADP system and ensure, 
that approved security controls are in place and effective. To accomplish the 
objectives above, this section prescribes the following. 

a. The initial approval, in writing. of the CSO is required, prior to 
processing any classified information in an ADP system. This section requires 
reapproval by the CSO for major system modifications made subsequent to initial 
approval. Reapprovals will be required because of: (i) major changes in per
sonnel access requirements; (ii) relocation or structural modification of the 
central computer facility or remote terminal facilities; (iii) additions, dele
tions, or changes to mainframe, storage. or input/output devices; (iv) system 
software changes that impact security protection features; (v) any changes in 
clearance, declassification. audit trail. or hardware/software maintenance 
procedures; and (vi) other system a.hanges, as determined by the CSo. 

h. The contractor shall prepare a SPP describing the ADP system and the 
security controls implemented for that system (paragraph 112). This documen
tation will provide the basis from which the eso will approve and inspect the 
ADP system for the proper safeguarding of classified information. 

c. The contractor shall appoint an ADP system security supervisor for 
each facility with an ADP system that is approved for the handling of 
classified information. The ADP system security supervisor. where different 
from the FSO, shall be responsible to the FSO for implementation of procedures 
and practices prescribed for the safeguarding and control of his or her 
respective ADP system(s). In cases where multiple ADP systems operate in a 
facility and the contractor deems that the ADP system security supervisor 
cannot effectively discharge that responsibility, then one or more ADP system 
security custodians. working under the auspices of the ADP system security 
super~isor, may be designated to accomplish security responsibilities for 
separate ADP systems. 

d. The establishment and maintenance of hardware and software integrity 
is essential to ensuring continued safeguarding of classified information in 
an approved ADP system. All software used during classified processing 
periods must accordingly be safeguarded, as provided in paragraph 108.1. 

104. ADP System Security Modes. The ADP system security mode refers to 
authorized variations in the security environments and methods of operating 
ADP systems that handle classified information. The modes are primarily 
defined by the manner in which the basic access requirements for user peL and 
need··to-know are implemented for an ADP system. The modes involve a varying 
mix of automated (that is, hardware/software) and conventional (that is. 
personnel, physical, administrative/procedural, and, where appropriate. 
communications) security measures and techniques in discharging these basic 
access requirements. In the dedicated mode, for example, the role of 
automated security measures in effecting basic user access determination is 
minimized. In all modes, the total integrated set of automated and conven-
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tional security measures applied to an ADP system shall be based on the objec
tives set forth in paragraph 102. A contractor may accordingly procesls. 
store. use. and produce classified information in an ADP syr,tem as follows. 

a. Dedicated Security Mode. The following measures apply when 
operating in a.dedicated security mode where all users with a~cess to the 
system have both a PCL and need-io-know for all classified information then 
contained in the system. 

(1) In such cases. the obj ect'ives of paragraph 102 are norm~llly ful
filled by the access. personnel. administrative. physical. and communications 
security controls established for: (i) the central computer facility. (ii) the 
ADP system's interconnecting communications links. (iii) all peripheral devices 
and input/output terminals, and (iv) areas containing remote terminals con
nected to the system. 

(2) These controls shall conform to those required for the pro
tection of the highest classification category and most restrictive type(s) of 
information (that is, certa.in special access program material) then cOl1:tained 
in the system. 

b. System High Securi:ty Mode. The following measures apply when 
operating in a system high security mode where all users with access to the 
system shall have a PCL for the highest classification and most restrictive 
type(s) of information then contained in the system. but at least some users 
do not have a need-to-know for all classified information then in the system. 

(1) In such cases. the objectives of paragraph 102 are normally 
fulfilled by application of the controls as enumerated and uutlined in l?ara
graph I04a above. Additional controls identifying and separating yser§ ~nd 
~lassified material on the basis of need-to-know shall be- prclvided for tn the 
operation of the system. Implementation of these need-to-know controls by 
security measures contained within the ADP system's operating system and associ
ated system software is authorized. 

(2) These controls shall conform to those required for the hj:ghest 
classification and most restrictive type(s) of information then being ha.ndled 
by the system. 

c. Controlled Security Mode. The following measures apply when 
operating in a controlled security mode where at least some users with a(!cess 
to the system have neither a PCL nor a need-to-know for all classified 
information then l!ontained in the system. in a manner that the csa or higher 
authority has determined will achieve and maintain the degree of security that 
is consistent with this manual. This mode provides a limited capability for 
the concurrent access to and utilization of the ADP system by users having 
different security clearances and need-to-know. 

(1) The objectiv~ of paragyaph 102 are normally fulfilled by appli
cation of the controls as enumerated and outlined in paragraph I04b above. In 
addition. system controls consisting of hardware, software. and other appropri
ate measures shall be implemented to identify. separate, and control users and 
classified information on the basis of PCL and information security classifi-
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cation category. The controlled security mode specifically requires: (i) 
effective augmentation of. or enhancement to. the ADP system's internal 
capability, under operating system control, to separate and control users and 
classif~ed information on the basis of PCL and classification category, 
respect1vely, (ii) limitation of users with concurrent access to the system to 
no more than three adjacent PCL levels, and (iii) fulfillment of the 
requirements of paragraph 108. (See appendix XI for amplification and 
guidelines.) 

(2) While the controls for the central computel;" facility shall con
form to those required for the highest classification and most restrictive 
type(s) of information then being handled by the ADP system. the controls for 
remote terminal areas shall conform to those required for the highest classifi
cation. most restrictive type(s) of information, which will be accessed 
through the terminal under system constraints. 

I~5. Personnel Security. As provided below, unescorted entry and access to 
t e ADP system central computer facility or any of its components. includin 
areas housing connected remote terminals, shall be limited to authorized g 
pet'sons who have a PCL and a need-to-know for the highest classification and 
most restrictive type(s) of classified information they will access under 
system constraints. 

b 1 a. ADP System Users. ADP system users are authorized persons with the 
; i ~ty and the means to approach. communicate with (input to or receive output 

rom , or otherwise make use of any information or component in an ADP system 
Personnel who code. test, or maintain application programs tJ:sed to produce a • 
service or product are considered to be ADP system users. 'I'hose authorized per
sons who make use of application programs via over-the-counter or remote 
means. and Who have the ability and means to create, destroy, change. or 
retrieve data or program instrYctions in the system are also considered system 
users. All ADP system users shall have a PCL and a need-to-know as follows. 

(1) Dedicated security mode ADP system users shall have a PCL and a 
need-to-know for all classified information then contained in the system. 

(2) System high Security mode ADP system users shall have a 
for the highest classification, but not necessarily a need-to-know for 
classified informat:'~bn then contained in the system. 

PCL 
all 

(3) Controlled security mode ADP system users shall have a PCL 
and need-to-know for the highest classification and the most restrictive 
type of information they will access under system constraints. The lowest 
level of peL permitted in this mode is a CONFIDENTIAL clearance granted by 
the contractor. provided all provision.s of paragraph I04c are also met. 

(4) Exceptions. 

(a) Personnel only receiving computer output products from the 
ADP"system aed not inputting to or otherwise interacting with the system (that 
no hands on or other direct input or inquiry capability) are not considered 
to be APP system users and are accordingly not subject to the peL requirements 
of this section. Such output products, however, shall either be reviewed by 
appropriately cleared and responsible personnel prior to dissemination or 

is. 
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otherwise determined to be properly identified and segregated as to content 
and classification, as prescribed in paragraph 108. 

(b) Personnel producing application programs and changes thereto 
or preparing data that may be input to the ADP system during classified process
ing periods may be. excepted from the PCL requirements of this section, 
provided they do not receive unreviewed output products from the system or 
otherwise directly interact with the system during the classified processing 
and provided the software or data are introduced into the ADP system as 
prescribed in paragraphs 108.lc(2) and 108.ld, respectively. 

b. System Support Personnel. Persons who administer and operate the ADP 
system are considered to be system support personnel and shall have a PCL for 
the highest classification and the most restrictive type(s) of information 
contained in the system or its areas at the time of their access. This cate
gory includes all persons in the immediate vicinity of the system attending to 
the operation, control. and functioning of the system, as well as those 
persons who design, program, modify, test, or install system software used for 
the processing of classified information. Access to specific classified 
material shall be governed by need-to-know in relation to individual duties 
and responsibilities. 

c. Visito'rs. Unl;scorted entry to the central computer facility or access 
to any of its system components (hardware or software) shall be limited to per
sonnel who are cleared for access to the highest classificalcion category and the 
most restrictive type(s) oj! classified information then contained in the ADP 
system, and whose need-to-know has been confirmed by the responsible ADP system 
security supervisor or designated representative. All pers,ons involved in main
tenance or repairs requiril~g access to any parts or components of the ADP 
system (central or remote) that could affect or modify the secure operation of 
the system, or permit access to classified information, must be cleared for 
the highest classification and most restrictive type(s) of information ever 
contained in the system. If maintenance personnel not possessing such 
clearance require access to the system, they must be accompanied by an escort 
duly designated by the ADP system security supervisor. Escorts must be 
appropriately cleared for the classified information contained in the system 
and sufficiently knowledgeable to understand the security implications of, and 
be able to control, the activities of the individual being escorted. Persons 
vis~ting the area on a one-time or infrequent basis, and who will not have 
accesu to classified information or to the system hardware or software, may be 
admitted to the area, when accompanied by an escort who will control visitor 
access and be responsible for visitor activiti.es while in the area. 

d. Individual Responsibility for System Security. In furtherance of the 
requirements of paragraph 5f, it is the responsibility of the contractor to 
indoctrinate all ADP system users and support personnel in: (i) the need for 
sound security practices in protecting the information handled by the system, 
including all output products, (ii) the specific security requirements 
associated with the system in terms of system security mode of opi;ration and 
user access requirements, (iii) the security reporting procedures in the event 
of system malfunction or security incident, and (iv) what constitutes'an 
unauthorized action(s) with regard to system utilization. ADP system users 
shall be so informed prior to being granted system access, and then shall be 
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reindoctrinated, as deertied necessary. System support personnel shall also be 
indoctrinated in appropriate operational security procedures for the particular 
AUP system and facility before they assume their duties. Additional briefing 
specifics for ADP systems approved to concurrently process multiple categories 
of classified information are identified in paragraph 108. 

106. Physical Security. Physical security safeguards and access controls 
mllst he established and continuously maintained for ADP systems approved for 
the processing of classified information, even when such info~~ation is not 
contained in the system. 

a. If the security measures established and approved for the central 
computer facility and the a.rea(s) housing remote terminals connected to the 
system are suspended or discontinued for any reason other than approved imple
mentation of paragraph 107, the system must be reevaluated by the eso, as would 
any new system, before being reapproved for the processing of classified 
information. 

b. The physical security safeguards and access controls for the central 
computer facility of an approved ADP system shall continuously conform to those 
required for the highest classification and most restrictive type(s) of informa
tion processed by the system, except for: 

(1) central computer facility area controls approved for adjustment 
pursuant to paragraph 107a or b, 

(2) word processing systems meeting tt~ criteria and requirements 
set forth in paragraph 107d, and 

(3) where two or more computer systems are located in the same pro
tected area, and the equipment comprising each system is located and controlled 
so that direct personnel and ADP system access will be effectively limited to 
a specific system. In such cases, the area controlled and effectively limited 
to a specific ADP system may be considered that system's II central computer 
facility!' for the purpose of this section, and the measures and techniques for 
so lIisolating ll that ADP system shall be r,<aflected in the SPP. 

c. The physical security safeguards and access controls for areas housing 
remote terminals connected to an approved ADP system shall continuously conform 
to those required for the highest classification and most restrictive type(s) of 
information processed by the system, except for: 

(1) remote terminals disconr,ected from the ADP system in an approved 
manner (paragraph 107c); and 

(2) specifically designated remote terminals connected to systems 
approved to operate in the controlled security mode (paragraph 104c). 

d. Adequate continuous physical protection and access control of the 
central computer facility and remote terminal areas can be attained through 
one or a combination of the following. 

(1) Protection and control may be attained through establishment of 
continuously protected areas for the central computer facility and areas 
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housing remote terminals. The physical safeguards for these areas will vary 
depending on the overall physical security posture of the facility, the 
relative potential for unauthorized access, and the classification level and 
volume of the information to be protected. Subject to the approval of the 
CSO, appendix V may be used as a guide to establish the overall level of 
structural safeguards, but the basic intent is to take advantage of the 
security controls already in effect at the contractor's facility and complex. 
A level of collective controls must be established, which will ensure the 
detection of attempted surreptitious entry into the areas being protected, so 
that in the event of an unauthorized entry, the system and equipment can be 
thoroughly inspected prior to classified operations. 

(2) Protection and control may be attained during working hours 
through continuous surveillance by appropriately cleared and specifically 
designated personnel who are in a physical position to exercise direct security 
controls over the system and the classified information being processed. Use 
of supplemental surveillance and/or supplanting devices is also authorized per 
paragraphs 35 and 36 for working and nonworking hours, with the provision that 
during nonworking hours the surveillance function applies to the ADP system per 
se, in addition to the classified info~nation involved. 

(3) During nonworking hours, protection and control may be attained 
through storage of the hardware and associated media in approved containers 
where feasible, in accordance with paragraph 14. 

(4) Protection and control may be attained through establishment of 
closed areas for the central computer facility and remote terminal areas. If 
for any reason classified information is left in the system (that is, primary 
or secondary storage) or elsewhere unsecured within the central computer 
facility or remote texminal a~eas during nonworking hours, closed area(s), in 
full compliance with paragraph 34a and appendix V of this manual. shall be 
established. 

107. Adjustment of ADP System Area Controls. Subject to the approval of the 
CSO, ADP system area security controls may be adjusted to the level of protec
tion required for the highest classification category and most restrictive 
type(s) of information act~ally being handled during given periods of time by 
the system, provided the central computer facility and those system components 
approved for the storage and processing of classified information will not be 
downgraded below the security level required to protect secure communications 
equipment, to maintain the reliability and security of the ADP system, and to 
protect the essential hardware and software components of the ADP system as 
prescribed herein. Such adjustment provides exceptions to the requirements of 
paragraphs 105 and 106 for continuous, comprehensive protection of the ADP 
system central computer facility and remote tetminal areas, in accordance with 
the requirements for the highest classification and the most restrictive 
type(s) of information ever processed by the ADP system, as follows. 

a. Occasional TOP SECRET Processing. ADP systems that occasionally 
handle TOP SECRET or applicable types of special access information may adjust 
the system security level of continuous area controls (including the central 
computer facility) to the SECRET level when TOP SECRET or special access 
information is not being handled or contained within the ADP system, or is 
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otherwise accessible in the central computer facility, provided that the 
following conditions are met: 

(1) the central computer facility and all remote terminal areas 
shall continuously meet the personnel and physical security requirements for 
the SECRET level; 

(2) prior to introducing TOP SECRET information into the central 
computer facility or the ADP system, the system security level must be 
upgraded, in accordance with the provisions of paragraph 113; 

(3) at the completion of processing TOP SECRET information the ADP 
system security level will be downgraded, in accordance with the proviSions of 
paragraph 114, whereupon the system may be subsequently maintained at the 
SECRET level, and 

(4) a written record must be maintained indicating the date and time 
the above actions were taken and by whom. Such records shall be retained for a 
period of one inspection cycle. 

b. Periodic SECRET or CONFIDENTIAL Processing. ADP systems that only 
periodically handle information classified no higher than SECRET may adjust the 
ADP sy~tem security level and area controls as indicated below. provided the 
follow~ng conditions are met. 

(1) As set forth in the SPP and approved by the CSO, a minimum level 
of continuous physical protection and access control is established and 
maintained for the ADP system as follows: 

(a) the central computer facility and remote terminal areas 
shall continuously meet the personnel and physical security requirements for 
the CONFIDENTIAL level, ~ 

(b) an alternate lower level of continuous protection may be 
developed bY,the contractor for approval by the CSo for periods when classified 
info:mation ~s not in ~he ADP system, central computer facility, or remote 
term~nal areas. Secur~ty measures for this alternative shall be specifically 
keyed to the prevention or detection of unauthorized modification of system 
hardware, the classified information and protected software having been 
removed from the system and properly secured. The safeguards employed for 
this alternative must be evaluated on the basis of: (i) the environment in 
which the system is employed; (ii) security measures already implemented by 
the contractor for the overall facility and complex, as well as for the 
central computer facility and ADP system under conSideration; (iii) effect
iveness in reducing the risks of identified threats; (iv) costs involved to 
implement, use, and maintain; (v) consistency and reliability· and (vi) 
auditability. Additional measures that may be considered par~ ~the minimum 
continuous controls include the use of seals or locks to preclude or detect 
unauthorized access to system hardware component cabinets or containers, and/or 
the use of appropriate software diagnostic routines, which comprehensively 
test system hardware to reveal hardware modifications. ShoUld surreptitious 
entry and eq~ipment modification be suspected, a thorough inspection of the 
area and equ~pment must be conducted prior to classified operation. 
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(2) Prior to the introduction of classified information or informa
tion of a higher classification category into the ADP system or its areas, the 
system security level must be upgraded, in accordance with the provisions of 
paragraph 113. 

(3) At the completion of higher level classified information pro
cessing, the ADP system security level will be downgraded, in accordance with 
the provisions of paragraph 114, whereupon the system may be subsequently 
maintained at the CONFIDENTIAL level or at the alternate lower level of 
continuous protection authorized in paragraph 107b(l) (b) above. 

(4) A written record must be maintained indicating the date and time 
the above actions were taken and by whom. Such records shall be retained for 
a period of one inspection cycle. 

c. Remote Terminal Disconnect. The following provision may be utilized 
either in combination with the alternatives in paragraph 107a or b above, or 
independently; that is, the central computer facility remains continuously secured 
at the level required for the highest classifications of information ever pro
cessed by the system, while the classification category of information pro-
cessed by the system is periodically changed. Accordingly, remote termj.nals in 
areas that are either unsecure or are secured in accordance with requirements 
for classified information lower than the highest category processed by the 
system may be periodically connected to the system, provided the following 
conditions are met. 

(1) The central computer facility and the areas of remote terminals 
continuously connected to the ADP system are safeguarded in accordance with 
this section, and the communications facilities for such remote terminals, 
where required, are secured in accordance with paragraph 109. 

(2) Prior to the initiation of classified processing or the process
ing of information of a higher classification, all remote terminals not secured 
to the highest level shall be disconnected as follows: 

(a) unplugging the device; 

(b) use of approved channel or transmission line hardware 
switches; or 

(c) use of software disconnect routines approved in writing by 
the CSO. Software disconnect routines may be used only for systems which handle 
information classified no higher than SECRET and where not prohibited by 
special access program requirements. Software disconnect routines must be 
documented to clearly indicate logic processes used, and must be verified in 
writing by the contractor at least every 90 days to ensure continued 
effectiveness. 

(3) The remainder of the system shall be upgraded pursuant to the 
provisions of paragraph 113. 

(4) Prior to the reconnection of unsecured terminals or of 
terminals secured to a lower level, the ADP system shall be downgraded by 
execution of the procedures in paragraph 114. 
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(5) A written record must be maintained to record the date and time 
the above actions were taken and by whom. Such records shall be retained for 
a period of one inspection cycle. 

d. Word Processing Systems and Equipment. Standalone word processors, 
which are operated independently ~nd exclusively controlled by one person at a 
time, may be exempted from the requirement to maintain a minimum level of con~ 
tinuous physical protection. as set forth in a and b above in this paragraph, 
when classified information is not in the system, subject to the approval of 
the CSO. This exem.ption may also apply to word processors meetl.ng the above 
criteria and which share a separate printer, provided the printer is under the 
direct visual observation and exclusive control of the operator during 
classified processing. In such cases, the following conditions shall be met. 

(1) Prior to introducing classified information into the system, the 
system security level must be upgraded, in accordance with the applicable 
provisions of paragraph 113. 

(2) For the duration of the classified processing, safeguards, in 
accordance with paragraph 16, shall be established and maintained, to include 
appropriate safeguards to deny to unauthorized persons visual access to video 
and other displays. containing classified information. 

(3) When the system will be used by another individual during the 
classified processing period and the classification category or type of infor
mation or need-to-know will change, the system shall be cleared first, in 
accordance with the procedures set forth in paragraph 115. 

(4) At the complEltion of classified processing or prior to nonwork
ing hours, whichever occurs first, the system shall be downgraded, in 
accordance with the applicable provisions of paragraph 114. 

(5) A written record must be maintained indicating the date and time 
the above actions were taken and by whom. Such records shall be retained for 
a period of one inspection cycle. 

108. Concurrent Processing of Multiple Classification Categories. The 
concurrent processing and storage of more than one security classification 
category of information, together with unclassified information where approved 
by the CSO, in an ADP system approved to operate in the foregoing ADP system 
security modes, is authorized, provided the following minimum conditions are 
also met. 

a. The contractor and the csa have determined that the design and 
operation of the ADP system will, with reasonable dependability, provide the 
consistent and correct identification and segregation of: (i) the different 
security classification categories, (ii) certain additionally restrictive 
types of classified information when such concurrent processing is authorized 
by special access program directives, and (iii) unclassified information. 

b. Heasures have been implemented to monitor the system for 
malfunctions and occurrences that may adv~rsely affect the dependability of 
such identification and segregation. 
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c. Procedures have been instituted. which, in the event of system 
crash. malfunction. or other occurrence adversely affecting the dependability 
of such identification and segregation, provide that all system output will be 
initially marked and handled as the highest classification and most 
restrictive type of informatiDn in the system~ pending a determination of 
actual classification. These procedures shall rema.in in effect until the 
occurrence cause is determined and corrected. 

d. Software and data to be concurrently contained in the system shall 
be handled and protected pursuant to the provisions of paragraph 10B.1. 

e. All ADP system users have been advised that this option has been imple
mented. and they are instructed to return to the ADP 13ystem security supervisor 
any system output that is either incorrectly labeled as to classification or 
not requested by that user. A determination of the cause o,f the incorrect 
system action shall be made. and a record of each instance Glnd the corrective 
action taken shall be maintained for at least one inspl;ction cycle. 

10B.1 Protection of Software and Data. 

a. System Software. All system software used during classified process
ing periods must be safeguarded commensurate with the rl~quirements for the 
highest level of classified information processed. even when the software is 
not in the system. until the software is no longer used during classified pro
cessing. Such software, whether obtained from sources outside the facility or 
developed by the contractor, shall be so safeguarded from the earliest feasible 
time that it is in the custody and control of the contractor and identified for 
use during classified processing periods. When system software or modifica
tions thereto are developed by contractor personnel. these individuals shall 
meet the personnel security requirements of paragraph 105b. 

b. Classified Application Software. Application software. which in 
itself contains classified data or comments, or implements classified 
processes or algorithms. must be marked (see paragraph 11) and protected. in 
accordance with the classification guidance provided with the contract or by 
the UA. Both human and machine readable versions of such software. along with 
supporting and related documentation, shall be classified and must be 
protected as any other classified material in compliance with the provisions 
of section II. 

c. Unclassified or Lower Classified Application Software. 

(1) Unclassified or lower classified application software used 
during classified processing periods for systems operating in the dedicated or 
system high security modes shall normally be produced by appropriately cleared 
personnel (see paragraph 105a) and safeguarded commensurate with the require
ments for the highest classification of information with which it is processed. 

(2) It is recognized. however. that such application software 
may be purchased from outside sources. produced for other purposes by contractor 
personnel without requisite PCL's. or obtained from other unprotected sources. 
(See also paragraph 105a(4)(b).) Such software, not meeting the requirements 
set forth in (1) above. may be employed during classified processing periods. 
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provided the.software is introduced into the system in accordance with~(a) 
below. and e~ther of the additional conditions set forth in (b) or (c) below 
is also met, subject to the approval of the CSO based on specific review by 
the regional computer specialist. 

(a) During classified processing, such software must be 
introduced into the system in a read-only or write-protected manner (that is. 
loaded into the system through media which have a positive, hardware-enforced 
write-protected storage mode, such as control by hardware switch or absence of 
a write-ring). This prevents pos~ible unauthorized disclosure of classified 
information by effectively precluding the writing of classified information to 
that unclassified (or lower classified) software's associated media. The soft
ware may be executed during the classified processing period in which loaded, 
or may be copied to dedicated and previously protected media for subsequent use 
exclusively during classified processing periods. and 

(b) Before use during classified processing pe~iods. such 
software must be reviewed, approved, and authorized for use by appropriately 
:lea:ed and knowledgeable contractor personnel who understand the security 
~mpl~cations of the software being reviewed. ~ 

(c) Standard contractor configuration control and software 
management procedures are utilized in the programming and modification of such 
software, and the procedures have been accepted by the CSO as providing reason
able as~urance for the integrity of the software. 

(3) Changes to such unclassified or lower classified application 
software that will employed during classified processing periods shall 
normally be made by personnel cleared as prescribed in (1) above. Changes to 
such software ge~erated by personnel without the prescribed peL's must be 

- ~~-------- ~ 

handled as set forth in (2) above. Unclassified and lower classified application 
software and changes thereto. which have been executed from write-protected 
media during a classified processing period, but not afforded appropriate 
subsequent continuous protection, must be handled as set forth in (2) above 
prior to use during another classified processing period. • 

d. pata. Unclassified input data or input data classified at a lower 
level than the highest level processed during a classified period shall be 
handled the same as application software described in paragraph c above. 

e. Media Control. Physical protection requirements for aoftware and 
data, as ~rovided for in this section. may be satisfied by marking and safe
guarding thg r~spective storage media (for example, computer tapes and disk 
pa!;ks). when the software/data can be determined to reside on specific media. 
Protection shall be commensurate with. the requirements for the highest classi
fication level of software or data ever contained thereon, as provided in 
paragraph 116. However, selective ovel~riting for the clearance or declassi
fication of storage medi.a (paragraphs U5b and 1l6c. respectively) is not 
authorized for systems handling unclassified or lower classified application 
software or data under the provisions of paragraph c(2) above. 

IB3 10B.1 



109. Transmission Controls. Transmission and communication lines and links 
between the components of the ADP system (for example, the central computer 
facility and remote terminals) may transmit classified information as follows. 

a, Inter-Complex. Transmission of classified information between con
tractor facility complexes must be over approved CRYPTOGRAPHIC communication 
circuits. and only with the prior written approval and in accordance with the 
instructions of the contracting officer. 

b. Intra-Complex. Transmission within a contractor complex may be over 
approved CRYPTOGRAPHIC communication circuj,ts, with the prior written approval 
and in accordance with the instructions of the contracting officer. In the 
event the contracting officer advises that CRYPTOGRAPHIC equipment is not avail
able, other approved circuits may be used, with the prior written approval of 
the CSO. Such circuits shall be protected by an in-depth physical security 
system to include the following. 

(1) Dedicated Lines. The transmission line(s) must be dedicated to 
the computer and the remote terminals, which must be approved for the handling 
of classified information. The transmission line(s) shall be dedicated to com
puter/terminal traffic and be separated from, and not included in, a cable 
that contains other lines not dedicated to the transmission of classified 
data. These lines must be installed according to criteria furnished by the 
CSO and may be routed within buildings through visible overhead conduit or the 
equivalent, or between buildings within protected perimeters through approved 
aerial/underground conduits. The lines may not be connected or go through 
telephone frames, switching equipment, or' any other telephone ,equipment. 

(2) Line Surveillance. In the event the transmission lines cannot 
be contained entirely within secure areas certified for thE.! safeguq.rding of the 
highest level of classified informati~n transmitted, continual surveillance 
shall be accomplished by one of the following: (i) alarming the transmission 
lines with an alarm system which will provide a control station response time 
which is not greater than 15 minutes and by conductiiig checks of the lines and 
alarm integrity at least once daily; (ii) constant surveillance of the lines by 
appropriately cleared guards, who are indoctrinated as to the security 
significance of the lines -- indoctrination must be sufficient to enable the 
guards to detect attempts to compromise the security of the system, and to 
determine the action to be taken in the event of compromise or suspected 
compromise; or (iii) a combination of protected transmission lines and guard 
patrols, in which event the frequency of guard patrols will be determined by 
the degree of line protection and other pertinent security features. 

(3) Physical Security of Terminal Stations. As a general rule, the 
physical security of. line terminal blocks and repeater stations should be equal 
to a strongroom (paragraph F, appendix IV). Supplemental controls shall pro
vide for either an alarm system with a IS-minute control station response 
t~e. or irregularly scheduled hourly patrols. Junction boxes and manholes 
should be secured and locked with a three-position dial-type changeable 
combination lock. 
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110. Subcontracting Controls. 

a. Processing by Subcontractor. A contractor may subcontract with 
another cleared contractor for the processing of classified information, pro
vided the ADP system has been approved pursuant to this section. Subcontrac
ting under this category encompasses job shops that process individual jobs on 
an tlacross-the-counter" basis and subcontractors who provide the complete 
software package, as well as the actual processing of the classified programs. 
The provisions of this section and section VI apply. Prior to processing 
classified information for another contractor, the subcontractor shall clear 
and verify computer storage and all other addressable media on which 
classified data has been recorded. 

b. Use of an ADP System on a Leased Basis. A contractor may use the ADP 
system, approved pursuant to this section, of an"other cleared contractor on a 
leased basis, provided the following conditions are met. 

(1) The lessor is responsible for ensuring that the integrity of 
the ADP system is maintained at all times. 

(2) The using contractor establishes adequate physical and personnel 
security controls, including provisions for clearing the equipment of classi
fied information prior to relinquishing physical control. Such procedures 
shall be incorporated in his or her SPP (or supplement thereto). 

(3) The CSO approves such procedures. Prior to granting approval, 
the CSO shall ensure that adequate security measures will be placed into 
effect by the using contractor. while classified information is being 
processed, and that residual classified info~~ation will not be retained in 
the ADP system. In many instances, a representative of the lessor remains in 
the computer area during the run for equipment maintenance purposes. The 
using contractor, therefore, is responsible for ensuring that the lessor's 
employee has the appropriate clearance and need-to-know. In addition, all 
classified information and material belonging to the using contractor shall be 
removed from the lessor's premises at the end of the lease period. 

Ill. Audit Trails. 

a. The general security requirement for any ADP system audit trail is 
that it provide a documented history of the use of the system. An approved 
audit trail will permit review of classified system activity and will provide 
a detailed activity record to facilitate reconstruction of events to determine 
the magnitude of compromise (if any) should a security malfunction occur. To 
fulfill this basic requirement, audit trail systems, manual, automated, or a 
combination of both must document significant events occurring in the following 
areas of concern: (i) preparation of input data and dissemination of output 
data (that is, reportable interactivity between users and system support person
nel), (ii) activity involved within an ADP environment (for example, ADP support 
personnel modification of s~!curity and related controls), and (iii) internal 
machine activity. 

b. The audit trail for an ADP system approved to process classified in
formation must be based on the above three areas and may be stylized to the 
particular system. All systems approved for classified processing should con-
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tain most if not all of the audit trail records listed below. The contractor's 
Spp documentation must identify and describe those that are applicable. 

(1) Personnel Access 

(2) Unauthorized and Surreptitious Entry into the Central Computer 
Facility or Remote Terminal Areas 

(3) Start/Stop Time of Classified Processing Indicating Pertinent 
System Security Initiation and Termination Events (for example, upgrading/ 
downgrading actions pursuant to paragraph 107) 

(4) All Functions Initiated by ADP System Console Operators 

(5) Disconnects of Remote Te1~inals and Peripheral Devices (para
graph 107c) 

(6) Log-on and Log-off User Activity 

(7) Unauthorized Attempts to Access Files or Programs, as well as 
all Open, Close, Create, and File Destroy Actions 

(8) Program Aborts and Anomalies, Including Identification (that 
is, user/program name, time and location of incident, and so on) 

(9) System Hardware Additions, Deletions, and Maintenance Actions 

(10) Generations and Modifications Affecting the Security Features 
of the System Software 

c. The ADP system security supervisor or designee shall review the audit 
trail logs at least weekly to ensure that all pertinent activity is properly 
recorded and that appropriate action has been taken to correct any anomaly. 
The majority of ADP systems in use today can develop audit trail systems in 
accord with the above; however, special systems, such as weapons, 
communications, communications security, and tactical data exchange and 
display systems, may not be able to comply with all aspects of the above and 
may require individualized consideration by the CSO. 

d. Audit trail records shall be retained for a period of one U.S. 
Government inspection cycle. 

Part 3. PROCEDURES 

112. ADP System Security Approval. 

a. General. The system approval (or reapproval) proce.ss commences when a 
formal written request, accompanied by a SPP describing the ADP system and its 
security measures, is received at the CSO. The SPP (interim or fina~) may be 
either a separate document relating to the ADP system propolsed for c..Lassified 
processing or an addendum to the facility SPP previously submitted, pursuant 
to paragraph 5s. This documentation submitted by the contrnctor to the CSO 
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will be safeguarded and available only to authorized U.S. Government 
personnel. 

b. System Reapprovals. Requests for system reapproval shall be submitted 
when required, as indicated in paragraphs 103a and 106a. 

c. Standard Practice Procedure. The contractor shall prepare and main
tain a SPP describing the ADP system and the security controls implemented for 
that system. This documentation will be the basis from which the CSO will 
approve and inspect the system. Therefore, complete and accurate descriptive 
information about the ADP system, categories of classified information to be 
processed, security controls to be implemented, and audit trail records is 
need to formulate this document. Specific information to be included in this 
documentation shall be a description of the following. 

(1) ADP System Security Mode. The SPP for a system proposed for 
operation in the controlled security mode must also provide the additional 
information required by appendix XI. 

(2) Personnel and Physical Controls. Personnel and physical secu
rity controls shall be specified for the central computer facility and for 
each area where a remote terminal is to be connected. Identification and 
control of all ADP system users shall be explicitly documented, as well as 
control procedures for system support personnel associated with the handling 
of classified information. Exceptions and adjustments concerning these 
controls should also be indicated (for example, paragraph 107). 

(3) Hardware and Software Configuration and Security Controls. 
Information describing the hardware configuration used during classified pro
cessing is required. This should include device types within component sub
systems, both local and remote, and corresponding channel assignments; Central 
Processing Unit lCPU) model number and memory size; and whether the system is 
multiprocessing or using shared files or storage media. If device disconnects 
are used, they shall be fully described. The capabilities offered to users, 
the system software used (appropriately identified), as well as any security 
features coded in the application programs shall be described. As applicable, 
all administrative and procedural controls employed to ensure that hardware 
and software security safeguards are functioning effectively shall also be 
included. If special modifications to the operating system are used, they 
shall be specified and described. 

(4) Transmission Controls. The mode of transmission shall be 
specified. If the transmission is by other than approved CRYPTOGRAPHIC means, 
a complete description of the in-depth physical controls of the transmission 
lines shall be included. 

(5) Administrative/Procedural Controls. ADP system procedural con
trols, which address storage media clearance, declassification, audit trai.l, 
and other procedures (for example, see paragraph 107), shall be specified in 
the SPP. Other specific procedures to be included. as applicable, or on the 
CSO's request, are as follow.s. 

(a) Control, use, and maintenance of password files and 
privileges, including authentication of each authorized user (that is, 
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need-to-know implementation) -- one acceptable method would be the use of 
a six character alphanumeric password classified the same as the highest 
category of information to which the user is authorized access in the system. 
Such a password must be changed at least once every 3 months and on termina
tion or reassignment of any user possessing knowledge of the password. or when 
the password is believed to have been compromised or subjected to compromise. 
Other operationally acceptable individual identification devices, such as the 
use of hand geometry (fingerprint scanner or hand scanner), voice. or signa
ture comparison devices, may also be utilized as additional safeguards to 
supplement access control procedures. subject to approval by the csa. 

(b) Summary of how, when, where, and why the system will be 
used -- in the case of multiprogramming systems, this must include the run 
schedule mix during classified processing, interactive programming from 
remotes, and file owner/user procedures and controls. 

(c) Access control procedures for the central computer facility 
and remote terminal areas shall be included. 

(d) Methods and techniques to augment the system software to 
ensure the isolation of users with different levels of clearance and need-to
know shall be included. 

(e) If remote terminals are used, user sign-on/sign-off proce
dures and terminal identification techniques shall be included. 

(f) Storage and protection procedures for documentation files 
and input/output products shall be included. 

(g) Safeguards afforded system software while not in use shall 
be included. 

(h) Software test and verification procedures/records shall be 
included. 

(i) Normal and abnormal start-up, re-start, and shut-down 
operating procedures shall be included. 

(j) Controls for handling visitors and service technicians 
shall be included. 

113. ADP System Security Level Upgrading Procedures. To adjust ADP system 
security level and associated area controls to initiate the processing of a 
higher category or more restrictive type of classified information, or to 
change from unclassifie~ to classified processing, the following procedures 
shall be implemented. 

a. All remote terminals that are to remain unsecured, or secured to a 
level lower than the highest classification of processing to be accomplished, 
shall be disconnected (paragraph,lD7c). 

b. All removable storage media not to be used in the higher level pro
cessing period shall be dismounted and removed f'rom the area or otherwise 
segregated within the area. 
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c. Main memory and the remaining secondary storage media not dismounted 
or disconnected. including peripheral device buffers, shall be appropriately 
cleared. as set forth in paragraph 115. 

d. Higher level security controls for the central computer facility and 
connected remote terminals, including thB implementation of access controls, 
personnel clearance, and physical security requirements, shall be imposed. 

e. A dedicated and previously protected copy of the system software shall 
be loaded into the system whenever uncleared persons, or persons with a PCL at 
a level lower than the security level being established by these procedures, 
had access to the system in the preceding processing period. Unclassified or 
lower classified application software and data shall be loaded into the 
system. in accordance with the provisions of paragraph 108.1c. 

f. A final security check shall be made of the foregoing and documented 
prior to initiation of the higher level processing. 

114. ADP System Security Level Downgrading Procedures. To adjust ADP system 
security level and associated area controls to initiate the processing of a 
lower category or less restrictive type of classified information, or to 
initiate unclassified processing, the following security procedures shall be 
implemented. 

a. All removable storage media, listings, ribbons, cards. classified 
waste, and so on associated with the higher level processing (including that 
containing the safeguarded higher level software) shall be dismounted, 
collected. marked, removed, and appropriately secu~ed. However, where area 
controls for the central computer facility are continuously maintained at the 
higher classification level, the removable storage media may be segregated 
within, rather than removed from, the central computer facility, provided the 
higher level classified information is not on-line or otherwise accessible 
through the ADP system. 

b. Main memory, remaining secondary storage media, and peripheral device 
buffers shall be cleared or declassified, as appropriate. Declassification 
action, pursuant to paragraph 116, is required when the ADP system, including 
the central computer facility, is being downgraded to the alternate lower 
level of continuous area controls authorized under paragraph 107b(1)(b), or 
when word processing systems are being downgraded under paragraph 107d(4). In 
all other cases under paragraph 107, the clearance procedures in paragraph 115 
may be employed. 

c. A security check shall be made of the foregoing and documented before 
initiating lower level or unclassified processing. 

115. Media and Equipment Clearance Procedures. 

a. Main Memory. To preclude unauthorized disclosure of classified 
information when changing the classification category (or type) of information 
to be processed in the system, each memory location, register, and other 
internal circuitry used for the storage of claBsified information shall be 
overwritten or otherwise cleared of classified information before reutiliza
tion. This may be done by program instruction, clear switch action, power-on 
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reset cycle, or a combination thereof. The clearance action will be verified 
and recorded to ensure that all applicable portions of memory have been 
cleared. 

b. Other Storage Media. Other storage media on which classified infor
mation has been recorded may be used for processing a lower category of classi
fied information, or unclassified information, if overwritten once with un
classified information, or otherwise cleared (for example, power-on reset), 
and the action is appropriately verified and recorded. These media shall 
be safeguc.rded as required for the highest classification of information ever 
recorded thereon, until they have been declassified, pursuant to paragraph 
116, except as provided in paragraph 114b. Selective overwriting of storage 
media is permissible when the exact storage locations of classified infor
mation are kno'Wn, those locations can be overwritten, and that action is 
verified. 

c. Equipment. Punch card or card reader equipment must be physically 
examined as a part of the process of clearing the equipment. This may include 
visual examination of the normal card path through the equipment and the opera
tion of the equipment for three or more card cycles with input hopper empty to 
detect the possible presence of punched cards, which have not been processed. 
If the equipment malfunctions. an examination of the equipment must include a 
search of the locations where a punched card or portion of a punched card may 
have become lodged. Under these circumstances, equipment access panels and/or 
other removable components must be removed or opened to perform the visual 
inspection. 

116. Media and Equipment Declassification Procedures. The eventual release 
of a storage device or a system, including storage media, should be antici
pated. Due to the physical properties and retentive capabilities of magnetic 
media and devices, special precautions must be taken in the release of such 
media to safeguard possible residual classified information, until the 
declassification procedures described below have been executed. Except as 
authorized below and in paragraph 115, all storage media and internal memory 
on which classified information has been recorded shall be safeguarded and 
a.ccounted for according to the requirements prescribed in this manual for the 
highest category of classified information ever recorded thereon. 

a. When such media are declassified and removed from the protected environ
ment, a record of media declassification must be completed. This requirement can 
be met in the case of aC'countable media by completing a destruction certificate 
as required by paragraph 19. For all other declassified storage media, a record 
of media declassification and release must be created and retained for a period 
of 2 years after disposition of the media. Each declassification action must be 
verified and recorded to ensure that all classified information contained on the 
device or component was totally eradicated 1/. 

l/ For specific guidance regarding the eradication of specific types of 
special access program informaCion from various media, see appropriateUA 
publications. COMSEC keying material, for example, may not be recorded on 
computer systems without specific written approval of the contracting 
officer. The contracting officer will provide disposition instructions to 
the contractor, when required. 
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b. Procedures for declassification are as follows. 

(I) Magneti~ Tape. When all classified ~nformation has been 
cated from a magnetic tape by use of degaussing equ~pment authorized by 
CSO 1/, the tape may be handled 8.S unclassified, provided that: 

eradi
the 

(a) all markings identifying source, subject matter, use, or 
classification of the information pre~riously recorded are removed; and 

(b) the contractor establishes procedures to ensure strict 
compliance with the manufacturer's instructions for operating the degaussing 
equipment. 

(2) Magnetic Disk, Disk Pack, and Drum. Magnetic disks, disk packs, 
drums, and other similar rigid magnetic storage devices must be overwritten a 
minimum of three times, once with binary high values, once with binary low 
values, and once again with a single numeric, alphabetic, or special character 
(other than blank). Unclassified information used in the final overwrite shall 
be left on the device. If the storage device is inoperable and cannot be over
written, the device may be declassified by exposing the recording surface to a 
permanent magnet having a field strength at the recording surface of at least 
1500 oersteds, or by destroying the oxide recording surfaces by sandblasting, 
chemical decomposition, or other means approved by the CSO. 

(3) Ferrite Core Memory. Ferrite core memory used in the processing 
of information classified SECRET and below must be declassified by setting 
each addressable memory location alternately to binary high values and binary 
low values for 100 cycles until ·the state is changed at least 99 times. The 
same procedure applies for the declassification of core memory used for pro
cessing TOP SECRET information, except that the state shall be changed at 
least 999 times. 

(4) Plated Wire Memory. Plated wire memory used to continuously 
store classified information undisturbed more than 8 hours may not be declas
sified. Such media will continue to retain their classification, until 
physically destroyed. If the classified information is stored less than 8 
hours and unclassified data is later stored for at least an equal time, 
the memory may be declassified according to the procedures for magnetic 
ferr1.te core memory. 

(5) Thin Film Memory. Thin film memory devices, such as nickel
"cobalt devices, may be declassified by the application of a magnetic field of 
no less than 1500 oersteds to the recording surface. 

The eso will, on "'quest, advise the contractor of currently authorized 
magnetic tape, card. and cassette degaussing equipment and of any con
ditional instructions issued by HQ DIS regarding their use. Requests 
for approval to use other degaussing equipment must be submitted to the 
eso. including a full description of the equipment and operating procedures. 
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(6) Semiconductor Memory. 

in accordance with the procedures for 
tile read/write semiconductor memory. 
may be declassified by setting "zero" 
removal of power from the system (for 

Semiconductor memory may be declassified 
magnetic ferrite core, except for vola
Volatile read/write semiconductor memory 

or "one" in all memory locations or by 
example, a powl~r-on-off reset action). 

(7) Cathode Ray Tube. Each cathode ray tube (CRT) screen surface 
shall be inspected under high intensity internal CRT illumination to detect 
evidence of burned-in information. If the inspection reveals classified in
formation etched in the phosphor, the CRT device shall be retained within 
the appropriate security environment, or the screen itself shall be destroyed. 
In the absence of such classified information, the CRT may be handled as 
unclassified. 

(8) Magnetic Storage Media for Non-Digital Information. Magnetic 
tape used to record analog, video, or similar non-digital information may be 
declassified through the use of degaussing equipment authorized by the CSO as 
in paragraph 116b(l) above. Rigid magnetic storage devices may be declassified 
as in paragraph 116b(2) above, except that the overwriting signal shall be 
analog instead of binary. Inoperable magnetic storage devices may also be 
declassl,fied as in paragraph 116b (2) • 

(9) Printer Ribbons. Printer ribbons shall be handled as provided 
for in paragraph 19. 

c. Selective overwriting of storage media is authorized when the exact 
storage locations of classified information are known, those locations can be 
overwritten as required, and that action can be verified. 
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DoD 5220.22-M 

Section XIV. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION 

117. Policy. The sensitivity of CNWDI is such that it is in the national 
interest to ensure that access is granted to the absolute minimum number of 
employees who require it for the accomplishment o£ assigned respon3ibilities 
on the strictest need-to-know basis. The FSO shall be responsible for 
ensuring that access to CNWDI is limited on a strict need-to-know basis within 
the facility. The top management official shall ensure that the need-to-know 
principle is strictly enforced. Management personnel at all levels will be 
responsible for ensuring that requests for access to CNWDI are not auto
matically approved. Full and complete justification must be made before any 
employee is authorized for access to CNWDI. Because of the importance of such 
information to our national policies, special procedures have been established 
for its control. 

118. ' Access Requirement. A final TOP SECRET or SECRET PCL, granted in 
accordance with paragraph 24a(I), is valid for access to CNWDI of the same 
or lesser security classification, provided the employee has been given a 
security briefing. in accordance with paragraph 119. In rare instances, an 
immigrant alien who possesses a unique or very unusual talent or skill that is 
essential to the U.S. Government. and is not possessed to a comparable degree 
by an available U.S. citizen, may be authorized for access to CNWDI only. In 
such cases a request with full justification shall be forwarded to the con
tracting officer. If access to CNWDl is approved for the immigrant alien. 
such approval is limited to the specific co.ntract of the UA. and is not valid 
for access to CNWDI on other contracts. 

119. Briefings. Employees having a need for access to CNWDI shall be 
briefed on its sensitivity by the FSO or his or her alternate. The briefing 
shall include the definition of CNWDI. a reminder as to the extreme sensi
tivity of the information. and an explanation of the individual's continuing 
responsibility for properly safeguarding CNWDI and for ensuring that dissemi
nation is strictly limited to other personnel who have been authorized for 
access and have a specific need-to-know for the particular information. The 
briefing shall also be tailored to COVer any local special requirements. 

120. Records. The contractor shall maintain a record of all employees who 
have been authorized access to CNWDI. and the date on which such employees 
were briefed. These records will be maintained in a manner that will 
facilitate verification, and shall be retained for 3 years following the 
termination of employment and/or the termination of the individual's 
clearance, as applicable. 

121. Marking. In addition to other markings required by this manual, 
documents, including working papers, sound. voice, or electronic records. and 
any other media. which contain CNWDI and are generated after September 1. 
1978, shall be clearly marked, "Critical Nuclear Weapon Design Information -
DoD Directive 5210.2 Applies." Documents shall be marked on the cover, title 
page, lead page. and the back cover. Similar documents and other media 
published before September I, 1978 that are in working files will be similarly 
marked (substantially as provided above) to indicate they contain CNWDI in
formation. In addition, paragraphs of documents generated after September I, 
1978 that contain CNWDI will be so marked. (Example: (SRD)(N). An (N) fol-
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lowing the classification denotes that the classified material is addit.ionally 
identified as CWRDI.) 

122. Subcontracting and Consultants. The contractor shall not award a 
subcontract which would necessitate access to CNWDI without the prior written 
approval of the contracting officer. This approval may be included on the 
DD Form 254. Type A Consultants m~y be briefed and afforded access to CNWDI. 
but such access may be permitted only at the facility of the contractor who 
engaged the Type A Consultant or at the government contracting activity. Type 
Band C Consultants shall not be briefed or afforded access to CNWDI without 
the prior approval of the contracting officer. 

123. Transmission Outside the Facility. Transmission outside the facility 
is authorized only to the contracting activity. a prime contractor. or a 
subcontractor approved pursuant to paragraph 122. Any other transmission must 
be approved by the contracting officer. In addition. prior to transmission to 
another cleared facility. the contractor shall verify from the CSO of the 
recipient facility that the facility has been authorized for access to CNWDI. 
When CNWDI is transmitted to another facility. the inner wrapping will be 
addressed to the personal attention of the FSO or his or her alternate. and in 
addition to any other prescribed markings on the inner wrapping will be the 
marking. "Critical Nuclear Weapon Design Information -- DoD Directive 5210.2 
Applies." Similarly. transmissions addressed to the contracting activity or 
other U.S. Government agency shall bear on the inner wrapper the marking. 
"Critical Nuclear Weapon Design Information -- DoD Directive 5210.2 Applies." 
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DoD 5220.22-M 

Appendix I. INDUSTRIAL SECURITY FORMS 

A. Application. The purpose of this appendix is to describe the forms used 
by DoD contractors in industrial security matters. and to provide instructions 
for the use and completion of each of these forms. A sample of each form is 
included. These forms shall not be used for any purposes or in any other 
manner. except as provided for in this manual or for training purposes. 

B. "De artment of Defense Personnel Securit uestionnaire (Industrial-NAC)" 
(DD Form 48). This form is used to obtain personal data from a U.S. citizen 
be~ng considered for a DoD CONFIDENTIAL or SECRET PCL. The form is prepared 
jo~ntly by management and the person being considered for the clearance. The 
submission of this form shall not be required. except when the person con
cerned is being processed for a clearance. The completed form should be for
warded to the DISCO. P.O. Box 2499. Columbus. Ohio 43216. However. forms that 
pertain to OODEPs and are submitted in conjunction with the FCL application. 
or as a change thereto. shall be mailed to the CSO. 
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DD Form 48 
SAMPLE 

PERSONNEL SECURITY QUESTIONNAIRE 

INDUSTRIAL - NAC 

DD FORM 48 

DATA REQUIRED BY THE PRIVA(~Y ACT OF 1974 (5 U.S.C. ~552a) 

AUTHORITY: Internal Security Act of 1950 and Ex.cutivcOrder 10865. as amended by Executive Order 10909. 

" PRINCIPAL PURPOSES: To obtain b.ck~round information for personnel security investigative and evaluative purposes in order to determine the security\ 
eligibility of Department of Defensc contractors and employees of Department of Defense contractors for (I) access to classified information, or (2) assignment 
to a sensitive position. 

ROUTINE USES: (n Determine the scope of. personnel security investigation. 

(2) Provide evaluators or adjudicators with personal history information relevant to personnel security determinati"ns. 

nle information may be disclosed to other Federal agencies that are authorized under specific statutory or Executive authority to make personnel security 
determinations. 

A COpy of the report of personnel security investigation will be maintained by the Personnel Investigations Center of the Defense Investigative Service and mlY be 
used in future security clearance determinations. You have the right to obtain a copy of th,' report of investigation and/or request amendment to the file. 

MANDATORY OR VOLUNTARY DISCLOSURE AND EFFECT ON INDIVIDUAL 01> NOT PROVIDING INFORMATION: Voluntary. Failure, however, to 
furnish all or part of the information requested may result in (I) denial of access to classilied information, or (2) non·selection for assignment to a sensitive 
position. Disclosure of your Social Security Number is necessary to fullill requirements of the above cited authorities. 11 is intended that this notice be retained 
for personal records. 

GE~JERAL INSTRUCTIONS 

THE PERSONNEL SECURITY QUESTIONNAIRE (PSQ) IS AN IMPORTANT DOCUMENT AND MUST BE COMPLETED WITHOUT MISSTATEMENT OR 
OMISSION OF IMPORTANT FACTS. ALL ENTRIES ARE SUBJECT TO VERIFICATION BY INVESTIGATION. 

• THE FORM MUST BE TYPED OR PRINTED. 

• COMPLETE ITEMS 1-13, SIGN THE FORM AT THE BOTTOM. ~"1D THEN PROVIDE THE FORM TO YOUR EMPLOYER WHO WILL 
REVIEW IT TO ASSURE THAT ENTRIES ARE COMPLETE AND CORRECT. AFTER THE FORM IS RETURNED TO YOU, PROCEED TO 
COMPLETE 14-18 OF THE. PRIVACY SECTION. 

• IF ADDITIONAL SPACE IS REQUIRED FOR ANY ITEM, ATTACH ADDITIONAL SHEETS OF PLAIN WHITE PAPER, WHEN ATTACHING 
ADDITIONAL SHEETS ALWAYS IDENTIFY THE ITEM NUMBER BEING CONTINUED AND FOLLOW THE FORMAT FOR ENTERING INFOR-
MATION PRESCRIBED ON THE FORM AND IN THE DETAILED INSTRUCTIONS. • 

• ALL QUESTIONS MUST BE ANSW£RED. II' AN ITEM IS NOT APPLICABLE INDICATE "NOT APPLICABLE" OR "N/A." DO NOT USE THE 
TERM "UNKNOWN" FOR DATES OF EMPLOYMENT OR RESIDENCE. IF THIS INFORMATION IS NOT KNOWN PRECISELY, GIVE THE DATE 
AS BEST YOU CAN RECALL FOLLOWED BY APPROPRIATE QUALIFYING LANGUAGE, E.G., "DATE ESTIMATED" OR "APPROX." 

• UNLESS OTHERWISE SPECIFIED: 

• ALL DATES SHOULD BE ENTERED IN TERMS OF YEAR AND MONTH USING THE LAST TWO DIGITS Of':rill' YEAR AND A TWO DIGIT 
NUMBER REPRESENTING TIlE MONTH. E.G .• JANUARV 1979 WOULD BF. ENTERED AS 79-01 AND DECEMBER 1979 WOULP BE 
ENTERED AS 79-12. 

• NAMES OF PERSONS SHOULD BE ENTERED IN THE FOLLOWINO ORDER: LAST NAME, FIRST NAME AND MIDDLE INITIAL. 

• ADDRESSES SHOULD INCLUDInHE NUMBER AND STREI:.T, CITY. STATE OR COUNTRY, AND ZIP CODE. 

e BEFORE ENTERING ANY INFORMATION ON THE FORM, READ CAR!WULLY THE DI:."TAILED INSTRUCTIONS PROVlDED W!TH THE 
FORM. IF AT ANY TIME DURING COMPLETION OF THE FORM, A QUESTION ARISES THAT DOES NOT APPEAR TO BE COVERED BY THE 
DI:.TAILED INSTRUCTIONS,CONTACTTIIl\lNDIVIDUALOR OFFICE THAT PROVIDED YOU WITH THE FORM. 

• ONC"; T/!I; FORM HAS BEEN COMPLETED. PLAn; IT IN THE PRE.ADDRESSED ENVELOPE THAT HAS BEEN PROVIDED, TOGETHER WITH 
THE COMPLETED r:o 258 Cl'INGERPRINT CARD). SEAL Tim ENVELOPE, SIGN ACROSS THE ENVELOPE FLAP ON THE LINE PROVIDED 
AND AFFIX THE DATE OF SIGNATURE. LlELI'II;R TIm SEALED ENVELOPE TO YOUR EMPLOYER IMMEDIATELY. 
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DD Form 48 
Page two 

1. n. LAST NAME 

SAMPLE 

.DEPARTMENT OF DEFENSE 
PeISonnel Security QuestiolUlaire (INDUSTRIAL-NAC) 

FIRST NAME-MIDDLE NAME b. MAIDEN NAME (Ifany) 

FORM APPROVED 
OMS NO. 07004-0005 
EXP. DATE APR 1984 

DATE 
FOR DIS USE ONL! ____ 

2. ALIASES 13. a. SEX lb. RACE 14. SOCIAL SECURITY NUMBER 
I I Mal. I I I I Femala I 

5. DATE OF BIRTH 16. PLACE OF BIRTH 
(Year-Month-Day) ra. CITY I b. COUNTY 'c. STATE, d. COUNTRY 

7.a. U.S. CITIZEN hNATIVE c. IF NATURALIZED, I d. IF DERIVED. PARENTis) 10. DATE I f. PLACE 19.COURT CERTIFICATE NO.ls, CERTIFICATE NO.1') 

I Yes n No YesnNO 

h. DUAL CITIZEN I I Yes I I No (If .. Y .... see DETAILED INSTRUCTIONS.) 

B. MILITARY SERVICE (Include Reserve/NatloMI Guard.) 

a. FROM b. TO Ie. BRANCH I d. RANK Ie. SERVICE NO.ls) If. COUNTRY 

I T J I 
I I I I I 

9. PREVIOUS CLEARANCE DATA Ves I No 

a. Have you Oller been granted a security clearance? (If "Yes" glV<! details below.) I 
LEVEL 

I 
DATE GRANTED , GRANTED BY 

I 
NAME OF EMPLOYER 

b. Have you ever terminated employment while request for security clearence was pending? ("Yes" an,"",,' musr be explained In accordance with the ve" No 
DETAILED INSTR UCTIONS.) 

10. FAMILY/ASSOCIATES (See DETAILED INSTRUCTIONS fo, persons to be /llted.) 
a. RELATIONSHIP AND NAME b. DATE OF BIRTH c. PLACE OF BIRTH d. ADDRESS e. CITIZENSHIP 
FATHER 

MOTHER (Malden Name) 

SPOUSE (Malden Name) -
FORMER SPOUSE 

11. RESIDENCES (Begin with currentadd~ •• -See DETAILED INSTRUCTIONS., 
a. DATES (y, & Mo) b. c. d. e. 

FROM TO NUMBER AND STREET CITY STATE ZIP CODE 

Ptesent 

12. EMPLOYMENT (Include self·employment, pan·time employmentand/o, unemplOYment.) (See DETAILED INSTRUCTIONS.) 

a. DATES (y, & Mo) b. c. d. e. SUPER· 
FROM TO 

NAME OF EMPLOYER ADDRESS ZIP CODE VISOR 
Present 

13. FEDERAL SERVICE, FqREIGN TRAVEL/CONNECTIONS (If "Yes" s .. DETAILED INSTRUCTIONS.) 
. 

Ves No 
a. Have you ever been in the Federal Clvlt Service? 

b. Have you traveled or raslded .broad for other thon the U.S. Government? 

c. Do you have any foreign property or business connections or have you ever bean employed by or acted as a consultant c( rapresentative for a 
foreign government, firm. or agency? 

TO BE COMPLETED BY EMPLOYER ·'0. LEVEL OF CLEARANCE I I Secret I I Confidantlat 

b. CITIZENSHIP VERIFIED I Iy .. I INo Ie. JOB TITLE 

d. FEDERAL SUPPLY CODE I e. CONTRACT NUMBER 

f. CERTIFICATION -I certify thot the above named Individual Is employed by thiS company and has tho need for tho clearance Indicated to perform on 
classified contracts. 

DATE .1 SIGNATURE OF EMPLOYER OR DESIGNATED REPRESENTATIVE 

DD :~~ 48 Edition of 1 JAN 74 MIY Be Used Until Exhlusted. 
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DD Form 48 
Page Three 

SAMPLE 

PRIVACY SECTION 
ENTRIES IN THIS SECTION ARE NOT SUBJECT TO REVIEW BY YOUR EMPLOYER. When your response. to item. 1.13 on the lirst page of the 
~~=:::. !:r:.~~~~ tt,:,r empJov.~ :!'t~~~"\~t~~ X~l,~~~~I~':::fc~ot~scomplete items 14·18 In thl. section. srgn where Indicated 

14. ARRESTS r'Y~'" _" mlllt H UpMltJN Itt e. tilf011,fh L btlow Itt ""cordance with the DETAILED INSTRUCTIONS.) (AttDch addltloMlm.ets. 
Y.. No /fM«->'., 

a. Hov. you ever been arrested. charged, cited. or held by Fadaral •• tate. or local lew enforcement or juvenile authorities r"gerdless of whether the 
~itl;tlon w .. dropped or dismissed. Or you ware found not guilty? (Includ'~!1 court.·mart"" or non.judlc"'l pUIll.fhm.nr ,,-,hll. In military .. ",Ice. 
(YOM",.y exclude minor trtI/lIc violtJtlolUlor which aline or lorlelture olSIOO or Ie ........ ,mpMN.) 

b. As a mult of being err .. ted. charged, cited. or hold by law enforcoment or juvenile euthorities, have you ever bean convicted, fined by or forfeited 
bond to a Fedaral. state, or other jUdicial authority or edjudicated a youthful offender Or juvenile delinquent (regardl ... olwh.ther the ,"cCNd In 
y""rcar h'" butt "ualed" or otJrerwUe ""ckenlrom the c""rt record)? 

-
c. Hive you ovor been dotained. hold in. or served tima In any jail or prison. or reform or industrial school or any juvenile facility or institution under 

the jurisdiction of any city. county. state. Fedoral or foreign country? 

d. Have you ever been oworded. or era you now under luspended .. ntence. parole, or probation or ewalting any ection on charges ageinst 
you? 

e. f. OFFENSE OR iI· NAME AND LOCATION h. NAME AND LOCATION i. PENALTY IMPOSED OR DATE VIOLATION OF POLICE AGENCY OF COURT OTHER DISPOSITION 

r-rs. MEDICALJFINANCIAL ("y.," alUlWn mUlt H e:cpIGlned,,! liccordtlnce with the DETAILED INSTR UCTIONS.) (Attach addltioMI.h •• ,., If nec.iUary.) 
y., No --a" ":a", you IVIr used eny narcotic. dopreaant. stimuli nt, h.lluclnogen (to Include LSD or PCP) or Cannabis (to Includ. marl/uana or hashish) 

except .. pmcribad by. licensed phy.iclln? 

b. He", you IVIr been involved in the iII.1 purch_. po ..... ion. or sale of any narcotic. doprollBnt, stimulant, hallucinogen, or Cannabis? 

.-
c. Has your use of alcoholic beverages (such'" l/quor. b.er, wine) ever resulted in the loss of a job, arrest by police. or treatment for alcoholism? 

d. till", you IVIr had or been Irsated for a mental, emotional, psychological. or penonality dioorder? 

1 o. HIVI you IVIr petitioned to be doclared bAnkrupt? 

~~ ORGANIZATIONS 
a. (Lin IJIJ DrJfUIUdtfOIU, except "'bor u"IoIU, and those relernd to Itt b. be/ow. to which you belongor prev'ou.'y b"onged') 

I. NAME Ii. ADDRESS Ii. TYpE !iv. FROMlv. TO 

I I 
I I 

~~'Ye6" GIUlW" must b. exp"'l"ed In accordattce with the DETAILED INSTRUCTIONS.) (Attach addltlona/meets, Ilne .. =ry.) 

Y .. No 

I. Are you now or hive you evftr boen a member of the Communist Pany or any Communist organization? 

ii. Are you nOW or hive you ever been affiliated with any organization, association, move:ment, group, r:»r combination of persons ~t~ich advocates 
the oyonhrow of our constitutional form of government. or which has adopted the polley of edvocatlng or approving the commISSIon or ""ts of 
forco or vlolanca to deny other penons their rights under the Constitution of the United States or which seeks to alter the form of government 
of the United Stat .. by unconSlitu tional moans? 

17. SECURITY CLEARANCE ( .. Y .... answer must be explaIned In accordanc. with the DET.tIL/:'D IIY'" 
tv;;rN;;l "eceDllry.) 

;.J III ttuch aclcllt,onaJ Shutt, " 

Have you evar had a security clearance denied or revoked? 

18. DISCHARGE FROM THE ARMED FORCES ("Ye." answer must b. explained In accp1'flg!!~r with thr D8TAfbED!NSTRUCTIONS.) (A tirlcn tiddino1UJl 

Yes No 8!J~~U. !f ,.~c~!:!:!ry.) 

Have you ever boen discharged from the Armed Force. under other than honorable conditions? 

CERTIFICATION 

I certify that the entries made by me are true, complete, and accurate to the best of my knowlcd~c and belier and o,e mode in ~ood raith. I under~land 
that a knowing and wilful false statement on this form can be punished by line or imprisonmenl or bolh (S .. U.S. Code. 'lYtl. 18. S.ction 1001). 

TYPED OR PRINTED flAME OF PERSON COMPLETING FORM 

DATE SIGNATURE OF PERSON COMPLETING FORM 

. 
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C. "Application and Authorization for Access to Confidential Information 
(Industrial)1I (DD Form 48-2). This form is used to obtain personal data from 
a U.S. citizen being considered for a CONFIDENTIAL PCL by a contractor. The 
form is prepared jointly by the person being considered for the clearance and 
by the contractor. Completion of this form is a prerequisite to the granting 
of a CONFIDENTIAL clearance by a contractor. The use of this form is not 
retroactive in the case of employees who previously were granted CONFIDEN
TIAL clearances by the contractor, so long as they are continuously employed 
by the same contractor, or there has been no break in employment in excess of 
12 months. 
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DO Form 48·2 

SAMPLE 

APPLICATION AND AUTHORIZATION FOR I I FORM APPROVEO Tl'PE OR PRINT OMB NO. 070A~OO31 
ACCESS TO CONFIDENTIAL INFORMATION (INDUSTRIAL) A I .. I... ANSWEUS EXP. DATE DEC 1984 

NOTE: PENALTY- Pailure to answer all quesUons, or uny misreprcsentaUun (by omission or conrealllll'nt, 01' by lIIisi<'adill/J, 
(ulse, or partial answers) may serue as a basis {or denial of clearance {or access to classi{wd Department o{ Dc{ellse ill{Clr-
malion. In uddiliot~ Title 18 UniLed Slntes Code 1001 makes il a criminal o{{el"'", punishable by a muxlmum o{ 5 ye(lrs' 
imprisonmen~ $10,000 {ine, or both. knowlngly and will{ully to mak. a {al$e slatement or representation to (In;), D.'partmelli 
or Agency o{ the United Slates as to any matter wiLhin the jurisdictlon o{ any Department or Agency o{ lire United State,., 
This includes any statement knowingly and will{ully made by employer or employee herein wMch is knowingly itlcortl!c~ 
incomplete or misleading itl any important particular - Title 18 United Stales Code 911 states ·wllOever {alsely atld will{ully 
represetlts Mmself to be a citizen o{ the UtliLed Slnles shall be {ined not more than $1,000 or imprisoned not more thun three 
years, or both·, 

,..:-
PURPOSE: The completion of this form Is required In the national Interest prior to an individual being granted a security 

clearance for classified information, 

INSTRUCTIONS - Tbls Is tl thre<>-I'art form. Part I Is an application for access and shall be executed by U.S, citizen employees 
provided their employer determines that access to Confidentlal Informatlon Is required In the performance of Ihe employee's 
assigned dutles. Part II Is the employee's authorization for access 10 Confidentlal Information and shall be compleled by Ihe 
employer. CO~y of this forrp shall be malr\lalned by the contraelor for all employees granted a security clearance for Confidentlni 
Information, art III Is a listlng of Commlli11st countries which the employee should refer to when completlng item 11. 

PART I • APPLlCMION FOR ACCESS TO CONFIDENTIAL INFO.!!MATION 
'1'0 BE COMPLETED BY EMPLOYEE 

NAME AND ACDRESS OF EMPLOYER 

1. LAST NAME" FIRST NAME - MIDDLE NAME 2. ANY OTHER NAME BY WHICH KNOWN (Alias, maid~n orform~r 
1~8al name) 

3, DATE OF BIRTH (Monlh, Day &, )loar) ~, PLACE OF BIRTH (CiIy, County, Stat~) 

!5. SOCIAL SECURITY NUMBER B. SEX 

7. HAVE YOU EVER APPLIED F'OR OR RECEIVED A SECURITY CLEARANCE? VES NO 
e. IF THE ANSWER TO ITEM 7 IS ··YES". INDICATE BELOW THE LEVEL OF CL,'tARANCE. wHEN APPLIED FOR, WHEN GRANTED. BY WHOM, AND WHERE 

eMPLOYED AT THAT TIM£. 

9. ORGANIZATIONS WITH WHICH AFFILIATED (pcut and prestnl) OTHER THAN RELIGIOUS OR POLITICAL ORGANIZATIONS OR THOSE WHICH SHOW 
RELIGIOUS OR POLITI(Jt,L AFFILtATION. (If none, .0 'laI.~) 

10. ARE YOU A ClTlZEN OF THE UNITED STATES? DYES DNO. (qansl.I."eru "Yn", complttelhefollowing:qlln,wer u -No-, return 
lhu fonn 10 your employer.) 
o I AM A CITIZEN 01' THE UNITED STATES BY REASON OF MY BIRTH IN THE UNITED STATES o ~I~~~~;~ZED 

D MY BIRTH 11'4 A FOREIGN COUNTRY OF UNITED STATES PARENTS o MY DERIVATIVE c;ITIZEt4SHIP .. 

tIf chtcked compleu eiJher -Citizen,hip by Naturalizalwn - or ·CiJizen.hip by Deriuation" S«tlon below. 

CITIZENSHIP BY NATURALIZATION. 
WHERE NATURALIZED (eily, County. Slate) DATE NATURALIZED 

COURT CERTIFICATE NO. 

CITIZENSHIP BY DERIVATION • 
PARENT"S NAME PARENT'S CERTIFICATE NO, 

t t. HAVE YOU RESIDED AT ANY TIME DURING THE PAST 15 YEARS OR SINCE YOUR H'TH BIRTHDAY, WHICHEVER IS LATER. IN COMMUNIST COUNTRIES 
USTED UNDER PART 1111 (Ifcuuweril 7"n-, indicoucilyand country, daleJ of ruidence. under Item 14 -Remark,,-) 

o VES tJ NO 
'2. LIST RELATIVES AND RELATlVES OF SPOUSE KNOWN TO 8E LIVING IN COMMUNIST COUNTRIES LISTED UNDER PART III. 

RELATION NAME ADDRESS 
PLACE 8: DATE PRESENT 

OF BIRTH CITIZENSHIP 

13. ARE YOU A REPRESENTATIVE OF A FOREIGN INTEREST? DVES DNo 
,4. REMARKS 

Fotd 
Line . 
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DO Form 48-2 
Page Two 

4 

SAMPLE 

INSTRUCTIONS: Read every sentellce of the Certification before signing In the presence of a witness who may be a member of 
your firm. If you cannot sign the certlflcation for any reason, return this form to your employer who wUl have you complele a 
different form, 

CERTIFICATION 

I certify that I have never been, past or present, a member In any organization, association, movement, group, or combination 
oC persons, (1) which advocates the overthrow of our consUtutional form of government, (2) or which had adopted a policy of 
advocating or approving the commission of aels of force or vl')lence to deny other persons their rights under the ConsUlution 
of the United States, ,( 3) or which seeks to alter the form of Government of the United Slates by unconstltuUonal means. 

I certify that I know that any misrepresentation or false I certify Ihat,1 have read and understand each sentence of this 
statement made by me herein may subject me to prosecuUon CertlficaUon, 
under Title 18, United States Criminal Code, Secttons 911 
and 1001, with penalties up to five (S)years Imprisonment 
and $10,000 fine. I certify Ihatlhe enlrles made by me on Ihls form are true 

complete, and correct to the best of my knowledge and ' 

I certify that I am a citizen of the United Stlltes. 
belieC, and are made In good faith. 

SIGNATURE OF WITNESS SIGNATURE OF PERSON MAKING CERTIFICATION DATE OF SIGNATURE 

ADDRESS OF WITNESS (Cily, County, State) 

PART II • AUTHORIZATION FOR ACCESS TO CONFIDENTIAL INFORMATION 
-TO BE COMPLETED BY EMPLOl'ER 

Whereas the Department of Defense has delegated to its contractors (employers) aulhority to granl acccas aulhorlzaUon 
for access 10 Confidentlai Informatlon to his empioyees who require access In the performance of Ihe employee's assigned 
duties; Ihe undersigned, a duly authorized representaUve of Ihe contraclor, certifies Ihal he has examined Part I of this 
form and the emplo~ment records pertaining 10 the employee executing Part I of this form, and has delermined Ihat: _ 
(Check tile approprtate blocll(s) 

1, The employee Is a United States ciUzen; and that 

D 2. The employee may be granled a sccurity clearance for ConfidenUal 
informaUon in accordance wilh Ihe provisions of para~raph 24b, 
Industriai Security Manual for Safeguarding Class We InformaUon and 
such authorlzaUon Is hereby granted this dale; and/or 

D 3. The apptlcatlon Is required to be referred to the mlitlary cognizant sccurlty 
office for delermlnaUor,. 

Dale 

Ry 
(Stt:"atUrt') 

(Naill" uf COll/radar) 

(~'pf!d mWll' n"d tul~ flf uulhurlZ('d rc.·p~:Jclltac;ve) 

PART III - LIST OF COMMUNIST COUNTRIES 
Albania 
Bulgaria 
Chineae Peoples Republic (Commutlist 
Cuba 

Cilltla) (i"cludiflg Til}et) 

Czechoslovakia 
Democratic Peoples Republic of KQrea (North Kurca) 
Democratic Republic of Vielnam (Nolth Vietllum) 
Germnn Democratic RepubUc (GDR) (Rast Gatlla".", iuc/udilll( the SouM &~'tor o{ llerlill) 
Hungary 
MongoUan Peoples Republic (OUlel' MOIIlIlJlin) 
Poiand 
Rumania 
Yugcslavia 
KurUe Islands 
Soulh Sakhalin (Karo{Ulo) 
Unlr.n of Sovlel SoclBllst RepubHcs (USSR) (including Estonia, Lawia, Lithuunia, alld 01/ uther ~Im •• tllucllt mpub/ics) 

FORM DO 48-2 
t APR 74 EDITION OF 1 JAN 68 MAY BE USED IINTIL EXHAUSTED 
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D. "Department of Defense Personnel Security Questionnaire (Updating)" (DD 
Form 48-3). This form is used to obtain current personal data to process a 
clearance action, when an individual with a security clearance is transferring 
employment from one contractor to another contractor within a 12-month period 
and requires a PCL in his or her new employment. It is also used in convert
ing a UA clearance to an industrial security clearance. This form is prepared 
jointly by management and the individual being processed for the new clearance. 
In the section to be completed by the employer, the form is addressed to the 
DISCO, P.O. Box 2499, Columbus, Ohio 43216. However, forms that pertain to 
OODEPs, which are submitted in conjunction with the FCL application, or as a 
change thereto, shall be mailed to the CSo. 
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IJ D ~!Irm 48·3 

SAMPLE 

DATE I FORM APPROVEO DEPARTMENT OF OEFENSE OMD NO. 0704·0005 
PERSONNEL SECURITY QUESTIONHAIRE(UPDAT1NG) EXP. DATE APR 1984 

I (b h./on or concealment, or bY tra./eadlnQ, I.le., or pettillt anawere) PENAL TV" Failure to cnawer all qulutlon., or any m,.,epr •• on:~t;'b y 7" e t of DetGna., In/ormation. In .,dt:Jtlon, Tltl., Ja, f1nltod Stalea 
may se,v. lUI II ba." lor den/.' 01 clearance lot .Cce •• to cla •• I ., eP':!."m n aonment flO,OOO Ilna, or both, know/n'iy lU1d will/ully to mAlco 
CodtJ J001, make. It a crIminal oltena., punllhabl. by" maximum olh~ Y';~·i,~~m:;~t •• •• t~ ~y m.rter within tho Il:lbdlellon ot any DeplJItment 
a Illhe .t,dement or representation 10 any Departmont or A"eocy ;' ~ I whl h I knowlnQly and willfully Incorroct, Incompl.to or ml., •• dlnQ or Asency ot tho United State.. Thl. Include. any .tatement ma 0 ete n . c • 

In any Imporlant particular. - ~t reacr ea. bY tne moustr 81 

lN~·S~C~;IT~~~Q;Ual°;;'~ ~~)c;~:rdl~:ccf:.:llci~~dI1r~~:Nlt"bro ~~;~~ti!J~~::ma~f;r:~~{~~~:~~f:r~:~~;,t 1~;n~j~7:~s~:~;:m will 
not be accepted unless completely an proper y execu e . 
number Questions which do not apply wl11 be marked "None." b Cite 

INSTRUC;IONS TO EMPLOYEE: lThI';,Coillslln t~re~/a~:ro:ea(MI~u;~ ~~yc;~itle:~~ ~h:..~~rC:~rtl~~j:" ;O~rr~:l~uw~~h~lf the other parts. You must comp ete art n pr va • J 

questions. Do not sign this Conn without first reading the Instructions In Part III. 
PART 1 

TO BE COMPL.ETED BY EMPL.OYER 
TO. NAME ANO AOORESS OF EMPLOYER (lie .ub.ld/llJ'Y, Ine/udo name 01 

plUont complln7) Defense Investigative Service 
Defense Industrial Security Clearance Office 
Box 2499 
Columbus, 01110 43216 

FEDERAL SUPPLY CODE 

I 
JOB TITL.E AND DESCRIPTION OF EMPLOYEE'S DUTIES WHICH REQUIRE ACCESS TO CL. ... SSIFIED CONTRACT NUMBER. WHEN 
INFORMA.TION ",PPL.IC"'BLE 

SECURITY CL. ... ssIFICA"iION OF 
MATERI"'L.s OR INFORMATION 
EMPL.OYEE WIL.L. H ... VE ... CCESS TO 

CLEARANCE REQUESTED IS: o TRANSFER o CONVERSION D CONCURReNT 

I CERTIFY THAT THE ENTRIES MADE BY ME ABOVE ARE TRUE, SIGNA.TURE OF EMPL.OYER OR PESIGNATED REPRES~.to..tTATIVE 
COMPLETE, AND CORRECT TO THE BEST OF MY KNOWLEDGE AND 
BELIEF AND ARE MADE IN GOOD FAI"H 

PART II 
TO BE COMPl.ETED BY EMPl.OVEE 

I. L.AST NAME· FIRST NAME - MICDL.E NAME 2 ANY OTHEA NAMtt e:v WH1CI.{ KNowN (All •• , malden, lormer J • lo~.' nlMno; do./~n.to which) 

•. 0"'" of BI nTH ra 

• 

• ... A ..... OF BIRTH OD. CfTIZEN OF WHAT COUNTRY 

.. SOC A~ , .. CUR NuMBER .. 'EX 

7. RESIDENCE (Pr ... nt Addr ... Only) 

STREET, CITY, STATE OR I.)TMER POL.ITICAL. SUBDIViSiON. AND COUNTRY FROM (Vate) 

.. LAST EMPLOYMENT (At Which C/earlfl1ce Wa. Grantea) 
TO -rn;;or-'-POSITION HEL.D I EMP~OYER AND IMMEOIATE ' UPE1"OORE" I FROM (Oat.) VISOR 

.. HAVE YOU EVER BEEN PREVIOUSL.Y GRANTED A SECURITY CLEARANCET 
Qranted. by whom and where omployod at thet time unde, Item 12, "Remark.") 

(1/ ttnawer I. uYea", Ind/cato level 01 c/o.ranee, whon 

DYE. DNO 
OR WHOM YOU ACT OR HAVE ACTED AS A REPRE-10. 

1-IST EACH FOREIGN GOVERNMEN~. FIRM. ~OR:AO~\T~OENA~~ PCI~~O.:t'l. COMMUNIST GOVEANMENTS. FIRMS OR CORPORATIONS 
~~~T:.r6~E.;.g0~1;~~t.E~~~'1~';.~oe:l~ t~U6HEC:AP!CITY. ATTACH A STATEMENT AS REQUIRED BY PARAGRAPH 2Dk. INQlJ~TR'Ab 
SECURITV MANUAL. FOR EACH AFFILIATION. 

II. REMARKS 

~UR;HERuIN.,~~~~~;~~~S~1l1 ~;vr;~ ~~~~I:!:u~::1~tI~llIo~~~r~e~e~~~I~:~:I~t~t !~~;;t~l;r~rmA~;e!i~l~dP~::I~~o:e~~~ }.IC:::~~u~he 
c~~o~:'°r:turns the Corm to YOU, then start PART III and Collow Instructions on YG~e side. 

DO FORM 
83 NOV 48·3 • '1 exhausted. PreVIous editions of this form may be used unll 
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DD Form 48-3 
Page Two 

SAMPLE 

.PART III 
PRIVACY SECTION 

ENTRIES IN THIS SECTION ARE NOT SUBJECT TO REVIEW BY YOUR EMPLOYER. When your responses to items 1-11 on paRe 1 nf the DO Form 4B·3 
have been reviewed by your employer and returned to you, you should proceed to complete items 12·161n t~.ls section, sign where Indicated at the bottom of 
the paqe. and follow the instructions contained in the DETAILED INSTRUCTIONS ae2licable to the DO Form 48·3. 
12. ARRESTS ("Yes" answers must be explained In e. through £ below In accordance with tl .. DETAILED INSTRUCTIONS.) (Artacll additional sheers, 
~'N; Ifnece=ry.) . 

a. Have you ever been arrested, charged. cited, or held by federal, state, or local law enforcement or juvenile authorities regardless of whether the 
citation was dropped or dismiSsed, or you 'Nere found not guilty? (Include ult cuurls.mdrtial or nem-judicial punishment while in milirary service, 
(You may exclude minor traf/ic vlolatlonsfor wlllch a/ine or forfeiture of SIOO or Ie .. was imposed.) 

b, As a result of being arrested, charged, cited, or held by law enforcement or juvenile authorities, have you ever been convicted, fined by or forfeited 
bond to a federal, state, or other judicie! authority or adjudicated a youthful offender or juvenile delinquent (regctrdless of whether the record in 
your case has been "sealed" or otherwise stricken from the court record)? 

c. Have you ever been detained, held in, or served time In any jail or prison, or reform or industrial school or any juvenile facility or institution under 
the jIJrisdiction of any city, county, state. federal Or foreign COU011,{? 

d. Have you ever be~m awarded, or are you now under suspended sentence. parole. or probation or awaiting any action on charges against 
you? 

e. f. OFFENSE OR g. NAME AND LOCATION h. NAME AND LOCATION I. PENALTY IMPOSED OR DATE VIOLATION OF POLICE AGENCY OF COURT OTHER DISPOSITION 

13. MEDICAL/FINANCIAL ("Yes" answers must be explained In accordance wlrh rhe DETAILED INSTRUCTIONS.) (Attach addirlonal sheell, IfnecesSQry./ 

y;.'No" 
0. H~w you ~V2r used any narcotic, depressant. stimulant, hallucinogen (ro include LSD or FCP) or cannabis (to include marijuand or hashish) 

except as prescribed by a licensed physician? 

b. Have you ever been involved in the illegal purchase. possession. or sale of any narcotic, depressant, stimulant. hallucinogen, or cannabis? 

c. Has your use of alcoholic beverages (such as liquor, beer, wine) ever resulted in the loss of a job, arrest by police, or treatment for alcoholism? 

d, Have you ever had or been treated for a mental, emotional, psychological. or personality disorder? 

e. Have you ever patitioned to be declared bankrupt? 

14. ORGANIZATIONS 

a~ (List all organizations. except labor unions, and thooe refe"f!d to in b. below. to which you belong or prevtously belonged" 

i. NAME ii, ADDRESS jill. TYPE iv. FROM Iv. TO 

I I 
I I 

b. ("Yes" answers must be explained in accordance with the DETAILED INSTR UCTIONS.) (A ttacl. additional sheers, If nece=ry.) 

v;; '"No'" 
i. Are you now or have you ever been -a" member of the Communist Party or any Communist orCt'lnization7 

ii. Are you now or have you ever been affiliated with any organization. association, movement. group. or combination of pel hans which advocates 
the overthrow of our constitutional form of government, or which has adopted the policy of advocating or approving the commission of acts of 
force or violence to deny other p.Bons their rights under the Constitution of the United Stales or which seeks to alter the form of government 
of the United Stat .. by unconstitutional means? 

15. SECURITY CLEARANCE ("Yes" answer must be explained In accordance with the DETAlLl:.D "'U"fiV~"'VJV;).) (Attach aclct/llona Sheers. ./ 
~ necessary,) 

Have you ever had a security clearance denied or revoked? 

16. DISCHARGE FROM THE AI'lMED FORCES ("Yes" answer must be explained In accordance with the DETAILED INSTRUCTIONS.) (A ttach alt.:I'tlonal 
~ sheets. If necessary.) 

Have you ever been discharged from the Armed Forces under other than honorable contiitions? 

CERTIFICATION 

I certify that the entries made b~ me are true, complete, and accurate to the best of my knowledge and belief and arc made in good Caith. I understand 
tllat a knowing and wilful faise statement on this form can be punished by fine or imprisonment Ot both (See U.S. Code, Tille 18, Section 1001). 

TYPED OR PRINTED NAME OF PERSON COMPLETING FORM 

DATE SIGNATURE OF PERSON COMPLETING FORM 
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E. "Department of Defense Personnel Security Questionnaire (Industrial)1I 
(DD Form 49). This form shall be used in making application for. 

1. a U.S. citizen being considered for a TOP SECRET PCL, 

2. a U.S. citizen being considered for any level of clearance, when the 
individual advis·es that he or she is a RFI, 

3. a U.S. citizen who has relatives or relatives of his or her spouse 
who are residing in Communist countries; 

4. an immigrant alien being considered for a peL, and 

5. a citizen of a signatory country being processed fnT a reciprocal 
clearance. 

The form is prepared jointly by management and the person being considered for 
clearance. In the section to be completed by the employer, the form should be 
addressed to the DISCO, P.O. Box 2499, Columbus, Ohio 43216. However, forms 
that pertain to OODEPs, which are submitted in conjunction with the FCL 
application, or as a change thereto, shall be mailed to the CSO. 

205 



~ ___ ~~~~~ ___ -----------______ 5~~----

----~------- - ---

DD Form 49 

SAMPLE 

SECTION I 
PERSONNEL SECURITY QUESTIONNAIRE 

INDUSTRIAL 

DO FORM 49 

DATA REQUIRED BY THE PRIVACY ACT OF 1974 (5 U.S.C. §552a) 

AUTHORITY. Internal Security Act of 1950 and Executive Order 10865.:iS amended by Executive Order 10909. 

PRINCIPAL PURPOSES: To obtain background information for personnel security investigative and evaluative purposes In order to determine the security eligi
bility of Deparrment of Defense contractors and employees of Department of Defense contractors for (I) access 10 classified information. or (2) assignment 10. 

sensitive position. 

ROUTINE USES: (I) Determino .lIe scope of a personnel security investigation. 

(2) Provide evaluators or adjudicators with personal history information relevant to personnel security determinations. 

The information may be disclosed to other Federal agencies that are authorized under specific statu lory or Executive authority to make personnel security 

determinations. 

A coPy of rhe report of personnel security Investigation will be maintained by the Personnellnvesligations Center of the Defense Investigative Service and may be 
used in future security clearance determinations. You have the right to obtain a copy of the report of Investigation and/or request amendment to the me. 

MANDATORY OR VOLUNTARY DISCLOSURE AND EFFECT ON INDIVIDUAL OF NOT PROVIDING INFORMATION: 

Voluntary. Failure. however. to furnish all or part of the information requested may result in (I) denial of access to classified information. or (2) non·selection for 
assignment to a sensitive position. Disclosure of your Social Security Number is necessary to fulfiU requirements of the above cited authorities. It is intended that 

this notice be retained for personal records. 

GENERAL INSTRUCTIONS 

ruE ATTACHED PACKET OF MATERIAL CONSISTS OF TWO SECTIONS; SECTION I-A DD FORM 49 WORKSHEET PRINTED ON THE REVERSE OF 
THESE INSTRUCTIONS AIID THE DD FORM 49 PACKAGED AS A 5-COPY CARBON INTER LEAF SET; SECTION 11 - A DD FORM 2221 AND AN 
ORIGINAL AND ONE COpy OF THE PRIVACY SECTION. DETACH THE WORKSHEET AND COMPLETE ITEMS 1-16. WHEN YOU ARE SATISFIED THAT 
ALL ITEMS ARE CORRECT AND COMPLETE IN ACCORDANCE WITH THE DETAILED INSTRUCTIONS WHICH YOU HAVE BEEN FURNISHED. TURN 
THE WORKSHEET OVER TO YOUR EMPLOYER WHO WILL REVIEW IT TO ASSURE THAT ALL ENTlRE5 ARE COMPLETE AND ACCURATE. AT THIS 
POINT ENTER THE ENTRIES FROM THE WORKSHEET ONTO THE DD FORM 49 5-COPY CARBON INTERLEAF SET USING A BALL-POINT PEN OR 
TYPEWRITER (YOUR EMPLOYER MAY HAVE THE FORM TYPED FOR YOU). BE SURE YOU SIGN THE FORM AT ruE BOTTOM UNDER THE 
REMARKS SECTION. WHEN THE DD FORM 49 HAS BEEN COMPLETED AND SIGNED. COMPLETE SECTION II - ruE PRIVACY SECTION T"O INCLUDE 
ENTRY OF YOUR SIGNATURE. AND THEN SIGN AND DATE ruE DD FORM 2221. PLACE ALL COMPLETED MATERIAL. TOGETHER WITH A 
COMPLETED FD FORM 258 (FINGERPRINT CARD) IN THE PRE-ADDRESSED ENVELOPE THAT HAS BEEN PROVIDED. SEAL THE ENVELOPE. SIGN 
ACROSS THE ENVELOPE FLAP ON THE LINE PROVIDED AND AFFIX THE DATE OF SIGNATURE. DELIVER THE SEALED ENVELOPE TO YOUR 
EMPLOYER IMMEDIATELY. IN COMPLETING THE PACKET OF MATERIAL. THE FOLLOWING APPLY: 

• THE PERSONNEL SECURITY QUESTIONNAIRE (PSQ) IS AN IMPORTANT DOCUMENT AND MUST BE COMPLETED WITHOUT MISSTATE
MENT OR OMISSION OF IMPORTANT FACTS. ALL ENTRIES ARE SUBJECT TO VERIFICATION BY INVESTIGATION. 

• ENTRIES MUST BE TYPED OR PRINTED. 
• IF ADDITIONAL SPACE IS REQUIRED FOR ANY ITEM. USE ITEM 16. "REMARKS." IF SPACE PROVIDED IN ITEM 16 IS INSUFFICIENT. 

USE SEPARATE SHEET(S) OF PLAIN WHITE PAPER. WHEN ATTACHING ADDITIONAL SHEETS ALWAYS IDENTIFY THE ITEM NUMBER 
BEING CONTINUED AND FOLLOW THE FORMAT FOR ENTERING INFORMATION PRESCRIBED ON THE FORM AND IN THE DETAILED 

INSTRUCTIONS. 

• ALL QUESTIONS MUST BE ANSWERED. IF AN ITEM IS NOT APPLICABLE INDICATE "NOT APPLICABLE." OR UN/A." DO NOT USE THE 
TERM "UNKNOWN" FOR DATE OF EMPLOYMENT OR RESIDENCE. IF THIS INFORMATION IS NOT KNOWN PRECISELY. GIVE THE DATE 
AS BEST YOU CAN RECALL FOLLOWED BY APP'ROPRIATE QUALIFYING LANGUAGE. E.G .• "DATE ESTIMATED" OR "APPROX." 

• UNLESS OTHERWISE SPECIFIED: 

• ALL DATES SHOULD BE ENTERED IN TERMS OF YEAR AND MONTH USING THE LAST TWO DIGITS OF THE YEAR AND A TWO DIGIT 
NUMBER REFRESENTING THE MONTH. E.G., JANUARY 1979 WOULD BE ENTERED AS 79-01 AND DECEMBER 1979 WOULD BE 

ENTERED AS 79-11. 

• NAMES OF PER.!',oNS SHOULD BE ENTERED IN THE FOLLOWING ORDER: LAST NAME. FIRST NAME A. ... D MIDDLE INITIAL. 

• ADDRESSES SHOULD INCLUDE THE NUMBER AND STREET, CITY • STATE OR COUNTRY. AND ZIP CODE. 

• BEFORE ENTERING ANY INFORMATION. READ CAREFULLY THE DETAILED INSTRUCTIONS PROVIDED WITH THE PACKET. IF AT ANY 
TIME DURING COMPLETION OF THE MATERIAL, A QUESTION ARisES THAT DOES NOT APPEAR TO BE COVERED BY THE DETAILED 
INSTRUCTIONS. CONTACT THE INDIVIDUAL OR OFFICE THAT PROVIDED YOU WITH THE MATERIAL. 
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DO Form 49 
Page two SAMPLE 

DEPARTMENT OF DEFENSE 
Personnel Security Questionnaire (INDUSTRIAL) 

1. a. LAST NAME FIRST NAME MIDDLI; NAMI; b. MAIDEN NAME (I [any) 

2. ALIASES 13.a. SEX lb. RACE T4. SOCIAL SECURITY NUMBER 

I I Male I I I I Female I 
5. DATE OF BIRTH 6. PLACE OF BIRTH 

(Year-Month-Day) a.CITY 1b. COUNTY Ie. STATE1 d. COUNTRY 

7.a. U.S. CITIZEN h~ATIVE ,le. IF NATURALIZED I d. IF DERIVED, PARENT(s) 
CERTIFICATE NO:!s) CI:RTiFICATE NO.(s) 

hyes nNo Y.snNO 

h. DUAL CITIZEN I I Yes j INo (If "Yes" .ree DETA ILED INSTR UCTIONS.) 

B. MILITARY SERVICE (Include Reserve/NatloMI Guard.) 

FORM APPROVED 
OMS NO. 0704-0002 
EXP. DATE: APR 30. 1985 

DATE 

FOR DIS USE ONLY 

e. DATE f. PLACE g. COURT 

a. FROM lb. TO Ie. BRANCH I d. RANK Ie. SERVICE NO.{') If. COUNtRY 

I I I I I 

I 
-, T T I 

9. PREVIOUS CLEARANCE DATA IVe, I No 

a. Have you ever been granted a socurlty clearance? (I[ "Yes" give detail. below.) I I 
LEVEL DATE GRANTED 1 GRANTED BY 

I 
NAME OF EMPLOYER 

b. Have you ever terminated employment while request for security clearance was pending? ("Yes" answer mwt be explained in accordance with the Ivel No 

DETAiLED INSTR UCTIONS.) 

10. FAMILY/ASSOCIATES (See DETAILEDINSTRUCTIONS[orpeno1l.to bel/sted./ 

a. RELATIONSHIP AND NAME b. DATE OF BIRTH e. PLACE OF BIRTH d. ADDRESS e. CITIZENSHIP 
FATHER 

MOTHER (Malden Name) 

SPOUSE (Malden Name) 

FORMER SPOUSE 

11. RESIDENCES (Begin w/rl. current address :;ee DETAILED INSTRUCTIONS.) 
a. DATES (Yr lc lofo) b. c. d. 

NUMBER AND STREET 
e. 

FROM TO CITY STATE ZIP CODE 

Present 

12. EMPLOYMENT (Include .. I[ .. mploYment, part.tlme employment and/or unemployment.) (S.e DETAILED INSTR UCTIONS.) 

a. DATES (Yr lc Mo) b. c. d. 
NAME OF EMPLOYER 

e. SUPER· 
FROM TO ADDRES.S ZtPCODE VISOR 

Present 

13. FEDERAL SERVICE, FOREIGN TRAVEL/CONNECTtONS (1["Yes".ree DETAILEDINSTRUCTI()NS.) Ve. No 

a. Have you ever been In the Federat Civil ServIce? 

b. Have you traveled or resIded abroad for other than the U.S. Government? 

c. fO you have any fore~gn propeny or buliness connections or have you ever been employed by or acted as a consultant or representative for a 
orelgn government, form, or agency? 

TO BE COMPLETED BY EMPLOYER la. LEVEL OF CLEARANCE I I Top Secret I I SCI I I Other (Specl[y) 

b. CITIZENSHIP VERIFIED I I Yes I I No I e. JOB TITLE 

d. FEDERAL SUPPLY CODE I e. CONTRACT NUMBER 

f. ~ERJ,I~'CATION - I eenlfy that the above named Individual Is employed by this company and has the need for the clearance IndIcated to parform on 
c ass contracts. 

DATE SIGNATURE OF EMPLOYER OR DESIGNATED REPRESENTATIVE 

FORM DO 82Jun 49 Edition of 1 FEB 74 May Bu Usud Until Exhausted. 
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DD Form 49 
plage three 

SAMPLE 

14. EDUCATION (BqllI wlrll "'rr.rclloolartelld~d-S~~ DETAILED INSTRUCTIONS.) 

•• DATES (Yr6.Mo) b. c. 
FROM TO NAME OF SCHOOL ADDRESS 

15. CHARACTER REFERENCE.S (Lur.s 8Of!!! frl~II<b, cOoworkm, ~tc. -S~~ DETAILED INSTRUCTIONS.) .. b'PERIOD c . 
NAME KNOWN ADDRESS 

16. REMARKS (AttaclladdIrio"",.lIurz, If Mcnary.) 

!. 

DATE SIGNATURE OF PERSON COMPLETING FORM 

, 
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d. e . 
ZIP CODE DEGREE 

d. 
TELEPHONE 

.-. 
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DO Form49 
Page Four 

SAMPLE 

SECTION II 
DEPARTMENT OF DEFENSE 

AUTHORITY FOR RELEASE OF INFORMATION AND RECORDS 

In accordance with the Privacy Act of 1974, I have been provided with 
a copy of a statement advising me that certain information is required to assist the 
Department of Defense in making a security determination concerning me and that 
execution of this form is voluntary. 

I hereby authorize and consent to thp release of information and records 
bearing on my personal history, academic record, job performance and arrests and 
convictions, if any, to Special Agents of the Department of Defense. The information 
will be used for the purpose of determining my qualifications for employment with 
the Federal Government, service in the Armed Forces, or access to classified infor
mation. (Strike clauses not applicable.) 

This authorization is valid for one year after my signing. Upon request, 
a copy of this signed statement may be furnished· to the school, present or former 
employer; present or former landlord, criminal justice agency, or other person furnish
ing such information or record . 

DATE IY~.r, Mo. Day} NAME (1 ••• /, }o./ .. /, MI} SIGNATURE 

DO FORM 
1 NOV 79 2221 
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DD Form 49 
Page Five 

SAMPLE 

PRIVACY SECTION . 
ENTRIES IN THIS SECTION ARE NOT SUBJECT TO REVIEW BY YOUR E DO Form 49 have beon reviowod by your employer and returned MPLOYER. When your rs~onses to item. 1-16 on pages 1 and 2 of the 

l .t the bottom <>f 'ho .• ~rl·fnfl"";'" in.tr';~tinn. MO I ;~-.~~ ~~'::ll':"F~\'::','gT~~eed to complste lIems 17-21 In this section. sign where indicated 

17. ARRESTS ("Y~I" a~r.r mUlt M ~xpla' d I h v •• No Iln~",, __ y.J m~ n~. trough L b<low In QC~orrJan~~ with th~ DETAILED INSTRUCTIONS.) (.1 ttach additional .hutt, 

I, HI .. you ever been a"ested. charged citod or held by Federal sta 
citltion WI. dropped or dismissed, o'-YOU ":ere found not gUiltv? (~e,;crJOC~1 law enforcement or juvenile authorities regardle .. of whether the 
(You may o.<clud~ minor traffic "oIntlonl lor wh/~h a /ln~ or lorldtu :; $~;~ co~rtl.martlal or non.judl~ial punLrhmonr while In mll/tary I"vl~o n a or e:s was Imposed.) • 

b. A •• result of being a"ested. charged. cited or held by law enforc m .. .. 
bond to • Fedoral. state. or other judicial a'uthoritv or adjudicat.~ :~~~J~'f'~~fe a~thOrtt!es. h~ve Y~ ever been convicted, fined by or forfeited 
your CaN h4f been "sNlrd tt or otherwlN nrlcken {rom thl! court record)? en Dr Or JuvenIle delinquent (regardless 0/ whether the record in 

c. Have you ever been detained. hold in. or ser'led time in any jail or ri f • • 
the jUrisdiction of any city. county, Itate, Fl!deral or foreign countr~? son, or re arm or industrial school or any juvenile facility or institution under 

d. Have you ever ~n aw.rded or art you now u d ded you? ' n er suspsn sentence, parole, or probation or awaiting any action on charges against 

e. f. OFFENSE OR g. 
DATE NAME AND LOCATION h. NAME AND LOCATION I. 

VIOLATION OF POLICE AGENCY 
PENALTY IMPOSED OR 

OF COURT OTHER DISPOSITION 

~:~ ::DICAL/FINANCIAL ("Y~I" answen mwr M ~xplalnod III a«ordanc~ with th~ DE1'AILED INSTR UCTIONS.) (Attach additlonal.ho"", II n.c~:sary.) 

e. Have you ever used any narcotic deprem:nt stimulant h II . • except as prescribed by 8 licensed physician? ' • a uc,nogen (to In~ludo LSD or PCP) or Cannabis (ro Include marijuana or hashLrh) 

b. Have you ever been involved in the iUegal pu h' . rc ase, possession, or sale of Hny narcotiC, depressant, s~irn~f;;:=Jt. hallucinogen, or Cannabis? , 

c. Has your use of alcoholic beverages (mch as liq b' . . '''' uor, ~~r. wm~) ever resulted In the toss of a Job, ,~rr'~rbV!p'vlice, or treatment for alcoholism? 

d, Have you ever had or been treated for a mental, emotionel, psychological. or penonality disorder? 

e. Have you ever petitioned to be declared bankrupt? 

19. ORGANIZATIONS 

a. (Lirt all organlzado,..~, e~~'Pt I4boT uniol'ooS. Dr..:! thOSe re/Erl'rd to in b. bdow. to which you bdong OT previously btlongtd.) 

i. NAME ii. ADDRESS in, TYPE iv.FROM v. TO 

b. ( .. Y .... an$WOn mwt b~ explaln~d in a~~ordanc~ with th~ DETAILED INSTR UCTIONS.J (Attach additional meets Iln«e:uary J 
Ves No ' • 

i. Are you now or have you ever been a member of the Communist Party or any Communist organization? 

ii. Are you now or have you ever been affiliated w'th . i . . the oV8nhrow of our constitutional form of gov~rn~~~t o~~:~j~~ o~~s8S~OCI~:;:~i mov~.ment; g~ouP, ?r combinati~n of persons ~hJch edvocates 
force or v' Ie t d h ..' op 1e po ICY 0 a vacating or approvmg the commission of acts of 
of the uni:~ ~:t: b::~co~n::d~~;:'~~~ ~e~~.?ghts under the Constitution of the United States or which seeks It> alter the form of government 

~U~!;; .... ~;'~ARANCE ("Yu" anzwu must bo oxplalnod In a~~ordanu with tho DETAILED IN:>TKUC.; 1UN:>.) (Atta~h addltlontJJ :noet:, If 

Have you ever had a security clearance denied or revoked? 

21. DISCHARGE FROM THE ARMED FORCES ("Y .. v .. T Nol mut:. II no~~_ry.) o. an~r must bo oxplalnod In accordan~~ with rh~ DETAILED INSTRUCTIONS.) (A tta~h additional 

Have you ever been discharged from Ihe Armed Forc •• under other Ihan honorable conditions? 

CERTIFICATION 

I ccrtify thai Ihe enlries made by me orc Iruc' pl'l d . I t Ih b r k . thai a k . d 'I~I ( , • wm c e,.~ accur. e 0 c .sl n my nnwlcd~e and bclte!, and arc made in ~uod lililh. I understand 
nowlng an WI u also slalemenl on IhlS rorm Can be pUnished by line Dr imprisnnmcnl orbulh (Su U.S, Cndo, Title 18, Section 1001). 

TYPEO OR PRINTED NAME OF PERSON COMPLETING FORM 

DATE SIGNATURE OF PERSON COMPLETING FORM 
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F. "Department of Defense Contract Security Classification Specification" 

(DD Form 254). 

1. The completed DD Form 254, with attachments and supplements, as 
applicable, is the basic document by which classification, regrading, and 
declassification specifications are documented and provided to prime con
tractors and subcontractors. It is designed to identify the specific items of 
classified information involved in the contract that require security classi
fication protection. Responsibility for preparation of the prime contract's 

.-~ .. - ---- .--

DD Form 254 rests with the contracting officer or the designated representa
tive of the UA concerned, but the assistance of the contractor is encour-
aged. Based on the classification guidance received, each contractor is 
responsible for developing the DD Form 254 for each classified subcontract, 
request for proposal, or other solicitation let to subcontractor facilities. 
The contractor shall submit the recommended DD Forms 254 for each classified 
subcontract, other than service, graphic arts, or commercial carrier .subcon
tracts (see paragraph 60h) to the ACO for approval and distribution. When the 
prime contractor receives a revised DD Form 254 that does not require a related 
change in the subcontractor's DD Form 254, or receives written notice that the 
biennial review has resulted in no change in the existing specification, he or 
she shall reaffirm guidance to each subcontractor. The prime contractor does 
this by providing a true copy of the notice of reaffirmation received by the 
prime contractor or a true copy of pages 1 and 2 of the revised DD Form 254 
received by the prime contractor annotated, "This revised DD Form 254 does not 
affect your current DD Form 254 dated II In either of 
these cases, ACO/PCO authentication is not required. 

2. The DD Form 254 embodies the concept that the sensitive information 
itself shall be identified and assigned a proper classification, rather than 
assigning a classification to media by which classified information could be, 
or would likely be, conveyed. This method of classifying information rather 
than media is intended to identify most precisely the functional matter that 
is to be protected; thus providing, for example. the answer to the question: 
IIWhat is there about a specific item of hardware which causes it to be 
classified?1I 

3. Whenever the prime contractor will be required to use classified GFE 
or GFP .in the performance of the contract, the contracting officer or the 
designated representative shall inform the prime contractor what information 
requires protection by furnishing a DD Form 254 or other appropriate notifi
cation for each item of classified GFE or GFP to be used. The same procedure 
shall be followed in those instances where previously classified equipment is 
not government-furnished and the prime contractor is authorized to purchase 
such classified equipment for use in the performance of his or her contract. 

4. Items 1 through 14 and item 16 of the DD Form 254 provide the general 
administrative and contractual information pertaining to the classification 
specificaticn of the classified effort. Item 15 of DD Form 254, with any 
supplements and attachments, is used to provide the specified classification 
downgrading and declassification information. Each item of the DD Form 254 is 
to be completed; N/A shall be shown for items that are not applicable. 
Classified information should not be entered on the DD Form 254. Classi-
fied information should be transmitted separately and appropriate reference 
entere.d in item 15 of the DD Form 254. The following numbered instructions 
correspond to the numbered items on the DD Form 254. 
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a. Item 1. Insert highest level of clearance required for access 
to classified effort. If the facility requires a clearance higher than the 
current clearance. the prime contractor may request the appropriate CSO to 
upgrade the subcontractor's FCL. 

b. Item 2. Check item a. b. or c. as applicable. 

c. Item 3. In item 3a. enter the UA prime contract identification 
number. In addition. if this DD Form 254 is for a subcontract of the fi~§t 
tier. enter in item 3b the identification number of the first tier subcontract. 
For second tier and beyond subcontracts, enter in item 9a or 15. as applic
able, the identification number, and estimated date of .completion or termina
tion of the subcontract. If item 3c is used. enter appropriate data identify
ing the RFP, RFQ, or IFB. If the solicitation is unclassified and the DD Form 
254 is being used only to reflect access requirements of the contract/subcon
tract to be awarded. annotate item 110 "Remarks" to indicate that preaward 
access is not required and the DD Form 254 indicates classification guidance 
for the contract/subcontract to be awarded. When reissuing a currently valid 
subcontract DD Form 254 for a follow-on subcontract, indicate the new 
subcontract number in item 3b. 

d. Item 4. Furnish date for a, b, or c, as applicable. 

e. 
complete data. 

Item 5. Check item a, b, or c, as applicable, and provide 
For item b. also show revision number. 

f. Item 6. Check "yes" or "no". as applicable. If "yes." 
complete items a and b. and in item c. indicate whether accountability is or 
is not transferred. 

g. Item 7. If there is a prime contract, complete items a, b. and 
c, to show the complete name. address, FSC number. and the CSO of the prime 
contractor's facility that will receive classified information in the perfor
mance of the prime contract listed in item 3a. If there is no prime contract 
and item 3c is completed. enter instead in items a. b. and c, the name. 
address, and FSC number of the contractor's facility to which this DD Form 254 
is to be sent in connection with the RFP. RFQ, or IFB, and the eso of that 
facility. 

h. Item 8. If there is a first tier subcontract. complete items 
a, b, and c, to show the complete name, address, and FSC number of the subcon
tractor's facility that will receive classified information in the performance 
of the subcontract listed in item 3b. If there is no first tier subcontract 
and item 3c is completed. enter instead the name. address. and FSe number of 
the subcontractor's facility to which this DD Form 254 is to be sent in 
connection with the RFP, RFQ. or IFB, and eso of that facility. 

i. Item 9. If there is a second tier subcontract, 'complete items 
a. b, and c to show the complete name, address. FSe number. and eso of the 
subcontractor's ~acility that will receive classified information in perfor
mance of the subcontract listed in item 3b. In item 9a. also provide the 
second tier subcontract number and estimated date of completion. If there is 
no second tier subcontract and item 3c is completed. enter instead the name, 
address. FSe number, and the eso of the facility to which this DD Form 254 is 
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to be sent in connection with the RFP. RFQ. or IFB. For subcontracting beyond 
the second tier. enter ill item 15. or furnish on an attached sheet, the 
information specified above for that tier subcontractor and the CSO of that 
facility. 

j. Item 10. Under item a, provide a brief, yet sufficiently 
complete, unclassified statement to identify the nature of the procurement. 
If an unclassified statement cannot be made, enter the word "classified." 
Under item b, furnish the DoD AAD number of the U.S. Government procuring 
activity (identified in item 16d). For all subcontractors and first and 
second tier RFPs. RFQs, and IFBs enter "N/A." Under item c, check appropriate 
block to indicate whether or not contract prescribes security requirements 
that are additional to those described in the DD Form 441 and this manual. If 
applicable, the UA shall furnish a copy of the special security requirements 
to the contractor, the ACO. if any, and the CSO. Under item d. check appro
priate box to indicate if any elements of the contract are outside the inspec
tion responsibility of the CSO. If "Yes," explain in item 15 and identify 
specific areas or elements. However, discretion must be used in identifying 
other "specific areas or elements," so that disclosure restrictions are 
respected. 

k. Item 11. Check appropriate box for each item listed. Use the 
"Remarks" block to elaborate as necessary 1/. If DTIC or Defense Information 
Analysis Center services are requested, the DD Form 1540 and DD Form 1541 
should be prepared and processed. in accordance with component implementations 
of DoD Instruction 5200.21. Whenever possible. the DD Form 1540 should be 
prepared and forwarded simultaneously with the DD Form 254. 

1. Item 12. In subcontracting situations, item b will contain the 
signature and typed name and title of the FSO or the designated repre
sentative issuing the subcontract. Inquiries pertaining to classifjcation 
guidance. determinations. or interpretations shall be directed to this 
official. 

m. Item 13. Subcontractors of all tiers shall be instructed. via 
item b, to submit proposed public releases through the prime contractor listed 
in item 7a who will then process the release in accordance with the guidance 
provided in the DD Form 254 for the prime contract. 

n. Item 14. Read and closely observe the instructions presented 
at the top half of the item. Check applicable block(s) to indicate the manner 
in which the security classifica.tion guidance is conveyed for this classified 
effort. Classified narratives or guides shall always be transmitted under 
separate cover. When item b is checked. list guide(s) under item 15 or in an 
attached list. When item c is check.ed. enter in item 15 the appropriate in
structions from paragraph 60h. (See paragraph 5 below for an explanation of 

The entry into a controlled area. per se. will not constitute access to 
classified information. if the security measures which are in force prevent 
the gaining of knowledge of the classified information. Therefore. the entry 
into a controlled area under conditions that prevent the gaining of knowledge 
of classified information will not necessitate a PCL. 
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commonly used terms.) Check item d if this is a final DD Form 254 and item 6 
has a "No" answer. Check item e and provide date for review when biennial 
review of DD Form 254 is required. 

o. Item 15. Should be used for remarks, as appropriate. 

p. Item 16. The contracting officer or authorized designee, after 
reviewing the DD Form 254 to ensure adequacy, will affix his or her signature 
in item c, and items b, d, and e, will be completed to furnish appropriate 
identifying information concerning the approving otficial. 

5. Narratives or classification guides used to provide the security 
classification specifications and the downgrading and declassification 
instructions should clearly identify the specific details of information that 
warrant security protection against unauthorized disclosure. It is important 
to ensure that statements of classification are clear enough to be easily 
understood and applied readily in determining which items of information in 
the contractual effort require a security classification. To assist the writer 
and user of the security classification specification, there are listed below 
several terms, which are commonly used in the description of that information 
which may require classification, together with their generally accepted 
meanings. However, this does not preclude inclusion of terms devoted to a 
particular classified effort or an additional page(s) of the narrative/guide. 

a. Accuracy. This refers to the precision with which the designed 
function is performed. 

b. Altitude. The vertical distance of a LweI, a point, or an 
object considered as a point that is measured from mean sea level is the 
altitude. 

(1) Maximum. This is the altitude beyond 1<1hich performance is 
not possible. 

(2) Minimum. This is the altitude below which performance is 
not possible. 

(3) Optimum. This is the altitude spread at which performance 
is most satisfactory or effective. 

c. Blast Effect. This refers to the destruction of, or damage to, 
structures and personnel by the force of an explosion on or above the surface 
of the ground. Blast effect may be contrasted with the cratering and ground 
shock effects of a projectile or charge that goes off beneath the surface. 

d. Circular Error Probability. An indicator of the delivery accu
racy of a weapon system that is used as a factor in determining probable 
damage to a target is the circular error probability. It is the radius of a 
circle within which half of the missiles/projectiles are expected to fall. 

e. Command and Control System. This refers to the facilities, 
equipment, communications, procedures, and personnel essential to a commander 
for planning, directing, and controlling operations of assigned forces pursuant 
to the missions assigned. 
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f. Counter-Countermeasures Capability. Design features of the end 
item that are intended specifically to overcome enemy interference make up the 
counter-countermeasures capability. (Electronic counter-countermeasures is 
that d~vision of electronic warfare involving actions taken to ensure friendly 
effect~ve use of the electromagnetic spectrum despite the enemy's use of 
electronic warfare. Electronic countermeasures is that division of electronic 
warfare involving actions taken to prevent or reduce an enemy's effective use 
of the electromagnetic spectrum.) 

g. Depth. Depth is tne vertical distance from the plane of the 
hydrographic surface to a level, a point, or an object considered as a point 
below the surface. 

(1) Maximum. This is the depth below which performance is not 
possible. 

(2) Minimum. This is the depth above which performance is not 
possible. 

(3) Optimum. This is the depth spread at which performance is 
most satisfactory or effective. 

h. Design Information. This refers to a technique, principle, or 
design feature, or the unique application thereof, which in and of itself 
requires classification. The design information that requires protection must 
be specified. 

i. End Item. This refers to a final combination of end products, 
component parts, and/or materials that is ready for its intended use, for 
example, ships, tanks, mobile machine shops, and aircraft. 

j. Endurance. Endurance is the time an aircraft can continue 
flying or a ground v~hicle or ship can continue operating under specified 
conditions, for example, without refueling. 

k. Formula or Material. The chemical or physical nature of the 
ingredient(s) and its proportions make up a formula or material of which all, 
or part of, the end item is composed. 

1. Fuel or Propellant. Source of energy. Type. Identification of 
fuel/propellant. 

m. Initial Operational Capability. This is the first attainment 
of the capability to employ effectively a weapon, item of equipment, or system 
of approved specific characteristics, which is manned or operated by B.n ade
quately trained, equipped, and supported military unit or force. 

n. Lethality/Critical Effects. The ability to cause a specified 
degree of damage to the target or to incapacitate personnel (including physical 
physiological. and psychological effects) is described as lethality/critical ' 
effects. 

o. Maneuverability. This is the ability to change position or 
direction. 
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p. Military Application. The military applicatio~ is the use or 
purpose for which the end item is intended in sufficient deta1l that perform
Ence and/or tactical application is revealed or implied. 

q. Military Characteristic~. Those characteristics of equipment 
which reflect its ability to perform desired military functions are military 
characteristics. Military characteristics include physical and operational 
characteristics, but not technical characteristics. 

r. Mission. A mission is the task, together with the purpose. 
which clearly indicates the action to be taken and the reason therefor. 

s. Operational Characteristics. Those military characteristics 
which pertain primarily to the functions to be performed by equipment. either 
alone or in conjunction with other equipment, are operationa~ chara:te:i~tics. 
For example; fer electronic equipmEnt. operatiofial cnaracteristics include 
such items as frequency coverage. channeling. type of modulation, and 
character of emission. 

t. Operational Readiness (p~ert) Time/Time Cy~le. This refers to 
the sequence and duration of important operations to be performed on or by the 
end items or specified component thereof during a normal cycle of function 
such as emplacement. loading and firing/launching. and warm-up prior to 
operation. 

u. Orbit/Trajectory. The path of travel is the orbit/trajectory'_ 

v. Range. 
target is the range. 
operation or action of 
gun. 

The distance between any given point and an object or 
This also refers to the extent or distance limiting the 

something. su~h as the range of an aircraft. ship. or 

(1) Maximum. This is the greatest distance attainable. 

(2) Minimum. This is the shortest distance attainable or 
allowable. 

(3) Optimum. This is the range spread at which performance is 
most satisfactory or effective. 

w. Reliability. This is the probability that the design function 
will be performed at or for a specified time and/or within specified limits. 

x. Resolutions. This refers to the ability to analyze 
characteristics of a complex n.ature (such as signals and target signature 
characteristics) and to distinguish between them. 

y. Signature Characteristics. Acoustic, magnetic, thermal, radio
logical. mechanical, electromagnetic. and similar phenomena that are critical 
to the operation of the end item or a component thereof. or that identify or 
reveal its presence are signature characteristics. 

z. Speed/Velocity. This is the rate of movemeILt or motion. 
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(1) Maximum. This is the greatest speed/velocity attainable. 

(2) Cruising. This is the speed/velocity at which greatest 
efficiency is attained. 

(3) Take-off or Launching. This is the speed/velocity needed 
to initiate flight. 

flight. 
(4) Landing. 1:his is the speed/velocity needed in terminating 

(5) Acceleration and/or Deceleration. This is the rate of 
change of speed/velocity. 

aa. System Capabilit~. This refers to the maximum number of 
operations that the end item ~g~ perform simultaneously in carrying out its 
desigfi function. -

abo Technical Characteristics. Those characteristics of equipment 
that pertain primarily to the engineering prinCiples involved in producing 
equipment possessing desired military characteristics are technical character
istics. For example, for electronic equipment. technical characteristics 
include such items as circuitry and types and arrangement of components. 

ac. Terminal Ballistics" Terminal ballistics are the effects and 
action~ of a missile ox projectile when it impacts or bursts at the target. 

ad. Thrust. Thrust refers to the impelling force delivered. 

(1) Classes -- maximum thrust expressed as an approximation or 
within a grouping 

(2) Specific -- exact maximum thrust 

(3) Specific Impulse -- amount of thrust in pounds that can be 
maintained for one second by one pOlund of fuel 

ae. Vulnerability. 
defeat by the enemy. 

Vulnerability refers to the susceptibility to 
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DD Fprm 254 

SAMPLE 

DEPARTMENT OF DEFENSE II. THE REQUIREMENn OF THE 000 INDUSTRIAL SECURITV MANUAL 

CONTRACT SEr;URITY CLASSIFICATION SPECIFICATION I :::';:/OT~~\~~~~~~~VC~~:~~~~~FR~~L~REO IS: 

2. 3. CONTRACT NUMBER OR O'T'HER 4. 5. 
THIS SPECIFICATION IDENTIFICATION NUMBER DATE TO BE THIS SPECIFICATION IS: 

IS FOR~ (Prime contraclB mud be .shown COMPLE::TEO 
for all Dubconrracla) (E-IltimatedJ 

(See "NOTe" below. 11 Item b or (" Is ".t'd", 
plllD eon'er datr lor Item II) 

PRIME CONT~ACT NUMBER 

PRIME COt,jTRACT 

b. SUBCONTRACT(lIse /tern b. FIRST TIER SIJBCONTRACT NO. 
IS lor subcontracting 
beyond second tier) 

C. REQUEST FOR elo. 
REQUEST FOR PROPOSAL. 
OR REQ FOR QUOTATION 

lDENTI FICA TlI')N NUMBER 

b. 

DUE OATE 

6. Is this 0 lollow·on contract? CJ Yea CJ No· If YES. complelll! the (allowing: 

I 

.. 
ORIGINAL (Complrtt'! 
dlrt~ in 1111 caaca) 

FIN.U. 

DATE 

DATE 

DATE 

______________ b. c. Accountability fot claas1fl~d malll!rlal on prll!clI!dlnlt con\tuCI 

PRECEOING CONTRACT NUMBER OATE COMPL.ETEO 

t:j J_ C] Is not, Iransli!!rrll!d to this (allow-on contract. 

70. Name, Addrll! •• &. Zip Code o( PrIme Contractor *' b. FSC Numbll!r c. Name, Addreu &. Zip Code or Cognlzanl Securltv aHIe", 

Sa. NGme, Address & ZIp Code or First Tier Subcontrnclor *' 

9a. Name, Addres. &. Zip Code o( Se~ond TJer Subcontractor, or 
(acUity BSiluclated with lFB, RFP OR RFQ • 

b. FSC Numb~r 

b. FSC Number 

c. NRme, Addres. &. Zip Code of Cognlzunt S-t·curUy Orflc .. 

c. Name. Addre .. &. Zip Code or Cognlzunt ~ecutlt> orlice 

• When aclual per(onnence 1s at a 10catJon other than that specified, Identi(y such other local Ion an Item IS. 

IDa, G~nerol Identification o( the Procurement ror whIch thb apeclUcot!on wpplles 

l
b. DoDAAD Number 0 ProC'urinl( I\ctjv Iy 

IdenUfled In Jlll"m 16d. 

r----------------------------------------------------~--
c. Are th!!!re additional security requitementll establl,hed in :1ccotdance with paragraph 1-114 or I-liS, ISR? 0 Yes 

pertinent contractual documents In Item 15. 

£:J No. If YES, Idenuty the 

d. Are any elements at thl. contract outdde thl" !nspeclion responsibility of the coltnizant lIecurlty nf(ke? C·l Yea 

Item 15 and Identity apecltic areas or ~lements. 

f:l No. If YES, uplaln In 

II. ACCESS REQUIREMENTS YES NO ACCESS REQUIREMENTS (Contlnu"d) 

Access to ClauUJrd In(ormatlon Only at other J. Acceu to SENSITIVE COUPARTMENTED INFORMATION. 

l-__ c~o.::.nl_ .. :.c:..:':.or.:./~O~o_v.:..:rn.::.m=.n,;:I..;.:.:c~tI:..:v,;:lt.:.I.:..:.:;,._---------+--~_l k. Acces~ to othror Special Acce.s ProKu,m Information 
(Sp~.:l/y In It~rn 15). 

t... Receipt ot daasilled documents or olher material 
'[lr reference- Ilnl}' inc, QenerRtlnn) 

c. Receipt and generali.=-:l of classltJed documents 
or oth~r material. 

d. FabricBtJon/Modltkatlon/Slorav.~ or clas.illed hardware. 

Graphic arts services only. 

r. Access to IPO Information. 

g. Accen to RESTRlCTED DATA. 

h. Aec!!! .. to claultled COMSEC information. 

I. Cryptographic Access Authorization r-equlred. 

I. Access to U. S. c.oaslfird IntormBtion uutrslde the U. S. 
Panama Canal Zone, Puerto Rico. U. S. possessJons 
ond Trust Territories. 

Defense Documentation Center or Defense In(ormatlon 
Analysis Center Serv1cell may be requested. 

n. Claull1ed ADP proce •• 1nK will be Involved. 

REMARKS: 

U. Reter all questions pertaining to contrlilct secudty clwuWcation .pecltlcation to the oftlclal named below (N·OR/ttA4LV, thru ACO (it!!!m J6e); 
EMERGENCY, dlrdct wllh written r!!!cord o/Inqu/ry and reapon:Je to ACO) (thru prime contractOr (or lIubconfract5). 

The cIAssillcotlon cu l 1nnce contAined in this specific allan and attachmf"nta re(ll"renced herein Is compit:"lr und udequalr. 

YES NO 

b. Typed name. tltJe Rnd .shtnAture- or proBram/proJect manager or other 
desJgnatll!d of (1 cIa I 

c. Activity nome. addu' 51, Zip Code, trlt"phonc: numht"r and oretce symhul 

NOTE: Or/Qlnal Specltlcallon (Item 5a) 14 authority (or contractor. to mark cia. III (led Inlormatlon. Revhed Etru} Final SpeclflclltionM (Ircm5 Sb IJnd c) are 
authority lor contractor. to remark the rd/Jrllded cla •• lfled In/ormatlon. Such 1J""lon. I?y contractor" ~hltll be laken In accuru"flC'(" INlth the provhi.m$ 
01 the Indu.tr/al Security Manual. 

DO I ~~~~. 254 
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DO Form 254 
Page Two 

SAMPLE 

'3u. Jnformullon pf'rtltlnlng to daultlll"d conlracta or proJeCII, even thOiJgh luch Information Is conaJdei~d unclasalfled, IIhall not be released for public 
.. dissemination l"xrept MIlo provhlrti by thl" Industrial S~curJty ManU"1 (p~IJAtlJfJh 50 and Appendix IX). ' 

h. Proposl"d public rrlll"uses Mho II be subrnitll"d for approval prior to reh:.se ,. 1 Direct r J Through (Specify): 

to the Dlreclorale Fat Frrt"dom at Information IiInd Security f<rvlew, Orflce o( the Anlstant Secretary o( Defense (Public Afla/rll) • ror review In 
ucc:ordance with paroKraph 50 ot th,. IndustrJal Security Manual. 

• In tho calle 01 non-DoD U~er AQenc/ea, .yet! lootnote. o,.,aArllph 50 Indudr/al Securllv Manual. 

14. Security Cla.sltle-Rllon SpeclClc:atlons (ur thIs solJchallon/eon~"acl are IdentJrJed below (UXU applicable boz(o.) and aupply attachment. In required). 
Any narrative or cla'slflcatlon Itulde(s) lurnlshed 'hall be annotated or haY!!! Inrormation appended to clll!arly and preduly Identl(y each element o( 
In(ormatlun which requires. cla .. Jtlcatlon. Whrn a claumcatlon Ilulde Is utUbed. that rottlon o( the Kulde(s) pertaining to the specltlc contractual 
dfort may be extracted and (urnlshed the contractor. When a total Itulde(s) Is utUlzed , each Individual porlion at the gulde(a) which pertains 10 the 
contractual etlore _hall be clearly Identltled In Item 14b. The lollowlng: Intormatlon mUst be provided tor each item ot cla .. Uled In(ormatlon Id!!!ntJrled 
In .Qn exlract or Bulde: 

::: ~pa;:/~O::/~~ classilication. (II) Date or event (or declflaslUcat!on or review (or declaulflcatlon. and (In) The date or event tor downgradlnK 

The o(Uclal named In Item 12b. Is responsible tor turnishln&: the contractor copies o( all Buldes and chanKes therll!lo thai are made a fiatt o( thh 
specUIcation. Classified IntormaUon may be attached or turnlahed under separate cover. 

ely.· A completed narrative Is (J) 0 attached. or (2) 0 tranllmltted under separate cover and made:..a part at this speclttcatlon. 

l-j b. The followIng cla .. ltlcatlon guld!!!(.) is made a part 01 this speclttcatlon and Is (1) 0 attached. or (2) 0 transmltled under leparate 
cover. (L/a' ~uldea under Itom 15 or In .., aUaclgnen' by title, re/ereneo numbor and dale). 

e: 1 c. Servlee.'ype contract/subcontract. (Spoclfy Inatruetlon. In accordanee with ISRIISM. II. IIPptopr/atet.). 

Cl d. "X" only It Ihl. 1a a flnat .pecltlcDtlon and Ite", 6 b • UNO" answer. In response to th~ contractor's request dated ______ _ 

~.tC!'ntlon ot the Identltled cI .... flod mated,,1 ta authorbed for a period 0( _________ -' 

Cl e. Annual review at thl_ DO Form 25 .. Is reqUired. It "X'd", provide d.te such review is dUII~ 

'5" Remark. (Whenever po &sIble, IIlu.trat. propor c/".alllc_tlon. dec/ ••• llicatlon. and Uapptlcab/e, downSradln., Inalructlona). 

16 •• Contract Scocurlty Ct" .. IUeution SpeclllcaUons (or Subcontract. IlIuln& from thlll contract will be approved by the Oftlce named in Item 16e below. or 
by the prime contractor •• s authorized. This Contract Security CI ... lflc"Uon Specification .nd attachments rderenced herein at!!! approved by the Vaer 
AA2MCY Contractinlt OfUcer or hi_ RepreaentaUve named In Item 16b below. 

REQUIRED DISTRIBUTION: 

r:1 Prime Contractor (Item 7a) 

o Cogr.banl Security O(Uce (Item 7e) 

1 AdmlnlatrDtlv. Conlractlne Oeriee (Itetm 16e) 

o Quality Assurance Representative 

o Subcontraclor (Item 8.) 

o Co&nlzant Security Otth:e (Item 8r:) 

o ProKram/ProJect Man.Ker (Item 12b) 

o u. S. Activity Responsible (or Oveae .. Security Administration 

ADDITIONAL DISTRIBUTION: 

L:1 
Ci 

CJ 

c. SI&nature 

d. Approvln& olllet.I's activity address and ZIp Code 

e. Name, addre .. and Zip CQde Qf Administrative ContracUnl Ortlee 
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G. "Applicant Fingerprint Card" (FD Form 258). This form is completed for 
all personnel being considered by DISCO for a PCL or a reciprocal clearance. 
Completion of the form is a prerequisite to the granting of such actions. 
Care shall be exercised to ensure that fingerprints are authentic, legible, 
and complete, as forms that do not meet prescribed standards shall be returned 
for reexecution, which will result in clearance delays. 
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FD Form 258 

l.lOOP 

SAMPLE 

FEDERAL BUREAU OF INVESTIGATION 
UNITED STATES DEPARTMENT OF JUSTICE 

WASHINGTON, D.C. 20537 

APPLICANT 
TO OOTAIN CLASSiFiABLE fINCERPRINTS; 

I, USE BlACt( PRINTER'S INI(. 

" DlsntlBUTE INK EV£NlYON INKING SLAB. 
:I. WASH AND DRY FINOtRS THOIiIOUGHt Y. 

4. II:Oll fiNGERS nOM NAil TO NAil AND AVOID ALlOWINC flNGUS TO SliP'. 

5. IE SU.£ IMPRESSIONS ARE ft£COIIDEO IN COllECT O«O£R. 

6. :~~~t;~~~~~~~~F~R:r~~~I~ MAKES IT IMI'05SlIl£ TO ,aINT A FINGER. MAKE A NOTATION TO THAT mKT 

7. If SOME PHYSICAL CONDITION MAKES IT IMPOSSIBLE TO OUAIN PERFECT IMPRESSIONS. SUIMIT THl NST THAT CAN. 
OBTAINED WITH A MEMO STAPLED TO THE CAitO EXPLAINING THE CIRCUMSTANCES. 

8, EXAMINE THE COMPLETED PRINTS TO SEE iF THEY CAN &E ClASSIFiED. a£ARING IN MIND TWA T MOST'1MGOfnfTS 

THE LINES BETWEEN CENTER OF 
lOOP AND DELTA MUST SHOW 

FAll INTO THE PATTERNS SHOWN ON THIS CARD (OTHER PATTERNS OCCUR INFltfOUfNfl Y AND At( NOT SHCM'frrIHI'II,. 

2. WHORL 

3. i\RCH 

[~RCHESHAVENODElTAS 

THIS CARD FOR USE BY: 
1. LAW ENFORCEMENT AGENCIES IN fiNGERPRINTING APPU· 
CANTS FOR LAW (NfORCEMENT POSITIONS.· 

2. OFfICIALS OF STATE AND LOCAL GOVUNMENTS FOI f"UI. 
POstS OF EMPLOYMENT. LICENSING, AND PUMITS, AS AUT'HOI· 
IZED IV STATE STATUTES AND APPROVED IV' THE ATTCMtNlY 
GENUAl OF THE UNITEO STATES, LOCAL AND COUNTY O!O!' 
NANCES. UNlfSS SPECIF}CAHV !ASEO ON Af'PUCAItI STA!! 
STATUrlS DO NOT SATISFY THISREQUIR(MfHT,· 

3. U.S. GOVUNMENT AGENCIES AND COOl INTIT_, JtfOUIIfO 
IV' FU)ERAllAW.·· 

I, OFFICIALS Of 'EOfIAUY CHARtUfD O! pNW!IQ .... M(. 

!NG INSTlru!lQN" TO ,IOMOff 01 MA .... TA..., THI SICUIf1'Y 
Of THOSt INSTITUTIONS. 

INSTIIUCTlONa: 
·1~ PIINTS MUST "1ST I( CHICKEO TffIOUGtf TM: .....,.,. 
PilAU STATE IOEHTlftCATION aUIEAU. AND OHl,Y THOSl ftNG(l. 
P'UNTS fOI: WHICft NO DISQUAUFYINO IECOtD HAS NIN FOUNO 
lOCALLY SHOULD IE SUIMJ"ED FOI fa! SEAROf. 

,. PRIVACY ACT Of 1971 (P.L. ",m) REQUIRES THAT FtOflAL. 
STATE. OR LOCAL AGENCIES INFo«M INDIVIDUALS WHOSE SOCiAL 
SECURITY NUMBfR IS REOUESTED WHEniU SUCH DISCLOSUU IS 
MANDATORY OR VOLUNTARY. BASIS Of AUTHO.ITY FOR SUCH 
SOLICITATION. AND USES WHtCH WILt. BE MADE OF IT. 

·-3. IDENTITY OF PRIVATE CONTRACTORS SHOULD IE $HOVc'H 
IN SPACE "EMPLOYER AND ADDRESS", THE CON1J:IBUTOII: IS TH! 
NAME OF THE AGENCY SUBMInING THE FINCH:R,RINT CAlD TO 
THE FBI. 

I. Fal NVM~~R. JF KNOWN. $HQYtD ~!£ FUtt4IS#tO IN 
THE APPROPRIATE SPACE. 

MISCl'tlANEOUS NO •• RECORD: OTHEI Aawo FOI'Cf$ HO •• 
PASSPOR, NO. (PF). ALIEN "GISIRAnON NO. (A'). 1'001 $(. 

eURIlY CARD td>. (PS). smeTlvt SERVIa NO. (SS). VlTlIANS' 
ADMINISIRAnoN ClAIM NO, (VA). 

fO.UI(RfY,ll,H·I!J ... • .. u.s. GOVERNMENTPR'N11NG OFF.CE: 1983 -40g..358 • • 
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FD Form 258 
Page Two 

APPUCANT 
SlGNATUlE Of ,USON FINGUI'IINTfD 

IESlDENa Of PUSON FIHGU?lINTED 

LEAVE BLANK 

DATE I~WI£OfOfF/CIAlT"""""F-.F.';;iS 

flMtOY~.NeD ~ESS 

iW&II flHGWiiNftD 

~ 

1.1.- 2 .•. /NOV( 

'.L.THUMa 7. l. aNDlX 

LEFT FOUR FINGEIS TAKEN SIMULTANEOUSLY 

t 
• 

SAMPLE 

TYPE OR PRINT ALL INFORMATION IN IlLA~~E NAME r LEAVE BLANK 
lAST NAME ~ .. 1ST NM\! 

"'~s~ 

U I US])ISDDDZ 
OATE OF BIRTH l2Q§ ])IS NACC IoIonIh o.y Vea, 

FT HOLABIR]) M]) 
CITIlENSHII'QZ 

U! IEWI IIliL I miL J Wl I &IS 
!'lACE Of ,,",H ~ 

YOUlHO.~ LEAVE8LANK 

FllHO. Ell 

AIIMfOfOOIClSHO. MtiJJ ClASS 

~If(WITYNO. XI' 
iff. 

"'"''tClUANIOUS NO. IHiII 

, ••• /IUDOlE 4. I. IIING s.l.unu 

~ 

fi.L.-. '.L._ 10. 1. unu 

• L THUMB •• THUMI leGHT FOUR FINGERS TAKEN SIMULTANEOUSLY , 
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H. "Request for Visit or Access Approval" (DOE F 5631. 20). This form is 
included for information purposes. It is used for processing visits involving 
access to RESTRICTED DATA. Copies of this form may be obtained from the DOE. 

Insert the office 
and address of DOE 
Manager having 
operational control 
over the installation 
to be visited. 

Insert contracting 
activity and address 
of User Agency 
supporting the 
vi sit request. 

Enter the full name 
of each proposed 
visitor and his 
social security 
number. 

State the purpose 
of the vi sit in 
sufficient detail 
to enable the 
addressee to ascer
tain the subject 
area involved, and 
to detel"llline the 
1 eve 1 ,and scope of 
access requi red. 
Classified informa
tion will not be dis
closed in this item. 

To bE! signed, on the-_ .... _~ 
original only, by the 
contl'acti ng offi cer. 
Then forward to appro
priate DOE Manager of 
opera ti ons. 

Insert the si gnature 
block of the certi
fying official. Also 
show the position 
title of the certi
fying official (for 
example: 
A. B. Jones, Con
tracting Officer, 
Project Spoonfi sh, 
Naval Ship Systems 
Command, Main Navy 
Bldg., Washington, 
DC 20360) • 

SAMPLE 

u.s. DEPARTMENT 0,. ENERGV 
REQUEST FOR VISIT OR ACCESS APPROVAL 

(N"","_f~_~_t __ ~;::":I __________ r __ Insert the date 
PART "A" "",0: ~ on which the form ="'" is, prepared. 

Tft¥.Alll/uJrlziIVDOUO'~ 
Is.. DOD Dw«ll .... a:uo.2,1'd 5210.81 

CERTIFICATION FOR PERSONNEL HAVING DOE CLEARANCE 

PART "1r 

lEE A!:V£"I.E OF 'ARTI FOrt f"RIVACYACT INFORIMTION ITATEIUNt 

PRIVACY ACT INFORMATION STATEMENT 

Enter symbo 1 and 
telephone number 
of contracting 
officer of activ
ity identified 
in "From" 1 ine. 

Federal telephone 
system. 

Name and address 
of contractor 
facil ity. 

For each proposed 
visitor, show the 
current highest 
level of access he or 
she is authorized, 
and the date of 
its issuance. 
For contractor 
personnel, use 
the date of the 
cur'rent letter 
of Consent (DISCO 
FOrm 560), which 
ca n be obta i ned 
from the contrac-
tor or from his or her 
cognizant security 
office. To be 
certified by the 
Facility Security 
Supervi sor. 

leave blank; this 
space is for use 
by the activity 
to be Visited. 

Collection of the information requested is authorized by Section 145 of the Atomic Energy Act of 1954, as amended (Pl 83-703, 42 USC 2165). 
Compliance with this request is voluntary; however, if the information submitted is inadequate or incomplete, approval for your visit to a 
classified DOE facility, or your access to classified information may be delayed or Withheld. The information you furnish will be used by DOE and DOE contractors to control access to classified information and areas. 

The social security nUmber is not required for these purposes, but you may voluntarily furnish it to assist us in correct identification. 
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1. IILetter of Notification of Facility Security Clearance II (DIS FL 381-R). 
This letter is used by the DIS to notify a facility that it has been granted a 
FCL. Letters of notification shall not be duplicated, and the fact that a FCL 
has been granted shall not be used for promotional or advertising purposes. 

(Sample "Letter of Notification of Facility Security Clearance") 
(Edition of January 1981 is obsolete.) 

(Use appropriate DIS lett~rhead stationery.) 

Name and Address of Facility 

Dear _______ _ 

In reference to our earlier correspondence regarding the eligibility of your 
facility for a Department of Defense security clearance, I am pleased to 
advise that the necessary processing has been completed and security clearance 
at the 
______________________ level is hereby granted to your facility. 

The fact that your organization has qualified for and been granted a facility 
security clearance may not be used for advertising or promotional purposes, nor 
may this letter be reproduced in any form except for the necessary records of 
your organization. 

As your cognizant se,curity office, we are vitally interested in assisting you 
in the development of a sound security posture. We will conduct periodic re
views of your program to aid you in maintaining proper security safeguards. 
You may contact us for guidance or assistance. 

DIS FL 381-R 
Oct 83 

Sincerely, 

(Signature and Title) 
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J. Reserved. 

K. "Department of Defense Security Agreement" (DD Form 441) and "Appendage" (DD 
Form 441-1). This form is used to obtain the formal agreement of management 
of a facility to abide by the DoD "Industrial Security Manual for Safeguarding 
Classified Information" (Attachment to DD Form 441). Once executed, a DD Form 
441 continues in effect until terminated by one of the parties thereto, as 
provided for in section IV. "Termination," of the form. Execution of the DD 
Form 441 is a prerequisite to the processing of a FCL. An appendage (DD Form 
441-1), to be used when management desires to indicate mUltiple facility 
coverage with one "DD Form 441," is included herewith. After a "Department of 
Defense Security Agreement" has been properly executed, a contractor may use 
the DD FOI~ 441-1 to accomplish additions, deletions, or changes in the 
branches and/or facilities included in and covered by the DD Form 441. After 
the HOF of the MFO has executed the DD Form 441, it is permissible for one of 
the executive personnel at the specific operating location of the company, 
including the FSO, to sign the DD Form 441-1. This authority may be exercised 
by the local management official, provided he or she has the delegated 
authorization to do so, whether or not the official is also an officer of the 
company. 
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DO Form 441 

SAMPLE 

DEPARTMENT OF DEFENSE 

SECURITY AGREEMENT 
THIS DEPARTMENT OF DEFENSE SECURITY AGREEMENT (hereinafter called the Agreement), entered into this 

day of 19 , by and between the UNITED STATES OF AMERICA, through the Defense Investigative 

Service acting for the Department of Defense and other governmental User Agencies (hereinafter called the Government), and 

(i) a corporation organized and existing under the laws of the state of 

(Ii) a partnership ronsisting of 

(iii) an individual trading as 

with its principal. office and place of business at 

, state of 

WITNESSETH THAT: 

WHEREAS, the Government has in the past purchased or 
may in the future purchase from tha Contractor supplies or 
services, which are required and necessary to the national secu
rity of the United States; or may invite bids or request 
quotations on proposed contracts for the purchase of supplies 
or services, which are required and necessary to the national 
security of the United States; and 

WHEREAS. it is essential that certain security measures be 
taken by the Contractor prior to and after being accorded access 
to classified information; and 

WHEREAS. the parties desire to define and set forth the 
precautions and specific safeguards to be taken by the Contrac
tor and the Government in order to preserve and maintain the 
security of the UnIted States through the prevention of 
improper disclosure of classified information, sabotage, or any 
other acts detrimental to the security of the United States; 

Now, THEREFORE. in consideration of the foregoing and of 
the mutual promises herein contained, the parties hereto agree 
as foIlows. 

Section I - SECURITY CONTROLS 

(A) The Contractor agrees to provide and main tain a system 
of security controls within the organization in accordance with 
the requirements of the Department of Defense" Industrial 
Security Manual for Safeguarding Classified Information "(here
inafter called the Manual) attached hereto and made a part of 
this Agreement, subject, however, (i) to any revisions of the 
Manual required by the demands of national security as deter
mined by the Government, notice of which shall be furnished to 
the Contractor, and (Ii) to mutual agreements entered into by 
the parties in order to adapt the Manual to the Contractor's 
business and necessary procedures thereunder. In order to place 
in effect such security controls, the Contractor further agree:; 
to prepare Standard Practice Procedures for internal use, such 
procedures to be consistent with the Manual. In the event of 
any inconsistency between the Manual, as revised, and the Con
tractor's Standard Practice Procedures, the Manual shaIl 
control. 

(B) The Government agrees that it shall Indicate, when 
necessary, by security classification (TOP SECRET, SECRET, 
or CONFIDENTIAL) the degree of importance to the national 
security of information pertaining to supplies, services, and 

DO 
FORM 

84 JAN 441 Previous editions of this form are obsolete. 

in the city of 

(hereinafter called the Contractor) 

other matters to be furnished by the Contractor to the Govern
ment, or by the Government to the Contractor, and the 
Government shall give written notice of such security ciassifica
tion to the Contractor and of any subsequent changes thereof; 
provided, however, that matters requiring security classification 
will be assigned the least restricted security classification con
sistent with proper safeguarding of the matter concerned, since 
over-classification causes unnecessary operational delays and 
depreciates the importance of correctly classified matter. Fur
ther, the Government agrees that when Atomic Energy 
information is involved it will, when necessary, indicate by a 
marking additional to the classification marking that the infor
mation is "RESTRICTED DATA."The "Department of Defense 
Contract Security Classification Specification "(DD Form 254) is 
the basic document by which classification, regrading, and 
declassification specifications are documented and conveyed to 
the Contractor. 

(C) The Government agrees, on written application, to 
grant personnel security clearances to eligible employees of 
the Contractor who require access to information classified TOP 
SECRET, SECRET, or CONFIDENTIAL. 

(D) The Contractor agrees to determine that any sub
contractor, subbidder, individual, or organization proposed for 
the furnishing of supplies or services, which will involve access 
to classified infcnnation, has been granted an appropriate 
Department of Defense facility security clearance, which is still 
in effect prior to according access to such classified infonnation. 

Section II . INSPECTION 

Designated representatives of the Government responsible 
for inspection pertaining to industrial plant security shall have 
the right to inspect, at reasonable intervals, the procedures, 
methods, and facilities utilized by the Contractor in complying 
with the requirements of the tenns and conditions of the 
Manual. Should the Government, through its authorized repre
sentative, determine that the Contractor's security methods, 
procedures, or facilities do not comply with such requirements, 
it shall submit a written report to the Contractor advising of the 
deficiencies. 

Section III- MODIFICATION 

Modification of this Agreement may be made only by 
written agreement of the parties hereto. The Manual may be 
modified in accordance with section I of this Agreement. 
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DO Form 441 
Page Two 

SAMPLE 

Section IV - TERMINATION 

This Agreement shall remain in effect until terminated 
through the giving of 30 days' written notice to the other party 
of the intention to terminate; provided, however, notwithstand
ing any such tennlnation, the tenns and conditions of this 
Agreement shall continue in effect so long as the Contractor 
possesses classified information. 

Section V - PRIOR SECURITY AGREEMENTS 

As of the date hereof, this Agreement replaces and succeeds 
any and all prior security or secrecy agreements, understandings, 
and representations, with respect to the subject matter included 
herein, entered into between the Contractor and the Govern
ment; provided, that the term "security or secrecy agreements, 

understandings, and representations" shall not include agree
ments, understandings, and representations contained in 
contracts for the furnishing of supplies or services to the 
Government, which were previously entered Into between the 
Contractor and the Government_ 

Section VI - SECURITY COSTS 

This Agreement does not obligate Government funds, and 
the Government shall not be liable for any costs or ciaims of the 
Contractor arising out of this Agreement or instructions issued 
hereunder. It Is recognized, however, that the parties may 
provide in other written contracts for security costs, which may 
be properly chargeable thereto. 

IN WITNESS WHEREOF, the parties hereto have executed this Agreement as of the day and year written above: 

WITNESS 

------------------------------
,"OTE: In case of a corporation, witnesses are not 
required, but the certificate must be completed. 
Type or print names under all signatures. 

THE UNITED STATES OF AMERICA 

By __________________________________ ___ 

(Authorized Representative of the Government) 

(Corporation) 

By ____________________________________ _ 

(Firm) 

(Title) 

(Address) 

NOTE; The Contractor, if a corporation, should cause the following certifica te to be executed under its corporate seal, provided that the 
same officer shall not execute both the Agreement and the Certificate. 

CERTIFICATE 

I, , certify that I am the 
of the corporation named as Contractor herein; that 
who signed this agreement on behalf of the Contractor. was then 
of said corporation; that said agreement was duly signed for and in behalf of said corporation by authority of its governing body, and 
is within the scope of its corporate powers. 

(Corporate Seal) (Signature) 
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DD Form 441-1 

SAMPLE 

APPENDAGE TO DE?ARTMENT OF DEFENSE SECURITY AGREEMENT 
lIt is further agreed, on this day of 19_, by and between the United States of America through 
Ithe Defense Investigative Service, acting for the Department of Defense, hereafter called the Government, and 

which has entered into the Security Agreement to which 
this appendix is made a part that the branches and/or facilities listed below, owned and/or operated by said contractor are 
included in and covered by tbe provisions of the said Security Agreement, and Certificate Pertaining to Foreign Affiliation, 
DD Form 441s. 

NAME OF PLANT OR FACILITY NUMBER AND STREET ADDRESS CITY AND STATE 

THE UNITED STATES OF AMERICA 
CONTRI,CTOR 

BY 

DY(Authorl.od RoptfJ •• ntetl". 01 CI'MtroC'Of') 

TITLE 

I,UTHORIZED REPRESENTATIVE OF THE GOVERNMENT 

ADDRESS 

DD FORM 
83 NOV 

44,1-1 EDITION OF 1 uCT GA MAY BE UflU'D UNTIL. EXHAUSTED 
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L. "Certificate Pertaining to Foreign Interests" (DD Form 441s). This form 
is used to provide formal certification from the contractor relative to FOCI, 
in order that the DoD may determine eligibility for a FCL. In ~ompleting the 
DD Form 441s, all items are to be answered by indicating "Xll in either the 
"Yes" or "No" column. If an answer to any question is "Yes," the following 
paragraphs provide instructions for the submission of necessary data. 

Question 1. Identify the percentage of any class of shares or other 
securities issued, that is owned by foreign interests, broken down by country. 
If the answer is "Yes" and a copy of Schedule 13D and/or Schedule 13G filed by 
the investor with the Securities and Exchange Commission (SEC), has been 
received, attach a copy of Schedule 13D and/or Schedule 13G to the revised DD 
Form 441s. 

Question 2. Furnish the name, address by country, and the percentage 
owned. Include name and title of officials of the facility who occupy posi
tions with the foreign entity, if any. 

Question 3. Furnish full information concerning the identity of the for
eign interest, and the position he or she holds in the organization. 

Question 4. Identify the foreign :i.nterest (s) and furnish full details 
concerning the control or influence. 

question 5. Furnish name of foreign interest, country, and nature of 
agreement or involvement. Agreements include licensing, sales, patent 
exchange~ trade secrets, agency, cartel, partnership, joint venture, and 
proxy. If the answer is "Yes" and a copy of Schedule 13D and/or Schedule 13G 
filed by the investor with the SEC has been received, attach a copy of 
Schedule 13D and/or Schedule 13G to the revised DD Form 441s. 

Question 6. Furnish the amount of indebtedness and by whom furnished as 
related to the current assets of the organization. Include specifics as to 
the type of indebtedness and what, if any, collateral, including voting stock, 
has been furnished or pledged. If any debentures are convertible, specifics 
are to be furnished. 

Question 7. State full particulars with respect to any income from Com
munist countries, including percentage from each such country, as related to 
total income, and the type of services or products involved. If income is 
from non-Communist countries, give overall percentage as related to total 
income and type of services or products in general terms. If income is from a 
number of foreign countries, identify countries and include percentage of 
income by each country. 

question 8. Identify each foreign institutional investor 'holding 5 per
cent or more of the voting stock. Identification should include the name and 
address of the investor and percentage of stock held. State whether the inves
tor has attempted to, or has in fact, exerted any management control or 
influence over the appointment of directors, officers, or other key management 
personnel, and whether such investors have attempted to influence the policies 
of the corporation. If a copy of Schedule 13D and/or Schedule 13G filed by 
the investor with the SEC has be~n received. attach a copy of Schedule 13D 
and/or Schedule 13G to the revised DD Form 441s. 
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Question 9. Includ.e i4entifying data on all such directors. 
have a security clearance, state so. Also, indicate the name and 
all other corporations with which they serve in any capacity. 

If they 
address of 

Question 10. Provide complete information by identifying the individuals 
and the country of which they are a citizen. Category 4 (see paragraph 41d) 
visits are not included in the range of this question. 

~uestion 11. Describe the foreign involvement in detail, including why 
the involvement would not be reportable in the pteceding questions. 

230 

-.--~--~----~~-----------

(' 

. i 
I , 
; 

,t 

DO Form 441s 

SAMPLE 

CERTIFICATE PERTAINING TO FOREIGN INTERESTS TYPE OR PRINT OMB NO. 0704-0024 1 T FORM APPROVED 

ALL ANSWERS EXP. DATE MAR 1984 

PENAl. TV NOTICE 

PENALTY - Failure to answer all questlons, or any mlsrepresentatlon (by omls.lon or concealment, or by misleading, false or 
partlal answers) may serve as a basla for denial of clearance for acceas to claaslfled Department of Defenae information. In 
addition, Title 18, United States Code 1001, makes It a criminal offense, punlahable by a maximum of five (5) yeara Imprisonment 
$10,000 fine, or both, knowingly to make a false statement ur representatlon to any Department or Agency of the United Statea, 
aa to any m~ltp- within the jurlsdlctlon of any Department or Agency of the United States. This Includes any statement made 
herein which Il . .:>wlngly Incorrect, Incomp!ete or misleading In any Important partlcular. 

PROVISIONS 

I. This report la authorized by the Secretary of Defense purauant to authority granted him by E.O. 10865. While you are not 
required to respond, your el1glb111ty for a fac1l1ty security clearance cannot be determined If you do not complete this form. The 
retention of e fac111ty security clearance Is contingent upon your compliance with the requirements of DoD 5220.22-M for 
submission of a revised form as appropriate • 

2. When this report Is submitted In confidence and Is so marked, appllcable exemption. to the Freedom of Informatlon Act will 
be Invoked to withhold It from publ1c disclosure. 

3. Complete all questlons on this form. Answer each question In either the "Yes" or UNo" column. If your answer Is "Yes" 
furnish In full the complete Information under "Remark.". 

QUESTION YES NO 

I. Do foreign interests own or have beneCicial ownership in 5,"0 or more of your organization's securities? 

2. Does your organization own any foreign Interest In whole or In part? 

3. Do any foreign Interests have positions, such as dIrectors, oClicers, or executive personnel in your 
organization? 

4. Does any foreign Interest control or InnuMce, or Is any foreign Interest In a position to control or 
inCluence the election, appointment, or tenure of ar.y of your directors, officers, or e!:.ecutlve personnel? 

S. Does your organization have any contracts, agreements, understandings or arrangements with a foreign 
Interest(s)? 

6. ls your organization Indebted to foreign Interesta? 

7. Does your organization derive any Income from Communist countries or Income In excess of 1070 of gross 
Inc am" from non-Communist foreign Interests? 

8. Is SCYo or more of any class of your organization's securitiea held in "nominee shares," In "street names" 
or In some other method which does not disclose the beneficial owner of equitable title? 

\OJ 

9. Does your organization have Interlocking directors with foreign Intereata? 

10. Are there any citizens of foreign countries employed by or who may visit your facUlty (or facilities) In 
a capoelty which may permit them to have acce6S to classified Information (exclude cleared Immigrant 
aliens In answering this question)? 

11. Does your organization have any foreign Involvement not otherwise covered In your answers to the 
above questions? 

FORM 
1 SEP 76 441s DD PREVIOUS EDITIONS ARE OBSOLETE 
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DO Form 441s 
Page Two SAMPLE 

REMARKS (Attach additional "haetlf, if nt!cossary, (or a /ul/ detailed alatement) 

CERTIFICATION 

1 CERTIFY that the entries made by me above ate true, complete, and correct to the best of my knolV/edBe and belief lJnd are 
made in /load faith. 

WITNESS: 

DATE CERTIFtED 

By 

CONTRACTOR 

~ In ClIB" 0/ corpore/ion, lvltnea/Sea TITL..E 
nol required but certificate below mus' te 
completed. Type or print nllmos under all 
aisnaturos. 

AODRESS 

~ ContrBctor, If a corporation, should CBuao the fotlowln,z cortl/lcat" to be "xecuted under Ita corporate .teal, provided that the same 
offlcur shall not oxacute both the ai/reement and the cortlllcate. 

CERTIFICATE 

I. certify that I am the 

of the corporation named as Contractor herein; that 

who signed thIs certificate on behalf of the Contractor, was then 

of said corpora lion; that t:;ald certificate was duly siSued for and in behalf of said corporation by authority of its 80veminS body, 

and Is within the scope of its corporate powers. 

(COrporllte:. Soal) SIGNATURE AND DATE . 
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M. "Securi~y Briefing and Termination Statements (Industrial Personnel)" 
(DISCO Form 482). This is a two-part form prescribed for use by employees of 
contractors. Part I shall be executed by employees following their initial 
security briefings prior to being granted access to classified information. to 
certify that they have read and are familiar with the provisions of the 
espionage laws and other federal criminal statutes applicable to the safe
guarding of classified information. Part II shall be executed by the employees 
during termination proceedings to make like declarations. The use of this 
form shall supersede all local forms presently used by contractors. The 
espionage laws and other federal criminal statutes referred to in this form 
are in Title 50 U.S.C. § 797 and the following sections of Title 18 U.S.C. §§ 
793. 794. 795. 796. 797. 798. 799. 2153. 2154. 2155. 2156, a.nd 371. These 
sections of the U.S.C. are set forth in appendix VI. 
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DISCO Form 482 

SAMPLE 

SECURITY BRIEFING AND TERMINATION STATEMENTS 
(INDUSTRIAL PERSONNEL) 

Section 1001 of Title 18, United States Code, makes it a criminal offense, punishable by a maximum of five (5) 
years imprisonment, $10,000 fine, or both, knowingly and willfulJy to make II false statement or representation io any 
Department or Agency of the United Stlltes, as to any mailer within the jurisdiction of any Depllrtment or Agency of 
the United States, 

INSTRUCTION: Pa" I ollhis 10'''' shall be e;;:eruled by a" t!m/>Ioye~ 01 a "onl'ae-Io, lollowing his ,'nilial sf'r"'iJy brirli"g. a"d 
prior 10 be,'"g perm,'lIeci access 10 classified in/ormalion, An *!mployee ",ho exeC'lIles Pa~1 / IVtJ who slIbscqllPnlly ;s absrll' from 
pIece of e::P!:;Y=~:r jar Mii'7 ,eii5uii. lot more iha" one year, musl reexecJlle a new Par' I be/ore again be"", p~'''';II.tI ac:C'e.ss 10 

c/assi/if!J ;"/0""'''';011. 
Pa,' II shall be execuled by Ihe employee: 

a, al the lime 0/ 'erminatiOlt 0/ employ .. enl (dischar,e. resignalion. or ,elirementJ. 

b. al Ihe begi"ning 01 a layol/ 0' leGue 01 abse"e-e 10' "" i"deliniJe pe,iod. 0' II p,~.,aibed pe,iod i" exe-us 01 o"e yea,. 
c. q the employee's personnel security c:lear""c:* ;s ad",i"islr"l;vely ler",ina/ed, 
d, ,'/lhe ernploy~e' s personnel secllri/y clearance is suspended or reuoJeea by Ib~ D(!IH!r/!!!~!!! of De/~ftsc. 

", ~PO" It!r,,,,'''Rlion 0/ the facUily'.: :;ecilf'ily cle"uiiJiiEe. 

Illhe employee ,eluses 10 sign eith", pa,' al'bi's 10"". Ihe co"l,ae-lo, shall "oli/)l his cog"i:r.a,,' set:u,ily ol/l'e-e i,.",edi,,'~ly. 

TYPED NAME OF EhlPl.OYEE:(Lnl, Flr.', Middle) TYPZDNANEOFCOHTRACTOR 

PART ,. INITIAL SECURITY BRIEFING STATEMENT 
DATE OF BRIEFING TYPED NAIoIE ANO TITl.E OF PERSON BRIEFING EMPl.OYEE 

~-

I hereby certify that I have received a security briefing. I shaH not knowingly and willfully communicate, deliver. 
or transmit, in any manner, classified information to an unauthorizec! person or agency. I am infonned that such 
improper disclosure may be punishable under Federal criminal statutes, i have been instructed in the importance of 
claasified information, and in the procedure governing its safeguarding. I am informed that willful violation or 
disregard of security regulations niay cause the loss of my security cl earance. I have read, or have had read to If.e, 
the portions of the Espionage Laws and other Federal criminal statutes relating to the safeguarding of classified 
ill formation reproduced in Appendix VI, "Department of Defense Industrial Security Manual." I will report to the 
Federal Bureau of Investigation and to my employer. without delay, any incident which 1 believe to t;9n!!tit!!te !!!! 

attemp! to solicit classified infonnation by an unauthQrized person, 

TYPED t.lAME ANO SIGNATURE OF WITNESS DATE SIGNED SIGNATURE OF EMPLOYEE 

PART". SECURITY TERMINATION STATEMENT 

I certify that I have read, or have had read to me. the portions of the Espionage Laws and other Federal criminal 
statutes applicable to the safeguarding of classified infonnation reproduced in Appendix VI, "Department of Defen.e 
Industrial Security Manual"; that I have surrendered all classified infotvlation in my custody; that I will not know-
indy and willfully communicate. deliver or transmit, in any manner, classified information to an unauthorbed person 
or accncy; that I will report to the Federal Bureau of Investigation. without delay, any incident which I bell eve to 
constitute an attempt to solicit classified information by an unauthorized per.on; and that I (have) (have not) (.tri1ce 
out ifllJppropriale wrxd cr wrxd.s) also received·. terminal, oral security briefinc. 

TYPED NA .... E AND SIGNATURE OF WITNESS DATE SIGNED SIGNATURE OF EMPLOYEe: 

. 
DISCO FM 0482 OCT 80 DLA 482 JAN 72 EDITION MAY BE USED UNTIL EXHAUSTED 
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N. '.'Letter of Consent" (DISCO Form 560). The LOC is used by DISCO 
a fac:lity that one of its employees is authorized to have access to 
fied ~nformation of the category indicated. LOC's are not issued to 
uals; therefore, this form shall not be released to employees. 

c\A •• ft ... 
,)limrLt 

LAST NAME. FIRST NAME ••• UOOLE J DATE OTHER NAMES 

SOCIAL SECURt TV NO, 1 PLACE OF BIRTH 

I I DATE.OF O-,·RTH 
1000EI" rHY'LOC r e,TIZEN OF 

LEVEL OF CLEARANCE 

NAME AND V a I U ADDRESS OF 

CONTRACTOR 

to notify 
classi
individ-

GENTLEMEN: The con •• nl 01 tho SecrelOry 01 Dolon.e i. h b ad r 
up to and Including the leve, ahown. provided access is esse~~~' Yin g~~~necu~~ th~lh·b~ve.n.~ed emPlOY.,' to have access to cfassifi&d Inform.llon 
or revoked by the Oop t t' 0 f w e po armenee 0, • Classified contract. Unl.ss IUlponded 
valid &1 long 81 the In:~Y7:t~~, ~I e erse• or administratively terminated ",hen ace".s no longer Is required, this personnel !Security clearance Is 
access develops later. or If 8mpICyC::~~~~U:~~m~:::.~!:ye:ndb~h:o~r d~~~an:z~uonb If this clearance Is administratively terminated and a need tor 
reinstated provided not more than one year has elapspd since II ;asvlau~ I .. :U ;~Ue"tly r.employed, and requires access, this clearance may be 
to another facility of your organization if continued ciaarance is reqUi:edva~nd s J~o~se;,~;ci' ,continue In eff~~t " the employee is transfarred 
promptly to OISCO any inlormation comlO • prov e I promptly notified, You are required to report 
cunsllfenl wflh the naUona' Interrat. A co~ ':, y~~~ ~~~:II:~8~h~~ ~:)'f~~dlle:te that COntinued access to classlnod information may not be clearly 
may reproduced It only as necessary for your organization's essential record; ~ ~ to lh~ ~bov.named e~PIOyee tor any purpose WhA.soever. You 
returned 10 OISCO upon death of the employee, or whenever return Is requested by t~e ~o~:nmll~~.artm.nl of .fense reqUirements. This form shall be 

ISSUEO BY ~.,."'. '"""''',., SecO.1y O'."·n,, om," r_r_~~' ... "~."~"",.,~ j volumbus, Ohio 

CISCO FM ••• (RII AU"., D LETTER OF..C;:.9..~~ENT 
REPLACES CISCO FM ••• I MAR 7. WHICH MAy BE U.EC UNTIL ~~~~5~~;'NT OF DEFENSE INDUSTRIAL SECURITY PROGRAM 
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O. Reserved. 

P. "Personnel Security' Clearance Change Notification" (DISCO Form 562). 

a. This is a multipurpose form used by the contractor to report one of 
the following occurrences concerning a cleared employee or an employee for 
whom a clearance has been requested. The form is submitted to DISCO, except 
when the individual concerned is either cleared or in the process of being 
cleared in connection with the FCL, as required by paragraph 22. In these 
cases, the forms shall be submitted to the CSO. The CSO, after annotating its 
own recQrds. will forward the form to DISCO. In the case of a termination, 
change of name, multiple facility transfer, collocated cleared facilities 
transfer (paragraph 72c), reinstatement of clearance. downgrading of a TOP 
SECRET clearance, or reinstatement of a previously downgraded TOP SECRET 
clearance, only one legible copy of the form is required to be submitted. In 
the case of a mUltiple facility transfer or reinstatement; DISCO will 
acknowledge its receipt using an appropriate form letter. In the case of a 
change of name, DISCO will issue a new LOC. When requesting reinstatement of 
a clearance, downgrading of a TOP SECRET clearance, or reinstatement of a 
previously downgraded TOP SECRET clearance, the name and address of the 
submitting facility. if different from block 4, shall appear in the "Remarks" 
portion of the form. In the case of a multiple facility transfer, the name 
and add"ress of the facility to which the individual is transferred shall be 
included in the "Remarks" block. In this latter case, the name and address of 
the submitting facility, if different from block 4, shall also be listed and 
identified in the "Remarks" portion of the form. 

b. The form shall be used by the contractor to report the following. 

(1) Clearance transfers within a MFO (see paragraph 26f) -- the name 
and address of the facility to which the individual is transferred shall be 
included in the "Remarks" block of the form. 

(2) Reemployment of cleared personnel (see paragraph 26h) -- indicate 
"Reemployment (date)" in the "Remarks" block of the form, if it is different 
from the effective date listed in block 1. 

(3) Chauge of name (see paragraph 26j) -- the name of the 
individual exactly as shown on the LOC (or on the DD Form 48 or 49, in the 
case of an individual who is in the process of being cleared by DISCO) shall 
be placed in the "Name of Employee" block of the form. The individual's new 
name shall be set out in the "Remarks" block of the form. If the contractor 
has elected, under paragraph 26k(I)(b). to have the LOC sent to a facility 
other than the one at which the individual is employed, the name and address 
of that facility shall be identified in the "Job Title" block. 

(4) Report of termination of employment (see paragraphs 6a(4) and 
6b(2» -- indicate "Termination (date)" in the "Remarks" block of the form. if 
it is different from the effective date listed in block 1. 

(5) Downgrading of a TOP SECRET clearance (see paragraph 30a) -- in 
the "Remarks" block indicate, "Downgrade without prejudice to (SECRET or 
CONFIDENTIAL)." 
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(6) Reinstatement of a previously downgraded TOP SECRET clearance 
(see paragraph 30b) -- in the "Remarks" block indicate: "Reinstatement of 
previously downgraded TOP SECRET clearance due to a current requirement for 
access at such level." 

(7) Administrative termination of PCL's that are no longer required 
government and contractor-granted clearances can be administratively 

terminated (see paragraph 29) for employees who no longer have, or require, 
access and will not require access in the foreseeable future. Forms submitted 
to accomplish administrative termination shall be processed as outlined in 
paragraph a above, or, in the ease of administrative termination of a contractor
granted CONFIDENTIAL clearance. the form will be handled in accordance with 
the requirements outlined in paragraph 29. 

(8) Clearance transfers between collocated facilities (see para
graphs 26e and 72c) -- block 1 "L" will be marked !!collocated cleared facili ... 
ties." Blocks 4-10 and 12-15 will be completed. Block 14 should include the 
contract number (if applicable) and the name and FSC of the gaining facility. 
The following statement must also be included in the "Remarks block": "(level) 
security clearance is required; time limits imposed by paragraph 26e, ISM. 
have been met." 

c. It should be noted that where a contractor in a MFO elects, pursuant 
to paragraph 26k(l) (b), to have all LOC's issued to the ROF, the DISCO Form 
562 will be utilized. In these cases, the name and address of the facility at 
which the individual is employed will be placed in the "Name, Address, FSC and 
Telephone Number of Employer" block of the DISCO Form 562. In addition, the 
name and address of the facility to which LOC's are mailed shall be placed in 
the "Job Title" block of the DISCO Form 562 (see paragraph 26k(3». 
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DISCO Form 562 

SAMPLE 

I FORM APPROVED 

PERSONNEL SECURITY CLEARANCE CHANGE NOTIFICATION OMB. NO 0704-0131 
EXP. DATE DEC 1906 

I. TYPE OF ACTION (f'X" appropriate IIcl/on box) 2. EFFECTIVE 

DA. De. Dc. 
DATE OF 

MULTIPLE FACIL.ITY TRANSFER REINSTATEMENT CHANGE of" NAME ACTION tfX'd" 

Do. TERMIN ATION DE. ADMINISTRATIVE DOWNGRADE OF. REVALIf.\.ATION IN ITEM NO. I 

D~. CITIZENSHIP CHANGE OH. 55N CORRECTiON 0'· 
REQUEST FOR t~UPL..ICATE 
LETTER OF COI"'SENT 

OJ. DATE AND PLACE OF BIRTH CHANGE OK. EMPLOYEESTATUSCHANCa 

01... COLL.OCATED FACILITY TRANSFER OM. OTHER (Indlcato .peclilc 
.cllon, e. aI., concurrent 
c:telJl'.nce. erc.): 

3. TERMU.ATION STATUS (Complete II Item Jd, I. "X'd") 

11 ~s.1'!'!~ cbEA.!!.!:!':!C.E D i=~"UfNii eLEARANCE AND 000 FORM 4B SUBMITTED 000 FORM 48·3 SUBMITTED 

4. NAME, ADDRESS AND ZIP CODE OF EMPLOYER 4a. FED SUPPLY CODE 5. NAME OF EMPLOYEE (Lalit, FIrat, Middle Name) 

4b. TELEPHONE NO. 6. ANY OTHER NAME BY WHICH KNOWN (Allaa, 
(Inc1ud" Area Cod,,) Malden, or ,"'otmer LeQal Name; Des/Qnate which) 

.. _ .. ' 

r 7. gATE-OF e!RTH ,;. PLACE OF GiRTH t CiTIZEN OF (Countty) 
.1

'0
. 

SOCIAL S!'CIJRITY NUMflER 

i 
11. CURRENT CLEARANCE INFORMATION (Termination 01 Comp-.y Conlldentia/.hould not be reported he're. Usc blocks 15 IJnd 16 lor 

Company Conlldentlal Administrative Termlnellon) 

a. DEGREE OF CLEARANCE lb. DATE OF CLEARANCE Ie. CLEARED BY 

tZ. IS EI;lF'LOYEE CLEARED OR IN PROCESS FOR CLEARANCE IN CONNECTION WITH FACILITY SECURITY CLEARANCE(S •• Po,. 22,IS'oI) 

DYES DNo. IF YES. ENTER JOB TITLE IN ITEM 13 AND SUBMIT THIS FORM TO COGNIZAN1 SECURITY OFFICE 
RATHER THAN CISCO. 

13. JOB TITLE (Complete 'hi. Item onfy IIlrem 12 I. anawered YES) 

14. REMARKS (St.te .ppropr/ate in(ormetlon; I.e., Name end Addrea. 01 Facility to which "analerred; New NlJInc of Employee· Lilli' NlIme, 
Firat N«ne. Middle Name; l18t Concurrent clearance Informatloni It de .. th has occurred, state "Deceased" and Include date 01 death; indicate 
special .Itu.llona, e.Q., whtlre' employee I. phydcally located II not 'he slime all' Inltlllting (acllity ahown in bloCi't 4, location 10 which 
employee I. Irltl1aterred, ei~.) 

.-
IS. "XU BOX "au FOR ADMINISTRATIVE TERMINATION OR BOX lib" FOR ALL OTHER CHANGE NOTIFICATIONS 

Da. t eertlly that the above named employe~ does not requIre eccess to chlls.lfted lnr"rmatlon In connection with hhr. (her) ~mploym~nt. 
Moreover, there wIll be no requirement lor the employee to have access to cl.soUled Information In the (oreser,uble future. Accordingly. 
It 1a recommended thet the personnel security elenrance be admlnhtratlvely terminated since there is no curtent or foreseeable future 
procurement requirement for the clearance. It la understood this recommendotJon I. ptuely alan admlnlstraUve nature and does not 
reflect adyersely on the employee In any manner whatsoeYllr. I certify that the entries made above are true, complete, and correct to 
the best 01 my knowledle and bellI:!. 

Db. I certUy that the entries made aboYe are true, complete and correct to the beat of my knowledae and belief. 

c. SIGNATURE OF SECURITY SUPERVISOR d. DATE 

16. ADMINISTRATIVE TERMINATION OF PERSONNEL SECURITY CLEARANCE 

I certify that I do not cWTently have cla •• llled information In my po .. esslon or custody. My employer has advised me there 
w111 be no requirement tor me to haye acce.s to clas.Uted InformaUon In the foreseeable future. Therefore I hereby acknow!edRe 
my employer'. recommendaUon to admlrilstral!'lvely :crminate the personnel sectulty clearance which has been granted me. 
I underatand that this termination h purely admlnbtraUvl! In n.twe. It dou not rellect adYeruly upon me In any manner 
wh_hoever and further, that my employer may reque.t _ new per.onnel security clearance .hQuld the need artse In the future 
lor me to have acce.s to classilled Informal Ion. Thl. torm will be retained tor two year. by my employer if Company ConlldenUol 
AdministratIve Termination. 

a. SIGNATURE OF WITNESS 

r-
DATE r SIGNATURE OF EMPLOVEE d. DATE 

DISCO FORM 562 (R1) 30 MAR 81 PREVIOUS EDITIONS ARE O!3S0LETE. 
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Q. Envelope, Preaddressed to DISCO (DISCO Form 703). This form is an 
envelope used for submitting DD Form 48, DD Form 49. and DD Form 48-3 to 
DISCO. It enables an applicant for a clearance to put the form containing 
privileged information into the envelope and seal it. 

R. Envelope, Not Preaddressed 
used for submitting DD Form 48, 
OODEP cases. The contractor is 
CSO. 

(DISCO Form 704). 
DD Form 49, and DD 
required to address the 

This form is 
Form 48-3 to 

envelope to 

an envelope 
the CSO in 

his or her 

s= lI11epartment of Defense Transportation Security Agreement ii (DIS Form 
11~. This form is prescribed for use by the CSO in obtaining the formal 
agreement of the HOF of the commercial carrier to abide by the ISM and the DoD 
5220.22-C, IICarrier Supplement to Industrial Security Manual for Safeguarding 
Classified Information." Once executed, a DIS Form 1149 continues in effect 
unt:ll terminated by one of the parties thereto. as provided for in "Section 
VI - Termination,;; of the form. As long as the DIS Form 1149 is in effect, 
the carrier shall not be required to execute another form, unless there is a 
change in operating name or location of the HOF or reincorporation. Execution 
of the DIS Form 1149 is a prerequisite to making an eligibility determination 
with regard to transportation of SECRET controlled shipments. 
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DIS Form 1149 

SAMPLE 

DEPARTMENT OF DEFENSE , 

TRANSPORTA TION SECURITY AGREEMENT _-I 
1---T--I-{-IS-A-G-R-E-E-"'-I-E-N-T-,-e-n-te-r-e-"d'-!i.!.n~to~.!.::th~i"":S~:::::::::::::~.!..!d'-!a-y!...o..!f~::::::::::~~~~~~~~~~~~~~~~~~-1-9~~~_ I 

I 
I 

by and between THE UNITED STATES OF AMERICA through the Defense Investigative Service 

acting for the Department of Defense Agencies and other user agencies, (hereinafter called the GOI'ernment) and 

(i) the following named corporation: 

organized and existing under the laws of the State of 

(ii) a partnership consisting of 

(iii) an individual trading as 

with its principal office and place of business at ___________________________ _ 

in the City of _____________ , State of _________ _ (hereinafter called the Carrier). 

WITNESSETH THAT: 

WHEREAS, the Carrier is authorized by law, regulatory body 
or regulation to transport property, and 

WHEREAS, the requirement lor the Carrier's service has 
been established by a shippil)g component: and 

WHEREAS, Military Traffic Management Command (MTMC) 
has determined that the Carrier meets current qualification 
requirements; and 

WHEREAS, the Government has SECRET material to be 
transported (hereinafter called SECRET Controlled Shipments): 
and 

WHERf:AS, it is essential that certain security meusures be 
taken by the Carrier prior tar and after, his being accorded 
custody of SECRET Controlled Shipments; and 

WHEREAS, the parties desire to define and set forth the 
precautions and specific safeguards to be taken by the Carrier 
and the Government in order to preserve and maintain the 
security of the United States through the prevention of improper 
disclosure of the contents of SECRET Controlled Shipments. 
sabotage, or any other act detrimental to the security of the 
Unit~d States regarding such shipments. 

NOW, THEREFORE, in consideration of the foregoing and 
of the mutual promises h~rein contained, the parties hereto 
agree, as follows: 

SECTION I - SECURITY COWTROLS 

(A) The carrier agrees to provide and maintain a system of 
security controls in accordance with the requirements of the 
Department of Defense Industrial Security Manual for Safe
guarding Classified [nformation and the Carrier Supplement 
thereto, (hereinafter referred to as the Manual) attached 
hereto and made a part of this Agreement, subject, however, 
to any revision of the Manual required by the demands of 
national security as determined by the Government, notice and 
copy of which will be furnished to the Carrier. 

\8) The Carrier agrees to place in effect such security 
controls. by preparing Standard Practice Procedures such 
prot.'edures to be consistent with the Manual. The Carrier's 
Standard Practice Procedures shall be subject to review by 

the Government. Such procedures are a prerequisite to the 
granting of a facility security clearance. 

(C) The Carrier agrees to comply with all requirements and 
conditions set forth in the Manual applicable to the type of 
transportation being furnished for the movement of SECRET 
Controlled ShIpments. 

(D) The Carrier agrees that he shall not use the services of 
another business entity. which will involve a SECRET Con
trolled Shipment entrusted to the Carrier named herein, without 
the specific authorization of the Government. 

(E) The Government agrees that it shall, via shipping order 
or bill of lading, indicate which shipments require the protec
tion agreed to lierein. 

(F) The Government agrees that if the Carrier meets the 
requirements of the Manual and this Agreement. it shall be 
granted authority to transport SECRET Controlled Shipments. 
Such authorization shall be made a maller of record in the 
files of MTMC and the Defense Supply Agency. 

SECTION II - APPLICABILITY 

(Al This Agreement applies only to the specific locations 
of the Carrier which have been authorized by the Government 
for handling SECRET Controlled Shipments and listed on the 
Appendage hereto. 

(8) This Agreement does not apply to other Carriers or 
brokers acting as agents for the Carrier. 

(C) As a condition to the granting of clearance by the 
Government to the carrier to receive and transport SECRET 
Controlled Shipments, the carrier shall complete and 
execute a DD Form 441s with necessary attachments thereto 
if any, as required by the Manual. which form and attach· 
ments shall become a part of this Agreement by refertmee 

SECTION III • INSPECTION 

DeSignated representatives of the Government responsible 
for inspection shall have the right to inspect at reasonable 
intervals, the specific locations of the Carrier nuthor.izcd to 
handle SECRET Controlll.'d Shipments. Such inspectIon will 

(Continue on reverh'c sldo) 

DIS Form 1149 
May 83 

Replaces DIS fnrm 1149, Jan 81, which is obsolete. 
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DIS Form 1149 
Page Two 

I 
I 

SAMPLE 

IN WITNESS WHEREOF, the parties hereto have executed 
this Agreement as of the day and year first above written: 

include th~ procedures, methods, operating facilities and 
records utIlized by the Carrier in complying with the require
ments of the terms and conditions of the Manual. Should the 
Government, through its authorized representative, dctennine 
thnt the Carrier's security methods, procedures, operating 
facilities and records do not comply with such requirements, it 
shall submit a written report \0 the Carrier named herein 
advising him of the deficiencies. 

THE UNITED STATES OF AMERICA 

SECTION IV -SUSPENSION 

The failure of the Carrier to comply with security procedures 
and requirements set forth in this Agreement shall be deemed 
grounds for suspending the use of the Carrier for the transpor
tation of SECRET CnntrlJlled Shipment:; rOf the GOvcti1ifH~fit. 

SECTION V - MODIFICATION 

ModIfication of this security agreement (as distinguished 
from the Manual which may be modified as indicated in 
Section I of this Agreement) may be made only by written 
Rgre~ment of thn purties hereto. 

SECTION VI - TERMINATION 

This Agreement shall remain in effect until terminated 
through the giving of thirty (30) days written notice to the 
other party of intention to terminate, provided, however, 
notwithstanding any such termination. the terms and condi-
tions of this Agreement shall continue in effect so long as 
the Carrier has SECRET Controlled Shipments in his custody 
or under his control. 

SECTION VII - SECURITY COSTS 

This Agreement does not obligat e Government funds, and 
the Government shall not be liable for any costs or claims of 
the Carrier arising out of this Agreement or instructions 
issued thereunder. 

By 

(Authorized Representative of the Government) 

(Carrier) 

By 

(Firm) 

(Tille) 

(Address) 

WITNESS 

NOTE: In Case of corporation, witnesses 
not required but certificate below must be 
completed. Type or print names under all 
signatures. 

NOTE: Carrier. if a corporation, shOUld cause the fol/owing certificate to be executed under its corporate scal, provided that 
the same o£ficer shalI not execute both the Agreement and the Certificate. 

CERTIFICATE 

I, certify that I am the 

of the corporation named as Carrier herein; that 

who signed this Agreement on behalf of the Carrier, was then 

of said corporation; that said Agreement was duly signed for and in behalf of said corporation by authority of its 

governing body; and is within the scope of its corporate powers. 

(Corporate S~al) (Sill,wturl.') 
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T. "Facility Clearance Register" eDD Form 1541) and "Registration for 
Scientific and Technical Information Services" (DD Form 1540). The purpose of 
the DD Form 1541 is to provide for uniform certification of a facility's 
security clearance and safeguarding ability to the DTIC, Cameron Station, 
Alexandria, Virginia 22314. and to provide notice to DTIC of changes affecting 
an existing certification. 

a. For initial certifications. part I of the form is executed by the 
contractor in accordance with instructions appearing on the form. It is for
warded in duplicate to the CSO. That office shall complete pabt II gf the form. 
noting in the ilRemarks" section any limitations on the facility's eligibility 
to receive and store classified material. The original form. when certified. 
shall be forwarded to the DTIC. The copy is to be retained as a part of the 
official FCL records maintained by the CSo. Contractors shall submit the DD 
Form 1541 only when requesting approval of the first DD Form 1540. When 
certified. the DD Form 1541 remains in effect for all future registrations or 
until changes occur affecting the clearance or safeguarding ability of the 
certified facility. 

b. A copy of DD Form 1540 is included for info~ation purposes. It is 
used to become eligible for the services of DTIC and must be submitted to that 
activity. Additional copies may be obtained from the following: DTIC. Cameron 
Station. Alexandria. Virginia 22314. ATTN: DTIC-TSR-I. 
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DO Form 1541 

SAMPLE 

FACILITY CLEARANCE REGISTER 

INSTRUCTIONS 

FOR CONTRACTOR: FOR COGNIZANT SEClJRITY OFFIcE: 

1. Complete Part I and retain the last copy for your records. 1. Complete Part II. 

2. Forward the original and the remaining copy to the 2. Forward the original to OTIC at the address given 
Director of Industrial Security having security below. Retain the remainin~ copy for YQ!!f f'lcQrds. 
cognizance oVer yOUi' cOmpany. 

3. If you have no record of facility clearance. return 
3. Separate facility clearance registers are required for forms to the contractor with appropriate explanation. 

each location to which classified material will be sent. 

PART I 
I 

I ;. ""ME 01' !'ACIl.ITY 4. TTFED NAME OF REQUESTER (La ••• Firat, Middle Initial) 

2. AODRESS (Street, City, St.te, ZIP Code) (C/a.llllied ma'",/al will be 5. ORGANIZATIONAl. TITl.E OF REQUESTER 
forwardad to thlll addr".,,) 

6. SIGNATURE OF REQUESTER 

3. ADDRESS (SIroo/. City, S,a,o, ZIP Code) (Actuollocotlol1 11 dlllerent 
Irom It om 2) 

7. DATE (YYM/olDD) 

PART II 

8. THE FACIl.ITY l.ISTED IN PART I IS Cl.EARED TO INCl.UDING, RECEIVE AND STORE DEPARTMENT OF DEFENSE Cl.ASSIFIED MATERIAl. UP TO AND 

OSECRET o CONFIDENTIAl. 

(Reporl immediately to DTiC any chanlle D/[eclintl this facIJity Clearance) 

9. NAME OF THE COGNIZANT SECURITY OFFICE 11. TYPED NAME OF CERTIFYING OFFICIAl. (L.o., Fin', Mlddl./nltlaQ 

12. ORGANIZATIONAl. TITl.E OF CERTIFYING OFFICIAl. 

to. ADDRESS (Street. City, Stala, ZIP Code) 

13. SIGHATURE OF CERTIFYING OFFICIAl. 14. DATE (YYMMDD) 

15. MAIl. TO, Defellse Technical Information Center 
ATTN: DTIC-DDR-2 
Cameron Station. Bldg. 5 
Alexandria, Virginia 22314 

16. REII4ARKS 

FORM RE DO 80 DEC 1541 Pl.ACES EDITION OF I SEP 6! WHICH 
MAY BE USED UNTIl. SUPPl. Y IS EXHAUSTED 
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REGISTRATION FOR SCIENTIFIC AND FOR DTIC CENTRAL USER FlLE 

TECHNICAL INFORMATION SERVICES DOD USER COi)E 

(No carbon paper Is required in the complelion of this form) 
APPROVING OFFICIAL FORWARD 
COMPLETED FORM TO: 

PART I - REQUESTER APPLICATION CONT RACT SPONSOR 

I. ORGANIZATION NAi'olE DEFENSE TECHNICAL INFORMATION CENTER 

USER CLASSIFICATION ATTN: DTiC-DOR-2 

2. ADDRESS (Street, Clly, Stale, ZIP Code) CAMERON STATION, BLDG. 5 

FACILITY SECURITY CLEARANCE 
AL EXANDRIA, VIRGIN!A 22314 

CONTRACT SECURITY CLEARANCE PART IV - SUBJECT FIELDS OF INTEREST .. ATTENTION LINE OF REQUESTING OFFICIAL (Name: La.t, FI,.t, Mlddle/nltl.l) CI.EAR-, RO I NATO I CNWOI "NeE Circle required codes below. First Number is 
the Subject Field; the 'second Is the more 

4. ORGANIZATIONAL TITLE OF REQUESTING OFFICIAL 5 .. TEL.EPHONE NO. (Include Area 
CPde) 

specific group. See Subject Fields on Reverse. 

6. SIGNATURE OF REQUESTING OFFICIAL .. DA rE (1'}'MAlDD) 01-01 06-12 11-01 15005 19-04 
01-02 06-13 11-02 15-06 19-05 
01-03 06-14 11-03 15007 19-06 

S. PRIME CONTRACT/GRANT OR 9. EXPIRATION 10. SECURITY CLASSIFICATION lOa. SPECIAL SECURITY CLASSIFI- 01-04 06-15 11-04 16-01 19-07 PROGRAM NO. (Ente, One Only) DATE OF ITEM 8 REQUIRED CATION REQUIRED 
(YYMMDD) 01-05 06-16 11-05 16-02 19..QS 

o UNcL.ASSIFIED ONATO 02001 06-17 11-06 16-03 20-01 

o CONFIDENTIAL. o RESTRICTED DATA 02-02 06-1B 11-07 16-04 20-02 

o SECRET OeNWbl 02-03 06-19 11-oS 16-04.1 20-03 
02004 06-20 11-09 16-04.2 20-04 

PART II - PRIME CONTRACTOR APPROVAL (/I Part I is a Subcontraclor) 02-05 06-21 11-10 16-04.3 20-05 
il. ORGANIZATION NAME 12. SUBCONTRACT NUMBER 02-06 07-01 11-11 17-01 20-06 

03-01 07-02 11-12 17-02 20-07 

13. ADDRESS (Stl'eot, City. Stato, ZIP Code) 03-02 07-03 12-01 17-02.1 20-oS 

14. EXPIRATION DATE OF ITEM 12 
03-03 07-04 12-02 17-03 20-09 

(YYMMDD) 04-01 07-05 13-01 17-04 20-10 
04-02 OS-oI 13-02 17-05 20-11 
05-01 OS-02 13-03 17-06 20-12 

I S. TYPED NAME (L .. t, FI"" Middle Initial) ! 16. SIGNATURE I'" DATE (YYMlItDD) 05-02 OS-03 13-04 17-07 20-13 
05-03 OS-04 13-05 17-oS 20-14 

PART III - CERTIfICATION AND APPROVAL 
05-04 OS-05 13-06 17-09 21-01 
05-05 08-06 13-07 17-10 21-02 

lB. ORGANIZATION NAME 19. TELEPHONE NO. (Include A'e. 05-06 08-07 13-08 18-01 21-03 
CPde) 0S-07 OS-08 13-09 IS-02 21-04 

20. ADDRESS (Streot, City, Sio/o, ZIP Code) 05-oS 08-09 13-10 IS-03 21-05 

121. DATE (yYMMDD) 
05-09 08-10 13-10.1 lS-04 21-06 
05-10 08-11 13-11 18-05 21-07 
OS-11 08-12 13-12 18-06 21-08 
06-01 08-13 13-13 18-07 21-08.1 

22. TYPED NAME OF APPROVING OFFICIAL (La.,. FI,." Mlddle/nlll.l) 23. SIGNATURE 0(;002 08-14 14-01 18-oS :!1-08.2 
06-03 09-01 14-02 18-09 21-09 

24. ORGANIZATIONAL TITLE OF APPROVING OFfiCIAL 06-04 09-02 14-03 lS-10 21-09.1 
06-05 09..Q3 14-04 IS-11 21-09.2 
06-06 09-04 14-05 lS-12 22-01 

THE DTIC CENTRAL FILES MUST BE NOTIFIED IMNEDfATEl.Y OF ANY CHANGES TO INFORMATION PROVIDED ON THIS FORM 06-07 ()I)-OS 15-01 18-13 22-02 
FOR DTIC USE ONLY) 06-08 09..Q6 15-02 18-\4 22-03 

06-09 10-01 IS-03 19-01 22-04 
06-ib 10-02 IS-03.1 19002 ALL 
06-11 10-03 15-04 19-03 

REPLACES EOITION OF I JUL 71 \\'H!CH COpy DESIGNATION: Wblte - DTIC: Green - DTIC; Yellow - Approving OlClclal: 
MAY BE USED UNTIL SUPPLY IS EXHAUSTED Plnk - Prime Contractor or OUSDR&E; Gold - Originator 
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SUBJECT FIELD AND GROUP STRUCTURE ~ C 
CQ C 
CD 

01 Aet. .... lc:. 07 o...',try l' M.ch-r",lc.t, 1_lhi.I, CJ.U •• ~ M.ri". II tcvd.crr Sci.nn lI!~d T~du~~I~;r :r =n 
01 A!:rodr===ic: 01 Chrctic.l eaprlfl'mnl E,.,ti.,.;.:wlttt 01 FU510n devh:esr Th.rmC»ftllcl .. r} 

Q .... 
02 Aeronautics 02 InorlMic Qftlialry 01 IJ~..- (:Oft:!itioninl.. healJnt. HeMin, and 02 Isotupes Q 3 
03 Aircr~ft 03 Ollanic c:haaistry venUatinc 03 Nuclur explo.lons 

04 Aircrllt flipt In.trwtlC'ntalion 04 PhyaJcal cb",iatry 02 Civil mcinHrin& 04 Nude II' ins!fumenlahon .... 
OS Air (-=iliti" OS Radio and radiation cheGIiAtry 03 ConliNCtioa eqwp.u'~.I. faderi.ls .,d OS Nudelr power pl3nts U'I 

su.p;llina 06 Radialion stueldlnc ~nd prolcoctlon A 
02 AtrinJt.N 04 Coatalners and pach&iQ& 07 R.dloaCllve wules and fjnion products Q 

01 AsriculturaJ cbclIlbtry as COUpUh&:II. I •• t.nen and Joint. OS R.dIOICU\,Uy 

02 "Iricultura! economic. 01 Eorth SciNe ... 114 CkHWSOftIi,a., 06 Ground lUln&p<»rtatiOil equipment 09 Reoactor m&lneeunC and operallon 
OJ Acricultural eaciftHrillC 01 BJoJocical oceanoerapby 07 Hydrauhc Ind p,u~\lDlalic equipment 10 Reactor malf>nalll 
04 A,roaoey and hortic:ulhlrc 02 Carto,raphy oe Induslrial proc:n .. II Rucfor physics 
OS Animal hUlb..ndry 03 Dynamic oc:eanocr-p:y 09 Machinery .,d tools 12 Reactors (POWN J 

06 Forest". 04 Geochemistry 10 lIIarine meiMeri"l IJ Reactors (Non· POWf'I J 

D3 A.m ... , ... te A.tntpll,lfu OS Geodny 10.1 Sut.:arine enCinC'fl1nl 14 SNAP te-c:.bnolol)' 

06 Goo.ropby II Pumps, ruters. pipes. lubin, and valves, 19 O,Jncftc. 
01 A(lronoay 07 Cealo!), Md Mineraloz:r 12 Se(etr enpr.«iu;& 
02 Aalropb}·.ic5 08 Hydroloc:r and Umnoloc;y 13 SINetura( t:ncinHrinc 01 Ammunition, ellplo~lves and pyrocechnlcs 
03 CelesUalmm.nles 09 Minine H,iaHrift, 02 8== 

14 WefltMI alld E4I.I,.. ... 03 Combat Ye'hlcle-:! 
04 A ..... pI&.,ic ScI_ul 10 PhYlical o~anocraph, 

II Seju~oloo 01 Cost eUectlveoness 04 Eaploslons. b_lhsl:c!' .. nd armor 
01 Ahw",phetjc physic. 12 Snow. ice and pemaalrost 02 Laboratorin. lest CKiIiHes •• nd lest OS Fire coftllol .,d bomb:n, systems 
02 Urte-ofOlOO !3 ~i1 tIIKhanics equipment 06 Guns 

05 1 ..... I.~f oM SKI.I Sc'",UI 14 T~ttrttri.1 m.",rtil&tII 03 Recordinl dC'Yices 07 Rockets 
04 ReUabiHty 01 Under •• h."r ordnance 

01 Adr:ninistration ud lGanltC .. ~nt OS Rquocraphr 20 Ph,liu c:n 
02 DoC'Umc-ntation .nd lnrormatioa tKhneloD 

15 WUlte'J' Scl .. u. ==-~ 03 Economics 09 £I.ctrollic •• n4'l:I.ctrical E.,i • ..,. •• 01 Acour;lIcs 

~ 04 History. I ... lad poUticai sdence 01 Antisubmarine •• rfare. 02 CrystalloCraphy 3: 
-1:1l OS Human factora enpneerine 01 Componenlll 02 Chemical. bioIQr;i~alr !!'!C! ~~q'q~~.1 03 ~'~~ln~IIY ~d m~~!l!!!!. 

06 Humanities 02 COlll-pu,er. iiiriare . - - 04 Fluid mechanu:s -0 
.1 Lil'l&uiaUct 6J ElrCironie &ad elrtlricd ""nema, 03 [)eren" OS Masers II\d luers r-
01 M.n· ttI.ehane relatlom. 04 Inronnatioa theory OJ.1 Antimiuile ddenli~ 06 Opties /"1'1 
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03 Biolol)' 04 lIIissUes 
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07 EfClIpC, I't'acua .. d surv.vel 01 Adhrsi~s.nd ua}a 

04 Fuels 
01 Food 17 Hoorilotton, C. ... VIIlcatJo,u, o.t.et'Oft _d OS Jet and ,., turbine rrllines 

02 Ceramic •• retractDl'L ... r.! ....... 
09 Huine ~eI unltation OJ CC~U=.=. color.lii iiIAd nnlabn 

(:o".t~~"w 06 Nuclear propulsion 
10 liicki51ital (Occtlp.,ilHt.l) .. .aidn .. 04 ComposHe .uteri als 01 Acou,Uc detltdioes 07 R~ciproealinc maine. 
11 Life support OS Fibers Md texUles 02 CoMlBunication. 01 Rocht IDOtors and melnes 
12 Medic. I ~ ho.ph.l cqulprzwnt and auppUH 06 Metallufl)' ~d mlC1a1lol,IIIphJ 02.1 Radio co ... unic:adoaa OS.I Llquld rocker molo".. 
13 lifiaobiolol)' 07 MiacellilMUus lUted". OJ Dittttioa lindine 08.2 SoUd rocket lnolDl'_ 
14 Persoftn~t .elect1oa .nd aahUC'ftaDCe 08 OU_, lubricants. _d hydf&U1k nui" 04 EI«hOCll&cnetic lind lCOusllc 09 Rocket propellanlS: 

(lhdlc.', 09 Pludcs eounle~_un:. 09.1 Liquid rocket prop('Uanb 
15 Phal1ltCOloaY 10 Rubber. OS Inlt.red Mel ulu ... iolct detection \>9.2 SaUd rocket propco Ilanla 
16 PhysioloO' II Sollven.t •• clUM,. .-ad .br.in. 06 "aC'/.!Otic detection 22 s,.ce T ,ch .. 1olY 
17 ProtKtiw ~qulpaent 12 Wood and pap" products 07 H"'~.I'on Md l'IidMC'e 
II RadiobioloD' 08 Optical detlrdion 01 Antron.utica 
19 Sun. phVaiolol)' 09 Rad., d~lecli.". 02 Sp.~«'AfI 
20 Tol'lC'oioC)' 12 .... th ••• flul Sci_ee. 10 Seismic de1Ktion 03 Sp.c't'Crah tr.iKlor'~1 and !"Hnlry 
11 •• aport att.ct. 04 SP":Kf.tt launch vehiclell ~nd lrou~d 
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U. Letter Agreement to Safeguard Classified Information for an Employee Per
forming Consultant Services. This agreement shall be prepared and executed by 
a contractor if he or she agrees to accept responsibility for safeguarding 
classified information released to an employee furnishing consultant services. 

The contractor shall send the original to the csa and distribute copies as 
indicated on the agreement. In case of failure to execute this agreement. the 
consultant shall be cleared as a facility. 

146 

( 

)! 

-

. 

, 
( 

i 
; 

14 

1 
I 
I 
i 
\ 
! 

'I 
d 

J 
! 
'j 
'I 
j 

11 

i 
iI 
il 
~i 
:J 
,I 
,I 

!I 

1 
:1 
,1 
if 
'I 

:1 

i 
J 
j 

'/ 
~ 
II 
II 
II 
~ 
i 
! 
U 

I 
~ 
II 
U 
! 

I It u i , 

~ 

1." , 



(Sample) 

(Company Letterhead) 

To: __ ~~--------. ____ ~~--~~~~--------
(cognizant security office) (date) 

Dear -----------------------
In accordance with paragraph 70 of the "Industrial Security Manual for Safeguarding 
Classified Information" (ISM), the cleared to the 

(name of cleared facility) 
level of and an 

.~--~--~~--~----~------~ --~----~~--~--~----------(level of facility clearance) (name of employee) 
employee cleared for access to ______ ~~--~------- classified information, by 

(level) 
__ ----,:--_' ______________________ ~--- on _______ ,..."..._-,-_________ who is serving 8.S a 

(activity granting clearance) (date) 
consultant to hereby j oiD.'ely 

----,:------~------~--~--------------------------~ (name of using facility or user agency activity) 
agree to the following. 

(i) Place classified material received and/or produced by said 
employee in his or her capacity as a consultant into the facility's 
classified material control system. 

(ii) Provide the employee with an approved container in which to store 
claEEifigd matg~igl ~@l~ting to his or her consulting activity. 

(iii) Incorporate the facility's standard practice procedures implementing 
the access limitation requirements of paragraphs 70a(2) and 70a(3), 
ISM. 

(iv) Abide by the facility's standard practice procedures in handling 
classified material relating to the employee's consulting activity. 

(v) Advise the cognizant security office and either the contractor or 
the user agency activity to which the employee is a consultant of 
any change in the consultant's status as CI.n employee of the 
facility. 

(date) (employing contractor signature) 

(title) 

(date) (employee-consultant signature) 

Copy to: 
Facility of Employee Consultant 
Contractor or User Agency to which Employee is Consultant 
Employee Consultant 
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Appendix II. DERIVATIVE CLASSIFICATION INFORMATION 
AND PROCEDURES 

A. Scope and Application. 

DoD 5220.22-M 

1. General. E.O. 12356 prescribes a uniform system for classifying 
and declassifying national security information. The E.O. recognizes that 
it is essential that the public be informed concerning the activities of its 
government, but that the interests of the U.S. and its citizens require that 
certain information concerning the national defense and foreign relations be 
protected against unauthorized disclosure. Information classified under 
E.O. 12356 and prior orders shall be declassified or downgraded as soon as 
national securi.ty considerations permit. Information is declassified based 
on the loss of sensitivity of the information with the passage of time or on 
the occurrence of an event that permits declassification. Information that 
continues to meet the classification criteria, despite the passage of time, 
will remain classified and continue to be protected. 

2. User Agency Information. In compliance with their responsibilities 
under the above E.O •• the Secretaries of Defense, Commerce. State. Treasury, 
Transportation, Interior, Agriculture, Labor, and Health and Human Services; 
the Attorney General, Department of Justice; the Comptroller General of the 
United States, General Accounting Office; the Chairman, Board of Governors, 
Federal Reserve System; the Administrators, General Services Administration, 
Small Business Administration, National Aeronautics and Space Administration, 
and Environmental Protection Agency; and the Directors, National Science 
Foundation, U.g. A~ills Cuntrol and Disarmament Agency, and Federal Emergency 
Management Agency (all hereinafter referred to as UAls) have prescribed that 
the provisions of this appendix shall apply to all classified information 
originated in the UAls or by one of their components or contractors. This 
encompasses all classified information originated by: the OSD and DoD 
agencies; the present and former Joint Chiefs of Staft and Joint Staff; the 
Department of Army and former War Department; the Department of Navy; the 
Department of Air Force and former Army Air Forces; the U.S. Coast Guard, 
when acting as a part of Navy, Treasury, or Transportation; NASA and prede
cessor NASA agenCies, including the National Advisory Committee for Aeronau
tics; the FAA, prior and subsequent to its assignment to the Department of 
Transportation, predecessor FAA agencies, including the Civil Aeronautics 
Administration and the Airways Modernization Board, formerly of the Department 
of Commerce; joint committees or agencies comprised entirely of representa
tives from within the above described agencies or their predecessor agencies; 
other U.S. Government agencies whose functions have officially transferred to 
any of the above agencies; and contractors in the performance of contracts 
awarded by or on behalf of the UAls, their components, or their predecessors. 

3. Authority of Contractors. The contractor shall apply and implement 
the provisions of this appendix, unless otherwise instructed by his or her 
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contracting officer ~/. In those cases in which a contracting officer 
determines that the material has been improperly designated, the contracting 
officer shall instruct the contractor to mark the material to reflect the 
correct designation. 

4. Responsibility of Contractors. Each contractor who possesses 
classified material affected by this appendix is responsible for initiating 
action to apply ,the appropriate notation and to change or cancel classifica
tions as prescribed herein. Such actions are the responsibility of each 
holder of classified material; they constitute an implementation of a directed 
action rather than an exercise of the authority for deciding the change or 
cancellation of classification 2/. Pending the re-marking of classified 
material, as prescribed in this-appendix, the contractor shall safeguard the 
material in accordance with the classification marked on it. 

5. Requests for Advice. When the contractor cannot determine exactly 
which provision of this appendix applies to certain classified information or 
material, he or she shall request advice from the contracting officer concerned. 
If the contracting officer is unknown, or is known to have been abolished, such 
requests will be forwarded through UA contracting channels, as appropriate. If 
the channels are not known, the request will be sent directly to the appropriate 
office shown below. All such requests must include a complete description or 
identification of the classified information or document in question. 

a. Army. The Adjutant General, ATTN: DAAG-AMR-S, Department of 
Army, Washington, D.C. 20315 

b. ~~Y1' Chief of Naval Mat§rial. ATTN: MAT=09B2, Washington, D.C. 
20360 

c. Air Force. HQ AFOSP/SPIA, Kirtland AFB, NM 87117 

d. NASA., Headquarters, NASA, ATTN: Code ADA-42, Washington, D.C. 
20546 

e. Commerce. Director of Investigations and Security, Department 
of Commerce. Washington. D.C. 20230 

f. GSA. Director, Security Division, Office of Investigations, 
General Services Administration, Washington, D.C. 20405 

~/ In those cases in which a contractor receives instructions that appear to 
be in conflict with the provisions of this appendix, the contractor shall 
immediately notify the contracting officer of the conflicting instructions. 
Pending resolution of the problem, he or she shall comply with the most 
recent instructions received from the contracting officer. 

1/ The date of the initial specifieation, drawing, or blueprint from which 
hardware is manufactured may be used as the date from which to compute 
automatic downgrading or declassification of the information. which may be 
disclosed by the hardware. 
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g. State. Director of Security, Department of State, Washington, 
D.C. 20230 

h. SBA. Director, Office of Security and Investigations, Small 
Business Administration, Washington, D.C. 20416 

1. NSF. Security Officer, National Science Foundation, Washington, 
D.C. 20550 

j. Treasury. Departmental Physical Security Officer, Department of 
Treasury, Washington, D.C. 20220 

k. Transportation. Chief, Security Division, Department of Trans
portation, Washington, D.C. 20590 

1. Interior. Defense Coo:t'dinator, Department of the Interior, 
Washington, D.C. 20240 

m. Agriculture. Department Security Officer, Department of Agri
culture, Washington, D.C. 20250 

n. HHS. Director, Security and Protection Division, Office of 
Investigations (DIG), Department of Health and Human Services, Washington, 
D.C. 20201 

~. Labor. Chief~ Physical Security Branch, Office of the Assistant 
Secretary for Administration, Department of Labor, Washington, D.C, 2QZIQ· 

p. EPA. Director, Security and Inspections Staff, Environmental 
Protection Agency, Washington, D.C. 20460 

q. FRS. Associate Director, Division of Support Services, Board of 
Governors, Federal Reserve System, Washington, D.C. 20551 

r.. Justice. Director, Security and Administrative Programs Staff, 
Office of Management and Finance, Department of Justice, Washington. D.C. 20530 

!';j. ACDA. Security Office, U.S. Arms Control and Disarmament 
Agency, Washington, D.C. 20451 

t. FEMA. Security Officer, Federal Emergency Management Agency, 
Room 4207, 18th~ Streets, NW, Washington, D.C. 20405 

u. GAO. Director. Office of Security & Safety, General Accounting 
Office, Washington, D.C. 20548 

w. If the contractor is unable to obtain advice from the UA's 
listed above, assistance may be requested from the Deputy Under Secretary of 
Defense for Policy, ATTN: Director, Information Security, The Pentagon, 
Washington. D.C. 20301. 
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I 1 'fi t'on and "Classified by" Line Procedures. B. Downgrading Dec ass~ ca ~ 

1 G 1 All derivatively classified material shall be marked to 
reflec~ dec~~:~~fication instructions, the source of classification (shown on 
h "Classified by" line), and, if applicable, downgrading instructions. 

~ e ts shall show the required information either on the cover, first hage, 
ocumen or in a similarly prominent position. Other material shall s ow 
~~:l;e~:~;~d information on the material itself or, if not practical, in 
related or accompanying documentation. 

show this information shall be as follows: ~he markings used to 

CLASSIFIED BY _______ ---;;:;-;-___ (Required) 
N (As Appropriate) DOWNGRADE TO. ,.-______ 0 ______ -,;;:-:-. 

""' (Required) DECLASSIFY ON ______________ _ 

a. On electronically transmitted messages, the "classified by" line 
the other markings are required and may be included on the last 
may be abbreviated as follows: 

is not required; 
line of text and 

DNG/"S" or "C"I (date or event) 
DECL~ __________ _ 

b. Material containing RESTRICTED DATA may only be de~lassified by 
the DOE. FORMERLY RESTRICTED DATA may only be declassifi~d on a Joint " 
determination by the DoD and the DOE. Therefore, only a Classified by line 
is shown on t e ma er~a . h t ' 1 The· "Declassify on" line is not to be used. 

2. The "Classified by" line. 

In completing the "Cl.assified by" line. the contractor shall 
identify t:~ applicable DD-Form 254 (see paragraph b below) ££ other UA 

'd In addition, if any single guidance source other than, or 
gu~ ance. , ble DD Form 254 is followed, that source will also 
~~p~~~::n~:ls~~h ~h:a;P~~~~~ standing alone, it will be sufficiently complete 
to identify it, including its date. If two or more gu~d~~cesources other 
than or in addition to the applicable DD Form 254 are ~ollowed, t~e 

identification of the DD Form 254 will be f~~107;~2by~~eHi~~:~: M:~~~!i!e 
sources" (for example, DD Form 254, August" II i d the 
Sources) In each such case, when the phrase "multiple sources s use J 

contract~r shall maintain adequate records to support the application of the 
classification marking and shall retain such records for the duratio: of t~~ 

t act or program under which the document was created. The recor s cou 
~~~erthe form of a bibli~graphy identifying the applicable classification 
sources and be included in the text. 

b. Identification of the applicable DD Form 254 in the IIClassified 
by" line will always include at least the following: 

(1) the date of the DD Form 254, and 
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(2) the speciric designator (for example, contract number) of 
the contract or other requireti$ents document for which the DD Form 254 was 
issued 1/. 

3. The IIDeclassify on" Line. In completing the "Declassify on" line, 
the contractor shall use the information specified in or with the DD Form 254 
provided by a UA or cite the Source document. 

4. The "Downgrade to" Line. In completing the "DOWngrade to" line, the 
contractor shall insert SECRET or CONFIDENTIAL and an effective date or event 
as indicated in or with the DD Form 254. or cite the source document. 

C. ApplYing Derivative Markings to New Material. 

1. Pre-August 1, 1982. New material that derives its classification 
from material classified or issued prior to August I, 1982 shall be treated as follows. 

a. If the DD Form 254 or source material b~ars a date or event 
for declassification, that date or event shall be applied to the new material. 

b. If the DD Form 254 or source material bears no date or event 
for declassification, bears an indefinite date or event, or is marked for 
declassification review, the new material shall be marked with the notation: 
"Originating Agency's Determination Required" or "OADR." 

2. After August I, 1982. New material that derive~ its cla~gifi~ation 
from a DD Form 254 or sburce material bearing a date on or after August I, 
1982 shall be marked with the declassification date or event, or with the 
notation, "Originating Agency's Determination Required," or "OADR" as 
specified in the DD Form 254 or source material. 

D. Most Restrictive Marking Determination. In all cases where a new 
document or material is classified based on "multiple sources," the most 
remote date or event for declassification shown on any source shall be 
assigned to the new document or material. If any source shows the notation 
"Originating Agency's Determination Required" or "OADR," the new document or 
material shall also be assigned this notation. For example, if one source 
indicates declassification on December 31, 1988 and another source indicates, 
"Originating Agency's Determination Required, II or "OADR," the notation, 
"Originating Agency's Determination Required," or "OADR" shall be assigned to 
the new material, because it is the most restrictive marking. 

1/ For potential prime cont~qctPrs responding to an IFB, RFQ. or RFP, when no 
contract deSignator is shown in item 3a of the DD Form 254, the deSignator 
shown in item 3c of the DD Form 254 shall be used. Prime contractors and 
subcontractors at all tiers shall use the deSignator set forth in item 3a 
of the DD Form 254. 
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E. Downgrading/Declassification Actions for Pre-August I, 1982 Material. 

1. Documents and material classified under E.O. 12065, and predecessor 
E.O.'s that are marked for automatic downgrading or declassification on a 
specified date or event, may be downgraded and declassified pursuant to such 
markings. Such documents or material need not be re-marked, except in accor
dance with paragraph lId. Information extracted from these documents or mate
rial for use in new documents or material shall be marked for declassification 
as specified in the source document. 

2. Documents and materi~l classified under E.O. 12065, and predecessor 
E.O.'s that are not marked for automatic downgrading or declassification on a 
specified date or event, shall not be downgraded or declassified without 
authorization of the originating agency. Such documents or material need not 
be re-marked. Information extracted from these documents or material for use 
in new documents or material shall be marked for declassification on the 
determination of the originating agency; that is, the "Declassify on" line 
shall be completed with the notation, "Originating Agency's Determination 
Required," or "OADR." 

F. Extracts of Information. Information extracted from a classified source 
shall be derivatively classified or not classified, in accordance with the 
classification markings shown in the source. The overall and internal 
markings of the source should supply adequate classification guidance. If 
internal markings or classification guidance are not found in the source, and 
no reference is made to an applicable and available classificattQn guide. th~ 

extracted information shall be classified according either to the ov-erall 
marking of the source or the guidance obtained from the classifier of the 
source material. 

G. Changing Classification Markings. At the time the material is actually 
downgraded or declassified, the action to change the classification markings 
shall be initiated and performed, in accordance with the provisions of 
paragraph 11. When classification markings are changed or canceled, an entry, 
when appropriate. shall be made in the control station records prescribed in 
paragraph 12, to reflect such change or cancellation. 

H. Release of Declassified Information. Declassification, either 
automatically or by individual review and determination, is not automatically 
an approval for public disclosure. Accordingly, contractors shall request 
approval for public disclosure of "declassified" information, in accordance 
with the provisions of paragraph 50. 
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DoD 5220.22-M 

Appendix III. FOREIGN CLASSIFIED CONTRACTS 

Table Outlining Responsibilities for Security Actions. 

Certain duties which this manual assigns to the contracting officer or to the 
contracting UA are, with respect to foreign classified contracts, assigned 
to the Deputy Director (Industrial Security), HQ DIS, the administrative 
contracting office, or the CSO. 

Table I shows the assignment of these duties. Contractors will submit their 
requests for instrUctions or guidance as set forth below. DutieS not specifi
cally assigned herein are reserved to the foreign government agency or foreign 
contracting activity concerned. Requests for instructions in such cases shall 
be submitted through the Deputy Director (Industrial Security), HQ DIS. 
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Action 

1. Approves retention of classified information 
by contractor or subcontractor. 

2. Authorizes and provides instruction for trans
mission of classified information outside the 
facility. 

3. Authorizes reproduction of classified infor-
mation. 

4. Authorizes destructicn of certain classified 
information. 

5. Approves electrical alarm service. 
6. Approves cOltltrolled areal. 
7. Approves visits for Categories 2 and 3. 
8. Authorizes disclosure of TOP SECRET 

information to subcontractor. 
9. Receives notification of award of clas

sified subcontractor 3/. 
10. a. Approves Security-Classification 

Guidance for subcontracts. 
h. Obtains Security Classification 

Guidance for subcontracts. 

Table 1 

References 

Deputy 
Director 

(Industrial 
Security), 

HQ DIS 

Par.s. 51, 5m, and 64, ISM •••••• 

Pars. 5 and 17, ISM •.•••••••••• 

Par. 18. ISM ................... . 

Par. 19, ISM ••••••••••••••••••• 

Pars. 35 and 36, ISM .. ~ ..•....• 
Par. .34, ISM •.••...•••......•.. 
Par. Lfl, ISM .. (' ....... , >1.1 ~ •••••• 

Par. 59, ISM .. <lII •••••••••••••••• 

Par. 62, ISM ................ ~ ... X 

Par. 60.ISM •••••••••••••••••••• 

.................... .: ••• o ........ e X 

Admin
istrative 

Contracting 
Officer 

x 

x 

x 

x 

x 21 
X 21 
X II 
X 

X 

X 

x 

Cognizant 
Security 
Office 

x 

X 
X 

x 

~/ Some foreign contracts will be managed by foreign personnel directly from the country concerned, the country's Washington 
embassy, or other means with no U.S. contracting officer involved. U,S. UA's control Category 4 type visits 
as well as Category 30 Necessary coordination will be effected with the Deputy Director (Industrial Security), HQ DIS, 
the CSO, and the contractor concerned. 

~/ If costs are involved, the administrative contracting officer authorizes and provides instruction for transmission on 
classified information outside the facility. 

11 This notice shall be sent to the eso of the subcontractor. 
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Appendix IV. REQUIREMENTS FOR THE CONSTRUCTION OF STORAGE VAULTS 
AND STRONGROOMS 

A. Application, This appendix specifies the minimum standards required * 
for the construction of vaults and strongrooms used ,as storage facilities * 
for classified material, in accordance with paragraph 14 of this manual. * 
These standards apply to all new construction and reconstruction, altera- * 
tions, modifications, and repairs of existing vaults or strongrooms. They * 
will also be used for evaluating the adequacy of existing vaults and * 
strongrooms. * 
B. Class A Vault. 

1. Floor and Walls. The thic~~ess of the floor and walls must be * 
determined by structural requirements, but may not be less than 8-inch-thick 
reinforced concrete. Walls are to extend to the underside of the roof/ceiling 
slab above. 

2. Roof/Ceiling. The roof or ceiling must be a monolithic reinforced 
concrete slab of a thickness to be determined by structural requirements, but 
not les!; thick than the walls and floors. 

3. Vault Door and Frame Unit. The vault door and frame unit shall be 
one that wasl originally procured from tbe FSS ]j. 

4. Lock and Locking Parts. The lock shall conform to Underwriters' 
Standard No. 768 Group I·~R. It shall be equipped with a Htop-n:sd;i.ng, spy
proof type dial." The UL label is considered adequate evidence of compliance 
with these requirements. Axial play on the level handle spindle shall not 
exceed 1/16 inch. The locks, lock bolt, door 'bolt operating cs,m. and bolt 
operating linkage eonneeeed thereto shull be protected by a tempered steel 
alloy hardplate located in front of the parts to be protected. Such hardplate 
to be at least 1/4 inch in thickness and to be in the Rockwell haroness range 
of C-63 to C-65. The front plate, edge plates, back plates, and cap sheet 
shall be of manufacturers' standard construction. The cap sheet of the door 
will have an inspection plate of such size that its removal will permit 
examination and inspection of the combination lock and operating cam area 
without removal of entire back cap sheet of the door. 

5. . Miscellaneous Opening. Omission of all miscellaneous openings is 
desirable, but not mandatory. However, in all instances openings for heating 
and ventilating ducts, pipes, and conduits shall not exceed 96 square inches 
in size. Pipes and conduits entering the vault shall enter through walls 

1/ Vault doors are listed in the PSS (FSC Group 71, Part III, Section E. * 
FSC Class 7110). Vaults equipped with doors that do not meet these * 
specifications may qualify as strongrooms, if the construction meets the * 
minimum requirements outlined in paragraph F of this appendix. * 
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that are not common to the vault and the structure housing the vault. 
Preferably such pipes and conduits should be installed when the vault is 
constructed. If this is not practical, they shall be carried through 
snug-fitting pipe sleeves cast in the concrete. After installation, the 
annular space between the sleeve and the pipe or conduit shall be caulked 
solid with lead, wood, waterproof (silicone) caulking, or similar material, 
which will give evidence of surreptitious removal. The construction standards 
for man-safe barriers outlined in paragraph F-5 shall be followed when 
securing openings. 

C. Class B Vault. 

1. Floor. The floor should be a monolithic concrete construction of 
the thickness of adjacent concrete floor construction, but not less than 4 
inches thick. 

2. Walls. The walls should be not less than 8-inch-thick brick, 
concrete block, or other masonry units. Hollow masonry units shall be the 
vertical cell type (load bearing) filled with concrete and steel reinforcement 
bars. Monolithic steel-reinforced concrete walls at least 4 inches thick may 
also be used, and shall be used in seismic areas. Walls are to extend to the 
underside of the roof or ceiling above. 

3. Roof/Ceiling. The roof or ceiling must be. a monolithic rein.forced 
concrete slab of a thickness to be determined by structural lcequirements. 

4. Vault Door and Frame Unit. S€7e paragraph B3. 

5" Lock. See paragraph B4. 

6. ,Miscellaneous Openings. See paragraph B5. 

D. Class C Vault. 

1. Floor. See paragraph Cl. 

2. Walls. Walls must be not less than 8-inch-thick hollow clay tile 
(vertical cell double shells) or concrete blocks (thick shells). Monolithic 
steel-reinforced concrete walls at least 4 inches thick may also be used. 
Where hollow clay tiles are used and such masonry units are flush, or in 
contact with, facility exterior walls, they shall be filled with concrete and 
steel-reinforced bars. Walls are to extend to the underside of the 
roof or ceiling above. 

3. Roof/Ceiling. See paragraph C3. 

4. Vault Door and Frame Unit. See paragraph B3. 

5. Lock,. See paragraph B4. 

6. Miscellaneous Openings. See paragraph B5. 
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E. Structural Design. In addition to the !'equirements given above, the 
wall, floor, and roof construction shall be in accordance with nationally 
recognized standards of structural practice. For the vaults described above, 
the concrete shall be poured in place, and will have a minimum 28-day 
compressive strength of 2,500 pounds per square inch. 

F. Strongrooms. A strongroom, as referred to in paragraph 14a(3)(f), shall 
be considered to be an interior space of the cleared facility or complex (see 
paragraph 3t) enclosed by, or separated from, other facility spaces by four 
walls, a ceiling, and a floor, all of which are constructed of solid building 
materials. Under this criterion, rooms having a false ceiling, and walls 
constructed of fabrics, wire mesh, or similar materials, shall not qualify as 
a strongroom. For strongrooms not located within a complex, the floor, * 
ceiling, or walles) that is an exterior part of the building and less than * 
18 feet from the ground or from an access point, or adjoining another firm's * 
space, shall be constructed as outlined in paragraphs Cl, C3, and D2, * 
respectively. Advise regarding use of solid building materials in strongroom 
construction may be provided by the CSO. Specific construction standards are 
as follows. 

1. Hardware. Heavy-duty builder's hardware shall be used in. construc
tion. Al~screws, nuts, bolts, hasps, clamps, bars, 2-inch square mesh of 
No. 11 wire, 18 gauge expanded metal. hinges, pins, and the like, shall be 
securely fastened to preclude surreptitious entry and ensure visual evidence 
of tampering. Hardware accessible flt'om outside the area shall be peened, 
brazed, or spot-welded to precludet removal. The term "2-inch square mesh of 
No.l1 wire," which meets the requirements of Federal Specification RR-F-l91d, 
June 17, 1965, hereinafter shall be referred to as "wire mesh." 

2. Walls and Ceilings. Construction shall be of plaster, gypsum board, 
metal, hardboard, wood, plywood, or other materials offering similar resistance 
to, and evidence of, unauthorized entry into the area. Insert-type panels 
shall not be used. 

3. Floors. Floors shall be of solid construction, utilizing materials 
such as concrete, ceramic tile, and wood. 

4. Windows. Window openings less than 18 feet from an access point 
(such as, another window outside the area, roof, ledge, or door) shall be 
fitted with 1/2 inch bars (separated by no more than 6 inches), plus cross
bars to prevent spreading, 18 gauge expanded metal. or wire mesh securely 
fastened on the inside.to preclude surreptitious removal. In addition to 
being kept closed at all times, the window shall be translucent or opaqued by 
any practical method, such as painting or covering the inside of the window. 

5. !liscellaneous Openings. Openings for ducts, pipes, registers. sewers 
and tunnels of such size and shape as to permit unauthorized entry, for example, 
in excess of 96 square inches, shall be equipped with man-safe barriers such 
as wire mesh, 18 gauge expanded metal, or steel bars of at least 1/2 inch in 
diameter extending across their width with a maximum space of 6 inches between 
the bars. The steel bars shall be securely fastened at both ends to preclude 
removal, with crossbars to prevent spreading. Where wire mesh, expanded 
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metal, or steel bars are used, care shall be exercised to ensure that classi
fied material within the room cannot be removed with the aid of any type of 
instrument. 

6. Doors. Doors shall be substantially constructed of wood or metal. 
When windows, panels, or similar openings are used they shall be secured with 
18 gauge expanded metal or wire mesh securely fastened on the inside. The , 
windows shall be translucent or opaqued. When doors are used in pairs, an 
astragal (overlapping molding) shall be installed whl.." e the doors-meet. 

7. Door Louvers and Baffle Plates. When used, they shall be reinforced 
with wire mesh fastened inside the room. 

8. Door Locking Devices. Doors shall be secured by either a built-in 
three-position dial-type changeable combination lock or a three-position 
di~l-type changeable c0mbination padlock, as specified in paragraph 14a(3) (d), 
wh~ch is secured to the door by a solid metal hasp. 

G. Approvals. The CSO and the contractor shall agree on the need to 
establish, and the extent of, the vault or strongroom prior to the award of 
the con.tract, when possible, or subsequently when the need for such areas 
become ,apparent during the performance on the contract. 
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Appendix V. REQUIREMENTS FOR THE CONSTRUCTION OF CLOSED AREAS 

A. Application. This appendix specifies the minimum safeguards and * 
standards required for the construction of closed areas that are used for * 
safeguarding classified material, in accordance with the provisions of sec- * 
tion IV of this manual. These criteria and standards apply to all new * 
construction and reconstruction, alterations, modific~tionsJ and repairs * 
or existing areas. They will also be used for evaluating the adequacy of * 
existing areas. * 
B. Requirements. 

1. Hardware. Heavy duty builder's hardware shall be used in construc
tion, and all screws, nuts. bolts, hasps, clamps, bars, 2-inch square mesh of 
No. 11 wire, 18 gauge expanded metal, hinges, pins, and so on, shall be 
securely fastened to preclude surreptitious rsmoval and ensure visual evidence 
of tampering. Hardware accessible from outside the area shall be peened, 
pinned, brazed, or spot-welded to preclude removal. The term "2-inch square 
mesh of No. 11 wire," which meets the requiremiants of Federal Specification 
RR-F-I91d, June 17, 1965, hereinafter shall be referred to as "wire mesh." 

2. Walls. Construction shall be of plaster, gypsum wallboard, metal 
panels, hardboard, wood, plywood, or other opaquE. materials offering similar 
re,sistance to. and evidence of, unauthorized entry into the area. If insert
type panels are used, a method shall be devised to prevent the removal of such 
panels without leaving visual evidence of tampering,. Area barriers up to a 
height of 8 feet shall be of opaque or translucent construction, where visual 
access is a factor. If visual access is not a factor, the area barrier walls 
may be of wire mesh, or other non-opaque material offering similar res1stan~e 
to, and evidence of, unauthorized entry into the area. 

3. Windows. Window openings less than 18 feet from an access point 
(for example, another window outside the area, roof. ledge, or door,) shall be 
fitted with 1!2-fnch bars (separated by no more than 6 inches), plus CrOss= 
bars to prevent spreading, 18 gauge expanded metal, or wire mesh securely 
fastened on the inside. When visual access is a factor, the windows shall be 
kept closed and locked at all times, and shall also be made translucent or 
opaque by any practical method, such as painting or covering the inside of the 
glass. During non-duty hours, the windows shall be closed and securely 
fastened to preclude surreptitious removal of classified material. 

4. Doors. Doors sh.all be substantially constructed of wood or metal. 
When windows, panels, or similar openings are used, they shall be secured with 
18 gauge expanded metal or with wire mesh securely fastened on the inside. If 
visual access is a factor, the windows shall be translucent or opaqued. When 
doors are used in pairs, an astragal (overlapping molding) shall be installed 
where the doors meet. 

5. Door Louvers or Baffle Plates. When used, they shall be reinforced 
with 18 gauge expanded metal or with wire mesh fastened inside the area. 
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6. Door Locking Devices. Entrance doors shall be secured with either 
a built-in three-position dial-type changeable combination lock, a three
position dial-type changeable combination padlock, as specified in paragraph 
14a(3)(g), or with one of the key-operated padlocks with high security cylin
ders as described in paragraph 34a(3). Other doors shall be secured from the 
ins:ide with a panic bolt (for example, actuated by a panic bar); a dead bolt; 
a rigid wood or metal bar (which shall preclude "springing"), which extends 
across the width of the door and is held in position by solid clamps. 
preferably on the door caSing; or by other means approved by the CSO. 

7. Ceilings. Ceilings shall be constructed of plaster, gypsum 
wallboard material, panels, hardboard, wood, plywood, ceiling tile, or other 
material offering similar resistance to and detection of unauthorized entry. 
Wire mesh, or other non-opaque material offering similar resistance to, and 
evidence of, unauthorized entry into the area may be used if visual access to 
classified material is not a factor. When wall barriers do not extend to the 
ceiling and a false ceiling is used it shall be reinforced with wire mesh, 18 
gauge expanded metal, alarmed as outlined in paragraph 35, or otherwise 
secured with heavy-duty builder's hardware. (This feature also applies when 
panels are removable and entry can be gained into the area without visible 
detection.) When wire mesh or expandet;l metal ani! used, they must overlap the 
adjoining waJlls and be secured in a manner which precludes removal without 
leaving evidence of tampering. In those instaJ').ce:s where barrie:r walls of an 
are!a extend to a solid ceiling, there is no nec:essity for rlflinforcing a false 
ceiling. 

8. Ceilings (Unusual Cases). It is recognized that instances arise so 
that contractors may have a valid justification for not erecting a solid sus
pended ceiling as pare of the areas, especially in high-ceilinged hangars. The 
contractor may state that it is impractical to use a suspended ceiling because 
of his Qr her production methods, such as the use of overhead cranes for the move
ment of bulky equipment within the area. There are also cases wherein the air 
conditionin.g sys'tem may be impeded by the construction of a solid suspended 
ceiling (for example, ADP Centers). At times, .even the height of the classified 
material may make a suspended ceiling impractical. In such cases, special 
provisions shall be made to ensure that surreptitious entry to the area cannot 
be obtained by entering the area over the top of the barrier walls (such as, 
approved motion detection devices). Areas of this type should be closely 
scrutinized to ensure that the structural safeguards are adequate to preclude 
entry via adjacent pipes, catwalks, ladders, and the like, or observation, if 
visual acC'.~ss in a factor. 

9. Miscellaneous Openings. Where ducts, pipes, registers, sewers, and 
tunnels are of such size and shape as to permit unauthorized entry, for example, 
in excess of 96 ,square inches, they shall be secured by 18 gauge expanded metal 
or wire mesh, or, where more practical, by steel bars at least 1/2-inch in 
diameter extending across their width, with a maximum space of 6 inches 
between the bars. The steel bars shall be securely fastened at both ends to 
preclude removal and shall have crossbars to prevent spreading. When wire 
mesh, expanded metal, or steel bars are used, care must be exercised to ensure 
that classified material cannot be removed thl:ough the openings with the aid 
of any type instrument. Care shall be taken to ensure that a barrier placed 
across any waterway (sewer or tunnel) will not cause clogging or offer 
obstruction to the free flow of water sewage. 
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Appendix VI. EXTRACTS OF THE ESPIONAGE AND SABOTAGE ACTS AND OTHER 
FEDERAL CRIMINAL STATU'rES 

U.S.C. 18 § 793. Gathering, transmitting, or losing defense information 

(a) Whoever. for the purpose of obtaining information respecting the 
national defense with intent or reason to believe that the information is to 
be used to the injury of the United States, or to the advantage of ~ny foreign 
nation, goes upon, enters, flies over, or otherwise obtains information con
cer~ing any vessel, aircraft, work of defense, navy yard, naval station, sub
mar lone base, fueling station, fort, battery, torpedo station, dockyard, canal, 
railroad, arsenal, camp, factory, mine, telegraph, telephone, wireless. or 
signal station, building, office, research laboratory or station or other place 
connected with the national defense owned or constructed, or in progress of 
construction by the United States or under the control of the United States, or 
of any of its officers, departments. or agencies. or within the exclusive 
jurisdiction of the United States, or any place in which any vessel, aircraft, 
arms, munitions, or other materials or instruments for use in time of war are 
being made, prepared, repaired, stored, or are the subject of research or 
development, under any contract or agreement with the United States or any 
department or agency thereof, or with any person on behalf of the United 
States, or otherwise on behalf of the United States, or lllny prohibited pl<1.ce 
so designated by the President by proclamation in time of' war or in case of 
national emergency in which anything for the use of the Army, Navy. or Air 
Force is being prepared or constructed or stored, information as to which 
prohibited place the President has determined would be prejudicial to the 
national defense; or 

(b) WhoeVer, for the purpose aforesaid, and with like intent or reason to 
believe, copies, takes, makes, or obtains. or attempts to copy. take. make. or 
obtain: . any sketch, photograph, photographic negative, blueprint, plan, map, 
model, l.nstrument, appliance, document, writing, or note of anything connected 
with the national defense; or -

(c) Whoever, for the purpose aforesaid, receives or obtains or agrees or 
attempts to receive or obtain from any person, or from any source whatever. any 
document, writing. code book. signal book. sketch, photograph, photographic 
n~gative. blueprint, plan. map. model, instrument, appliance. or note of any
thing connected with the national defense, knowing or having reason to believe 
at the time he receives or obtains. or agrees or attempts to receiv~ or obtain' 
it, that it has been or will be obtained, taken. made, or disposed of by any 
person contrary to the provisions of this chapter; or 

(d) Whoever, lawfully having possession of, access to, control over. or 
being entrusted. with any document. writing, code book, signal book, sketch, 
photograph, photographic negative, blueprint, plan, map, model, instrument, 
appliance~ Qr note relating to th~ national defense. or information relating to 
the national defense which informatj,on the possessor has reason to believe 
could be used to the injury of the United States or the advantage of any 
foreign nation. willfully communicates, delivers, transmits or causes to be 
communicated. delivered. or transmitted or attempts to communicate, deliver, 
transmit or cause to be communicated, delivered or transmitted. the same to any 
person not entitled to receive it, or willfully retains the same and fails to 
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deliver it on demand to the officer or employee of the United States entitled 
to receive it; or 

(e) Whoever, having unauthorized possession of, access to, or control 
over any document, writing, code book, signal book, sketch, photograph, photo
graphic negative, blueprint, plan, map, model, instrument, appliance, or note 
relating to the national defense Or information relating to the national 
defense which information the possessor has reason to believe could be used to 
the injury of the United States or to the advantage of any foreign nation, 
willfully communicates, delivers, transmits or causes to be communicated, 
delivered, or transmitted. or attempts to communicate. deliver. transmit or 
cause to be communicated, delivered. or transmitted the same to any person not 
entitled to receive it. or willfully retains the same and fails to deliver it 
to the officer or employee of the United States entitled to receive it; or 

(f) Whoever. being entrusted with or having lawful possession or control 
of any document, writing, code book. signal book. sketch, photograph, photo
graphic negative, blueprint. plan, map, model, instrument. appliance, note, 
or information, relating to the national defense. (1) through gross negligence 
permits the same to be removed from its proper place of custody or delivered 
to anyone in violation of his trust, or to be lost, stolen, abstracted. or de
stroyed. or (2) having knowledge that the same has been illegally removed from 
its proper place of custody or delivered to anyone in violation of his trust, 
or lost. or ,Istolen. abstracted. or destroyed, and fails to make prompt report 
of such loss II' theft, abstraction, or destruction to his 8'tperior officer --

Shall be fined not more than $10,000 or imprisoned not more 
than ten years, or both. 

(g) If two or more persons conspire to violate any of the foregoing pro
visions of this section, and one or more of such perSQn§ do any act to effect 
the object of the conspiracy. each of the parties to such conspiracy shall be 
subject to the punishment provided for the offense which is the object of such 
conspiracy. 

U.S.c. 18 § 794. Gathering or delivering defense information to aid foreign 
governments 

(a) Whoever. with intent or reason to believe that it is to be used to 
the injury of the United States or to the advantage of a foreign nation. com
municates, delivers, or transmits. or attempts to communicate, deliver, or 
transmit, to any foreign government. or to any faction or party or military or 
naval force within a foreign country. whether recognized or unrecognized by 
the United States, or to any representative. officer. agent. employee, 
subject. or citizen thereof. either directly or indirectly. any docu~ent, 
writing, code book. signal book. sketch, photograph~ photographic negative. 
blueprint. plan, map, model, note. instrument. appliance. or information 
relating to the national defense, shall be punished by death or by imprison
ment for any term of years or for life. 

(b) Whoever, .in time of war, with intent that the same shall be communi
cated to the enemy, collects, records, publishes. or communicates, or attempts 
to elicit any information with respect to the movement. numbers. description. 
condition. or disposition of any of the Armed Forces,ships, aircraft, or war 
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material of the United States, or with respect to the plans or conduct, or sup
posed plans or conduct of any naval or military operations, or with respect to 
any works or measures undertaken for or connected with, or intended for the 
fortification of defense of any place, or any other information relating to 
the public defense, which might be useful to the enemy. shall be punished by 
death or by imprisonment for any term of years or for life. 

(c) If two or more persons conspire to violate this section. and one or 
more of such persons do any act to effect the object of the conspiracy, each 
of the parties to such conspiracy shall be subject to the punishment provided 
for the offense which is the object of such conspiracy. 

U.S.c. 18 § 795. Photographing and sketching defense installations 

(a) Whenever, in the interests of national defense, the President defines 
certain vital military or naval installations or equipments as requiring pro
tection against the general dissemination of information relative thereto, it 
shall be unlawful to make any photograph, sketch, picture, drawing, map, or 
graphical representation of such vital military and naval installations or 
equipment without first obtaining permission of the commanding officer of the 
military or naval post. camp. or station. or naval vessels. military and naval 
aircraft, and any separate military or naval command concerned. or higher 
authority, and promptly submitting the product obtained to such commanding 
officer or higher authority for censorship or such other action as he may deem 
necessary. 

(b) Whoever violates this sel~tion shall be fined not more than $1,000 or 
imprisoned not more than one year, or both. 

U.S.c. 18 § 796. Use of aircraft for photographing defense installations 

Whoever uses or permits the u~§ Qf an aircraft or any contrivance used. 
or designed for navigation or flight in the air, for the purpose of making a 
photograph, sketch. picture, drawing, map, or graphical representation of vital 
military or naval installations Or equipment, in violation of section 795 of 
this title, shall be fined not more than $1,000 or imprisoned not more than 
one year, or both. 

U.S.C. 18 § 797. Publication and sale of photographs of defense installations 

On and after thirty days from the date upon which the President defines 
any vital military or naval installation or equipment as being within the 
category contemplated under section 795 of this title, whoever reproduces, 
publishes, sells, or gives away any photo&raph, sketch. picture, drawing, map, 
or graphical representation of the vital military or naval installations or 
equipment so defined, without first obtaining permission of the commanding 
officer of the military or naval post, camp, or station concerned, or higher 
authority, unless such photograph, sketch, picture, drawing, map, or graphical 
representation has clearly indicated thereon that it has been censored by the 
proper military or naval authority, shall be fined not more than $1,000 or 
imprisoned not more than one year, or both. 
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U.S.c. 18 § 798. Disclosure of classified information 

(a) Whoever knowingly and willfully communicates, furnishes. transmits, 
or otherwise makes available to an unauthorized person. or publishes. or uses 
in any manner prejudicial to the safety or interest of the United States or 
for the benefit of any foreign government to the eletriment of the United 
States any classified information --

(1) concerning the nature. preparation. or use of any code. d.pher. 
or cryptographic system of the United States or any foreign government; or 

(2) concerning the design. construction. use, maintenance. or repair 
of any device. apparatus. or appliance used or prepared or planned for use by 
the United States or any foreign government for cryptographic or communication 
intelligence purposes; or 

(3) concerning the communication intelligence activities of the 
United States or any foreign government; or 

(4) obtained by the processes of communication intelligence from the 
communications of any foreign government, knowing the same to have been obtained 
by such processes --

Shall be fined not more than .$10.000 or imprisoned not more 
than ten years, or both. 

(b) As used in subsection (a) of this section --

The term "classified information" means information which. at the 
time of a violation of this section, is. for reasons of national security. 
specifically designated by a United States Government Agency for limited or 
restricted disse~ngtiQn Qr distribution; 

The terms ;i code," "cipher." and "cryptographic sys tern" include in 
~neir meanings. in addition to their usual meanings. any method of secret writ
ing and any mechanical or electrical device or method used for the purpose of 
disguising or concealing the contents, significance. or meanings of communi
cations; 

The term "foreign government" includes in its meaning any person or 
persons acting or purporting to act for or on behalf of any faction. party, 
department, agency. bureau. or military force of or within a foreign country. 
or for or on behalf of any government or any person or persons purporting to 
act as a government within a foreign country, whether or not such government 
i~ recognized by the United States; 

The term "communication intelligence" means all procedures and 
methods used in the interception of communications and the obtaining of infor
mation from such communications by other than the intended recipients; 

The term "unauthorized person" means any person who, or agency which. 
is not authorized to receive information of the categories set forth in subsec
tion (a) of this section. by the President. or by the head of a department or 
agency of the United States Government which is expressly designated by the 
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President to engage in communication intelligence activities for the United 
States. 

(c) Nothing in this section shall prohibit the furnishing. upon lawful 
demand. of information to any regularly constituted committee of the Senate or 
House of Representatives of the United States of America. or joint committee 
thereof. 

U.S.C. 18 § 799. Violation of regulations of national aeronautics and space 
administration 

Whoever willfully shall violate. attempt to violate, or conspire to vio
late any regulation or order promulgated by the Administrator of the National 
Aeronautics and Space Administration for the protection of security of any 
labora~ory. station. base or other facility. or part thereof. or any aircraft. 
missile. spacecraft. or similar vehicle. or part thereof. or other property or 
equipment in the custody of the Administration. or any real or personal prop
erty or equipment in the custody of any contractor under any contract with the 
Administration or any subcontractor of any such contractor. shall be fined not 
more than $5.000. or imprisoned not more than one year. or both. 

U.S.C. 18 § 2153. Destruction of war material. war premises. or war utilities 

(a) Whoever. when the United States is at war. or in times of national 
emergency as declared by the President or by the Congress. with intent to in
jure. interfere with, or obstruct the United ~tates or any associate nation in 
preparing for or carrying on the war or defense activities. or. with reason to 
believe that his act may injure, interfere with. or obstruct the United States 
or any associate nation in preparing for or carrying on the war or defense 
activities. willfully injures. destroys. contaminates or infects or attempts to 
so injure. destroy. contaminate or infect so any war material. war premises. 
or war utilities. shall be fined not more than $10.000 or imprisoned not more 
than thirty years. or both. 

(b) If two or more persons conspire to violate this section. and one or 
more of such persons, do any act to effect the obj ect of the conspiracy. each 
of the parties to such conspiracy. shall be punished as provided in subsection 
(a) of this section. 

U.S.C. 18 § 2154. Production of defective war material, war premises, or war 
utilities 

(a) Whoever. when the United States is at war. or in times of national 
emergency as declared by the President or by the Congress, with intent to in
jure, interfere with. or obstruct the United States or any associate. nation in 
preparing for or carrying on the war or defense activities. or, with reason to 
believe that his act may injure. interfere with. or obstruct the United States 
or any associate nation in preparing for or carrying on the war or defense 
activities, willfully makes, constructs. or causes to be made or constructed in 
a defective manner. or attempts to make. construct. or cause to be made or con
structed in a defective manner any war material. war premises or war utilities, 
or any tool, implement, machine, utensil. or receptacle used or employed in 
making. producing. manufacturing. or repairing any such war material. war 
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premises or war utilities, shall be fined not more than $10.000 or imprisoned 
not more than thirty years, or both. 

(b) If two or more persons conspire to violate this section, and one or 
more of such persons do any act to effect the object of the conspiracy, each 
of the parties to such conspiracy shall be punished as provided in subsection 
(a) of this section. 

U.S.C. 18 § 2155. Destruction of national-defense materials, national-defense 
premises or national-defense utilities 

(a) Whoever, wi.th intent to injure, "interfere with, or obstruct the 
national defense of the United States, willfully injures, destroys, contam
inates or infects, or attempts to so injure, destroy, contaminate or infect 
any national-defense material, national-defense premises, or national-defense 
utilities, shall be fined not more than $10,000 or imprisoned not more than 
ten years, or both. 

(b) If two or more persons conspire to violate this section, and one or 
more of such persons do any act to effect the object of the conspiracy, each of 
the parties to such conspiracy shall be punished as provided in subsection (a) 
of this section. 

U.S.C. 18 § 2156. Production of defective national-defense material, 
national-defense premises or national-defense utilities 

(a) Whoever, with intent to injure, interfere with, or obstruct the 
national defense of the United States, willfully makes. constructs, or 
attempts to make or construct in a defective manner, any national-defense 
material, national-defense premises or national-defense utilities, or any 
tool, i.mplement, machine, utensil, or receptacle used or employed in making, 
producing, manufacturing, or repairing any such national-defense material, 
national-defense premises or national-defense utilities, shall be fined not 
more than $10,000 or imprisoned not more than ten years, or both. 

(b) If two or more persons conspire to violate this section, and one or 
more of such persons do any act to effect the object of the conspiracy, each 
of the parties to such conspiracy shall be punished as provided in subsection 
(a) of this section. 

U.S.c. 18 § 371. Conspiracy to commit offense or to defraud United States 

If two or more persons conspire either to commit any offense against the 
United States, or to defraud the United States, or any agency thereof in any 
manner or for any purpose, and one or more of such persons do any act to 
effect the object of the conspiracy. each shall be fined not more than $10,000 
or imprisoned not more than five years, or both. 

U. S.C. 50 § 797. Security regulations and orders; pE:alalty for violation 

(a) Whoever willfully shall violate any such regulation or order as, 
pursuant to lawful authority. shall be or has been promulgated or approved 
the Secretary of Defense. or by any military commander designated by the 
Secretary of Defense, or by the Director of the National Advisory Committee 
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for Aeronautics, for the protection or security of military or naval aircraft 
air~o:t~, airport facilities, vessels, harbors, ports, piers, waterfront ' 
fac~l~~~es, bases, forts, posts, laboratories, stations, vehicles, equipment. 
explos~ves, or other property or places subject to the jurisdiction, admin
istration. or in the custody of the Department of Defense any Department or 
agency of which said Department consists, or any officer ~r employee of said 
Departm:nt or agency, or of the National Advisory Committee for Aeronautics or 
any off~cer or employee thereof, relating to fire hazards, fire protection. 
lighting, machinery, guard service, disrepair, disuse or other unsatisfactory 
conditions thereon, or the ingress thereto or egress or removal of persons 
t~erefrom, or otherwise providing for safeguarding the same against destruc
t~on. loss, or injury by accident or by enemy action, sabotage or other 
subversive actions, shall be guilty of a misdemeanor and upon conviction 
thereof shall be liable to a fine of not to exceed $5,000 or to imprisonment 
for not more than one year, or both. 

(b) Every such regulation or order shall be posted in conspicuous and 
appropriate places. 
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Appendix VII. GUIDANCE FOR PREPARATION OF SECURITY BRIEFINGS 

A. Defensive Security Briefings. 

1. General. A defensive security briefing containing elements of the 
following outlin~ shall be given to those individuals or employees so 
identified in paragraph 5u. 

2. Introduction. National policy over the past several years has 
encouraged the expansion of cultural, trade, and commercial ties with Commu
nist countries. As a result, an increasing number of representatives from 
Communist countries are coming to the U.S. on trade visits. cultural visits, 
East-West exchange visits, and the like. Similarly, representatives of U.S. 
industry have been with increasing regularity making reciprocal visits to 
Communist countries. These expanding marketing opportunities carry with them 
a parallel responsibility for ensuring that certain categories of information 
are not released, and, where appropriate. proper authorization is obtained 
prior to release. 

a. U.S. citizens who have had access to classified defense * 
information are important targets for hostile intelligence services. It is * 
common practice for hostile intelligence services to establish and maintain * 
dossiers on personnel of intelligence interest, particularly of personnel * 
whose jobs afford them access to vital defense information in any area of * 
special interest. These services are constantly on the alert for opportuni- * 
ties to gain any kind of advantage that can be exploited, regardless of * 
the country visited. * 

b. The intelligence network of the Communist counties is world- * 
wide and ever present. These intelligence agencies have concentrated on * 
those fields which involve scientific and military knowledge possessed by * 
the Western powers. ,A key source of technical and scientific information * 
is the numerous conventions, seminars, conferences. and symposia held * 
throughout the world each year. Other means of obtaining information is * 
through the tight, police-like controls over the movements of all personnel * 
visiting Communist countries. Travelers may be "targeted" the moment they * 
apply for a visa. Under such controlled conditions. there is little that * 
can be done to prevent espionage efforts and harassments directed against * 
select~d individuals. * 

c. It must be remembered that Communist country intelligence and * 
security services carry espionage activities to fantastic lengths. While * 
the techniques that are employed may seem far-fetched or illicit, they are * 
in fact used in day-to-day activities and operations. Travelers must recog- * 
nize them as a part of the Communist system. so that they may successfully * 
counter such practices. "A Study of Harassments and Provocations." pub- * 
lished in DIS Security Awareness Bulletin No. 1-83, November 1982. illus- * 
trates procedures used by Communist country intelligence and security * 
services. This bulletin is intended to support official defensive security * 
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briefings for persons with authorized access to classified. information who 
are traveling to such countries. 1/ 

* 
* 

3. Export Controls. The U.S. Government. by statute. E.O •• and admin
istrative policy. has established a number of procedures designed to control 
the export of certain cutegories of information. One of its primary objec
tives is the control of the export of' acientificand technical information to 
ensure that information made available to Communist 'countries does not work to 
the detriment of the U.S. national interest. Among the existing controls are: 

a. a system for classifying national security information and 
Eltrictly controlling ,its dissemination (E. O. 12356); 

b. a system to control the export of arms. ammunition. and imple
ments of war. including unclassified technical data and information relating 
thereto (see the ITAR issued by the Department of State); and 

c. a system to control the export of U.S. commodities and unclassi
fied technical data lihich would make a significant contribution to th~ mili
tary potential of any other nation or nations which would prove detrimental to 
the national security of the U.S. (see the Export Administration Regulations 
issued by the Department of Commerce). 

4. Marketing Activities With Communist Countries. It must be recog
nized that marketing personnel are in a particularly difficult role. OJ the 
one hand they must be in a position to knowledgeably discuss their pro'ducts 
and employ all of the attributes of good salesmanship to promote a free 
exchange of information in order to successfully conclude marketing endeavors. 
On the other hand. a clear understanding of. and strict adherence to. the 
controlling regulations are necessary for those categories of information 
which can not be disclosed. or which require prior U.S. Government approval in 
order to be disclosed. Marketing personnel, who meet with representatives 
from Communist countries, should be thoroughly versed and totally 
knowledgeable with respect to what information may be released. Meticulous 
preplanning is essential if U.S. security interests and responsibilities are 
to be properly met. The following categories of information merit special 
consideration before planning a meeting with representatives from Communist 
countries. 

a. Disclosure of Classified Information. Obviously. classified in
formation may not under any circumstances be disclosed to representatives from 
Communist countries. It cannot be assumed that all personnel are thoroughly 
familiar with respect to what is and what is not classified. A thorough re
assessment and evaluation of pertinent information should be undertaken to 
ensure a complete and unequivocal understanding as to what is and what is not 
classified. 

1/ "Study of Harassments and Provocations," is marked "FOR OFFICIAL USE 
ONLY" and appears in DIS Security Awareness Bulletin Number 1-83, 
November 1982, published by the Defense Security Institute, Richmond. 
Virginia. Copies of the bulletin may be obtained from the eso. 
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b. Unclassified Information Relating to Classified Contracts. Before 
a contractor may disclose any information that pertains to a classified contract 
or project, the contractor must obtain the approval of DoD as provided for in 
section 1. paragraph 50. It is essential to ensure that all personnel who will 
participate in visits by representatives of Communist countries are thoroughly 
knowledgeable with respect to that information whi'ch relates to classified con
tracts, and which therefore may not be released without prior approval of DoD. 

c. Information That Comes Within the Purview of the International 
Traffic in Arms Regulations. The ITAR applies not only to the export of arms. 
ammunition. and implements of war, but also to both classified and unclassified 
technical data related thereto. Disclosure to a representative of a Communist 
country within the U.S. or abroad constitutes an export under the proviSions 
of these regulations. Further ihformation concerning these requirements tnay be 
obtained from the Office of Munitions Control, Department of State. Washington. 
D.C. 20520. 

d. Technical Data Subject to Export Control. Unclassified techni
cal data. pertaining to items on the "Commodity Control List" may require 
approval by the Department of Commerce prior to release to a representative of 
a Communist country. Part 379; Technical Data. Export Administration Regula
tions. issued by the Department of Commerce pursuant to the Export Adminis
tration Act of 1969. as amended, sets forth the rules applicable to the export 
of technical data. Release of such information to a representative of a 
Communist country within this country or abroad constitutes an export under 
these regulations. For further information in this connection, inquiries 
should be addressed to the local U.S. Department of Commerce District Office. 
or to the Office of Export Administration, Department of Commerce, Washington, 
D.C. 20230. 

5. Conclusion. Attention to this very difficult and complex area is 
essential if U.S. national interests are to be properly safeguarded, and if 
the contractor is to abide by this DD Form 441 with DoD ~nd with the applic
able U.S. statutes. as enumerated above. In the case of any information which 
may be classified or any information relating to a classified contract. the 
contractor should initiate appropriate consultation with his or her contracting 
officer. Whenever there is any doubt or question with respect to other infor
mation. consultation may be necessary with the Office of Munitions Control. 
Department of State and/or the Office of Export Administration, Department of 
Commerce. If there is any doubt, or if there are further questions, ask the 
CSO. In all situations, be sure that information disclosed to representatives 
of Communist countries is appropriate for release to these countries. If in 

; doubt, do not provide the information. 

Although the emphasis in this guide has been placed on the procedures to be 
-. followed when engaged in marketing activities with representatives of Commu
nist countries, generally, these same procedures are applicable when dealing 
with representatives of any other foreign countries. 

B. Counterintelligence Awareness Briefings. 

1. General. A counterintelligence awareness briefing containing 
elements of the following material, or updated information, shall be given 
to appropriate individuals or employees. 
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2. Introduction. The following e~ements of information are intended to 
be neither all-inclusive nor all-exclusive, but should be used as source 
material in the preparation of counterintelligence awareness briefings and as 
a guide for the type of information to be included in this type of briefing. 
Routine, stereotyped briefings not only fail to meet intended objectives, but 
could actually weaken security by giving the recipient a false sense of secu
rity. Only the use of thoughtfully prepared briefings, based on authoritative 
information and related to the duties performed. and the sensitivity of the 
cla!3sified information to which,exposed and manner of presentation, will 
accomplish the purpose. The following information has been extracted, with 
permission, from a pamphlet published by the Federal Bureau of Investigation, 
"Secrets, Spies and Citizens." Copies of the pamphlet may be requested from 
the local FBI office. Additional current topical material may be requested 
from these offices or from local military intelligence activities. 

3. The Threat. Intelligence collection -- the world of espionage and 
counterespionage, spies, and spy catchers -- is a popular subject of fiction. 
It has been the topic of countless books, short s·tories, TV serials, and movies. 
The role of the spy, the "Secret Agent," has become so sensationalized and 
exaggerated that it is very easy to think that spies exist only in the minds 
of fiction writers -- that spying belongs in the same category as science 
fiction and westerns. Do not believe it. Spies do exist, and literally 
thousands of spies, or intelligence officers, as they are officially known, 
and their agents are at this moment plying their treacherous t~ade within the 
U.S. The principal source of these intelligence officers is the Sov~et Union, 
but the USSR's allied nations in Eastern Europe, as well as Cuba, tne People's 
Republic of China, and smaller Asian Communist nations such as North Korea and 
Vietnam, also dispatch spies to U.S. shores. 

a. The Objectives and Techniques of Spies. Their main objective 
is the wholesale collection of data. The most prized type of intelligence 
data is the classified government document, but unclassified material -- even 
material which appears to be trivial -- can also be of inestimable value. In 
their task of gathering intelligence data, the foreign intelligence services 
have a large array of tools. Satellites miles above the earth's surface 
gather photographic data. Aircraft and vessels gather electronic intelligence. 
But a further source of data, and potentially the most valuable to a hostile 
nation, is that acquired through the use of actual spies. (Here the briefer 
may wish to identify the type of classified projects or work being performed 
by the facility which lends credence to possibility of its being an espionage 
target.) Intelligence services may gather their information through the use 
of several different techniques. Probably the greatest achievement and 
intelligence organization can have is the placement or recruitment of an agent 
directly in a sensitive position in a national defense or intelligence element 
of an opposing government. The penetration by live or electronic sour£es of 
private institutions involved in sensitive, national defense-related research 
and developme'nt work can also be of tremendous value. U 

(1) Hostile intelligence collectors ply Washington and other 
locations where strategic data can be collected. They gain their desired in
fOrl."lation wherever, whenever, and from whomever it can be had. Hostile intel
ligence officers employ various tactics in their campaigns to enlist target 
employees. They may use a honeyed, seemingly guileless approach. They befriend 
targets, treat them to gifts and money, wine and dine them. ~fny Soviet and 
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other Communist agents believe that Americans are hopeless materialists, and 
can be easily swayed by appeals to their alleged greed. 

(2) In another maneuver, a hostile intelligence officsr mis
represents him or herself as a citizen of a country friendly to the U.S. Thus 
a ~argeted Ame:r.ican may be duped into handing over sensitive information by 
be1ng led to believe that he or she is aiding an ally to the U.S. In varia
tion of this tactic, an intelligence officer poses as a representative of a 
non-Communist country towards which a targeted American is particularly 
sympathetic. Also, if a hostile agent believes that an individual has 
Communist or similar sympathies, he or she may make an appeal for information 
based on ideology. A "pitch" for information may also be geared to take 
advantage of an American's desire for international harmony and ~vol!'ld peace. 

(3) Another favored appeal exploits the American belief in 
freedom of speech and the free exchange of information. A hostile intelligence 
officer in the role of a scientist may, for example, tell an American scientist 
that science has no political boundaries. Therefore, in the interest of sci
ence, the American is enc,ouraged to share his or her knowledge with a fellow 
"member" of the international scientific community. Intelligence agents can 
also play rough in their ceaseless quest for strategic information. To such 
people espionage is a business. If they feel coercion and blackmail will 
serve their purpose, they will not hesitate to employ those methods. The 
honeyed approach can readily turn sour if an agent determines that a targeted 
employee has personal inadequaCies which that employee does not wish to have 
exposed. 

(4) Correspondingly, another tactic is the exploitation of a 
"hostage situation." If, for example, a foreign intelligence service learns 
that a target employee has relatives in Eastern Europe or the USSR, that em
ployee is in an extremely vulnerable position. First will corne gentle 
persuasion (an agent may produce "letters" from so-called relatives calling 
for the American to '!cooperate"). If that does not work, the agent may 
suggest that harsh measures could be applied to the relatives. 

b. Recognizing the Approach. 

(1) One should therefore be wary of glad-handing strangers who 
make an intensive effort at forming a friendship, and then slowly but surely 
begin to use that friendship to learn where one works, the nature of one's 
assignment, and who one works with. A generous and inquisitive stranger could 
very well be the proverbial wolf in sheep's clothing. 

(2) One should also be wary clf strangers who ask for informa
tion not related to their professed area of interest or do not seem to be par
ticularly knowledgeable in their field. Thus, if "scientists" request data 
not related to their fields, or do not seem to know much about their supposed 
areas of expertise, then they could very well be impostors. 

(3) The operative of a foreign intelligence service need not 
be a foreigner, nor need the occasion of encountering him or her be in any way 
extraordinary. The neighbor one might meet at a PTA meeting could be a 
foreign diplomat who lives down the block, or he or she could be a fellow 
American who has been recruited as an agent by a hostile service. The spy 
could be a "spotter," who reports to an intelligence service on persons he or 
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she meets who appear to be susceptible to recruitment and, sometimes, arranges 
for intelligence officers to meet them. Do not expect either intelligence 
officers or agents to expose their roles in any dramatic and sudden fashion. 
Usually there is a long period of cultivation during which conversations with 
the individual could be completely normal and innocuous. However, at any 
point where someone begins to inquire into aspects of one's knowledge or 
activity which are classified or otherwise private, one should certainly stop 
to consider whether the inquiry is normal innocent curiosity, or whether it 
might be the beginning of an attempt to secure intelligence information for 
the benefit of another country. 

c. Protecting the Bits & Pieces. It cannot be overemphasized that 
unclassified material may be just as valuable to a foreign intelligence service 
as classified material. In formulating their estimations of U.S. strengths 
and weaknesses, and in the quest for data that will enhance their own nation's 
strength, foreign intelligence services seek all types of material. A small 
bit of information could represent a very important piece in a much larger 
puzzle. Therefore, all data should be protected from the probing hands of for
eign agents. A stolen industrial process can save thousands of dollars in 
research and development cost. The most trivial document could be the missing 
link of a hostile nation's problem. 

d. Reporting the Threat. In the effort to protect America's secrets, 
the role of the facility must be emphasized. Each U.S. Government agency and 
private industry which deals with classified material has a specified official 
in charge of security matters. This security oflicer should be recognized as 
an ally and not an adversary. If approached by a suspicious stranger in the 
manner described above. the security officer should be informed immediately of 
the encounter. Even if a friendship has been established, even if the 
individual has been able to pry loose some information, the security officer 
should be consulted. A major aspect of the security officer's job is to pro
tect employees from getting involved in compromising situations and, if neces
sary, to extricate them from such situations. Such assistance cannot be 
rendered if the employee remains silent. Of course, it is much better for an 
employee to reveal a suspect relationship voluntarily, rather than have it 
come to light in the course of a security investigation, or through some other 
means. Then, it may be too late for anyone to assist the indiscreet employee. 
Basically, it cannot be overemphasized that, if involved in a compromising 
situation, the sooner the employee consults his or her facility security 
officer, the better. Of course, sometimes one will be in a place or situation 
where one cannot, or for some reason does not want to, contact the security 
officer. Remember that in the U.S., the FBI is as close as the nearest tele
phone. Directions for contacting FBI offices appear in the front of all U.S. 
telephone books. Abroad, the nearest U.S. diplomatic establishment can arrange 
to put one in touch with the FBI or other appropriate U.S. Government security 
officials. Once again, it must be stressed that the best course of action in 
any of the questionable situations mentioned herein is to immediately relate 
the facts to a counterintelligence professional who will be able to analyze 
the situation and propose a course of action. Effective counterintelligence 
is a demanding and professional discipline, and any attempts by untrained or 
uninformed amateurs to handle hostile efforts on their own could not only 
result in personal disaster, but also could interfere with the FBI's 
coordinated counterattack. 
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e. Summary of Threat. Finally, it must be stressed that the 
threat posed by foreign intelligence agencies cannot be underestimated. 
History is replete with situations in which a nation's security was greatly 
damaged by the efforts of a hostile nation's intelligence services. In 
American history, the breaking of the Japanese secret code helped to bring 
U.S. victory in the Pacific during World War II. On the other hand, the theft 
of some key U.S. atomic secrets greatly abetted the interests of the Soviet 
Union. The craft of spies is by no means a game. The very fate of nations 
can be damaged or enhanced by their enterprises. 

4. Summary -- Counterintelligence Awareness is Critical. The Soviet * 
Union and its surrogates have established a long standing, well-organized, * 
deliberate, and quite successful effort to acquire and utilize Western * 
state-of-the-art technology by both overt and covert means. Unquestionably, * 
this acquisition of Western technology has played, and will continue to play * 
an extremely important role in the development of industrial and military '* 
capabilities of Communist bloc countries, particularly the Soviet Union A 
philosopher once said, "Knowledge itself is power." This maxim most ce;tainly 
applies to national power, for one gauge of national power is the amount and 
quality of SCientific, technological, and military-related knowledge possessed 
by a nation. A nation such as the U.S. can be weakened by the theft of its 
vital knowledge, and its enemies can be strengthened by the acquisition of 
that knowledge, whether it be classified or unclassified. It is the responsi
bility of each individual who has been entrusted with sensitive data to do his 
or her share in protecting America's strategic knowledge, whether it be classi
fied TOP SECRET or seemingly unimportant, unclassified material. For if Ameri
cans do not conduct themselves in a responsible and patriotic manner do not 
recognize that this country's national security is based essentially'on the 
loyalty and efforts of its citizens, then the tightest document classification 
system, the most efficient security organizations, and the mightiest Armed 
Forces may be utterly valueless. 
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OPERATIONAL AREAS OF DIS COGNIZlillT SECURITY OFFICES 

Capital Region (S1510) -- formerly known as the Washington Region 

The Capital Region includes: the state of Virginia; Washington, D.C.; and 
the following counties in Maryland: Anne Arundel, Baltimore, Calvert, 
Charles, Harford, Howard, Montgomery, Prince Georges, and St. Marys. 

Mid-Atlantic Region (S1410) -- formerly known as the Philadelphia Region 

The Mid-Atlantic Region includes: the states of Delaware, Ne~r Jersey, 
Pennsylvania, West Virginia, Maryland (less the counties of Anne Arundel, 
Baltimore, Calvert, Charles, Harford, Howard, Montgomery~ Prince Georges, and 
St. Marys); and the following counties in New York: 

Bronx 
Chautaqua 
Kings (Brooklyn) 
Nassau 
New York (Manhattan) 
Orange 

Putnam 
Queens 
Richmond 
Rockland 
Suffolk 
Westchester 

Mid-Western Region (S3210) -- formerly known as the Cleveland Region 

The Mid-Western Region includes: the states of Indiana, Iowa. Kentucky, 
Michigan, Minnesoea, Nebraska, North Dakota, Ohio, South Dakota, and 
Wisconsin; and the following counties in Illinois: 

Adams Hancock 
Boone Henderson 
Brown Henry 
Bureau Iroquois 
Carroll Jasper 
Cass Jo Daviess 
Champaign Kane 
Christian Kankakee 
Clark Kendal 
Coles Knox 
Cook Lake 
Crawford La Salle \\ 

Cumberland Lee \ 

DeKalb Livingston J 
DeWitt Logan 
Douglas Macon 
Du Page Marshall 
Edgar Mason t; 
Effingham McDonough,! 
Ford MclIenry/ 

1 Fulton McLean 
Grundy Menard I .. 
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,\ 
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Mercer 
Moultrie 
Morgan 
Ogle 
Peoria 
Pike 
Piatt 
Putnam 
Rock Island 
Sangamon 
Schuyler 

Scott 
Shelby 
Stark 
Stephenson 
Tazewell 
Vermilion 
Warren 
Whiteside 
Will 
Winnebago 
Woodford 

New England Region (S1110) -- formerly known as the Boston Region 

The New England Region includes: the states of Connecticut, Maine, 
Massachusetts, New Hampshire, Rhode Island, and Vermont; and the following 
counties in New York: 

Albany Niagara 
Allegany Oneida 
Broome Onondaga 
Cattaraugus Ontario 
Cayuga Orleans 
Chemung Oswego 
Chenango Otsego 
Clinton Rensselaer 
Columbia St. Lawrence 
Cortland Saratoga 
Delaware Schenectady 
Dutchess Schoharie 
Erie Schulyer 
Essex Seneca 
Franklin Steuben 
Fulton Sullivan 
Genesee Tioga 
Greene Tompkins 
Hamilton Ulster 
Herkimer Warren 
Jefferson Washington 
Lewis Wayne 
Livingston Wyoming 
Monroe Yates 
Montgomery 

Northwestern Region (S5210) -- formerly known as the San Francisco Region 

The Northwester.n Region includes: the states of Alaska, Idaho, Montana, 
Nevada, Oregon, utah, Washington, and Wyoming; and the folloWing counties in 
California: 

Almeda 
Alpine 

Amador 
Butte 
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Calaveras 
Colusa 
Contra Costa 
Del Norte 
EI Dorado 
Fresno 
Glenn 
Humbolt 
Inyo 
Kings 
Lake 
Lassen 
Madera 
Marin 
Hariposa 
Mendocino 
Merced 
Modoc 
Mono 
Monterey 
Napa 
Nevada 

Placer 
Plumas 
Sacramento 
San Benito 
San Francisco 
San Joaquin 
San Mateo 
Santa Clara 
Santa Cruz 
Shasta 
Sierra 
Siskiyou 
Solano 
Sonoma 
Stanislaus 
Sutter 
Tehama 
Trinity 
Tulare 
Tuolumne 
Yolo 
Yuba 

Pacific Region (S5310) -- formerly known as the Los Angeles Region 

" The Pacific Region includes: the state of Hawaii, U.S. possessions and 
trust territories in the Pacific area, and the following counties in 
California: 

Imperial 
Kern 
Los Angeles 
Orange 
Riverside 

San Bernadino 
San Diego 
San Luis Obispo 
Santa Barbara 
Ventura 

Southeastern Region (S4110) -- formerly known as the Atlanta Region 

The Southeastern Region includes: the states of Alabama, Arkansas, Florida, 
Georgia, Louisiana, Mississippi, North Carolina, South Carolina, and 
Tennessee; Puerto Rico, and U.S possessions in the Atlantic and Caribbean 
areas. 

Southwestern Region (S4210) -- formerly known as the St. Louis Region 

The Southwestern Region includes: states of Arizona, Colorado, Kansas, 
Missouri, New Mexico, o,klahoma, Texas; and the following counties in· Illinois: 

Alexander 
Bond 
Calhoun 
Clay 

Clintcnl 
Edwards 
Fayette 
Franklin 
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Gallatin 
Greene 
Hamilton 
Hardin 
Jackson 
Jefferson 
Jersey 
Johnson 
Lawrence 
Macoupin 
Madison 
Marion 
Massac 
Monroe 

Montgomery 
Perry 
Pope 
Pulaski 
Randolph 
Richland 
St. Clair 
Saline 
Union 
Wabash 
Washington 
Wayne 
White 
Williamson 

-
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TELEPHONE NUMBERS AND ADDRESSES 

The following listing contains the addresses and telephone numbers of all Cognizant Security Offices. 
The following indicated numbers and addresses shall be used to obtain the required verification of facility 
clearance and safeguarding capability of prospective contractors and subcontractors. Correspondence should 
be addressed to the Defense Investigative Service, Director of Industrial Security (appropriate address as 
cited below). 

Region 

Capital 

Mid-Atlantic 

Mid-Western 

New England 

Northwestern 

Pacific 

Southeastern 

Southwestern 

Address 

2461 Eisenhower Avenue 
Alexandria. VA 22331 

P.O. Box 13286 
Philadelphia, PA 19101 

Federal Office Bldg. 
1240 East 9th Street 
Cleveland, OH 44199 

Barnes Building 
495 Summer Street 
Boston, MA 02210 

Presidio of San Francisco 
San Francisco, CA 94129 

11099 S. LaCienega Blvd. 
Los Angeles, CA 90045 

805 Walker Street 
Marietta, GA 30060 

1136 Washington Avenue 
St. Louis, MO 63101 

. Area 
Code 

202 

215 

216 

617 

415 

213 

404 

314 

Telephone Number 

325-9616 

952-4030/5 

522-5338/9 

451-4927/3052 

561-3251 

643-0203/0226 

429-6340 

263-6581/2/3 

.. 

AUTOVON NO • 
(For Gov't. 
Agencies Use) 

221-9616 

444-4030/5 

580-5338/9 

955-4927/3052 

586-3251 

833-0203/0226 

697-6340 

693-6581/2/3 

Q 
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The following are the telephone numbers for the DIS Directors of Industrial Security. These numbers may be 
,used for all matters other than verifications of facility clearances and safeguarding capability. The mailing 
address-is the same as that listed above. 

CSO Region 

Capital 
Mid-Atlantic 
Mid-Western 
New England 
Northwestern 
Pacific 
Southeastern 
Southwestern 

Area 
Code 

202 
215 
216 
617 
415 
213 
404 
314 

Telephone Number 

325-9634 
952-4031 
522-5334/5 
451-4914/6 
561-3235/6 
643-1082 
429-6330 
263-6580 

AUTOVON NO. 
(For Govlt. 
Agencies Use) 

221-9634 
444-4031 
580-5334/5 
955-4914/6 
586-3235/6 
833-1082 
697-6330 
693-6580 

The following listing contains the addresses and telephone numbers of DISCO, DSI. and OISI. 

City & State 

Columbus, OH 

Richmond. VA. 

Address 

Director. Defense Industrial Security 
Clearance Office. 
P.O. Box 2499 
Columbus. OH 43216 

Director. Defense Security 
Institute 
c/o Defense General Supply Center 
Richmond. VA 23297 

Brussels. Belgium Chief. Office of Industrial Security. 
International 
Physical Address: Office of Industrial 

Security, International, Steenweg Op 
Leuven 13, 1940 St. Stevens-Woluwe, 
Br~5se18, Belgium 

Mailing Address: Office of Industrial 
Security, International, 
APO New York 09667 

Area Telephone Number 
Code 

AUTOVON NO. 
(For Gov't. 
Agencies Use) 

614 238-2133 (Duty Hrs.) 850-2133 
614 238-2058 (After Hrs.) 

804 275-4891 

Brussels, Belgium 
0-322-720-8259 

695-4891 

- ----------
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Appendix IX. USE OF ESCORTS FOR CLASSIFIED SHIPMENTS 

(also applies to carrier custodians) 

A. General. Escorts must be cleared to the level of the information 
involved. A sufficient number of escorts shall be assigned to the classified 
shipment to ensure continuous surveillance and control over the shipment while 
it is in their custody. 

B. Instructions and Operating Procedures. Specific written instructions and 
operating procedures will be furnished escorts prior to the shipment and 
should include, but not necessarily be limited to, the following: 

1. general unclassified outline of the mission; 

2. name and address of persons, including alternates, to whom the clas
sified matter is to be delivered; 

3. l'eceipting p.rocedures; 

4. means of transportation to be used and route to be used; 

5. duties of each escort during movement. during stops en route, and 
during loading and unloading operations; and 

6. emergency and communication procedures. 

C. Functions of An Escort. Escorts assigned for the protection of security 
shipments shall do the following. 

1. Escorts shall conduct themselves throughout each security shipment 
operation in such manner that the security of matter entrusted to them will not 
be prejudiced through carelessness, inadvertence, or lack of vigilance. Intoxi
cants or drugs, whic.h may impair their judgment, may not be used by escorts 
while assigned to a security shipment. 

2. Escorts shall possess identification cards as prescribed in paragraph 8 
and carry them at all times, while having custody of security shipments. 
These cards will be safeguarded, and the loss of a card will be reported 
immediately to their company security supervisors. 

3. Escorts shall accept custody for the shipment by signing a receipt 
and release custody of the shipment to the consignee, after obtaining a receipt 
from one of the consignee's employees who has been positively identified and who 
is cleared to at least the same level as the classified shipment. 

4. Escorts shall carry packages on their person, or in hand-carried 
containers, until they are delivered to the consignee, whenever practical. 
Such packages shall be kept under the constant surveillance of the escort who 
shall be in a physical position to exercise direct security controls over the 
material. 
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5. When accompanying classified material in an express or freight car, 
escorts shall provide continuous observation of the containers and observe 
adjacent areas during stops or layovers. 

6. When traveling in an escort car accompanying a security shipment via 
rail, escorts shall keep the shipment cars under observation and detrain at 
stops, when practical and time permits, in order to guard the shipment cars 
and check the cars or containers locks and seals. The escort car (after 
app:opriate arrangements with the railroad) should be prepositioned immediately 
beh1nd the car used for the classified shipment, in order to enable the escort 
to keep the shipment car under observation. 

7. Escorts shall maintain liaison, as required, with train crews, other 
railroad personnel, special police, and lsw enforcement agencies. 

8. When escorting security shipments via motor vehicles, escorts shall 
maintain continuous vigilance for the presence of conditions or situations which 
might threaten the security of the cargo, take such action as circumstances might 
require to avoid interference with continuous safe passage of the vehicle, check 
seals and locks at each stop where time permits, and observe vehicles and adjacent 
areas during stops or layovers. 

9. When escorting shipments via aircraft, escorts shall provide continuous 
observation of plane and cargo during ground stops and of cargo during loading 
and unloading operations. The escort shall not enplane until after the cargo 
area is secured. Furthermore, the escort should preferably be the first person 
to deplane in order to observe the opening of the cargo area. Advance arrange
ments with the airline are required. 

10. Escorts shall notify the consignor by the fastest means available if 
there is an unforeseen delay en route, an alternate route is used, or an 
emergency occurs. If appropriate and the security of the shipment is 
involved, also notify the nearest office of the FBI. 
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Appendix X. REQUIREMENTS APPLICABLE TO THE HAND-CARRYING OF 
CLASSIFIED DOCUMENTS ABOARD COMMERCIAL PASSENGER AIRCRAFT 

A. General. Classified documents shall not be hand-carried aboard commer
cial passenger aircraft, unless authorized in writing by a cleared OODEP of 
the contractor, or, when extenuating circumstances dictate, by another respon
sible official of the contractor, as approved by the CSO. Hand-carrying of 
classified hardware or other bulky packages aboard commercial aircraft is 
prohibited, unless specifically approved by the CSO. In either case, con
tractors are not authorized to carry classified material across international 
boundaries. (This does not preclude use of regularly scheduled nonstop flights 
on U.S. carries between the U.S. mainland and Alaska, Hawaii, Puerto Rico. or 
U.S. possessions or trust territories.) Current government security measures 
pertaining to the control of hand-carried items aboard commercial passenger 
aircraft include the inspection of all hand-carried luggage, briefcases, and 
packages. The following requirements, established for the hand-carrying of 
classified documents aboard commercial passenger aircraft, are in addition to 
those in paragraph 17. These procedures apply to classified documents only. 
Instructions regarding classified hardware and other bulky packages shall be 
requested from the CSO on a case-by-case basis. These procedures are not 
applicable to classified COMSEC or SENSITIVE COMPARTMENTED INFORMATION. 

B. Approval. A cleared OODEP or other responsible official, as approved by 
the CSO, shall issue written authorization for an employee to hand-carry classi
fied documents aboard a commercial passenger aircraft, after a determination 
that: (i) as the result of a rare and unusual situation an emergency exists, 
(ii) the necessary classified documents are not available at the destination 
point of the traveler, and (iii) the material cannot be transmitted by other 
authorized means in a timely manner. Where there is only one employee assigned 
at a facility, that individual may approve his or her own courier authorization 
letter, provided the CSO is preadvised and identified as the point of contact 
in the authorization letter for authenticity purposes. 

C. Authorization Letter and Identification Card. The traveler designated as 
a courier shall possess written authorization (see paragraph B above) to carry 
classified material. and possess a picture identification card or badge meeting 
the requirements of paragraph 8. 

1. The traveler shall have the original of the written authorization. A 
reproduced copy is not acc~ptable; howevgr. the traveler shall have sufficient 
authenticated copies to provide a copy to each airline involved. The written 
authorization may contain a printed (or typed) endorsement for signature by the 
host official at destination if a round trip is foreseen. In addition, the 
written authorization shall: 

(a) be on letterhead stationery of the contractor authorizing the 
carrying of the classified material; 

(b) give the full name of the traveler, and. if not included on the 
identification medium specified in paragraph 2 below, the date of birth, 
height, weight, and signature of the traveler; 
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(c) describe the type of identification the traveler will present 
on request (for example. ABC Corporat!on picture badge. No. 1234); 

(d) describe the material being carried which is to be exempt from 
opening (for example. three sealed packages. 9~" x 12~" x 2"); 

(e) identify the points of departure and destination; 

(f) be dated and have an e:ll:piration date. which may not exceed 7 
days from date of issue; and 

(g) carry the name. telephone number. title. and signature of the 
authorizing official. The telephone number will enable confirmation of the 
authenticity of the traveler's authori.zation. When there is only one employee 
assigned to a facility. identification and telephone number of the CSO will be 
provided for authenticity purposes. 

2. (a) Personal identification medium shall be an identification card. 
badge, or credential showing as a min:imutt the name and photograph of the 
holder. If descriptive data of the holder is not shown on the card. badge, or 
credential, the date of birth, height, and weight of the holder shall be 
included in the written authorization, in a.ccordance with paragraph 1 (b) 
above. 

(b) Personal identificatlon medium shall carry the name of the 
employing contractor or otherwise b~~ marked to denote "contractor." 

3. If the facility does not have and cannot develop the necessary iden
tification medium. the contractor r;lay request the CSO to issue such a medium. 

4. When a traveler visiting a UA or another cleared facility is given 
classified material, which must b~ hand-carried via commercial passenger 
aircraft, and the traveler has no endorsable traveler authorization from the 
employing contractor, it will be necessary for an authorized official at the 
activity being visited to determi.ne whether the hand-carrying mission is 
required. Depending on this det~rmination. the host official will provide and 
sign a traveler authorization on. the host's letterhead stationery, and make 
other arrangements necessary for the hand-carrying mission. 

D. Preparation for Transmission -- Packaging. 

The classified documents to be hand-carried by the traveler are to be 
packaged as follows. 

1. Double-sealed envelopes. together with the classified documents con
tained therein, shall be of a thickness which facilitates physical inspection 
at the airport screening station by flexing, feeling, weighing, and so on, 
without the envelopes being opened. If the material to be hand-carried involves 
a number of copies or pages, the material shall be sealed in separate double 
envelopes in order to facilitate physical inspection by airport security 
personnel without opening the envelopes. 

2. The envelopes shall contain no binders, paperclips, or other metal 
which would inhibit processing through detection devices at the airport. 
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3. Caution should be used with respect to the carrying of photographic 
film because detection devices may include X-ray equipment, which could damage 
certain films. 

E. Records. In accordance with paragraph 17i, the contractor shall maintain 
at the facility a list of classified material hand-carried by the traveler. 
All accountable classified material shall be accounted for on return of the 
traveler. 

F. Briefings. The traveler hand-carrying the classified documents shall be 
briefed not only on his or her overall responsibilities to safeguard classi
fied material, but also the contents of this appendix. The traveler should be 
reminded that the classified documents shall be in his or her personal pos
session at all times, when proper storage at a U.S. Government activity or 
appropriately cleared contractor facility is not available. Overnight stop
overs are not permissible, unless arrangements are made in advance for over
night storage of the classified material in a U.S. Government installation or 
a cleared contractor facility. 

G. Instructions to Traveler. The traveler carrying classified documents 
shall be processed through the airline ticketing and boarding procedure in the 
same manner as all other passengers, except for the following. 

1. The traveler shall present him or herself at the screening station 
for routine processing. Should the envelope containing the classified 
documents he in a briefcase or other carry-on luggage, the briefcase or 
luggage shall be routinely offered for opening for inspection for weapons. 
The screening official should be able to inspect the envelopes by flexing, 
feeling. weighing, and so on, without any requirement for opening the 
envelope. 

2. In the event that the screening official is not satisfied, the 
traveler at that time shall inform the official that the envelopes contain 
classified documents and shall present the authorization letter and identifi
cation card. 

3. At that point, the screening official will process the envelopes with 
a detection device. 

tion. 
(a) If no alarm results. the envelopes require no further examina-

(b) If an alarm results. the traveler shall not be permitted to 
board, and therefore is not subject to further screening for boarding 
purposes. 

(c) The traveler and all other items he or she may be carrying will 
be subject to routine screening. 

4. When not in the personal possession of the traveler. classified ma
terial shall be stored. in accordance with paragraph 14. Opening or reading 
the classified documents by a screening official is not permitted. If these 
measures do not permit boarding without opening the envelopes, the traveler 
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shall not proceed further, but shall arrange with his or her facility for 
alternate means of transmitting the material. The traveler may not open or 
authorize the opening of envelopes under any circumstances. Any instances in 
which the envelones have been opened shall be reported promptly to the FSO who 
shall report the· matter to the CSO. 

5. In the event the traveler is aboard a commerciallpasshengl~r ai~cr~ft 
that is hijacked and lands in a foreign country. the trave er s.a con uc 
him or herself as follows. 

(a) If identification is required, he or she shall show appropriate 
civilian identification. 

(b) The traveler shall not, under any conditions, volunteer that he 
or she possesses classified material. 

(c) If questioned or interrogated in a foreign country, common-sense 
judgment shall be used in making any response, but travelers shall not under 
any circumstances r~veal classified information. He or she shall attempt to 
maintain physical possession of the classified material at all times. 

(d) On return to the U.S., the traveler should report the incident 
to the FSO, who shall report the matter to the CSO. 
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Appendix XI. GUIDELINES FOR THE CONTROLLED ADP SYSTEM SECURITY MODE 

A. Application. 

1. An ADP system is operating in the controlled security mode when at 
least some personnel (users) with access to the system have neither a security 
clearance nor a need-to-know for all classified information then contained in 
the ADP system. However, the separation and control of users and classified 
information on the basis, respectively, of PCL and security classification is 
not exclusively under operating system control. 

2. This mode presents an alternative to encou'rage ingenuity in meeting 
the security requirements of this manual in a manner less restrictive than the 
dedicated and system high security modes. This is acc.r.:-mplished by the imple
mentation of explicit augmenting measures that reduce or remove a substantial 
measure of system software vulnerabilities, together with specific limitation 
of the PCL levels of users permitted concurrent access to the system. 

3. A request for approval to operate an ADP system in the controlled 
security mode must be submitted to the CSO for case-by-case considerations at 
least 90 days prior to the proposed start of operation. The request shall 
clearly identify the system's operating mode and why this mode is required for 
operation at the contractor facility. The guidelines in paragraph 112 and in 
this appendix should be used in developing the system's description (that is, 
SPP). This document should be as complete and accurate as possible and must 
accompany the request for approval. Additional specific information pertinent 
to the system may be requested as required by the CSO. Requests for the 
controlled security mode shall also specifically enumerate those methods and 
techniques that serve to augment the system software in ensuring the isolation 
of' concurrent users with different levels of PCL. 

B. Guidelines. 

1. Examples of measures augmenting or enhancing the system by reducing 
or removing system software vulnerabilities and associated risk include: the 
employment of hardware and/or firmware 1/ alterable only at the central com
puter facility, for critical system security functions; employment of hardware/ 
operating systems or system architectures that manifest reduced system software 
vulnerabilities and risk; interconnection of remote terminals via one-way hard
ware and/or firmware information communication, wherein substantive information 
can only be transmitted in one direction (circuits that require two-way com
munication for certain control information in order to properly receive sub
stantive information may be considered one-way circuits when it is determined 

1/ The firmware or microprogramming, handling security, and related control 
functions shall be alterable only within the central computer facility and 
only under controlled conditions by specifically designated personnel. It 
shall not be alterable by users or by software. Particular care and evalu
ation is accordingly required where writable control storage is employed 
in addition to, or in lieu of. read-only storage in the microprogram con
trol storage. 
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that only control information can be transmitted in both directions); assign
ment of terminal security officers in remote terminal areas not protected as 
required for the highest classification category and the most restrictive 
type(s) of information then being handled by the system, wherein the terminal 
security officer has a PCL for that highest level; system splitting via hard
ware and/or firmware alterable only at the central computer facility; and limit
ation on user capabilities~ such as restriction to fixed query access only. or 
the prohibition of user assembler and machine language programming 1/. 

2. Consideration shall also be given to the speCific limitation of the 
number of separate PCL levels of users permitted concurrent access to the 
system to no more than three adjacent categories. For example. permitting 
access by users with TOP SECRET. SECRET, and CONFIDENTIAL security clearances. 
or by users with SECRET and TOP SECRET security clearances. and formal access 
authorizations for additionally restrictive types of classified information. 
However. certain such additionally restrictive types of classified information 
may place other limitations or requirements on the foregoing (see paragraph 
IOlc). 

3. This mode. by definition. provides the capability for the concurrent 
processing of multiple classification categories. Accordingly. the require
ments of paragraph 108 must also be met for this mode. 
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Appendix XII. DOCUMENTS ACCEPTABLE FOR PROOF OF U.S. CITIZENSHIP 

A. A BIRTH CERTIFICATE indicating the individual was BORN IN THE UNITED 
STATES 

B. A U. S. PASSPORT 

C. A CERTIFICATE OF NATURALIZATION if the individual claims CITIZENSHIP BY 
NATURALIZATION 

D. "A Report of Birth Aboard, of a Citizen of the United States of America" 
(Form FS-240), a CERTIFICATION OF BIRTH (Form FS-545 or DS-1350). or a 
CERTIFICATE OF CITIZENSHIP if CITIZENSHIP WAS ACQUIRED BY BIRTH ABROAD TO U.S. 
CITIZEN PARENT OR PARENTS 

E. If primary evidence of U.S. citizenship is not obtainable, then the best 
available secondary evidence. showing that the individual was born in the 
U.S •• is required. Such evidence may include a combination of at least two of 
the following: a baptismal certificate; a hospital birth record; evidence of 
persons having personal knowledge of the facts of birth; or other documentary 
evidence, such as U.S. military records, early census, school or family Bible 
records. insurance papers. or newspaper files. The secondary evidence must be 
adequate to support a "good faith" determination that the individual is in 
fact a U.S. citizen. Secondary evidence submitted as proof of birth in the 
U.S. shall be original or certified documents. Noncertified copies are not 
acceptable. 

The contractor will maintain a record as to which of the above documents were 
sighted as proof of citizenship. 
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Appendix XIII. GUIDANCE FOR CONTRACTOR SELF-INSPECTIONS 

Each contractor is required to conduct a self-inspection program for eval
uating all security procedures applicable to the facility's operation, in 
accordance with paragraph 5ac. As a minimum. a contractor self-inspection 
should include all elements normally inspected by the CSO. In order to assist 
the contractor in assessing the security posture of his or her facility, the 
following guideline questions used in part by CSO industrial security 
representatives are provided. 

A. Facility Clearance. 

1. Are the appropriate DD Forms 441, 441-1, and 441s on file (see para
graphs 21 and 73)? 

2. Is the HOF/parent of the facility cleared or properly excluded 
(see paragraphs 72 and 73)? 

3. Are all necessary OODEPs and a legal quorum of the board of directors 
or all members of an executive committee cleared (see paragraph 22)? 

4. If all OODEPs are not cleared, have appropriate resolutions been 
furnished to the CSO (see paragraph 22e)? 

5. Have changes in the information previously reported on DD Forms 441s 
been reported? (List changes which have occurred since the last inspection; 
see paragraph 6a(4)f.) 

6. Have all changes affecting the FCL been reported to the CSO, for 
example, stock control, exclusion resolutions and changes of OODEPs (see 
paragraph 6a(4)f)? 

7. Has a statement been submitted by each RFI (see ~aragraphs 6a(4). 
6b(5), and 20k)? 

B. Access Authorizations. 

1. Are records maintained of clearances issued by the DoD and the 
facility, for example, records of DISCO Forms 560 and DD Forms 48-2 (see DISCO 
Form 560, DD Form 48-2, and paragraph 28)? 

2. Are the number of clearances held to the minimum consistent with 
facility requirements (see paragraph 20)? 

3. Are clearance applications made only after employment (see paragraph 
25)? 

4. Are interim cleara~ce requests properly authorized and held to a 
minimum (see paragraph 26d)? 

5. Are all required information and forms furnished to DISCO (such as, 
adverse information. DISCO Form 562, DD Form 48-2, as applicable)? 
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(Explain system and procedures for ensuring that adverse information is 
reported as required; see paragraphs 6b and 24b.) 

6. 
26f)? 

Are personnel transfers in a MFO reported to DISCO (see paragraph 

7. Are contractor CONFIDENTIAL clearances granted by a contractor's 
employee who is cleared by DoD (see paragraph 24a(l)(e»? 

8. Have adequate procedures been established for the granting of 
CONFIDENTIAL clearances by the contractor (see paragraph 24b)? 

9. Are review procedures in effect to preclude errors/omissions on 
clearance applications to DISCO (see paragraph 26a)? 

10. Has the contractor elected to have LOC's issued to the HOF or to a 
PMF (see paragraph 26k)? 

11. Has the election to have LOC's issued to the HOF or PMF been included 
in the SPP and approved by the CSO (see paragraph 26k(1) (b»? 

12. Are cleared immigrant alien employees assigned overseas for more than 
90 consecutive days durirtg any 12-month period? Is a report .of such assignment 
submitted to DISCO (see paragraph 6b(6»? 

C. Security Education. 

1. Are procedures established for administering security briefings to 
cleared employees prior to granting access to classified information (see 
paragraph 5g)? 

2. Are parts I and II of DISCO Form 482 executed as required (see 
paragraph 5g)? 

3. Are refusals of employees to sign part II of DISCO Form 482 reported 
to the CSO (see paragraph 6a(9»? 

4. Does the facility have an industrial security education program which 
includes recurring security indoctrination of its cleared employees? (Briefly 
explain how this program works; see paragraph 5f). 

5. Does the contractor have a procedure for the cO.nduct of a self
inspection of its complete security program (see paragraph 5ac)? 

6. Has a procedure been established for evaluating the effectiveness of 
the self-inspection program? (Describe in the narrative the procedures used 
'by the facility; see paragraph 5ac). 

7. Is there an adequate procedure for ensuring personnel security admin
istration and education for cleared personnel assigned to uncleared locations.? 
(Describe in narrative the procedure used; see paragraphs 2,6k and 73). 
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8. Are special security briefings and debriefings given and are 
records kept as required, for example, records pertaining to NATO and CNWDI 
(see paragraphs 85 and 119)? -

9. Does management support the facility's 
graph 5s)? security program (see para-

D. Standard Practice Procedure. 

1. Is the SPP 
as they apply to the 
(Provide date of SPP 

current and does it adequately implement ISM requirements 
facility operations? Has a copy been given to the CSO? 
or of latest reviSion; see paragraph 5s). . 

2. Is the MFO or PMF SPP adapt d t 1 
73)? e 0 app y at operating locations (see paragraph 

E. Subcontracting. 

1. Is the clearance status and safeguarding capability of the 
subcontractor determined as required (see paragraphs 58a and 59b)? 

2. Is notification· of selection of the subcontractor furnished to the 
contracting officer (see paragraph 62)? 

3. Is written authority to disclose TOP SECRET information obtained from 
the contracting officer (see paragraph 59a)? 

4. Is adequate classification guidance applicable to subcontracts 
~xtracted from the prime contract DD F 254 d ,orm an properly distributed to 
prospective or actual subcontractors (see paragraph 60a)? 

5. Are DD Forms 254 pertaining to subcontractors approved by the con
tracting officer or" in the case of service contracts by the prime contractor 
(see paragraph 60b)? ' 

the 6. Is retention of classified information bv subcontractors approved by 
contracting officer (see paragraph 64)? 

7. Are foreign classified subcontracts approved as required (see 
paragraph 65)? 

F. Visit Control. 

1. Is positive identification of visitors required fi d i i and number of classi-e v s tors held to a minimum (see paragraph 38a)? 

2. Has action been taken to determine that the visiting contractor has 
been grante~ the appropriate FCL (see paragraph 38a)? 

3. Are visitor records maintained, and do they t i i d 
:t.nformation (see paragraph 39)'7 con a n requ re 

Are visitors escorted as required (see paragraph 38b)? 
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5. Are classified recordings. photos, and removal of classified material 
authorized as required (see paragraph 38c)? 

6. Are classified visits by Category 4 visitors specifically approved by 
the UA (see paragraph 41d(1»? 

7. Does the facility have proper procedures regarding Category 5 
visitors; that is, briefings, debriefings, and reporting requirements (see 
paragraph 41e)? 

8. Does the facility have long-term visitors? (If so, list by company 
those abiding by the host SPP and those using the SPP of their HOF's; see 
paragraph 40) 

9. Are requests submitted in advance of visits and promptly canceled 
when required (see paragraph 37f)? 

10. Is immediate notification regarding auy change of individual or 
facility clearance status furnished to those activities which have received 
current visit requests (see paragraph 37f)? 

11. Are requests to visit U.S. Government activities routed via the 
contracting officer when required (see paragraph 44c)? 

12. .Are visit requests submitted to DISCO or OISI in connection with 
foreign visits as appropriate, and is sufficient lead time allowed (see 
paragraphs 48 and 49)? 

13. Are NATO security clearance certificates furnished as requested (see 
.paragraphs 52 and 55)? 

G. Classification. 

1. Is the facility furnished adequate classification guidance and noti
fication of biannual review (see paragraphs lOa and b)? 

2. Are security classifications, including downgrading and declassifica
tion instructions, applied to information in accordance with the applicable 
classification guidance (see paragraph 10f)? 

3. Does the contractor challenge classification and marking guidance 
believed by him or her to be inadequate or erroneous (see paragraph 10e)? 

4. Is security classification marking by the contractor supported by 
adequate records (see paragraph 10f)? 

5. Is the number of employees authorized to be responsible for the currency, 
necessity, and accuracy of applied security ·class1fications held to a minimum 
(see paragraph lOf (4) ) ? 

6. Are s~curity classification guidance and markinginst~ctipns ade
quately dissemiliiited within the facility (see paragraphs 10f and h)? 
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7. Are downgrading and declassification actions taken in accordance with 
established schedules (see appendix II)? 

8. Are adequate classification guidance and marking instructions fur
nished in connection with foreign classified contracts (see paragraph lIe)? 

H. Employee Identification. 

1. Are badges and identification cards properly controlled; do they 
contain the required data (see paragraph 8a)? 

2. Are badges and/or cards designed to minimize tampering; are they 
properly constructed (see paragraph 8a(4»? 

3. Are new or revised badge or card systems reported to the CSO (see 
paragraph 8c)? 

4. Are visitor badges properly controlled (see paragraph 8b)? 

5. How many badges and identification cards are lost or out of control? 
What percent of the total issued? How long has current system been in effect 
(no reference)? 

6. Are badges and/or cards recovered as required (see paragraph 8a(5»? 

I. Foreign Travel. 

1. Are reports of foreign travel or attendance at international meetings 
submitted to DISCO and/or the CSO (see paragraph 6b(9»? 

2. How many reports were submitted since the l'3st inspection (see 
paragraph 5u)? 

3. Are briefings given as required. and briefing forms retained for 
required period of time (see paragraph 5u(2»? 

4. Is classified information accounted ,for prior to each employee's 
departure (see paragraph 5u)? 

5. Have representatives of Communist countries visited the facility since 
the last inspection, . and what special security measures and briefings were 
utilized in preparatl.on? Were any problems encountered? (Explain fully in 
narrat~ve; see paragraphs 50, 5u. and 6a(19». 

J. Public Release. 

1. 
approved 
approved 
release. 

Is public release of information pertaining to classified contracts 
by the appropriate U.S. Government activity? (Indicate the number of 
releases since last inspection, including contract number. nature of 
and identification of approving authority; see paragraph 50). 
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2. Is classified sales literature approved py contracting officer prior 
to publication and distribution (see paragraph 5p)? 

3. Is authorization fo~)publication and distribution indicated on the 
cover or the first page of document (see paragraph 5p)? 

K. Classified Storage. 

1. Are containers kept locked. when not under direct and continuous 
surveillance by an authorized person (see paragraph 14c)? 

2. Are the number of persons possessing knowledge of the combinations or 
having access to contents of containers held to a minimum (see paragraph 14c)? 

3. When combinations to classified containers are placed in written 
form. are they properly marked, stored, and accounted for (see paragraph 5i)? 

4. Are combinations changed by an authorized person (see paragraph 5i)? 

5. Are combination padlocks properly protected when the container is 
open (see paragraph 5i)? 

6. Are steel bars affixed to file cabinets in such a manner to preclude 
surreptitious removal of classified information (see paragraph 14a(3)(d), 
footnote 1O)? 

7. Are adequate supplemental controls established where required? 
(Completely describe supplemental controls in effect at the time of 
inspection. Fully identify those cou~rols that are established for security 
containers and those established for controlled areas. See question 9 below; 
see paragraphs 14a(2) and (4». 

8. Are vaults and strongrooms properly constructed (see appendix IV)? 

9. Is classified waste properly protected (see p~ragraph 19f)? 

10. Does the facility use alternate storage locations? (If so, give 
full details, to include contracting officer's approval and location; see 
paragraph 15). 

11. Are security checks performed to ensure that classified material is 
protected at all times (see paragraph 5j)? 

12. Does the CSO have inspection responsibility for all classified material 
and areas? (If not, give particulars as to how the CSO was relieved of 
inspection responsibility and for what specific areas.) 

L. Markings. 

1. AreclasE)ified hardware and documeI1t.s properly marked (see paragraph 
11) ? 

2. Is the date of origin, name, and address of facility placed on 
documents (see paragraph 11b(1»? 
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3~ Are portions of classified documents properly marked (see paragraph 
11a(4»? 

4. Are all additional markings applied as required (see paragraph 
llb(8»? 

5. Is foreign classified information marked with U.S. equivalent classi
fication marking (see paragraph lIe)? 

6. Are rolled and/or folded documents marked as required (see paragraph 
llc(2»? 

7. Are downgrading/declassification notations properly assigned and 
completed (see paragraph 11b(7) and appendix II)? 

M. Transmissions. 

1. Is classified information properly prepared and transmitted outside 
and within the facility (see paragraph 17)? 

2. Is the FCL and safeguarding capability determined prior to dispatch 
of classified information to other contractors (see paragraphs 58 and 59)? 

3. Are messengers that handle classified material properly cleared (see 
paragraph 17c(3»? 

4. If vehicles are used for the delivery of classified material, is the 
material kept under the constant surveillance of an appropriately cleared 
employee (see paragraph '17h)? 

5. Are procedures established and implemented for the proper receipt of 
classified material by the facility (see paragraph 12e)? 

6. Is written authorization for the transmittal of TOP SECRET informa
tion obtained from the contracting officer (see paragraph 17b)? 

7. Is export of U.S. classified material approved and accomplished on a 
government-to-government basis (see paragraph 17e)? 

8. Is the transmittal of classified information outside the U.S., 
Puerto Rico, or a U.S. possession or trust territory properly accomplished 
(see paragraph 17e)? 

9. Are classified shipments made only in accordance with the ISM or 
instructions from the contracting officer (see paragraph 17c(5»? 

10. Is consignee given advance notice of classified shipment (see 
paragraphs 17d(3)(d) and 17c(5)(d»? 

11. I~ the eso notified of overdue classified shipments (see paragraphs 
17d(3)(d) and 17c(5)(d»? 
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12. Are classified shipments properly inspected on receipt (see 
paragraph 17g)? 

" j , .' 

13. Is classified information, which is hand-carried in connection with 
visits, properi:}, approved in advance, accounted for, and stored (see paragraph 
17i)? 

14. Are procedures established to preclude transmission of classified 
information via unapproved communication circuits (see paragraph 17c(4»? 

15. Is a suspense system maintained of receipts for classified trans
mittals, and is adequate follow-up action taken, if receipts are not returned 
(see paragraph 12g(3»? 

16. Are procedures established for the hand-carrying of classified mate
rial, for example, by commercial aircraft. (see paragraph 17h and appendix X)? 

N. Classified Material Controls. 

1. Have control stations been established? Indicate the number of 
master stations and substations (see paragraph 12a). 

2. Are complete records kept for classified material received and dis
patched outside of the facility (see paragraphs 12a and c)? 

3. Is accountability maintained for all TOP SECRET, SECRET, and CRYPTO 
materials, including documents, hardware, and mock-ups, to permit their prompt 
location (see paragraphs 12a and 12f(3»? 

4. Are accountability and receipt and dispatch records retained for the 
required time (see paragraphs 12a, 12c, and 1ge)? 

5. Are procedures established for accountability of TOP SECRET and 
SECRET working material that is not promptly destroyed as classified waste 
(see paragraph 12f)? 

6. Are control station personnel cleared to the appropriate level and 
knowledgeable of their responsibilities (see paragraph 5f and 12d)? 

7. Are procedures established to 
investigation of each loss, compromise, 
material and other security violations. 
last inspection; see paragraph 7.) 

ensure prompt reporting to the FSO and 
or suspected compromise of classified 

(Indicate number of occurrences since 

8. Is annual inventory and ,accounting made of TOP SECRET material? 
(Indicate date of last inventory; see paragraphs 12b and 13g). 

9. Are TOP SECRET documents controlled by access records, continuous 
receipt system, number series, and copy numbers (see paragraph 13)? 
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10. Is access to', classified material controlled on a need-to-know basis 
(see paragraph 3bg and 5c)? 

11. Are adequate procedures implemented to fully ensure the safeguarding 
of classified material during its use (see paragraphs 5c, 5d, and 16)? 

O. Controlled Areas. 

1. Are closed areas properly constructed (see paragraph 34a)? 

2. Are areas properly posted and approved by the CSO (see paragraphs 
34a(4), 34b(3). and 34c)? 

3. Are area entrances properly controlled, and is admittance granted on 
a need-to-know basis (see paragraph. 34)? 

4. Are employees assigned to areas instructed to challenge unknown per
sons in areas (see paragraph 34a(5»? 

5. Is movement of classified material to and from areas properly 
supervised (see paragraph 34a(2»? 

6. Are employee badges, cards, or access lists properly contrulled and 
kept current (see paragraphs 8a(5) and 34)? 

7. Are visitors to areas properly controlled (see paragraphs 8b, 32, 
and 34a)? 

8. Are supplanting electromechanical access control devices properly 
regulated (see paragraph 36a)? 

9. Are guard patrols or supplanting alarm systems adequate for closed 
areas during nonworking hours (see K-7 above and paragraphs 33b, 34a(3). 35. 
and 36)? 

10. Do subcontractors and their employees who operate and maintain alarm 
systems have required personnel clearances? (List such subcontractors; see 
paragraph 35a(1)(b).) 

11. Are alarm dispatch records properly executed and maintained (see 
paragraph 35a(1)(c)5)? 

12. Is the response time to an activated alarm 15 minutes or less (see 
paragraph 35a(1) (c)4 and 35a(2»? 

13. Does material, equipment, and installation meet federal and/or 
Underwriter Lab's specifications (see paragraph 35b(1»? 

14. If key-operated padlocks are used, have adequate procedures been 
established for control of keys and locks (~ee paragraph 34a(3»? 
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P. Disposition. 

1. Is a program established for the reduction of classified holdings 
(see paragraph 19a)? 

2. Is classified material (including waste) destroyed as soon as 
practical (see paragraph 19a and 19c)? 

3. Is classifi~d material properly destroyed (that is, does destruction 
process preclude reconstruction; see paragraphs 19c and 19f)? 

4. Is burning the only approved method of destruction used by the facility? 
(List methods of destruction, other than burning, which have been approved by 
CSO; see paragraph 19c). 

5. Are destruction records and certificates maintained as required (see 
pa:o:agraph 1ge)? 

6. Is destruction authority obtained when required (see paragraph 19b)? 

7. Is destruction performed and witnessed by appropriately cleared per
sonnel who are knowledgeable of their responsibilities (see paragraph 19d)? 

B. Is destruction equipment leased or rented (see paragraph 19c)? 

9. If the answer to B is "yes,H -who operates the equipment, and how is 
control of the material maintained (see paragraph 19c)? 

10. Are procedures in effect to prevent access by uncleared employees 
who operate equipment (see paragraph 19c)? 

11. Is retention authority requested on final delivery of goods or 
services or on complete termination of contract? (Explain how procedures are 
verified and how facility accomplishes this; see paragr.aph Sm.) 

Q. Reproduction. 

1. Is reproduction held to the m~n~mum required? Are reproduction facilities 
properly designated, identified, and controlled (see paragrap~ 1B)? 

2. Are procedures in effect to restrict use of office reproduction 
equipment for classified productions? (If so, explain; see paragraph lB.) 

3. Has the facility developed a procedure for the use of office copy 
machines in the reproduction of classified material (see paragraph 1B)? 

4. Are personnel thoroughly familiar with and following established pro
cedures when using office copy machines for reproduction of classified 
material (see paragraphs 5f and 1B)? 

5. 
18a)? 

Is reproduction authorization obtained when required (see paragraph 
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6. 

7. 
7B)? 

Are reproduction records properly maintained (see paragraph 1Bc)? 

Are production control records properly maintained (see paragraph 

B. Are copies or extracts of classified material marked the same as 
originals (see paragraphs 1B and 1Bd)? 

9. Do reproduction area controls prevent unauthorized access (see 
paragraph 79)? 

10. Are overruns held to a minimum and properly accounted for (see 
paragraph BOa)? 

11. Are proofs and samples returned to the customer with finished 
products (see paragraphs BOb and Bad)? 

12. Are classified waste containers identified and emptied at completion 
of working hours (see paragraph BOc)? 

13. Are plates and rubber blankets reused only on classified production 
and safeguarded when not in use (see paragraph BOf)? 

14. Are press rollers, and similar devices, properly cleaned after 
classified run (see paragraph BOf)? 

15. Are mailing lists properly protected (see paragraph B2)? 

R. Classified Meetings. 

1. Are meetings sponsored when required? Indicate the number of 
meetings since last inspection (see paragraphs 5q(2), 5q(3), and 9). 

2. Is attendance of foreign nationals or RFI's approved by sponsoring 
activity (see paragraph 9b)? 

3. Are classified meetings held at approved locations (see paragraph 
9c)? 

4. Has the contractor developed complete security procedures for the 
safeguarding of classified material at the meeting (see paragraph 9d)? 

5. Have the security procedures been submitted to the sponsoring activ
ity for approval (see paragraph 9d)? 

6. Is attendance limited to persons properly cleared and having a need
to-know (see paragraph 9d(1)(a»? 

7. Is disclosure authority obtained from the contracting officer when 
required, and is disclosure authority furnished to sponsoring activity (see 
paragraph ge)? 

B. Is a copy of the classified presentation furnished to sponsoring and 
contracting activity (see paragraph ge)? 
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9. Are unsponsored contractor-conducted meetings properly controlled 
(see paragraph 5q(1»? 

10. Are requests to attend meetings properly certified and submitted to 
contracting officer UA activity for certification of the employee's 
need-to-know (see paragraph 9f)? 

S. Consultants. 

1. Are Type A Consultants properly briefed and certificates fu~~ished 
to CSO? Are all necessary reports including adverse information reports, made 
as necessary, and on a timely basis (see paragxaph 68)? 

2. Are Type C Consultants properly briefed, and are controls stated in 
letter agreements observed (see paragraph 70)? 

T. ADP. 

1. Does the facility process classified information on an ADP system? 
(If so, what level?) 

2. Has an ADP 13ystem security supervisor been appointed? (If so, 
identify by name; see paragraph 103c.) 

3. Has written approval been given by the CSO to operate the system? 
(If ltyes .1I list date of approval; see paragraph 103a.) 

4. Have ADP hardware configurations, system software, or operating 
procedures/mode changed or been modified since the last inspection? (If 
ltyes,lt give detailed explanation; see paragraphs 10311 and 106a.) 

5. Is the ADP SPP current? (If It yes." give date of issue; see 
paragraph 112c.) 

6. Have the following provisions of section XIII, ISM, been satisfac
torily implemented in the operation of the ADP system? 

a. Personnel controls (see paragraph lOS)? 

b. Physical controls (see paragraph 106)? 

c. Clearance/declassification/destruction of all storage media 
(see paragraphs 114. 115. and 116)? 

d. Transmission line protection (see paragraph 109)? 

e. Subcontracting provisions (see paragraph'110)? 

f. Audit trails. logs. and activity and maintenance records (see 
paragraph Ill)? 
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U. COMSEC/CRYPTO. 

1. Has a COMSEC custodian been appointed? (If so, list name and tele
phone number; see paragraph 10a(1). CSISM.) 

2. Has an alternate COMSEC custodian been appointed? (If so. list name 
and telephone number; see paragraph 10a(1). CSISM.) 

3. If appointed. are the COMSEC custodian and the alternate thoroughly 
familiar with and performing the duties outlined for them in the CSISM (see 
paragraph 12a, CSISM)? 

4. 
number. ) 

Has a COMSEC account number been assigned? (If so, list the account 

5. What is the highest level of COMSEC access required? (Check one: __ TS __ S __ C) 

6. Is COMSEC access required at the facility? (Briefly describe the 
type of access. for example. install. maintain. or operate COMSEC or CRYPTO 
equipments for the U.S. Government; operate communications link with the U.S. 
Government; have access to the operational keying variables; and manufacture 
or installation of keying material for COMSEC equipments.) 

7. Does the facility have access to classified COMSEC information at * 
another location (see paragraph 16. CSISM)? 

8. List the number of employees who are briefed for access to COMSEC * 
information (see paragraphs 16a and 16c. CSISM). * 

9. Have employees authorized access to classified COMSEC information * 
been properly briefed by U.S. Government representatives and/or contractor * 
personnel (see paragraph 16. CSISM)? * 

10. Does the facility have copies of the CSISM. UA accounting instruc
tion, and equipment operation manuals (see paragraph 2, CSISM)? 

11. Does the facility SPP contain adequate procedures relative to GOMSEC 
requirements (see paragraph 3, CSISM)? 

12. Are all COMSEC related reports submitted (see paragraph 24. eSISM)? 

13. Has a COMSEC emergency plnn been developed, which has t,he approval 
of the eso (see paragraph 23, CSISM)? 

14. Has adequate classification guidance,been furnished regarding COMSEC 
information via a DD Form 254 (see paragraph Ie. CSISM)? 

15. Have all disclosures of COMSEC information. whether to a subcontrac
tor or other persons. been made only with the specific written approval of the 
contracting officer (see paragraph 5, CSISM)? 
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16. Is all COMSEC information in the custody of the facility properly 
marked and accounted for (see paragraph 2, ISM, and paragraph 17, CSISM)? 

17. Are COMSEC and keying materials marked CRYPTO properly stored? * 
(Describe the type of storage facilities used whether GSA container, vault, * 
or other; see paragraph 18, CSISM.) * 

18. Are COMSEC and keying materials marked CRYPTO properly handled in * 
the work processing area(s)? (If areas are utilized, briefly describe the 
characteristics of the area(s); see paragraph 19. CSISM.) 

19. Are access lists properly posted (see paragraph 19. CSISM)? 

20. Are adequate supplemental controls utilized. if necessary? 
(Describe them; see paragraphs 18 and 20, CSISM.) 

21. Is COMBEC and CRYPTO material properly dispose~ of? (Describe what 
methods of destruction and disposition are used; see paragraph 19, ISM,- and 
22, CSISM.) 

22. Does the facility operate a communications center for the U.S. 
Government? Does it secure a communications circuit with the U.S. Government, 
or between itself and another contractor (see paragraph I, CSISM)? 

23. Are COMSEC and keying materials marked "CRYPTO" properly trans- * 
mitted outside the facility (see paragraph 21, CSISM)? * 
V. International Operations. 

1. Does the contractor have any cleared personnel assigned overseas? 
If so. are they doing any of the following? 

a. Are they performing on a UA contract involving access to classi
fied information overseas? (If "yes," include the number of personnel. the 
location of their work, and a list of contract number(s).) 

b. Are they performing on a FMS contract involving access to U.S. 
classified information? (If "yes," indicate whether the access is provided 
directly to contractor personnel overseas by a U.S. Government activity, or if 
it is provided directly to contractor personnel by the foreign government for 
whom the FMS contract was awarded.) 

c. Are they performing on a purely commercial contract awarded directly 
by the foreign government or one of its contractors, and access to either 
foreign classified or U"S. classified information is involved? (If "yes" and 
access is to U.S. classified information, determine how the U.S. classified 
information was released to the foreign government, such as, released directly 
by result of an export license, released by a third country with U.S. Govern-
ment approval, and the like.) 

d. Are they engaged exclusively in sales and marketing activities? 
(If "ye§," ;tg~ntify what p~Qg~ams involve access to u.S. classified information 
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and what the authority is for discussing such classified sales and marketing 
efforts with foreign nationals, such as U.S. Government approval, export 
licenses, and trade agreements.) 

2. Has the contractor developed an SPP sufficient to cover its overseas 
operations when engaged in: (a) sales and marketing efforts involving U.S. 
classified information~ and/or (b) performance on a UA awarded classified 
contract, including those contracts awarded under FMS? Does the SPP state the 
prohibition against contractors transporting classified material across 
international borders (see paragraph 5s)? 

3. How many cleared employees are assigned overseas, and have they re
ceived the required security briefing prior to overseas assignment? Are there 
provisions for ensuring that employees receive an annual refresher briefing? 
(Explain the procedures established for ensuring that an annual refresher 
briefing is given; see paragraph 97.) 

4. Has the contractDr established a program for self-inspection of its 
overseas locations when the overseas location is engaged in work requiring 
access to either U.S. classified information or foreign classified information 
released to the contractor through U.S. Government channels? (Explain fully 
in the narrative the procedures established; see paragraph 97.) 
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nn Form 696 

SAMPLE 

FOR OFFICIAL USE ONLY (When filled in) 

INDUSTRIAL SECURITY INSPECTION REPORT 

(Mulliple ~'aclllly Or,anizal/on) COMPANY (Parent.Subridiary 
Organization) 

OF FACILITY 
ISt~~t. Cit,. .. Stage', Zip Cod(,) 

ELEMENTS OF INSPECTION AND RATINGS ASSIGNED ..l.I 
(5 .. S.tl.l.ctory. U" Un •• t1daclory, NA ... Not Appllcabl.) 

RATI;-.Jas 

COMPANY (Street, Clly, State, Zip Code) 

APPROVED STORAGE FACILITIES NUMBER 
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DO Form 696 
Page Two 

SAMPLE 

20. "EWARKS (Include dellclencl •• not.d dutln4 'nepeetlon. Show apaclilc dalle/ancy, ",pile"". ISM re9J/retnont end action , •• hn, II .ny, to 
correct dellclMcI •• "./ot. terMlnailon olln.pactlon. Alao Indlcat. cOy'rocti". acUon Id.n on p,."/ou. d.llc/.nc/... In addition, • • t.tement 
.,',,/n, .., .... Iu.Uon 01 Ih. cont,acl"' • •• cur", po.tute In ,.I.tlon to I.cll", •• 01.,,,,11. n.'ur. and .1... Out.tendln, f •• 'ure •• hould be 
noled, I ••• ',./n/n, Pto".,. doc~.nt conlrol .'c. II non., .0 .,.te. Include n ..... atd tltl •• of Ic., pe,.onn.' Int.n'.wed durln~ In.pectlon. 
'ndlcet •• ".cltlc loc.tlone (co".rN by • a/n,r. lac II", cl •• .,.ce) tltat .... r. Inap.crad. Conl/nue on a aepata'. _h •• t of pap.r when n.c ..... ", 

21. NAME(S) OF SECURITY SPECIALIST(S) 
(TYPED OR PRINT) (Loot, Firat, MI) 

22. NAME OF REVIeWING OFFICIAL (TYPED OR PRINT) 
, =:11."", f'/rll, MfJ 

SIGNATURE(S) OF SECURITY SPECIALISTCS) 

SIGNATURE OF REVIEWING OFFICIAL 
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APPENDIX XIV 
Equivalent Foreign and International Pact Organization Security Classifications 

Country 

Argentina 

Australia 

Austria 

BelgiUll (French) 

(Fleuah) 

Bol1via 

Brazil 

Caabodia 

Canada 

Chile 

Columbia 

.!oata Rica 

Ecuador 

TOP SfX:RET 

E5'l'RICTAMENTE SEX:RETO 

TOP SEX:RET 

STRmG GEHEIM 

TREB SEX:RET 

ZEER GEHEIM 

SUPERSIDRETQ or 
KJY SR!RETO 

UL'nVt SmRETO 

TRm SmRET 

TOP SmRET 

SEX:RETO 

ULTRASECRETO 

ALTO SR!RETQ 
, 

HOjST HIMMILIGT 

smRETISIMO 

BmRET 

GEHEIM 

SEX:RET 

GEHEIM 

SEX:RETO 

SR!RETO 

SmRET 

SIDRET 

SEX:RETO 

SECRETO 

smRETO 

HIMMILIGT 

SEX:RETO 

CONFIDENTIAL 

CONFIDENCIAL 

CONFIDENTIAL 

VERSCHWSS 

CONFIm:HTIEL 

CONFIm:NCIAL 

CONFIDENCIAL 

SEX:RF:r/CONFIIENTIEL 

CONFIDENTIAL 

RESERVAOO 

RESERVADO 

CONFIDENCIAL 

FORTROLIGT 

CONFlnENCIAL 

Non-U.S. Protective 
Classification Markings 

RESERVADO 

RESTRICTED 

DIFFUSION 
RESTREIN'l'5 
BEPERTKE 
VER)PREIDIHG 

RESERVAOO 

RESERVAOO 

IIDWlRICTED 

~SERVAOO 

CONFIDENCUL 
RESTRINGIDO 

TIL TJENESTEBRUG 

RESERVADO 



r 
I 

Country 

El Salvador 

Ethiopia 

FInland 

France 

Gel"lll!ny 

Greece 

~ ,.... 
Ciuatftmala 0) 

Haiti 

Hondura~ 

Hong ,Kong 

Hungary 

lndil! 

Indonesia 

Iran· 

f 
, 

Iraq 
, 
, ; 

Iceland 

k 
\ 

" i' 
\' 
I' 
~1 
Ii 

~-------------~------------------~------------------- ---~--------~~----

TOP SEX:~ 

ULTRA SECRETO 

YOO:AZ BIRTOU MIS'l'IR 

ERl'I"rAIlf SALAINEK 

TRES SECRET 

STBElfG GEHEIM 

AICPnE 
AItOPPH'l'01 

ALTO SEX:m:ro 

SUPER SCERETO 

'roP SEx:RET 

SZIGOOOAH TITKOO 

TOP SEX:RET 

SAHGAT RAHASIA 

HEKOL! SElUU 
J,r-~ 

;"u. y,
(Absolutely secret) 

ALGJORTI 

.' 

SEX:RET 

SEX:RETO 

MISTIR 

SALAlNEH 

SECRET DEFENSE 

GEHEIK 

AItOPPBTOI 

S~RETO 

SEX:RET 

SEX:RETO 

SEX:RET 

TITKOO 

SB::RET 

RAHASIA 

SERRI 
..J;-

rS:ret) 
TRUNADARMAL 

CONFlIENTIAL 

CONFIIENCIAL 

KILKIL 

Non-U.S. Protective 
Classification markings 

RmERVADO 

CONFIDENTIEL DEFENSE DIFFUSION 
RESTREINTE 

VS-VERTRAULICH 

IMrIIE'1'EYTIICOI I'tE1~InpUMElHE 
XP;HtEnt , 

COftFl~IAL Jm3ERVADO 

CONFIDENTIAL 

CONFIIENCIAL !m:3ERVADO 

CONFIDENTIAL RESTRICTED 

BIZALMAS 

CONFlIENTIAL RESTRICTRD 

TERBATAS 

KHEJU MAIIRAMANEH MAHRAMAlfEH 
ct..,-~ ct..,-

r,:t. olJ .... 
(Lilll.l.ted) 

.' , 
. ," ... ~", ~ .. -~-~,,~<,,~.-., •. ~ 

, 
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Non-U.S. Protective 
Cowltry' TOP SEX:m:r SIDRET CONFlIENTIAL Classification Markings 

.. -
Ireland TOP SEX:RET SEX:RET CONFIDENTIAL RESTRICTED 

Gaelic: AN-SICREIDEACH SICRElIEACH mlNDo\ SRIANTA 

Israel SODI BEtOTER SOD! SHAMUR KJGBAL 
.,n1":l ""D ""D , ... ":ill D 

Italy SmRETISSIW> SEGRETO RISERVATISSIMO RISERVATO 

Japan KIMITSU GOKUHI HI TORIATSUKAICHUl 

~it·~ ih~' 4~' ~#L~i-!. 
BUG~lH!..gp It~' 

I~ ,rt- r';')' JORDAN Y" ~ ..... 
MAKTUM JIDDAN MAKTUM 'SIRRI MAHDUD 

Korea It tlloJ Jll' wl~ It »l~ 
~ I KUP PI MIL II KUP PI MIL ,II KUP PI MIL 
J-l 
~ 

SEX:RET/CONFlDENTIEL 1.oos 'l'RES BmRET SEX:RET IlIFFUSION 
RESTREINTE 

Lebanon '!'RES SEX:RET SEX:RET CONFIDENTIEL 

Mexico ALTO SECRETO SEX:RETO CONFIDENCIAL RESTRINGIDO 

Netherlands ZEER GEHEIM GEHElM CONFlDENTIEEL or DIENSTGEHEIM 
VERTROUWELIJK 

Nev Zealand TOP SEX:RET SB::RET CONFIDENTIAL RESTRICTED 

Nicaragua ALTO SB::RETO SEX:RETO CONFIDENClAL RESERVADO 

Horway STRENGT HElt4ELIG HE2+fELIG KONFIDENEIELT BEGRENSET 

Paltistan TOP SEX:RET SEX:Rm' COlfFIDENTIAL RESTRICTED 

Paraguay BEX:Rm'O SEX:RETO CONFIDENCIAL Im3ERVADO 

I~ 

fdli> 
" 

\ "' i< 

" ,. 
'. 

..,.r<,,,,~ 

-' 

E 
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Country 

Peru 

Philippines 

Portugal 

Spain 

S\leden 
( Red Borders) 

S\l1tzerlend 

TOP SECRET SECRET CONFIm.'NTIAL 

ESTRICTAMENTE SEX:RETO SECRETO CONFIDENCIAL 

TOP SEX:RE"f SECRET CONFIDENTIAL· 

MJITQ. ~RETo SD;RETo CONFlnF."riCIAL 

MAXIMO SEX:RETO SECRETO CONFIDENCIAL 

It@4IQJI ,_rol 

(Three languages. TOP SECRET has a registration numbe~ to diat1ngu1ah 
froID SmRE'l' and CONFIlENTIAL.) 

Non-U.S. Protective 
Classification Markings 

RESERVADO 

RESTRICTED 

RESERVAOO 

CImJSSION 
LIMlTADA 

French TRES SECRET SECRET DEFENSE CONFIDENTIEL DEFENSE DIFFUSION 
RESTREINTE 

German STRENG GEHEIM 

Italian SEGRETISSIMO 

Tai\lsn Jift ~'i' 
... J Thailand LUP TISUD II1J1tUft 

Turkey COK GiZL1 

Union or South 
Africa 
English TOP SEX:RET 

Afrikaans ttITERS GEHEIM 

Un1 ted Arab Republic J,Dc 'I"'" 
(Egypt) TOP SEX:RET 

,. 

, 

GEHEIM 

SEGRETO 

i~JJt'~· 
... 

LUP MAAG Iw,\n 

aIZL1 

SEX:RE'l' 

GEHEIM 

I~ yJ'
VERY SECRm' 

( 

VER'l'P.AULIC H 

RISERVATISSIMO 

I ...... 

#\'!' 
.. 

LUP III 

l5zEL 

CONFIDENTIAL 

VERTROULIK 

RISERVATO 

POK PID llnil 

InZMETE ~ 

RESTRICTED 

,J~ 
OFFICIAL 



\ 

--~------- -- - ~ --~- ------~ 

Country 

United Kingdom 

Uruguay 

USSR 

Viet Nam 
French 

VietnalDese 

INTERNATIONAL 
ORGANIZATION 

NATO 

NOTES: 

'J'OP m:CRl!."l' SI'~I~I' 

TOP SECRET SECRET 

ULTRA SECRETO SEX:: RI!;TO 

COitt:PWEHHO 
CEKPETHO CEKPETHO 

TRES SECRET SECRET DEFENSE 

1'8I-~T W\'r , , 

TOP SECRET SECRET 

COSMIC TOP SECRET NATO SECRET 

CONl"I ))~N'rIAL 

CONFIDENTIAL 

CONFI nF.NCIAL 

HE nOnJlEUIlLHlt 
o rJIAJJl£ tHt I) 

CONFIDENTIEL DEFENSE 

KIN 

CONFIDENTIAL 

NATO CONFIDENTIAL 

Non-U.S. Protective 
Classification Markings 

RESTRICTED 

REGERVAOO 

.llM CJlli~DHOrO 
nOJIb 30BAlUUl 

DIFFUSION 
RESTREINTE 
'ru ",.AT , 

NATO 
RESTRICTED 

In all instances foreign security classification systems are not exactly parallel to the U.S. 
system and exact equivalent classifications cannot be stated. The classifications given above 
represent the nearest comparable designations that are used to signify degrees of protection and 
control similar to those prescribed for the equivalent U.S. classifications. 

"ATOMAL" information is an exclusive designation used by NATO to identify "Restricted Data" or 
"Formerly Restricted Data" information released by the U.S. Government to NATO. 

There is no Swedish security classification equivalent to US CONFIDENTIAL. Accordingly, all 
Swedish information or material received by the U.S. Government and classified REHLIG will 
be safeguarded as U.S. SECRET; U.S. information or material received by the Swedish Government 
and CLASSIFIED CONFIDENTIAL will be safeguarded as REHLIG. 
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Appendix xv. INDEX 

Accountability records, 12a 

ACDA: 
Classified information, 20c 

Addressing mail and shipments, 17k 

ADP System: 
Adjustment of area controls, 107 
Approval, 5b, 103a, 112, App. XI 
Audit trails, 111 
Clearance of media and equipment, 115 
Concurrent processing, 108 
Declassification of media and equipment, 116 
Definition of, 3b 
Downgrading, 114 
Marking for, lIe, 
Personnel security, 105 
Physical security, 106 
Protection of software and data, 108.1 
Subcontracting, 110 
System security modes, 104, app. XI 
Transmission controls, 109 
Upgrading, 113 

Advance shipping notice, 17c(5)(d), 17d(3)(d) 

Adverse information: 
Reporting of, 5af, 6b(1) 

Agreement, long-term visits, 40 

Alarm systems: 
Approval, 35c, 36c 
Central control station, requirements for 35a(1) (c) 
Direct connect, 35a(1)(a) 
Material and installation. standards for, 35b 
Purpose, 35a 
Records, 35a(1)(c)5 
Response time, 35a(1)(c)4, 35a(2) 
Supplanting, 35a(1), 36a 
Supplemental, 14a(2)(c), 14a(4)(c), 35a(2), 36b 

Alien. 3d (see "Immigrant Alien," 3av) 

Alternate storage locations: 
Containers, 15d 
General, 15a 
Records, 15c 
Secu+ity clearance requirements, 15b 
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Armed Forces Courier Service, l7b, l7e(5) 

APO mail channels, l7c(2), 17e(3) 

Atomic Energy RESTRICTED DATA (see "RESTRICTED DATA") 

Authority, authorization for: 
Alarm system, 35c 
Alternate storage, 15a 
Applying classification, 10d 
Armed Forces Courier Service, 17b, 17e(5) 
Classification guidance, subeont-eaetors, 60b 
Controlled areas, 34c 
Destruction, 19b 
Disclosure at meetings, 5q, ge 
Electromechanical devices, 36c 
Interim clearances, 26d 
Licensing agreements, 21b 
Methods of destruction, 19c 
Public releases, 50 
Regrading of documents, lId 
Releases: 

between subsidiaries, 72b 
intelligence information, 5c, 
to foreign governments, 48a 

Removal of material to residences, 14e 
Reproduction, l8a 
Retention of classified material, 51, 5m, 64 
Sales literature, publishing of, 5p 
Secure electrical transmissions, l7c(4), l7d(1) 
Subcontracts: 

from foreign contracts, 66 
involving TOP SECRET, 59a 
with foreign industry. 65 

Termination of accountability, 12h 
Transmitting: 

material outside U.S., 17e 
NATO material, 88c 
TOP SECRET material, 5x, 13i, 17b 

Use of special features of design on foreign contracts, 5h 
Visits: 

invlolving NATO information, 52 
involving RESTRICTED DATA, 42 
to contractors, 41 
to User Agency activities, 43, 44, 45 

Authorized, persons, 3e 

Badges: 
CleaI~ance, color coding, 8a. 20f 
Emplc)yees, 8a 
Repolcting, 8c 
User Agency installations, 8d 
Visitors, 8b 
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Bank, use of for storage, 15 

Bankruptcy, reporting of, 6a(4)(e) 

Bid material: 
- Destruction, 19a and b 

Disposition of, 51 

. 4 

Publication and distribution of, 5p(2) 
Unsolicited, 109 

Briefings (see "Security briefings") 

Carrier: 
Custodian, 3ac, app. IX 
Qualified, 3bs 

Central computer facility, definition of; 3g 

Central memory units (see "Magnetic recordings") 

Central station alarm system, 35a(1), 35(b)(2) 

Certificates: 
Consultant, Type A, 68a 
Destruction, 1ge 
NATO briefing, 85d 
NATO clearance, 55 
Representatives of foreign interests, 20k 

Charts, marking. llc(2) 

Citizenship, proof of, 5ae, app. XII 

Classification authority, 3h. 10d 

Classification equivalents, foreign, app. XIV 

Classification §~idance: 
Biennial Review, lOb 
Dissemination outside, CONUS, 10h 
Distribution, required, 61 
For subcontracts, 60 
General, lOa 
Responsibilities, 5ad 
Retention, 10c 
Unsolicited bids, 109 
When issued, lOb 

Classified contracts: 
Definition of, 3i 
Listing of, 5z 
Reporting of unrelated material, 6a(18) 
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Classified information: 
Access to: 

ACDA. 24a(I)(d) 
CNWDI, 118 
Definition of, 3a 
Requirements for, 20a 

Definition of, 3k: 
Loss, compromise, or suspected compromise, 7 

Classified waste, 19f, 80c 

Clearance (facility): 
Advertising, 20f 
Basis for, 21 
Board resolutions, 20i 
Certificate. foreign interests, 21a, app. I (para. L) 
Consultants. Type B, 69 
Definition, 3al 
Exclusion action. 22a(2), 22c(2)(a), 22d(3), 22e 
Executive committees, 22a(2)(b), 22c(3), 22d(3)(b) 
FOCI, 21c, 
Licensing, patent, and trade secret agreements, 21b 
MUltiple facility, 73 
OODEPS, 6a(4)(c), 22a(4), 22b(4), 22c(5). 22d(5) 
Parent-subsidiary, 72 
Personnel clearances required in connection with, 22 
Security agreement, 21a 
Temporary help suppliers, 74 
Termination of, 5n 

Clearance (individuals): 
Access, 20a 
Administrative dow~grading of TOP SECRET, 30 
Administrative 'termination, 29 
Age limitations, 20b 
Application for. 26a, 26c 
Assurance, security: 

application for, 99a 
issuance of, 99a 
reproduction of, 20f 
termination of, 99a(5) 

Concurrent, 26g 
Contractor clearances, 24b 
Conversion of, 27 
DOE, 261 
Foreign nationals. 201 
Formerly cleared, 26i 
Granted by: 

contractor, 24b 
DoD, 24a 

Guards, 20e 
Immigrant aliens, 20m, 20.1, 24a(2), 26b 
Interim clearances, 200, 26d 
Leave of absence, 20h 

~-~--~--~------,....---------...,.....---...... 
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Letter of Consent: 
issuance of, 20j; 26k 
overseas assignment, 96 
reproduction of, 20f 

Multiple facility. 2Qd 
Name change~ 6b(2), 26j 
Negotiators, 23 
New clearances, 26c 
Outside program, 20n 
preemployment clearance action, 25 
ReCiprocal, 31 
Records, 28 
Reemployment, 26h 
Reinstatement of TOP SECRET, 30 
Representatives gf foreign interest, 3bw, 20k, 
Required for: 

colleges and univerSities, 22d 
corporations, 22a 
partnerships, 22c 
sole proprietorships, 22b 

Transfers, 26e, 26f 
Withdrawal, interim clearances, 200 

Closed area.s, 3m (also see "Controlled areas") 

Closed vehicle, 3n 

Cognizant security office, 3p, 4 

Colleges and UniverSities, 3q 

Combipations: 
Access to, 14c 
Changing, schedule for, 5i 
Classifying, 5i 
Door devices, 36b 
Knowledge of, 14c 
Padlocks, security, 5i 
Personnel authorized to change, 5i 
Security enclosures, 36a(l) 

Commercial Carrier, 17c(5), 17d(3) 

Communications Intelligence, 3r 

COMMUNICATIONS SECURITY (COMSEC): 
Briefing and debriefing,5g 
Clearances, 24a(I)(a.), 24a(2), 2.4b 
COMSEC supplement, 7fJ 
Definition, 3s 
Destruction, 19b 
TransmiSSion, 17j 
Violations: 

investigation of, 7d 
reporting, 6a(.3) 
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Communist countries, 5u(1) (footnote lQ/) 

Communist relationships, 5v, 6b(4) 

Communist visits. 6a(19) 

Complex. definition of. 3t 

Compromise or suspected compromise: 
Definition, 3u 
Investigation of. 7 
Reporting, 6a(2) 

Computer tapes. magnetic; 
Declassification, 116b(1) 
Marking. 11c(10) 

CONFIDENTIAL material: 
Clearances for access to, 24b, 26d, 
Definition, 3v 
Destroying, 19d 
Preparation for transmission, 17a 
Receipts, 12e(2) 
Records, 12c 

---~------ - -- -

Release or transmission outside contractor's facility, 5x 
Storage, 14a(5) 
Supplemental controls, 14a(5) 
Transmission outside a facility, 5x, 17d, 
Transmission within a facility, 17a(3) 

Consignee, 3w 

Consignor, 3x 

Consultants: 
Access to CNWDI, 122 
Letter agreement, 70a, app. I(u) 
Type A, 68 
Type B, 69 
Type C, 70 
Under civil service procedures. 71 

Containers (see "Storage") 

Continued classification after public release, 10i 

Continental United States, definition of, 3y 

Contract Security Classification Specification, lOa, lOb, 60, 61 

Contracting officer, 3z 

Contractor. definition of, 3aa 
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Contractor-granted clearances, 24b: 
Administrative Termination oi, 29a. 29d 
Reemployment, 26i 

Control station personnel, 12d 

Control station records: 
Accountability, 12a 
Destruction, 1ge 
Inventory lists, 17i 
Production, 12f 
Production control, 78 
Receipts, 12g 
Receipts and dispatch. 12c 
Reproduction, 18c 

Controlled areas, 5r: 
Approval for, 34c 
ADP system area controls, 107 
Basis for, 33 
Closed areas: 

construction. 34a, app. V 
definition, 3m 
identifying, 34a(4) 
nonworking hours, 34a(3) 
working hours, 34a(2) 

Reports, 6a(5), 34d 
Restricted areas: 

definition, 3bx 
marking. 34b(3) 
nonworking hours, 34b(2) 
working hours, 34b(1) 

Supplemental or supplanting controls (see "Alarm systems") 

Courier, 17c(3), app. X 

Cover sheets, 11c(l), 11c(5) 

Covering: 
Documents in use, 16b 
Equipment, 17a(l)(c) 

Credentials: 
Recovery of. 8a(5) 
Verifying, 8a(6) 

CNWDI: 
-----Access requirement, 118 

Briefings, 119 
Definition, 30 
Marking, 121 
Policy. 117 
Records. 120 
Subcontracting and consultants. 122 
Transmission outside facility, 123 
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CRYPTOGRAPHIC (CRYPTO): 
Accounting for, 12a 
Definition, 3ab 
Inventory and accounting, 12b 
Production of, 12f 
Reproduction, 18a 

Dates, required on classified material, 11b(1), 11c(15) 

Declassification, definition of, 3ad~ app. II 

Degaussing, 19h, 116b(1) 

Delay in shipment, 6a(10), 17c(5)(d), 17d(3)(d) 

DoD technical information dissemination activities, 5y 

Design features, incorporation of, 5h 

Destruction: 
Authorization, 19b 
Certificates, request for, 1ge 
Classified waste, 19f 
Destroying official, 19d 
Equipment approval, 19c 
Inspection of equipment, 19c 
Magnetic recording, 19h 
Methods, 19c 
Records and certificates, 1ge 
Rented or leased equipment, 19c 
Reproduction materials, 80, 81 
Requirement of. 19a 
Ribbons, typewri.tei;' and ADP. 19f 
Subcontractor employee, use of, 19d 
Witness, 19d 

Determining need-to-know, 5f 

Disclosures: 
At meetings, 5q, ge 
Limitations on. 5c 
Public. 50 
To subcontractors. 58a, 59 

Disk and drum. declassifying. 116b(2) 

pispatch records. 12g 

Disposition of classified material. 51 

Documents: 
Definition of, 3ah 
Marking of. 11 
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Downgrade. definition. 3~i. app. II: 
Clearances. TOP SECRET. 30 

Electrical transmission. 17b. 17c(4). 17d(1). 109 

Electromechanical devices: 
Approval, 36c 
Door devices, 36a(2) 
Security enclosures. 36a(1) 
Supplemental. 36b 

Electronic devices: 
Approval, 36c 
Door devices, 36a(2) 
Security enclosures. 36a(1) 

Emergency procedures, 5w 

Employee badges, 8a 

Energy Department (DOE) facilities. visits to, 46 

Escorts: 
For transmission. 17c(3), app. IX 
For visitors, 38b 

Espionage and Sabotage Acts. app. VI 

Exclusion of personnel: 
From classified access, 5e 
From clearance requirement, 22e 

Executive committee. 22a(2)(b), 22c(3), 22d(3)(b) 

Executive personnel. 3aj 

Export Licenses: 
Unclassified technical data, 41d(3) 

Facility. 3ak 

Facility security clearance, aI, (see "Clearance") 

Facility security supervisor, 5a 

FBI. reporting to, 7b(1) 

File folders, marking of, 11c(5) 

Files, classified. 1Ic(5) 

Fingerprints, 26a(4). 26a(5), 31b 

Firmware, definition of, 3am 
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Foreign: 
Classification equivalents, app. XIV 
Classified contracts, app. III 
Government information, definition of. 3an 
Interest. 3ao 
Marking foreign classified material. lIe, 1!b(5)(a), 11b(8)(e), 11b(8)(f) 
Nationals, 3ap 
Ownership. control. and influence, 21c, 72&. app. I (para. L) 
Representatives of foreign interest, 3bw 
Travel, 5u, 6b (9) 

FORMERLY RESTRICTED DATA: 
Definition, 3aq 
Dissemination, 171 
Marking, 11b(8)(b) 

General requirements. 5 

Graphic arts, definition of, 3ar (also see "Reproduction") 

Groups of documents. 11c(5) 

Guards: 
--Clearance of. 20e 

Emergencies, use of, 5w(l) 
Entry Control: 

closed areas, 34a(2) 
facility complex, 14a(4)(a) 
meetings, 9d(4) 
room, building. structure. 14a(2)(a), 14a(4)(a) 
safe deposits Area, 15d 

Patrols: 
of closed areas, 34a(3) 
of room, building, structure, 14a(2)(b), 14a(4)(b) 
of strongrooms, 14a(3)(f) 

Response to alarms, 35a(1), 35a(2) 
Subcontract: 

Destruction of CONFIDENTIAL waste, 19f 
Witness to destruction, 19d 

Guidance for contractor self-insE~ctions. app. XIII 

Guides, classification, lOa, 58 

Hardened container, 3as. 17a(2)(a) 

Hardware, ADP, definition of. 3at 

Home office (HOF), 3au 

Immigrant alien: 
Clearance of, 26b, 26c(2)(a) 
Definition of, 3av 
Justification and approval for clearance. 20.1 
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Limitations, 20m. 24a(2), 118 
Visiting overseas, 6b(6) 

Identifying facility of origin, 11b(l) 

Individual responsibility for safeguarding. 5f 

Information, definition of, 3ax 

Intelligence, 3az 

~'International Traffic in Arms Regulation", 21b, 41d, 48a(3), 48b, 50, app. VII 

Interpretations. requests for. 4 

Inventory, in connection with visits. 17i 

Inventory and accounting of classified material, 12b 

Investigations: 
By contractors, 7 
By U.S. Government representatives, 5aa 

Investigative assistance, 5aa 

Legends. markings, 11c(2) 

Letters of transmittal, 11c(13) 

Limitations on: 
Access to classified information, 20c. 31c 
Destruction. 19b 
Reproduction. 18a. 87a 

List of classified contracts, 5z 

List of OODEPs. 6a(4)(c). 22a(4), 22b(4), 22c(5), 22d(5) 

Location of meetings, 9c 

Locked Entrance: 
Closed areas, 34a(2)(b). 34a(3) 
Definition, 3ba 
Room. building. structure. 14a(2)(a), 14a(4)(a) 

Long-term visitors. 40 

Machine accounting cards, marking~~, 11c(3) 

Machine lis~ings, marking of, 11c(4) 

Magnetic recordings, 19h 

Magnetic tapes, degaussina, 116b(l) 
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Maps, marking of, Ilc(2) 

Markings: 
Artwork, llc(l) 
ADP produced document, llc(4) 
ADP punched cards. llc(3) 
Automatic downgrading or declassification actions, lld(l) 
Blankets, 80f(2) 
Charts, llc(2) 
Compilations, llg 
Components, llb(4) 
Containers (transmission), l7a(1)(e), l7a(2)(b) 
CNWDI, 121 
DTIC documents, lId 
Dissemination an.d reproduction notices, llb(8)(d) 
Downgrading and declassification, "Classified by" notice, llb(7), app. II B2 
Drawings, l1c (2) 
Files, folders, or groups of documents, llc(5) 
Foreign classified material, llb(5)(a), llb(8) (e), lIe 
Foreign government information, llb(8)(e) 
FORMERLY RESTRICTED DATA notation, llb(8)(b), app. II 
General, 11a 
Identification, lIb (I) 
Intelligence sources or methods of notation, llb(8)(c) 
Linecasting machines, 79b 
Maps, 11c(2) 
Messages, llc(6), app. II 
Microforms, Ilc(7) 
Miscellaneous material! llc(16) 
Motion picture films. llc(8) 
NATO extracts, llb(8)(f) 
Origination date, llb(l), 
Other than automatic downgrading or declassification action, lld(2) 
Overall, llb (2) 
Overlays, l!c(l) 
Pages, 11b(3) 
Photocomposition machines, 79b 
Photographs, llc(9) 
Plates, reproduction, 80f(3) 
Portions, Ilb(5) 
Presses, reproduction, 79a 
Production control records, 78 
Punched cards, llc(3) 
Recordings (sound, magnetic, electronic, and other), Ilt(IO) 
Regraded documents and material, lId 
Removable ADP and word processing storage media, llc(ll) 
RESTRICTED DATA notation, Ilb(8)(a), app. II 
Rolled or fold~d documents. Ilc(2) 
Subjects and titles, Ilb(6) 
Tentative, 10g(2) 
Titles, 11b(6) 
Tracings, llc(2) 
Translations, Ilc(12) 
Transmittals, llc(13) 
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Transparencies and slides, llc(14) 
Upgrading, lld(3) 
Wholly unclassified material, llf 
Working papers, 1Ic(15) 

Material, 3bb 

Mechanical Devices: 
Approval, 36c 
Door Devices, 36a(2) 
Security enclosures, 36a(1) 

Meetings: 
Disclosure at: 

Contractor facilities, 5q(I), 5q(3) 
DoD, 5q(2) 
Other User Agencies, 5q(4) 

DoD sponsorship: 
attendance of foreign nationals or representatives of a foreign 
interest, 9b 
location, 9c 
requests for, 9a 
requests for disclosure authority, ge 
requests to attend. 9f 
security procedures, 9d 

Multiple facility organizations: 
Classification guidance, 73 
Collocated facilities, 72c 
Concurrent clearances, 20j 
Definition of, 3bc 
Exchange of employee rosters, 37g 
Interchange of classified information, 72c, 73 
Personnel clearances, 20d(2), 26k 
SPP, 5s, 72c, 73 
Transfers, 26f 
Visits between, 72c, 73 

National of U.S., 3bd 

NATO classified information: 
Access record, 85b 
Authority, 84 
Briefing, 85c, 85d 
Certificate of security clearance, 55 
Clearances, 24a(I)(c), 86 
Combination, changing of, 5i 
Contracting officer functions. 89 
Definition of, 3bf 
Disposition, 19b, 19c 
Marking. 87b 
Reporting receipt of. 90 
Reproduction, 87a 
Security supervisor, 85a 
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Subcontracting, 91 
Transmission: 

outside U.S., 88c, 88d 
within U.S., 88b 

Visits involving, 52, 53 
Visits records, 54 

Need-to-know, definition of, 3bg 

Negotiator, definition of, 3bh 

Notations: . ) ( ) 
~~~D~i~s-semination and reproduction, Ilb(8 d 

Downgrading or declassification, 11b(7), app. II 
Foreign government information, Ilb(8)(e), lIe 
FORMERLY RESTRICTED DATA, I1b(8)(b), app. II 
Intelligence sources and methods, 11b(8)(c) 
NATO information, 11b (8) (f) 
RESTRICTED DATA. I1b(8)(a), app. II 

Nuclear Weapon Security Program, 3bi, 20c, 24a(2) 

Office of Industrial Security. International, 95 

Officers, definition of, 3bj 

. system, definition of ,_ 3bk Operat~ng _ 

Orientation of personnel, 5f. 5g 

Overseas operations, 
Access to U.S. classified information: 

general, 92. 93 
notification of overseas assignment. 96 
overseas assistance, 95 

S~feguarding U.S. classified information. 96: 
custody and storage, 94c 
disclosure, 94d 
security classification guidance. 94a 
transmission, 94b 

Security briefings and certificates, 97 i 1 
f f i n governments and internat ona Access to classified information 0 ore g 

pact organizations un er a __ d se~uTity assurance: 
general, 98 
security assurance, 99 

Parent, definition of, 3b1.1 

Parent~subsidiary: 

Clearance requirements, 72a 
Collocation of facilities. 72c 
Exclusion action, 72a 
Interchange of classified information, 
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Patentable material. 5m(I)(b) 

Patrols. patrollina: 
Closed areas, 34a(3) 
Facility complex. 14a(4)(b) 
Rooms, buildings, structures, 14a(2)(b). 14a(4)(b) 
Strongrooms, 14a(3)(f) 

Personnel: 

Clearance (see "Clearance (individuals)") 
Exclusion, 5e 
Identification, 8 
Suspected compromise, investigation of. 7 

Personnel Security Clearance (PCL), 3bm 

Possessions. 3bn 

facilit (PMF), definition of. 3bo, 20d. 26f, 73 
Printing (see "reproduction") 

Production of clasSified materials: 
Incorporation of, 12f(4) 
Other material, 12f(3) 
SECRET documents, 12f(2) 

TOP SECRET, CRYP~O! and special ac~eSa documents, 12f(l) 

Protected area, 3bp 

Protective Security Service, 3bq, 17a(2)(b), 17a(2)(d), 17c(5)(b) 

Public disclosure, 50 (also see "Disclosure") 

Pulping (for destruction). 19c 

Qualified carrier, 3bs, 17c(5) 

Receipts: 

Inner containers, inclusion, 12g(2), 17a(l) 
Obta,ined during Visits, 17i 
Retention of, 12g(3) 
Signing and return of. 12e(2) 
Suspense file and follow-up, 12g(3) 
Within a facility, 13d 

Receipt and dispatch records, 12c 
Receipt and classified material, 12e 

Record of: 
Accountability, 12a 
Alternate storage facilities, 15c 
Badges and identification cards, 8a(5) 
Citizenship, app. XII 
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Clearances, 28 
Combinations, knowledge of. 14c 
Control cards, electronic, 36a(1)(a), 36b 
Control station personnel, 12d 
CNWDI, personnel having access to, 120 
Destruction, 1ge 
Discussions and photographs. 38c 
Pispatch of classified material, 12g 
Inventory and accounting, 12b 
Inventory, visits, 17i 
NATO access, 85b 
NATO visits. 54 
Production control, 78 
Production of classified material, 12f 
Receipt and dispatch, 12c 
Receipt of classified material. 12e 
Reproduction. 18c 
Retention of. 5m 
Termination of accountability, 12h 
TOP SECRET access, 13a 
Visitors, 39 

Reference material, 3bt 

Registry, central. 87a, 90 

Regrading: 
Authority, app. II 
Definition of. 3bu 
Marking, lId 

Release of classified information, 5x 

Remote terminal. definition. 3bv 

Removal of classified material to residence. 14e 

Reports. reporting: 
Adverse information. 6b(1) 
Assignment of immigrant aliens, 6b(6) 
Attendance at meetings. 5u(I), 6b(9) 
Authorization to apply classifications. 6a(14) 
Badges and identification cards. 6a(13) 
Category of classified information. 6a(8) 
C9tegory 5. visit authorization. 6b(8) 
Changed conditions, 6a(4) 
Change in closed or restricted area. 6a(5) 
Change in employee's status, 6b(2) 
Change in storage capability, 6a(6) 
Citizenship by naturalization. 6b(7) 
Delay in shipment. 6a(10) 
Employee information in compromise cases, 6a(7) 
Employees desiring not to perform on classified work 
Espionage, sabotage, or subversive activities. 68.(1): 
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Evidence of tampering, 6a(11) 
Foreign classified contracts. 6a(17) 
Improper shipment, 6a(12) 
Inability to safeguard classified material, 6a(16) 
Location or disposition of classified materi.al, terminated from 
accountability, 6a(15) 
Loss, compromise, or suspected compromise, 6a(2), 6a, 7 
Official investigation, 6b(3) 
Other security violationsl ,. 6a(3) 
Receipt of classified info'rmation not related to a classified contract, 6a(18) 
Relationships in Communist countries, 5v, 6b(/.j.) 
Representative of a foreigll interest, 6a(4)(d), 6b(S) 
Termination of business, 63\(4) (e) 
Termination statement. 6a(9) 
Travel or attendance at meetings. Su(l). 6b(9) 
Visits by Communist country representatives or nationals, 6a(19) 

Reproduction: 
Area controls: 

bindery areas, 79c 
composition areas, 79b 
darkrooms, 79d 
pressrooms, 79a 
proofreading areas, 7ge 
shipping entrances, 79f 

Authorizations for, 18a 
Blankets. rubber, 80f(2) 
Blankets. other than rubber, 80f(3) 
Bulk shipments. 80e 
Designation of equipment, 18 
Destruction, special requirements. 81 
Identification of: 

linecasting machines, 79b 
photocomposition machines. 79b 
presses, 79a 

Mailing lis ts : 
classified,82a 
related material, 82a 
unclassified, 82b 

Overruns, 80a 
Plates, 80f(3) 
Press. parts of, 80f(4) 
Production material. 80f(1) 
Proofs, BOb 
Records: 

control stations, 18c 
production control, 78 

Regraining of plates, 80f(3) 
Samples. return of, 80d 
Waste, disposal of. 80c 

Restricted Area) bx (see "Controlled areas") 
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RESTRICTED DATA: 
Clearance for access to, 24a(I)(a) 
Definition of, 3by 
Dissemination. 171 
Marking, Ilb(8)(a), app. II 
Violations involving. 7d 
Visits involving, 42, 46, 47 

Retention of classified material: 
By subc~ontractors, 64 
General, 5m, 10c 

Return of classified material, 51. 64. 

Return of samples. 80d 

Safeguarding: 
General, 5d 
Individual responsibility, 5f 

Safeguarding U.S. information overseas: 
Custody, 94c 
Disclosure, 94d 
Storage. 94c 
Transmissions, 94b 

Safeguards during use, 16 

Sales literature, 5p 

SECRET material/information: 
Accounting for, 12a 
Authority for: 

disclosure at meetings. ge 
removal to residence, 14e 
reproduction, 18a 
transmission, 17e 

Clearance for access to. 24a, 26c(1), 26d, 26i 
Definition, 3bz 
Destruction of, 19d. 1ge 
Inventory and accounting, 12b 
Preparation for transmission, 17a 
Production of, 12f 
Receipts for, 12g, 17a 
Release or transmission outside contractor's facility, 5x 
Storage: 

containers. 14a(3) 
supplemental controls, 14a(4) 

Transmission: 
by commercial carrier, 17a(2) 
outside a facility. 17c 
outside U.S., 17e 
preparation for, 17a(1) 
within a facility, 17f 
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Security, agreement: 
Execution of, 21 
Termination of, 5n 

Security briefings and debriefings: 
COMSEC, 5g 
CNWDI, 119 
Defensive, 5u, app. VII 
Destruction, official. 19d 
Individual responsibiiities. 5f, app. VII 
NATO. 85c " 
Overseas assignment. 96 
Refresher. 97c, 97d 
Security briefing and certificates. overseas. 97 
Security briefing and termination. 5g 
TOP SECRET. 5g. 13b 
Visitors. CategQr.y 5. 41e 
Visitor escorts. 38b 

Security checks, 5j 

Security cognizance, Id, 3cc 

Security, definition of. 3cb 

Security education. 5f 

Security enclosures, 36a(1) 

Security inspections, 5ag 

Security of combinations, 5i 

Security supervisor (see "Facility security supervisor"), 5a 

Self-inspection, 5ac 

SENSITIVE COMPARTMENTED INFORMATION: 
Clearances, 24a(1)(a), 24a(2), 75d 
Contracts, 75b, 75c 
Definition of. 3cd 

Shipments: 
Bulk. 80c 
SECRET. controlled, 3ca 

Shipper, 3ce 

Short title, 3cf 

Shredders, 19c 

Signature Security Service, 3cg, 17d(3) 
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Single line service, 3ch 

Special access prog3~' 3ci, 5t 

Special features of desian, 5h 

Standard Practice Procedures, 
ADP systems, description, 103b 
ADP systems, physical security, 106(b)3 
ADP systems, security controls, 112c 
Annual visits at uncleared locations, 73a 
Collocated facilities, 72a 
Destruction procedures, 19c(4) 
Emergency procedures, 5w 
Issuance and maintenance of Letters of COnl.;ent, 26k(l) (b) 
Security controls in mUltiple facility organizations, 73 
Security procedures of overseas locations, 97e 

Standards, Underwriters' Laboratories, 35b 

Storage: 
Alternate storage locations, 15 
Bulky material, 14b 
Classified waste, 19f 
CONFIDENTIAL material, 14a(5) 
Desk pedestals, 14a(3)(g) 
Err route to destination, 17h 
GSA approved cabinets, 14a(1), 14a(3)(a) 
Lock bar, security of, 14a(3)(g) 
Overseas, 94c 
Private residence, 14e 
Protection during nonworking hours, 14d 
SECRET material, 14a(3), 14a(4) 
Steel file cabinets, 14a(3)(d) 
Supervision of containers, 14c 
Supplemental controls for: 

SECRET material. 14a(4) 
TOP SECRET material, 14a(2) 

TOP SECRET material, 14a(1) 
Vaults: 

Class A, 14a(1), app. IV 
Class B, 14a(3)(b), app. IV 
Class C, 14a(3)(e), app. IV 

Strongrooms, 14a(3)(f), app. IV (para. F) 

Subcontractors, vendors and suppliers: 
Approval of requests from, 56 
Badging of, 8a(7) 
Classification guidance, 60 
Clearance status of. 58 
CNWDI access, 122 
Disclosure of TOP SECRET material to, 59a 
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Disposition of classified information, 64 
Distribution of gUidance. 61 
NATO access, 91 
Safeguarding ability of, 59 
Selection, notification of, 62 
Subcontracting on foreign contracts, 66 
Subcontracting with foreign industry, 65 
Telephone requests, regarding, 59b(4) 
Unsatisfactory conditions at, 63 
Visit requests for, 41a(3) 

Subsidiar~, 3cj 

Supplanting alarm systems, 35a(l) 

Supplemental alarm systems, 35a(2) 

Symposium involving classified material, 5m(2) 

System Software. 3ck 

Temporary help suppliers, 5ab, 74 

Tentative markings, 10g(2) 

Termination of accountability, 12h 

TOP SECRET: 
Access records, 13a 
Accounting for. 12a, 13e 
Authority for: 

disclosure at meetings, ge 
disclosure to subcontractors, 59a, 13j 
removal to reSidence, 14e 
reproduction, 13h, 1Ba, 
transmission, 13i. 17b 

Clearance for access to, 24a, 26d, 26i 
Control station personnel, 12d 
Definition of, 3cl 
Destruction of, 1ge 
Dissemination, 13c 
Inventory and accounting, 12b, 13g 
Preparation for transmission, 17a 
Production of, 12f 
Receipts for, 12g(2), 13d, 17a 
Release or transmission outside contractor's facility, 5x 
Reproduction, 13h 
Security assurance, issuance of, 99b 
Special requirements, 13 
Storage: 

containers, 14a(l) 
supplemental controls, 14a(2) 

Transmission: 
method, 17b 
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preparation for, 17a(1) 
within a facility, 17f 

Violation, involving, 7b 
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Transmission: 
Aboard aircraft, 17h, app. X 
Additional protection during visits, 17i 
Additional requirements, commercial carriers, 17a(2) 
Addrer.eing mail or shipment, 17k 
Definition of, 3cm 
Electrical, 17b, 17c(4), 17d(1), 109 
Inspection of classified mail and shipments, 12e, 17g 
Method of transmitting: 

COMSEC material, 17j 
CONFIDENTIAL material outside facility, 17d 
CNWDI, 123 
NATO material, 88 
outside U.S. and possessions, 17e, 94b 
SECRET material outside of facility, 17c 
SECRET and CONFIDENTIAL material within a facility, 17f 
TOP SECRET material outside facility, 17b 
TOP SECRET material within facility, 17f 

Preparation for: 
CNWDI, 123 
outside a facility, 17a(1) 
within a f~cility, 17a(3) 

Protection en route, 17h 
Procedures for, 5k 
Report of evidence of tampering, 6a(11) 
Restriction for RESTRICTED DATA, 171 

Transshipping, 3cn, 17c(5)(d) 

Trust territory, definition of, 3co 

T~Ee A Consultants, 68 

T~Ee B Consultants, 69. 

T~Ee C Consultants, 70 

Unauthorized Eersons, 3cp 

United States, definition of, 3cq 

UEgrade, definition of, 3cr 

User Agencies, 3cs 

Vaults and strongrooms: 
Class A, 14a(1), app. IV 
Class B, 14a(3)(b), app. IV 
Class C, 14a(3)(e), app. IV 
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Verification of facility safeguarding and storage, 59b(4) 

Visitor badges, 8b 

Visits: 
Advance notice, 37d 
Authority for, 37e(4) 
Carrying classified ~ateri&l on, 17e, 17f 
Category, I, 41a 
Category 2, 41b 
Category 3, 41c 
Category 4, 41d 
Category 5, 41e 
Control of, 38b 
Criteria for approval, 37b 
Disapproval notice, 37c 
Escorts, 38b 
Export license, 41d(3) 
Facility clearance, verification of, 38a 
Identification of visitor, 38a 
Industrial security representatives, 37h 
Involving RESTRICTED DATA, 42 
Long-term, 40 
Multiple facility organization, 73 
NATO visits: 

clearance certificate, 55 
definition of, 39b 
reeords of, 54 
recurring, 52d 

NPLO programs, 53 
Processing time, 49 
Recordings and discussion, 38c 
Records of, 39 
Recurring, 37f 
Removal of classified material, 38d 
Reporting Communist visits, 6a(19) 
Requests, contents of, 37d, 41 
Telephone requests regarding, 37d 
Under bilateral agree&ents, 51 
Use of OISI for, 50 

Visits to: 
DOE and its contractors, 46 
Foreign government and activities, 48 
Government activities other than DOE. 47 
User Agencies in the U.S., 44 
User Agencies outside the U.S •• 45 

Waste material. 19f. 80c 

Weapon system. definition of, 3ct 

Witnesses for destruction, 19d 
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Word processing system. definition of, 3cu, section XIII 

Worki~g hours, de£iniL~~, 14a(2) 

Working papers, lIc (15), 12£ 
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