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DEFENSE INVESTIGATIVE SERVICE “;
e 1800 HALF STREET, s.;v. 1 : s
WASHINGTON, D.C. 20324
ii ! SUMMARY OF CHANGES
2
;! | The following is a brief description of substantial changes which have been
! : incorporated into this manual. Asterisks appearing in the right~hand margin of
3 i the text delineate such changed material,
March 1, 1984 i }
i Please note that sgeveral changes to this manual are only editorial revisions
f . which are intended to make the document more readable. These changes include
| o reductions of some long sentences and minor changes or phrasing. However,
{ A since the editorial changes do not affect the context of the regulation, they.
Z; are not referenced here.
S 1 ~ .
FOREWORD i In addition, abbreviations have been used extensively within this manual in an
; " effort to decrease its volume. New acronyms are included in the "Glossary of
Acronyms and Abbreviations Commonly Used in the DoD Industrial Security
“« ; dance ; : Program" on pages v through vii of this publication. These acronvms are
der the directional authority of, and in accor g pag g P . ronym
Tgis m:nuii :z ;:z:zgeugi:ective 5220.22, "Department of Defense ; ‘ highlighted in the glossary by asterisks which appear in the right-hand
;igh,trizirSZEurity Program.” It establishes uniform security practices ; b margin.
wgtgin industrial plants, educational institutions, and all organizations and ‘ g
facilities used by prime contractors and subcontractors having classified ]
information of the Department of Defense, certain other executive departments 1 Paragraph Change
d cies, or certain foreign governments. Users of this publication are ;
and agencies, bmit suggestions for improving the publication, through { 3s, 3ab, 5u Changed to be consistent with new DoD 5220.22-S-1,
encouraged to ﬁu gi ctgi Defense Investigative Service. b _ 20c, 37d(5), "COMSEC Supplement to Industrial Security Manual for
channels, to the Dire s ; ‘ I f”i appendix XIII Safeguarding Classified Information."
§ lassifie i o
- ~-M, "Industrial Security Manual for Safeguarding C i ey
ﬁ? Inforgggigizg'gingéry ?983 is hereby canceled and superseded. g‘ = 3bj Expands definition of organizational officers.
1 ’ > it
This revision is required by the demands of national security asidEtermin:ibed v 3bt Expands definition of reference material.
by the U.S. Government. It is issued pursuant to and constitutes notice prﬁsc i
by eti'n.lA(i) of DD Form 441, "Department of Defense Security Agreement, i 51 Clarifies the marking of classified container
’ Eo
JZniZiy ?984 and section 1A of DIS Form 1149, "Department of Defense Transpor- ! combination records.
N 1981. : ‘
tation Security Agreement,” January b 5ah Adds paragraph on contacts with nationals or
; representatives of Communist countries,
— . i
/ - { g 6b(1) Adds footnote 13/, which defines adverse information.
g' ) 6¢c Reviged to include the reporting of employee contacts with
§ : nationals or representatives of Communist countries,
@ 5 : 116(8) (£), Explains marking of U.S. documents containing
V2 £ ~
9 1le(2) NATO extracts,
& f Justice . .
35%5?‘:‘??“2?“3’22% J‘:’ss'ice Lo 17a(1) Eliminates receipt forms when transmitting
jved from the g &
his document has been reproduced ?xac“fy i?ﬂrsfg;gw“; stated ‘ B CONFIDENTTAL material.
;elrsson or organization zrigmatflnag :&lt?éfsoaﬁd do not nec:essarilyf .
those of d : itute o HOE
Irr;;;?;ednct)ct‘:\:%?ftic?;?pogition or policies of the National Institute ; 17¢ Expands methods of transmitt:ing classified
Justice. . been 5 Lo material within a facility.
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Section XI

Appendix I

Appendix IV & V

Appendix VII

Appendix VIII

Appendix XIII

Removes .the prohibition against the shredding of TOP
SECRET Material,

Revised extensively; allows for certain OODEPs to .
be cleared at a level lesi than that of the facility.

Adds requirement for Canadian citizens born outsice of Canada,
deletes portion of paragraph 31b, and revises paragraph 3lc.

Removes the requirement for reciprocally cleared
facilities to process visit requests through foreign
embassiles. Clarification of foreign national visit
request responsibilities is also provided.

Deleted -~ DLA sponsored visits will be handled as all
other UA visits.

Adds UA procedure for endorsing contractors visit requests
outside CONUS.

Changed to comply with existing federal regulations.

Provides a means for contractors to obtain
classification guidance.

Provides necessary guidance for subcontracting with
foreign industry,

Revised to include the conditions and instructions for the
authorized hand-~carrying of NATO classified material
across international boundaries.

Eliminates paragraph O.

Revised to reflect that the construction requirements are
now mandatory and minor editorial changes,

Expands paragraphs A2 and B4 to assist the contractor
in preparing security briefings.

Revised to reflect CSO and DSI name changes.

Adds references to assist contractors in checking and
assessing the security conditions of their facilities.
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ACDA
ACO
ACST
ADP
ADPE
APO
ASD(C)

BI
BL

(C)
CAB
CBL
CDsS
CENTO
cM
CNWDI
COMINT
COMSEC
CORUS
COR
COSMIC--TOP
SECRET
CPU
CSISH
Cso
CUSR
CRT
DAR

DCAS
DCASR
DCII
DIA
DIS
DISCO
DISCR, 0GC,
0SDh
DLA
DNACC
DoD
DOE
DOT
DSI

DSP&P
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DoD 5220.22-M

GLOSSARY OF ACRONYMS AND ABBREVIATIONS COMMONLY USED

IN THE DoD INDUSTRIAL SECURITY PROGRAM

U.S. Arms Contrel and Disarmament Agency

Administrative Contracting Officer

Assistant Chief of Staff for Intelligence, Department of Army
Automatic Data Processing

Automatic Data Processing Equipment *
Army Post Office

Assistant Secretary of Defense {Comptroller)

Background Investigation
Bill of Lading

CONFIDENTIAL

Civil Aeronautics Board

Commercial Bill(s) of Lading

Canadian Department of Supply and Services
Central Treaty Organization

Candidate Material

Critical Nuclear Weapon Design Information
Communications Intelligence

Communications Security

Continental United States

Central Office of Record

Property of NATO and Subject to Special Security Comntrols

Central Processing Unit *

COMSEC Supplement to the Industrial Security Manual

Cognizant Security Office

Central United States Registry *

Cathode Ray Tube *

Defense Acquisition Regulation (formerly ASPR) —-- will be

renamed FAR (Federal Acquisition Regulation) effective

April 1, 1984

Defense Contract Administration Services

Defense Contract Administration Services Region

Defense Central Index of Investigations

Defense Intelligence Agency

Defense Investigative Service

Defense Industrial Security Clearance Office

Director for Industrial Security Clearance Review, Office of
the General Counsel, Office of Secretary of Defense

Defense Logistics Agency

Defense National Agency Check Center

Department. of Defense

Department of Energy (formerly ERDA)

Department of Transportation ;

Defense Security Institute (formerly the Defense Industrial . *
Security Institute (DISI)) *

Director for Security Plans & Programs, Office of the Deputy

Under Secretary of Defense (Policy)



DTIC
puUsy (P)

EAM
EAR
ENAC
E.O.
EPA

FAA

FBI
FCL
FEMA

FOCI
(FRD)
FRS
FSC
FSO
FSS

GAO
GBL
GFE
GF?
GPO
GSA
GSOIA

HHS
HOF

HG

ICC
IFB
IPO
ISB
ISCRO
ISL
ISM

ISR
ITAR

KGB
LOoC
MAAG
MDAP
MFO-

MIL-STD
MIMC

b L i R Tk 0

Defense Technical Information Center
Deputy Under Secretary of Defense for Policy

Electronic Accounting Machines *
Fxport Administration Regulation *
Expanded National Agency Check

Executive Order

Environmental Protection Agency

Federal Awviation Administration, Department of Transportation
(Formerly Federal Aviation Agency)

Federal Bureau of Investigation

Facility (Security) Clearance *
Federal Emergency Management Agency

Foreign Military Sales -

Foreign Ownership, Control, or Influence

FORMERLY RESTRICTED DATA '

Federal Reserve System

Federal Supply Code

Facility Security Officer/Supervisor *

" Federal Supply Schedule

General Accounting Offjce

Government Bill(s) of Lading

Government Furnished Equipment

Government Furnished Property

Government Printing Office

General Services Administration

General Security of Information Agreement *

Department of Health and Human Services
Home Office Facility
Headquarters '

Interstate Commerce Commission

Invitation for Bid

International Pact Organization

Industrial Security Bulletin

Industrial Security Clearance Review Office

Industrial Security Letter

"ITndustrial Security Manual for Safeguarding Classified
Information" (DoD 5220.22-M)

"Industrial Security Regulation" (DoD 5220.22-R)

“"International Traffic in Arms Regulation"

Committee of State Security (Soviet Union)

Letter of Consent, DISCO Form 560 Sk
Military Assistance Advisory Group

Mutual Aid Program

Mutual Defense Assistance Program

Multiple Facility Organization

Military Standard (Book Form)
Military Traffic Management Command (formerly MTMTS)
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N/A
NAC
NASA
NATO
NCSC
NIS
NPLO
NRC
NSA
NSF

0ASD(C)
0ASD (PA)
0oDC
0ISI
QODEPs

OPM
0SDh
0SI

PCL
PCO
PMF
PRP
PSCF
PSQ
PSS

(RD)
RFI
RFP
RFQ

(8)
SBA
SEATO
SEC
SIOP
SPP
S8s

T0
(TS)
TSEC
TWX

(U)
UA
U.X.
UL
u.s.
USAFSS
U.S.C

b
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Not Applicable

National Agency .Check

National Aeronautics and Space Administration
North Atlantic Treaty Organization

National Communications Security Committee
Naval Investigative Service

NATO Production Logistics Organization
Nuclear Regulatory Commission

National Security Agency

National Science Foundation

Office of the Assistant Secretary of Defense (Comptroller)
Office of the Assistant Secretary of Defemnse (Public Affairs)
Office of Defense Cooperation

Office of Industrial Security, International

Owners, Officers, Directors, Partners, Regents, Trustees, or
Executive Personnel

Office of Personnel Management *
Office of Secretary of Defense

Office of Special Investigations, USAF

Personnel (Security) Clearance *
Procuring Contracting Officer

Principal Management Facility

Personnel Reliability Program

Personnel Security Clearance Files (Industrial)

Personnel Security Questionnaire

Protective Security Service

RESTRICTED DATA

Representative of a Foreign Interest *
Request for Proposal

Request for Quote

SECRET

Small Business Administration

Southeast Asia Treaty Organization

Securities and Exchange Commission *
Single Integrated Operational Plan

Standard Practice Procedure (s)

Signature Security Service

Transportation Officer

TOP SECRET

U.S. Telecommunications Security
Teletype Communications

UNCLASSIFIED -

User Agency o *
United. Kingdom

Undexrwriters'! Laboratories

United States of America

U.8. Air Force Security Service

United States Code

vii
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Appendix XI., GUIDELINES FOR THE CONTROLLED ADP SYSTEM SECURITY MODE : -
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1. Scope.
! a. This manual establishes the requirements for safeguarding all
Appendix XII. DOCUMENTS ACCEPTABLE FOR PROOF ‘ classified information to which contractors and their subcontractors, vendors,
OF U.S. CITIZENSHIP . . « + « o v . . .295 i or suppliers have access or possession (see paragraph 3aa). The manual is
written in terms of the most common situation where the contractor has access
« ] to, or possession of, classified information in connection with the perform-

ance of a classified contract. However, it also is applicable to the safe-
guarding of classified information in connection with all aspects of pre-
contract activity, including preparation of bids and proposals, precontract
. negotiations, and all aspects of postcontract activity. Moreover, the

Appendix XIII. GUIDANCE FOR CONTRACTOR SELF-INSPECTIONS

St et i b b e

A. Facility ClearancCe. . .« o o o o » s » o o o o o s o« o o o » » o« « 4297
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D. Standard Practice ProcedureS. « . « « + o o o o o o o o o o o v . .299 i government—-sponsored independent research and development advance agreements
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F. VISit COMETOL « v v v v o e e v e e e e e e e e e e e e e e sy 299 ; individual on a voluntary or grant basis. Examples of the latter programs

G. ClasSification. . . v v o v o v e e e e .300 ! are the long range scientific and technical planmning programs and programs

H. Employee Identification . « o « o o « o o « o o o o « o o o o « « 2301 designed to provide planning briefings for industry. In such situations the

T. Foreigh Travel. . « v v o« o o« o o o o o o o o o o o o« o o » » &« » 2301 official of the UA (or his or her designated representative) who releases or

J. Public ReLeGSE. o o o o o o o o o v o e e e e e e e e e e a0t i : discloses the classified information to the contractor shall fulfill the

K. Classified StOTAEE. « + « « o v o o o o + v o o o o o o o o« v « « 2302 responsibilities which this manual assigns to the contracting officer (such

Lo MarkiBS. « o o v v v v o o 4t o o o e e e e e e e e e e e e e . 302 i ) Pl as, furnishing necessary classification guidance, authorizing retention of
TransSmiSSions « v v o o o o o o o o v v e e e e e e s 303 % : © ok classified material, and certifying contractors' need to attend classified

N. Classified Material Controls. v + « v v 4 o o o o o o « o o « o « 304 s ; Rl meetings).
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b. The requirements of this manual reflect the provisions of applicable

v Reproduction. . v v ¢ v 4 4 4 e v b e e e e e e s e e a e s e . s 4306 ! federal statutes, E.0.'s, and DoD directives.

. Classified Meeting. + « + & ¢ ¢ ¢ s ¢ ¢ & o o o o s o s o « o+ o » 4307
S. CONSULEANES « + v o v o v oo e e e e e e s s S s c. The Secretary of Defense is authorized to act in behalf of the

To ADP v v v v o e e e e e e e e e e e s s s departments and agencies listed below in rendering industtial security serv-
U. COMSEC/CRYPTO . « v & & v ¢« & 4 o + o s o o o o o o o o o« o« » 2309 P ices.  This authority is contained in an exchange of letters between the
V. International OPerationS. « + o « o o o o o « o« o o o o o + o « « 310 o Secretary of Defense and: (i) the Administrator, National Aeronautics and
' Space Administration; (ii) the Secretary of Commerce; (iii) the Administrator,
General Services Administration (GSA); (iv) the Secretary of State; (v) the
: Administrator, Small Business Administration; (vi) the Director, National
Appendix XIV. EQUIVALENT FOREIGN AND INTERNATIONAIL PACT . i Science Foundation (NSF); (Vii) the Secretary of the Treasury; (Viii) the
ORGANIZATION SECURITY CLASSIFICATIONS. . . . .315 f; . Secretary of Transportation; (ix) the Secretary of the Interior; (x) the
sl Secretary of Agriculture; (xi) the Secretary of Health and Human Services
‘ el (HHS); (xii) the Secretary of Labor; (xiii) the Administrator, Environmental
= e Protection Agency (EPA); (xiv) the Attorney General, Department of Justice;
Appendix XV. INDEX © « v v o o s o o v .321 ; S (xv) the Director, U.S. Arms Control and Disarmament Agency; (xvi) the
! e Director, Federal Emergency Managemerit Agency (FEMA), (xvii) the Chairman,
Board of Governors, Federal Reserve System (FRS); and (xviii) the Comptroller
General of the United States, General Accounting Office (GAO).
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o d. The Deputy Under Secretary of Defense for Policy (DUSD(P)), his or
’ [ S her designee, or higher authority provides overall policy guidance for the
ST DoD Industrial Security Program. The Director, DIS is responsible for the
administration of the DoD Industrial Security Program on behalf of all UA's,
Except for certain functions performed by the Commander or Head of a UA
installation, with respect to those facilities or contractor activities

e,
S

xvi




located on the installation, the Directors of Industrial Security shall
perform cognizant security office (CSO) functions prescribed in this manual,
with respect to all contractor facilities within their respective regions
(see appendix VIII for geographical areas of responsibility).

e. UA's have the authority of, and exercise the functions of, a con-
tracting officer as prescribed in this manual and the ISR. Certain of these
functions, under delegation, are performed by the ACO.

f. This manual also shall apply to the safeguarding of foreign classi-
fied information, which has been furnished to U.S. contractors and which the
U.S. Government is obligated to protect in the interest of national defense.
When foreign classified information is made available to a contractor by a
UA in connection with a U.S. classified contract, procedures applicable to
U.S. classified information shall apply. However, when foreign classified
information is made available to U.S. contractors in connection with a foreign
classified contract, the responsibility for the actions, which this manual
charges to the contracting officer and the contracting UA, shall be as pre-
scribed in appendix III. Responsibilities not specifically assigned in
appendix III are reserved to the foreign government agency or foreign
contracting activity concerned,

g. Revisions to this manual that have been approved by the DUSD(P) will
be published in page change form and will be effective the date
of the change.

2. Applicable Federal Statutes, Executive Orders, and Regulations.

a. Espionage Acts, 18 U.S.C. §§ 793-799

b. Sabotage Acts, 18 U.S.C. §§ 2151-2157

o’

c. Conspiracy Statute 18 U.S.C. §§ 371

d. Internal Security Act (1950) (in part), 50 U.S.C. §§ 781-798
e. National Security Act of 1947, as amended

f. Armed Services Procurement Act of 1947, as ﬁmended 'i

g. Atomic Energy Act (1954), Public Law 703, 83xd Congress, as amen;ed,
h. E.0. 10104, February 1, 1950 o

i. E.O0. 12356, April 2, 1982

j. National Aeronautics and Space Act of 1958, as amended

k. E.O0. 10865, February 20, 1960

1. Federal Aviation Act of 1958, as amended y

m. E.O0. 10909, January 17, 1961

o
o
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n, International Traffic in Arms Regulation (ITAR), Code of Federal
Regulations, Title 22, Chapter 1, Parts 121-127

o. Export Control Act of 1949, as amended
. Mutual Security Act of 1954, as amended

q. Information Security Oversight Office (IS00) Directive No. 1,
June 23, 1982, concerning national security information
3. Definitions. The following definitions are established for the purpose
of this manual.

a. Access, Accessibility. This refers to the ability and opportunity
to obtain knowledge of classified information. An individual, in fact, may
have access to classified information by being in a place where such
information is kept, if the security measures which are in force do not
prevent him or her from gaining knowledge of the classified information 1/.

b. ADP System. An ADP system is an assembly of computer hardware,
software, facilitles, personnel, and procedures configured for the purpose of
computing, sequencing, storing, retrieving, or otherwise manipulating data and
information with a minimum of human intervention.

c. ADP System Security. This includes all hardware/software functions,
characteristics, and features; operation procedures, accountability proce-
dures, and access controls at the central computer facility, remote computer,
and terminal facilities; management constraints, physical structures, and
devices; and personnel and communications controls needed to provide an
acceptable level of protection for classified information to be contained in
an ADP system. '

An alien is any person who is not a citizen or national of
" paragraph 3av).

d.,  Alien.
the U.S. (see "Immigrant Alien,

e. Authorized Persons. ‘Authorized persons are those persons who have a
need-to~know for the classified-information involved and have been cleared for
the receipt of such information (see paragraph 3bg). Responsibility for de-
termining whether individuals' duties require that they possess, or have
access to, any classified information and whether they are authorized to
receive it rests on the individual who has possession, knowledge, or control
of the information involved, and not on the prospective recipients.

i/ The entry into a controlled area, per se, will not constitute access to
clasgified information, if the security measures which are in force prevent
the gaining of knowledge of the classified information:. Therefore, the
entry into a controlled area under conditions that prevent the gaining of
knowledge of classified information will not necessitate a personnel secu-~
rity clearance (PCL).
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£. Candidate Material. This is material that is referred to
collectively as special nuclear materials and nuclear weapons.

g. Central Computer Facility, The term refers to one or more ADP
systems, including communications equipment, within a single protected area.
This does not include remote computer facilities, terminals, or peripheral
devices which are located outside the single protected area, even though they
are connected to the ADP system(s) by approved communications links.

h. Classification Authority. This refers to the authority that is
vested in an official of a UA to make an initial determination that
information requires protection against unauthorized disclosure in the
interest of national security.

i. Classified Contract. A classified contract is any contract that
requires or will require access to classified information by the contractor or
his or her employees in the performance of the contract. (A contract may be a
classified contract even though the contract document is not classified.)

3. Classification Guide. This is a document issued by an authorized
original classifier that prescribes the level of classification and appropri-
ate declassification instructions for specified information to be classified
on a derivative basis. (Classificaticn guides are provided to contractors by
the DD Form 254, "Department of Defense Contract Security Classification
Specification.")

k. Classified Information. This is information or material that is:
(i) owned by, produced by or for, or under the control of the U.S. Government;
(ii) deterwined under E.O0. 123536-or prior orders to require protection against
unauthorized disclosure; and (iii) so designated.

1. Classifier., A classifier is an individual who makes a classifi-
cation determination and applies a security classification to information or
material. A classifier may be a classification authority or may derivatively
assign a security classification based on a properly classified source or a
classification guide. - Within this context, contractors may apply security
classification markings based on classified source material or a DD Form 254,
as required by this manual.

A

m. Closed Area. A closed area 1s a controlled area that is established
to safeguard classified material, which, because of its size or nature, cannot
be adequately protected by the safeguards prescribed in paragraph 16 or stored
during nonworking hours in accordance with paragraph 14 (see section IV).

n. Closed Vehicle. A closed vehicle is a conveyance which is fully
enclosed by sides, permanent top, and door,

0. Critical Nuclear Weapons Design Information (CNWDI). CNWDI 4is TOP
SECRET RESTRICTED DATA or SECRET RESTRICTED DATA revealing the theory of
operation or design of the components of a thermonuclear or implosion-type
fission bomb, warhead, demolition munition, or test device., Specifically:
excluded is information concerning arming, fusing, and firing systems; limited
life components; and totally contained quantities of fissionable, and high-
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explosive materials by type. Among these excluded items are the components
which DoD personnel, including contractor personnel, set, maintain, operate,
test; or replace.

P. Cognizant Security Office (CSG). The term refers to the office of
the DIS Director of Industrial Security who has industrial security jurisdic-
tion over the geographical area in which a facility is located.

q. Colleges and Universities. This refers to all educational
institutions that award academic degrees, and related research activities
directly associated with a college or university through organization or by
articles of incorporation.

T, Communications Intelligence (COMINT). This is technical and
intelligence information derived from foreign communications by other than
the intended recipient.

S. Communications Security (COMSEC). GCOMSEC refers to protective
measures taken to deny unauthorized persons information derived from tele~
communications of the U.S. Government relating to national security and
to ensure the authenticity of such communications. COMSEC protection
results from the application of security measures to electrical systems
which generate, handle, process, or use national security information and
also includes the application of physical security measures to COMSEC
information or materials.

¥ % ¥ % b ¥ H ¥

t. Complex. A complex is a facility, or any element thereof, which
consists of one or more buildings or structures physically enclosed within a
common perimeter barrier that is supplemented by protective measures to
inhibit unauthorized access and control authorized access. *

. Compromise. A compromise is the disclosure of classified
information to persons not authorized access thereto.

v.  CONFIDENTIAL. "CONFIDENTIAL" is the designation that shall be
applied to information or material the unauthorized disclosure of which
could be reasonably expected to cause damage to the national security.
Examples of "damage" include the compromise of information that indicates
strength of ground, air, and naval forces in the U.S. and overseas areas;
disclosure of technical information used for training, maintenance, and
inspection of classified munitions of war; and revelation of performance
characteristics, test data, design, and production data on munitions of war.

w. Consignee. The consignee is a person, firm, or government activity
named as the receiver of a shipment; one to whom a shipment is consigned.

X, Consignor. The consignor is a person, firm, or government activity
by whom articles are shipped. The consignor is usually the shipper.

%. Continental Limits of the United States (CONUS). This refers to
U.8. territory, including the adjacent territorial waters located within the
Nortit American continent between Canada and Mexico.
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Z. Contracting Officer. A contracting officer is any govermment
official who, in accordance with departmental or agency procedures, is
currently designated as a contracting officer with the authority to enter into
and administer contracts, and make determinations and findings with res?ect
thereto, or any part of such authority. The term also inpludes.the designated
representative of the contracting officer acting within the liglts of.his or
her authority. For purposes of this manual, the term contracting ?ffl?er
refers to the contracting officer at the purchasing office who is identified
as the PCO and the contracting officer at a contract administration office who
is identified as the ACO. Normally, the responsibilities which this manual
assigns to the contracting officer during the precontract, contract award, and
postcontract stages of a classified procurement will be performed by the PCO,
with the ACO performing those responsibilities which arise during the perform-
ance stages of a classified contract,

aa. Contractor. A contractor is any industrial, educational, commer—
cial, or other entity that has executed a DD Form 441, "Departmen? of Defense
Security Agreement," with a DoD agency for the purpose of performing on a
classified contract or other classified procurement. The term contractor also
refers to an individual who manages such an entity.

ab.  CRYPTO. "CRYPTO" is a marking or a designator identifying all
COMSEC keying material that is used to protect or authenticate telecommuni-
cations carrying national security-related information. (This CRXPTO;mark-
ing also identifies COMSEC equipment and/or computer software containing
operational keying variables.)

¥ ¥ ¥ % O

ac. Custodian. A custodian is an individual who has possession of, or
is otherwise charged with, the respomsibility for safeguarding or accounting
for classified information. .

ad. Declassification, This is the determination that classified infor-
mation no longer requires, in the interests of national security, any degree
of protection against unauthorized disclosure, together with a removal or can-
cellation of the classification designation. :

ae, v Declassification Event. This is an event that eliminates the need
for continued classification of information,

af. Department of Defense. DoD refers to Office of the Secretary of
Defense (0SD) (including all boards, councils, staffs; and commands), POD
agencies, and the Departments of the Army, Navy, and Air Force (including all
of their activities).

ag. Derivative Classification. This is a determination that infor-
mation is in substance the same as information currently classified and
application of the same classification markings.

ah, Document., A document is any recorded information, regardless of
its physical form or characteristics, including, without limitation, written
or printed matter, data processing cards and tapes, maps, charts, paintings,
drawings, engravings, sketches, working notes, and papers; reproductions of
such things by any means or process; and sound, voice, magnetic, or electronic
recordings in any form.
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ai, Downgrade. This is a determination that classified information
requires, in the interests of national security, a lower degree of protection
against unauthorized disclosure than currently provided, together with a

changing of the classification designation to reflect such a lower degree of
protection.

aj. Executive Personnel. Executive personnel are those individuals
in managerial positions, other than owners, officers, or directors, who
administer the operations of the facility. (This category includes such
designations as general manager, plant manager, plant superintendent, or
similar designations, and facility security supervisor (FS0).)

ak, Facility. A facility is a plant, laboratory, office, college, uni-
versity, or commercial structure with associated warehouses, storage areas,
utilities, and components, which, when related by function and location, form
an operating entity. (A business or educational organization may consist of
one or more facilities as defined above.) For purposes of industrial secu-
rity, the term does not include UA installations.

al, Facility (Security) Clearance (FCL). This is an administrative
determination that, from a security viewpoint, a facility is eligible for

access to classified information of a certain category (and all lower
categories).

am, Firmware. Firmware is a method of organizing the ADP system's
control hardware in a microprogrammed structure, rather than as wired cir-
cuitry, such that the method falls in neither the software nor the hardware
subsystems. Microprograms are composed of microinstructions; normally
implemented in read-only control storage, to directly control the sequencing
of computer circuits at the detailed level of the single machine instruction.

san. Foreign Government Information. This is information that is: (i)
provided to the U.S. by a foreign government or governments, an international
organization of governments, or any element thereof with the expectation,
expressed or implied, that the information, the source of the information,
or both, are to be held in confidence; or (ii) produced by the U.S. pursuant
to, or as a result of, a joint arrangement with a foreign government or
governments, an international organization of governments, or any element

thereof, requiring that the information, the arrangement, or both are to be
held*in confidence.

ao, Foreign Interest. The term refers to any foreign government or
agency of a foreign government; any form of business enterprise organized
under the laws of any country other than the U.S. or its possessions; and any
form of business enterprise organized or incorporated under the laws of the
U.S., a state, or other jurisdiction of the U.S. that is owned or controlled
by a foreign government, firm, corporation, or person. Included in this
definition is any natural person who is not a citizen or national of the U.S.

(An immigrant alien as defined in paragraph 3av is excluded from the
definition of a foreign interest.)

e

ap. Foreign Nationals. - This refers to all persons not citizens of, not
nationals of, nor immigrant aliens to, the U.S.
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aq. FORMERLY RESTRICTED DATA (FRD). This is information removed from
the RESTRICTED DATA category upon a joint determination by the DOE (or
antecedent agencies) and the DoD that such information relates primarily to
the military utilization of atomic weapons, and that such information can be
adequately safeguarded as classified defense information. For purposes of
foreign dissemination, however, such information is treated in the same manner
as RESTRICTED DATA.

3

ar, Graphic Arts. This refers to facilities and individuals engaged
in performing consultation, service, or the production of any component or end
product which contributes to, or results in, the reproduction of classified
information. Regardless of trade names of specialized processes, it includes
writing, illustrating, advertising services, copy preparation, all methods of
printing, finishing services, duplicating, photocopying, and film processing
activities.

as. Hardened Container. A hardened container is a container of such
strength and durability as to provide security protection to prevent items
from breaking out of the container and to facilitate the detection of any
tampering with the container while in transit. Some examples of hardened
containers are banded or wired boxes, wooden boxes, and closed cargo
transporters. '

at. Hardware. Hardware is physical equipment such as mechanical,
magnetic, electrical, or electronic devices used in the configuration and
operation of an ADP system. This term is synonymous with ADP equipment
(ADPE), and includes:

(1) general and special purpose digital, analog, and hybrid
computer equipment;

(2) components which are used to create, collect, store, process,
communicate, display, or disseminate classified information;

(3) auxiliary or accessorial equipment such as data communications
‘terminals, source data automation recording equipment, and data output equip-
ment (for example, printers, plotters, and computer output microfilmers),
either cable-connected or self~standing, used in support of computer
equipment;

(4) electrical accounting machines (EAM) used in conjunction with,
or independent of, computers; and o T :

(5) computer equipment which supports or is integral to a weapon

system. .
i

\\
au, Home Office (HOF). The HOF is the headquarters facility of a
multiple facility organization (see paragraph bc below).

av, Immigrant Alien. An immigrant alien is any person who is lawfully
admitted into the U.S. under an immigration visa for permanent residence (see
paragraph 24 for special prerequisites for clearance of immigrant aliens).
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aw. Industrial Security. This refers to that portion of internal
security which is concerned with the protection of classified information
in the hands of U.S. industry.

ax. Information.
any means.

Information is knowledge that can be communicated by

ay. Information Security. This refers to the result of any system of
administrative policies and procedures for identifying, controlling, and
protecting from unauthorized disclosure, information the protection of which
is authorized by E.O. or statute.

az. Intelligence. Intelligence is the product resulting from the
collection, evaluation, analysis, integration, and interpretation of all
available information, which concerns one or more aspects of foreign nations
or of areas of foreign operations, and which is immediately or potentially
significant to military planning and operations.

ba. Locked Entrance. A locked entrance is an entrance to a closed or
restricted area which is kept closed and locked at all times except when tem-
porarily unlocked and opened under supervision for the purpose of passing
material or authorized personmnel into or out of the area.

bb. Material. Material refers to any product or substance on, or in
which, information is embodied.

be. Multiple Facility Organization (MFO). This refers to a legal
entity (single proprietorship, partnership, association, trust, or
corporation) that is composed of two or more facilities (see paragraph ak
above).

bd. National of the United States. A national of the U.S. is:

(1) a citizen of the U.S., or

(2) a person who, though not a citizen of the U.S., owes permanent
allegiance to the U.S. 2/.

be. National Security.
relations of the U.S.

This refers to the national defense and foreign

bf.  NATO Classified Information. The term "NATO classified informa-—
tion" embraces all classified information —— military, politic¢al, and
economic -~ that is circulated within and by NATO, whether such information
originates in the organization itself or is received from member nations or
from other international organizations.

2/ See 8 U.S.C. § 1101(a)(22). 8 U.S.C. § 1401, subsection (a) lists in
paragraphs (1) through (7) categories of persons born in and outside the

- 3 U.S, or its possessions who may qualify as nationals of the U.S. When

doubt exists as to whether or not a person can qualify as a national of the
U.S., this subsection should be consulted. '
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bg. Need-to-Know. This is a determination made by the possessor of
classified information that a prospective recipient, in the interest of
national security, has a requirement for access to (see paragraph a above),
knowledge of, or possession of the classified information in order to perform
tasks or services essential to the fulfillment of a classified contract or
program approved by a UA,

bh. Negotiator. A negotiator is any employee, in addition to the
OODEPs, who requires. access to classified information during the negotiation
of a contract or the preparation of a bid or quotation pertaining to a prime
or subcontract. (This category may include, but is not limited to, account-
ants, stenographers, clerks; engineers, draftsmen, and production personnel,)

bi. Nuclear Weapon Security Program. A limited number of defense
contractors are involved in the DoD nuclear weapon security program. This
program identifies certain positions categorized as Critical or Controlled,
depending upon the degree of involvement with nuclear weapons, Assignment
to such positions is governed by the DoD Nuclear Weapon Personnel Reliability
Program (PRP), the specific procedures of which will be set forth separately
in appropriate contractual agreements.  All personnel in Critical or Con~
trolled positions must have a security clearance commensurate with the
security classification of information required by their duties.

bj. Officers (Corporation, Association, or Other Types of Business or
Educational Institution). Officers are those persons in positions established
as officers in the articles of incorporation or bylaws of the organization.
This definition includes all principal officers; that is, those persons
occupying positions normally identified as president, senior vice president,
secretary, treasurer, and those persons occupying similar positions. In
unusual cases, the determination of principal officer status may require a
careful analysis of an individual's assigned duties, responsibilities, and
authority as officially recorded by the organization.

¥ % ¥ o X N

bk. Operating System. This is an integrated collection of computer
programs that controls all resources of the ADP gystem, internally manages job
flow through the computer, and plays a central role in ensuring the secure

operation of the ADP system (synonymous with monitor, executive, control
program, and supervisor).

bl. Original Classification. This is:an initial determination that
information requires, in the interest of national security, protection against
unautheorized disclosure, together with a classification designation signifying
the level of protection required.

bl.1. Parent. A parent firm is a corporation that can control another
corporation (subsidiary) by ownership of a majority of its stock. The control
may exist by direct stock owntZship of an immediate subsidiary or by indirect
ownership through one or more intermediate levels of subsidiaries.

bm. Personnel (Security) Clearance (PCL). A PCL is an administrative
determination that an individual is eligible, from a security point of view,
for access to classified informition of the same or lower category as the
level of the PCL being granted.
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bn. Possessions. U.S. possessions are the Virgin Islands, Guam,
American Samoa, Swain's Island, Howland Island, Baker Island, Jarvis Island,
Midway Islands (this consists of Sand Island and Eastern Island), Kingman
Reef, Johnston Atoll, Navassa Island, Swan Island, Wake Island and Palmyra
Island.

bo. Principal Management Facility (PMF). The PMF is a cleared facility
of a MFO which reports directly to the HOF, and whose principal management
official has been delegated the responsibility to administer the contractor's
industrial security program within a defined geographical or functional area.

bp. Protected Area. A protected area is an area housing one or more
ADP systems, including communications equipment, remote computer facilities,
terminals, or peripheral devices, which is continuously protected by physical
security safeguards and access controls as set forth in alternatives provided
in paragraphs 106 and 107.

bq. Protective Security Service (PSS). This is a Signature Security
Service (8S8), as described in paragraph cg below, which requires constant
protection of the shipment at all times by one or more carrier custodians,
between receipt from the consignor and delivery to the consignee. 1In the case
of air movement, however, observation of the shipment is not required during
the period it is stored in the carrier's aircraft in connection with f£light,
provided the shipment is loaded into a compartment that is not accessible to
any unauthorized person aboard. Conversely, if the shipment is loaded into a
compartment of the aircraft that is accessible to an unauthorized person
aboard, the shipment must remain under the constant surveillance of an escort
or carrier custodian.

br. Public Disclosure. Public disclosure is the passing of information
and/or materials pertaining to a classified contract to the public, or any
member of the public, by any means of communication.

bs. Qualified Carrier. A qualified carrier is a carrier that has met
all of the following criteria.

(1) The requirement for the carrier's service has been established
by a shipper.

(2) The carrier is authorized by law, regulatory body, or
regulation to provide the required transportation service.

(3) A determination has been made by MIMC or the designated Comman-—
der overseas that: (i) the carrier is capable of and authorized to furnish
PSS in accordance with an applicable tariff, government tender, agreement,
or contract provision; and (ii) no other qualified carrier is available to
perform the required service.

(4) The carrier has executed a DIS Form 1149, "Transportation
Security Agreement," with, and has been granted a SECRET FCL by, the
appropriate CSO.

bt. Reference Material. The term reference material means documentary
material over which the UA does not have classification jurisdiction, and did
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not have classification jurisdiction at the time such material was originated.
Most material made available to contractors by the DTIC and other secondary *

distribution agencies is reference material as thus defined. *
bu. Regrade. This is to assign a higher or lower security classifica-

tion to an item of classified material.

bv. Remote Terminal. A remote terminal is a device for communication
with an ADP system from a location, which is not within the central computer
facility.

bw. Representatives of a Foreign Interest (RFI). This term refers to
citizens or nationals of the U.S. or immigrant aliens who, in their individual
capacities, or on behalf of a corporation (whether as a corporate officer or
official, vr as a corporate employee who is personally involved with the for-
eign entity), are acting as representatives, officials, agents, or employees
of a foreign govermment, firm, corporation, or person. However, U.S. citi-
zens and nationals who have been appointed by their U.S. employer to be its
representatives in the management of a foreign subsidiary (that is, a foreign
firm in which the U.S. firm has ownership of at least 51% of the voting stock)
will not be considered RFI's, solely because of their employment, provided the
appointing employer is their principal employer and is a firm that possesses
or is in process for a FCL.

bx. Restricted Area. This is a controlled area established to safe-
guard classified material, which, because of its size or nature, cannot he
adequately protected during working hours by the safeguards prescribed in
paragraph 16, but which is capable of being stored during nonworking hours
in accordance with paragraph 14 (see section IV).

by. RESTRICTED DATA. "RESTRICTED DATA" is all data (information) con-
cerning: (i) design, manufacture, or utilization of atomic weapoms; (ii) the
production of special nuclear material; or (iii) the use of special nuclear
material in the production of energy, but not to include data declassifizi or
removed from the RESTRICTED DATA category pursuant to Section 142 of the
Atomic Energy Act (see section lly, Atomic Energy Aet of 1954, as amended, and
paragraph aq, FORMERLY RESTRICTED DATA, above).

bz. SECRET. "SECRET" is the designation that shall be applied only to
information or material the unauthorized disclosure of which reasonably could
be expected to cause serlous damage to the national security. Examples of
“serious damage" include disruption of foreign relations significantly affect-
ing the natiomal security, significant impairment of a program or policy
directly related to the national security, revelation of significant military
plans or intelligence operations, compromise of significant military plans or
intelligence operations, and compromise of significant scientific or techno-
logical developments relating to national security.

ca. SECRET Controlled Shipment. This refers to SECRET material moving
in commercial transportation service that requires PSS of a qualified carrier
in the interest of national security.

cb. Security. Security refers to the safeguarding of information clas-
sified TOP SECRET, SECRET, or CONFIDENTIAL .against unlawful or unauthorized
dissemination, duplication, or observation,
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cc. Security Cognijzance., This refers to the responsibility for acting
for UA's in the discharge of industrial security responsibilities described in
this manual.

cd. SENSITIVE COMPARTMENTED INFORMATION (SCI). This is all informa-
tion and material that requires special controls for restricted handling

within compartmented intelligence systems and for which compartmentation is
established.

ce. Shipper. A shipper is the one who releases custody of material to
a carrier for transportation to a consignee (see also consignor, paragraph
3x.)

cf. Short Title, This is an identifying combination of letters and
numbers assigned to a publication or equipment for purposes of brevity.

cg. Signature Security Service (SSS)., This is a service designed to
provide continuous responsibility for the custody of shipments in transit, so
named because a signature and tally are required from each person handling the
shipment at each stage of its transit from point of origin to destination.
For air shipments, no receipt is required from the flight crew or attendants
of the carrier's aircraft. For rail shipments, no receipt is required from
the train crew if the car is sealed.

ch. Single Line Service. This refers to freight that moves from point
of origin to destination over the lines of only one carrier.

ci. Special Access Program. A speclal access program is any program
imposing '"need-to-know' or access controls beyond those normally provided for
access to CONFIDENTIAL, SECRET, or TOP SECRET information. Such a pro-
gram includes, but is not limited to, special clearance, adjudication, or
investigative requirements, special designation of officials authorized to
determine "need-to-know," or special lists of persons determined to have a
"need-to~know."

cj. Subsidiary. A subsidiary is a corporation that is controlled by
another corporation (parent) by reason of the latter corporation's ownership
of at least a majority (over 50%) of the capital stock. A subsidiary is a
legal entity and shall be processed separately for a FCL.

ck. System Software. System software consists of the operating system
and associated software, including assemblers, input-output control systems,
interpreters, compilers, data base management systems, and otler programs that
are not considered user application softwara.

cl. TOQP SECRET. "TOP SECRET" is the designation that shall be applied
only to information or material the unauthorized disclosure of which reason-
ably could be expected to cause exceptionally grave damage to the national
security, Examples of "exceptionally grave damage" include armed hostilities
against the U.S. or its allies, disruption of foreign relations vitally
affecting the national security, -the compromise of vital national defense

g
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plans or complex cryptologic and communications intelligence systems, tuc
revelation of sensitive intelligence operations, and the disclosure of
scientific or technological developments vital to natiomal secuxity.

cm. Transmission, Transmission is the sending of information from
one location to another by radio, microwave, laser, or other nonconnective
methods, .as well as by cable, wire, or other connective medium. Transmis-
sion also includes movement involving the actual transfer of custody and
responsibility for a document or other classified material from one author-
ized addressee to another.

cn. Transshipping Activity (Govermment). This refers to a government
activity to which a carrier transfers custody of freight for reshipment by
another carrier to the consignee.

co. United States and Its Territorial Areas. This includes the 50
states, the District of Columbia, the Commonwealth of Puerto Rico, Guamn,
American Samoa, the Virgin Islands, the Trust Territory of the Pacific Islands
(also called Micronesia), Midway Islands, Wake Island, Johnston Atoll, Kingman
Reef, Swain's Island, Howland Island, Baker Island, Jarvis Island, Navassa
Island, Swan Island and Palmyra Island.

cp. Unauthorized Person. An unauthorized person is any person not
authorized to have access to specific classified information in accordance
with the provisions of this manual,

cq. United States (U.S.). This refers to the 50 states and the

District of Columbia.

cr. Upgrade. This is a determination that certain classified infor-
mation, in the interest of national security, requires a higher degree of
protection against unauthorized disclosure than is currently provided, coupled
with a changing of the classification designation to reflect such a higher
degree.

cs. User Agencies (UA's). This term refers to the 08D (including all
boards, councils, staffs, and commands), DoD agencies, Departments of the
Army, Navy, and Air Force (including all of their activities), and Departments
of: State, Commerce, Treasury, Transportation, Interior, Agriculture, Health
and Human Services, Labor and Justice, NASA, GSA, SBA, NSF, EPA, ACDA, FEMA,
GAO, and FRS,

ct. Weapon System. Weapon system is a general term used to describe a
weapon and those components required for its operation.

cu, Word Processing System. This refers to a combination of automated
equipments, procedures, and personnel employed for the primary purpose of pro-
ducing documents and other written communications through the storage and
manipulation of textual material.

4, Designation of Cognizant Security Office. The Regilonal Directors of DIS
are responsible for administration of inrdustrial security within their respec-
tive regions. The office of the Director of Industrial Security in each DIS
Region is designated as the CSO for all contractor facilities located within
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the region (see appendix VIII). All relationships between the UA and the
contractor on industrial security matters shall be handled through, or in
coordination with, the CS50, except those matters specifically set forth in
this manual as responsibilities of the contracting officer. All questions
of interpretation with respect to this manual, or problems involving the
industrial security procedures as they pertain to the contractor, shall be
forwarded to the CSO. In the case of a facility or contractor activity
located on a UA installation, requests for interpretations of this manual
shall be forwarded to the GSO through the Commander or Head of the UA
installation., The management of each facility that has been assigned to
one of the DIS Regions for security cognizance shall be notified in writing of
this action at such time as the DoD Industrial Security Program is initiated
at the facility. The designation of CSO to exercise security cognizance at a
facility will not relieve any UA of the responsibility for protecting and
safeguarding its classified information incident to its classified contracts
with the facility, or from visiting the facility to review the security
aspects of such contracts. However, the security administration of a U.S,
classified contract awarded to a U.S. contractor, which requires performance
for a UA at a location outside the U.S., Puerto Rico, or a U.S. possession
or trust territory, shall be the responsibility of the UA awarding the
classified contract, except when the contracting UA has an agreement with the
U.S. installation Commander in such area to perform this function for it, or
DIS has accepted responsibility at the request of the UA, The Director of
Industrial Security in each DIS Region in which the HOF or principal U.S.
based office of the contractor is located will assume security cognizance for
such U.S. based facility, and except for contractor granted CONFIDENTIAL
clearances, DISCO will clear all of the contractor's employees requiring
access to classified information in support of a UA contract, regardless of
the physical location of such employees. Contractor activities located
outside the U.5., Puerto Rico, or a U.S. possession, territory, or trust
territory will not be granted a FCL.

gl
5. General Requirements. The contractor shall be responsible for
safeguarding all classified information under his or her control. In the
furtherance of this requirement, the contractor will be responsible for the
following.

a. Facility Security Officer/Supervisor (FS0). The contractor shall
appoint a U.S. citizen, who is required to be cleared as part of the FCL, to
supervise and direct security measures necessary for the proper application of
U.S. Government furnished guidance or specifications for classification,
downgrading, upgrading, and for safeguarding classified information.

b. Automatic Data Processing. The contractor shall not utilize an ADP
system for the processing of classified data without the prior approval of
the CSO (see section XIII).

c. Limitation on Disclosure. Contractors shall ensure that classified
information is furnished or disclosed only to authorized persons (see para-
graph 3e). To this end they shall determine to what extent their employees,
subcontractors, vendors, and suppliers require access to classified informa-
tion in the performance of tasks or services essential to the fulfillment of
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the contract 3/. They shall take all reasonable measures to adjust plant
layout and organize work, so as to limit such access to the least number

of individuals or firms consistent with the efficient performance of the
classified contract. In those exceptional cases where contractors cannot
adjust plant layout and organize work so as to prevent access by representa-
tives of food, beverage, or vending equipment organizations, they may request
that their CSO process the servicing organization for a FCL, provided the
management of the facility can justify the continued need for the service.
Representatives of cleared service organizations shall, in such cases, be

ziogessed as Category 1 visitors at the facility being visited (see paragraph
a). '

d. Safeguarding. The contractor shall provide suitable protective
measures within his or her facility for the safeguarding of classified infor-
mation. A contractor performing work within the confines of a UA installation
must safeguard classified information in accordance with provisions of this
manual, unless responsibilities for security are modified by the contract. All
classified material received by the contractor which: (1) is not related to a
contract, project, or program pursuant to paragraph la, or (2) for which no
safeguarding or disposition instructions have been received, shall be safe-~
guarded in accordance with the provisions of this manual, and the CSO shall be
notified pursuant to paragraph 6a(18).

e. Exclusion of Personnel. Contractors shall exclude from those
parts of their plants, facilities, or sites where classified work is being
performed, any person or persons whom the Head of a UA concerned, or his or
her authorized representative, in the interest of security, may designate in
writing. Exclusion does not mean that the affeeted employee must be dismissed
or denied employment in another part of the plant, facility, or site. This
should be resolved consistently with normal employer-emplayee relationships.

£. Individual Responsibility for Safeguarding., The contractor shall on
a recurring basis, remind all cleared personnel, including those located out-
side the U.S., of their continuing responsibilities for safeguarding classi-
fied information. Each cleared employee shall be made aware of the security
p;ocedures: (1) pertaining to that employee's particular work assignment;
(ii) any security deficiencies resulting from recurring inspections by the CSO
that require individual corrective action on the part of the employee; and (iii)

3/ A.contractor is not authorized to turn over classified intelligence informa-
tion to a subcontractor, vendor, or supplier without prior written. authoriza-
tion of the contracting UA. All classified intelligence information, whether
obtained during a visit or through other sources, shall be safeguarded and
controlled in accordance with the provisions of this manual, as well as
any additional instructions that may be received from the releasing UA
activity and any specific restrictive markings or limitations appearing on
documents. All inquiries concerning source, acquisition, use, control, or
restrictions pertaining to intelligence information shall be directed to
the contracting UA activity concerned.

5. 16
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shall be given an indoctrination in the methods and operations used by hostile
intelligence services to subvert U.S5., industrial personnel, as well as defen-
sive measures to be employed by employees in order to counter such subversion.
Part B of appendix VII provides indoctrination information on this subject.
When representatives of the U.S. Government provide specific counterintelli-
gence awareness briefings to the FS0, the FSO shall ensure that all cleared
key personnel are also briefed, either at the time the FSO is briefed or at a
subsequent briefing to be conducted by the FSO or designee. In additiomn, the
employee who has possession or knowledge of an element or item of classified
information shall be informed that the employee is responsible for determining
whether a prospective recipient is an authorized person (see paragraph 3e).
The employee shall be informed that he or she is required to advise the recip-
ient of the classification of the information which he or she discloses. The
contractor shall also inform its employees that unauthorized disclosure of
classified information violates DoD regulations and contractual obligations,
and is punishable under the provisions of federal criminal statutes.

g. Security Briefing and Termination. Contractors shall, prior to per-
mitting their employees to have access to classified information, brief them
on their obligations to safeguard classified information, advise them of its
importance, inform them of the required security procedures, and have them
read, or have read to them, the portions of the espionage laws, conspiracy
laws, and federal criminal statutes applicable to the safeguarding of classified
information appearing in appendix VI of this manual. In addition, the employees
shall be advised that they must report to the contractor if they become a RFI
(see paragraph 3bw). Following the briefing the employees shall be required to
execute part 1 of DISCO Form 482, "Security Briefing and Termination Statements."
The DISCO Form 482 shall then be retained by the contractor. Employees who exe-
cute part 1 of DISCO Form 482 and who subsequently are absent from their places
of employment, for any reason, in excess of 12 months, must reexecute part
of DISCO Form 482 before being permitted access to classified information. The
employee shall be required to execute part II of DISCO Form 482 at the time of
termination of employment (discharge, resignation, or retirement) and at the
beginning of a layoff or leave of absence for an indefinite period or for a
period in excess of 12 montlis, upon termination or revocation of the FCL, or when
administrative termination of PCL is accomplished in accordance with the provi-
sions of paragraph 29. The contractor shall retain part II, DISCO Form 482, or
its predecessor form, for not less than 3 years when an employee has had access
to TOP SECRET or other information requiring a special access authorization by
the U.S. Government, and for not less than 2 years when an employee has had access
to SECRET oxr CONFIDENTIAL information. The importance of the termination state-
ment shall be brought to the terminating employee's attention. If the terminat-
ing employee had access to TOP SECRET, COMSEC, or other information requiring
a special access authorizatiow by the U.S. Government, he ox she shall be given
an oral debriefing which shall include a statement of: (i) the purpose of the
debriefing, (il) the serious nature of the subject matter which requires protec—
tion in the national dinterest, (i1i) the need for caution and discretion, and (iv)
advice concerning any travel restrictions which are appropriate. The CSO shall
be notified immediately, in accordance with paragraph 6a(9), of the circumstances
involved whenever an employee refuses to execute the DISCO Form 482 4/.

(Footnote 4/ is on the foilowing page.)
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h. Special Features of Design. Shall not incorporate any special
features of design or construction in any project other than that for which
they are furnished by, developed for, or designed for the Government, if such
incorporation would disclose classified information unless prior written
authorization of the contracting officer concerned has been obtained. However,
classified features of design or construction may be incoxrporated by the con-
tractor in other U.S. User Agency projects of equal or higher classification
unless specically prohibited by the Govermment. U.S. classified information
shall not be used in the performance of a foreign classified contract unless
the information was furnished through the designated military department in .
connection with that contract, or the U.S. contracting officer concerned has
expressly authorized in writing the use of that information,

i. Security of Combinations. The contractor shall easure that the
combinations to safes, contalners, vaults, and three-position dial-type
changeable combination padlocks used to lock containers holding classified
material are classified and safeguarded, in accordance with the highest
level of the classified material stored in a given container. If a written
record is established for the combinations, the record shall be marked with
the classification designation, that is, TOP SECRET, SECRET, or CONFIDEN-
TIAL, of the highest level of material stored in the container. Other
markings specified in paragraph 11 for classified material are not required.
However, if the record is for the combination of a contalner used for stor-
age of special categories of information, such as NATQO, CNWDI, RESTRICTED
DATA, or other information that requires special briefings or access
requirements, procedures shall be established to ensure that the special
requirements are adhered to and only those persons having a need-to-know
are given access to the record of the combination. In addition, account-
ability for the written record shall be established in accordance with
paragraph 12. The combinations shall be changed at intervals of at least
once every year (if NATO or CRYPTO classified material is stored, the com-
bination shall be changed every 6 months) and at the earliest practical time

following:
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(1) the reassignment, transfer, or termination of any person having
knowledge of the combination; or when the PCL granted to any such person is

4/ When a terminated employee fails to execute part II of DISCO Form 482,
the contractor shall make every reasonable effort to contact the former
employee for the purpose of correcting the omission; for example, enclosing
a copy of the form in a registered or certified letter, return receipt
requested, sent to the former employee's last known address. If, once
contact is established with the former employee, he or she fails to comply
with the request to execute and return the form, such failure shall be
considered as tantamount to a refusal and should be reported as such in
accordance with paragraph 6a(9), indicating what efforts had been made to
locate the former employee. When employees are also required to be given
an oral debriefing, the contractor may, if the former employees are located
in a remote distance from the facility, direct them to contact the nearest
CSO and make arrangements to receive the required debriefing. In such a A
case, the CSO should be requested in writing to perform the debriefing on i ;
behalf of the contractor. . .
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downgraded to a level lower than the cate
gory of material
suspended or revoked by proper authority; y al stored, or is

(2) the compromise or suspected compromise of the safes and

containers or their combinations, or dis
‘ s covery of the contai
unlocked and unattended; or ’ y ontainer being left

(3) the initial receipt of safes, con
; tainers, and three-
dial~type changeable combination padlocks.’ ’ FeeTposition

Combinations to safes, containers, vaults, and three- -

changeable combination padlocks shall be changed undesoiizizgoszaiéﬁzgﬁle b

a person entrusted with the combination or authorized access to the contentz
of the container in accordance with paragraph l4c, or by the FSO or his or her
designated representative. Under no circumstances shall the changing of the
combinations be performed by an outside locksmith or subcontractor employee

To prevent unauthorized substitution, combinatien padlocks shall be plach )

inside of the open container or secured to '
a has
container when it is open. P» drewer, or handle of the

i. Security Checks. The contractor shall
. perform security checks
wi;hin the facility to ensure that at all times security precautzons are
taken to protect classified material in the possession of the facility and
shall designate an individual or individuals to make room or area checks

during normal working hours to ensure that
all- classified
surveillance has been properly stored. macerial not under

k. Transmission. The contractor shall establish procedures for the

gﬁfper transmittal of classified material un@er the provisions of paragraph

1. Disposition of Classified Material. The cont
to th? contracting officer, or his or her designated re;i:;::tzzzii r:zzrn
classified material furnished by a UA, including all reproduétions éhereof
and shall surrender all classified material developed by the contractor in,
connection with a UA contract, program, or solicitation 5/ 6/, unless the
material has been destroyed in accordance with paragraph 19, or the retention
of the material is authorized under the provisions of paragraph m below. Such

material shail be returned
schedules or surrendered in accordance with the following

5/ The placing of an appropriate notation on each document, indicating the

specific contract to which it pertains, will
vith this sereorert ) s assist in achieving compliance

6/ Classified material, which is not related to a proposal or classified
contract (geg paragraph la), may be destroyed in accordance with the
provisions ‘of paragraph 19c (unless specifically prohibited), or disposed

of in accordance with Instructions issued b
: th hi
furnished the material. 7 the T4 that originally
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» (1) 4if a bid, proposal, or quote is not submitted or is withdrawn --
within 90 days after the opening date of bids, proposals, or quotes;

(2) 4if a bid, proposal, or quote is not accepted —-- within 90 days
after notification that a bid, proposal, or quote has not been accepted and if
further retention is necessary to serve a UA purpose, a request for approval
shall be submitted to the appropriate contracting officer in accordance with
paragraph m below; or

(3) 4if a successful bidder —- on final delivery of goods or serv-
ices, or on completion or termination of the contract, unless otherwise pre-~
scribed in the contract or directed by the contracting officer.

m. Retention of Classified Material.

(1) The contractor may retain classified material in special cases
when a bid, proposal, or quote is not accepted or on completion or termination
of the contract, provided the contractor requests and justifies such retention
and its retention is agreed to by the contracting officer. The contractor
shall be authorized to retain classified material only:

(a)  when retention is necessary for the maintenance of the con-
tractor's essential records;

(b) when classified information is also patentable or is propri-
etary data in which the coantractor has title; or

(c) when retention of the material will assist the contractor
and will benefit the U.S. Government in the performance of other UA contracts
(the contracting officer of a current classified contract may authorize
transfer of the material to the current contract when the material is
identified by the contractor in accordance with the procedure set forth in
paragraph 5m(l)(d) 7/ -~ in these situations the material will be disposed of,
indaccordance with paragraph 51, at the completion of the current contract);
an

(d) when the contractor justifies and requests retention
authority in writing, indicates the period of time retention is necessary,
and identifies the classified material for which retention is requested as

7/ When such approval is granted the contracting officer who has cognizance over
the classified material shall be notified by the current contracting officer.
In the event retention of information under the circumstances contemplated
in this paragraph involves information of a DoD UA being retained by a con-
tractor of a non-DoD UA, or vice versa, or between non-DoD agencies, the
concurrence of the contracting officer of the completed or terminated con-~
tract or bid which was not accepted must be obtained by the current contract-—
ing officer prior to authorizing retention of the materials, Information
authorized for retention under these circumstances will be identified as to
its origin, and its ultimate disposition or declassification will remain
with its originating agency.
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follows: TOP SECRET and SECRET material shall be identified in a list of
specific documents unless, in the case of SECRET material only, the contract~
ing officer has authorized identification by subject matter and approximate
number of documents; CONFIDENTIAL material shall be identified by subject
matter and approximate number of documents. However, authorization of the
contracting officer is not required for the retention of: (1) records held by
the contractor in accordance with the records retention requirements of the
basic contract; (ii) records authorized for retention for a specific period
under the terms of the basic contract; and (iii) records which during the
contract period, the contracting officer authorized the contractor to retain
for a specific period following completion of the contract; provided that in
each case the contractor informs the contracting officer of the material to be
retained, identlfying it in the manner prescribed above.

(2) The contractor may retain classified material which does mnot
relate to a contract, for a limited time unless indicated otherwise on the
material. For example, the contractor may retain material obtained at
classified symposiums or meetings as long as needed, but not for a period to
exceed 1 year from the date of receipt. Retention beyond that time is
authorized only when the contractor requests and justifies such retention, and
retention is agreed to by a contracting officer of a current contract or an
official of the UA which released the information.

n. Termination of Security Agreement. The contractor shall, notwith-
standing the provisions of paragraphs 1 and m above, in the event that the DD
Form 441 is terminated for any reason by either party and is not superseded by
a new DD Form 441, render all classified material in his or her possession to
the UA concerned, or dispose of such material in accordance with instructions
from the UA concerned. The DIS FL 381l-R, "Letter of Notification of Facility
Security Clearance," and the contractor's copy of the DD Form 441 shall be
returned to the CSO. Control station records, reproduction records, destruc-
tion certificates, and visitor records for which the retention period is not
expired at the time of termination of the DD Form 441, shall continue to be
maintained by the contractor until the expiration of the prescribed retention
period. These records shall be subject to review and recall by the U.S.
Government at any time within the retention period.

o. Public Disclosure. The contractor shall mot disclose information
pertaining to classified contracts or projects, except as specified in para-
graphs (1) through (6) below without the clearance of the Directorate for
Freedom of Information and Security Review, Office of the Assistant Secretary
of Defense (Public Affairs), the Pentagon, Washington, D.C. 20301 8/, in order
to preclude the disclosure of information requiring protection in the interest
of national security. Requests for clearance shall be submitted to the
activity specified in item 13 of the DD Form 254, "DoD Contract Security
Classification Specification." Contractors performing on DoD classified
contracts need not submit for clearance the following information:

8/ If the information pertéins to a classified contract or project awarded by
an non-DoD agency, a request for clearance to disclose information shall be
submitted to the contracting agency.
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(1) the fact that a contract has been received, including the
subject matter of the contract and/or type of item in general terms, provided
the name or description of the subject matter is not classified;

(2) the method/type of contract; that is, bid, negotiated, letter,
and so on; ‘

(3) ‘the total dollar amount of the contract, unless that information
equates to:

(a) a level of effort in a sensitive research area or

(b) quantities of stocks of certain wea d
are classifieds pons and equipment which

(4) whether the contract will require the hiring or termination of
employees; >

(5) other information which from time-to~time may be authorized on a
case-by~case basis by the OASD(PA) or the Director for Freedom of Information
and Security Review in a specific agreement with a contractor; and

(6) information previously officially approved f
0ASD(2A). y approved for disclosure by

All information developed subsequent to the initial clearance shall also
be cleared by the Directorate for Freedom of Information and Securit? Review
prior to public disclosure. The provisions of this paragraph also aﬁply to
unglassified brochures, promotional sales literature, reports to stchkhclders
and similar material 9/. In case of doubt about the mneed to clear imforma- ’
tion, a contractor may query the activity identified in item 13 of the DD Form
254 or the Directorate for Freedom of Information and Security Review.

P. Classified Sales Literature:. . The contractor shall not publish or
distribute, or permit to be published or distributed, brochures, proﬁotional
sales literature, or similar material ebntaining classified Anformation
without prior review and written authorization by the contracting officér
concerned or his or her designated reprisemtative. The authorization for such
publication and distribution shall be indicated on the cover of the &ocument,
or the first page of the documeat, if there 1s no cover. However, pﬁblication
and distribution to authorized perscns (éee*paragraph 3e) may be made without
specific authorization from the contracting officer for: , )

4 N g

(1) classified material. which is! published or distributed for neces-

sary use within the organization of the contiactor or his or her gubcontractor
in the pexrformance of the contract, P : S k

v Yo Yo
Lo Y Il
. |

9/ In addition to the requirements of thiw patagraph, the disclosure wf unclas-
sified technical data is also governed by the Export Administration Act of
1969, as amended, administered by the Secretary of Commerce, and Séétion 38
of the Arms Export Control Act of 1976, administered by the Secretﬂry of
State through the ITAR, i R
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(2) classified material prepared in reply to a request for proposal
or invitation to bid received from a UA or a cleared prime contractor or
subcontractor of a UA or classified information contained in an unsolicited
proposal submitted to a VA, and

(3) classified material submitted in response to an official request
of a UA,

q. Disclosure at Meetings. The contractor shall not disclose in any
manner classified information at a conference, seminar, symposium, exhibit, or
convention (hereinafter referred to as a mesting), unless one of the following

conditions is met,

(1) Classified information may be disclosed at a meeting conducted
pursuant to, and as a necessary element of, a specific contract held only in
the prime or subcontractor's facility and attended only by authorized persons
who have a need-to-know in connection with the contract, including employees
of the contractor or subcontractors, consultants thereto, and authorized
visitors, and over which meeting controls have been established to ensure that
the meeting site is physically secure, that the classified notes, minutes, and
summaries resulting from the meeting are properly safeguarded and that the
attendees are given sufficient classification guidance during the oral

presentations.

(2) Classified information may be disclosed at a meeting conducted
by a DoD activity, provided that when the information to be disclosed is under
the jurisdiction of arother U.S. Government agency or when the meeting is to
be attended by representatlves outside the DoD, the contractor requests the
conducting activity t¢ obtain written approval from the contracting officer
concerned prior to the .disclosure. A copy of such request shall be furnished
to the contracting officer concerned. The contractor is not required to
obtain approval if only Dol information is to be disclosed, and only the
contractor. subcontractors and thelr employees, and DoD personnel aré to

attend the meeting.

(3) Classified information may be disclosed at a meeting conducted by
a contractor, association, institute, or society whose membership is comprised
primarily of contractors cleaved by DoD, contractor employees, or DoD personnel,
and sponsored for security purposes by the DoD (including the departments and
agencies named in paragraph lc), provided writter approval of the contracting
officer concerned is furnished to the spomsoring activity prior to the disclo-
sure, and the additional requirements of paragraph 9 are fulfilled. or

(4) -Classified information may be disclosed at a meeting conducted
or sponsored by U.S. Government agencies other than DoD, provided the con-
tractor requests and. obtains written approval from the contracting officer
concerned prior to the disclosure. Security spomsorship of a meeting by a UA
other than DoD will be in accordance with the provisions of that agency.
However, as a minimum the requirements of the ISM shall apply for the safe-
guarding of classified informatianm. ,

T, Controlled Areas. The contractor shall place in effect a system to
control access of employees and visitors to closed and restricted areas (see

section IV).
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S. Standard Practice Procedure (SPP). The contractor shall, prior to
the issuance of a FCL by the CSO, submit a written SPP (interim or final) in
sufficient detail to place into effect all security controls required by the
DD Form 441 and this manual which are applicable to the operations of the
facility. An #interim SPP must implement requirements of this manual which are
immediately applicable to the operations of the facility in comnection with
the facility's anticipated involvement in the DoD Industrial Security Program.
A MFO, or, as provided for in paragraph 72c, parent-subsidiary collocated
facilities, may publish a SPP applicable throughout the organization, but such
publication shall then be adapted as necessary to apply to specific operating
locations., A copy of the SPP shall be furnished to each appropriate CSO. The
contractor shall modify the SPP on notification from the CSO that it does not
adequately implement the requirements of this manual. The SPP may be revised
at any time after issuance of a revision to this manual, However, the SPP
shall be revised as necessary to implement the revisions applicable to the
contractor's operation within 4 months after receipt of a revision. The SPP
for a facility at which only one employee or management official is assigned
shall provide for the notification to the CSO of the death or incapacitation
of that employee, Specifically, the SPP shall:

(1) identify by name, address, and telephone number, the individual(s)
who would notify the CSO of such an occurrence (the said individual(s) would net
require access to classified information and therefore need not be cleared); and

(2) include provisions for keeping the CSO advised of the current
combination to the container and, in the case of one-~person facilities of a
MFO, keep the HOF FSO advised of the current combination to the container.

t. Special Access Programs. The contractor shall implement special
access program requirements, when such requirements are included in a DD Form
254 or other appropriate contract-related document.

u. Defensive Security Briefing.

(1) The contractor shall require all cleared employees (including
cleared directors), Type A Consultants, and temporary help supplier person-
nel, to inform him or her of their intended travel to or through a Communist
country 10/; attendance at an international scientific, technical, engineer-
ing, or other professional meeting, regardless ¢f the geographic location of
such a meeting, when it can be anticipated that representatives of Communist
countries will participate or be in attendance; or of plans to host an unclas-—

10/ Communist countries are: Albania, Bulgaria, Kampuchea, Peoples *
Republic of China, (Communist China including Tibet), Cuba,
Czechoslovakia, Communist Korea (North Korea), German Democratic Republic
(GDR, East Germany including the Soviet Sector of Berlin), Hungary, Laos,
Mongolian Peoples Republic (Outer Mongolia), Poland, Rumania, Union of
Soviet Socialist Republics (USSR includes Estonia, Latvia, Lithuania, and
all other constituent republics, Kurile Islands and South Sakhalin
(Rarafuto)), Vietnam, and Yugoslavia,
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sified visit by representatives of Communist countries at a facility engaged in
classified work or research. In instances where the individual is located at a
using contractor or UA as a consultant or an employee of a temporary help supplier,
the using contractor or UA, as appropriate, will be notified of the inténded
travel, attendance at a meeting, or hosting of a visit., In the case of a

facility where only one individual is located, the CSO will be so informed.

When an individual works for more than one contractor or UA, each will be

notified, and in the case of temporary help supplier personnel, the principal
employer, in addition to the using contractotr or UA, shall be notified.

(2) The contractor shall give the individual a defensive security
briefing, based upon the guidance contained in appendix VII. For temporary
help supplier personnel, only one contractor or UA (where access is at the
highest level) is requilred to accomplish the briefing. Usually the individual
involved would be in the best position to determine which contractor or UA can
most conveniently accomplish the briefing. Accordingly, the individual should
make appropriate arrangements with that activity and furnish the other
contractors or UA's at which he or she is employed an advance notice, stating
when and by whom the briefing is to be given. Individuals who frequently
travel, attend meetings, or host visitors as described above, need not be
briefed on each such occasion, provided the individuals have been thoroughly
briefed at least once within the preceding 6 months and reminded of their
security responsibilities. Prior to departure of personnel for travel to or
through a Communist country, or to attend a meeting outside the U.S.,, all
classified information in their custody shall be accounted for by the using
contractor or UA. Employees expected to engage in marketing activities with
representatives of Communist countries shall also be provided with a defensive
security briefing based on the guidance contained in appendix VII,

(3) The contractor shall, on completion of the briefing, obtain
from the individuals briefed statements identifying who furnished the briefing
and attesting that they understand their individual responsibilities for safe-
guarding classified information. This statement shall be retained for at
least 3 years when an employee has had access to TOP SECRET, COMSEC, or spe- #%
cial access program information, and for at least 2 years when access has *
been to SECRET or CONFIDENTIAL information.. In the case of temporary help %
supplier personnel, the statement shall be forwarded to the temporary help
supplier for retention. If the UA or CSO conducts the briefing, they are
responsible for obtaining the briefing statement.

(4) The contractor shall submit a report as required by paragraph
6b(9), unless the UA or €SO conducted the briefing, in which case they shall
submit the report,

Ve Relationships with Citizens or Residents of Communist Countries ;g/.

(1) The contractor shall require all cleared employees, including
those in the process of being cleared by the DoD; to immediately notify the
contractor who shall submit a report to DISCO, in accordance with paragraph
6b(4), if either or both of the following events should occur subsequent to
the completion of the employee's PCL forms:

(a) a member of the immedlate family of the employee or the
employee's spouse takes up residence in a Communist country; or
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(b) through marriage, the employee acquires relatives who are
citizens or residents of a Communist country,

(2) ' The contractor shall require all temporary help supplier
personnel, while such persomnel are working under the contractor's direction
and control on the using contractor's classified Programs or contracts, to
immediately notify the contractor if either or both of the events in para-
graphs (a) and (b) above should occur. In such a case, contractors shall then
take action to ensure that the temporary help suppliers are notified, so that

ggﬁz)can take action to submit reports to DISCO, in accordance with paragraph

W Emergency Procedure. Contractors shall include in their SPP general

instructions for safeguarding classified material in emergency situations

such as natural disasters or any civil disturbances. The procedure shall’be
as simple and practical as possible and should be adaptable to any type of
emergency that may arise. A procedure shall be incorporated in the SPP to
provide for the submission of a Teport to the CSO and contracting officer,

by the most expeditious means, of any emergency situation which renders the
facility incapable of safeguarding the classified material (see paragraph
6a(17)). Courses of action, not necessarily limited to the following, are

available to contractors to safeguard the classified material in their
possession.

(1) Secure the classified material in authorized storage containers
or controlled areas. If feasible, a guard(s) should remain with material
secured in controlled areas. The storage containers and controlled areas
shall be examined on return to the facility to determine whether the clas-
sified information has been compromised, or if any classified material is

missing. A report shall be submitted in accordance with paragraph 6
(2), if appropriate. P Brap 2(1) or

(2) Request assistance from appropriate civil auth

orities, includin
local and state law enforcement agencies, ’ &

(3? Seek legal remedies such zs the issuance of a court restraining
order or injunction against interference with the contractor in the exercise

of his or her property rights or inm the discharge of his or her contractual
obligation to safeguard classified information.

(4) Request, when necessary,
(1) in obtaining the legal remedies des
in arranging for the removal and safeke

either the CSO, contracting activity; o
near the facility.

the assistance of the CSO; for example:
cribed in paragraph (3) akove and (i1)
eping of the clagsified material by
r a military activity located at or

X. Release or Transmission Qutside Contractor's Facility. The
contractor shall obtain the approval of the contracting officer prior to
release or transmission of TOP SECRET information outside a contractor's
facility in every instance. With respect to SECRET and CONFIDENTIAL
information, the contractor shall obtain the contracting officer's approval

for release or transmission outside the contr '
- ontractor's facilit exce
following instances: ¥» xcspt in the
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(1) when release is required by the specific terms of the contract;
(2) when it is necessary in the performance of the contract;

(3) in connection with precontract negotiations with prospective
subcontractors, vendors, or suppliers;

(4) in prime contractor-subcontractor, MFO, and parent-subsidiary
relationships as authorized by sections VI and VIII, respectively; and

(5) during visits among prime contractors which are participating
under U,S. Government direction in contracts pertaining to research, develop-
ment, or production of a weapon system (see paragraph 3ct).

When a contract requires classified material to be disseminated by a con-
tractor to another contractor in accordance with a standard mailing or
distribution list, and there is no current contractual relationship of a
clasgified nature between the contractor and a designated recipient, the
releasing contractor shall verify the FCL and safeguarding ability of the
recipient prior to making the first release of any material, except when
advised by the contracting activity supplying the distribution list that it
will retain the responsibility for these determinations. If appropriate,

the CSO of the recipient shall be advised by the releasing contractor that
classified material will continue to be disseminated to the recipient under
terms of the contract (identify the contracting activity and contract number)
for a specified period (not to exceed the estimated date of contract com-
pletion or renegotiation), unless advised by the CSO of a change adversely
affecting the recipient's FCL or safeguarding capability. When the mailing or
distribution list requires dissemination of the material to a UA installation,

the foregoing requirements do not apply, but the material shall be transmitted
in accordance with paragraph 17.

y. DoD Technical Information Dissemination Activities. The contractor
shall forward the DD Form 1541, "Facility Clearance Register," to the CSO when
making the first application for access to classified scientific and technical
information in the possession of the DTIC (Cameron Station, Alexandria,
Virginia 22314), its field extensions, a DoD information analysis center, or
the Redstone Scientific Information Center (U.S. Army Missile Command,
Redstone Arsenal, Alabama). This form is used to obtain certification of the
category of classified material that an applicant (contractor) is cleared to

“geive and is capable of safeguarding. A DD Form 1541 shall be submitted
. .ily when requesting approval of the first "Registration for Scientific and
Technical Information Services" (DD Form 1540). When certified, the DD Form
1541 remains in effect for all future registrations and until the contractor's
FCL is suspended, revoked, or terminated, or until the contractor is no longer
able to safeguard classified material at the specified category. The DD Form
1540 shall be submitted to the sponsoring UA contracting officer, in accord-
ance with guidance provided by DTIC. Scientific and technical information
acquired from DTIC, its field extensions, a DoD information analysis center,
or the Redstone Scientific Information Center shall be safeguarded in
accordance with the requirements of this manual and the restrictions on the
use, disclosure, and dissemination of the information, which are marked on the
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documents. When the contract to which the DD Form 1540 applies is completed
or terminated, the contractor shall either destroy the material in the manner
prescribed in paragraph 19 or obtain authorization to retain the documents
from the sponsoring UA in accordance with paragraph 5m. The placing of an
appropriate notation on each document, indicating the specific contract to
which it pertains, will assist in achieving compliance with this requirement.

Z. List of Classified Contracts. The contractor shall, after receiving
notice of a forthcoming security inspection, prepare a listing of all classi-
fied contracts on which the facility is currently performing.

aa. Investigative Assistance. The contractor shall cooperate fully
with representatives of federal investigative agencies and of the CSO con-
ducting official investigations pertaining to the unauthorized disclosure of
classified information or concerning the eligibility of personnel requiring
access to UA classified information. This should include providing suitable
arrangements within the facility for conducting private interviews with
employees during normal working hours, making employment and security records
available for review on request by such representatives, and otherwise
rendering assistance as necessary.

ab. Temporary Help Supplier Personnel. The contractor shall orient
temporary help supplier persomnel in the security practices and procedures
of the facility, which will enable such personnel to understand and comply
with the procedures applicable to the duties they are to perform. Using
contractors will also submit, as appropriate, reports pertaining to such
personnel while they are actually working at their facilities under their
direction and control. This action by the using contractoi in no way relieves
the temporary help suppliers from complying with the requirement for security
indoctrination and training of their employees or other concurrent require-
ments of this manual.

ac. Self Inspections. Contractors shall conduct their own self-
inspection program for the purpose of evaluating all security procedures
applicable to the facility's operations. Contractors shall review their
security system on a continuing basis and shall also conduct a formal
self-inspection so as to occur at a reasonable interval; that is, midway
between inspections conducted by the CS0. The inspection may be conducted
by a security representative(s) from the facility or by a HOF of cleared
parent representative(s) at the discretion of management. In any event,
management shall establish, at an appropriate organizational level, a
procedure for evaluating the effectiveness of the self-inspection program.
Self-inspection shall consist of an audit of all the facility's operations
in light of its SPP and the requirements of this manual. As a minimum,
self-inspections will include all elements normally inspected by the CSO.
The guidelines used by U.S. Government inspectors in conducting inspections
of contractors are outlined in appendix XITI, These guidelines will change
from time to time to reflect changes in ISM requirements. ©Not all of the
items listed in appendix XTII are intended to be covered during any one
inspection, but over a reasonable period of time those items in appendix XIII
that pertain to a facility should be covered during the self-inspections.
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ah. Contacts With Nationals or Representatives of Communist Countries *

10/. Such contact shall require all cleared employees, including those im  *
the process of being cleared by the DoD, to immediately notify the contractor*
of all questionable or suspicious contacts with nationals or representatives *
of Communist countries. A questionable or suspicious contact in this regard #*
is any personal exchange, encounter, or relationship, which is determined to *
*

*

*

consist of an actual, probable, or possible hostile intelligence collection
effort (see paragraph B, appendix VII, for assistance in recognizing a
reportable contact).

6. Reports.

a. The contractor shall immediately submit in writing to the CSO a
report of any of the following 11/.

(1) Espionage, Sabotage, or Subversive Activities. The contractor shall

submit an information copy of any report filed under paragraph 6c with the FBI.

(2) Loss, Compromise, or Suspected Compromise. The contractor shall
sgbmit ? report, classified, if appropriate, of any loss, compromise
(including deliberate compromise), or suspected compromise of classified
information 12/.

(3) cher Security Violations. The contractor shall submit a
?eport, in addition to the requirement of paragraph (2) above, classified;
if appropriate, of each violation of the requirements of this manual involving

11/ Wh?n reports are submitted or information is provided pursuant to these re-
quirements, either classified if qualified, or offered in confidence, and
so marked by the contractor, applicable exemptions to the Freedom of Infor-
mation Act will be invoked as a matter of policy to withhold the informa-
tion contained in such reports from public disclosure. When any of the
reports submitted pursuant to these requirements contain unclassified in~-
formation pertaining to an individual, the Privacy Act of 1974 permits the
withholding of that information from that individual only to the extent
that the disclosure of the information would reveal the identity of a
source who furnished the information to the U.S. Government under an express
promise that the identity of the source would be held in confidence, or,
prior to September 27, 1975, under an implied promise that the identity of
the source would be held in confidence. In appropriate cases, the DoD will
ent?rtain a request from a defemse contractor or its employees for such
assistance as may be necessary against legal action based on the reporting
of information in accordance with the requirements of this manual, Such
assistance may include support for a claim by the contractor or the em-
ployees concerned that the information was reported under an absolute or
qualifying privilege. In such cases, the DoD will request appropriate
assistance from the Department of Justice.

12/ When the facility or contractor is located on a UA imstallation, and the
Commander or Head of that installation is performing certain prescribed
functions of a CSO, the original copy of the report shall be furnished to
the‘Commandgr or Head of the installation with an information copy of the
report furnished to the CSO.
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TOP SECRET or special access information, RESTRICTED DATA, or COMSEC infor-
mation, regardless of classification, which the contractor possesses in
connection with UA contracts or programs_lg/.

(4) Changed Conditiomns.

(a) The contractor shall submit a report of any change of owner-
ship, including stock transfers that affect control of a corporation.

(b) The contractor shall submit a report of change of operating
name or address of the facility(s) covered by the DD Form 441.

(c) The contractor shall submit a report of any change (that is,
additions, deletions, or any change relative to the information which was
previously submitted) in officers, directors, partners, regents, trustees, or
executive personnel, including, as appropriate, the names of the individuals
they are replacing. In addition, a statement shall be made indicating: (i)
whether the new officers, directors, partners, regents, trustees, or executive
personnel are cleared, and if so, to what level and when, their date and place
of birth, social security number, and their citizenship; (ii) whether they
have been excluded from access in accordance with the provisions of 22e; (iii)
or whether they have been temporarily excluded from access pending the grant-
ing of their PCL's. A new complete listing of OODEPs need only be submitted
at the discretion of the contractor and/or when requested in writing by the

Cso0.

(d) The contractor shall submit a report about any OODEP who
becomes a RFI, as defined in paragraph 3bw, or whose status as a RFI changes
in a manner that would make the OODEP ineligible for a PCL pursuant to
paragraph 20k.

(e) The contractor shall submit a report of action to terminate
business for any reason, imminent adjudication or reorganization in bankruptcy,
or any change that might affect the wvalidity of the DD Form 441.

(f) The contractor shall submit a report of any change which
affects the information previously reported by the contractor on the DD Form
441s, "Certificate Pertaining to Foreign Interests." This report will be made
by the submission of a revised DD Form 44ls. Moreover, when entering into
discussions or consultations with foreign interests which may reasonably be
expected to lead to the introduction or increase of FOCI and necessitate the
submission of a revised DD Form 44ls, the contractor shall report the details
by letter. Additionally, when the contractor becomes aware of negotiations
for the sale or transfer of securities to a foreign interest and such sale or
transfer would necessitate the submigsion of a revised DD Form 441ls, the details
will be reported by letter. Reports made pursuant to the foregoing are presump-
tively proprietary and will be protected frow unauthorized disclosure and handled
on a strict need-to-know basis. When such reports are submitted in confidence,
and so marked, applicable exemptions to the Freedom of Information Act will be
invoked to withhold them from public disclosure. In cases where the contractor
considers the information to be particularly sensitive or delicate and wishes
to further restrict dissemination, the foregoing report may be appropriately
marked and submitted to the Director, DIS, ATTN: Deputy Director (Industrial
Security), 1900 Half Street, S.W., Washington, D.C. 20324,
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e graph 12h(2), when the whereabouts or disposition of classified material
previously terminated from accountability is subsequently determined.

(5) Change in Closed or Restricted Areas, Vaults, and Strongrooms.
The contractor shall submit a report of any change in the extent or location b
of closed areas, restricted areas, vaults, or strongrooms created under the
provisions of section IV and appendix IV, respectively, including the !
establishment of such areas. ‘

(16) Inability to Safeguard Classified Material. The contractor
shall submit a report, by the most expeditious means, of any emergency
sltuation, such as a natural disaster or civil disturbance, which renders the
facility incapable of safeguarding all classified material (see paragraph 5w).
A report shall also be provided to all contracting officers concerned. This
requirement of the DoD doés not preclude similar reporting of the incident to
appropriate local, state, and federal civil authorities, as the situation
warrants, '

(6) Change in Storage Capability. The contractor shall submit a
report of any change in the storage capability that would raise or lower the
level of classified information the contractor is able to safeguard, i : ?
(This provision does not require the contractor to report the acquisition i
of additional containers approved for storage at the same level as that it v

previously reported to the CSO.) (17) Foreign Classified Contracts. The contractor shall submit a

report of any precontract negotiation or award of a foreign or NATO contract
for a foreign firm or government involving either U.S. or foreign classified
information which is not placed through a UA.

(7) Ewmployee Information in Compromise Cases. The contractor shall - i
submit a report, on the written request of the CS0, of information concerning ki
any employee working in any of his or her plants, factories, or sites where ! 3 . .
work for a UA is being performed, when the information is needed in connection i (18) Receipt of Classified Material Not Related to a Glassified Con-

X : : tract, Project, or Program. The contractor shall submit a report of the
with the loss, compromi ted ¢ i d tion. v 2 2
! promise, or suspected compromise of classified information : ; receipt of any classified material, which is not related to a contract,

project, or program and for .which no specific safeguarding and disposition
instructions have been received; further, if the contractor has been unable
to obtain classification guidance or disposition instructions from the

(8) Category of Classified Information. The contractor shall submit
a report of the highest classification category of classified material received
or generated at the facility. However, when the classification of the material

received or generated is no higher than that of the material in possession of | : e government originator, or the government activity releasing the material, the
the facility during the last inspection or previously reported pursuant to this ‘ §; i regoit shall Stati S0 ghe reportis?oulg identiiy ihe ??geriil by source,
paragraph since the last inspection, an additional report need not be submitted. i , : e originator, quantity, subject or title, date, and class cation category.

(19) Visits by Communist Country Representatives or Nationals. The
contractor shall submit a report, as soon as the visit arrangements are known,
of the intent to host an unclassified visit by representatives or nationals of

(10) Delay in Shipment. The contractor shall submit a report, in f a Communist country 10/. The report shall include the name and addr?ss of the
accordance with paragraphs 17¢(5)(d) and 17d(3)(d), of the delay in the : - contractor to be visited, the name(s) of the visitor(s) and the foreign firm

movement of classified material by commercial carriers of more than 48 hours or government agency and country represented, and the date and purpose of the
after the expected time of arrival visit. If access to information which relates to a classified contract or

project is involved, the report shall include a description of the information

and any other information concerning the visit which may be pertinent. In pre~
paration for the visit, the contractor, in accordance with paragraph 5u, shall
provide a defensive security briefing and a counterintelligence awareness briefing
P to cleared personnel hosting the visitor(s), as well as employees expected to

(12) Improper Shipment. The contractor shall submit a report when a 4 ;fg ' engage in marketing activities. Disclosure of unclassified information per-

. taini lagsified tra rojects i d by th ovisions of
classifigdlihipment is received by other than an approved method prescribed by N p:ngzgpﬁgsﬁ as;he con§§2c§o§t2hz§lpinilﬁd2 ii gﬁzeizgortya siaEZmZn: asstg
paragrap . E 3 : *

whether paragraph 50 is applicable or an export license 9/ is required.

(9) Termination Statement. The contractor shall submit a report, in
accordance with paragraph 5g, when an employee refuses to execute DISCO Form 482,

(11) Evidence of Tampering. The contractor shall submit a report, in ;
accordance with paragraph 12e(2) or 17g, of evidence of tampering with a ship- )
ment containing classified material. *

e

(13) Badges and Identification Cards. The contractor shall submit a .
report, in accordance with paragraph 8c, which will inform the CSO of the
adoption of a new or revised employee badge or identification card system.

b. For all cleared personnel, the contractor shall submit the following
reports immediately to the DISCO, Columbus, Ohio 43216, unless the individual
involved is or was required to be cleared in connection with the FCL pursuant
to paragraph 22, in which case the report will be submitted to the CSO l;j ;gj.

(14) Authorization to Apply Classifications. .On request,. the con-
tractor shall submilt a report, in accordance with paragraph 10f£(4), of the
number of individuals currently authorized by the contractor to apply a
classification to information at each of the following categories: TOP
SECRET, SECRET, and CONFIDENTIAL,

; (1) Adverse Information 13/. Contractors shall submit reports,
L classified, if appropriate, of any information coming tec their attention

(15) Location or Disposition of Classified Material Terminated From
Accountability. The contractor shall submit a report, in accordance with para-

(Footnote 13/ is on the following page.)
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concerning any of their employees who have been cleared or who are in the
process of being cleared for access to classified information, which indicate
that such access or determination may not be clearly consistent with the
national interest. The subsequent discharge of an individual by the contractor
who receives this information does not obviate the requirement to submit this
report. In addition, if the individual is employed on a UA installation, a
copy of such report shall be furnished to the Commander or Head of the UA
installation. Where the employee concerned had been granted a CONFIDENTIAL
clearance by the contractor, in accordance with paragraph 24b, and is not in
process for a U.S. Government granted PCL, the PCL forms specified in para-
graph 26c shall accompany the report of adverse information. This requirement
to submit information reports also applies to cleared temporary help supplier
personnel or Type A Consultants utilized by the contractor. This requirement
in no way affects the temporary help supplier's responsibility for submission
of such reports when adverse information regarding his or her employee is
brought to his or her attention.

(2) Change in Employee's Status. The contractor shall submit a report
of the death, the change in name, or the termination of employment of those
employees who have been or are in the process of being cleared by the DoD for
access to classified information, or who have taken residence or assignment
outside the U.S8., Puerto Rico, Guam, or the Virgin Islands for a period in
excess of 90 consecutive days during any l2-month period. Visiting contractor
employees under section V are not included under provisions of this paragraph.

Such changes will be reported by submission of a DISCO Form 562, "Personnel e

Security Clearance Change Notification." If the individual is reemployed within

a l12-month peried, DISCO shall be notified immediately. Clearances may not be &
reinstated after the 12-month period has elapsed., Additionally, if it is

subsequently determined that an employee who is in the process of being cleared

13/ As a general rule, any information that reflects adversely on the
integrity or character of the employee, which suggests that his or her
ability to safeguard classified information may be impaired, should be
reported to DISCO. In turn, DISCO will evaluate the information and
decide whether further action is warranted. The following are some
examples of the types of information (that is, based on incidents which
may occur within or outside the contractor facility), which should be
reported to DISCO: criminal activities; bizarre or notoriously dis-
graceful conduct; treatment for mental or emotional disorders; excessive
use of intoxicants; use of illegal, controlled substances such as
marijuana, heroin, cocaine, and hashish; and excessive in debtedness or
recurring financial difficulties. These examples are not all inclusive,
but are intended only to serve as a sample of the types of information
which should be reported. Only information which has been confirmed by
the contractor as fact need be reported. Reports based on rumor or in-
nuendo should not be made under this paragraph. If there is doubt
whether information should be reported, furnish the information to DISCO
for evaluation. In two court cases, Becker vs. Philco and Taglia vs.
Philco (389 U.S. 979), the U.S. Court of Appeals for the 4th Circuit
decided on February 6, 1967, that a contractor is not liable for defama~
tion of an employee because of reports made to the government pursuant
to the requirements of the ISM.
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by the DoD will not require access, DISCO shall be notified immediately so as
to permit termination of the investigative action. When an individual is
placed in temporary layoff status, a report of termination of employment is
not required, provided reemployment occurs within 12 months.

(3) Official Investigation. Contractors shall submit reports, on the
written request of DISCO, of information concerning any employees working in
any of their plants, factories, or sites where work for a UA is being
performed, ‘when the information is needed in connection with an official
investigation.

(4) Relationships in Communist Countries. The contractor shall
submit a report, in accordance with paragraph 5v, of the establishment of a
relationship between a cleared employee, or one who is in the process of
being cleared by the DoD, and a citizen or resident of a Communist country.

(5) Representative of a Forelgn Interest. The contractor shall
submit a report of any cleared employee (including those in the process of
being cleared by the DoD), except those covered by paragraph 6a(4), who
becomes a RFI, as defined in paragraph 3bw, or whose status as a RFI changes
in a manner that would make him or her ineligible for a PCL pursuant to
paragraph 20k.

(6) Changed Intentions and Foreign Residence or Assignment of Immigrant
Aliens. The contractor shall submit a report of: (i) residence or the assign-
ment of a cleared immigrant alien outside the U.S, -- such individuals on
visits of 90 comsecutive days or less to foreign areas are not considered to
be assigned outside the U.S., or (ii) a change in the intention of a cleared
immigrant alien to reside permanently in the U.S. An immigrant alien's change
of intent to reside permanently in the U.S., and residence or assignment of an
immigrant alien outside the U.S., negates the basis (see paragraph 25) on
which the LOC was issued, and the LOC will be administratively terminated
without prejudice by DISCO on receipt of contractor notification. Except in
connection with visits of 90 consecutive days or less, immigrant aliens may
not be authorized access to classified information when visiting outside the
U.S. Visits in excess of 90 consecutive days duration, shall invalidate any
existing clearance.

(7) Citizenship by Naturalization.. The contractor shall submit a
report of a cleared immigrant alien who beccmes a citizen through naturaliza-
tion. This report will be made by the "Personnel Security Clearance Change
Notification" (DISCO Form 562), setting forth in the "Remarks" block: (i) city,
county, and state where naturalized; (i1) date naturalized; (iii) court; and
(iv) certificate number. On receipt of such a report, DISCO will issue a new
LOC (DISCO Form 560).

(8) Category 5 Visit Authorization. The contractor shall submit a
report of the termination of a Category 5 visit authorization, in accordance
with paragraph 4le, when the requirement for such authorization ceases to exist
prior to the expiration of the period for which it is valid.

(9) Travel or Attendance at Meeting. The contractor shall submit a
report, in accordance with paragraph 5u, on completion of travel to or through
a Communist country, or attendance at an international meeting where Communist
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representatives participated or attended. The report shall include the employee's
full name, clearance status, date and place of birth, a brief description of the
projects, including the category of classified information, to which he or she
had access during the past 2 years (depending on the period of employment or
utilization by the contractor in the case of temporary help supplier person-
nel), the countries visited or the meeting attended, the dates of the travel,
and the employee's statement of the purpose and objective of the travel. The
report shall include, if appropriate, a narrative statement of the circum-
stances surrounding all hostile intelligence efforts to obtain information

from or to compromise the traveler, or any endeavor by an unfriendly interest

to establish a continuing relationship with the employee.

(10) Employees Desiring Not to Perform on Classified Work or Accept
Security Responsibility or Requests to Terminate Clearance or Clearance *
Processing, The contractor shall submit a report on notification by an
employee that he or she no longer wishes to be processed for a PCL, pursuant
to paragraph 26, or to continue an existing PCL.

c. The contractor shall submit immediately, in writing 14/, to
the nearest field office of the FBI a report, classified, if appropriate,
regarding the following events:

(1) information coming to his or her attention concerning existing
or threatened espionage, sabotage, or subversive activities at any of his or
her plants, factories, laboratories, or other sites, at which work for any UA i
is performed, or at which related material is acquired, stored, fabricated, or f
manufactured, or is in process of research or development, and

(2) dinformation coming to his or her attention concerning employ- *

ee contacts with nationals or representatives of Communist countries (see *
paragraph 5ah). *
7. Loss, Compromise, or Suspected Compromise of Classified Information.

a. The contractor shall establish a procedure to ensure that each loss,

compromise, or suspected compromise of classified information and each failure

to comply with a requirement of this manual is immediately reported to the

FS0.. Classified material which is out of the control of its custodian or

which cannot be located shall be presumed to be lost until an investigation

determines otherwise. -

b. The contractor shall establish such procedures as are necessary to
ensure that any employee discovering the loss, compromise, or suspected com-
promise of classified information outside a facility promptly reports such
a fact to:

(1) the nearest office of the FBI, and furnishes sufficient
information to assist in identification of the information -~ if the loss,

iﬁ] If time is of the essence and the initial report is made via phone to the R

FBI, it must be followed in writing, regardless of disposition made of the @
report by the FBI. .
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compromise, or suspected compromise occurs outside the U.S., the nearest
U.S., authorities shall be notified in lieu of the FBI; and

(2) the FSO, by the fastest means of communication, who will then
comply with paragraph c below.

c. Immediately on receipt of a report, in accordance with paragraphs a
or b above, the contractor shall initiate a preliminary inquiry to ascertain
all of the circumstances surrounding the reported loss, compromise, suspected
compromise, or failure to comply with a requirement of this manual. 1In the
event of loss, a thorough search shall be conducted for the classified material.

d. If the contractor's inquiry prescribed in paragraph c above
confirms: (i) that a loss, compromise, or suspected compromise of any clas-
sified information occurred; or (ii) that a violation of a requirement of this
manual involving TOP SECRET, COMSEC, special access information, or RESTRICTED
DATA occurred, the contractor immediately shall submit a report of the ineci-
dent to the CS0O in accordance with paragraph 6a(2) or 6a(3), as appropriate,
and conduct a complete investigation of the incident unless otherwise notified
by the CSO. Submission of the report shall not be deferred pending completion
of the contractor's investigation.

e. On completion of the investigation prescribed in paragraph d above,
a final report shall be submitted to the CS0 referencing the preceding
preliminary report, and containing the following:

(1) a resume of the essential facts surrounding the incident, such
as where, when, and how it occurred, and what were the contributing factors;

(2) the name and position of the individual(s) who was primarily
responsible for the incident, including a record of prior loss, compromise,
suspected compromise, or fallure to comply with the requirements of this
manual for which the individual had been determined responsible;

(3) a statement as to the corrective action taken to preclude a re-
currence of similar incidents and the disciplinary action taken against the
responsible individual(s), if any; and

(4) specific reasons for reaching the conclusion that: (i) loss or
compromise occurred, (ii) compromise is suspected, (iiil) the probability of
compromise is considered remote, or (iv) compromise did not occur. In report-
ing the loss or compromise of classified material, sufficient descriptive data
shall be furnished to permit the UA concerned to properly identify the material
involved, such as originating activity or contractor, date of origin, document
title, number of pages, description of contents, and the contract or program
under which the material was received or produced.

8. Badges and Identification Cards.

a. Employee Badges and/or Identification Cards. Provided the con-
tractor deems it necessary, he or she may use color or symbol coded identifi-
cation badges or cards, or a combination of the two to assist in identifying
the level of security clearance of the holder and/or to indicate that the
holder is authorized to enter specified closed or restricted areas. However,
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coded badges and cards shall be considered only as an aid in de

current level of PCL of the holder or the clode or restriczeg Z:ZE:néggwﬁgih
the holder may have access. Release of classified information or entrance to
a closed or restricted area, on the sole basis of an identification badge or
card, is not authorized. Further, whenever a combination of badges or cards
is used, both must bear correlating data such as the same registration number
or the name of the holder. If identification cards or badges are used for
such purposes, the following shall apply.

(1) The minimum identifying information to be sho

wn on an employee's
identification badge or card shall be the name and photograph of the hgler.
Other descriptive information to identify the authorized holder may be
included on badges and/or cards at the option of the contractor.

(2) The words TOP SECRET, SECRET, or CONFIDENTIAL, or abbreviations
thereof, shall not appear on the badges or identification cards.

(3) For entry into a closed or restricted area or a £
information the contractor must establish some additional metﬁsgszo;ovgiiiiiﬁzed
clearance and need-to-know to be used in collaboration with the identification
badge or card system. To the maximum extent possible, personal recognition should
be the bas%s for ensuring that the holder of the badge or identification card has
an appropriate PCL and need-to-know. When personal recognition is not possible
the individual responsible for the security of the closed or restricted area or’
holder of the classified information shall verify the identity of the individual
and determine whether the individual has the appropriate PCL and need—to—knéw
This can be accomplished in a number of ways, including access lists, verific;tion
of clearance status through the office of the FSO, and the need-to-know through
Fhe prospective recipient's supervisor. Where cipher or similar locks are used
in closed or restricted areas, the individual's knowledge of the cipher-lock com-

bination, coupled with his or her badge, would establish th 1
for entry into the area. 8 sh the individual's authority

(4) The make-up and construction of bad
ges and identification cards
shall be designed to minimize the possibility of tampering or unauthorized use.

(5) Badges and identification cards coded to indicate the level of
security clearance or access to closed or restricted areas, shall be rigidly
controlled and accounted for by the contractor by use of a numbering system.
Such controls shall apply equally to permanent and temporary cards and badges
Badges and identification cards shall be promptly recovered or, when appro- )
priate, recoded whenever an employee's requirement for entry to a closed or
restricted area no longer exists due to an internal transfer, termination of
employment, revocation of PCL, or for other appropriate reasons.

(6) Coded badges and cards shall be considered onl

y as an aid in deter~
mining the current level of PCL of the holder or the areas to which the holder may
have access. The clearance status of a person who holds such a badge or identifi-

cation card shall be verified wh h
or card. when there is doubt as to the validity of the badge

(7) An employee badge and/or identification card ’
may be 1
persons referred to in paragraphs 37h and 4la. ¢ ssued to
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b. Visitor Badges. A badge of such design as the contractor considers suit-
able may be issued to assist in identifying visitors who are authorized to be
present in closed or restricted areas. Visitors' badges, except for those issued
in accordance with paragraph a(7) above, shall not be used to indicate a visitor's
PCL status. Visitors' badges shall be recovered at the conclusion of their
visit, and they shall be rigidly controlled and accounted for by the contractor.

c. Reporting. The procedure for use of badges or identification cards,
as authorized in paragraphs a and b above, shall be incorporated in the SPP.
In addition, the adoption of a new employee badge or identification card
system or any cl ~ge in an existing badge or identification card system shall
be reported to the CSO in accordance with paragraph 6a{13).

d. Use on User Agency Installations. The use of badges or identification
cards to indicate the level of PCL of individuals performing duties within a
UA installation shall be subject to regulations which apply to the installation.

9. DoD Sponsorship of Meetings. Meetings described in paragraph 5q(3) which
serve a government purpose and at which adequate security measures have been
provided for in advance may be sponsored. As used herein, sponsorship shall
refer only to sponsorship for security purposes which shall require a DoD
Component to undertake all security responsibility and administration of the
meeting. However, in the case of a meeting as described in paragraph 5q(3),
the DoD Component having primary responsibility for the information involved
may designate a cleared DoD contractor to undertake overall responsibility for
security and administration.

a. Requests for Sponsorship, Contractors desiring to conduct meetings
requiring DoD sponsorship shall submit their requests to the DoD activity
having principal interest in the subject matter of each meeting. Only one
activity may sponsor a meeting on behalf of the DoD. Therefore, a request
shall be sent only to one DoD activity at a time. If that activity declines
to accept sponsorship, or if it is appropriate to change the sponsoring
agency, the request may be sent to another DoD activity having a principal
jnterest in the subject matter of the meeting. Such requests shall include
the details concerning all prior requests. Approval and sponsorship by the
DoD will normally be granted only for a meeting conducted by a cleared DoD
contractor. However, a meeting conducted by an association, contractor,
institute, or society, whose memberchip is comprised primarily of cleared DoD
contractors, contractor employees, or DoD personnel, may be sponsored for
security purposes by the DoD, provided that a cleared contractor is
designated and accepts overall security responsibility for the meeting on
behalf of the association, society, or group. The request shall explain how
the interests of national defense will be served by disclosing classified
information at the meeting, and why the use of conventional channels for
release of the information will not accomplish the purpose of those interests.
The request shall also include a list of any foreign nationals or RFI's
(including the names of the individuals, firms, or governments) whose
attendance at the meeting is required.

b. Attendance of Foreign Nationals or RFI li/- No invitation, written
or oral, shall be tendered to a foreign national, or to a RFI, to attend any

(Footnote 15/ is on the following page)
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session of a meeting sponsored by a DoD activit

: ¥> until approval for hi
her attendance has been received from the sponso;ing actiggty. If thels .
attendance of a foreign national or RFI is required, a written request in
advance of the meeting shall be submitted and shall include:

(l) identification of the fOI‘EigIl national or RFI by name
Y g 2 i P H
nationalit an overnment or the in \ ual or Im represente H

(2) sessions or subject matter fo
r which access authorization is de-
sired (nationals or representatives of Communist countries shall be excluded
without exception, from attendance at any classified session); and
b4 ——

(3) subject titles of scientific, technical, and other papers scheduled

for presentation b
ko Rgl. y any foreign national or representative of a foreign national

c. Location of Meetings The sponsori |
. - Loce etings. ¢ Sponsoring activity 15 responsible for
evaluating and approving the location propesed for the meeting.PULD

(1) Meetings at which TOP SECRET or SECRET info

closed shall be held only at a U.S. Government installatizzaE:OZti:ntz b:odii:
étely cleéred facility of a contractotr, which has adequate means for szge Eard—
ing classified ?resentations. Under this criteria, the proposed site wou%d have
to be located within the physical boundaries of a cleared facility as indicateg
gf the DD Form 374, "Facility Security Clearance Survey." An auditorium assembl
all, or gymnasium which is used primarily for campus activities and ubiic d
gatherings.will not be approved for a classified meeting at which TOPPSECRET
or SECRET information would be disclosed, even though it 1s located on the
campus of a college or university, portions of which are a cleared facility.

' (2) Meetings at which information classif
CONFIDENT;AL is to be disclosed shall normally. be hiig :: Ziﬁ?gr égjzrnment
ins?allatlon or a cleared facility. However, if suitable facilities are not
available at a U.S. Government installation or contractor facility, the use of
other locations may be approved, provided adequate security can be!méiﬁt;i;ea:

Contractor requests to use a locati
on other than a U.S. Go
or contractor facility shall include: vernnent installation

(a) a justification of the proposed location;

(b) an explanatior why a U.S. G
facility canmor b Soed, o ) -9. Government installation or cleared

(¢) an explanatin why se
parate classified and unclassifi
:essions cannot be scheduled, thereby permitting the use of a U.s. Goverﬁient
nstallation or a cleared facility for the classified portions of the meeting

lé/ Persons granted reciprocal clearances, and RFI's cleared for access to
clgssified information under the DoD Industrial Security Program, are not
subject to the limitationm of paragraph 9b. However, persons granted

reciprocal clearances are subject to th
paragraph 31, 3 e access limitations prescribed in
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d. Security Procedures. When sponsorship of a meeting has been
accepted by a DoD activity, the contractor shall develop the security measures
and procedures to be used, ard obtain the sponsoring activity's approval
thereof. The security measures shall include adequate arrangements for the

following.

(1) Security measures shall include strictly limiting attendance at
classified meetings to those persons whose presence is necessary in the
interest of national defense and who are otherwise eligible. This shall
include measures for the following.

(a) Security measures shall inciude determining and ensuring
that all persons selected and approved to attend classified sessions have been
granted a PCL for access to classified information equal to or higher than the
category of information to be disclosed, and have duties in connection with a
classified contract or program that requires such access in promoting the
interests of national defense. For contractor personnel, the certification of
PCL and need-to~know shall be accomplished as provided in paragraph £ below.

(b) Security measures shall include review and approval by the
sponsoring activity of all announcements and invitations related to the meetings
and lists of attendees pertaining thereto. Announcements and invitations shall
be unclassified, and shall include the name of the sponsoring activity and the
date of the approval.

1 Notices and announcements of méetings, whether classified,
unclassified, or mixed, and not amounting to invitations to attend, may be pub-
lished publicly, provided classified information is not included in such notices
or announcements.,

2 In the case of classified meetings, invitations to attend
(whether on an individual or class basis) shall not be sent to a person known to
be 'a national from or a representative of a Communist country.

3 In the case of mixed meetings, that is, those having both
classified and unclassified sessions, the restrictions as to invitations to
persons known to be nationals from, or representatives of, a Communist country
to attend are applicable to the classified session. As to the unclassified
session, such notice or invitation to attend shall not be sent to persons
known to be nationals from, or representatives of, a Communist country, unless
and until specific authorization, on an individual name basis, has been made
in advance by the Secretary or Head of the DoD Component.

(2) Security measures shall include safeguarding and controlling the
distribution of notes, minutes, summaries, recordings, proceedings, and
reports on the classified portions of the meeting. Such material shall
normally be sent only to those approved for attendance at the classified
sessions, However, the sponsoring activity may also authorize distribution to
others who are determined to be eligible for, and require access to, the
classified information involved. In any event, the material shall only be
sent to a U.S. Government activity or cleared contractor facility and marked
for the attention of the intended recipient, as provided for in paragraph 17k,
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(3) Security measures shall include notifying each person who presents
or discloses classified information at the meeting of the security limitatioms
on disclosures for such reasons as the level of clearance or need-to-know of
members of the audience or other limitations established by the U.S. Government.

(4) Security measures shall include ensuring the physical security
of the meeting site and the area used for classified sessions or displays.
This shall include provisions for guards, entrance controls, personnel
identification, storage facilities, and adequate security against unauthorized
access to, or illicit acquisition of, the classified information.

(5) Security measures shall include ensuring that attendance at a
meeting of S&sSion at which classified information is to be disclosed is
limited to persons whose names appear on an approved access list, and then
only on proper identificatiom.

(6) Security measures shall include submitting the minutes, summaries,
recordings, proceedings, and reports of the meeting to the sponsoring activity
for security review and for approval of the proposed distribution.

(7) Security measures shall include ensuring that individuals making
oral presentations at meetings provide classification guidance sufficient to
enable attendees to i1dentify what information is classified or unclassified
and, if classified, at what category or categories of classification.

e. Request for Disclosure Authority. A contractor desiring to disclose {
classified information at a meeting as provided in paragraph 5q(3) or 5q(4) shall:

(1) obtain prior written authorization for each proposed disclosure of
classified information from the contracting officer having jurisdiction over the
information involved —- if authorization for foreign nationals to attend the
meeting has been requested from the sponsor, that fact shall be stated in the
request for disclosure authority;

(2) furnish a copy of the disclosure aut

thorization to the U.S8. Govern=
ment activity conducting or sponsoring the meeting;

and

(3) furnish a written copy of the presentation, as made, to the con-
tracting officer and to the conducting or sponsoring activity, if they are not
one and the same.

£. Requests to Attend Classified Meetings. A contractor desiring to
have an employee attend a classified meeting shall:

(1) certify to the PCL status and need-to-know of the employee who
will attend the classified meeting, and

(2) forward the application or request to attend the meeting, together
with the necessary justification (see paragraph d(1)(a) above), to the
contracting officer for the classified contract under which access is being
justified, requesting that it be forwarded to the sponsoring activity.

However, where access is being justified under a UA program, rather than a
contract, the request shall be forwarded to the officlal of the UA activity
who 1s monitoring the contractor's participation in the program.
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Section II. HANDLING OF CLASSIFIED INFORMATION

10. Classification.

a. The security classification (TOP SECRET, SECRET, or CONFIDENTIAL)
to be applied to information involved in UA contracts and programs will be
supplied by the contracting officer or the designated representative of the
UA concerned. The DD Form 254, with attachments and supplements, as appro-
priate, provides classification specifications to be used for this purpose.
The completed DD Form 254 is the basic document for conveying to the
contractor the classification, regrading, downgrading, and declassification
specifications for a classified contract. It is designed to identify the
specific items of classified information involved in the contract which
require security classification protection., Contractors are encouraged to
advise and assist in the development of the classification specification in
order that their technical knowledge may be utilized and they may be in a
better position to anticipate the security requirements under the contract and
organize their procedural and physical plant layout accordingly. Contractors
are also urged to submit recommended changes to the classification specifica-
tion if they encounter difficulty in applying or interpreting the guidance
provided.

b. An original DD Form 254, which sets forth the classification
specifications or cites the classification guidance in item 15, is provided
to the contractor by the UA with an RFP, RFQ, IFB, or other solicitation and
with the award of a contract which will necessitate access to classified
information. A revised DD Form 254 will be issued at any time a change or
additional classification guidance is necessary. The UA reviews the existing
classification specifications periodically during the contract and at least
once every 2 years. When the biennial review establishes that no change
is necessary in the existing guidance, the prime contractor is advised in
writing. A final DD Form 254 is issued on final delivery of goods or services
or on termination of the contract when authority is granted under paragraph 5m
for the contractor to retain classified material originated by the UA or
generated by the contractor in the performance of the contract, or when all
classified material, for which retention authority would be required, is
ordered immediately declassified. A final DD Form 254 is not issued, however,
when authority is granted under paragraph 5m for the contractor to retain only
reference material (see paragraph 3bt).

c. At the end of a retention perlod authorized under paragraph 5m, if
the contractor requests an extension of the retention period, the UA will
conduct a review to ensure that the contractor has a continued requirement for
possessing the classified material and to revise the existing classification
specifications as necessary to cover the classified material for which an
extension of retention authority is authorized.

d. The application of a security classification to information devel-

oped by the contractor shall be based on: (1) the classification guidance
furnished by the the contracting officer of the UA, in accordance with
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paragraph a above, or (ii) the contractor's knowledge that such information
is in substance the same as, or would reveal, other information known to be
currently classified. Material developed by the contractor containing
classified information, or from which classified information could be
obtained, shall be marked in the manner prescribed in paragraph 11.

e. If contractors holding classified information have substantial
reason to believe that the information is classified improperly or unneces-
sarily, they are encouraged to discuss such classification with the classifier
of the information, with a view to bringing about correction, if appropriate.
If unsuccessful and it is believed that corrective action is still required.

a formal challenge may be made' to the element of government that originally
classified the information. Challenges to classification made under the
provisions of this paragraph must include a sufficient description of the
information and the identification of the original classifier. Challenges to
a classification must also include the reason(s) why the challenger believes
that the information is clagsified improperly or unnecessarily. Likewise, if
a contractor who receives classified information has reason to believe that
current security considerations justify downgrading to a lower classification
or upgrading to a higher classification, the foregoing procedures will also
apply. However, in all of the above instances pending a final determination,
the material shall be safeguarded as required for its assigned or proposed
classification, whichever is higher, until the classification is changed or
verified as correct. If no answer is received within a 45-day period, the CSO
may be requested to provide assistance in obtaining a response.

£. The contractor shall establish a procedure to ensure the following.

(1) In the case of a document, and except as specified in para-
graph (3) below, the manager or supervisor, whose signature or other form of
approval is required before the document may be issued, transmitted, or
referred outside of the facility, determines the necessity, currency, and
accuracy of the classification applied to that document.

(2) In the case of material other than a document, and except as
specified in paragraph (3) below, the manager or supervisor in charge at the
operational level where the material is being produced or assembled determines
the necessity, currency, and accuracy of the classification applied to that
material.

(3) In those situations involving the copying or extracting of
classified information from another document, or involving the reproduction
or translation of a whole classified document, the individual responsible
for such copying, extracting, reproduction, or translation marks the new
document or copy with the same classification as that applied to the
information or document from which the new document or copy was prepared.
However, if the contractor believes the classification marking is dmproper
in any respect, such marking shall be in accordance with a final disposition
of the contractor's action under paragraph 10e.

(4) Employees responsible for the currency, necessity, and accuracy
of the classification applied to information, under paragraphs (1) and (2)
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above, are held to a minimum number consistent with operational requirements.
The number of such employees shall be reported to the CS0 on request in
accordance with paragraph 6a(l4).

(5) Questions on the currency of the classification of reference
material are referred as indicated in paragraph 60i.

g. Whenever a contractor develops an unsolicited proposal or originates
information not in the performance of a UA contract or program, the following
rules shall apply.

(1) If information is included in the proposal or other material
which the contractor identifies as already being classified, the proposal or
other material shall be marked with the appropriate classification in accord-
ance with paragraph 11.

(2) If the case does not fall within paragraph (1) above, and the
contractor bellieves that the proposal or other material contains information
which may or should be safeguarded, the contractor is requested to protect the
information as though classified at the appropriate level, until an advisory
classification opinion is obtained from a UA which has an interest in the
subject matter. 1In any such case, the following protective marking, or a
similar marking which clearly conveys the same meaning, will be used:

Classification determination pending.
Protect as though classified
(CONFIDENTIAL, SECRET, or TOP SECRET)

This marking shall appear conspicuously at least once on the material, but it
is not necessary to mark the material further in accordance with paragraph 11
until the advisory classification opinion is received. In addition, if appli-
cable, contractors are not precluded from designating such information as
company private or proprietary information.

(a) Pending determination by the UA, the following
precautionary measures should be taken in regard to safeguarding such

information.
1 Access to the information should be limited to the

minimum number of personnel practical.

2 Persons selected to have access to the information
should be limited to U.S. citizens or immigrant aliens who are known to be
trustworthy. They should be advised of the importance of the information.

3 When not in use, documents containing the information
should be stored in a secure container.

4 In forwarding the information between persons or loca-
tions, a secure method of transmission should be used.

5 Reproduction of the information should be kept to a
minimum.
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(b) It is the policy of the U,S. Govermment not to classify
information over which it has mo jurisdiction. The proposal or other material
shall not be classified by the UA: (i) unless 1t incorporates classified .
information to which the contractor was given prior access, or (ii) unless the
government first acquires a proprietary interest in the informatiom.

h. The contractor shall provide security classification specifications
to employees performing in a sales or techmical capacity and under a classi-
fied contract outside of the U.S.

i. The fact that information currently classified by a UA has been
disseminated by a public medium of communication does not automatically mean
that it has been declassified. Classification shall be continued until
advised to the contrary by the UA. Questions as to the propriety of continued
classification in these cases shguld be brought to the immediate attention of
the contracting officer,

11. Marking.

a. General. Classification designation by physical marking, notationm,
or other means serves to warn and to inform the holder what degree of protec-
tion against unauthorized disclosure is required for that information or
material. Other notatl: facilitate downgrading, declassification, and aid
in derivative classificutlén actions. Therefore, it is essential that all
clagssified information and material be marked in such a manner that it is <3
clear to the holder what level of classification is assigned to the informa- ﬁﬁ

tion or material, exactly what portions of the information or material contain et

or reveal classified informatiom, how long the protection is required, and any
other additional markings required for protection of the information or
material.

b. Marking Requirements for Information and Material. The markings
shown in paragraphs (1) through (8) below are required for all classified
information, regardless of the form in which it appears. Some material, such
as documents, letters, and reports, can be marked easily with the appropriate
markings. Marking other material, such as equipments, ADP media, and slides,
will be more difficult due to size or other physical characteristics. Since
the purpose of the markings is to warn the holder that the information
requires special protection, it is necessary that all classified material be

marked with the appropriate markings to the fullest extent possible to ensure .

that it is afforded the necessary safeguards.

(1) Identification Markings. ' All classified material shall be
marked to show: (i) the name and address of the facility responsible for its
preparation, and (ii) the date of preparation, These markings are required on
the face of all classified documents.

(2) Overall Markings. The overall classification of a document, or
any copy or reproduction thereof, shall be conspicuously marked or stamped at
the top and bottom on the outside of the front cover (if any), on the title
page (if any), on the first page, and on the outside of the back cover (if
any). If the document does not have a back cover, the outside of the back or S
last page, which may serve as a cover, may also be marked at the top and SR
bottom with the overall classification of the document. The markings shall be P

11. 46

i

e
)
P

%
&

stamped, printed, etched, written, engraved, painted, or affixed by means of a
tag, sticker, decal, or similar device on classified material, other than
documents, and on containers of such material, if possible., ' If marking the
material or container is not practical, written notification of the appro-
priate markings shall be furnished to recipients. Copies of documents shall
include the appropriate markings on the documents themselves.

(3) Page Markings. Interior pages of classified documents shall be
conspicuously marked or stamped at the top and bottom with the highest classi-
fication of the informatioun appearing thereon, or the designation UNCLASSI-
FIED, if all the portions on the page are UNCLASSIFIED. Alternatively, the
overall classification of the document may be conspicuously marked or stamped
at the top and bottom of each interior page, when necessary to achieve produc-
tion efficiency and so that the particular information to which classification
is assigned is adequately didentified, in accordance with paragraph b(5) below.
In any case, the classification marking of a page shall not supersede a lower
level of classification indicated by a portion marking applicable to informa-
tion on that page.

(4) Component Markings. The major components of complex documents
are likely to be used separately. In such instances, each major component
shall be marked as a separate document utilizing the classification marking
requirements of this manual. Examples include: (i) each annex, appendix, or
similar component of a plamn, program, or project description; (i1i) attachmenats
and appendices to a letter; and (iii) each major part of a report.

(5) Portion Markings. Each section, part, paragraph, or similar
portion of a classified document shall be marked to show the level of its
classification, or that such portion is unclassified. Portions of documents
shall be marked in a manner that eliminates doubt as to which of its portioms
contains or reveals classified information. For the purpose of applying these
markings, a portion or paragraph shall be considered a distinct section oz
subdivision of a chapter, letter, or document dealing with a particular point
or ldea which begins on a new line and is often indented. Classification
levels of portions of a document shall be shown ‘by the appropriate classifica-
tion symbol placed immediately following the portion's letter or number, or in
the absence of letters or numbers, immediately before the beginning of the
portion. In marking portioms, the parenthetical symbols "(TS)" for TOP
SECRET, "(S)" for SECRET, "(C)" for CONFIDENTIAL, and "(U)" for UNCLASSIFIED
shall be used. When appropriate, the symbols "RD'" for RESTRICTED DATA and
"FRD" for FORMERLY RESTRICTED DATA shall be added, for example, "(S~RD)" or
"(C-FRD)."™ 1In addition, portioms that contain Critical Nuclear Weapon Design
Information (CNWDI) will be marked "(N)" following the classification, for
example, "(TS-RD) (N)."

(a) Portions of U.S. documents containing foreign government
information shall be marked to reflect the country or international organiza-
tions of governments of origin as well as the appropriate classification, (for
example, "(NATO-S)" or "(U.K.-C)," or "(NATO-R)" for NATO-RESTRICTED), except
where such markings would reveal that the information is foreign government
Information, when that fact must be concealed, or if a confidential source or
relationship not otherwise evident in the document is revealed. Where a UA
determines that this information would be revealed, the classification
specifications and source docuiments furnished to contractors will not bear
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this information, and in these cases contractors will not identify the foreign f appropriate notation. In the case of documents, these warning notices shall
governments in any.classified material generated. See paragraph e below for { be conspicuously marked on the outside of the front cover (if any) or on the
other marking requirements for foreign government information. : first page if there is no front cover. When display of warning notices on
(b) Wh 111 i " b £1 b q i § other materials is not feasible, the warnings shall be included in the written
en ustrations, photographs, gures, graphs, drawings, i notification provided to recipilents.
charts; or similar portions are contained ifi élassified documents they shall {
be marked clearly to show their classified or unclassified status. In this i (a) RESTRICTED DATA Notation. The following notation shall be
instance, such markings shall not be abbreviated and shall be prominent and i affixed on all material which contains '"RESTRICTED DATA":
placed within or contiguous (touching or near) to such a portion. Captions of ;
such portions shall be marked on the basis of their content alone by placing . . RESTRICTED DATA
the symbol "(TS),"™ "(8)," "(C)," or "(U)" immediately preceding the captionm. % This material contains RESTRICTED DATA as defined
? in the Atomic Energy Act of 1954. Unauthorized disclosure
(¢) If, in an exceptional situation, parenthetical marking in i ? subject to administrative and criminal sanctions.
the portions is determined to be impractical, the classified document shall oy -
contain a description sufficient to identify the exact information that is ; (b) FORMERLY RESTRICTED DATA Notaticm. Except when the
classified and the classification level(s) assigned to it. For example, each } ~ "RESTRICTED DATA" notation is used, all material containing information in
portion of a document need not be separately marked if all.portions are E _ the "FORMERLY RESTRICTED DATA" category shall be marked with the following
glassified at the same level, provided a full explanation is included in the i notation:
ocument. i
@ FORMERLY RESTRICTED DATA
(d) When elements of information in one portion or paragraph i ‘ Unauthorized disclosure subject to administrative
require different classifications, but segregation into separate portions or | ¢ and criminal sanctions. Handle as RESTRICTED DATA in foreign dissemination.
paragraphs would destroy continuity or context, the highest classification E | Section 144 b, Atomic Energy Act 1954.
required for any item shall be applied to that portion or paragraph. » § f
; T (c) INTELLIGENCE SOURCES OR METHODS Notation. Classified infor-
(6) Subject and Title Markings. Subjects and titles of documents i o i . mation or material involving intelligence sources or methods and subject to
i?ziiigiezeieg?zgz 2£ E?iiibiséliobzs 2§iegow§:§ui;: CIaSSificition.b ﬁ (TS) - SpeCific/dissemination controls shall be marked with the following warning
ubj i m appropriate symbo ’ notice 2/:
(S), or (C) placed immediately following and to the right of the item. An -
unclassified subject or title shall be marked with a (U) placed immediately ! WARNING NOTICE
following and to the right of the item. When applicable, other appropriate } INTELLIGENCE SQURCES OR
symbols, for example, "(RD)," “{(FRD)," "(N)," or "(NATO)" shall be added. ‘ - METHODS INVOLVED
(7) Downgrading/Declassification and "Classified by" Markings. : (d) DISSEMINATION AND REPRODUCTION NOTICES. From time to time
Procedures for marking downgrading and declassification instructions, and for : certain UA's may promulgate certain classified information, which the govern-
completion of the "Classified by" line are prescribed in appendix II. These : ment agency originating the material has determined should be subject to
markings shall be placed either on the cover, first page, title page, or in a } : special dissemination or reproduction limitations or both. Statements sub~-
similarly prominent position on classified documents. i 5 stantially as follows will be included on the front cover of such documents:
i :
(8) Additional Markings. In addition to the markings specified " g { 4 REPRODUCTION REQUIRES APPROVAL OF
above, classified material shall be marked, if applicable, with one or more § b ORIGINATOR OR HIGHER GOVERNMENT AUTHORITY.
of the notations prescribed below, or other markings specified by a UA. The
appropriate notation shall be printed, stamped, typed, or otherwise affixed . (Reproduction of all portions of the information contained in such documents is
conspicuguslz :t lﬁast once on classified materi;l possessed 1/, prepared, absolutely prohibited without the permission of the originating office or higher
or reproduce y the contractor. In addition, when a copy, extract, or government authority.)
paraphrase of a document contains classified information, or when a page,
chapter, or other component is separated from such a document, the extract
or component shall also be conspicuously marked at least once with the
v 2/ Existing stamps and preprinted labels containing the caveat, "Warning.
~ Notice -- Intelligence Sources and Methods Involved," may be used until
1/ Classified material that is already marked with officially prescribed PN a replacement stamp is obtained or the supply of labels is exhausted.
additional warning notices that convey in substance the same meanings as ﬁ i
those prescribed in paragraph b(8) need not be re-marked. -
11. 48 £ 49 1.
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FURTHER DISSEMINATION ONLY AS
AUTHORIZED BY CONTRACTING
OFFICER

(Further dissemination within the receiving contractor facility is restrigted to
persons authorized by the addresges. Dissémination outside the facility is
prohibited without the permission of the contracting officer.)

(e) . FOREIGN GOVERNMENT INFORMATION. This marking is used on
U.S. documents containing "FOREIGN GOVERNMENT TINFORMATION" to engure that such .
information is not declassified prematurely or made accessible to nationals of
a third country without the consent of the originator.

(£) THIS DOCUMENT CONTAINS NATO INFORMATION. This marking is ¥ -
used on U.S. documents which contain extracts from NATO documents to ensure *
that such information is mnot declassified or made accessible to nationals of #*

non—-NATO countries without NATO approval. *

c. Marking Specific Types of Material. The following procedures for
marking specific types of material are not all inclusive. Due to the many
variations that may occur in the preparation of classified materials, every
possible marking situation cannot be addressed. These procedures are for
marking various types of material, which are most often encountered by
contractors, and may be varied to accommodate the physical characteristics
of the material and organizatiomal and operational requirements.

(1) Artwork. Original artwork shall have the overall security
classification stamped or conspicuously marked in the top and bottom margins
of the mounting board and on all overlays and cover sheets. Other markings
specified in paragraphs b(1) through (8) above also shall be included on such
documents, as applicable.

(2) Charts, Maps, Drawings, and Tracings. The appropriate classifi-
cation markings for the legend, title, or scale block shall be shown in the
legend, title, or scale block itself, or imn such a manner as to differentiate
between the overall classification assigned to the document and any classifi-
cation assigned to the legend or title itself. The overall classification
of the document shall be marked or stamped at the top and bottom of each
document. Any identifiable portions of such documents shall be marked in the
manner -prescribed in paragraph b(5) above, if possible. When the customary
method of folding or rolling charts, maps, drawings, or tracings would cover
the classification markings, additional classification markings shall be

placed so as to be clearly vigible when the document is folded or rolled. .

Other markings specified in paragraphs b(l) through (8) above also shall be
included on such documents, as applicable.

(3) Decks of Automatic Data Processing Punched Cards. When a
deck of classified automatic data processing punched cards is handled and
controlled as a single document, only the first and last cards require
classification markings. An additional card shall be added (or the job
control card modified) to identify the contents of the deck, and to show the
appropriate markings specified in paragraphs b(l) through (8) above. Cards
removed for separate processing or use, and not immediately returned to the
deck, shall be protected to prevent compromise of any classified information

e,
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contained therein, and for this purpose shall be individ

rpC ; ually marked as
prescribed in paragraphs b(l) through (8) above. Alternatively, a grouping
of cards so removed may be controlled as a separate document and so marked,

o _(4) Documents Produced by ADP Equipment. These documents are
divided into two groups: (1) printouts and listings which are produced in
a continuous form, and (ii) all other documents produced by ADP equipments.

(a) Continuous Form Documents. The overall clas
markings shall be affixed as prescribed in paragraph b(2) above?iféizziggica—
tion markings of interior pages may be applied by the ADP equipment or by
other means. If individual pages of a continuous form document are removed or
reproduced, they shall be marked as prescribed in paragraph b(4) above. The

other applicable markings may be applied by the ADP
practical, by other means. PP 7 © squipment or, if mot

(b) Other ADP Produced Documents. Other documents produced by

ADP equipment shall be marked in the same m
A ey anner as prescribed by paragraphs

(5) Files, Folders, or Groups of Documents. Files, folders
binders, envelopes, and other items, containing classified documents,,when
not in secure storage, shall be conspicuously marked according to the highest
classification of any classified document included therein. Classified
document cover sheets may be used for this purpose.

(6) Messages. Electronically transmitted message
transmitted via authorized CRYPTOSYSTEMS) shall bear apprgpiigzza;aiiingzozz
specified in paragraphs b(1l) through (8) above, except as noted herein. The
first item of information in the text shall be the overall classification of
the message. The message also shall show the date or event for declassifica-
tion or the notation "Originating Agency's Determination Required" or "OADR,"
and downgrading action, if applicable. The "Classified by" line informatio;
is not required. Portions shall be marked in the manner required for other
documents, When messages are printed by an automated system, all markings ma
be applied by that system, provided that the classification markings are d
clearly distinguished from the printed text. (NOTE: The highest level
official identified on the message as the sender, or in the absence of such
identification, the highest level official at the facility originating the
message, 1s deemed to be the classifier of the message. The originaﬁor is

responsible for maintaining adequate records to show th
derivative classification.) ¢ souTce of =n sssigned

(7) Microforms. Microforms are copies usuall -
parent or opaque materials in sizes too smalg to be reaz g;ogﬁzegnzzdzzans
eye. Accordingly, the appropriate markings as specified in paragraphs b(1)
through (8) above shall be conspicuously marked on the microform medium or
its container, so as to be readable by the unaided eye. These markings shall
also be included on the image so that when the image is enlarged and displayed
or printed, the markings will be conspicuous and readable. The markings
specified in paragraph b(7) above may be abbreviated. Further markings and
handling shall be as appropriate for the particular microform involved. For
example, roll film microforms (or roll microfilm employing 16, 35, 70, or 105
mm films) may generally be handled as provided for roll motion pigturé films,
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b(l) through (8) above. (Existing ADP systems and word processing systems,
o L ; that is, systems previously approved by the CSO, shall provide this internal
: ! classification identification where the capability exists for implementation
‘ without extensive system modification. Alternately, where extensive .system
modification would be required for existing systems, an exception may be made
by the CSO, provided procedures are established to ensure that users and
recipients of the media, or the information therein, are clearly advised as
to the appropriate markings for the contents. Requirements for the security

and decks of "aperture cards" may be handled as decks of automatic data
processing punched cards. Whenever possible, microfiche, microfilm strips,
and microform chips shall be handled in accordance with this paragraph.

(8) Motion Picture Films. Classified motion picture films and video }
tapes shall be marked at the beginning and end of each reel by titles bearing

the appropriate classification and applicable associated markings. Such I of nonremovable ADP storage medla and clearance or declassification procedures
: i i dia are contalned in section XIII.)
markings shall be visible when projected. Motion picture film and video tape 4 % . for various ADP storage media are contained im section XIII.)
containefs shall bear comspicuous classification, declassification, and if N | .
applicable, downgrading markings. Other markings specified in paragraphs b(l) .o ; (12) Translations. Translations of U.S. classified informati?n into
through (8) above shall also be applied, if applicable. ; ! a language other than English shall be marked to show the U.S. as the &ountry
& = ? i . of origin, with the appropriate U.S. markings as specified in paragraphs b(l)
(9) Photographs. Photographs shall be marked in such a manner so ! { through (8) above, and the foreign language equivalent thereof (see appendix

that a recipient or viewer will know that information of a specified level " XIV of this manual).
of classification is involved. Negatives and positives shall be marked,
whenever practical, with the appropriate classification and applicable
associated markings. Roll negatives or positives may be so marked at the
beginning and end of each strip. Containers for negatives and positives

shall be conspicuously marked with the highest level of classification of
their contents. Other markings specified in paragraphs b(l) through (8) above
shall also be applied, if applicable. All prints and reproductions shall be

(13) Transmittal Documents. A transmittal document, including
endorsements and comments when such are added to the basic communication,
shall carry on its face a prominent notation as to the highest classification
! of information transmitted by it and a legend showing the classification, if
i any, of the transmittal document, endorsement, or comment standing alone. For
example, an unclassified document that transmits as an attachment a classified

+ . n
conspicuously marked with the appropriate markings, as specified in paragraphs . gz;g::zzdsgiii gizzsifg:gag;zzoiﬁzzzaﬁtially as follovs: Unclassified when
b(1l) through (8) above, on the face side of the print, if possible. Where | . - :
such markings cannot be applied to the face side, they may be stamped or ‘ i Q .
marked on the reverse side, or affixed by pressure tape label, stapled strip, ; . i . (14) Transparencies and Slides. Applicable classification markings

U " i P shall be shown clearly on the image of each transparency or slide, and on its
or other comparable means. (NOTE: When self-processing film or paper is used i : border, holder, or frame. Other applicable markings as specified in para-

to photograph or reproduce classified information, all parts of the last ’ : 1.
exposure shall be removed from the camera and destroyed as classified waste, graphs b(1) through (8) above shall be shown on the border, holder, or frame,
if possible, or in the image area, in accompanying documentation, or other

or the camera shall be protected as classified information.) written notification. When a set of transparencies or slides is handled and

controlled as a single document, only the title slide oxr tramnsparency requires
. the other applicable markings. Slide and transparency storage containers

contain a clear statement of the overall classification at the beginning and . . ) L X

end of the recording which will provide adequate assurance that any listener i i?i%ltﬁlso Ee(g?rzgd thh the appropriate markings as specified in paragraph

or receiver will know that classified information is involved. = Containers for f s throug Ove.

recordings shall be conspicuously marked with the appropriate classification !

and applicable associated markings, as specified in paragraphs b(l) through

(8) above.

(10) Recordings. Magnetic, electronic, or sound recordings shall

(15) Working Papers. Workings papers and material such as notes,
drafts, and drawings accumulated or created in the preparation of a finished
document, shall be dated when created and marked in the same manner as pre-
scribed in paragraphs b(2) and (3) above. The remainder of the markings
required by paragraphs b(l) through (8) above need not be affixed to the
Y material, until it is entered into the accountability records in accordance

with paragraph 12, made a part of a permanent record, or dispatched outside
the facility.

(11) Removable Automatic Data Processing and Word Processing Storage

Media.

(a) External. Removable information storage media and devices,
employed with ADP systems and typewriters or word processing systems, shall M

bear external markings clearly indicating the appropriate markings as speci- ; (16) Miscellaneous Material. Unless a requirement exists to retain

fied in paragraphs b(l) through §8) above. Inmcluded are media and devices | § material such as rejects, typewriter ribbons, carbons, and similar items for a
that store recorded information in analog or digital form, and are generally i ! specific purpose, there is no need to mark, stamp, or otherwise indicate that
mounted or removed by the users or operators. Examples include magnetic tape ? ? ?

v ' the information is classified. NOTE: Such material developed in connection
reels, cartridges, and cassettes; removable disks,.disk cartridges, disk with the handling, processing, nioduction, and utilization og classified
packs, and diskettes; paper tape reels; and magnetic cards. % information shall be handled in a manner that ensures adequate protection of

(b) Internal. In addition, ADP systems and word processing , i
systems employing such media shall provide for internally recorded security f =
markings to ensure that classified information contained therein, when repro- H -

duced or generated, will bear appropriate markings as specified in paragraphs 53 11
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the classified information involved and destruction at the earliest practical
moment.)

i jal. Whenever classified
d. Marking of Regraded Documents and Mater .
information is downgraded, declassified, or upgraded, the material shall be
promptly and conspicuously marked to indicate the change 3/.

(1) Automatic Downgrading or Declassification Actions. HQlders of
classified material may take automatic downgrading or declassification
actions, as specified by the markings on the mgterial, without further led
authority for the action. All 0ld classification markings shall bg cap;e e
and the new markings substituted, whenever practical ﬁj. In the case 0
documents, as a minimum, the outside of the front cover (if any), the title
page (if any), the first page, and the outside of the back cover (if anyiilED
must reflect the new classification markings, or the designatiog UNCLASS F %
Other material shall be re-marked by the most practical method for the type o
material involved to ensure that it is clear to the holder what level of .
classification is assigned to the material. 01d markings shall bg cancel§ s
if possible, on the material itself. If not practical, the material mayi i i
marked by affixing new decals, tags, stickers, and the like to the material o

its container.

i i i requests for
3/ In the interest of providing quick and efficient service on .
= classified documents, DTIC re-marks downgraded or declassified documents to
reflect such action only on the fromnt and back covers and the title, firsﬁ,
and back pages. A notice will be affixed by DTIC to the front cover or the

title page of such documents indicating that it is the responsibility of the

ipient (the contractor who requested the document) to complete the
izizgiking(of the regraded document in accordance with this paragfaph.
Documents originally marked under the provisions of previous E.O.'s may
contain pages which do not bear any classification markings. Before
extracting or reproducing the information from these pages, recipients .
should direct any questions they may have concerning the classificationfo
an individual page, chapter, section, and the like, to the originator o

the document.

e volume of material is such that prompt re-marking of each

4 z&:zsigied item cannot be accomplished without unduly interfering with
operations, the custodian may attach downgrading and declassification
notices to the inside of the file drawers or other storage container in
lieu of the re-marking otherwise required. Each such notice shall s?ecify
the authority for the downgrading or declassificationvaction, the date of
the action, and the storage container to which it applies. When documents
or other material subject to downgrading or declassification are withdrawn

from the container solely for transfer to another, or when the container is

transferred from one place to another, the transfer may be made without
re-marking, 1if the notice is attached to the new container or remains with

each shipment. When the documents or material are withdrawn for use or for

transmittal outside the facility, they shall be re-marked in accordance
with paragraph d(1) or d(2) above.
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(2) Other than Automatic Downgrading or Declassification Actions.
When contractors are notified of downgrading or declassification actions
that are contrary to the markings shown on the material, the material shall
be re-marked to indicate the change. All old classification markings shall
be canceled and the new markings substituted, whenever practical 4/. In the
case of documents, as a minimum, the outside of the front cover (if any), the
title page (if any), the first page, and the outside of the back cover (if
any) shall reflect the new classification markings or the designation
UNCLASSIFIED. In addition, the material shall be marked to indicate the
authority for the action, the vate of the action, and the identity of the
person or contractor taking the action. Other holders shall be notified if
further dissemination has been made by the contractor.

(3) Upgrading Action. When a notice is received to upgrade material
to a higher level, for example from CONFIDENTIAL to SECRET, or from UNCLASSI-
FIED to CONFIDENTIAL, the new markings shall be immediately entered on the
material, in accordance with the notice to upgrade, and all the superseded
markings should be canceled, if applicable,  Other holders shall be notified,
if further dissemination of the material has been made by the contractor. If
contractor—-generated material is 1nadvertently distributed outside the
facility without the proper classification assigned to it, or without any
markings to identify the material as classified, the following procedures
shall apply. 7

(a) Determine that all holders of the material are authorized
access to it.

(b) Determine that control of the material has not been lost
by the communication. (NOTE: When both these conditions are determined to
exist, then promptly notify 5/ all holders of the proper classification and
markings applicable to the material. If it is found that control of the
material has been lost or that unauthorized personnel have had access to it,

a report of the compromise to the CSO under the provisions of paragraph 7d is
required.)

e. Marking of Foreilgn Classified Material. Foreign classified material
shall be marked in accordance with instructions received from the foreign
contracting authority, the CSO, or the UA. In any case, if the classifica-
tion and the country of origin are in a language other than English, the
appropriate equivalent U.§. classification and the country of origin will be
marked on the foreign classified material, Except for the foreign security
classification designation RESTRICTED, foreign security classification

5/ In the case of material being upgraded, the contractor's written notice
shall not be classified, unless the notice contains additional information
warranting classification. In the case of material which was inadvertently
released as UNCLASSIFIED, the contractor's written notice shall be classi-
fied CONFIDENTIAL, unless the notice contains additional information war-
ranting a higher classification. The notice should cite the applicable
DD Form 254 or other classification guide on the "Classified by" line and
be marked with a declassification imstruction such as, "UNCLASSIFIED WHEN
UPGRADING ACTION IS COMPLETED."
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designations, including those of international organizations of governments,
such as NATO, generally parallel U.S. classification designations. A table of
equivalent classifications is contained in appendix XIV. Many foreign govern-
ments and international organizations, such as NATO, use a fourth security
designation identified as RESTRICTED to denote a foreign requirement for
security protection of a lesser degree than CONFIDENTIAL. Documents received
by contractors that are marked with any of the classification designations
listed in the last column of appendix XIV shall be marked RESTRICTED together
with the country of origin and protected in all respects in the same manner as
U.S. CONFIDENTIAL, except that foreign RESTRICTED material may be stored in
locked filing cabinets, desks, or other similarly closed spaces that will
prevent access by unauthorized persoms.

(1) When foreign government information is incorporated in a
contractor-generated document, that document shall be identified in &
manner to ensure that such information is not declassified prematurely or
made accessible to mationals of a third country without consent of the
originator. This requirement may be satisfied by marking the face of the
document with the notation "FOREIGN GOVERNMENT INFORMATION" or with another
marking that otherwise indicates that the information is foreign government
information. Portions of documents containing foreign government information
shall be marked as specified in paragraph b(5) (a) above. All such documents
containing foreign government information shall include on the "Declassify on"
line the following notation, "ORIGINATING AGENCY'S DETERMINATION REQUIRED," or
"OADR," unless the foreign entity has specified or agreed to a date or event
for declassification.

(2) U.S. documents which contain extracts of NATO classified
information shall be marked on the face of the document with the following

notation: "THIS DOCUMENT CONTAINS NATO CLASSIFIED INFORMATION." This *
notation is required to ensure that NATO information is not declassified or *
made accessible to nationals of non-NATO countries without NATO approval. *

Portions of such documents shall be marked "NATO" with the appropriate
classification, for example, (NATO-S) or (NATO-C). The "Declassify on" line
shall be completed with the notation, "ORIGINATING AGENCY'S DETERMINATION
REQUIRED," or "OADR," unless the foreign entity has specified or agreed to

a date or event for declassification. The marking "FOREIGN GOVERNMENT
INFORMATIOR" is not required on these documents.

f. Marking Wholly Unclassified Material. Normally, wholly UNCLASSIFIED
material will not be marked or stamped "UNCLASSIFIED," unless it is essential
to convey to a recipient of such material that: (i) the material has been-
examined specifically with a view to impose a security classification and has
been determined not to require classification, or (ii) the material has been
reviewed and has been determined to no longer require classification and it is
declassified.

g. Marking Compilations. In some instances, certain information that
would otherwise be unclassified when standing alone may require classifica-
tion when combined or associated with other unclassified information. ~ When
classification is required to protect a compilation of such information, the
overall classification assigned to the document shall be conspicuously marked
or stamped at the top and bottom of each page and on the outside of the front
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and back covers, if any. The reason for classifying the compilation shall be
stated at an appropriate location at or near the beginning of the document.

In this instance, the portions of a document classifi i
mot ha menpoar ed in this manner mneed

12. Record of Classified Material,

a. Accountability Records. The contractor shall maintain, at one

or more control stations, an accountability record of all TOP §
s ECRET and
SECRET material, and CRYPTO, regardless of classification. 8

The record
shall include all such classified material received or produced by, or in
the possession or custody of .

» the contractor and shall reflect :
(1) the date of receipt or origin, (ii) the activity from whichaieieﬁizzmgi.
by which originated, (iii) the classification of the material (iv) a brief
unclassified description of the material and (v) the disposition of the ’
material and the date thereof (that is, destroyed, downgraded to CONFIDENTIAL
declassified, or dispatched outside the facility). These records shall be ’
retained by the contractor for a minimum of 3 years for TOP SECRET material
special access material, and CRYPTO, regardless of classification: and for ’
SECRET material for 2 years from the date the last item recorded ;hereon was
destroyed, downgraded to CONFIDENTIAL, declassified, dispatched outside the
facility, or transferred to another accountability record.

b. Inventory/Accounting of Classified Material. When d
Director of Industrial Security, the contractor shall make :n ii::;:gr;ya:d
accounting of all TOP SECRET and SECRET material, and CRYPTO, regardless of
classification, and shall submit a report of all unresolved discrepancies to
the CSO. The inventory and accounting shall consist of the actual sighting of
each item listed in the accountability records or an examination of the
evidence of its proper disposition (the receipt, certificate of destruction
authorization to terminate from accountability, or record of downgrading or,
declassification); and an examination of the contents of all containers
authorized for storage of classified material to ensure that all TOP SECRET

and SECRET material, and CRYPTO, regardless of classification, has been
entered into the accountability records.

c. Receipt and Dispatch Records. In addition to the accountability
records required in paragraph a above, the contractor shall maintain a record
at one or more control statioms of all nonaccountable classified material
received by, or dispatched from, the facility. This record shall reflect as a
minimum: (1) the date of receipt or dispatch, (ii) the activity from which
received or to which dispatched, (iii) the classification of the material and
(iv) a brief, unclassified description of the material. These records sh;ll
be retained by the contractor for a minimum of 2 years from the date of the
last entry. However, if the contractor combines this record of recelpt and
dispatch with the accountability records prescribed in paragraph a above for
TOP SECRET material, special access material, and CRYPTO, regardless of
classification, the 3~year retention period shall apply.

d. Control Station Personnel. Em
. ployees designated by th t
to operate a control station shall be clea & vel as the T

cleared at the same level as the
facility at which they are assigned. However, such personnel will be required

to have a TOP SECRET clearance only if the person's duties afford him or her
access to, possession of, or custody of TOP SECRET material.
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e. Receipt of Classified Material. When classified material is
received at the facility, either by mail, bulk shipment, or messenger, the

following controls shall apply.

(1) All classified material shall be delivered unopened to person~
nel designated by the contractor to receive it at the control station(s). 1In
addition, when U.S. Registered Mail, U.S. Express Mail, U.S. Certified Mail,
or classified material delivered by messenger is not received directly by the
designated control station personnel, procedures shall be established to
ensure that such mail is received by appropriately cleared and authorized
personnel, for delivery with the inner container unopened to the control
station(s). In effect, all contractor personnel who handle U.S. Registered
Mail, U.S. Express Mail, or U.S. Certified Mail shall be appropriately

cleared.

(2) The package shall be examined for any evidence of tampering and
the classified contents shall be checked against the receipt. Evidence of
tampering shall be reported immediately to the CSO, in accordance with para-
graph 6a(ll). Discrepancies in the contents of a package or absence of a
receipt for TOP SECRET or SECRET material, and CRYPTO, regardless of classifi-
cation, shall be reported immediately to the sender. If the shipment is in
order, the receipt shall be signed and returned to the sender. For purposes
of positive identification, the name of the employee signing the receipt shall
be printed, stamped, or typed on the receipt. In those special cases where
the sender includes a receipt form with CONFIDENTIAL material, the receilver
shall execute the receipt and return it to the sender, if the contents of the

package are in order.

f. Production of Classified Material. When a contractor produces TOP
SECRET or SECRET material, and CRYPTO, regardless of classification, account-
ability shall be established, as follows.

(1) TOP SECRET Documents and CRYPTQ Documents, Regardless of
Classification. Such documents shall be entered into the control station
accountability records when the first of any of the following events occurs:
(1) the document is retained after the next successive stage in its develop-
ment is completed (for example notes converted to draft, final draft placed on
masters, or photographic prints developed from negatives); (ii) the document,
including classified working papers and drafts, is retained for more than 30
days from the date of origination; (iii) the document is reproduced for
internal purposes (for example, draft review or coordination prior to
preparation of final copy); or (iv) the document, regardless of its stage of
development, is transmitted outside of the facility on a temporary or
permanent basis.

(2) SECRET Documents. Such documents shall be entered into the
control station accountability records, when the first of any of the following
events occurs: (i) the document is retained as a completed document (includ-
ing working papers) in excess of 30 days from the date of completion; (ii) the
document is reproduced for internal purposes; (iii) the document is retained
as a partially completed document on discontinuance of the work; or (div) the
document, regardless of its stage of development, is transmitted outside of *
the facility on a temporary or permanent basis.

12. 58

o e A

&

b ot g g

R

(3) Other Material. TOP SECRET and SECRET material, and CRYPTO,
regardless of classification, in other than documentary form, shall be entered
into the control station accountability records, when the first of any of the
following events occurs: (i) the material reaches the final stage in the
fabrication or manufacturing process; (ii) the material is retained for more
than 30 days from the date of origination; or (iii) the material, regardless
of its stage of development, is transmitted outside of the facility on a
temporary or permanent basis.

(4) Incorporation of Classified Material. When a classified
document or other material is joined to, incorporated in, or otherwise made
a part of another classified document or item of material, accountability
for the incorporated document or item of material shall be terminated, and
accountability for the document or item of material in which it was incor-
porated shall be established. The control station records shall be posted
accordingly. Similarly, when a classified document is disassembled for the
purpose of creating a new document or an item of material is removed from a
classified assembly or end item (for example, for testing or replacement)
accountability for the new material, if classified, shall be established ér
adjusted, as appropriate, in the control station accountability records, and
the accountability for the basic document or end item shall be terminated
provided the residue is unclassified. ’

g. Dispatch of Classified Material. When classified material is to be
dispatched from the facility, the following rules shall apply.

' (1) The proposed tramsmittal shall be examined to enmsure compliance
with the preparation for transmission requirements of paragraph 17.

(2) Receipts, when required by paragraph 17, shall identify the
classified contents, the control station, and the name and address of both
sending and receiving facilities. Receipts shall not contain classified
information. A short title or abbreviation shall be substituted for a
classified title.

(3) A duplicate copy of the receipt shall be retailmed in a suspense
file until the signed copy is returned. A suspense date (normally not to
exceed 30 days) shall be established, and follow-up action shall be initiated,
if the signed receipt is not received within that period. If after the
follow-up action a signed receipt is not returned or the addressee indicates
nonreceipt of the classified material, an inquiry shall be conducted, in
accordance with paragraph 7. Copies of signed receipts for classified
material shail be retained at the control station for a minimum of 2 years.

h. Termination of Accountability,

(1) On notice from the CSO that accountability may be terminated
for classified material determined to be lost after completion of the in-
quiries prescribed in paragraph 7, the contractor shall annotate the ac—
countability records to show the date, reason, and authority for terminating
accountability for the lost material.

(2) If the locatiom or disposition of the material should subse-
quently be determined, the contractor shall immediately submit a report to the
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13.  Special Requirements for TOP SECRET.

a. It is mandatory that an up-to-date re i
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14. Storage.

a. Containexrs. Contractors shall not be eligible to receive, nor have
possession of, classified material at their cleared facilities, until they
, have adequate storage capability. Classified material, when not in actual use
L and safeguarded as prescribed in paragraph 16, shall be stored as follows,

(1) TOP SECRET —~- Cabinets and Vaults. When not in use, TOP SECRET
material shall be stored in a GSA approved security filing cabinet originally
. procured from a FSS supplier 6/ 7/, and bearing a GSA Test Certification Label
or in a Class A vault constructed in accordance with the requirements of

appendix IV 8/. '

(2) TOP SECRET —-- Supplemental Controls. In addition to the
cabinets and vaults specified in paragraph (1) above, during nonworking hours
the following area controls are required 2/.

(a) Entry to the room, building, or structure in which the con-
tainer is located shall be controlled by a properly cleared, authorized employee
or guard stationed so as to control admittance to the room, building, or struc-
ture, or by a lock which provides reasonable protection against surreptitious

entry. and

Q/ Cabinets, contractors, and prices are listed in the FSS (FSC Group 71-Part
111 of the GSA, Federal Supply Service). CTopies of specifications and sched=-
ules may be obtained from any regional office of the GSA.

7/ Security file cabinets conforming to federal specifications bear a Test
Cexrtification Label on the locking drawer attesting to the security
capabilities of the cabinet and lock. Such cabinets manufactured after
February 1962 will also be marked "General Services Administration Approved
Security Container" on the outside of the top drawer. Acceptable tests of
the cabinets shall be performed only by a testing facility specifically

8 approved by GSA.
' 8/ When authorized vaults or strongrooms are used for the storage of

: classified material, bin or shelf storage methods may be employed
g inside the vault or strongroom. In addition, any type of file cabinet

;,'j 61

or locking container may be used in the vault or strongroom to provide
internal control over dissemination of the classified information.

{

i

i 9/ Working hours shall, for purposes of this paragraph, be considered as that
é{ period of time when: (i) there is present in the specific area in which

P the container is located, a work force on a regularly scheduled shift,

i as contrasted with employees working within an area on an overtime basis

! outside of the scheduled work shift; and (ii) the number of employees

{ in the scheduled work force is sufficient in number and so positioned as to
é“: be able to detect and challenge the presence of unauthorized personnel.

RO e This would, therefore, exclude custodians, maintenance persomnnel, and other
individuals whose duties require movemeni; throughout the facility.
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(b) For the purpose of detecting unauthorized personnel or
attempted illegal entry to the container, the interior of the room, building,
or structure (whichever is controlled in accordance with paragraph (a) above)
in which the container is located shall be patrolled and each container
inspected at least once during each 2-hour period by a guard, one of whose
principal duties is safeguarding classified information, and who is supervised

by a system that provides a written record of the coverage of key points
within the area. cr

(¢) The room, building, or structure in which the container is
located, or the container itself, shall be equipped with an aslarm system as

prescribed in paragraph 35. The response time to an activated alarm shall not
exceed 15 minutes.

(3) SECRET -- Cabinets, Strongrooms, and Vaults. When not in use,
SECRET material shall be stored in a cabinet or vault authorized for the
storage of TOP SECRET, or in a security cabinet, strongroom, or vault as
specified in paragraphs (a) through (g) below.

] (a) A GSA approved cabinet originally procured from an FSS
supplier and bearing a GSA Test Certification Label gj Zj may be used.

. (b) A Class B Vault constructed, in accordance with the
requirements outlined in appendix IV 8/, may be used.

(c) A safe, steel file cabinet, or safe-~type steel file
container having an automatic unit locking mechanism and a built-in three~
position dial-type changeable combination lock may he used.  (See subparagraph
(4) below.)

(d) A steel file cabinet secured by a steel bar 10/ and a
three~position dial-type changeable combination padlock, listed on the GSA
Qualified Products List as meeting the requirements of Federal Specification
FF-P-110 may be used. Non-FSS three-position dial-type changeable combination
padlocks in use at the present time may remain in use until replacement is
necessary, or additional padlocks are required. (See subparagraph (4) below.)

(e) A Class C Vault constructed in accordance with the
requirements of appendix IV 8/. (See subparagraph (4) below.)

(f) A strongroom may be used, provided the strongroom is
supplementally controlled by a regularly scheduled 2-hour guard patrol, or is
equipped with an alarm system as prescribed in paragraph 35, and response time
to an activated alarm shall not exceed 15 minutes. (See paragraph F, appendix
IV, for construction requirements.)

10/ The keepers of the steel lock bar shall be secured to the cabinet by
w?lding, rivets, or bolts, so that it cannot be removed and replaced
without leaving evidence of the entry. The drawers of the container shall

be held securely, so that their contents cannot be removed without forcing
open the drawer,
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(g) A steel container in a desk pedestal, which encloses the
container on five sides and is riveted or bolted to the desk may be used,
provided the exposed face of the container is secured by a steel bar and a
three-position dial-type changeable combination padlock 10/. (See
subparagraph (4) below.)

(4) SECRET -— Supplemental Controls. In addition to the cabinets
and vaults specified in paragraphs (3)(c), (d), (e), and (g) above, during
non~working hours the following area controls are required 9/.

(a) Entry to the room, building, or structure in which the
container is located shall be controlled by a properly cleared, authorized
employee or guard stationed so as to control admittance to the room, building,
or structure, or by a lock that provides reasomable protection against sur-
reptitious entry; or by a properly cleared guard stationed at each unsecured
perimeter entrance to a complex 11/ that is enclosed by a physical barrier,
and provided further that the area is patrolled adequately to provide
reasonable opportunity to detect unauthorized personnel. and

(b) For the purpose of detecting unauthorized personnel or
attempted illegal entry into the room, building, or structure (whichever
is controlled in accordance with paragraph (a) above) in which the container
is located, the area shall be patrolled at least once during each 4~hour
period by a properly cleared, authorized employee or guard. One of this
employee's or guard's duties must be safeguarding classified information and
he or she must be supervised by a system that provides a written record of the
coverage of key points within the area. or

(¢) The room, building, or structure in which the container
is located, or the container itself, shall be equipped with an alarm system,
as prescribed in paragraph 35, and the response time to an activated alarm
shall not exceed 15 minutes.

(5) CONFIDENTIAL -- Cabinets, Strongrooms, and Vaults. When not in
use, CONFIDENTIAL material shall be stored in the same manner as TOP SECRET or
SECRET material; however, supplemental controls are not required.

b. Bulky Material. When it is impractical to store classified material
because of its nature, size, or unique characteristics, in accordance with
paragraph a above, the contractor shall safeguard such material by control of
the area in which it is located, to the extent required by section IV.

c. Supervision of Storage Containers. Only a minimum numbexr of
authorized persons shall possess the combinations to the storage containers or
have access to the information stored therein. To facilitate investigation of
a container found open and unattended, a record shall be maintained of the
names and addresses of persons having knowledge of the combination. Cabinets,

ll/ A complex is a facility or any element thereof which consists of one or
more buildings or structures physically enclosed within a common perimeter
barrier supplemented by protective measures, which prevent unauthorized
access and control authorized access.
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vaults, and other containers in which classified material is stored shall be

kept locked, when not under the direct supervision of an authorized person

entrusted with the combination or the contents. In the case of a one-person

facility, the management official shall inform the CSO of the combination

of the container. The combination shall be classified, in ac:ordance with

paragraph 5i, shall be placed in a sealed envelope marked, "tc be opened

upon death or incapacitation of (name of management official),”" and shall

be transmitted to the CS0, in accordance with paragraph 17. In addition,

conspicuously displayed on the outside of the container shall be a notice to

contact the CS0, prior to opening or moving the container. This notice shall .
contain the mailing address of and an appropriate telephone number at the CSO.

The above provisions pertaining to one-person facilities do not apply to

cledred one~person facilities of a MFO. TFor such facilities, provisiomns

should be made in the HOF SPP for affixing an appropriate notice on the .
outside of the cabinet, and for furnishing the combination to the FSO of the
HOF who shall be identified as the official to contact rather than the CSO.

d. Protection During Nomworking Hours. Unless specified in a UA con-
tract, a contractor shall not be required to establish additional controls
over classified material stored in accordance with paragraph a above.

e. Removal to Residence. Although the contractor may have provided for
adequate storage facilities at the respective residences of his officers,
directors, and other employees, removal of classified materials to such dwell-
ings for "after hours" work as a convenience to such persons is not authorized. .
These facilities, provided they meet the requirements of this manual, may be {
utilized for temporary storage purposes only in connection with authorized
travel when the individual; in order to accomplish the objectives of the trip;
is authorized to carry classified material as prescribed in paragraph 17h, or
in other cases of necessity on approval by an official of the facility who
was cleared in connection with the granting of the FCL. In no case will TOP
SECRET material be removed to a private residence without: (i) the written
authorization of the contracting officer in accordance with paragraph 17b, and
(ii) approval of the CSO as to the security controls to be maintained over the
TOP SECKET material while it remains outside of the facility.

Neutralization of lock-

£. Repalr of Damaged Security File Cabinets.
outs or repair of any damage which affects the integrity of a security file

cabinet approved for storage of classified information shall be accomplished
only by appropriately cleared or continuously escorted personnel specifically
trained in approved methods of maintenance, neutralization of lockouts, and

repair of perforatioms.
(1) A GSA approved security file cabinet is considered ‘to have been
restored to its original state of security integrity if:
(a) all damaged or altered parts (for example locking drawer and
drawer head) are replaced with manufacturer's replacement or identical canni-

balized parts, or

(b) when a container has been drilled immediately adjacent to

e
2

or through the dial ring to neutralize a lockout, the replacement lock is

el

equal to the original equipment and the drilled hole is repaired with a tapered
b

case-hardened steel rod (for example, dowel and drill bit) with a diameter
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and of such a length that
hole.there shall remain at each end of the rod agshallow :2525:r§¥e§o:n5252h:han
1/8 inch deep, nor more than 3/16 inch, to permit the acceptance of substan-
tial welds, and be welded both on the inside and outside surfaces The
outside of the drawer head shall then be puttied, sanded, and rep;inted in
such a way that no visible evidence of the hole or its repair remains on the
outer surface after replacement of the damaged part (for example, new lock.)

slightly larger than the hole,

‘ (2) If damage to a GSA approved or other approve i
cabinet is.repaired with welds, rivets, or bolts, whiiﬁ canoiegzr:Zioizéeand
replaced without leaving evidence of entry, the cabinet thereafter may be used
for storage of CONFIDENTIAL material or SECRET material with supplemental
controls as ou;lined in paragraph 14(a)4. If the damage is repaired using
methods other than those specified in paragraph (1) above or this para ;a h
use of the cabinet shall be limited to unclassified material. srapty

g. Damage to Approved File Cabinets 7/. A list sha i i
by the FSO of all approved file cabinets which have sustaiiidbgazzgztszgzi
Fhan normal marring or scratching from use. Each cabinet listed shall be
identified by giving its location and a description of the damage. There
shall also be on file a signed and dated certification, provided éy the
repairer, setting forth the method of repair used. The list and certification
shall be retained for the life of the file cabinet and shall be available for
review during recurring security inspections. Each such cabinet shall have a
label posted on the inside of the top drawer to indicate the highest categor
of classified material which may be stored therein. If the damage affects tze
integrity of a GSA approved cabinet, the GSA Approved Security Container Label
and the GSA Test Certificatiocn label shall be removed. However, these labels
may be retained by the FSO for a period of 30 days for those GSA approved
cabinets designated for repair to restore their original integrity. If
integrity is not restored within 30 days, the labels shall be dest;o ed
When a GSA approved cabinet is repaired in accordance with -— yes

(1) Paragraph £(1)(a) above, the re
placement locking drawer will
have its GSA Test Certification Label affixed. 1In this case tﬁe retained GSA
épproved Security_Containe; Label shall be affixed to the outside of the top
drawer and the retained GSA Test Certification Label shall be destroyéd. )

(2) Paragraph f(1)(b) above, the retained GSA A
) s pproved Securit
Container Label shall be affixed to the outside of the top drawer, and ch
GSA Test Certification Label shall be affixed to the inside of the locking

drawer.

15. Alternate Storage Locations,

General. Material classified no higher than SECRE

protection iii the interest of national defensg and essentingéorig:izizft of
production operations, may be duplicated and stored in an alternate location
provided the contracting officer approves the use of such storage for inform;—
tion pertaining to the contract. The provisions of section VI shall apply to
the procurement of this service. Acceptable alternate storage locations are
cleared facilities of: (i) a parent, a subsidiary, or another facility of a
MFO; (ii) a bank offering safe deposit box/vault facilities; or (iii) a
company providing a protective storage service. ’

a.
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b. Security Clearance Requirements. The alter i
shal% be a c%eared facility. PCL requirements will dzszﬁdsggr:ﬁz i;;:t;gn
serv1ce provided. Where the alternate storage facility is required to provide
i;;grizigzi s;gi?ge and other services requiring access to the classified
> s are Fequired for employees whose duties will in

Eo thﬁ cla551fi§d materlél or responsibility for providing securit;ogzstzzgiiz
or the classified material. When the facility is to provide only se

storage space, PCL's are required only for those personnel whose Zuticure
involve responsibility for security protection of the classified mate:ial

c. Records. When the alternate stora ili
. ge facility provides both
i:giifz ang file se§zice for the classified information, all of the seizigis
ments prescribed in this manual shall apply
. ply. When the alternate stor
facility provides only secure storage service, accountability for the alte:n:§:

files shall be maintained i i
the saart ed on a separate record by the facility which deposits

d. Containers. When the se
. rvices of a bank are utilized, saf i
. ; e de
boxes will be considered equivalent co FSS security cabinets ; ided b
prime contractor:  provided the

(1) controls the keys to the safe deposit box in the same manner

h 11 1 ]
that combi at on to Stora e contaill rs are Safe uaIded in. a COIdaIlCe Witll
‘ g e g » c

(2) utilizes only cleared em
. . ployees, whose signatures a
with the bank, to deposit and remove classifieé material? and re on file

(3) ensures that established rocedures
classified information by employees of tﬁe bank. Praciude accass €o the

16. Safeguards During Use. Classified materials, when not safeguarded as

provided for in paragraphs l4a or b, or 34 i
2 > and wh
ized personnel, shall be protected ;s follows: °% %% setual use by suthor-

i a a}.1 ikegt under the constant surveillance of an authorized person, who is
physical position to exercise direct Security controls over-theiﬁétériair
’

othe bi covered, turned face down, placed in storage containers, or
Iwise protected, when unauthorized persons are present; and

c. returned to storage containers as soon as practical after use

17. Transmission.

a. Preparation f
Matersal. p or Transmission of TOP SECRET, SECRET, and CONFIDENTIAL

(1) Outside of a Facilit
Y. TOP SECRET, SECRET, and CONFIDE
?2§::izidto 2e transmitted ocutside of a facility ;hall be encioséd i:Eggigie
outer containers, except as provided for in pa
ragraph (b
(d) below. If the classified material is printed or wsittgn,pané i; ég)’ .
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such size as to permit the use of envelopes for wrapping, the classified
information shall be protected from direct contact with the inner container
by a cover sheet or by folding inward. Except as indicated in paragraph (e)
below, the inner container shall be addressed, return addressed, carefully
sealed, and shall be plainly and conspicuously marked with the classification
of the contents and, if appropriate, with the notations required by paragraphs
11b(8), 88a, and 123. The outer container shall be addressed, return addressed,
and carefully sealed with no markings or notations to indicate that the contents
are classified. If the outer container 1s not sufficiently opaque to prevent
the classification markings on the inner cover from being visible, the dinner
container shall be wrapped with sufficient paper to c¢onceal the markings. If
the classified material is of a size, bulk, weight, or nature which precludes
wrapping as described above, materials used for the packaging shall be of
such strength and durability as to provide protection while in transit. To
prevent iltems from breaking out and to facilitate the detection of tampering
with the container, the following will be used, whenever practical: seals,
kraft paper, kraft tape laminated with asphalt and containing rayon fibers
(snake type) or nylon sensitive tape, puncture resistant material, wire mesh,
or other knife-slash resistant material, As long as the material is enclosed
in a double container, the material may be wrapped or boxed in paper, wood,
metal, or a combination thereof. When transmitting TOP SECRET and SECRET
material the inner container shall contain a receipt form which identifies
the addressor, the addressee, and the contents by unclassified or short
title. Where this is not practical, the receipt shall be sent to the pro-
posed recipient with the advance notice of shipment required by paragraphs
c¢(5)(c) and 4(3)(d) below, or hand-carried by a responsible employee
designated to accompany the classified shipment to its destination., When *
transmitting CONFIDENTIAL material, a receipt form ig not required. Special *
provisions for the packaging of classified material are as follows. *
(a) The transmission of written materials of different classi-
fications, for example, the inclusion of CONFIDENTIAL and UNCLASSIFIED with
SECRET in a single package, should be avoided. However, when written
materials of different classifications are transmitted in one package, they
shall be wrapped in a single inner envelope or container, and the receipt
required by paragraph (1) above, shall be enclosed. The inner envelope or
container shall be marked with the highest classification of its contents.

(b) If the classified material is an internal component of a
packageable item of equipment with an outside shell or body, which is not
classified and which completely shields the classified aspects of the item
from view, the shell or body may be considered as the inner container.

(¢) If the classified material is an inaccessible internal com-
ponent of a bulky item of equipment that is not reasonably packageable, such
as a missile, the outside shell or body of the item may be comnsidered as the
outer container, provided the shell or body is not classified.

(d) If the classified material is an item of equipment that is
not reasonably packageable and the shell or body is classified, it shall be
draped with an opaque covering that will conceal all classified features,  Such
coverings must be capable of being secured so as to prevent inadvertent expo-

sure of the item.
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(e) Specialized shipping containers, i
' 8, including closed cargo
transporters, may be used in lieu of the above packaging requirements. Iﬁ
such cases the container may be considered to constitute the outer container

(f) The address may be omitted from t i
conta%ner for shipment in full trucklead lots, when sgshlzzeZYizgtgg;eis
contélned in the provisions of the contract. The DAR requireé that complete
consignment and marking instructions, to the extent known at the time tﬁe
conFract is awarded, be included in the contract to assist in ensurin
delivery of items to proper destinations without delay. It further rg uires
that additional consignment instructions be furnished to the contractog as
soon as they become known. Under no circumstances will the outer container
or thg §hipping document attached to the outer container reflect the ’
classification of the contents or the fact that the conténts are classified.

(2) Additional Requirements for SECRET Material to be Shipped by

R P

e g

(d) The notation "Protective Security Service Required" 13/
shall be reflected on all copies of the BL, The BL will be maintained in a
suspense file to follow up on overdus or delayed shipments,

(3) Within a Facility. TOP SECRET, SECRET, and CONFIDENTIAL
material shall be prepared for transmission within a facility in such manner
as to ensure a degree of security protection adequate for the method of trans-
mission to be used, using guidance contained in paragraph (1) above. Material
does not require double wrapping for intraplant transmission., However, in all
cases, adequate measures shall be taken to protect against unauthorized
disclosure of classified informatiom.

b. Method of Transmission of TQOP SECRET Material Qutside a Facility.
When a contractor is authorized in writing, by the contracting officer or his
oxr her designated representative, TOP SECRET material may be transmitted by:
(i) specifically designated escort or courier cleared for access to TOP SECRET
information (military, U.S. civilian employee, or a rzsponsible employee desig-
nated by the contractor, except that the contractor employee shall not carry
classified material across international boundaries); (ii) Armed Forces Courier

Commercial Carrier 12/. SECRET material to be
e e transmitted outside a facilit
bzoiomﬁircial carrier shall be prepared for transmission to afford additiona{ Service, in accordance with the instructions of the contracting officer; and
Ehipoces ot Saoney Farierage, theft, end compronise.  Specific provisions for ' (i1 by eleccrical aeane in o CRIFIOSTSILN approved for encryption of TOF
ows. i nformation. Under no circumstances sha material be
i ; transmitted through the U.S. or company wmail channels.

(a) Except as authorized in :
. paragraph 17a(l), SECRET material ; .
shiil be shipped in hardened containers (see paragraph 3as), ualess specifi- ‘ §, %?ﬁ c. Method of Transmission of SECRET Material OQutside a Facility.
Sa y autho?ized otherwise by the contracting officer or his or her designated % " SECRET material shall be transmitted by one of the following means within and
representative. - & = between the U.S., Puerto Rico, or a U.S. possession or trust territory.
; . ifl
d ;
(b) The outer container shall be plainly and conspicuously . P L Lieh él% SiggEg gaggrial shall be transmitted by one of the means
/ esta she or ECRET.

marked, labeled, or tagged with the words "Protective Securit
Required" (see paragraph 3bgq). ’ urity Service |
L (2) SECRET material shall be transmitted by U.S. Registered Mail,
including U.S. Registered Airmail, through U.S. civil postal facilities or

. ; Army, Navy, or Air Force postal facilities. Addresses may be obtained from
exclu51¥e use'of the vehicle, or a closed and locke compartment of the s . the "DoD Activity Address Directory," DoD 4000.25-D (a reference copy is
ga;:ier S equipment is used. The seals shall be numbered and the number = £ locatad at the €S0}, or from the ACO/PCO. A copy of DoD 4000.25-D may alsoc be
indicated on all copies of the BL. When seals are used, the BL shall b . purchased from the GPO.
annotated substantially as follows: ’ N

(c) Carrlex equlpn}e!‘lt Sllall bE Saaletl b) the Sllipl: EI? oT
at llls or 11‘-1 dlrec‘-ion, Wh'en' tllere is a full carload) a fU11 truc—kload
2

L (3) SECRET material shall be transmitted by appropriately cleared
employees of the contractor who have been designated and briefed in their
responsibilities as couriers or escorts for protecting the SECRET material.

IF BROKEN FOR EMERGENCY REASONS, APPLY CARRIER'S SEALS AS SOON . When such couriers or escorts are utilized, the classified material remains

AS POSSIBLE AND IMMEDIATELY NOTIFY BOTH THE CONSIGNOR AND THE . 8 - under the constant custody and protection of the contractor personnel at all
CONSIGNEE. \ S times and the commercial transportation service (ship, rail, air, or truck)

! is not required to have a FCL. Escorts or couriers shall always accompany
* { L shipments when rail or ship transportation 1s involved (see appendix IX for
o use of escorts for classified shipments and appendix X for hand-carrying of

/ S classified documents aboard commercial passenger aircraft).

DO NOT BREAK SEALS EXCEPT IN CASE OF EMERGENCY
OR UPON PRIOR
AUTHORITY OF THE CONSIGNOR OR CONSIGNEE. IF FOUND BROKEN OR

S
“

12/ Commercial carriers have been issued i
12 nstructions in the "Carrier
Supplement to Industrial Security Manual for Safeguarding Classified B Cerrier umior a tariff, tendor. ot contract thar provides 7S5 in sceorde

Informgtion," DoD 5220,22~C applicable to their responsibilities for R carrier under a tariff, tender, or contract that provides PSS in accord-
transmissions of SECRET controlled shipments. . i S ance with the DoD 5220.22-C.
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(4) SECRET material shall be
transmitted by electrical
gze: agproved CRYPTOGRAPHIC communication circuits (tZlephone czir:eagzdi
0 intercommunication system), including computer data, bué only’with zﬁe

prior written approval and in accord ’
bracting otese Dt ance with the instructions of the con-

(5) SECRET material shall be
transmitted by commercial
éﬁir ;; surface) only when the size, bulk, weight, nature of th: sﬁigiiszs L4/
impzzctfczzstsé ir esczig considerations make the use of the foregoing meéhods
. nly qualified carriers (see para I
: graph 3bs) will
transmission of SECRET material. When the services of a)commer:iagssirig:rthe

are required, the cont t
lowing. s ractor as consignor shall be responsible for the fol-

the U,S,.
e U.S. Government that will provide a single line service from point of origin

to destination, when such servic
» e is available
cedures as may be specified by the D,s. o ,egi byaﬁzch transshipping pro-

(b) The contractor shall request routing instructions, including

d .
r::ig::;z;:igi ?nq;:liiieghcarrier, from the contracting officer or designated
ormally the government transportati
shall specify that the routin e Tequized fov iny he ot g
! g instructions are requj d
SECRET material via Protective § i 5 NOT ABSREGLAT pment of
: ecurity Service (DO NOT ABBRE
include the point of origin and point of destimation. or PRAVINTE FRIS) and

(c) As an exception to the
general requirements
sszzsé iiotime ;s of the essence and the total shipment welighs 1:::n2§:§egoo
pownds gle:s,dt € contractor, as consignor, may make arrangements directl
the Shoae :ﬁi com:erﬁial carrier to provide PSS for the transporting of Y
pment when a CBL is to be used. This exception
. eption m
zzil:zegojgi C2M$§C or SENSITIVE COMPARTMENTED INFORMATISN mate:ia?ogizﬁout
o tthcommeroi ; e PCO. Under this exception the contractor must specif
15 ronuiomn cr; cafrier Ehat SECRET material is to be shipped and that Z“Q
is regq . € points of origin and destination must also provided.
; 80 be
Veritications of the clearance of the commercial carrier and thep§ZZid§g;t it

provides PSS are to be obtained fr
om the CSO
to release of any classified material, and °f the HOF of the carrier prier

(d) The contractor shall
oo C notify the consignee (i 1
th:e:z?ezz Eransshipping activity) of the nature of the sﬁipmeétnctﬁgizgag.s.f
pment, numbers of the seals, if used, and the anticipated’time and °°

gzc;?:es:igmgggé i: :;derh;hat the consignee may take appropriate steps to
ec € shipment. This notification shall b
1 be add
appropriate organizational entity in the same manner as provided I:B::Sa;:a;;e

1
14/ gg:?::cizj zszrgir: ?ay b; used only within and between the 48 contiguous
strict of Columbia or wholl k
Rico, or a U,S. possession or trust territor;.Within Hiask, Rawsid, Beerto

17.
70
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17k and not to an individual. Request the consignee activity (including a
military transshipping activity) to notify the comsignor of any shipment not
received within 48 hours after the estimated time of arrival indicated by the
consignor. In addition, the consignor shall annotate the BL to require the
carrier to provide immediate notice to the consignor of any delay en route,
regardless of the reason of delay., On receipt of either, the consignor shall
immediately request the carrier to trace the shipment and shall notify his or
her CSO; in accordance with paragraph 6a(l0), of the delay in the delivery of
the classified material and the circumstances as known to the consignor.
Subsequent developments concerning the delayed shipment shall also be reported
to the CSO. A copy of the report shall also be submitted to the contracting
officer concerned or his or her designated representative. The consignee,
consignor, and carrier are required to take similar inquiry and reporting
action if a shipment is received with broken seals, or the numbers on the
seals do not match those on the advance notice of shipment.

(6) SECRET material shall be transmitted by a commercial messenger
service which has been granted a SECRET FCL and is engaged in the intra-
city/local area delivery (same day delivery only) of classified material
between cleared contractors, or between cleared contractors and a UA and/or
the U.S. Post Office., Transmission of COMSEC information and SENSITIVE
COMPARTMENTED INFORMATION will not be released to a commereial messenger
service without contracting officer approval.

(7) SECRET material shall be transmitted by such other methods
directed through specific instructions from the contracting officer or his or
her designated representative, because of special considerations or the nature
of the shipment (for example, explosives, high priority items, nuclear weapons
or direct shipments between military installatioms) 15/.

d. Method of Transmission of CONFIDENTIAL Material Outside a Facility
15/. Such material shall be transmitted by one of the following means within
and between the U.S., Puerto Rico, or a U.,S. possession or trust territory.
(1) One of the means established for SECRET in paragraphs c(l), (2),

(3), (4), (6), and (7) above 14/ may be used.

(2) U.S. Express Mall 16/ or U.S. Certified Mail for CONFIDENTIAL

material may be used. However, U.S. Registered Mail shall be used for trans-

15/ When a shipment by truck is contemplated for classified CM (CONFIDENTIAL
or SECRET), the contracting officer will issue specific shipping
instructions requiring a driver holding a final SECRET clearance in
addition to the military escort normally provided for such shipments.

16/ U.S. Express Mail is a premium mail service consisting of both programmed
and regular service. The service is intended for, but not limited to use
by, the business mailer or other large volume users of the mails. The
service is a high-speed intercity delivery system that usually can negate
the requirement to hand-carry CONFIDENTIAL material in cases of short
notice. Additional information 1s available through a local postal
customer service representative regarding the specific options that are

available. -
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mittal of such material between any of the following points: the CONUS,
Alaska, Hawaii, Puerto Rico, or a U.S. possession or trust territory.
Addresses may be obtained from the "Department of Defense Activity Address
Directory," DoD 4000.25-D (a reference copy is located at the CSO), or from
the ACO/PCO. A copy of the DoD 4000.25-D may be purchased from the GPO.

(3) A commercial carrier 14/ (air or surface) may be used only when
the size, bulk, weight, nature of the shipment, shipping costs, or escort
censiderations make the use of the foregoing methods impractical. The
commercial carrier must be authorized by law, regulatory body, or regulation
to provide the required transportation service and a determination must be
made by MIMC that the carrier has a tariff, government tender, agreement,
or contract that provides a 8SS. A FCL is not a requirement. The foregoing
information may be obtained from the contracting officers or their designated
representatives. In addition to the aforementioned coordination with the
contracting officers or their designated representatives, the contractor, as
consignor shall:

(a) utilize containers of such strength and durability as
to provide security protection to prevent items from breaking out of the con-
tainer and to facilitate the detection of any tampering with the container
while in tramsit; @

(b) indicate on the BL, "Signature Security Service
Required" -- in addition, the consignor shall annotate the BL to require

the carrier to notify the consignee immediately, if the shipment is delayed
en route for any reason;

(¢) dnstruct the carrier to ship packages weighing less than
200 pounds gross in a closed vehicle or a closed portion of the carrier's
equipmentt and

(d) notify the consignee (including a U.S. Govermment trans-
shipping activity) of the nature of the shipment, the means of shipment, and
the anticipated date and time of arrival by separate communication at least 24
iours in advance {(or immediately on dispatch if transit time is less than 24
hours) of the arrival of the shipment in order that the consignee may take
appropriate steps to receive and protect the shipment. This notification
shall be addressed to the appropriate entity in the same manner as provided
in paragraph 17k and not to an individual. Request the consignee (including
a military transshipping activity) to notify the consignor of any shipment
not received within 48 hours after the estimated time of arrival indicated by
the consignor. On receipt of such notice, the consignor shall fmmediately
request the carrier to trace the shipment and shall notify his or her €SO, in
accordance with paragraph 6a(l0), of the delay in the delivery of the classi-
fied material and the circumstances as known to the consignor. Subsequent
developments concerning the delayed shipment shall also be reported to the
CS0. A copy of the report shall also be submitted to the contracting officer
concerned or his or her designated representative, for forwarding to the MTMC.

e, Method of Transmission of SECRET and CONFIDENTIAL Material Outside
of Areas Enumerated in Paragraphs l7c and d. SECRET and CONFIDENTIAL material

shall be transmitted only under the provisions of the contract or with the
written authorization of the contracting officer.

17. 72
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material had previously been authorized for export under a State Department
license or letter, the contractor shall notify the contracting officer of the
classified material to be transmitted outside of the areas enumerated in para-
graphs ¢ and d above. A contractor shall not transmit classified material
directly to a foreign government or firm. The only exception to this would be
when a foreign government, with whom the U.S. has entered into a reciprocal
agreement pertaining to the filing of classified patent applications in the
respective countries, has authorized its U.S. patent agent to return its
foreign classified information directly to that foreign government. Except

as noted above, transmission shall take place between the contractor and a
designated U.S. Government representative for forwarding to the foreign
activity. This is known as transmission by government-to-government channels.
Transmittal arrangements shall be made by the CSO, when the foreign firm or
government has awarded a contract to the U.S. contractor. When authorized,
SECRET and CONFIDENTIAL material shall be transmitted by one of the following
means.

(1) SECRET and CONFIDENTIAL material shall be accompanied by a
contractor employee, courier or escort, who is cleared for access to the
classified information involved and who has been designated by the contractor,
provided: (i) the classified material is not transported across international
borders (this does not preclude use of regularly scheduled nonstop flights on
U.S. carriers between the U.S. mainland and Alaska, Hawaii, Puerto Rico, or
U.S. possessions or trust territories); (ii) time limitations do not permit
the use of U.S. Govermment channels; (iii) an appropriate courier or escort
authorization is issued to the employee; (iv) the transmission is begun and
completed during normal daytime duty hours of the same day and is by surface
means only and within the national borders of the country within which the
transmission takes place; and (v) the employee can comply with the specific
security dinstructions for the safeguarding of classified material involved;
that is, storage at a U.S. Government installation within the country
concerned. ‘

(2) SECRET and CONFIDENTIAL material shall be accompanied by a
. Government civil service employee or military person who is cleared for
ccess to the level of the classified information involved and who has been
designated by the contracting officer. (Appropriately cleared officers of
the Department of Navy, Military Sea Transportation Service Civilian Marine
Personnel, may also be designated ss escorts by the contracting officer.)
Foreign carriers may not be utilized, unless the designated escort has con-

tinuous physical control of the material being transported.

(3) SECKET and CONFIDENTIAL material shall be transmitted by
registered mail through U.S. Army, Navy, or Air Force postal facilities. If
the intended recipient is not authorized to receive classified material through
APQ channels, arrangements shall be made with an activity which is so authorized
to receive and hold the classified material pending pickup by the intended
recipient.

(4) SECRET and CONFIDENTIAL material shall be transmitted by U.S.
and Canadian registered mail with registered mail receipt to and from Canada
in accordance with instructions from the contracting officer and via a U.S. or
a Canadian government activity.
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(5) SECRET and CONFIDENTIAL material shall be transmitted by

Armed Forces Courier Service in accordance with specific instructions from the
contracting officer.

(6) SECRET and CONFIDENTIAL material shall be transmitted in
accordance with specific instructions from the contracting officer, whenever
the nature of the classified shipment does not lend itself to transmission by
any of the above methods. In such cases, the procedures for advance notice to
consignee, reporting of delayed receipt, and so on set forth in paragraph
c(5)(d) above apply.

£. Method of Transmission of TOP SECRET, SECRET, and CONFIDENTIAL
Material Within a Facility. This material shall be transmitted within a

facility by a responsible employee designated by the contractor who has been i

cleared for access to the category of classified information involved. Also,
a responsible subcontractor guard who is employed on a full-time basis at

the facility, possesses an appropriate PCL, and has been designated and
briefed by the contractor, may be utilized to transmit SECRET and CONFIDEN-
TIAL material. The classified material shall remain under the direct sur-
veillance of the designated individual at all times. This material may be
transmitted by electrical means over approved CRYPTOGRAPHIC communications
circuits with the prior written approval and in accordance with instructioms

of the contracting officer, or other approved circuits with the prior written
approval of the CSO.

* ¥ ¥ ¥ ¥ F

g. Ingpection of Classified Shipment. On receipt of a classified ship- o
ment, the consignee shall examine it to #nsure that there is no evidence of .

tampering (see paragraph 12e(2)). Evidence of tampering shall be reported to
the CSO in accordance with paragraph 6a(ll).

h. Protection En Route by Contractor Employees. When employees desig-
nated by the contractor are used to transmit or carry classified material,
the storage provisions of paragraph 14 shall apply at all stops en route to
destination, unless the material is retained in the personal possession of the
employee at all times. This involves constant surveillance by the employee
who is in a physical position to exercise direct security controls over the
The hand-carrying of classified material on trips that
involve an overnight stopover is not permissible, unless arrangements are made
in advance of departure for overnight storage of the hand—carried classified i
material im a U.S. Government installation or a cleared contractor's facility. '
Transmission or carrying of classified material shall not be authorized when
there is doubt as to whether the material can be properly handled and
protected, Additional special requirements for hand-carrying of envelopes
containing classified documents aboard commercial passenger aircraft are
contained in appendix X. These procedures, however, apply to classified
documents only. Instructions for hand-carrying classified hardware and other

bulky packages aboard commercial passenger aircraft shall be obtained from the
€SO on a case~by-case basis.

i. Additional Protection in Connection With Visits., When classified
material, other than TOP SECRET, is reguired on a visit, such material shall
be addressed by the contractor to his or her employee making the visit and R
shall be transmitted to the destination being visited, to be held for the i ?
employee, in accordance with paragraphs c(2) or d(2) above, This method S
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also shall be used for the return of the material. However, if contractors
determine that time limitations do not 'permit mailing materials required
during visits, they may authorize the employees concerned to carry the
classified material, subject to the provisions of paragraph h above. An
inventory of the material shall be made prior to departure and retained at
the control station. A copy of the inventory shall be carried by the
employee. Only that classified material absolutely essential to the purpose
of the vieit may be carried by the employee. On the employee's return from
the visit, an inventory shall be made of the material for which he or she

is charged. If, in connection with the purpose of the visit, classified
material is not returned to the facility, a receipt shall be obtained and the
transaction shall be recorded in the records of the control station, in
accordance with paragraph 12. However, should there be a need to leave
CONFIDENTIAL material at the facility visited, a receipt is not necessary,
except 1f otherwise required in accordance with paragraph 12.

J. COMSEC Information. Classified COMSEC information shall be
transmitted as prescribed in the "COMSEC Supplement to Industrial Security
Manual for Safeguarding Classified Information" (CSISM), DoD 5220.22-S-1.

k. Addressing Mail or Shipments of Classified Material. Except as
provided below, mail or shipments containing classified material shall be
addressed to the Commander or Head of the UA activity or installation
(Commander, Commanding Officer, Director, TO, or similar designation) or
to the cleared facility concerned, using the appropriate business name and
address, and not to an individual. This does not prevent use of office cecde
letters or numbers, or such phrases in addition to the address as, "“ATTN:
Research Dept.," or similar aids in expediting internal routing.

(1) wWhen it is considered desirable or appropriate to direct SECRET
or CONFIDENTAL material to the attention of a particular employee of a facility
or UA, other than to a consultant as prescribed below, the identity of the
intended recipient shall be indicated on an attention line on the inner con-
tainer or on an attention line placed in the letter of tramsmittal. If such
mail is to be delivered directly to the specified employee, a procedure shall
be established to ensure that all classified enclosures are promptly entered
into the facility's document control system in accordance with paragraph 12.

(2) when transmitting SECRET or CONFIDENTIAL material to an
individual operating as a cleared facility or engaged as a Type B or C
Consultant, or to any facility at which only one employee is assigned, the
contractor shall specify on the outer container: "TO BE OPENED BY ADDRESSEE
ONLY." Further, the outer container shall be annotated: "Postmaster —- Do
Not Forward, If undeliverable to Addressee, Return to Sender." Postal
regulations allow "Restricted Delivery" mail to be delivered to the addressee
or to an agent the addressee has authorized in writing tc receive "Restricted
Delivery" mail. In all such instances, only appropriately cleared personnel
shall be designated as agents for the addressee. Type C Consultants shall
make arrangements to ensure that all incoming U.S. Certified Mail, U.S.
Registered Mail, and U.S. Express Mail addressed to them in their capacity as
independent consultants 1s delivered unopened to them personally through their

employer's mail distribution system before entering it into their employer's
document control system,
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1. - RESTRICTED DATA and FORMERLY RESTRICTED DATA. RESTRICTED DATA and
FORMERLY RESTRICTED DATA shall not be transmitted or otherwise made available
to any regional defense organization or foreign government, except under the

provisions of the Atomic Energy Act of 1954, as amended, and in accordance
with instructions issued by the contracting officer concerned.

18. Reproduction. All reproductions of classified material shall be marked
or stamped with the same classification as the original. Only sufficient
copies necessary to meet operational requirements shall be prepared, and
reproductions shall be destroyed, if otherwise proper, as soon as they have
served their purposes. Reproduction of classified material shall be made only
on equipment specifically designated for the reproduction of classified
material. Rules governing the use of such designated equipment will be
conspicuously posted on or near the equipment. Further, appropriate warning
notices prohibiting reproduction of classified material shall be posted on or
near equipment used only for the reproduction of unclassified material.

a. Reproduction by Authorization Only. The contractor shall not make
nor permit to be made without prior written authorization of the contracting
officer, or his or her designated representative, any photograph or other
reproduction of TOP SECRET information, SECRET information (when specifically
prohibited), or CRYPTO information, regardless of classification, for any
purpose. However, i1f the contract is for a TOP SECRET, SECRET, or CRYPTO
report, then additional reproduction authority is mnot necessary. (See
paragraph 87a regarding restrictions on the reproduction of COSMIC TOP SECRET
information.) In addition, TOP SECRET and SECRET matlerial originated by the
DOE or its contractors may be reproduced only with the consent of the
originator or higher authority within the responsible DOE activity.

b. Reproduction Not Requiring Authorization. The contractor may
reproduce, without prior authorization of the contracting officer, non-
CRYPTO information classified SECRET (unless specifically prohibited) ox
CONFIDENTIAL, when such reproduction is essential to the:

(1) performance of the contract,

(2) preparation of a solicited or unsolicited bid, quotation, or

proposal to a UA of the U.S. Government or another authorized contractor for
U.S. Government work,

(3) correspondence in connection with the contract, and

(4) preparation of patent application to be filed in the U.S.
Patent Office. (This paragraph shall not be deemed to authorize the filing of

patent applications, and such applications shall not be filed, except as
specifically provided in the contract).

c.  Records. The contractor shall maintain a record of the number of
copies of all TOP SECRET, SECRET, and CRYPTO material, regardless of classifi-
cation, that is reproduced. Reproduction records shall be retained by the
contractor, for a minimum of 3 years for TOP SECRET, CRYPTO, or other special
access material and for a minimum of 2 years for SECRET, and shall be incor-
porated in the control station records required by paragraph 12.
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itd ing classified material, any
. Additional Markings. When reproduc .
additional marking shown on the original shall be shown on all reproductions

19. Destruction.

tor shall establish a
. Requirement for Destruction. The contrac
prongm for 2he review of classified material for th: purzzse ofwiiguzizg
olute m v hand at any given time.
an absolute minimum the quantity on
zgception of information listed in paragraph.b below, contractoiiczgalifter
destroy classified material in their possession as soon as prac s
it has served the purpose for which it was:

(1) released by the government,
(2) developed or prepared by the contractor, and
(3) retained after completion or termination of the contract.

b. Disposition by Specific Authorization. COSMIC TOP iEgiEge
material (see paragraph 85c(2)) shall not be destroyed, butds a e e
returned to the contracting officer ox hisioi hﬁrlieiigzzziro;zgronly "

d material sha e
tive. Accountable COMSEC classifie e,
riate government ©
truction is authorized in writing by an approp
iisai:cinstances where specific i{nstructions have been is§ued :y.theto be
contracting officer, such instructions will dictate the disposition

accomplished.

c Methods of Destruction. Classified material shall be d;stgoyed
be: ond.redognition so as to preclude reconstruction of the classi iit 4
inzormation in whole or in part. The dest:ruct::i.on},l which may bie iTasgi
£ the material that incorpora -
to those components or portions o e 2 ‘ e e on o
; hed by burning, melting, mu R
fied information, can be accomplis o oing
lping, disintegration, pu R
1 decomposition. 1In addition, pulp i
22e2§§2d&ing mZy be used for the destruction ol paper grgduciigh Miiziisbzf
d 1 1 i and & eguivpment used for suech, shal’ B¢
tion, other than burning, and the egqulp
i:;EESZd by’the €S0. Public incinerators may be used only ;ﬁthft?iogiizr
approval of, and under conditions prescribed by, the CSO. e fo
additional requirements pertain to destruction.

(1) If classified material is removed from theifacility for
destruction, it shall be destroyed on the same day it is removed.

(2) The equipment and methods used to destroy classifiei 2§2er1al
shall be inspected each time destruction is effected to ensure tha “
minimum requirements approved by the CSO are met. .

(3) When classified paper products are shredded, the re:igueiigzll
not exceed a size greater than 1/32 of 7n incg in Yidt:h(wiig 2h§i1 bzs.
inch in length,
jerance of 1/64 of an inch) by 1/2 '
ﬁizzm;gished in sufficient quantities of material, and types 3f EiﬁeZE to .
preclude réconétruction or recognition of the material being destroyed.

tions which apply to tke
The SPP shall include specific instruc .
method of giétructien, and shall incorporate instructions provided by the csa
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higher, special access information, or CRYPTO, regardless of classification,
d. Witness to Destruction. The destruction of classified material in accordance with paragraph 12f. When destruction does take place, the pro-
shall be accomplished by, or in the presence of, two employees of the ; visions of paragraph e above are applicable.
contractor who possess appropriate security clearances. One shall be a '§ iemed at a
responsible employee who has been briefed in the destruction provisions of g. Alternate Procedure. Where there i? only one employee ass %nil C
this paragraph, and who has been designated by the contractor to perform the facility and there is a need to destroy material, one or more of the fo gwlng
destruction. The other shall be a responsible employee or a subcontract alternate procedures shall be used for disposal of the classified material.
employee who is working on the premises of the contractor and who has been includ—
designated to witness the destruction of the classified material. However, ! (1) Return all classified material eligible for destruc%ion, Ectu
CONFIDENTIAL material, other than accountable COMSEC material, may be ‘ ing classified waste, to the contractor or UA for whom the classified work is
destroyed at the facility and witnessed by: (i) one responsible employee or . . being performed, or to another facility of the same MFO.
(ii) one responsible subcontractor guard who is employed on a full-time basis
at the facility, is under the supervision and direction of the FSO, possesses (2) Utilize the destruction facilities of another DoD contractor
an appropriate PCL, has been briefed in the destruction procedures, and has N or UA, provided that the individual granted use of such facilities retains Lot
been designated to perform and witness the destruction. ' " physical custody of the classified material and personally ensures its complete
destruction. To satisfy the requirements of paragraphs d and e above, ;n
e. Destruction Records and Certificates for TOP SECRET, SECRET, or '1 appropriately cleared employee of the contractor or UA providing the destruction
CRYPTO Material. When TOP SECRET, SECRET, =r CRYPTO material, regardless of : service may serve as a witmess to the destruction and sign the destruction
classification, is destroyed, the contraccor, in addition to maintaining ; certificate.
accountability records reflecting the destruction of such material, shall s
execute a destruction certificate indicating the date of destruction and i (3) Employ the destruction services of a subcontractor, vengog, ﬁr
identifying the material destroyed. The certificate shall be signed by both § supplier specializing in the destruction of classified material, provide tlft
the individual designated to destroy and the individual designated as a i the controls set forth in paragraph c above are observed and an appropriately
witness at the time the material is destroyed. Both individuals shall be { , cleared employee of another DoD contractor (T UA is present to witness the
required to know, through their personal knowledge, that such material was L e destruction, when required pursuant to paragraph d and e above.
destroyed. The contractor may, at his or her discretion, combine the J“”“ 1 g }
informatiorn required in the destruction certificate with tire accountability ﬂg ! T h. Magnetic Recordings.
records maintained in accordance with paragraph 12a. On request, a copy of R ’ '
the destruction certificate shall be sent to the contracting officer at the ! 2 (1) All classified information recorded on magnetic media sga%l be
time of destruction. Destruction records and destruction certificates shall g ; safeguarded and accounted for, according to the requirements prescribed in
be maintained at the control stations established under paragraph 12, and e ! this manual for the highest level of classified information ever recorded
shall be retained by the contractor for a minimum of 3 years for TOP SECRET, i : thereon.
special access, or CRYPTO material, regardless of classification, and for 2 § ] ai
veatrs for SECRET material. g (2) Wwhen the classified informatioqrrecor4¢d on magnetic media
: 9 4s itself regraded or declassified, the recording media shall be regraded,lin
f. Classified Waste. Classified waste shall be destroyed as soon as k i accordance with the provisions of paragraph 11d, and, except when complﬁte Yy
practical, in accordance with the provisions of paragraph c above. This v % declassified, safeguarded according to the requirements prescribed in this
applies to all waste material containing classified information, such as pre~ & § manual for the new level of classification.
liminary drafts, carbon sheets, carbon ribbons, plates, stencils, masters, ; ; di
stenographic notes, worksheets, and similar items. Typewriter and ADP ! S (3) Procedures for declassification of magnetic recording media
equipment ribbons used in transcribing classified material shall be Rt ' are contained in paragraph 116.
safeguarded in the manner appropriate for the classification category 2 3
involved, until the ribbon is cycled through the typewriter or printer a suf- oL
ficient number of times to obliterate information contalned thereon. Normally a :
this can be accomplished if the ribbon is completely overprinted five times in
all ribbon typing or printing positions. Any ribbon which remains substan~ : g
tially stationary (that is, receives at least five consecutive impressions) ‘ i
shall be treated as unclassified. CONFIDENTIAL waste, except waste containing T
CRYPTO or other special access information, may be destroyed by one employee : &
or one responsible subcontractor guard pursuant to the provisions of paragraph f f
d above. Pending destruction, classified waste shall be safeguarded in accor-
dance with paragraph 14. Receptacles utilized to accumulate classified waste R
shall be clearly identified. If not promptly destroyed, accountability shall N ; i
be established over that material containing information classified SECRET or { : Rt
’ i 79 19.
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DoD 5220.22-M

Section III. SECURITY CLEARANCES

20. General.

a. An individual shall be permitted to have access to classified
information only when cleared by the U.S. Government or by the contractor, as
specified in this section, and the contractor determines that access is neces-
sary in the performance of tasks or services essential to the fulfillwent of a
contract or program; that is, the individual has a need-to~know (see paragraph
3bg). The contractor shall limit the numher of personnel processed for clear-
ance to the maximum extent possible consistent with contractual obligations.

b. To be eligible for a PCL, the following age must have been attained.

Years
For CONFIDENTIAL..civeveccnsvaoesns 16
For SECRET or TOP SECRET..eesezecen 18

c. A PCL granted by the DoD, or by a contractor as specified in this
section, is valid for access on a need-to-know basis to all classified defense
information at the same or lower category, except for the following.

(i) Contractor—-granted CONFIDENTIAL PCL's are not valid for
access to RESTRICTED DATA, FORMERLY RESTRICTED DATA, COMSEC information (see
DoD 5220.22-S-1), SENSITIVE COMPARTMENTED INFORMATION (see paragraph 75), ACDA
classified information, NATO information (see paragraphs 85 and 86) (however,
a contractor-granted CONFIDENTIAL PCL is valid only for access tc NATO
RESTRICTED 4nformation), or to meet the PCL requirement as a prior conditiom
for certification to fill a Critical or Controlled Position under the Nuclear
Weapon PRP (see paragraph 3bi).

(ii) Interim SECRET or interim CONFIDENTIAL PCL's are not valid
for access to RESTRICTED DATA, NATG, or COMSEC; and SENSITIVE COMPARTMENTED
INFORMATION (however, interim TOP SECRET PCL's are valid for access to
RESTRICTED DATA, NATO, COMSEC, and SENSITIVE COMPARTMENTED INFORMATION at
the SECRET level and below).

(iii} Access under reciprocal clearances is limited as set forth in
paragraph 3lc.

(iv) PCL's granted to immigrant aliens are not valid for access
to NATO classified information, COMSEC information, or SENSITIVE ‘COMPARTMENTED
INFORMATION. In addition to a final security clearance granted by the DoD,
specific authorization of the UA is required for access to SENSITIVE COMPART-
MENTED INFORMATION.

d. Personnel shall not be cleared for access to classified information of
a higher level than the clearance of the facility at which they are employed,
except for:

(1) Type A Consultants, as provided in paragraph 68, and
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(2) employees of a MFO who are physically located at an uncleared
facility or a facility with a lower level of clearance, who require access
to a higher category of classified information exclusively in connection with
the performance of duties at another cleared facility or at a U.S. Government
installation; or who are transferred to an uncleared facility or to a facility
with a lower level of FCL within the MF0Q, provided the contractor desires to
retain the LOC at the higher level, so it will be available in the event the
individual is transferred back to a facility at which the clearance will be
needed. A PCL granted under this authority shall not be of a higher level than
the FCL of the HOF of the contractor, and the LOC will be issued or forwarded
to the HOF or to the PMF, as appropriate. If the contractor elects to have
the LOC retained at a PMF, in accordance with paragraph 26k, PCL's granted to
personnel located within the geographical or functional area of responsibility
assigned to the PMF shall not be of a level higher than the FCL of the PMF.

e. All personnel assigned the duty or entrusted with the responsibility
of safeguarding classified material shall be cleared at the same level as
the facility to which they are assigned, except that such personnel will be
required to have a TOP SECRET PCL only if the person's duties require that he
or she has access to, or possession of, TOP SECRET information, or is exercis-
ing control over TOP SECRET areas, as prescribed by paragraph 34. This rule
shall apply to personnel whose duties involve the safeguarding of classified
material whether they are acting as guards in addition to other regularly
assigned functions (guards required by paragraph 34 shall not be assigned
additional functions which will interfere with their protective duties);
employed by the contractor for the primary purpose of serving as a member
of the police, guard, or protective force of the facility; or employees of a
firm awarded a contract to furnish police, guard, or protective services at
the cleared facility.

f. The fact that a contractor has qualified for and has been granted
a FCL shall not be used for advertising, promotional purposes, or in the
recruitment of employees. Employment advertisements shall not state or imply
that a PCL is a condition or prerequisite for employment. Reproduction in any
manner of the DIS FL 381-R, furnished to the contractor by the U.S. Govern-
ment, shall not be made, except for the necessary records of the contractor
or unless requested by competent U.S. Government authority. Further, the
reproduction in any manner of a LOC or security assurance furnished by the
government to the contractor for his or her employee shall not be made, except
for necessary records of the contractor, or unless requested by competent U.S.
Government authority. A copy of the LOC or security assurance shall not be
furnished the employee named on the DIS FL 381-R for any purpose whatsoever,
nor shall the employee be given any other written notification of the granting
of a LOC or security assurance. However, this does not preclude the issuance
of a color-coded identification card or badge to reflect the level of PCL in
accordance with paragraph 8.

g. When DISCO determines that it is unable to meet the full investiga-—
tive requirements for the level of PCL requested, the contractor shall be
advised that such PCL cannot be granted because of such inability, and the PCL
action shall be discontinued.

h. Unless administratively terminated, suspended, or revoked by the
DoD, the clearance of an employee shall be effective so long as he or she is
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continuously employed by the contractor, and during any period of reemployment
by the contractor which commences within 12 months after the cessation of
prior period of employment, provided DISCO is notified of the reemployment, in
accordance with paragraph 6b(2). However, 1f the employee no longer has or
requires access to classified information and no requirement fcr such access
is anticipated in the foreseeable future, the PCL can be administratively
terminated by ¢omplying with paragraph 29. In addition, when an employee is
granted a leave of absence, it shall not be comnsidered as an interruption or
discontinuance of employment, provided it does not exceed 1 year. When the
leave of absence granted the employee exceeds ! year, the termination date
reported in accordance with paragraph 6b(2) will be the first day of the leave
of absence.

i. In all cases in which a contractor furnishes copies of board minutes,
certificates, or other records, such records shall be on company letterhead or
identified by typing the contractor's name and address and, in addition, they
shall indicate the date of submission.

J. As a general rule, a contractor may be issued only one LOC for each
cleared employee. However, in the case of an individual who, pursuant to
paragraph 22, is required to be cleared in connection with the HOF FCL and who
has his or her primary place of work at another facility of the MFO, a LOC
may be issued to both facilities.

k. Requests for PCL's of personnel required to be cleared in connection
with a FCL, as prescribed by paragraph 22, who are also RFI's, shall be sub-
mitted to the CSO. All other requests for PCL's of employees who are RFI's
shall be submitted to DISCO. RFI's (see paragraph 3bw) are not eligible for
PCL's if:

(1) the foreign interest involves a Communist country or a citizen,
firm, or other entity of a Communist country; or

(2) their work as RFI's could create a potential conflict of interest
situations vis-a-vis their work for the contractor, if PCL's were issued for
them (a potential conflict of interest situation is considered to exist when
an individual's technical or scientific endeavors on behalf of a foreign
interest are similar to his or her technical or scientific endeavors on behalf
of the U.S. contractor; for example, the iIndividual is performing services as
a consultant to a foreign government and to a contractor involving the same
general scientific or technical discipline); or

(3) they are not U.S. citizens or U.S. nationals. This general
exclusion is not applicable to iIndividuals who are eligible for or have been
previously granted a reciprocal clearance, in accordance with the provisions
of paragraph 31.

Decisions as to whether an individual is eligible for a PCL pursuant to
paragraph (1), (2), or (3) above are made by DIS. With the exception of
the foregoing, RFI's are eligible for consideration for PCL's, provided
they submit statements explaining fully their foreign comnections. The
statement should identify the foreign entity. If it is a business enter-
prise, the statement should explain the nature of the business and to the
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extent possible, details as to its ownership, including the citizenship of
the principal owners or blocks of owners. The statement should fully explain
the nature of the relationship between applicant and the foreign entity and
indicate the approximate percentage of the applicant’s time devoted to the
interest of the foreign entity. In addition, the statement shall incorporate
the provision that the applicant recognizes his or her special responsibility
to protect classified information from disclosure to any unauthorized personm,
foreign or domestic. Two copies of the statement described above shall be
included with each request for an initial PCL, transfer of PCL, concurrent
PCL, or conversion of clearance. In those cases where an individual who is
cleared (or is in the process of being cleared) becomes a RFI, the contractor
shall submit a written report, in accordance with either paragraph 6a(4) or
6b(5). This report shall include the statement described above. In those
cases where a RFI is required to be cleared in connection with a FCL pursuant
to paragraph 22, the provisions of paragraph 22f are applicable, in addition
to the provisions of this paragraph.

1. Foreilgn nationals are not eligible for a PCL, except that reciprocal
clearances may be granted in accordance with paragraph 31.

m. Except for short-term visits (not in excess of 90 consecutive days
during any 12-month period) residence or the assignment of a cleared immigrant
alien outside the U.S., Puerto Rico, Guam, or the Virgin Islands negates the
basis on which the LOC was issued, and it shall be administratively terminated
without prejudice by DISCO on receipt of notification of such residence or

assignment (see paragraph 6b(6)). <4

n. Persons not eligible for PCL under the provisions of this section
shall be granted access to classified information only as specifically
authorized in writing by a UA. The granting of such access is beyond the scope
of the DoD Industrial Security Program, and all necessary imstructions will be
provided by the UA concerned.

o. When an interim PCL has been granted and derogatory informatiom is
subsequently developed, DISCO may withdraw the interim PCL pending completion
of the processing which is a prerequisite to the issuance of a final PCL.
When an interim PCL for am individual who is required to be cleared in
connection with the FCL pursuant to paragraph 22 is withdrawn, the interim
FCL will also be withdrawn, unless action is taken to remove the individual
from the position requiring PCL. Withdrawal action is not a denial or
revocation of PCL and is not appealable.

20.1  Immigrant Aliems. In rare circumstances, when an immigrant alien
possesses special expertise and it is determined by the U.S. Government that
it 1s in the national interest to issue a PCL at the SECRET or CONFIDENTIAL
level, a PCL may be obtained if the alien states in writing his or her
intention to become a U.S. citizen as soon as becoming eligible to do so.
Requests for authorization to submit a PCL application for an immigrant alien
must be addressed to the contracting officer for approval. The request must
include appropriate justification as to the specilal expertise that warrants
this significant exception. After approval has been obtained from the
contracting officer, the request for PCL may then be submitted as provided for 2
in paragraph 26. Interim PCL's are not authorized for immigrant aliens. (
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21. Facility Security Clearances.

a. Procedures for Processing. A FCL is an administrative determination
that a facility (see paragraph 3ak) is eligible from a security viewpoint for
access to classified Information of the same or lower classification level as
the clearance being granted. FCL's shall not be granted to contractor activi-
ties located outside the U.S., Puerto Rico, or a U.S. possession or trust
territory. FCL's may be granted only to contractors organized and existing
under the laws of any of the fifty states and Puerto Rico. Contractors
organized and existing under the laws cf a U.S. possession cor trust territory
may not be processed for or granted a FCL, unless prior approval is received
from the Deputy Director (industrial Security), HQ DIS. The CSO assigned
responsibility for the geographic area in which the facility is located (see
appendix VIII) will advise the prospective contractor of the actions required
for the prucessing, the issuance, and the continuation of a FCL. In connec-
tion with the issuance of a FCL, PCL's must be granted to certain management
personnel as prescribed in paragraph 22, In addition, the contractor shall
execute a DD Form 441, or, where appropriate, an "Appendage to Department of
Defense Security Agreement” (DD Form 441-1) and a "Certificate Pertaining
to Foreign Interests" (DD Form 44ls). In the case of a MFO, where more than
one facility is covered by the DD Form 441 or DD Form 441-1, the contractor
shall furnish a copy of the DD Form 441 with DD Form 441-1, when appropriate,
to each facility covered under the agreement and to the CSO of each covered
facility. . Before a contractor is eligible for custody of classified informa-
tion, he or she shall, in addition to having a FCL, have storage capability
as prescribed in paragraph 14 and be prepared to apply such other safeguards
as prescribed by this manual. Classified information which is of a higher
security classification than the contractor's FCL may not be disclosed to the
contractor.

b. Licensing, Patent, and Trade Secret Agreements. Licensing, patent,
and trade secret agreements with a foreign entity may render a contractor
ineligible for a FCL, unless appropriate procedures are established in the
facility's SPP to ensure that such agreements will not jeopardize the security
of classified information, which is entrusted to the contractor. In this
connection, attention is directed to the State Department's ITAR, in particu-
lar, parts 124 and 125 thereof. This regulation provides, inter alia, that
before the execution of any license agreement envisaging the transmittal
abroad of classified U.S. military information, it must first be submitted
to the Department of State for review and approval, and that prior to any
approval of such agreement, the release of the classified information involved
must be approved by the cognizant U.S, military department and the DoD under
established procedures.

c. Foreign Ownership, Control, or Influence (FOCI). Facilities which
are determined to be under FOCI are not eligible for a FCL. Agreements with
a foreign interest may make a contractor ineligible for a FCL. Execution
of a DD Form 441s, in accordance with instructions set forth in appendix I,
paragraph L, is required in connection with a determination of the degree, if
any, of FOCI. The contractor must execute a new DD Form 441s whenever there
is any change in the information previously submitted. It is not necessary to
repeat answers on the new DD Form 441s, which have not changed. In addition,
when any question on the DD Form 441s has been answered affirmatively, a new
complete DD Form 441s must be submitted every 5 years from the date of the
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last change submitted. If no changes have occurred, so state. Any investor
who has acquired a direct or indirect beneficial ownership interest of 5
percent or more of any class of stock of a registered company, or any investor
who plans to make a tender offer to purchase securities, which is reasonably
expected to result in such an ownership interest, is required to file a Sched-
ule 13 D report with the SEC, with the company whose securities are involved,
and with any national exchange on which the securities may be traded. If the
acquisition will result in the submission of a revised DD Form 441s, and the
contractor has received a Schedule 13 D from the investor, a copy of the

Schedule 13 D will be forwarded with the DD Form 441s or, if appropriate, with N

the report (notification letter) required by paragraph 6a(4)(f). A new DD
¥orm 441s shall also be executed by the contractor whenever advised that the
form is required for an official purpose. It is the contractor's responsi-
bility to provide complete information to ensure that the degree of FOCI to
which the facility may be subjected is fully explained so that the U.S.
Government can ascertaln that the security of the classified information in
the possession of the contractor will not be jeopardized.

22. Personnel Clearances Required in Comnection with Facility Clearances.

Certain individuals, as described below, must be processed for clearance *
in connection with FCL's. As a related matter, unless notified by the *
CS0 that such determinations are not required, individuals other than those *
described below, who exercise control over the management of the facility *

through stock ownership, proxy voting rights, majority ownership of securi-
ties, or by some other method control the management of the facility and
affect the appointment and tenure of officers, directors, or primcipal aa
supervisory management persomnnel of the facility, shall be processed for a b
determination of clearance eligibility by the CSO in cornection with the FCL.

Sl

a. Corporations, Associations, and Nonprofit Organizations. Except #*
as provided for below, the following individuals are required to be cleared *
in connection with, and at the level of, the FCL. *

(1) The chairman of the board and all principaljofficers, (see *

paragraph 3bj) must be cleared. *
(a) Other officers lj, who shall not require access to % *
classified information in the conduct of the organization's business and who *
do not occupy positions that would enable them to affect adversely the * .
organization's policies or practices in the performance of classified *
contracts, are not required to be cleared, provided the organization *
complies with the provisions 'of paragraph e below.  or *
(b) Other officers who require access to classified , *
information in the conduct of the organization's business, but at a lower *

level than that of the FCL, may be cleared with a U.S. Government granted *

1/ A11 officers, as defined by paragraph 3bj, are considered OODEPs of an *
organization, but mnot all OODEPs occupy positions required to be cleared in *
connection with a FCL. *

i
o
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PCL at the lower level, provided they do not occupy positions that would %
enable them to adversely affect the organization's policies and practices in *
the performance of the higher level classified contracts, and the organiza- *
tion complies with the provisions of paragraph e below. *

(2) All directors must be cleared, unless one of the following
options is elected.

(a) Directors, who shall not require access to classified in-
formation in the conduct of the urganization's business and who do not occupy
positions that would enable them to affect adversely the organization's poli-
cies or practices in the performance of classified contracts, are not required
to be cleared, provided at least a legal quorum of the board of directors or
similar executive body shall be cleared. If the corporation or association
conducts meetings with a pro tem chairman or by a rotating chairmanship, all
board members who are eligible for or who could sit as board chairman shall be
cleared, and, with respect to all uncleared directors, the organization shall
comply with the provisions of paragraph e below.

(b} If the board has seen fit to delegate certain of its duties
and responsibilities to a legally constituted executive committee, all members
ef this committee shall be cleared. Other directors are not required to be
cleared, provided the committee has full executive authority to exercise
management control and supervision for the corporation, including responsi-
bility over all matters involving the security of classified information in
the possession of the organization, and provided further, with respect to all
uncleared directors, the organization complies with the provisions of para-
graph e below. If required, directors who are not members of this executive
committee may be cleared, but only at the same level as the FCL and when this
i1s done, paragraph e below would not be applicable. Two copies of the board
of director's resolution delegating this authority to the committee shall be
furnished to the CSO.

(3) Executive personnel (see paragraph 3aj) must be cleared. The
management official in charge at the facility and the FSO shall always be
cleared in connection with the FCL.

(4) A current list of all OODEPs shall be maintained by the
facility, with a copy furnished to the CSO. The list shall designate by
name those individuals granted a LOC, those who are being processed for a
PCL, and those who have been excluded from access to classified information
pursuant to the provisions of paragraph e below. Such lists shall be signed
by an OODEP of the corporation. ‘

¥ % N ¥

b. Sole Proprietorships. The following individuals are required to
be cleared in connection with, and at the level of, the FCL. *

%

(1) The owner must be cleared.
(2) All officers, if applicable, must be cleared,

(3) Executive personnel (see paragraph 3aj) must be cleared,  The
management official in charge at the facility and the FSO shall always be
cleared in connection with the FCL.
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(4) A current list of all OODEPs shall be maintained by the sole # e : pursuant to the provisions of paragraph e below. Such lists shall be signed %
*
proprietorship and the CSO. The list shall designate by name those indi- * by & partner or executive persomnel of the partmership. ‘
viduals granted a LOC, those who are being processed for a PCL, and those * d C ‘s
¢ . olleges and Universities. Except as provided for below, the %
‘ *
e e e iy e ot o0 e . follaring odivitoate wxe Tersined o be clesred in comeciion wish, wnd st *
oW, ! he level of L. *
of the sole proprietorship. * ? the level of, the FC i
The chief ' ' ./
c. Partnerships. Except as provided for below, the following indi- % ; @) e chief executive officer must be cleared .
. . N > * Ji
v;du;éi are required to be slegred in connection with, and at the level of, | P, (2) Those other officers or officials who are specifically and
the * . ! properly designated by action of the board of regents, board of trustees,
(1) ALl 1 ¢ st b ledred * f board of directors, or similar executive body, in accordance with the
general partners mua‘ € c.edred. institution's requirement, as the managerial group ‘having the authority and
‘ . ’ responsibility for the negotiation, execution, and administration of UA
(2) ALl other partmers must bf cleared. * ' contracts, shall be cleared. The institution shall furnish the CSO a copy of
; (a) Partuers,. othor than heneral partaecs, who do 2ot . such designation of authority, from which the particular officers who are to
’ \
require access to classified information in the conduct o% the organiza- * be processed in connection with a FCL can be determined, and thereafter,
tion's business and do not occupy positions that would enable them to * c?ing;; shall beliurnished as they occuf. If this requirement is not met, x
' *
affect adversely the organization's policies or practices in the perform- * all officers shall be processed for PCL's in cpnnection with the FCL,
ance of classified contracts, are not required to be cleared, provided the * !
organization by official action of the general partners complies with the * § of the foligiinAli E;g;zt;; Z;:izzss’ or directors must be cleared, unless one
provisions of paragraph e below. or k { § ©°p '

. N . ? ; (a) Regents, trustees, or directors, who shall not require
access to ol F?; dP;r;n:;séiofh:; tgzncgzgeziloga:;:ezi’azgzaiingzer : D 4T access to classified information in the conduct of the institution's business
business §u§S:t aelOWZroleseloéhan that of zhe FCL, ma ge cleared with a % g o and who do not occupy positions that would enable them to affect adversely the
U.S Gov;rnment granted PCL at the lower level pro;ideg they do mot occupy * ‘£ i Vé - institution's policies or practices in the performance of classified contracts,

eos ¥ 2 . e i are not required to be cleared, provided at least a legal quorum of the board
positions that would enable them to adversely affect the organizations poli-~ *
cies and practices in the performance of higher-level classified contracts, *#* of regents, board of trustees, board of dir?ctors, or similar executive body
and the partmership. by official action of the pemeral partners. complies * shall be cleared, and, if the college or university conducts meetings with a
i¢h th P {oi P fY h e bel g P ’ P * pro tem chairman or by a rotating chairmanship, all board members who are
wi ¢ provisions of paragraph e below. eligible for, or could sit as, board chalrman shall be cleared. With respect
(3) If the partnership has seen fit to delegate certain of its * to all uncleared regents, trustees, or directors, the institution shall comply
ith th i £ h low.
duties and responsibilities to a legally constituted executive committee, * v e pro?is ons of paragraph e below
all members of this committee shall be cleared in connect¢ion with the FCL, * (b) If the board has seen fit to delegate certain of its duties
gi:g::; pﬁizngiiyw:z :ﬁ: Zgiemizszzsazftﬁziicixecgzﬁzg‘§§§m§;§§§t§3z zsm : and responsibilities to a legally constituted executive committee, all members
1 . - - :
aittee member gencral partners may be excluded, provided the comitiee nas ¥ of thls somiias shall bo clasred. Soher Topstcs, trustess,, ot dlnecters
- N . 3
i;il :ﬁiﬁZE:Z: auzggrlsztﬁor::ezzis:omigzggmizzegonzizieizd iﬁzezzi:igzaﬁzin : . K authority to exercise management control and supervision for the institution,
compgies with zﬁe rgvisions o? aragraph e below P Two cd,ies of %he art— % including responsibility over all matters involving the security of classified
nership's resolutign delegatin i;is aughorit to.the commgttee chall ge * information in the possession of the institution, and provided further, with
furnisged to the SO Thg resglution shall sgecify which partners are * 1o respect to all uncleared regents, trustees, or directors, the institution
excluded from access to all classified information, and which partners are * ) ; zz:ztisis?%iﬁotz:epigzi:tggzrgfo?azﬁgzag:eiu::i:wéomiiﬁizzsjms;uﬁzeiiéagzd
3 - ’ b ]
excluded from access to higher-level classified information, as appropriate. # but only at the same level as the FCL and when this is done paragraph e below
‘ would not be applicable. Two copies of the board of directors' or similar
FSO shali (g) Th; maﬁagemznz officialiin c@aggehof the facility and the : executive body's resolution, delegating this authority to the committee shall
shali always be cleared in connection with the FCL. o be furnished to the CSO. :
(5) A current list of all OODEPs shall be maintained by the % : & ( ~
i . » c) If the board has seen fit to delegate all of its duties
gsr;:§zszig;ewiﬁgisigzgzsfg;ziiZEdatgoéhefgzgé wggeaizsieigzlirgzziizztgor . : o L and responsibilities pertaining to the protection of classified information
y = ; 27T
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&
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to a managerial group comprised of officers or officials of the college or i‘ f o? directors, partnership, board of regeat
university, and, if because of this delegation the board will not be in a i ! tive body. Two copies of such minutesg aai’dor trustees, or similar execu—
position to affect adversely the performance of classified contracts, the : B address of the facility, shall be furn:ishede and identified by the name and *
board may exclude itself from the requirement for its members to be processed ! to the to the CS0. *
for a PCL by .complying with the provisions of paragraph e below. Election of ; ! (3) In the event the
this alternative will not preclude a regent, trustee, or director from being § i both of the above, as applicableorgiiiiigion does not comply with one or *
processed, for a PCL, if such clearance is necessary in connection with the ; i regents, or trustees ghall be pr;cessed £ cers, directors, partners, *
individual's duties other than in the capacity of a regent, trustee, or § ' OT a PCL at the level of the FCL.
director. However, in such cases the PCL shall be at the same clearance ; ! £. Representative of akF .
level as the FCL. Two copies of the resolution by the board of regents, . é g o 3bw) is required to be cleared i;eiggninzireSt: When a RFI (see paragraph
trustees, directors, or similar executive body excluding the board members : b been excluded in accordance with para rc hon Nooh @ FCL, and the RFI has not
from access to classified information and delegating such authority to the i ‘ shall apply. graph e above, the following procedures
managerial group shall be furnished to the CSO. : ; .
, s j (1) When the statem
(4) Executive personnel must be cleared. The management official { f ted, official notice of its ex:EStisgui;eglby paragraph 20k has been execu-
in charge of the facility and the FSO shall always be cleared in connection ; organization's minutes by the board ofsii be made a matter of record in the
with the FCL. ; . Two copies of the minutes shall be furn;siggtgiz SEOSimilar executive body.
(5) A list of OODEPs shall be maintained by the college or uni- * % ;j (2) Failure to obtain a PCL fg
versity and the CSO. The list shall designate by name those individuals * v i:f the facility ineligible for clearance dr, or to exclude a RFI, shall make
granted LOC's, those who are being processed for PCL's, and those who have * ! A tratively terminated by the CS0. su han any existing FCL shall be adminis-
been excluded from access to classified information, pursuant to the pro- * j - : c¢h action is not appealable.
visions of paragraph e below. -Such lists shall be signed by an OODEP of the #* % ; (3) 1In those cases whe
_ j re
Coficee o tasversisy : | i che s hecones s R e eocine ST e 38 elenced fo comoction
‘ AR R agraph 6a d), in additi € report required b
e v : i
e. Exclusion Procedures. This paragraph applies to those officers, * ﬂ § b i ~f§‘ ’ on to the actions prescribed in this paragraph, Y
directors, partners, regents, and trustees who, pursuant to the provisions * S ?f - 23. Security Clearance of Negotiator
set forth above, can be excluded altogether from the requirement for a PCL, # !; designated by the contractor as bein 2 g Botdators (see paragraph 3bh)
or who can be excluded from higher-level access by virtue of possessing a * . preparation of a bid or quotation mag ;equired to participate in the
PCL at a level below that of the FCL. In order to invoke these exclusion * 2 but not as a part of, the FCL. A FCE ie processed for PCL's concurrent with,
procedures, the organization by formal action of the board of directors, all #* ;g tiators, and changes in negotiators sh i1n0t dependent on the PCL of nego-
general partners, or similar executive body shall affirm the following, as * ?é Subsequent to the issuance of a FCL n: otzot affect the status of a FCL.
appropriate. , * 3& the normal manner prescribed by Par;gragh 2Zlf:ors are processed for PCL's in
(1) Such officers, directors, partners, regents, or trustees %? 24, Security Clearance of Add
(designated by name) shall not require, shall not have, and can be effec~ ;; personnel who are required to bitii:al §e§80nnel. Except in the cage of
tively excluded from access to all classified information in the possession 34 Prescribed by paragraph 22, and ne 0:;3 N connection with a FCL as
of the organization. They also do not occupy positions that would enable ;f contractor shall not initiate PCL gctiators s prescribed in paragraph 23, the
them to adversely affect the organization's policies or practices in the i, granted. Contractor employees, other gg o hoployees until a FCL has been
performance of classified contracts or programs for the UA's. This action - %f the provisions of paragraphs 25 23, 27 aglthose ¢leared in accordance with
shall be made a matter or record in the organization's minutes of the board * ;; whose access to classified info;matio i o ale (Category visitors),
of directors, partnership, board of regents, or trustees, or similar execu- * 5} classified contract, shall be clearedn § essential in the performance of a
tive body. Two copies of such minutes, dated and identified by the name * . g'f s as specified below,
and address of the facility, shall be furnished to the CSO0. * évf a. Clearance by the DoD.
(2) Such officers or partners (designated by name) sghall not * ng (1) 'DoD shail grant PCL's for U.S
require, shall not have, and can be effectively denled access to higher- * 3 g tractor who: -5. citizen employees of the con-
level classified information (specify which higher level(s)) and do not * i
occupy positions that would enable them to affect adversely the organi- * i (a) require a
zation's policies or practices in the performance of higher-level classified * . §-§ SECRET, or to any COMSEC infoﬁszgiozo information classified TOP SECRET 2/ or
contract. (specify higher level(s)) or programs for the UA's, This action * §’j COMPARTMENTED INFORMATION, RESTRICTEB ;Z%zrdl%ss o classification, SENSTTIVE
shall be made a matter of record in the organization's minutes of the board * o P ' » o FORMERLY RESTRICTED DATA;
({ 7 Lo
é,g (Footnote 2/ is on the following page.)
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{b) are employed by a college or university;

(¢) require access to NATO information classified CONFIDENTIAL
or higher as described in section XI;

(d) require access to ACDA classified information;

(e) make determinations to grant access authorizations, in
accordance with paragraph b below;

(f) are RFI's; or

(g) require security clearance as a condition of the Nuclear
Weapon PRP for duties in Critical and Controlled positions under the Nuclear
Weapon Security Program (see paragraph 3bi).

(2) DoD shall grant PCL's for immigrant alien employees of the
contractor, when approval has been obtained from the contracting officer, as
provided for in paragraph 20.1. The request for clearance submitted to DISCO
(or to the CSO in the case of OODEPs) must include the PCO's authorization for
clearance and a statement from the alien of his or her intention to become a
U.S. citizen as soon as becoming eligible to do so. Immigrant aliens may be
cleared for access to SECRET or CONFIDENTIAL. Clearances granted to immigrant
aliens are not transferrable, except in the case of a MFO. They are not
eligible for access to SENSITIVE COMPARTMENTED INFORMATION, COMSEC, NATO
information (see paragraphs 20c, 75, 76, and 86), or for performance of duties
in Critical or Controlled positions under the Nuclear Weapons Security Program
(see paragraph 3bi). Moreover, immigrant aliens are not eligible to be
processed for DoD clearances at the TOP SECRET level.

(3) DoD shall grant PCL's for employees of contractors whose
applications for clearances are referred to DISCO, according to paragraph b(4)
below.

b. Clearance by the Contractor. Employees of the contractor not
covered by paragraph a above, who are U.S. citizens and who require access to
information classified no higher than CONFIDENTIAL, shall be cleared by the
contractor, as prescribed below. Such clearances shall remain valid, unless
otherwise revoked, within any facility of the same organization, so long as
the individual continues in the contractor's employment. Howevef, if the
employee no longer has or requires access to classified information and no
future requirement for such access is anticipated in the foreseeable future,
clearance can be administratively terminated by complying with paragraph 29.
The contractor is not authorized to grant an interim CONFIDENTIAL clearance.
Contractor-granted CONFIDENTIAL clearances are not valid for access to

2/ When a TOP SECRET clearance is requested, DISCO will automatically issue a
~ 1L0C for SECRET when the investigation necessary for PCL at the SECRET level
has been completed with satisfactory results. . That LOC will subsequently
be superseded by a LOC for TOP SECRET when the required additional

investigation is completed.
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RESTRICTED DATA, FORMERLY RESTRICTED DATA, COMSEC information, SENSITIVE
COMPARTMENTED JINFORMATION, ACDA classified information, or NATO information,
except for NATO RESTRICTED information,

(1) The clearance shall be based on the contractor's determination
of the following.

(a) The employment records of the employee are in order.

(b) The "Application and Authorization for Access to Confidential
Information (Industrial)," DD Form 48-2, executed by the employee indicates
that: (i) the employee i1s a U.S. citizen and not a RFI; (ii) the information
furnished in item 8, if any, does not reflect that a PCL has been suspended,
denied, or revoked in his or her case.

(¢) The individual is a U.S. citizen, Verification of U.S.
citizenship shall be accomplished by the contractor by sighting documents
described in appendix XII. If the required documentary evidence 1s not
immediately obtainable, the contractor may grant the CONFIDENTIAL clearance
after having explained to the employee that the clearance is conditional,
based on submission of the necessary documentary evidence as soon as possible,
but, in any event, no later than 90 days. If the employee does not produce
the necessary proof of U.S. citizenship within 90 days, the contractor shall
withdraw access pending the presentation of proof of citizenship.

(d) There is no information known to the contractor which would
indicate that the employee's access to classified information is not clearly
consistent with the national interest,

_ (2) When the response to item 7 indicates that the applicant has
applied for or received a previous PCL, and there is no indication in the
applicant's response to item 8 that a prior PCL has ever been suspended, denied,
or revoked, the contractor may grant the CONFIDENTIAL clearance, 1f otherwise

appropriate. However, a copy of the DD Form 48-2 shall be sent to DISCO for a
check of the PSCF.

(3) Before individuals sign the DD Form 48-2 they should read the
certification statement. After they sign it in the presence of a witness, the
witness shall affix his or her signature and address.

(4) VWhen the determination required in paragraph (1) above cannot be
made, or if the employee will not sign the DD Form 48-2, the contractor shall
forward the application for CONFIDENTIAL clearance, togetaer with the forms
prescribed in paragraph 26c, to DISCO for appropriate action.

(5) An affirmative answer to item 11 or an answer to item 12
indicating that the applicant has relatives living in a Communist country
wlll not, in itself, preclude a determination by the contractor that an employee
is eligible for a CONFIDENTIAL clearance, when all other available information
indicates that access is clearly consistent with the national interest, In
such cases, when the contractor grants a CONFIDENTIAL clearance, he or she
shall forward promptly to DISCO one copy of DD Form 48-2 together with the

forms prescribed in paragraph 26c, for further evaluation and determination

of continued eligibility for access to CONFIDENTIAL information.
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c. The contractor is not authorized to revoke a clearance that he or

she has granted.

Preemployment Clearance Application -— Prohibited. The contractor shall
An applicant for employment

25.

not initiate any preemployment clearance action.

in a position which requires access to classified information may be informed
(i) U.s.

that a PCL will be required and that a PCL can only be granted to:
citizens, or (ii) citizens of countries with whom the DoD has entered into
reciprocal industrial security agreements (see paragraph 31). A DD Form 48,
"DoD Personnel Security Questionnaire (Industrial-NAC);:;" DD Form 48-2,
"Application and Authorization for Access to Confidential Information;" DD
Form 48-3, "DoD Persomnel Security Questionnaire (Updating);" or DD Form 49,
"DoD Personnel Security Questionnaire (Industrial)" shall not be offered to,
or be requirad to be completed by, an individual until he or she is employed
by the contractor in a position requiring access to classified information and
placed on the payroll, However, in exceptional cases when a written contract
for future employment in a position that requires access to classified
informaticn has been executed by both parties, with a fixed date for entry on
the payroll, the PCL application forms may be furnished to and executed by the
employee prior to the date of entry on duty, provided the actual date of entry
on duty under such written comntract is not contingent on issuance of a PCL.

Application for Personmel Security Clearance.

26.

a. General.

(1) Contractors shall make application for DoD PCL's in accordance
with the provisions of this section. For PCL's required in connection with a
FCL under paragraph 22, applications shall be submitted to the CSO. Applica-

tions for all other PCL's shall be submitted to DISCO, P.0O. Box 2499,
43216. In addition to the forms required in connection with

Columbus, Ohio

the application for a PCL, the forms required by paragraph c below shall be

accomplished and submitted, when requested to satisfy an official requirement

by DISCO or the CSO. Failure by any employee to furnish PCL application

forms, when requested or when required by this manual, shall preclude the

granting of any new PECL to the applicant, and shall constitute sufficient
Whenever a

basis to revoke any outstanding PCL of the employee concerned.
contractor employee has submitted forms prescribed by this paragraph to DISCO

but subsequently objeciks, for any reason, to being processed for a PCL or to

have an existing PCL continued, the contractor shall submit a report to DISCO,
Verification of such objections shall be

in accordance with paragraph 6b(10).
made by the U.S. Government., On verification, any pending PCL shall be
terminated; and any PCL then held by the employee shall be administratively
terminated by the U.S. Govermment without prejudice to the employee.

(2) The contractor shall establish adequate procedures to ensure
that items 2 through 13F of DD Form 48, section I of DD Form 49, or parts I
and ITI of DD Form 48-~3, as appropriate, are completed prior to execution of
any other part of the respective form by the employee. ' Additionally, the
contractor will ensure that dtems 14 through 18, plus the ‘certification, of DD
Form 48, section II of DD Form 49, and part III of DD Form 48-3, as appli-
cable, are completed by the employee in private. Moreover, the instructions
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to hie eahs attentizn. earing on the applicant's PCL, shall be brought

(3) Moreover, the empl
" s mployee shall be advised that i
foidzz gsrciiggzsure tohthe respective privacy section the’fgziozhzilaizinng
so0 that the i i '
ony moTeios there;f, witness to his or her signature will not gee

envel
ope (DISCO Form 703) Provided, together with the previously completed
For PCL's required in connection

t
with a FCL, the application shall be submitted to the CSO in the envelope

;gp;gg;lg;g g:ont:gether with the previously completed FD Form 258 (The
It 1o peios 18 io required when a DD Form 48-2 or DD Form 48-3 is'sub i
quired in ??nnection with all other submissions.) The employezl:;:gi
ompioyes s signatur:) ;hilenvelope shall be sealed by him or her, (ii) the
provided, (s ds all be affixed across the envelope flap on the lin
prOVided, ond 1 € date of the signature will be inserted on the line ©
s V) the envelope shall be immediately returned to the employer

for mailing.

(5) The employer shall

Cand . ensure that the "Applicant F
Fs;i Zgifsgegﬁlre§, is completed prior to completionpsf th: DDi;E:;pZ§nt
preaddr; . at it will be available for the employee to insert in th o PP
add:“:ionssih envelope on completion of the DD Form 48 or DD Forﬁ 4; ;

A R € contractor shall establish : 2
acds Procedures to ens
o ergozzractor will witness the taking of the employee':rgiﬁhZE ?2 imployee
emplones beiensure that the person fingerprinted is, in fact tﬁe gamz . onh
plocing of tﬁg §;o§essegsgor the clearance. The employee shéll witnessats:ht ©
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ensure that substitutions do not oc:z:}ope sd the sealing of the ervelope, to

shall be oéziinﬁélfforms required by this section in connection with PCL's
comtaineg ok A rom DISCO. Instructions for completion of such forms
gon ggtit]nd-paT?\lﬁﬁf: Y?ighvare also obtained from DISCO. These pamphlzzz
€ ..\ ‘Uetailed Imstructions for Completi f DI
i::izzzsi Sec?rity Questionnaire (Industrial - NAE)," ?gi;f#32t§g§2d48’
ons for Completion of DD Form 49, Personnel Security Questiomnaire

Industrial (BI/S " i
(BI/SBI)," and (111) "Instructions for Completion of DD Form 48-3."

b. I

tamigrant aTﬁigzantIﬁliens. As a gemeral rule, clearances are not issued to
spesias expertis; gare and unusual cases when an immigrant alien possesses
fpeca e s j,Jlizn(in.=.t:e1:m:[.ned by the U.S. Government, resides permanentl
to do so. the 1ol 8 to become a U.S. citizen 4s soon as becoming eli iZle
contracting cfrr grant may be processed for a PCL. Prior to requestin ¢
the'applicati ;er authorization as required by Paragraph 20.1 and subgi

on for a PCL for an immigrant alien, the contractor shall :é;ﬁi?g
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the alien to produce for the ¢
) ‘ ontractor's review, hi "
gifistratlon Receipt Card" (Form No. I-151 or I—§51)? o;h?:rcaiéiin i
Yy to aliens who have been lawfully admitted to the U.S. under a: iiigzg
.S. a-

Pending issuance of the new Form I-551,

PROCESSED FOR I-551 TEMPORARY

. EVIDENCE OF LA
ADMISSION FOR PERMANENT RESIDENCE VALID UNTIL e
EMPLOYMENT AUTHORIZED.

C. Iqew c]-eararlceso Appllcation for an ln-itial I L for upgradin»g an
C ]

(1) DD Form 48 3/, completed and executed by U.S

to be processed for a DoD issued
CONFIDENT
paragraph (2) below applies; TAL or SECRET cle

. citizens who are
arance, unless

(2) DD Form 49 4/, completed and executed in the following cases:

(a) immigrant
CONPIDENTIAL clearance. grant aliens who are to be processed for SECRET or

(b) Uu.s. .
clearance, citizens who are to be processed for TOP SECRET

(c) U.S. citizens who

> . 10 are to be processed f

wgg Z?:nrzgidigplicagt lists relatives, or relativeg of hisograSZrlzgsisgf
g 1n Communist countri :

footnote.lg/ to paragraph suy, o ries (Communist countries are listed in

B |

across the envelope flap on the line provided. The employee shall deliver the
sealed, signed, and dated envelope Immediately to the designated company
representative, who will ensure mailing.

d. Interim Clearance. Except as authorized below, requests for interim
PCL's must be approved by .the contracting officer. Contracting officer approval
will be given only in an emergency situation in order to avoid crucial delays
in precontract negotiation, or in the award or performance on a contract. The
contractor shall: (i) obtain such approval and submit it with application for
interim PCL, or (ii) forward the application for interim PCL through the con-
tracting officer. An application for an interim SECRET or CONFIDENTIAL PCL
shall not be made when a request for a SECRET or CONFIDENTIAL PCL is already in
process based on a previously submitted PCL application. The application for
interim PCL shall consist of the forms prescribed by paragraph c above. The
words "Interim TOP SECRET," "Interim SECRET," or "Interim CONFIDENTIAL," as
appropriate, shall be placed in bold letters in the lower right-hand corner of
the "Job Title" block of the DD Form 48 or 49. The approval letter from the
contracting officer shall be attached behind the FD Form 258. As an exception
to the foregoing procedures, and paragraph i below, when an emergency situation
exists which would render the facility incapable of adequately safeguarding
classified material in its possession and no contracting officer 1s available
to approve the interim PCL request within the time required to negate the
threat, the CSO is authorized to approve interim PCL requests being forwarded
to DISCO. Interim SECRET and CONFIDENTIAL PCL's for immigrant aliens are not
authorized. Access limitations for interim PCL's are set forth in paragraph

20c.

e. Clearance Transfers. Application for a PCL may be made by the con-
tractor for an employee for whom a LOC was previously issued while the individual
was employed by another contractor, provided there has not been a lapse of more
than 12 months since termination of the employment for which the LOC was issued.
Application is made by submitting one copy of an executed DD Form 48-3. As an

exception, when transfers are between collocated cleared facilities (paragraph
72¢, ISM), which have a common security services agreement, the FSO need only
forward the DISCO Form 562, in accordance with appendix I, paragraph Pb(8).

If there is a break in employment of more than 3 working days during the
transfer process, then this exception willl not apply.

(d) U.S citizens who ar oces‘sed fo:r any level of
» e to be pT y
clearance when the applicant advises he or she is a RFI; and
3

(3) a properly completed and executed FD
. Form 258 wi
ezzzizt:gazu;i:azi to paragraphs (l? or (2) above. Care shall ;2 ::zzcizggeig
omgure t rescrib grlnts arg authentic, legible, and complete. Those which d
not e ianIearanse :tindards shall be returned for Teexecution, which will °
Ineert s aooyance elays. The employee being processed for access sghall
al all the forms in the preaddressed envelope (DISCO Form 703)

his or her signature and the date

£. Clearance Transfers -— MF0O's. When an employee for whom a LOC has
been issued is transferred from one facility to another in a MFO with the same
or higher level of FCL, the contractor shall:

"
T T L T
x

bt

e A

- (1) forward to the gaining facility either a copy of the LOC for
the employee being transferred, which shall be certified by the contractor, or
his or her authorized representative, as a true copy or the original LOC, if
it lists only the employee being tramsferred, and

provided. The employee shall then place

3/ The DD Form 48 packet co

nsist -
the privacy section. % of.=n original and 1 copy of the PSQ and

(2) promptly submit a DISCO Form 562 to DISCO as notification of
the transfer.

g —

[P i A
1 P
paR

4/ The DD Form 49 |
4 ™ packet consists of two sections:
: section T -~
worksheet printed on the reverse of the instructions, and the ;ngoizr2949

packaged as a 5-copy carbon set: a 3 o
nd section IT -- -
original and one copy of the privacy section., a'DD form 2221, end an ( E

However, when an employee is transferred to an uncleared facility or a
facility with a lower level FCL than the employee's clearance, and if the
0 employee will continue to require access at the level of his or her clearance
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at another cleared facility or a U.S. Government installation, or if the
contractor desires to retain the LOC at the higher level, so it will be
available in the event the individual is transferred back to the facility at
which the clearance will be needed, the LOC shall be forwarded to the HOF or
the appropriate PMF of the MFO rather than to the gaining facility. If an
employee is transferred to a facility with a lower level FCL than his or her
PCL and the contractor desires to retain the LOC only at the lower level, the
contractor shall amend the LOC to reflect the lower level of the access
authorization and include a statement to this effect in the "Remarks" block of
the DISCO Form 562 that is submitted to DISCO. Clearance transfer action
under this paragraph may be initiated after determination to reassign has been

made, prior to the actual transfer.

g. Concurrent Clearances.

(1) When a contractor hires an individual or engages a consultant
on a temporary or part—time basis, who is also employed by or acting as a
consultant to another contractor, and who has a current LOC, an additional LOC
shall be requested, if the individual requires access to classified
information. Application for this LOC will be made by the submission of one
copy of an executed DD Form 48-3, with the "Concurrent" clearance block marked

on part I.

(2) An exception to the requirement for submission of a DD Form
48-3 to obtain a concurrent clearance can be made when an OODEP of a parent
company becomes concurrently an OODEP of a subsidiary, or when an OODEP of a
subsidiary becomes concurrently an OODEP of the parent company, provided the
new clearance being requested is not at a higher level than the existing
clearance. In these cases the contractor (parent or subsidiary) to whom the
existing clearance has been issued, will submit a letter to the CSO of the
facility (parent or subsidiary) to which the new clearance is to be issued
setting forth full name, date and place of birth, social security number, date
and level of clearance of the QODEP, and request a concurrent clearance at the
parent or subsidiary, as the case may be. After issuance of the concurrent
clearance, the facility (parent or subsidiary) to which the new clearance has
been issued will furnish a copy to the facility to which the initial PCL was
issued. That facility, in turn, will furnish to the other facility a
reproduction of part I of the DISCO Form 482, If the OODEP employment is
terminated at either facility, the CSO of that facility will be advised in
accordance with established procedures. In addition, p&rt I1I of the DISCO
Form 482 will be completed and maintained in the records of that facility. If
employment with the parent and subsidiary is terminated, their respective
CS0's will be notified, in accordance with established procedures. Only omne
debriefing statement (part II of DISCO Form 482) need be completed, but a
reproduction will be furnished the other facility.

(3) Any action by the U.S. Government to suspend or revoke a
clearance will be equally applicable to all concurrent clearances issued for
the consultant or OODEP. Concurrent notices of such action will be provided

each employer by the U.S. Government.

h. Reemployment of Cleared Personnel. When, within a period of 12
months, a contractor reemploys an individual for whom he or she had previously
been issued a LOC, the contractor may reactivate the LOC by submitting a
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notice of reemployment on a DISCO Form 562 to DISCO. Contractor-granted
CONFIDENTIAL clearances of individuals who are reemployed within a period of
12 months may be reinstated by the contractor without notification to DISCO.
When the previously issued LOC was at the TOP SECRET level, and there is no
valid requirement to reinstate the clearance at that level, the contractor may
request a LOC at the SECRET level for the individual within a 12-month period
by submitting a DISCO Form 562 to DISCO, annotated in the "Remarks" section to
indicate the lower level of clearance to be reinstated.

i. Formerly Cleared Personnel. In cases inveolvin U.S. citize
a final SECRET or final TOP SECRET clearance cannot be tiansferredigrnzazsszebe
reactivated because there has been a lapse of more than 12 months since termina-
tion of the employment for which the LOC has been issued, the contractor may
request an interim SECRET clearance without obtaining approval from the con-
tracting officer, provided application is made within 25 months from the date
of termination of employment for which the original LOC was issued. The
application will be made by submitting the forms specified in paragraph ¢ above
to DISCO. Applications submitted pursuant to this paragraph shall be anmotated
in the "Job Title" block of the DD Form 48 or DD Form 49, 1if applicable, ton
indicate that interim clearance pursuant to paragraph 261 is requested. Wﬁere
the previous clearance was issued at the CONFIDENTIAL level by the DoD, the
contractor may request an interim CONFIDENTIAL clearance under the provisions
of this paragraph.

e Change of Name. The contractor shall submit one copy of DISCO Form
562 to DISCO, whenever a change occurs in the legal name of an employee for
:hom ghe DoD has issued a LOC. On receipt of this report, a new LOC will be
ssued.

k. Issuance of Letter of Consent.

(1) Except as authorized below, LOC's are issued to the facility at
which the individual is principally employed and the name and address of this
facility shall be entered in the "Name and Address of Employer" block of
EgoForm 48 or 49. The following are exceptions applicable only in the case of

8.

. (a) The employee: (i) in connection with the performance of
his or her duties at another cleared facility or U.S. Government installation,
requires access to a higher category of classified information than the FCL
of the facility at which he or she is employed or physically located, or (ii)
is employed or physically located at an uncleared facility. 1In such cases the
LOC 1is issued to the HOF or the appropriate PMF of the MFO, but it may not be
for a higher category of access than the FCL of the HOF or the PMF.

(b) The contractor elects to have the LOC's issued to the HOF
or a PMF rather than to the facility at which the individual is employed or
physically located. Prior to requesting DISCO to send LOC's to a HOF or PMF,
the contractor shall develop an amended SPP or a proposed procedure for
inclusion in the existing SPP and submit it to the CS0 of the HOF or the PMF
for review. The SPP shall identify: (1) each facility of the MFO, or (ii)
each facility of the MFO which is located within the geographical or
functional area for which the PMF is administratively responsible. On receipt
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DD Form 48-3 will be annotated: "DOE (or NRC) 'Q' (or 'L') Conversion
Requested.”" The "Q" or "L" number if known will be indicated. Following

the CSO that the SPP is adequate, the contractor may request . .

gisggtigeiizzz LOS g go tﬁe Ho; or PMF. B ? y d ' verification of the clearance information with DOE or NRC, DISCO will issue a

LOC to the contractor.

o

(c) The individual is required to be cleared in connection

with the HOF clearance, and his or her principal place of work is at another ‘ iﬂ 375 glgaran?e gfhPrezent and Former Civilian and Military Persomnmel of the
facility of the MFO. In this case, LOC's are issued to both the HOF and the & . ob ang Certain Other Government Agenciles.

facility where the individual is principally employed or physically located, : .

or to the appropriate PMF. An additional LOC may be issued on submission of a B i iri a. PCL;S issued bz a UA to civilian or military personnel who are U.S.
DISCO Form 562 which shall indicate in the "Remarks" section the reasons _ s citizens may be converted to industrial PCL's as follows:
£ t. 3 i

or 1 . B , : (1) top-level civilian or military personnel -- 18 months from the

(2) If the LOC is issued to the HOF or PMF rather than to the - time of separation from active federal service;
facilit t which the individual is principally employed or physically located . : .
t;: cznzr:ct:r is required to do thepfolloging? ey Py Y ’ ) i (2) retired civilian and military personnel of any grade with 19
N ] years or more of federal service -- 18 months from the date of retirement from
(a) Maintain a clearance record at the facility where the X active federal service;

individual is employed or physically located. In addition, the HOF or PMF

shall maintain records, which reflect: , B! (3) for other civilian or military personnel separated or retired

: from active federal service -- 12 months from the time of separation or
-1 the facility at which the individual is employed or ] : retirement from active federal service; and

physically located;

(4) Reserve military personnel who are not on extended active duty

2 the date(s) of initial and recurring security briefings, but who actively participate in a Reserve program requiring that they hold a

s 1id PCL, may have such clearances converted to an industrial PCL. GClearances
£ the brief nd T ve > may
and the name(s) o e briefer(s); and PR - ﬁ granted to such personnel who have transferred to the standby or retired Reserve
3 the date(s) and name(s) of the officials conducting {i & : S also may be converted to industrial PCL within 12 months of a person's being
visits to the uncleared facilities pursuant to paragraph 73. P - : placed in the standby or retired Reserve. Clearances granted to members of the

National Guard are not convertible to industrial PCL's.
(b) Report transfers within the MFO, in accordarice with

o : b. PCL's issued by other departments or agencies of the executive
paragraph f above. : 4 ¢ branch of government to persomnel who are U.S. citizens may be comverted to
: : 1 .
(c) Process visits to other facilities of the MFO, in ; : industrial PCL's, when:

accordance‘with paragraph 4la and 73. (1) a determination can be made, based on a review of the prior

(3) On the application for clearance submitted pursuant to paragraphs : ' %nzestiﬁazion; t&zt.the investigation meets standards prescribed by the DoD
k(1) (a) and (b) above, the DD Forms 48, 49, or 48-3, or DISCO Form 562 shall ; oF su earancess ’ ‘
clearly indicate the name and address of the facility at which the individual ¥ (2) the service 6f the employee, in a cleared status, has been con
. 1 " - ’ ’ -
1s employed or physigally located in the 'Name and Address of Employer” block tinuous since the investigation with no break in service longer than 12 months;
of the form. In addition, the name and address of the facllity to which the " and 4
LOC is to be mailed shall be placed in the "Job Title" block of the DD Form 48, i. —_
49, or 48-3, or the DIﬁCO Form"562 The facility's name and address shall be S (3) an inquiry to the employee's previous employer or employers dis-
preceded by the words "MAIL T0" in bold.letters. . b ;E " closes no reason for expanding or updating the investigation.
1.  DOE (previously ERDA) and KRC Clearances. - The "Q" and "L" clearance ; ] :
5 c. Top-level civilian personnel are defined as presidential appointees,
granted by DOE and NRC are considered acceptable-for conversion to a DoD I , - .
industrial PCL. The "Q" clearance is considered an authoritative basis for a - iiziit:?::isiszgpoigzgzitzzstziosﬁzszgiiiisd(is 16 ag:tdzoze), aidtmi?b:rs of
DoD clearance at the TOP SECRET level, and the "L" clearance is considered an : ¢ 2y levels gf the UAy Top-level wilitars Decso u { appoth e ¥‘i§° € ae al 4
authoritative basis for a DoD clearance at the SECRET level. A contractor may , . - flag officer raées P y personne’ are those o € general an
request a DoD industrial PCL for an employee who currently has a "Q" or "L" 8 & 8 :
clearance or previously held such a PCL when there has not been a lapse of o -
: v ; e d. Contractors employing personnel eligible for conversion of
more thﬁn"lz mgnghs sigce termination of the PCL. APPlicgtion for conversion o, w i clearance, under the provisions of this paragraph, may request clearance to
of the "Q" or "L" clearance to a DoD industrial PCL may be made by submitting { % P w2 the level of access required by submitting the following information:
one copy of the DD Form 48~3 to DISCO. The "Job Title" block in part I of the Py ¥y . g :
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(1) one signed copy of DD Form 48-3;

(2) for férmer civilian personnel ~-~ a copy of the "Notification of
Personnel Action" (Standard Form 50), which terminated his or her employment

with the U.S. Government;

(3) for former military personnel -=- a copy of the DD Form 214,
"Certificate of Release or Discharge From Active Duty;" and

(4) for civilian or military personnel presently employed by or omn
active duty with a UA, the forms prescribed by paragraphs (2) or (3) above are
not required. However, in the case of military personnel the individual's
service number shall be placed in item 18 of the DD Form 48-3.

(5) For Reservists participating in a Reserve Program and for those
who have transferred to the standby or retired Reserve within the past 12 months,
the forms prescribed by paragraphs (2) or (3) above are not required. However,
the individual's service number, the identity and exact address of the unit to
which assigned, and the date such particlpation commenced shall be placed imn
item 18 of the DD Form 48-3. In addition, for those individuals who have
transferred to the standby or retired Reserve, a copy of the order effecting
such a transfer shall be attached to the DD Form 48-3.

e. The complete set of forms required by paragraph 26c shall be accom-
plished when: ,

(1) the clearance requirement is for a higher level than is reflected
in the clearance records;

(2) there has been greater lapse of time than that set forth in
paragraph a above; or

(3) requested by DISGCO. (The request will state that the forms are .
needed to satisfy an official requirement.)

28. Contractor's Clearance Record. The contractor shall maintain a current
record at each facility of all employees and consultants located at the
facility who have been cleared for access to classified information. The
record will indicate the level and date of clearance and whether cleared by a
specific military department, DISCO, or the contractor.

29. _Administrative Termination of Personnel Security Clearances.

a. The contractor, under the conditions stated below, may request the
administrative termination of SECRET and other U.S. Government granted PCL's,
which are no longer required. If a cleared employee no longer has or requires
access to classified information, and no requirement for such access is
anticipated in the foreseeable future, administrative termination of a U.S.
Government issued clearance i1s accomplished by submission of a properly com-
pleted DISCOC Form 562 to DISCO. Contractor—-granted CONFIDENTIAL clearances

- may be administratively terminated by the contractor in accordance with the
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procedures and criteria of this paragraph. The contractor shall process for
administrative termination, or downgrading to a lower level (see paragraph
30), all TOP SECRET clearances which are no longer required. When an
individual with a TOP SECRET clearance has not had access to TOP SECRET
information in. the previous 18 months, but the contractor anticipates a
requirement for access to TOP SECRET information in the foreseeable future,
justification for retention of a TOP SECRET PCL shall be provided to the CSO.
If a contractor fails to take action to terminate a TOP SECRET PCL under the
conditions described above, and fails to submit Justification for retention of
the clearance, the CSO shall submit a recommendation to the Deputy Director
(Industrial Security), HQ DIS for processing pursuant to the provisions of
paragraph f below.

b. If the contractor determines that an individual previously cleared
in connection with the FCL no longer requires clearance and can be excluded
from access, in accordance with the procedures set forth in paragraph 22e, a
recommendation for administrative termination of the clearance may be
submitted to the CSO by submission of a properly completed DISCO Form 562 and
two copies of the organization's minutes attesting that the exclusion action
required by paragraph 22e(l) has been completed.

c. In connection with the preparation of the DISCO Form 562 the con-
tractor shall advise the employee as follows:

(1) the PCL shall be administratively terminated, since there is
no current or foreseeable future requirement for access to classified
information;

(2) the proposed action in no way reflects adversely on the
employee's PCL eligibility; ,

(3) the employee may be processed for a new PCL with a minimum of
delay, when the occasion and need arises for the employee to require access to
classified information; and

(4) the employee's signature on the DISCO Form 562 will certify
that he or she understands and acknowledges this action.

d. At the time the employee signs DISCO Form 562 he or she will also be
debriefed, in accordance with paragraph 5g, and requested to sign part II of
DISCO Form 482. On completion of DISCO Form 562 by the employee the con-
tractor will forward the form to DISCO. (In the case of an OODEP, the DISCO
Form 562 shall be forwarded to the CSO.) The completed DISCO Form 482 will be
retained by the contractor, in accordance with paragraph 5g. In the case of
the administrative termination of a contractor-granted CONFIDENTIAL clearance,
DISCO Form 562 will be retained by the contractor for 2 years along with DISCO
Form 482. The administrative termination of a contractor—-granted CONFIDENTIAL
clearance is completed at the time the employee signs DISCO Form 562. As
provided for in paragraphs 29 and 30, if subsequent to such termination it
becomes necessary to revalidate the clearance, part I of a new DISCO Form 482
will be executed prior to the person having access to classified information.
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e, If the employee will not sign the DISCO Form 562, the contractor
shall refer the matter to the CSO for determination. Included with the letter
of referral shall be the partially completed DISCO Form 562. The contractor
shall also furnish the home address of the employee. The CSO will contact the
employee and request him or her to show cause as to why the recommended action
should not be completed. If the individual fails to respond within 30 days
from receipt of such request to show cause, the government will consider such
failure as notice to the govermment that the individual no longer objects to
the administrative termination of ¢he clearance.

f. In those rare and exceptional cases where DUSD(P), or higher authority,
determines that PCL's were granted in error or are not required, he or she may
opt to administratively terminate the PCL or clearance action in process,

without prejudice to the individuals concerned or jeopardy to their employer's
operations.

g. In the event a need arises for employees to have access to
classified information subsequent to the administrative terminations of thedir
clearances, and such mneed occurs within 24 months from date of the notices
from the U.S. Government that the previous clearances were administratively
terminated, the previous clearances may be revalidated immediately, provided:
(1) the individuals have been continuously employed by the same contractor,
and (ii) the contractor knows of no adverse information concerning the
employees. Revalidation will be effected by submission of DISCO Forms 562 to
DISCO or the CSO, as appropriate. The DISCO will revalidate the clearance.
The statement, "This is a request for revalidation of a clearance administra-
tively terminated on (date)," shall be included in item 14, "Remarks."

h. In the event an employee for whom a LOC was administratively terminated
is transferred from one facility to another in a MFO with the same or higher
level of FCL, and the gaining facility has a need for the employee to have access
to classified information, and such need occurs within 24 months from date of
notice from the U.S. Government that the previous clearance was terminated, the
previous clearance may be revalidated, provided: (i) the individual has been
continuously employed by the same contractor, and (ii) the contractor knows of
no adverse information concerning the employee. Revalidation will be effected
by submission of a DISCO Form 562 to DISCO or the CSO, as appropriate. The
DISCO will revalidate the clearance. The block "Multiple Facility Transfer"
will be checked in item 1, and the statement, "This iz a request for revalidation

of a clearance administratively terminated on (date)," shall be included in
item 14, "Remarks." :

i. In the event an employee for whom a LOC was administratively terminated
is employed by another contractor in a position requiring access to classified
information, and such employment occurs within 12 months from date of notice
from the U.S5. Government that the previous clearance has been terminated, the
previous clearance may be revalidated by submission of one copy of DD Form 48-3.

e o i A A
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30. Administrative Downgrading of TOP SECRET Personnel Security Clearances.

a. When an employee cleared at the TOP SECRET level, other than an
OODEP, has not had access to TOP SECRET information during the preceding 18
months, and a requirement for such access is not anticipated, but access to a
lower level of classified information is required, the PCL shall be downgraded
without prejudice to the lower level by submission of a DISCO Form 562 to
DISCO. The properly completed form shall set forth in the "Remarks" block of
the form a request to downgrade the TOP SECRET clearance without prejudice to
the appropriate level. On notification of completed action by DISCO, the
contractor shall annotate the previously issued LOC to reflect the mew level

of access and the date such action was taken by DISCO. The LOC retains the
original date of issuance.

b. TOP SECRET PCL's downgraded, in accordance with this paragraph, can
be reinstated summarily on request of the contractor, when a requirement for
such access exists, provided that: (1) there has not been a lapse of more
than 24 months from the date of the downgrading or termination action, (11)
the individual has been continuously employed by the same contractor/MFO,
(iii) the contractor knows of no adverse information concerning the employ-
ee, and (iv) a justified need exists for the revalidation of the TOP SECRET
clearance. Application is made by submission of a DISCO Form 562 to DISCO
requesting in the "Remarks" section reinstatement of the TOP SECRET clearance.
On receipt of the LOC, from DISCO reflecting the upgrading action, the
previously issued LOC will be destroyed by the contractor. The LOC will bear
a new date of clearance because of the upgrading action.

c. When there has been a lapse of more than 24 months from the date the

TOP SECRET clearance was downgraded to a lower level clearance, DISCO will
issue a new LOC, provided that: (i) the individual has been continuously
employed by the same contractor/MFO since the date of the downgrading action,
(ii) the contractor knows of no adverse information, and (iii) a valid need
exists for the TOP SECRET clearance. Application for the new LOC shall be
made by submitting one copy of DD Form 48-3 to DISCO.

31. Reciprocal Industrial Security Agreements.

a. Pursuant to the provisions of the reciprocal industrial security

agreements entered into by the DoD with certain foreign governments, employ- #*
ees of the contractor who are citizens of these countries, except those *
individuals who have status as aliens admitted to the U.S. under an immi-
grant visa for permanent residence, may be processed for a reciprocal
clearance authorizing access to classified information in connection with the
performance of classified work at a facility located in the U.S. Individuals
with reciprocal clearances are authorized for access to classified infor—
mation only when geographically located within the U.S. or, as appropriate, *
in the signatory foreign country involved.

*

*
DISCO will issue a new LOC to the contractor.
b. Application for reciprocal clearances for employees described *
j. If the administratively terminated clearance had been a contractor- above shall be made by the contractor by submission of the DD Form 49 and *
granted CONFIDENTIAL clearance, and the need arises again for the individual e T ) tgrie copies of executed FD Form 258. The worﬁs "RECIPROCAL CLEARANCE" *
to have access to CONFIDENTIAL information, the actions required by paragraph if 3 G ) shall be placed in bold, block letters in the "Job Title" block of the DD *
24b, shall be accomplished as a new clearance action. : Q k ‘
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c. i
Limitations on Access Under Reciprocal Clearances (Both FCL and PCL)

g
g h

(1) RESTRICTED DATA
1954, as amended; » @8 defined in the U.S. Atomic Energy Act of

(2) FORMERLY RESTRICTED DA
TA r
category pursuant to Section 142(d), as a;:;Z:g-from the RESTRICTED DATA
2

(3) "Classified Atomic Energy Data" as defined in the Atomic *

E v *
nergy Control Act (Revised Statutes of Canada 1952) and the Atomic Energy
. g

Control Regulation Order-in-¢
clecros Regula invélved; ouncil PC, 1959-1643, when Canadian reciprocal #

*
(4) COMSEC information;
(5) any Acpa classified information;
(6) information £
hibited in vhol. Lorme part;or which foreign dissemination has been pro-
(7) informati
1s required, ang on for which a special access authorization
(8) any information which h
as not been s
release to the government of the signatory country gﬁﬁ:iizglly authordzed for*

d. Individuals who have be
en granted reciprocal cl
subsequently become immigrant aliens or U.s. citgzens, sezgrzgsesé ::chhO d
esse

aph 26, unless a requirement ariges
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Section IV. CONTROL OF AREAS

3z. Purpose. Normally, the contractor shall protect classified material in
the manner prescribed in paragraphs 14, 15, and 16. 1If, however, because of
the nature, size, or unique characteristics of the classified materials,
unauthorized personnel cannot be effectively denied access to such material by
the safeguards set forth in the above paragraphs, the material shall be
safeguarded by controlling the area in which it is located 1/. Controlled
areas shall consist of closed and restricted areas as defined in paragraphs 3m

and 3bx, respectively.

33. General.

a. A controlled area shall not be established for the sole purpose of
storing classified documents (see paragraph 14a(3) (f) for guidance on use of
"other vaults and strongrooms" for the storage of classified documents).

b. Area Approval. The CSO and the contractor shall agree on the need
to establish, and the extent of, the controlled area prior to tihe award of the
contract, when possible, or at such subsequent times as the meed for such
areas becomes apparent during the performance on the contract.

c. Repurts. - The CSO shall be advised, in accordance with paragraph
6a(5), of the establishment of any new controlled areas or of any change in
the location or extent of any existing controlled areas. Controlled areas
which have been temporarily deactivated, in accordance with e below, and
subsequently reactivated within 180 days need not be reported.

d. A controlled area shall be considered disestablished when the original
or existing need for the creation of the area no longer exists (for example, all
classified material is removed from the area for delivery to the customer),
and there is no anticipated need to reactivate the area within the following
180~day period. Area designations shall be promptly removed when controlled
areas have been disestablished. If a disestablished controlled area is
subsequently reestablished, it must be approved as a new area in accordance

with b and ¢ above.

e. Controlled areas shall be considered temporarily deactivated when a
controlled area environment is no longer required (see paragraph 32); and there
exists a known or anticipated need to reactivate such areas within the follow-
ing 180-day period. The area controls specified in paragraphs 34a and b are
optional, except that posted area designations shall be promptly removed or

covered. Temporarily deactivated controlled areas shall be considered dis-

1/ The entry into a controlled area, per se, will not constitute access to
classified information if the security measures that are in force prevent
the gaining of knowledge of the classified information. Therefore, the
entry into a controlled area under conditions that prevent the gaining of
knowledge of classified information will not necessitate a PCL.
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established if the need to reactivate fails to materialize within the above
180-day time frame.

34, Area Controls.

a. Closed Areas.

(1) General. Closed areas shall be separated from adjacent areas
by a physical barrier capable of preventing unauthorized entry and, when
visual access to classified materials is a factor, observation by unauthorized
persons. The physical barrier shall be substantially constructed of materials
that provide protection against surreptitious entry or removal of classified

material, and offer visual evidence of attempted surreptitious or forced entry
(see appendix V for construction requirements).

(2) During Working Hours.

(a) Open or unlocked entrarice —— if the material within the area
is classified no higher than CONFIDENTIAL, admittance shall be controlled by
a properly cleared contractor—authorized employee or guard stationed so as to
supervise the entrance to the area., If the material is classified TOP SECRET
or SECRET, admittance shall be under the direct and continuous supervisicn of
a properly cleared guard posted at the entrance.

(b) LockeZ entrance -~ if the material within the area is clas~
sified no higher than SECRET, admittance shall be under the direct and con-
tinuous supervision of a properly cleared contractor-authorized employee or
guard, except as may be provided for by complying with paragraph 36. ' The
employee or guard designated to control the entrance shall be required to
unlock and open the entrance, remain at the entrance while it remains open,
supervise the passage of material or authorized personnel through the en-
trance, and to lock the entrance immediately thereafter. If the material is
classified TOP SECRET, admittance shall be under the direct and continuous
supervision of a properly cleared guard posted at the entrance.

(3) During Nomworking Hours.

(a) Admittance shall be controlled by locked entrances and
exits, secured with either a built-in three-position dial-type changeable
combination lock or a three-position dial-type changeable combination padlock
as described in paragraph 14a(3)(d). However, doors secured from the inside
with a panic bolt (that is, actuated by a panic bar), a dead bolt, a rigid

wood or metal bar, or.other means approved by the CSO, will not require
additional locking devices,

(b) 1If TOP SECRET or SECRET information is stored in the area,
supplemental controls are required, as follows:

(i) the area is alarmed, in accordance with the
requirements in paragraph 35; or

(ii) the area is patrolled by guards or other properly cleared

and authorized personnel supervised by a system which provides a written
record of the coverage of key points of the area. The patrol shall be once
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hourly for TOP SECRET areas and once every two hours for SFCRET areas. The
guard shall view both the inside and outside of the area to determine the pre-
sence of unauthorized persons. Guards are not required to enter the closed
area, if substantially all of the interior space can be viewed from outside

the area through windows, peepholes, or expanded metal/wire-mesh walls. (Drapes,
curtains, or similar window coverings may be utilized during working hours and
tarpaulins over hardware during nonworking hours to protect classified external
configuration from visual access.) If the contractor elects to have the guard
enter the closed area, an approved key-operated padlock 2/ with high-security
cylinder may be used to secure the area. If the contractor does not want to
have the guard enter the closed area and if windows, peepholes, or expanded
metal/wire-mesh walls cannot be used, because exterior configuration of
hardware is classified and the use of tarpaulins to prevent visual access is

not practical, the contractor may elect to uvtilize the following altermative
procedure:

The area will be thoroughly checked at the end of
the working hour period by the last person leaving
to ensure area iIntegrity and that no individual
remains within. A written record, to include the
signature of the person securing the area and the
time secured, will be posted on the interior side
at the door. Additionally, a log will be posted
at the exterior of each door and the guard will
be required to sign and indicate the time checked,
certifying that the door was checked and found to
be locked during the course of each patrol.

T g

2/ Approved key-operated padlocks shall meet the requirements of: Mili-

tary Specification P-43607 (shrouded shackle), National Stock Number
5340~00~799-8248, and Military Specification P-43951 (regular shackle),
National Stock Number 5340-00-795-8016. The keys shall. be safeguarded as
classified material of a classification equal to the highest level of the
classified material being protected. On initial receipt, or whkzu not in
use, high security key locks shall be stored comsistent with the level of
the facility': authorized safeguarding capability. Use of key-operated
padlocks are subject to the following requirements: (i) a key and lock
custodian shall be appointed to ensure proper custody and handling of keys
and locks used for protection of classified material; (ii) a key and lock
control register shall be maintained to identify keys for each lock and
their current location and custody; (iil) keys and locks shall be audited
each month; (iv) keys shall be inventoried with each change of custody;
(v) keys shall not be removed from the premises; (vi) keys and spare locks
shall be protected in a secure containerj (vii) locks shall be changed or
rotated at least annually, and shall be replaced after loss or compromise
of their operable keys; and (viil) making master keys is prohibited. A
"secure container" as used herein is any cabinet or vault specified in
paragraph 14a(3), including supplemental controls when required. However,
at no time shall a key(s) be afforded less protection than tha’ accorded

the highest level of the classified material protected by its corresponding
lock(s).
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The SPP shall specify which of the above options has been elected by the con-
tractor and shall describe the procedures for implementing this requirement.

(c) No patrol or alarm systems are required for CONFIDENTIAL
material stored in closed areas.

(4) Areas shall be designated and marked "CLOSED AREA."
(5) Employees assigned to the area shall challenge the presence of
any unknown persons. The need—-to-know principle shall be adhered to at all

times within the closed area.

b. Restricted Area.

(1) During working hours, the same controls as prescribed for
closed areas during working hours shall be applied,

(2) During nonworking hours, the same controls as prescribed by
paragraph 14 shall be applied.

(3) Areas shall be designated and marked "RESTRICTED AREA."

c. Area Approval. The CSO and the contractor shall agree on the extent
of the controlled area prior to the award of the contract, when possible, or
at such subsequent times as the need for such areas becomes apparent during D
the performance on the contract. When the costs of construction and/or 1
maintenance of the controlled areas are to be charged against a UA contract,
the CSO shall obtain and furnish to the contractor written authorization from
the contracting officer concerned for the expenditure of necessary funds.
This authorization shall only be required when the contractor is performing on
cost-reimbursement contracts as opposed to fixed-price contracts in which such
security costs would be included in the initial contract price.

d. Reports. The CS0 shall be advised, in accordance with paragraph
6a(5), of the creation of any new controlled areas or of any change in the
location of any existing controlled areas.

35. Supplemental or Supplanting Alarm Systems.

a. Alarm systems may be divided into those that supplant the use of N
guards required under paragraph 34a(3), and those that supplement and extend
the capability of guards.

(1) When used to supplant guards, the electrical protective alarm
system shall be connected to a central control station.

(a) The central control station may be located at the contrac-
tor's facility or at the facility of a subcontractor who maintains and operates
the electrical protective alarm system and responds to alarms 3/ 4/.

(Footnotes 3/ and 4/ are on the following page.)
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(b) Such a subcontractor and its employees shall have FCL's
and PCL's, as prescribed in paragraph 20e.

(c) Additional requirements for a central control station are
as follows.

1. Trained and appropriately cleared operators shall be in
attendance at the central station at all times when the electrical protective

alarm system is in operation, The device which signals alarms shall be
continuously monitored,

2 Trained and appropriately cleared guards, sufficient in
number to dispatch immediately a guard to investigate each alarm, shall be in

attendance at the central station at all times when the electrical protective
alarm system is in operation.

3/ A direct-connect or remote station alarm system (that is, a system connected by
direct wire to alarm receiving equipment located in a local police depart-
ment headquarters, which is activated and deactivated by the using contrac-
tor and responded to by personnel of the local police department), may be
utilized when: (1) the contractor's facility is located in an area where
the central station services of a subcontractor are not available; (ii) it
is impractical for the contractor to establish a proprietary or in-plant
alarm system, in accordance with the provisions of paragraph 35a(l)(c);
(1ii) the material and installation standards prescribed by paragraph
35b(1) or (2) are observed; (iv) response time to an activated alarm by
local police personnel does not exceed 15 minutes from the time the alarm
was first reglstered, and arrangements shall have been made with the police
department to immediately notify a representative of the contractor (pre-
ferably the FSO) cn receipt of an alarm; and (v) the representative of
the contractor shall be required to report immediately to the facility to
ascertain the nature of the alarm and to take appropriate measures to
ensure the security of the area concerned. Approval of the CSO is required
before a contractor may utilize a direct-connect system as an alternative
to the use of a central station system. The proposed plan explaining how
the system would operate should be submitted in duplicate to the CSO,
including sufficient justification for the granting of an exception and the
full name and address of the police department that will monitor the
system and provide required response. The name, address, and clearance
level of the subcontractor who installed the system and who will inspect,
maintain, and repair the equipment shall also be furnished, if applicable.

4/ Central station burglar alarm systems classified by the UL, Inc. as Grade A

shall satisfy the requirements of this paragraph. Evidence of compliance
with the UL standards may take the form of a UL certificate or a letter
issued by the installing company (see UL 611, Central Station Burglar Alarm
Units and Systems, and the list relating to authorized burglary protection

equipment and installing companies in UL publication, "Automotive, Burglary
Protection, Mechanical Equipment Directory").
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3 A signal shall be maintained at the central station to
show whether or not the system is in working order and to indicate any
tampering with the system. Necessary repairs shall be effected immediately.

4 Response time to an activated alarm (that is, the time
required for guards to reach the area) shall not exceed 15 minutes from the
time the alarm was first registered.

5 Records shall be maintained indicating time of receipt
of alarm, name of guards, time dispatched to area, time guards checked in, and
nature of alarm. Such records shall be kept for a minimum of 1 year.

(2) When used to supplement guards required by paragraph 34a(3),
electrical protective alarm systems of the central statiom:type, described in
paragraph a(l) above, and systems not connected to a central control station
may be used. However, if a central control station is not employed, the
system shall provide an audible or visible alarm signal, which shall be
capable of attracting the immediate attention of guards on patrol in the area
and directing them to the location of the alarm. 1In any event, the time
required to respond to an activated alarm shall not exceed 15 minutes,

(3) When such systems are used, they shall be activated immediately
at the close of business.

b. Material and Installation Standards.

(1) Where electrical protective systems are applied to an area to
supplant or supplement guards, all material and equipment used in the system
shall equal or exceed the standards prescribed in and shall be installed in
accordance with: (i) the provisions of Interim Federal Specification W-A-00450
(GSA-FSS), "Alarm Systems, Protective, Interior (Security)," February 16,

1973, or (ii) Underwriters' Laboratories Standards for Intrusion-Detection
Units, UL-639, and Underwriters' Laboratories Standards for Installation and
Classification of Mercantile and Bank Burglar Alarm Systems, UL-681 5/ 6/.

(2) When individual alarms are installed on classified storage con- -

tainers, in accordance with paragraph 14a(2)(e) or l4a(4)(e), the installation
shall provide "complete" protection of the top, bottom, sides, and outer
drawers or doors of the container (see Interim Federal Specification W-A-00450
and UL Standards 681 and 639). In addition, the requirements for a central

station or direct-connect alarm system shall also apply (see paragraph a(l)
above). ;

5/ The minimum required standard for installation on premises shall be Instal-

lation No. 3 (see UL-681). New installations shall conform to Interim
Federal Specification W-A-00450 to the maximum extent permitted by avail~
ability of qualified equipment,

6/ Copiles of the Interim Federal Specification may be obtained from any

regional office of the GSA. Copies of the UL Standards may be obtained

from Underwriters Laboratories, Inc., 333 Pfingsten Road, Northbrook,
Illinois 60062.
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c. Approval by the CSO is required before the installation of either a
supplanting or supplemental alarm system to meet a requirement of this manual
(see paragraph 34c regarding cost considerations).

36. Supplanting and Supplemental Electronic, Mechanical, and Electromechanical

Access Control Devices.

a. Supplanting Devices. Provided that the.material within the controlled
area is classified no higher than SECRET, electronic, mechanical, or electro-
mechanical devices which meet the criteria stated below may be used to supplant
contractor-authorized employees or guards, required under paragraph 34a(2)(b),
to control admittance to the area during working hours.

(1) Security enclosures may be used. (This refers to an enclosed
metal booth, having an inner and an outer door, inserted into an opening in
the perimeter barrier for ingress to and egress from a controlled area.
Access to the controlled area through the booth is restricted to authorized

persons having knowledge of the combination on which the access control device
is set to operate.)

(a) Control cards, if used in conjunction with the combination
control panel, shall be rigidly controlled and accounted for by use of a con-
secutive numbering system and promptly recovered on termination or transfer of
the holder to duties no longer requiring access to the controlled area in-
volved. (Enclosures operated by a control card alone shall not be approved

to supplant contractor authorized employees or guards required under paragraph
34a(2)(b).)

(b) Possession of both the combination on which the booth is
set to operate, and, if used, the control cards, shall be limited to a minimum
number of authorized personnel consistent with operational requirements.

(¢) The combination on which the booth is set to operate shall
be classified in accordance with the classification of the highest classified
material within the controlled area.

(d) The selection and setting of the combination in the control
panel shall be accomplished by an employee of the contractor who is authorized
to enter the area, in the performance of his or her duties, or by the FSO or
his or her designated representative who is authorized to enter the area. The
combination shall be changed at least once every 3 months. When located
outside the controlled area, the control panel shall be secured by a
three-position dial~type changeable combination padlock, as specified in
paragraph l4a(3)(d). However, if the control panel is located within a closed
area, it shall require only a minimal degree of physical security protection
designed to preclude unauthorized access to the mechanism. The CSO may be
requested to approve the security measures afforded the control panel.

(e) Except as provided in paragraph b below, the person entering
or leaving the area through the security enclosure shall be responsible for
ensuring that the inmer and outer doors are securely shut. In addition, only
one authorized person may pass through the security enclosure at a time,
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b. Supplemental Devices. A number of electromechanical security devices
for identification and authentication of individuals are currently available.
(f) If an alternate entrance is used to transport bulky These devices, such as those involving hand or fingerprint scanning and
classified material to and from the area, a contractor—authorized employee or S comparison, may be used to supplement the access control systems described in
guard shall be designated to unlock and open the entrance, remain at the oy paragraphs a(l) and (2) above,
entrance while it remains open, supervise the passage of the material and ’
authorized personnel, and lock the entrance immediately thereafter. 4 c. Approval. The approval by the CSO is required before effecting the
: installation of either a supplanting or supplemental access control device to
(g) During shift changes and emergency situations, when the ; meet a requirement of this manual (see paragraph 34c regarding cost considera-
fast exit switch in the control panel is set to allow both the inner and the i . tions).
outer doors of the booth to be opened at the same time, admittance shall be IO
controlled by a contractor-authorized employee or guard stationed to supervise -
the entrance to the area.

(h) Electrical gear, wiring included, shall be accessible only
from inside the area,

(2) Electronic, mechanical, and electromechanical door devices may ]
be used. (That is, a system that operates by either a push-button combination,
which activates the locking device, or by a control card used in conjunction
with a push-button combination, thereby excluding any system that operates
solely by the use of a control card.)

(a) The control panel shall be installed in such a manner, or
have a shielding device mounted, so that an unauthorized person in the
immediate vicinity cannot observe the selection of the correct combination of .
the push buttons. S S

(b) The electronic control panel containing the mechanical T A
mechanism by which the combination is set may be located inside or outside =
the controlled area. When located outside the controlled area, the control ).
panel shall be securely fastened or attached to the perimeter barrier of the
area and secured by a three-position dial-type changeable combination padlock,
as specified in paragraph 14a(3)(d). However, if the control panel is located
within the closed area, it shall require only a minimal degree of physical
security protection designed to preclude unauthorized access to the mechanism.
The CSO may be requested to approve the security measures afforded the control
panel,

e et

(c) The combination and, if also used, the control cards shall
be controlled in the manner prescribed by subparagraphs (1)(a), (b), (c), and
(d) above. ;

(d) Authorized personnel entering or leaving the area shall be
required to immediately lock the entrance behind them, -

(e) During shift changes and emergency situations, if the door
remains open, admittance shall be controlled by a contractor-authorized
employee or guard stationed to supervise the entrance to the area.

(f) In all cases when used, electrical gear, wiring included,
or mechanical links (cables, rods, and so on) shall be accessible only from
inside the area, or shall be secured within a protective covering to preclude
surreptitious manipulation of such components. {

115

36. 114

L e e g Sy G e £ AT AT TG ST i, W TR




—~—rpr

i

i
ﬁﬂL
g

%Preceding' page blank

DoD 5220.22-M

Section V. VISITOR CONTROL PROCEDURES

Part 1. VISITS TO USER AGENCY CONTRACTORS

37. General.

a. The provisions of this section, except paragraphs 45 and 48, apply
only to persons who will have access to classified informatjon. ‘Access to in-
formation classified higher than the level in the visit authorizationm will not
be granted, regardless of the level of the visitor's PCL. The contractor or
activity being visited shall take such security measures as may be required to
preclude visitors from having unauthorized access to classified informatiom,
Nothing in this section will 1limit the requirements of paragraph 5c.

b. The number of visitors requiring access to classified information
shall be held to a minimum and the following requirements must be established:

(1) that the visit is necessary, and

(2) that the purpose of the visit cannot be achieved without access
to classified information by the visitor.

c. In the event the visit is disapproved, the requester shall be prompt-
1y notified by the contractor or activity which made the decision.

d. Requests for visits shall be furnished in writing (mail or teletype)
to the contractor or UA activity being visited in advance of the proposed visit.
In exceptional cases, the telephone may be used, provided the visit request is
confirmed in writing. Under no circumstances, however, may employees hand~carry
their own visit requests to the place being visitéd. All.Category 1 and 2
requests shall contain the following irnformation:

(1) mname and address uf the contractor or UA activity to be visited;
(2) name and title of person(s) to be visited, if known;

(3) name of the proposed visitor, his or her date and place of
birth, and citizenship (if immigrant alien, so indicate);

(4) Jjob title or position of the proposed visitor;

(5) requesting comntractor's or UA activity's certification of the
level of clearance of the proposed visitor (see paragraph 38) —-- specifically
indicate if the visitor's clearance is an interim clearance, company-granted
CONFIDENTIAL clearance, or a reciprocal clearance (see paragraph e below for
special access requirements);

(6) purpose and justification for the visit in sufficient detail
to allow for a determination on the necessity of the visit -- including the
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contract, project, or program number or name will assist the recipient in
making this determination 1/;

(7) date or period during which the request is to be valid;
(8) mame and address of requesting contractox or UA activity;

(9) requesting contractor's certification of his or her FCL (not
required for representatives of the U.S. Government, see paragraph 38); if the
contractor has a reciprocal facility clearance, state so; and

(10) name, address, and telephone number (if known) of requesting
contractoxr's CS0.

e. When visits involve access to classified information requiring a
special access authorization (for example, CRYPTO, NATO, military space
project, or other special or limited access programs), the request will, in
addition to the other required information:

(1) specify the program or project,
(2) specify the level of information to be released,

(3) certify that the visitor has been authorized access to such
information, and ~

(4) identify the office or UA activity granting such authorization.

f. When appropriate, the visit request shall ask for spproval for subse=
quent visits within a 12-month period. The contractoxr or UA activity initiating
the visit request shall immediately notify the contractor or activity being
visited of any change in the visitor's status, such as, the termination of
employment, suspension, leave of absence, and the revocation or terminati@n of
clearance, which will require the visit authorization to be canceled prior to
its normal termination date. In the event the initiating contractor’s FCL, as
indicated in paragraph d(9) above, changes to a reciprocal clearance, the
initiating contractor shall immediately notify contractors or UA's honoring
current visit requests, so as to preclude the visitor's access to certain
types of classified information as set forth in paragraph 3lc. A downgrading
of the FCL also requires an immediate notification to contractors and UA's
honoring current visit requests.

g Machine-run or other rostérs of employees. limited to those personnel
who are authorized access to particular levels of classified information and
who occupy positions which require classified visits, may be used for estab-

1/ To avoid delay in processing or rejection of visit requests, contractors

~ should exercise care in using nicknames, abbreviations, and acronyms which
may be unfamiliar to the recipient. Where repeated use of short terms is
desirable for brevity, an explanation should be provided.
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lishing visit request and approval authorizations as required by this section,
provided the machine-run (or other roster) or a covering letter furnishes the
essential information required by paragraphs d, e, and f above, and adequate
procedures are in effect to notify the visited facility of changes in em—
ployees' status, which will affect his or her visit authorization. Use of
such procedures must be acceptable to the facility being visited and such
records and controls shall be maintained in a current status at all times.

h. Industrial security representatives of the DoD and other UA's are
not considered visitors, when acting in their official capacities.
Representatives of ‘the following U.S. Government agenciles, when acting in
their official capacities, are not visitors:

(1) Defense Investigative Service

(2) U.S. Army Intelligence Command (Army)

(3) Naval Investigative Service (Navy)

(4) U.S. Air Force, Office of Special Investigations (Air Force)

(5) Secret Service (Treasury Department)

(6) Federal Bureau of Investigation
The contractor shall grant access to classified information to the minimum re-
quired upon presentation of proper credentials by the representative. 1In case
of doubt as to identity or level of access authorized, such credentials and
level of clearance will be verified by contact with the agency or activity

concerned.

38. Identification and Control of Visitors.

a. Contractors being visited by representatives of another contractor
are responsible for determining that the requesting contractor has been
granted an appropriate FCL., This determination is based either on an exist-
ing contractual relationship involving classified information of the same or
higher category or by verification from the CSO of the requesting contractor,
the visitor's identity, and authorization, prior to any disclosure of clas-
sified information. When the requesting contractor's FCL status has been
determined, his or her certification as to the proposed visitor's PCL status
may be accepted. I1f, however, there is any question as to the validity of a
visit request or identity of the visitor, appropriate confirmation shall be
obtained from the contractor or UA activity that initiated the visit request.

b. The contractor shall establish such controls over the movement of
approved visitors as are necessary to ensure that the visitors are only
afferded access to classified information consistent with the authorized
purpose of the visit. Particular care shall be taken to ensure that his or
her procedures for the control of Category 4 (foreign national) visitors are
sufficient to prevent any access not provided for by the terms of the visit
authorization. Such procedures shall provide for an escort whille access is
being afforded in accordance with the terms of the foreign national'w-visit
authorization and when such a visitor is in areas where classified information
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may be accessible. The escort, when required, shall be a responsible,
appropriately cleared employee who has been informed regarding the visitor's
access limitations or restrictions on the visitor's movements.

c. Visitors shall be prohibited from making records of classified dis-
cussions and taking photographs in areas where classified information might be
recorded on the film, without the express permission of the contractor being

visited.

d. Classified material shall not be released to the visitor to take out-
side the contractor's facility, except in accordance with other provisions of
this manual and specifically paragraphs 5x and 17.

39. Visitor Record.

a. Except when the visitor is issued an identification card or badge,
in accordance with the provisions of paragraph 8a(7), the contractor shall
maintain a record of all visitors to the facility for the purpose of having
access to classified information. The record will indicate: (i) the visitor's
full name, (ii) the name of the contractor or activity he or she represents,
and (iii) the date(s) of his or her arrival at and departure from the
facility. A separate set of visitor records shall be maintained for NATO
visitors in ‘accordance with paragraph 54.

b. A NATO visit shall be considered to be: (i) a visit by a person from
a NATO country to a contractor in connection with precontract negotiationrs or
contract performance on a NATO classified contract,; (ii) a visit between a U.S.
prime contractor and a subcontractor performing a NATO classified contract,

"and (iii) other visits in which access to NATO classified information has been

specifically authorized. Representatives of the CSO, whose requirement for
access to NATO classified information is only incidental to the accomplishment

of the security inspections at the contractor's facility, shall not be considered

to be "NATO visitors" nor be required to enter their names on NATQ visitor
records.

c. The visitor record need not indicate whether the visitor actually
did or did not gain access to classified information, but it must distinguish
between classified and unclassified visits. Records of authorized visit re-
quests for visits actually consummated shall be maintained by the contractor
for a minimum of 2 years. Visit requests submitted in accordance with this
section may be retained in lieu of a visitor record, if they also contain the
information required in items (i), (ii), and (iii) of paragraph a above, and
are retained for the required period.

40. Long-Term Visitors. When employees of one contractor are temporarily
stationed at a facility of another contractor, the security procedures of the
facility visited will govern. However, when such visits are on a continuing
basis and it is found impractical for such visitors to comply with the
security procedures of the host facility, the respective contractors shall
prepare an agreement delineating their respective responsibilities and
encompassing the procedures to be followed. This agreement must conform to
the provigions of this manual and a copy shall be furnished to the CSO of the
host contractor. The CSO of the host contractor is responsible for conducting
periodic inspections to énsure that classified information in the possession
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of the visiting employees is properly safe i
guarded, and for mnotif
contractor of security deficiencies. ’ ying the host

41, Visitor Categories and Procedures.

a. Category 1. This category applies: (i) when a contractual or
prospective contractual relationship exists between contractors or between a

contrac?or and a UA, and visits to a contractor by representatives of the GAO
for auditing purposes, authorized representatives of the Department of Labor
and other agencies of the executive branch of the government when acting in |
thei? 9fficial capacities; (ii) to visits among prime contractors who age
participating under government direction in contracts pertaining to research
development, or production of a weapon system; (iii) to employees of contrac:
tors producing items furnished to assembling contractors (GFP) for purposes

. pertaining to such assembly; and (iv) to employees of a cleared facility,

which had previously been furnished a classified report d -
tractor being visited under the specific terms of apcontriZicEiic?id;:efigz
this category are facilities that receive only abstracts of classified reports
or reports from sources other than the preparing contractor). Such visitp
requests will, in addition to the information required in paragraph 37, also

contain a statement identifying the s ifi isd
pecific report that the
authorized to discuss. i visiror 1s

(1) The above visit requests will b b i
fractor to ba vimerone q e submitied directly to the con-

(2) The contractor to be visited has appro
. val authority
such visits meet the provisions of paragraph 37. °P 7> provided

(3) The prime contractor or assemblin t
: to g contractor, as the case ma
be, may initiate visit requests for employees of a subcontra;ton‘or contractzr
supplying GFP, in accordance with paragraph 37, when he or she is in
possession of the information required by paragraph 37d.

(4) Employees of a temporary help supplier wo
at their facilities shall be treated as regslarPZmployee;kiggtigru:zggrzgzgrs
tractors for the purpose of security orientation in facility practices
procedures, and pertinent reports, while working under the contractors’
direction and control (see paragraphs 5u, v, ab, and 6b(l)). This action b
the using contractor in no way relieves the temporary help supplier from d
complying with these and other requirements of this manual.

b. Category 2. This category appl i ’
. plies to visits between contractors wh
have been granted FCL's, bpt do not have a contractual relationship, and °
visits that do not otherwise meet the requirements of Category 1.

(1) The requesting contractor will obtain in
x writing a verification
of the visitor's need~-to-know from his or her contracti
it with the visit request. aeting officer and include

(2) The contractor to be visited will a
she desires the visit, pprove the request, if he or
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(3) The visiting contractor may substitute another cleared employ
to make the visit without additional verification of the needrto—know, if t@
is acceptable to the contractor being visited. Information about the substi
tution shall be furnished the contractor being visited, as required in para-
graph 37d.

c. Category 3. This category applies to representatives or employees
the DOE and its contractors whose visits require access to other than RESTRI
DATA.

(1) The activity requesting the visit will furnish the required
{nformation to the contracting officer of the UA whose information is involv
using DOE F 5631.20.

(2) 1f approved, the contracting officer will notify the contréct
of the scheduled visit, including required information concerning the vis%t
(DOE F 5631.20).

d. Category 4. This category applies to foreign representatives.
Except as authorized in subparagraph 41d(8) below, visits to contractor
facilities by foreign nationals (see paragraph 3ap) and persons acting as
representatives of a foreign interest (see paragraph 3bw), heregft?r
referred to collectively as foreign representatives, must be officially
sponsored by a foreign government. Foreign sponsorship is normally re-
flected in an official request for visit from the embassy of the natiQn .
concerned to the cognizant UA foreign disclosure office 1/. The cognizaiut

fense Intelligence Agency is responsible for processing requests
lj Egevgzii elements o% the OgD, the Office of the Joint Chiefs of Staff
(0JCS) the Uaified and Specified Commands, the Defense Agencies, and
activities administratively supported by the 0SD. The following offices
are responsible for processing other visit requests:

Department of the Army
Assistant Chief of Staff
for Intelligence
ATTN: Foreign Liaison
Directorate (DAMI-~FL)
Washington, D.C. 20310

Department of the Air Force
International Affairs Division
Information Branch (CVAII)

Office of the Vice Chilef of Staff
Washington, D.C. 20330

Department of the Navy

Foreign Disclosure and Policy
Control Branch

Office of Chief of Naval
Operations (OP-622E)

Washington, D.C. 20350

Defense Intelligence Agency
Foreign Liaison Branch (DI-4A)
Washington, D.C. 20301
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UA may then sponsor, deny, or elect not to sponsor the visit. UA sponsored *
visits shall not be used to avoid the licensing requirements of the ITAR *
published by the Department of State, or the Export Administration Regula- #*
tions, published by the Department of Commerce. The contractor shall be *
responsible for ensuring that both sponsored and unsponsored visits by *
foreign representatives are effectively denied unauthorized access to: (1) *
classified information, (ii) unclassified technical data governed by the *
Export Administration Act, administered by the Secretary of Commerce, and *
the Arms Export Control Act, administered by the Secretary of State through *#*
the ITAR,and (iii) other unclassified information for which the DOE, NRC, or *

other government department or agency has prescribed dissemination limita- #*
tions. )

(1) Foreign nationals shall not be afforded access to classified
information, unless specifically authorized in writing by a UA.

* %

(2) The UA sponsorship of a visit is based on the existence of
a specific or potential program or project with the foreign government
concerned. UA notification of sponsorship will contain the level and scope
of classified information authorized for disclosure (visual and/or oral
only), as well as any limitations, and will be transmitted to the CSO .
for review and retransmittal to the contractor facility to be visited.
Final acceptance of the visit will be subject to the concurrence of the
contractor. The contractor shall notify the UA when the visit is not
desired. The contractor may not change the level or scope of classified

information to be released, or modify any limitations, without the approval
of the UA that approved the visit.

R R R

{3) The contractor shall not inform the foreign representatives,
or thelr employers, of the scope of access authorized or of the limitations
imposed by the UA, nor shall the foreign representatives be induced to seek
a higher access level than previously approved by the UA. ‘ ’

* ¥ ¥ *

(4) The fact that a foreign representative may possess a PCL at a *
particular level does not automatically entitle the individual to receive *
U.S. classified information at that level. *

(5) Prior to disclosure of classified information to foreign *
representatives, the contractor being visited shall advise such visitors of *
their continuing responsibilities to safeguard the information to be dis- *
closed. The contractor shall also inform the visitors that the information *
affects the national defense of the U.S. within the meeting of the espionage *
laws of the U.S., and that unauthorized disclosure violates international *
agreements and is harmful to the interests of national security. *

(6) 1f the UA declines to sponsor a visit, a declination notice
will be furnished to the requesting embassy with an information copy to the
security office of the contractor facility(ies) to be visited. A copy of
the visit request will accompany the declination notice. Lack of sponsor-
ship does not equate to disapproval nor does it preclude accomplishment of
the visit, provided the contractor has, or obtains, a munitions license for
the specific technical information proposed for release, or the information
is otherwise exempt from the licensing requirements of the ITAR. Unspon-
sored visits may be arranged between the foreign activity proposing the

% % % X ¥ N ¥ F F*
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visit and the contractor. Disclosuis of classified information during
unsponsored visits is prohibited: (i) without specific written authoriza-
tion from the cognizant Military Department, or (ii) without a previously
approved and current munitions license issued by the Department of State.
It is the contractor's responsibility to consult applicable Department of
State and Department of Commerce regulations to determine export licensing
requirements or exceptions regarding the disclosure of unclassified techni-

cal data during visits by foreilgn representatives.

¥ Ok ¥ M N *

(7) In the event a UA denies a request to visit, the requesting
embassy and the contractor(s) involved will be advised of the reasons(s)
for it by means of the distribution channels prescribed in paragraph (6)

¥ ¥ ¥ %

above.

*

(8) The following rules apply to reciprocally cleared contractors.

*

(a) Visit requests involving U.S. citizen employees of recipro-
*

cally cleared contractors (see paragraph 31) that require access to classi-
fied information or unclassified information related to a classified program #*
or project, and all visit requests involving foreign national employees of #*
such firms, shall be processed to the UA foreign disclosure office having *
jurisdiction over the information involved. To reduce administrative burden #*
and facilitate the timely conduct of visits associated with current or poten-*
tial classified prime contractual or subcontractual relationships, contrac— *#*
tors are encouraged to include as many activities to be visited as possible *
on each such request and propose that such visit request be approved on a re-%
curring basis, preferably for the duration of the contract or subcontract
involved. Copies of approved requests will be furnished by the cognizant UA
foreign disclosure office to the requesting contractor and to each contrac-
tor and UA activity approved for visitation. All subsequent changes to the
list of visitors may be communicated by the requesting contractor directly
to the activities to be visited, ATTN: Security Officer, making reference
to the pertinent approved visit request on file. However, requests to visit
activities not previously approved must be submitted separately to the cog-

nizant foreign disclosure office for approval.

¥ % F % 3 % ¥ ¥ ¥

(b) Visits by U.S. citizen employees for unclassified commercial
purposes may be arranged directly with the security office of the contractor

or UA activity to be visited.

e. Category 5. This is a miscellaneous category, which is used only if
Categories 1 through 4 do not apply. Individuals making Category 5 visits

must be authorized by DISCO.

(1) This category includes persons, other than employees of the
contractor, whose visits are considered necessary by the contractor and who
cannot be denied access to classified information by escort or other proce-
dures because of the nature of their presence in the area. The contractor ta
be visited will furnish DISCO the following information.

(a) The information specified in paragraphs 37d(l),(2),(3),
(4), and (7).
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(b) The justification for the visit
. ) and the reason acc
classified information cannot be prevented. Interim visit approval, b:::dto
ont;quirsmints for interim clearance as set forth in paragraph 26d, is
authorize n emergency situations, so as to avoid cr
fillment of contractual obligation;. uetal deleys dn the ful-

(C) Ihe ICL fOl’.‘mS SPQCified in. paragraph 26. Con.tractors to
e vis a sponsors iIlStEad Of em 10 ers in the comj letlon f the

(2) DISCO will notify the contractor
: of the authori i -
approval of the visit. A DISCO Form 560 shall not be used. Fisarion ot dis

(3) Category 5 visits are normall
y authorized for one-time visit
gnly, but may be approved by DISCO for periods up to 1 year, when justifieds
:cg visit author%zations may be renewed by forwarding a request to DISCO :
Zntpaigpropﬁiagsd%Titiii;ation for the renewal and the information specified
graphs s (2), (3), (4), and (7) When the requi
’ ’ . rement f
Catggory 5 vi§it authorization ceases to exist prior to exgiration ofozh:
g§§1od for which it is valid, notice of termination shall be provided to
Secggozytforwgidizg ﬁne copy of the DISCO Form 562, annotated in the "Remarks"
0 reflect the action taken. Sponsoring contractors bein isi
; ; visited
shall handle the briefing, debriefing, reporting, and other provigions of this
manual as they would for their own employeas.

42, Visits Involving Access to RESTRICTED DATA.

a. Visits to a DoD or NASA contractor b
~ Yy a DoD or NASA represent
or contractor shall be processed as prescribed in paragraph 37, ’ nrative

b.  Visits to a DoD or NASA contractor by repre !
than DoD and NASA and their contractors, requize pzioiezggiizzi gg Eﬁesﬁogther
The DOE F 5631.20 shall reflect this approval in part B of the form Cont;a -
tors submittiqg visit requests in this category shall, after certif.in to tﬁ
clearance status of the proposed visitor(s) in part A of the DOE F §63% 20 )
forward the form to the contracting officer for certification of the vi;it;r's
need-to-know and further processing, in accordance with the UA's regulations
gﬁ: Ezntzacgor receiving a visit request in this category shall ensure that )
approvg;'re certifications have been made and that the visit has received DOE

paragraph 41,

d. Visits to a UA contractor
» other than to a DoD or NASA contractor b
Eﬁpreseztatives of UA's other than the contracting UA and by contractors othez
Dogn under a prime-subcontractual relationship, require prior approval of the
and shall be processed in the manner prescribed in paragraph b above
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Part 2. VISITS TO USER AGENCY ACTIVITIES

43. General Rules -— In Addition to Paragraph 37.

a. Contractors shall comply with any requests received from the
Commander or Head of UA activities for additional information needed in the
processing of visit requests.

b. The contractor is encouraged at the time of the initial visit to
request approval for subsequent visits within a period of 12 months, when
necessary and consistent with the purpose of the initial visit, Arrangements
for continuing visits will be made between the contractor and the Commander or

Head of the UA activity. Final approval is the prerogative of the Commander
or Head of the UA activity.

c. Visits to DoD or NASA activities by DoD or NASA contractors,
involving access to RESTRICTED DATA, shall be processed as prescribed in
paragraph 42a. Visits to other UA's involving access to RESTRICTED DATA shall
be processed in the manner prescribed in paragraph 42b.

d. Contractor employees shall comply with written regulations and

operating instructions issued by UA activities concerning visitors to such
activities.

44. Visits to User Agency Activities in the United States.

a. Visits to Field Activities. Contractors desiring to have an employee
ot consultant visit a UA activity involving access to classified information
shall address a request in writing to the Commander or Head of the activity to
be visited. Visit requests shall be accompanied by a statement from the
contracting officer that the release of classified information is required in
connection with a specified classified contract or program. (Visit requests
normally will be sent via the contracting officer.)

b. Visits to UA Activities in the Washington, D.C. Area. Requests to
visit offices of headquarters activities of the UA's in the Washington, D.C.
area shall be submitted in writing and addressed to the specific office to be
visited. Whenever possible, the exact code number, division, branch, and so
on, of the activity or office to be visited shall be included in the address
of the request. Visit requests shall be accompanied by a statement from the
contracting officer that the release of classified information is required in
connection with a specified classifiled contract or program. (Visit requests
normally will be sent via the contracting officer.)

c. As an exception to paragraphs a and b above, a visit request may be
submitted directly to the activity or office to be visited without a statement
from the contracting officer, when the classified information to be disclosed
and the determination as to the contractor's need for such access is known to
be a responsibility of the activity or office to be visited. This exception
does not apply to visits involving access to classified intelligence
information as set forth in paragraph e below.

J—
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d. The contractor's request shall contain the information specified in
paragraph 37d.

e. 1f a contractor contemplates discussion or viewing of ?lassified
intelligence in the custody of a UA activity, the contractor's visit request
shall be forwarded in all cases to the contracting officer of the UA activity
authorized to release classified intelligence to contractors for the required
need-to-know verification and routing to the UA to be visited. 1In addition to
the information specified in paragraph 37d, the visit request shall contain
the following:

(1) the contractor's certification that: (i) access to classified
intelligence is required for contract performance, and {i1) the contract is a
classified contract (see paragraph 31), and

(2) sufficient additional information concerning classified.
intelligence required to permit the agency or activity receiving the visit
request to assess:

(a) applicability of available classified intelligence to the
contractor's needs, and

(b) = whether available intelligence may be released to the
contractor without permission of the originator and/or sanitization of the
material.

45. Visits to User Agency Activities Outside the United States. This
paragraph is applicable when a contractor desires to have an employee make a
classified or unclassified visit to a UA activity outside the U.S. The
information required by paragraph 37d shall be furnished for the visits
enumerated in this paragraph. :

a. Contractor Sponsored Visits. A contractor shall process a request
for his or her employee to visit a UA activity outside the U.S. through DISCO
to the UA activity concerned, if the visit is on the initiative of the con-
tractor. The Commander or Head of the activity to be visited will notify the

contractor of the approval or disapproval of the visit request. (See para-
graph 50 for an employee based in Europe.)
b. UA Sponsored Visits. A visit request for a contractor employee

sponsored by a UA and traveling on the UA's orders will be processed'by the
UA, in accordance with the regulations of such agency. The traveler's orders
shall reflect the traveler's level of security clearance, if required, in
connection with the travel. The contractor shall submit the request for such
visit directly to the UA activity concerned.

Part 3. VISITS TO GOVERNMENT ACTIVITIES OTHER THAN USER AGENCIES

46. Visits to DOE Installations or DOE Contractors. Requests for visits to
DOE installations or to DOE contractors, which will require access to DOE
classified information, shall be prepared utilizing DOE F 5631.20. (Copiles of
this form may be obtained from any DOE installation.) (In addition to
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completing the appropriate portions of the DOE F 5631.20), the contractor
(usually the FSQ) shall include in the first block of the form immediately
after the personnel clearance data, a certification of the prospective
visitor's PCL. The DOE F 5631.20 shall then be forwarded, for the required
official certification, to the contracting officer of the UA who signed the DD

Form 254 that was issued in connection with the contract for which the DOE
classified information is required.

47. Visits to Activities Other Than DOE. Requests for visits to government
activities, other than UA's and the DOE, which involve the release of
classified information to such activities in connection with a UA contract,
require the approval of the contracting officer and, if the classified
information to be released includes RESTRICTED DATA, the approval of the DOE.
Such requests shall be submitted by the contractor to his or her contracting
officer who will process the request. The contractor shall provide evidence
of the fact that the activity to be visited had either requested the proposed
visit or comsented to the contractor's request for the visit. In addition, a
statement shall be included explaining: (1) the purpose of the visit in
detail, (ii) a description of the classified information to be divulged during
the visit either to or by the activity being visited, and (iii) the direct or

indirect effect the visit may have on the performance of the classified
contract involved.

Part 4. VISITS TO FOREIGN GOVERNMENTS AND ACTIVITIES

48. General.

a. Contractor visits to foreign governments or activities or to inter-
national bodies fall into three categories.

(1) The first includes visits that involve the disclosure of U.S.
classified information:

(a) 1in connection with a government-to-governmesit agreement to
furnish U.S. military equipment to the foreign government (that is, the
purchase of the equipment is under a U.S., not a foreign government contract);

(b) in connection with exploratory sales visits, precontract
negotiations, or contract performance, other than those covered under
paragraph (a) above (that is, the purchase of the U.S. military equipment or

services when and if consummated will be or is under a foreign government
contract); or

(c) 1in connection with U.S. Government presentations to foreign

governments and international pact organizations, when the U.S. Government has
requested the contractor's participation,

(2) The second includes visits that do not involve disclosure of
U.S5. classified information, but where the foreign govermment or activity
requires a U,S. security assurance on the visitor:
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(a) which involve disclosure of unclassified technical data on
the "U.S. Munitions List;" or

(b) which will not involve disclosure of technical data on the
"y.s. Munitions List."

(3) The third includes visits on a commercial bas%s (that is, the
visits do not involve disclosure of U.S. c¢lassified informatl?n and do not
require a U.S. security assurance On the visitor). "These visits may or ﬁay
not involve disclosure of unclassified data on the "U.S. Munitions L%st.
Visits in this category are mot processed under the proYisions of this manual.
However, the contractor is responsible for compliance w%th the.ITAR and for
obtaining a State Department export license or letter, if required.

b. The following information concerning the requirements of the ITAR
ig furnished for the guidance of the contractor.

(1) Disclosure of classified information, in connection with visits
in the category described in paragraphs a(l)(a) and (c) above, does not
require an export license.

(2) Except as specified in paragraph (3) below, Si§closure of
unclassified technical data related to uy.S, Munitions List" items requires an
export license.

(3) An export licemse is not required if the visit has been approzed
on an unclassified basis by the UA concerned, and (i) the technical data to be
disclosed is information covered by a manufacturing license or technical poieal
assistance agreement approved by the Department of State, gz_(ii) the technica

data to be disclosed 1s exempt from the provision of the ITAR.

c. Requests for visits to foreign governments or activities shall be .
processed only for an employee who is the subject of a LOC. Contractor-issue
CONFIDENTIAL clearances are mot valid for such visits.

d. Visit requests shall be processed as follows.

(1) Visit requests in the categories described in paragraphs
a(l)(b) and a(2)(a) and (b) above shall be processed by the contractor through
DISCO.

(2) Visits in the categories described in paragraphs a(l) (a) azd ()
above shall be processed by the contractor, in accordance with the regulitlgns
of the UA that is dealing with the foreign government. The contractor ; aUA
certify visit clearance information directly to the UA concerned. If t‘e
is unable to process such requests, they will so endorse the contractor s
request and refer it to DISCO for processing. Such endorsement will u
constitute approval of the visit and reference to an export license wi
not normally be required on the visit request.

* ¥ F *

e. Visit requests processed through DISCO shall be submitted in du~
plicate with one extra copy for each additional country to be visited, and
shall contain the information required in paragraph 37d, as well as préposed
visitor's passport or idemntification card number, and date and place of
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issuance. In addition, the contractor shall specify the category of visit
that is involved (see paragraph a above) and, for a visit of the type
described in paragraphs a(l) (b) or a(2)(a) above, will certify the export *
license number and license expiration date within the visit request. For %
visits to the Swiss Government and contractor facilities, the legal residence
address of each visitor must also be shown.

49. Processing Time. Visit requests should be received by DISCO at least 45 1

days in advance of the proposed travel date for all countries and U.S.
overseas commands. Exceptions are for travel to Switzerland, which requires
70 days advance notice. Requests for visits in France must be for specific
dates, as France will not approve visits for indefinite periods.

50. Use of O0ISI. If the U.S. contractor employee making the visit is based
in Europe, or in an adjacent non-European country, the visit request may be
submitted through OISI rather than through DISCO. The information required in
paragraph 48e shall be included with the request. The OISI will verify the
proposed visitor's security status. In addition to furnishing a copy of the
export license or letter, when required in accordance with paragraph 48e, the
contractor is responsible for compliance with the ITAR, if applicable, in the
same manner as though the visit were arranged through DISCO.

Part 5. VISITS IN CONNECTION WITH BILATERAL INDUSTRIAL SECURITY AGREEMENTS
AND NATO VISITS PROCEDURES

e,

51, Visits in Connection With Bilateral Industrial Security Agreements.

a. The following procedures apply to visits pertaining to precontract :
negotiations or contract performance under approved bilateral agreements ;
involving a foreign classified contract in the U.S. or a U.S. classified !
contract in a foreign country.

(1) Authorization for visitors or those visited to have access to
classified information shall be limited to that necessary for official pur-
poses in connection with precontract negotiations or contract performance.
When requested, the authority to visit the facility of the prime contractor N
may include authorization to have access to or to disclose classified in-

formation at the facility of a subcontractor engaged in performance of work !

in connection with the same contract.

(2) A list may be developed to indicate those individuals who are
authorized to visit the facility for extended periods of time, not to exceed
6 months, as may be necessary in the performance of the contract. This
authorization may be renewed for additional periods of 6 months as may be
necessary in the performance of the contract.

(3) Visits shall be approved only for persons possessing U.S.
Government granted security clearamnces.

b. U.S. contractor visits in connection with foreign classified contracts {~
shall be processed in accordance with the provisions of paragraph 48.
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c. Representatives of foreign governments visiting U.S. activities shall
be processed as Category & visitors, in accordance with paragraph 41d, if the
U.S. classified information is involved in the foreign government's contract.
If only foreign classified information is involved, the visit shall be '
processed by DISCO,

52. NATO Visit Procedures. The following visitor control procedures apply
to a NATO precontract negotiation or to a NATO contract awarded to a U.S.
contractor by a NATO government other than the U.S., a contractor of such NATO
country, or a NATO international body.

a. Visits by Representatives of a U.S. Contractor to the NATQ Contract-
ing Officer, a NATO Management Office, or a Contractor of a NATO Country Other
Than the U.S., The visit request, in quadruplicate, will be directed through
DISCO to the NATO contracting office or to the NATO management office and will
be processed together with a Certificate of Security Clearance (see paragraph
55). The Certificate of Security Clearance shall indicate whether or not the
visitor has received a NATO security briefing. Whenever possible, the NATO
security briefing will be accomplished prior to the submission of the visit
request and the certificate will state so. When this is not practical, the
visit request will include a statement as to when and by whom the NATO
security briefing will be conducted. The visit request shall include the
information specified in paragraph 37d, the visitor's passport or identity
card number, date and place of issuance, and the NATO contract or program on
which he or she is engaged.

b. Visits by Representatives of NATO Contracting Officer, a NATO Manage-
ment Office, or of a Contractor of a NATO Country to the U.S. Gontractor. Such
requests shall be processed by the NATO activity concerned as a Category 4 visit
(see paragraph 41d) through the appropriate UA activity. Such visit requests
will contain the information specified in paragraph a above.

c. Visits in Connection with NATO Contracts by Representatives of a
U.S. Contractor to Another U.S. Contractor in the U.S.

(1) Such visits shall be processed as Category l visits (see paragraph
4la), if both contractors are performing on the same NATO contract in a prime
contractor to subcontractor or subcontractor to subcontractor relationship., A
statement on NATO security briefing shall be included in the visit request.

(2) If no contractual relationship exists between the contractors,
the visit request shall be processed as a Category 2 visit (see paragraph 41b)
requiring the approval of the NATO contracting officer whose information is
involved. Supporting information on NATO briefing and the Certificate of
Security Clearance shall be included in such visit requests. The visit
request, together with two copies of the Certificate of Security Clearance,
will be processed through DISCO to the NATO Contracting Officer.

d. Recurring Visits. Subsequent visits shall be processed in accordance
with paragraph 37f. Authorization for subsequent visits shall not exceed a period
of 12 months, but may be subject to renewal for succeeding periods of 12 months,
if required (see paragraph 53b for NPLO visit requests).
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53. NPLO Programs Clearance and Visit Procedures. Clearance and visit
control procedures in effect for contractors performing on specific NPLO
programs are different from other NATO visit procedures. Current NPLO
programs are HAWK, F-104G, NAMSA, and NISCOG.

As an aid to simplifying visit
procedures, it 1Is necessary to establish the

visiting contractor employee's
clearance in connection with a specific NPLO program.

This may be accomplished
prior to the initial or concurrently with the request for such visit.

a. Initial Visits.

(1) The visit request, in quadruplicate, will be directed through
DISCO to the NPLO Management Office with a copy to the NATO activity to be
visited and will be processed together with a Certificate of Security Clearance
(see paragraph 55). The visit request shall include the information specified
in paragraph 37d, the visitor's passport or identity card number, date and
place of issuance, and the NPLO program with which he or she is concerned.

(2) The DISCO will forward the visit request to the NPLO Management
Office, which will inform appropriate NATO and foreign activities of its
action; that is, approval or disapproval.

(3) The Certificate of Security Clearance will be forwarded by DISCO
to the NATO Office of Security, Industrial Security Section, for recording and

dissemination of the information to the NATO member countries and NPLO Management

QOffices concerned.

(4) TIn case of urgency when a Certificate of Security Clearance
has not been forwarded to the NATO Office of Security, Industrial Security

Section, in advance, DISCO will attach a copy of the Certificate of Security
Clearance to the visit request for transmission to the NPLO Management Office.

b. Recurring Visits.

If the initial visit is approved, subsequent
visits, not to exceed 6 months to the same NPLO activity for the same U.S.

contractor employee, will be processed by the U.S. contractor directly to the
NPLO activity to be visited. That activity will notify the contractor of the
approval of the visit. These subsequent visit requests will contain the

information required by paragraph 37d and will include the visitor's passport
or identity card number, and date and place of issuance.

54. Records of NATO Visits.

The contractor shall keep a separate set of

visitor records for NATO visitors containing the information specified in
paragraph . 39.

55. Certificate of Security Clearance.

a. A standard format Certificate of Security Clearance has been adopted
for use within the NATQO community in connection with visits from one NATO
country to another, or to a NATO office, agency, command, or to or between

contractors when a visit will iInvolve access to NATO classified information.

b. The Certificate of Security Clearance shall be completed on plain
bond paper by the contractor for his or her employees desiring to make a
visit, and submitted in duplicate for certification to DISCO. The employee's
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name shall be listed in the following order: last name, first name, middle
name.

c This certificate shall be sent sufficiently in advance by the ;otae
tractor through DISCO so as to ensure receipt by the foreigg officials oe £
NATO offices, agencies, commands, or contractors before arrlYal. In eic P
tional circumstances, the information required by t:e cergiﬁ;zzt:nézziting

i t be con .
1ied by other means of communicatiom, but mus
gzzgally, Z copy of this certificate should nct be given to the traveler.
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(Sample) DEFENSE INDUSTRIAL SECURITY
CLEARANCE OFFICE

Certificate of Security Clearance

(Authorizing Access to NATO Classified Information)

Issued by’
Date and place of issue

Valid until .
(If issued to an individual, this certificate should be returned to the

granting authority on the termination of the mission for which issued.)

This to certify that

Last name, first name, middle name

Date of birth
Place of birth o
Nationality
Where employed
Programme (s)
Holder of passport/identity card No.
Issued at
Military rank and number
(where applicable) has been cleared for access to information classified
up to and including
in accordance with current NATO Security Regulatioms.
(Has) (Has not) received a NATO Security briefing.
Date of briefing:

Signature and Title of Granting Authority
(seal or stamp)
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Section VI. SUBCONTRACTORS, VENDORS, AND SUPPLIERS

56. Application to Subcontractors. The provisions of this manual apply to
subcontractors, vendors, or suppliers of prime contractors (hereafter referred
to as a subcontractor). A subcontractor shall submit requests through the
prime contractor to the contracting officer for am authorization or approval
requiring action by the contracting officer under the provisions of this
manual. However, if any such request is clearly encompassed in an authoriza-
tion previously given in writing to the prime contractor by the contracting
officer, in relation to a specific contract, the prime contractor, acting
within the scope of such authorizacion, may approve or disapprove such
request. Requests involving release of U.S. classified information to foreign
subcontractors must be forwarded to the UA for authorization.

57. Application to Sub~Subcontractors, For the purposes of this manual,
each subcontractor shall be considered as a prime contractor in relation to
his or her subcontractors.

58. Determination of Clearance Status.

a. The prime contractor shall determine from the CSO of the prospective
subcontractor that the prospective subcontractor has been granted an appro-
priate FCL prior to disclosure of any classified information, unless there is
an existing contractual relationship between the parties involving classified
information of the same or higher category. (A FCL is not prima facie evi-
dence that a facility has the capability to physically safeguard classified
material.) 1If physical possession of any classified material is to be granted
to the prospective subcontractor, the procedures outlined in paragraph 59
shall be followed.

b. If the prospective subcontractor does not have an appropriate FCL,
the prime contractor may request the CSO over the geographic area in which the
subcontractor is located to initiate clearance action.

59. Safeguarding Ability.

a. Prime contractors, having complied with paragraph 58a, shall obtain
written approval from the contracting officer, or his or her designated
representative, prior to the disclosure of TOP SECRET information to
prospective subcontractors.

b. Prime contractors, having complied with paragraph 58a, shall deter-
mine that prospective subcontractors meet the requirements of this manual for
safeguarding TOP SECRET, SECRET, and CONFIDENTAL material prior to granting
physical possession of such material to prospective subcontractors. (This
determination may be made at the same time as the FCL determination is made
under paragraph 58a.) Such determination shall be based on the following:

(1) the prime contractor's knowledge of the ability of the pro-
spective subcontractor to safeguard adequately the material to be released
and produced under the subcontract based on a current contractual relation-
ship involving classified material of the same or higher category as that to
be released or produced under the new subcontract, or
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(2) the written authorization of the CSO of the prospective subcon-
tractor. In this comnection, the prime contractor shall provide the CSO of
the prospective subcontractor with available information, such as description,
quantity, end-item, and classification of information related to the proposed
subcontract and any other factors, in order to assist the CSO in determining
whether the prospective subcontractor meets the safeguarding requirements of
this manual.

(3) The CSO of the prospective subcontractor shall advise the prime
contractor in writing that the prospective subcontractor is or is not physically
equipped to safeguard the classified material involved. When necessary action
is taken by the prospective subcontractor to provide adequate safeguards, the
CSO of the prospective subcontractor shall immediately inform the prime
contractor.

(4) Verifications may be requested from the appropriate CSO by
message, telephone, or letter. Should the foregoing verifications be requested
via telephone, oral confirmation will (normally) be immediatg}y provided. In
any event, under normal circumstances written confirmation will be furnished
to the requester within 5 working days from receipt of inquiry, regardless of
mode. Unless otherwise notified (superseded) in writing by the CSO, each
verification furnished in accordance with this paragraph shall remain valid
for a period of 1 calendar year from the date of issuance.

(5) Clearance status and safeguarding capabilities of facilities
shall be obtained only when a specific procurement need exists.

60. Classification Guidance.

a. Prime contractors have a requirement to inform prospective subcontrac—
tors of the category of classification to be assigned the various elements in a
subcontract, RFQ, RFP, IFB, or other solicitation, The prime contractor in
preparing the DD Forin 254 for his or her subcontracts may extract pertinent
data from the DD Form 254 pertaining to the prime contract. The DD Form 254
prepa%ed by the prime contractor shall be submitted to the official shown in
item 16e of the prime contract's DD Form 254 for approval and distribution, or
authorizution and instructions for distribution, by the prime contractor. In
the absence of exceptional circumstances which clearly support classification,
the DD Form 254 will not be classified. If classified supplements are re-—
quired as part of the security guidance, they shall be identified in item 15
of the DD Form 254 and forwarded by separate correspondence. Classified
information shall be so furnished after verifying clearance status and
safeguarding ability, in compliance with paragraphs 58 and 59. The provisions
of this pnrégraph do not waive the requirements of paragraph 62.

b. After selection of a subcontractor, the prime contractor shall prepare
a DD Form 254 for the subcontract and shall request the official designated in
item 162 of the DD Form 254 for the prime contract to approve and sign the
DD Form 254 for the subcontract and to make the required distribution. How-
ever, with the agreement of the contracting activity, the prime contractor may
accomplish the required distribution of the approved DD Form 254. The dis-
tribution schedule of the DD Form 254 is included as paragraph 61.
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c. When the prime contractor receives a revised DD Form 254 providing
additional guidance or a change in guidance, he or she shall prepare a revised
DD Form 254 for each subcontractor whose DD Form 254 requires a related
change. An ACO/PCO authenticating signature and distribution, or instructions
for distribution, of the contractor's DD Form 254 are required. When prime
contractors receilve notices that reviews have reaffirmed their existing
guidance, or receive revised DD Forms 254 that do not require related changes
in any subcontractors' DD Forms 254, they shall promptly give written notices
of reaffirmation of guidance to each subcontractor involved. This notice of
reaffirmation to subcontractors does not require ACO/PCO authenticating
signature. Instead, a true copy of the notice of reaffirmation received by
the prime contractor, or, when applicable, a true copy of pages 1 and 2 of the

revised DD Form 254 received by the prime contractor, annotated by the prime

contractor with the statement, "This revised DD Form 254 does not affect your
current DD Form 254 dated " will suffice. 1In either
of the above cases, a signed transmittal letter from the prime contractor
shall be attached. Distribution of this written notice of reaffirmation to
subcontractors shall be in accordance with paragraph b above. With respect to
a MFO, the HOF shall provide the guidance for the revised DD Form 254, or the
written notice of reaffirmation of the existing guidance described above, as
applicable, to each of its operating facilities affected by the revised
guidance or involved in the notice, as the case may be,

d. The prime contractor will receive from the UA a DD Form 254 for each
classified item of GFP or GFE issued or authorized for purchase, when such
material is not covered by the classification specification issued with the
contract. The contractor shall furnish a DD Form 254 providing the classifi-
cation specification necessary for each of the subcontractors requiring use of
classified GFP or GFE in connection with their contracts or negotiations for
contracts with the prime contractor.

e. A new DD Form 254 is not required for a follow-on contract or sub-
contract when the procurement is of a recurring nature, or the end item is not
changed and there 1s no change in the security classification requirements of
the contract. However, a copy of the currently valid DD Form 254 for the
preceding subcontract shall be furnished and distributed with the follow-on
subcontract and annotated in items 3 and 4 to show the contract number and
date of the follow-on prime contract and subcontract. Item 6 will also be
completed, as appropriate.

£f. There is no authorized substitute for the DD Form 254, There are
exceptional conditions in which a prime contractor has a serious time limita-
tion in preparing his or her response to a RFP, IFB, or similar solicitation
to a UA. 1In such cases the prime contractor, concurrent with dispatching the
DD Form 254 for official U.S. Government approval and signature, may supply amn
unofficial copy of the same guidance to a prospective subcontractor for the
latter's use pending receipt of the approved and signed DD Form 254.

g. A single DD Form 254 may be used to provide the classification speci-
fication for an open—~erd or call type subcontract, except when the individual
call, purchase order, or request for services or products requires a different
classification specification from that provided for the overall subcontract.
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h. The following special provisions are applicable to service, graphic
arts, research, or commercial carrier classified contracts.

(1) A DD Form 254, which specifies the highest level of
classification involved, but does not provide detailed classification
guidance, will be issued under the following circumstances.

(a) The total requirement of the contract is the performance
of a service, all of which takes place at a cleared contractar's faecility or
U.S. Government activity which has and makes available, for use by the con-
tractor performing the service, a currently valid Contract Security Classifi-
cation Specification, which includes complete guidance for the service to be
performed. In such cases, item 15 of the DD Form 2%4 will be annotated:
"Using contractor or activity will furnish complete classification guidance
for the service to be performed. The highest level of classification for the
contract is (TOP SECRET, SECRET, or CONFIDENTIAL). Contract performance is
restricted to (name of facility ox location)."

(b) The contractor has no performance requirement involving
actual knowledge of, generation, or production of classified information, but
has only a requirement to be physically present in an area where classified
information is located. Examples include, but are not limited to, contracts
calling for guard, alarm, alternate storage, or equipment maintenance services.
In these cases, item 15 of the DD Form 254 will be annotated: 'Actual knowledge
of, generation, or production of classified information is NOT REQUIRED. This
document serves as written notice of the letting of a classified service con-
tract. The highest level of classification for the contract is (TOP SECRET,
SECRET, or CONFIDENTIAL)."

(¢) The contract requirement is limited to graphic arts
reproduction and classification markings appearing on the material to be
reproduced. These classification markings constitute the required Contract
Security Classification Specification. In these cases, item 15 of the DD Form
254 will be annotated: "Reproduction service only. The highest level of
classification for the contract is (TOP SECRET, SECRET, or CONFIDENTIAL).
Classification markings on material to be reproduced specify the required
security guidance."

(2) When a cleared commercial carrier enters into a classified
service subcontract with a cleared facility, within the meaning of paragraph
(1) (b) above, the carrier, serving as a prime contractor for such purpose, will
issue a DD Form 254 to that cleared facility. In any such case, the require-
ments of paragraphs (1)(b) above and (3) below will apply.

(3) In each of the cases described in paragraphs (1) and (2) above,
if a subcontract at any tier is dinvolved, the DD Form 254 for the subcontract
will not require authentication by the signature of an ACO/PCO. Instead, the
contractor who is the principal prime, or who serves as a prime contractor in
relation to a subcontractor in the particular case, will complete and sign
item 16. Further, in all cases distribution of the DD Form 254 will be made
to the subcontractor involved, his or her CS0, and the contract administration
office(s), if designated, of the immediate prime contractor and subcontractor

involved.
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(4) Where a contract involves research services re¢n’i=»ing detailed
classification guidance, but it is too early to determine these detailed re-
quirements, item 15 of the DD Form 254 will be annotated: "This is a research
contract. The highest level of classification for the contract as a whole is
(TOP SECRET, SECRET, or CONFIDENTIAL). A revised DD Form 254 will be issued

as soon as possible, to provide detailed security classification guidance."

i. In the case of a subcontract, which is expected to require access
only to classified reference material (see paragraph 3bt), an original DD Form
254 will be issued to describe the highest category or variocus categories of
classification of such material to which access will be required and to pro-~
vide other instructions, as appropriate, for example, the protection of infor-
mation extracted from such material. Classification guidance concerning
reference material is the responsibility of the department or agency having
classification jurisdiction over such material at the time it was prepared,
or of the current succassor in interest of that department or agency. When
the prime contractor requires classification guidance for reference mate-
rial in order to prepare a DD Form 254 for the subcontractor, or for other
reasons and needs assistance in identifying the responsible department or
agency, he or she shall, by direct communication, seek assistance from the
following.

¥ ¥ % ¥ ¥ ¥ W %

(1) The secondary distribution source from which the material was
received. Examples of secondary distribution sources are: DTIC, Alexandria,
Virginia 22314 and its field extensions; DoD Information Analysis Centers; and
the Redstone Scientific Information Center, U.S. Army Missile Command, Redstone
Arsenal, Alabama 35808.

(2) The UA contracting office last involved with the centractor
concerning the subject matter of the material.

»

(3) If unsuccessful in identifying the responsible department or *
agency by communication with (1) and (2) above, the contractor shall seek
assistance from:

(a) the UA which awarded the prime comtract, or *
(b) the Director for Information Security, OUSD(P).
6l. Required Distribution. Original, final, and revised DD Forms 254, sup~

plements, attachments, and written confirmation of existing classification
specifications are to be distributed as follows 1/.

1/ Reflect the distribution in the "Required Distribution" block of the DD Form
254. TFor SENSITIVE COMPARTMENTED INFORMATION contracts, distribution of
the DD Form 254 and attazhments will be as prescribed by the procuring
contracting agency concerned.
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a, For prime contracts:
(1) Prime contractor
(2) €SO of prime contractor
(3) Appropriate ACO
(4) Quality assurance representative
(5) Official identified in item 12b, DD Form 254
(6) Others as necessary

b. For subcontractors:
(1) Prime contractor
(2) Appropriate ACO
(3) Subcontractor
(4) (€80 of subcontractor
(5) Quality assurance representative
(6) Official identified in Item 12b, DD Form 254
(7) Others as necessary
c. For sub-subcontracts:
(1) Prime contractor
(2) Appropriate ACO
(3) Subcontractor
(4) Sub-subcontractor
(5) €SO sub-subcontractor
(6) Quality assurance representative
(7) Official identified in Item 12b, DD Form 254
(8) Others as necessary

d. For solicitations (IFB, RFQ, RFP), distribution of DD Form 254 for
IFB, RFQ, or RFP, will be the same as for the prime contract, subcontract, or
sub-subcontract to which the solicitation is related, except that none is to
be sent to the quality assurance representative.

62. Notification of Selection. The prime contractor shall immediately
furnish in writing to the contracting officer, or his or her designated
representative, the names and addresses of each of the subcontractors to

be engaged on classified work under a prime contract, and the highest clas-
sification of information that shall be released or developed thereunder.

63. Unsa?isfactory Security Conditions. If notified by a CSO of unsatisfac-
tory securl?y conditions within a subcontractor's facility, contractors shall
follow the instructions they receive from the contracting officer relative to

what action, if any, should be taken in order to safeguard classified material
relating to their subcontract.

64. Disposition of Classified Information. The subcontractor shall destroy
classified material, as provided by paragraph 19, unless the prime contractor
requests return or authorizes retention. However, the prime contractor shall
obtain the approval of the contracting officer, or his or her designated

representative, authorizing a subcontractor to retain classified information.

i
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65. Subcontracting With Foreign Industry.

a. The U.S. has entered into bilateral security agreements with
several foreign govermments to establish the intent of both parties to
protect each others classified information. - The U.S. negotiates two basic
types of security agreements, the General Security of Information Agreement
(GSOIA) and the Industrial Security Protocol. The CSO should be contacted
concerning whether a particular country has entered into either type of
bilateral agreement.

(1) The General Security of Information Agreement (GSOIA). The
GSOIA is a government-to-government agreement, negotilated thrdugh diplomatic
channels, It states, in substance, that each party to the agreement will
afford to the classified information provided by the other the degree of
security protection afforded it by the releasing govermment. It contains
provisions concerning the use of each government's information, third party
transfers, and proprietary rights. It specifies that transfers of informa-
tion will be on a govermment-to-government basis. It provides that both
parties agree to report any compromise, or possible compromise, of classi-
fied information furnished by the other party. Moreover; the GSOIA states
that both parties will permit visits by security experts of the other party
for the purpose of conducting reciprocal security surveys., The purpose
of such surveys is to determine whether the foreign government has the
capability to protect U.S. classified Information in a manner that is
substantially equivalent to the protection afforded to it by the U.S.

(2) The Industrial Security Protocoi. The Industrial Security
Protocol is negotiated by the DoD as an annex to the GSOIA, with those
foreign governments with which DoD has entered into coproduction, codevelop-
ment, and/or reciprocal procurement arrangements, involving industry. It
includes provisions for clearance of facilities and personnel, the handling
and transmission of classified material, and procedures for visits.

b. The above-cited security agreements apply only when a contract,
subcontract, or other such government approved arrangement, is awarded to a
foreign or U.S5. contractor by or on behalf of the U,S. Government or the
signatory foreign government, as applicable. They do not apply in the case
of an industry~to-industry arrangement, unless it is in furtherance of a
documented government-—to-government cooperative program, for example, a co-
production memorandum of understanding. In such instances, the government-
to~government arrangement will stipulate that all classified military in-
formation approved for release under the program will be safeguarded, in
accordance with the applicable GSOIA and Industrial Security Protocol. If
such agreements do not exist with the foreign govermment concerned, the
necessary security provisions are incorporated in the documentation estab-
lishing the government-to-government program. Consequently, subcontracts,
which require the release of U.S. classified military information, may be
awarded to foreign industry only when: (1) the subcontract is in
furtherance of a specific government-to-government arrangement, or (2)
assurances are obtained through government channels that the government of
the country in which the foreign industry resides will assume responsibility
for ensuring the security protection of the U.S. classified information
involved. All such subcontracts require the approval of the UA having
jurisdiction over the classified information involved.
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‘ Section VII. CONSULTANTS

ountry of the cop- 3 L

] } 67. General. PCL and/or FCL requirements for self-employed consultants to
UA activities and contractors shall be determined in accordance with this
In all cases, self-employed consultants shall have valid PCL's

g
g g
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nished to the contractor thragsp con | i not eligible for access to classified information outside the U.S. and its
ugh the -3 H trust territories and possessions, unless in official travel status of not
more than 90 days in any 1Z-month peried. Consulting firms and Type B

Consultants shall be processed for a FCL, in accordance with paragraph 21.

68. Consultant -— Type A. The consultant does not possess classified
material, except at the using contractor's cleared facility, on the premises
of a UA activity, or while on visits authorized under section V., All
requirements of this manual apply to the consultant who, for security
administration purposes only, shall be considered to be an employee of the UA.
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a. The requirement for a separate FCL for the consultant (including the
execution of the DD Form 441 and the DD Form 441s by the consultant) shall be
waived, provided the using contractor or U,A, activity jointly execute a

]
é certificate as follows.

(1).- Except in connection with authorized visits: classified mate-

rial shall not be possessed by the consultant off the premises of the using
PoL contractor oxr UA; the using contractor or UA shall not furnish classified mate-
. rial to the consultant at any other location than the premises of the using
contractor or UA, and performance of the consulting services by the consultant
shall be accomplished at the activity of the using contractor or UA; and
classification guidance will be provided by the using contractor or UA.

T (2) The consultant shall not disclose classified information to

f unauthorized persoms.

f (3) The using contractor or UA shall brief the consultant as to the
{ security controls and procedures applicable to the consultant's performance.

!

%

. j? é b. One copy of such certificate shall be furnished by the using contrac-
: : In the case of a consultant to a UA activity, the certif-

tor to his or her (SO0.
icate shall be retained by the Commander or Head of that activity.

* ! ¢. The consultant shall complete the forms required by paragraph 26.

P These forms shall be submitted to DISCO through the UA activity or the contractor
T for which the consulting service is to be performed. Each application for
clearance shall be accompanied by a copy of the certificate prescribed by para-

= graph a above, The LOC shall be issued to the using contractor or UA activity,

as appropriate.
Fallure to accomplish the certification described above shall

o
T
. d‘
e ! require the processing of a FCL, as prescribed by paragraph 21.
‘((' )
&
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69. Consultant -- Type B. The consultant possesses classified material at
his or her place of business or residence, the consultant having full
responsibility for security of the classified material.

a. A FCL is required for the consultant to cover the premises at which

he or she will possess the classified material and perform the consulting
services.

b. Consultants of this type shall be considered to be prime contractors
to the UA activity, or subcontractors to the using contractor.

c. The provisions of this manual pertaining to contractors or subcon-~
tractors, as appropriate, shall apply.

70. Consultant -~ Type C. Consultants possess classified material at their
regular employer’s cleared facility, the consultants and their employer having
agreed as to their respective responsibilities for security of the classified
material. The clearance status and safeguarding ability of the consultants'
regular employer shall be obtained from the employer's CSO, prior to the

disclosure or release of any classified informationr to the consultant.

a. No requirement exists for a separate FCL for the consultant (including
execution of the DD Form 441 and the DD Form 44ls) or to have an existing
FCL raised, provided that the employing facility, and the employee who is
acting as a consultant to another contractor or to a UA activity, are both )
cleared for access to at least the category of classified information as that q
to which the consultant will require access, and provided the employing
facility and the employee jointly execute a letter agreement to safeguard
classified information for an employee performing comsultant services (see

appendix I, paragraph U) by which the employing facility and the employee
agree to the following.

(1) Both agree to place classified material, which the consultant~
employee must have in his or her possession, into the employing facility's
accountability system.

(2) Both agree to incorporate procedures in the employing facility's
SPP, which prohibit the dissemination of the classified material within the
facility, except that appropriately cleared persomnel of the facility may be
designated in writing on a strict need-to-know basis to provide the consulting

employee clerical, destruction, and reproduction services necessary to his or her
performance as a consultant.

(3) Both agree to furnish the employee, who is acting as a consultant,
a storage container, so that the classified material may be stored under his
or her control. Access to the storage container shall be limited to the
employee who is acting as a consultant and the minimum number of employees

designated in accordance with paragraph (2) above, which are essential to
support the consultant.

(4) Both agree to advise its CSO immediately on any change in the
consultant's status as an employee of the facility.
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Section VIII. PARENT-SUBSIDIARY AND MULTIPLE FACILITY ORGANIZATIONS

72, Parent-Subsidiary Relationships.

a, When a parent-subsidiary relationship exists between two companies,
the parent company must have a FCL of the same or higher classification level
as the subsidiary company, unless by formal action of its board of directors
or similar executive body: (i) it is excluded from access to all classified
information held by the subsidiary company, or (ii) it is excluded from access
to classified information held by the subsidiary company, which is of a higher
classification level than the parent company's FCL. However, if the parent
company is under FOCI, exclusion action may not be taken. In such circumstances,
the subsidiary company is ineligible for a FCL., (Certain exceptions to this
rule can be made when the foreign ownership or control is exercised by a
Canadian or U.K. interest. Consult the CS0 for details.) Each exclusion acti
shall be made a matter of record in the minutes of the executive body of both
the parent company and the subsidiary company. Two copies of both sets of
minutes shall be furnished to the CSO of each cleared subsidiary company, along
with a copy of the DD Form 44ls, executed independently by the excluded parent
company and the subsidiary company. In addition, when officers or directors
of a subsidiary hold similar positions with the excluded parent company, they
shall execute one of the following certificates, as appropriate: (i) "I under-
stand that the .(name of parent company) is not cleared for access to classi-
fied information and I certify that I shall not disclose classified information
to the (name of parent company) or any of its agents, regardless of my official
business or personal association therewith," or (ii) "I understand that (appro-
priate classification level) is the highest level of classified information
which may be disclosed to the (name of parent company) or any of its agents,
regardless of my official business or persomnal assoclation therewith," Official
notice of the execution of each such certificate shall be made a matter of
record in the minutes of the executive body of the subsidiary company and two
copies of the minutes shall be furnished to the CSO of the subsidiary. Two
copies of each certificate, executed in accordance with the requirements of
this paragraph, shall be furnished to the CSO of the subsidiary.

b. Interchange of classified information and wvisits between a parent and
its subsidiaries, or between the subsidiaries, shall be accomplished in the
same manner as an interchange between a prime contractor and a subcontractor.
However, in the case of a classified contract awarded to a subsidiary, the
subsidiary, as necessary in the performance of the contract, may release
classified information to the parent, when required, provided the parent
company has an appropriate FCL and safeguarding ability. Moreover, where the
parent organization is owned or controlled by a foreign interest, the U.S.
subsidiary shall not release U.S. classified information to the parent, except
with the express written authority of the contracting UA. In such cases
visits between the subsidiary and the parent shall be considered as Category 1
visits, as defined in paragraph 4la. Neither the subsidiary nor the parent
may release or disclose classified information, pertaining to the contract of
the subsidiary, to other subsidiaries of the parent without specific approval
of the contracting officer or his or her designated representative, or unless
within the provisions for exceptions set forth in paragraph 5x.
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c. In case the parent corporation or its subsidiaries have cleared
facilities which are collocated with each other (occupying the same office
space or located side by side), the collocated facilities may request CSO
approval of a formal written agreement between the facilities to utilize
common security services for: (i) personnel security administration, (ii)
document control (to include storage), (iii) reproduction, (iv) visitor
control, and (v) other similar administrative services. 1In all cases, the
agreement shall be incorporated into the SPP (or appropriate supplement to an
SPP) applicable to the facilities involved. The proposed SPP shall be
submitted to the CSO as part of the request. The SPP shall establish workable
security procedures and clearly fix responsibility for security administration
within the collocated facilities. The procedures shall be structured (for
example, separate accountability systems) to ensure that the need-to-know
principles outlined in the previous paragraph are not violated. One FSO shall
be designated for all facilities; the designee shall be considered an OODEP of
these facilities and shall require a concurrent clearance at each facility.
Appropriately authorized (cleared with a need-to-know) personnel rendering
security services shall be designated in the agreement by job title to provide
the specific services agreed to. Additionally, procedures may be incorporated
into the SPP whereby a machine run or other roster (for example, record of
clearance) may be used in lieu of a visit letter, provided such reccrds are
maintained in a current status at all times, When combined, the SPP and the
roster shall provide the essential information required in paragraph 37d.

73. Multiple Facility Organizations. In the case of a MFO, the contractor
(HOF) is responsible for ensuring the adherence, by each of its cleared oper-
ating locations, to the terms of the DD Form 441 and the security require-~
ments of each classified contract being performed. A copy of the basic DD

Form 441, with "Appendage to Department of Defense Security Agreement," shall
be furnished to each facility listed in the appendage and to each CSO concerned.
The HOF shall have a FCL of the same or higher level as any cleared facility
within the organization., Classified information may be interchanged among the
cleared facilities of a MFO, when the contractor determines that such inter-
change is essential to the fulfillment of a contract. Before the contractor
places classified information or work in a facility of his or her organization,
it shall have been determined that it has an appropriate FCL and the capability
to safeguard the classified material. The contractor shall provide the facility
performing the work and its CSO with classification specifications extracted
from the DD Form 254 or other appropriate classification guidance. Revised
guidance or notice of the reaffirmation of existing guidance, as applicable,
shall also be provided. The SPP of a contractor having two or more facilities
shall include security instructions, which provide the controls necessary to
protect classified information within the organization. These, among other
procedures, shall include, but not be limited to, instructions for the trans-
mission of classified information and for visits of the contractor's employees
between his or her cleared facilities, Such visits shall be considered as
Category 1 visits as defined in paragraph 4la. Within each facility, the SPP
shall be adapted, as necessary, to meet local conditions, as prescribed by
paragraph 5s. If the contractor elects to have LOC's issued to (i) the HOF or
(ii) one or more PMF(s) of the MFO, the HOF or the PMF shall provide the CSO a
listing of each subordinate facility (both cleared and uncleared) within its
respective area of cognizance wherein a cleared individual(s) is employed or
physically located. When a PMF(s) is established, the HOF SPP will specifi-~
cally reflect that all associated security respoasibilities have been delegated
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to the PMF(s) for its specifically defined geographical or functional area,

In all cases where the aforementioned cleared individuals are employed by or
physically located at uncleared facilities falling under the cognizance of the
respective HOF or PMF(s), the SPP shall reflect that the HOF or PMF, as appro-
priate, is responsible for personnel security administration. Such responsi-
bilities will include meeting security education and paragraph 6 reporting
requirements for all cleared personnel located and/or employed at these un-
cleared locations. In order to ensure the security awareness of these cleared
personnel, at their respective U.S. uncleared facilities falling within the
set (SO boundaries (see appendix VIII), the respective HOF or PMF security
superv¥isor, or his or her appropriately cleaved representative, shall visit
each of these locations on an annual basis. Regarding the briefing of cleared
personnel employed or physically located outside of the CSO boundaries, such
briefings will be handled as required in paragraph 97. Other considerations
applicable to visits to uncleared facilities are as follows.

a. As an alternative to annual visits to the aforementioned uncleared
U.S. locations, the HOF or PMF(s) may develop procedures, which provide: (i)
equal or better assurance than annual visits, (ii) that all aspects of
personnel security administration will be properly accomplished, (iii) that
proper management attention is directed on a continuing basis to this area,
and (iv) that responsibility and authority for accomplishment is formally
assigned to cleared managerial perscnnel. Such procedures will be clearly set
forth in the HOF's or PMF's SPP, as appropriate, and shall require the approval
of the CSO prior to being placed into effect.

b. Records that reflect the accomplishment of these requirements will
be maintained as provided for in paragrapk 26k.

74.  Temporary Help Suppliers.

a. General. A temporary help supplier is a subcontractor who dispatches
personnel on his or her payroll to perform work on the premises of the using
contractor or UA (see paragraph 5ab). A temporary help supplier and his or her
field, branch, or associate offices having a valid parent-subsidiary or MFO
relationship are covered in paragraphs 72 and 73 respectively. The following
peragraphs are concerned with:

(1) a temporary help supply licensor (hereinafter referred to as the
licensor) who grants licenses or franchises to other individuals or firms to
use the name, administrative support, methods of operation, or style of the
licensor in a specific geographic area; and

(2) a license or franchise holder (hereinafter referred to as a li~
censee) who owns and operates a legal entity separate and distinct from the
licensor, and is licensed or franchised to do business under the name, method
of operation, or style of the licensor.

b. Where the temporary help persomnnel are actually employees, aund on

the payroll, of the liceusee, the licensee may be granted a FCL as provided
for in this manuas,
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c. Where the temporary help personnel are employees, and on the payroll,
of the licensor, normally there would be no valid basis for the licensee to be
granted a FCL. As an alternative, a FCL may be granted in the name of the
licensor at the address of the licensee, if there is a valid requirement for
employees of the licensor to have access to classified information at a con-~
tractor facility or UA activity, provided that:

(1) the licensor has.a FCL at its HOF; and

(2) an employee of the licensor located on the premises of the
licensee is appointed as FSQO for the licensor;_gg

(3) an employer-employee relationship is established between the
licensor and at least ome or more employees of the licensee through execution
of a separate written agreement between the parties, or by the insertion of a
clause in the franchise or license agreement. The agreement or clause shall
specifically provide that, for a consideration, one or more employees of the
licensee will act as FSO for the licemsor in the territory covered by the
license or franchise. One signed copy or certified true copy of the agreement
or clause shall be furnished by the licensor to the GSO concerned.

d. If the provisions of paragraphs c(l) and (2), or c¢(l) and (3), above
are followed, a FCL may be granted to the licensor at the address of the
licensee. This location will, for industrial security purposes, be considered
as an operating facility of a MFO. Among other things, the SPP of the operating
facility shall specify the functions and responsibilities of the FSO and the E
procedures for:

(1) processing PCL's including the granting of company CONFIDENTIAL
clearances by the FS0;

(2) accomplishing the requirements of paragraphs 5 and 6 which
relate to its (temporary help) personnel; and

(3) processing visit requests dispatching its temporary help per-
sonnel to the using contractor's facility as Category 1 visits (see paragraph
5ab and 4la).

e, When a licensee has a license or franchise agreement with more than
one licensor, a FGL may be issued In the name of each licensor. Simflarly, if
a contractor is engaged in a business which requires a FCL in connection with
such business and, in addition, is a licensee for a temporary help supplier,

a FCL may be issued in his or her own firm's name and one in the name of the
licensor.,
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Section IX. SENSITIVE COMPARTMENTED INFORMATION AND COMSEC
INFORMATION

75. SENSITIVE COMPARTMENTED INFORMATION.

a. The provisions of this manual apply to research, development, and pro-
duction of SENSITIVE COMPARTMENTED INFORMATION. 1In addition, special security
requirements supplementing this manual will be prescribed by the contracting
department for SENSITIVE COMPARTMeNTED INFORMATION contracts, except that, for
SENSITIVE COMPARTMENTED INFORMATION contracts awarded by military department
procurement activities for the NSA, the NSA will prescribe the special security

requirements.

b. In the case of SENSITIVE COMPARTMENTED INFORMATION contracts awarded
by military department procurement activities for the NSA, the NSA shall be
responsible for exercising security controls over the contract.

c. In the case of SENSITIVE COMPARTMENTED INFORMATION contracts awarded
by and for a military department or DoD Agency, an activity designated by thé
contracting military department or DoD Agency shall be respousible for exercig~
ing security controls over the contract.

d. Access to SENSITIVE COMPARTMENTED INFORMATION will be granted to
contractor employees requiring access by the activity designated to exercise
security controls over the contract as provided above.

e. Denial or revocation of authorization for access to SENSITIVE COM-
PARTMENTED INFORMATION is not appealable,

76. COMSEC Information. The contractor shall protect COMSEC information in
accordance with the requirements of the DoD 5220.22-S-1 (CSISM).
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Section X. GRAPHIC ARTS

77. Special Requirements for Graphic Arts, This section of the manual
provides specific security measures for the safeguarding of classified
information during the development stages, performance of service, or
production of material by the graphic arts industry. The security measures
apply whether the work is performed by the prime contractor om his or her
premises or subcontracted to a graphic arts facility.

78. Production Control Records. While the production control records remain
with the classified job to which they relate, they shall be: (i) plainly and
conspicuously marked or stamped at the top and bottom with the same classifi-
cation as the material being produced, or (ii) unless the production control
record itself contains classified information, covered over with a cover sheet
conspicuously marked or stamped at the top and bottom with the same classifi-
cation as the material being produced. In either case, the additional markings
required by paragraph 11b(8) shall be applied, as appropriate. Production
control records or cover sheets shall be marked with a notation indicating
that they are unclassified when separated from the classified material being
produced, unless they contain or have attached thereto classified informatiomn.
The contractor may, at his or her discretion; use the production control
records as the records required by paragraphs 12 and 18, provided they contain
the required information and are retained for the period of time specified in
paragraph 12,

79. Area Controls -- Additional Requirements. During the layout, composition,
platemaking, presswork, and bindery stages of the production of classified

to the immediate area in which such work is being performed. In the event the
safeguarding requirements prescribed in paragraph 16 are insufficient for this
purpose, such areas shall be designated as restricted areas and shall be
controlled in accordance with the provisions of paragraph 34b. Additional
requirements are as follows,

a. Pressrooms, While the press is being made vready or being run, the
press itself shall be identified and marked the same as the classified informa-
tion being run. The press shall remain so identified until the run has been
completed and all classified material removed. Marking and identification of
the press is not required for press runs of short duration, provided the run
is completed prior to the end of the workday. Plates, blankets, chases, and
the like, need not be removed from the press at close of working hours, when
the press run is incomplete, provided the area meets the requirements of
paragraph 34a(3).

b. Composition Areas. Linecasting (for example, intertype and
linotype) and photocomposition machines shall be identified and marked the
same as the classified information being set in type, except for jobs of short
duration completed prior to the end of the working day. Slugs (that is, lines
cast on a linecasting machine), coded tapes, ribbons, negatives, and so on,
need not be removed from the machines at the close of the workday when the
composition is not completed, provided the area meete the requirements of
paragraph 34a(3).
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Bindery areas shall be secured by the same method as

c. Bindery Area.

pressroom areas.

d. Darkrooms. Admittance to all film processing units sha}l be re-
stricted to cleared persomnel who are assigned to the particular job or jobs

involving classified information.

Proofreading Areas. Proofreading areas shall be controlled by physical

e.
audio access and entrance by unauthorized

barriers capable of preventing visual or
persons.

£. Shipping Entrances. Shipping entrances shall be secured when classi-
fied information is in the area. Loading and unloading operations shall be
performed under the supervision of a cleared employee of the contractor.

80. Special Conditions.

a. Overruns. Ail assembled copies of printed material not spoiled during
a printing operation, which are in excess of the number of 9opies ordered, shall
be designated as overruns. Overruns shall be held to a minimum. An exact count
of the overruns shall be maintained and they shall be accounted for as pre-~
scribed in paragraph 12. Overruns shall be transmitted to the customer with
the balance of the job or promptly destroyed in compliance with the provisions

of paragraph 19a through e 1/.

b. Proofs. A record shall be kept of the number and disposition of
proofs. Galley or page proofs approved by the customer shall be retaingd until
the product is delivered, and shall be returned to the customer along with the

ot 1 wamimeednta 17
original mamuseripts 17.

c. Waste Disposal. The contractor shall provide properly ident%fied
waste containers at each production point at which waste, epoilage, trimmings,
or cuttings accumulate. Waste shall include paper stock used for press make-
ready, spoilage during running, printed copies spoiled during bindery
make-ready, or excess copies of individual pages that are not to be assembled
to form a complete product. Waste containers shall be adequately safeguarded
and the waste promptly destroyed, in accordance with paragraph 19f. Waste
shall not be retained in production areas during nonworking hours.

d. Return of Samples. All graphic arts samples (that is, classified
material furnished by the customer for reproduction) shall be returned to the
customer immediately after the completion of the work lj.

1/ Where the classified production has been accomplished on the premises of the

~  contractor, as opposed to being done by a graphic arts subcontractor, the
disposition of overruns, proofs, samples, and other material, gxcept for
waste used in the production of the job, may be delayed until the completion )
or termination of the contract concerned. (
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e. Bulk Shipment, Graphic arts products that are shipped in bulk in
double containers will be stacked in the inner container face up. A cover
sheet shall be placed on top of the material before sealing the inner container.
The contractor shall maintain a record of the quantity shipped in each con-
tainer, and when copies are serially numbered, the contractor shall number the
inner containers, and the record shall show which serial numbers were packed
in each container. Such records shall be incorporated into the control station
records malntained in accordance with paragraph 12. The classification mark-
ings and, if appropriate, the notations prescribed in paragraph 11b(8), shall
be applied on all outside surfaces of the inner container. Outer containers
shall be sealed by wire stapling or by tape, so that tampering will be
evident. No markings shall be made on the outer containers, which will in any
way indicate that the package contains classified material. Address labels
will be placed on the top surface of both containers, and receipts will be
placed inside the inner container,

f. Materials Used in Production.

(1) All materials used in production, which contain classified
information (that is, negative flats, layouts, masters, dummies, vellums,
stencils; composition tapes,; proofs, tympan sheets, negatives, type, plates,
and so on), shall be safeguarded, in accordance with paragraphs 14 and 16, and
immediately after completion of the work, destroyed in accordance with para-
graph 81, or returned to the customer along with the job on which they were
used 1/ (see paragraph 12f for accountability requirements).

(2) Rubber blankets, after use in a classified production, may be
reused on classifiad and unclassified production; provided they are properly
washed and safeguarded, in accordance with paragraph 16. The rubber blankets
shall be identified as required in paragraph llc and the classification shall
at all times reflect the highest category of classified information for which
the rubber blanket has been used (see paragraph 12f for accountability require-~
ments). When no longer serviceable, or reuse is not desired, rubber blankets
used for classified productions shall be destroyed as prescribed in paragraph
19c.

(3) Plates and other than rubber blankets used on a classified pro-
duction shall not be reused, and shall be destroyed as prescribed in paragraph
81, A contractor is not authorized to turn over classified plates to a
subcontractor for the sole purpose of regraining such plates., Moreover, the
regraining of plates shall not be considered as an authorized method of
destruction under paragraph 8l.

(4) "Rollers" and other parts of presses, which retain impressions
of classified information during the printing stages, shall be cleaned to
remove the classified information on completion of the run.

81. Destruction -~- Special Requirements. Classified material used in the
reproduction process shall be destroyed, in accordance with paragraph 19c,
except that:

a. classified information on metal foundry and wooden type shall be
considered as having been destroyed when the type is redistributed in the type
case; and
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S T : Section XI. NATO INFORMATION
b. classified information on glass mnegatives shall be destroyed by %
dissolving the emulsion or by pulverizing. !
§ 83. Application. This section of the manual provides for the additional
82, Mailing Lists. 3 security measures that have been established for the safeguarding of NATO
o classified information. The provisions contained in this section supplement
a. Classified. When a mailing list used for the distribution of unclas— i the provisions of sectioms I through X of this manual. These additional
sified material is classified, the material shall be protected as though clas- i i security measures apply whether the NATO classified information is in the
sified (markings not required), until separated from the classified mailing [ ; possession of the prime contractor or in the possession of his or her sub- ¥
list during the production process or at the point of mailing or shipping. 7 1t contractor(s). The provisions of this section do not apply to U.S. docu- *
i L ments which contain NATO information (see paragraphs 11b(8)f and 1le(2)).
b. Unclassified. When a mailing list used for the distribution of | E
classified material is unclassified, the list shall be protected as though i § 84.  Authority. The requirements of this section reflect the security pro-
classified (markings not required), until separated from the classified H caedures established by the U.S., Security Authority for NATO for the safe-
material during the production process or at the point of mailing or shipping. . f guarding of NATO classified information in the possession of U.S. industry.
c. Related Material. When classified mailing lists are prepared or ; 85.  Supervision and Orientation Requirements,
maintained by a contractor, all material which retains an impression of the ] ;
addresses, such as carbons, addressing plates, identification strips, and : a. The FSO is responsible for supervising and directing security ®
verification lists, shall be classified and safeguarded accordingly. measures for safeguarding NATO classified informationm. *
b. The contractor shall maintain a separate record of all employees
located at the facility who have been authorized access to NATO classified
. information, in addition to the clearance record required by paragraph 28.
L {
. f e c. - The contractor shall notify all employees who will have access to *
{ & i NATO classified information of the following.
.- H
P fou .
= f: (1) The term "NATO classified information" used in this section %
§ ‘ applies to classified information circulated within and by NATO, including *
‘ | information released by member nations into the NATO security system, as well
E ; as information originated in the organization itself. However, classified
: i information contributed by a member nation remains the property of the
] 3 originating nation, even though it is circulated in a document belonging to
I NATO.
2 (2) The marking "NATO" on a document is used to signify that the
v document is the property of NATO. This marking will be applied to all cop- *
§~ ies of documents classified SECRET, CONFIDENTIAL, and RESTRICTED that are *
circulated within NATO. The marking of "COSMIC" also signifies that the &
*

i document igs the property of NATO, and is applied exclusively to all copies
'? of TOP SECRET documents circulated within NATO.

4

S {(3) COSMIC TOP SECRET documents, NATO SECRET documents, and NATO
S CONFIDENTIAL documents shall 