




\ 

-- - -- --

194 

are working effectively they should achieve a large measure of 
what Mr. Siegel suggests. 

I am afraid I missed the third question, Mr. Vento. 
Mr. VENTO. I think that you answered it. I guess the thing is, is 

there an increasing number of these credit card rings? 
Mr. KEENEY. Yes, we have, sir. 
Mr. VENTO. Thank you, Mr. Chairman. We recognize that a 

Federal responsibility to take an active role where we are dealmg 
with credit card rings. 

Chairman ANNuNzIO. Mr. Paul is recognized for 5 minutes. 
Mr. PAUL. Thank you, Mr. Chairman. 
I have one brief question for Mr. Keeney. To. what are 

prosecutions occurring under the Consumer CredIt ProtectIon Act? 
You ha.ve made a number of suggestions to the subcommittee. yv e 
are having a markup immediately afterwards. I was just wondermg 
whether you had any suggestio?s ?r enough time t? analyze this. 
What would the impact be of thIS bIll on your operatIOns. 

Mr. KEENEY. It would help. It would make some of the prosecu­
tions easier. Whether it would have a dramatic impact I am in­
clined to say no, Mr. Paul. But it would have a salutary impact and 
would probably result in us being able to prosecute some cases that 
we can't prosecute now. As out? it would 
overrule in effect a recent decISIOn In the nInth cIrcuIt WIth respect 
to the use of numbers. 

Mr. PAUL. Have you had enough time to really go over the bill 
and study the impact of this bill on your operations? 

Mr. KEENEY. We have had the bill and its' predecessor for about 
10 days. We have looked at it, I think, pretty carefully, Mr. 
All I can say with to it is, it would be helpful. We wouln 
strongly recommend that it be enacted. 

Mr. PAUL. Thank you. . 
Chairman ANNuNzIO. Thank you, Mr. Paul. I would lIke to ask 

the cooperation of the members. I know how busy they are. We 
have one more panel. Then we are going to proceed to markup. We 
need a quorum to markup. We have five members here. We need 
one more for markup. So if it is at all possible, if you can stay:, the 
staff is working on getting another member to the subcoIp.mIttee. 
Mr. Lowry, you are recognized. ' 

Mr. LOWRY. Thank you, Mr. Chairman. 
Mr Keeney I wasn't here in 1976 when the Financial Privacy 

Act passed, so I am not really aware as I should be of all the 
ramifications of that act. Obviously there was probably some pur­
poses for it as far as protecting privacy. Can you give an example 
of crimes that you are aware of tha.t were not prosecuted because 
of the existence of the act? 

Mr. KEENEY. Well, I am not saying we are not prosecuting, Mr. 
Lowry. What I am saying is that the procedures are S? 
that a bank has to notice the FBI that they have an IndICatIon of a 
crime in which the bank was the victim, embezzlement, whatever 
the crime might be. 

Then they have to go through and gradually feed out t? the FBI 
the details of that violation. The statute is structured In such a 
fashion so that if in doing so the bank oversteps the bounds of the 
statute, they may be subject to a civil suit by someone who has ac-
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tually victimized the bank because they haven't adhered rigorously 
to the cumbers0l!le procedures ,of the particular statute. 

I. am not .saYIng we haven t prosecuted any cases; I am just 
sayIng that lIfe be a lot simpler for the banking institutions 
and for the FBI If there wer,e some changes made in this legislation 
so the bank could call up and say, "We have been the victim 
of a CrIme. These are the facts. These are the details. These are our 

These are the people who have information with respect to 
It. And you, FBI, take over." It would save a lot of time Mr 
Lowry. ' . 

Mr. LOWRY. Is there a problem of the banks--
Mr. KEENEY. Even. .regulatory agencies have a problem. 

They /eel they are InhIbIted In what they can disclose to us at 
least m the early stages of the dialog that commences as a resuit of 
the statute. 

Mr. LOWRY. Well, Mr. Chairman, I assume we will be wanting to 
look at that. Thank you very much 

ANNuNzIO. Thank Mr. Lowry. And I want to 
agaIn Inforn; the members that if we get this bill marked up 
today, wIll.try tomorrow. I.thmk If we all remain here we 
can finIsh the Job today. Mr. RIdge IS now recognized for 5 minutes 

Mr. RIDGE. Thank you, Mr. Chairman. . 
D Mr. Keeney, do you have available statistics that would reflect 
or the years 1981 and 1982, the number of arrests and convictions 

tlfe Department of Justice with regard to existing legisla­
tIOn In thIS. area, to give us an idea of the number of that 
may be fallmg through the cracks and ending up as a responsibili­
ty of the local prosecutorial office? 

I c:an't give :you that, Mr. Ridge. What I can give 
you IS. I thmk, for the Postal Inspection Service, 
the agency in the area. I think for the year 
1982 had like 80 investigations. How many of those 
resulted In prosecutIOn, I don't know. But if you wish I can get the 

' 
Mr. RIDGE. It certainl1 would be No.1 on your priority list, 

but I would personally lIke to see It at your convenience. 
K.EENEY. What I am suggesting is that the number of investi-

gatIOns In the area, Federal area, is not extremely high. . 
Mr. RIDGE. I that leads into the second point that I have. 

On those rare, occaSIOns .when you do c?nduct the investigation, the 
U.S. attorney s office stIll has the optIOn to exercise, to decline to 

As understood from Siegel's testimony, that 
declInatIOn polIcy may vary from dIStrICt to district? . 

Mr. KEENEY. Yes, sir. . 
Mr. We can all the national legislation we 

want, but If there. are. gOIng to be unilateral decisions made in dif­
areas and In offices throughout the country as to 

whIC1;t ones they are gOIng to prosecute and which ones they are 
not, It be helpful for the local prosecutor if we 
really thInk It IS a serIous problem and want them to help us out 
to a standard declination policy across the country. Is that 
trUIstIc? Is that someth!ng we are ?:oing. to see? 

lVJr. KEENEY. Mr .. RIdge, I don t thmk a standard declination 
polIcy-you are talkIng about a monetary figure, I think, now-
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throughout the country would be a good idea, because the needs 
and resources are different in the various parts of the country. 

Now let me make several points with respect to this. We try to 
address that problem. It is a problem. 1\"1r. Siege~ is righ~, t?e:e ~s a 
problem under our federal system where there IS dual JUrISdICtIOn; 
there is the potential for cases falling through the cracks. We have 
tried to address that problem through these law enforcement co­
ordinating committees and we have tried to address it by providing 
a follow-through system, which is not fully implemented but is in 
the course of implementation; by which the U.S. 8:ttorneys, when 
they decline a case, a case that, where all the requIrements of the 
statute are met. It could be prosecuted. 

When they decline it on the basis of an exercise of ~heir prosecu­
torial discretion, they will follow through and determme what hap­
pened to that case in the local jurisdiction. If it was declined there, 
they would reconsider it. As I say, we are in the process on this. It 
is not fully implemented. 

Another point I would like to make with respect to the credit 
card violations. The credit card violations are for· the most part in­
vestigated by the Postal Inspection Service. I think that if you talk 
to any law enforcement people on the local level-maybe we could 
address it to Mr. Siegel-the Postal Inspection Service is the, prob­
ably the investigative agency in the U.S. Government that works 
best with local prosecutors. 

They do go, and my understanding is that they are very coopera­
tive. When they bring a case to a local prosecutor such as Iy.Ir. 
Siegel, they bring it and they cooperate fully with respect to trYIng 
to have it prosecuted. 

Mr. RIDGE. I would like to ask Mr. Siegel, then, to comment on 
his experience with these law enforcement, coordinating com~it­
tees and possibly also respond to Mr. Keeney s remarks concernmg 
the cooperation between the Federal agencies, particularly the post 
office and your office, or other offices that you are aware of. 

Mr. SIEGEL. With regard to Mr. Keeney's comments regarding 
the postal inspectors, I absolutely agree with him. I believe all of 
the prosecutors' offices with which I deal, all of the 80 various of­
fices, will agree that the most cooperation which we receive on a 
local level from a Federal investigating agency, if we had to pick 
one, would be the postal inspectors. 

They will bring the cases to us and they in fact will do further 
investigation on our behalf if we ask them to. There are some other 
Federal agencies that are clearly not quite as cooperative. 

With regard to the coordinating eouncils that were referred to, 
my view of it, from what I haye observed in my jurisdiction and in 
speaking with district attorneys around the country, is that these 
are good ideas. They are the kinds of ideas that sound on paper 
and sound in front of committees as if they are in fact the way to 
go. But in actual working out, we are not fmding very many :meet­
ings and we are not finding very many meaningful exchanges. 

There are numerous committees to which U.S. attorneys offices 
and constituent agencies that would be part of these coordi~ating 
councils and local prosecutors' offices are called every day. Unless 
there is some visible sign that the work that will go on in these 
committees will in fact be substantive, will in fact include the kind 
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?f information th~t doesn't j~st flow one way, saying, Here is what 
IS gomg on;. take It or le~ve It, but in fact will involve an exchange 
and an aSSIstance capaCIty back and forth, because local prosecu­
~ors can also help F~deral prosecutors, unless we know that there 
IS some substance to It, then it really is an exercise in futility 

I an; not saying we shouldn't have that as a concept but' if we 
are gOIng to have these kinds of councils as a concept th~y ought to 
be the kinds of thiI?-gs .that are. followed through on and th~t the 
Department (oJ JustIce m Washmgton makes certain that the US 
attorneys out in the 94 districts follow through on and that in f~ct 
the~ be made ~o_ ~ork, becaus~ other;.vise the:y are, frankly and to 
be ::s~mewhat hai..Sh but I thmk qUIte candId, they are window 
dressmg. 

Mr. RIDGE. Thank you, Mr. Chairman. 
Ch~irman ANNUNZIO. Thank you, Mr. Ridge. 
I WIll now allow myself 5 minutes. 
Mr. Siegel, d? you .believ.e t~at the Justice Department gives 

en.ough emphaSIS to InvestIgatIng and prosecuting white collar 
CrIme such as credit card counterfeiting? 
M~. SIEGlEL. I believe, Mr. Chairman, that more emphasis could 

be gIv~n. Now, whether you ask-you ask do they give enough? 
They gIve some. I know that in the past several years the strategy 
for whatever reason, at. the Federal level has been to place more of 
the burden of prosecutmg that type of crime on the local prosecu­
tor. 

It is not a judgment which I believe I am competent to comment 
~n, nor do I feel my c0l!lments would be particularly pertinent. But 
~ do have an observatIOn to make, that that is in fact what has 
happened, and that the resources that have been available to us 
on the other ~and, to combat the type of crime have been reduced 
at the same time that the burden upon us has increased which is 
one of the comments that I make in my written remarks ' 

.I thinl.( the position taken at the Federal level tow~rd dealing 
WIth ;.v~Ite. collar crime should be enhanced and could be greater 
than It IS rIght now. 

ChairmaI?- ANNUNZIO. T~en in your opinion again, do you feel 
that there .IS enough coordInation on the part of the Federal Gov­
ernment WIth lo~al prosecutors on credit card fraud? 

Mr. SIEGEL. WIth credit card fraud per se, I think there is a rea­
sona!:>le a~ou~t of cooperation, yes. As I have already indicated, 
the InvestIgatIve agency involved happens to be an agency that 
~as, for whatever reason, chosen to be, or been directed to be or 
Just by the nature of the pe.ople within it, is very cooperative ~ith 
focal I?ros~cutors. It m~kes It, therefore, much easier to coordinate 
.lnV~stigatIve ~fforts WIth ~hem when U.S. attorneys offices choose 
to SImply declme to deal WIth the case. 

ChaIrman ANNuNzIO. In your opinion, the State and local pros­
e~utors have ~he resou~ce~ to investigate sophisticated, organized 
rIngs of cr~dlt. card. crImmals. You know we have heard some 
h~rr<?r storIes In thIS subcommittee about how organized. these 
crImInals are. In fact, there w~s a story told, they" have a school, 
you see. These people attend thIS school where they are taught how 
to transfer ~hese. credit ca~·ds. I asked one of the witnesses if they 
had graduatIOn tIme and dIplomas, you know, and ceremonies. 
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And, you know, anything that is so well organized in order to 
make any kind of a dent, having been born and raised in a large 
city, I know it takes the efforts of local and Federal prosecutors co­
ordinating. Do you think that State and local prosecutors do have 
the resources? 

Mr. SIEGEL. I do not believe State and local prosecutors, Mr. 
Chairman, have the resources to deal adequately with sophisticated 
rings of credit card counterfeiters, in particular those that cross 
State lines. 

I can perceive, however, of a 'way in which we can work in a co­
ordinated way, with the Federal Government assuming the key 
role in prosecuting, through the use of their vastly increased re­
sources, that type of criminality, and the local prosecutor then 
dealing with the kinds of frauds that occur at a local level, in par­
ticular among the merchant elements, who are a very significant 
part of credit card fraud, large numbers of merchants who are per­
fectly willing to take known stolen cards and run up huge bills on 
them. That we can work with. 

If the Federal Government, through the Department of Justice, 
can work with dealing with the counterfeit rings, we can work very 
well at the local level in trying to prevent the distribution of those 
cm'ds and use of those cards through sting and scam operations 
that we have run, and we have run in a number of cities including 
my own, very successfully. 

Chairman ANNUNZlO. I have one more question for Mr. Keeney. 
The subcommittee is aware of at least two instances in which mul­
tiple gangland-style slayings have occurred as a result of involve­
ment relating to credit card fraud. Is the Department of Justice 
aware of such instances? Has it been working with State and local 
investigators to solve these gangland murders? 

Mr. KEENEY. Mr. Chairman, I am not aware of the particular in­
cidents to which you are referring specifically. But we are empha­
sizing rings. We certainly are emphasizing rings when traditional 
organized crime is involved and when nontraditional organized 
crime is involved. . 

There have been some killings in connection with some of these 
operations. Whether they are directly related to the credit card 
aspect or not, I don't know, but I do want to emphasize that coun­
terfeiting of credit cards is a priority of the Departm.ent of Justice. 

Chairman ANNUNZIO. Well, I am happy to hear that it's a prior­
ity, and I am sure that when murders are involved, that the atten­
tion does go up. 

lVlr. KEENEY. Yes, s~.t, it does go up. 
Chairman ANNUNZIO. I am sure of that. I just want to make it 

clear for the record. I have no fUrther questions. I want to give our 
staff director, Mr. Prins, an opportunity. 

Do you have a question? 
Mr. PRINS. Just one question, Mr. Chairman. 
Mr. Keeney, in the first part of your statement you recommend­

ed reducing the number of counterfeit cards from 10 to 5. What 
concerns me there is that when staff was working on the bill we 
were led to believe that the smaller number we had in there, the 
less likelihood that the Justice Department would look into, well, 
let's say a petty crime. 
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Mr. KEENEY. We have taken a 0 't' 
Prins, in. connection with the false id~n~Iifi~~t·on ~qit already, Mr. 

We thmk we ought to be . t t W I~n 1 . 

large eno.u~h to indicate so~~~~~ i~ ~on:e~~dk ~~ fiv~ figure is 
not promIsmg you we will necessar'l WI a rmg. I am 
in possession of five but it will mak~ ~rosic~te f~derally everyone 
ecute people who a;e en a ed i h' 1 a 0 eas.Ier for us to pros­
basis and we know it ~ g ntIs type of actIvIty on a regular 
in ode particular situ~~~n. we can only prove the possession of five 

10~r. PRINS. Would you prosecute more if we left the number at 

Mr. KEENEY. Well obviously btl d 't k 
going to make any differe~ce if u on now whether that is 
requires 10, or the statute req~lire:5 raili prkve 10 and the .statute 
prosecute on the 10 than we are the 5 In we are more lIkely to 

Mr. PRINS. Thank you. . 
Mr. KEENEY. What I am say' . th t 'f' . . . 

us to handle. We deal with PI:~~ I~ot a '~h It h ftIve, It is easier for 
We have got someb d h' , . WI W a we know or feel 
we find him in poss~sJo: of li~: cma] or ope~ator in this field, and 
we can prosecute it. If the statute a;ds, ~Od If the ~tatut~ says five, 
under that particular provl'sI'on po ays. ,we can t prosecute him 

";i P' , sseSSIOn. 
lVLr. RINS. I hate to prolon th' btl h 

question to drop the other shoegWh'!t b t ·tve JO ask one more 
way down to the possession of ~ single ~ °d? 1 we ropped it all the 

Mr. KEENEY, Obviously the Id br 
, 

the federal system for posses~io~o~ e, ve[y few prosecutions in 
may be that you have somebod 0 a sIng e c~rd" But" again, it 
were just fortunate to get him ywu~O dealB hteavily In thIS and we 
Mr. Prins, you are goin befo . one. u you have to realize, 
with the possession of o~ re a ]U~y. When you go before a jury 
stantially diminished insOefa~o~~t:~{~~t card, Y0l:Ir .chaJ?-ces are sub-

'rhe more you have the b tt Ing a convICtIOn IS concerned. 
is a pretty good vehicle for ~s ~~' ~llb ~e are ~ugges~ing is that five 
promising you that we will e ore a Jury wIth. We are not 
someone in possession of fiv~rBecute federall:y every time we get 
vehicle it would be helpful. . ut we are saYIng as a prosecutive 

Mr. PRINS. Thank you Mr Keene Th k 
Chairman ANNUNZIO Thank y. an you, Mr. Chairman. 

yo~r excellent stateme~ts, youry~x~e~~~ee~~y and IMr. Siegel,. f<?r 
gomg to go a long wa . hI' . es. Imony. am sure It IS 
ing up the Ie ' 1 t' YIn e pmg us In the fInal markup and shap 
into this mUlftbilli~~~d~I~:f~~~eihti: rill.p~t .somhe kin~ of a dent 
today. This racket is so vast d a eX.Is s In t. e UnIted States 
the rackets that people are i~volZedx1~niIvk that lit .makes son;eof 

I kno'Y that befol'.e these hearings start~d I s~d m .doml~rItson. 
were gomg to hear witnesses t t'f th t th ~o 1 ea ,.l.I.a we 
through counterfeitin and 1 ~s 1 y a . e loss m credIt cards 
exceed the billions an~ billio~: ~f~ollf cre~~ c~rd num?~rs ~~uld 
sleeper racket in the United States ad"t .IS Ibn my ?pInIOn, It s a 
people aware of it It is a 1 . ,an 1 IE a out tIme we make 
We want to thank'you for ~~~~hel;~~eJ'hald. a tremendous racket. 

Mr. SIEGEL. Thank you, Mr. Chairman e pIng us. 
Mr. KEENEY. Thank you, Mr. Chairma~. 
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Chairman ANNuNzIO. The next panel, I would like Mr. William 
D. Neumann, vice president in charge of security, VISA Interna­
tional, San Mateo, California. Mr. Neumann, will you take your 
place at the table. Mr. Walter R. Kurth, president, Associated 
Credit Bureaus, Inc., Houston, Tex.; Mr. 'rom Kelleher, vice presi­
dent of Security, MasterCard Corp., of New York; Ms. Sandra J. 
McLaughlin, senior vice president of the Mellon Bank, Pittsburgh, 
representing the American Bankers Association. 

Mr. KURTH. Thank you, Mr. Chairman. 
Chairman A:N"NUNzIO. We have with us today a member of the 

Texas Legislature who is very knowledgeable on this subject, Rep­
resentative Barry Connelly. Representative Connelly, would you 
like to come up and sit with Mr. Kurth here? 

Mr. CONNELLY. Thank you, Mr. Chairman. Thank you for recog­
nizing me. 

Chairman ANNuNzIO. Thank you. And, you know, he's a Republi­
can. [Laughter.] 

Mr. Neumann, I know you have a prepared statement. Without 
objection, it will be made part of the record. You can summarize 
and proceed in your own manner. 

STATEMENT OF WILLIAltf D. NEUMANN, VICE PRESIDENT IN 
CHARGE OF SECURITY, VISA INTERNATIONAL, SAN MATEO, 
CALIF. 

Mr. NEUMANN. Mr. Chairman and members of the subcommit­
tee, I am William D. Neumann, vice president of VISA Internation­
al in charge of security. I am appearing today on behalf of VISA 
U.S.A., Inc., a non stock membership corporation, incorporated 
under the laws of the State of Delaware, which administers the 
VISA card and Travelers Cheque program throughout the United 
States. The membership of the corporation is comprised of approxi­
mately 13,000 commercial banks, savings banks, savings and loan 
associations, and credit unions that participate in the VISA pro­
gram. 

As of the end of 1982 the VISA "Blue, White and Gold" card was 
carried by approximately 66.8 million individuals and accepted at 
nearly 2 million merchant outlets and 52,000 member offices all 
over the country. For 1982, the total dollar volume of the VISA 
card system in the United States was approxmiately $38.5 billion. 

On behalf of the vast membership of VISA, I would like to thank 
you, Mr. Chairman, for convening these timely hearings to discuss 
the alarming problem of card fraud and to review both the current 
statutory provisions that provide criminal penalties and the pro­
posed legislation, in the form of H.R. 3622, that would deal with 
many of our concerns. 

In the judgment of the unified industry, the present magnitude 
of the problem and its potential for even more staggering losses 
warrant a congressional review of laws protecting the public from 
fraud In connection with credit and debit cards. 

We would like to commend you, Mr. Chairman, for your recogni­
tion of the problem and your efforts in fashioning and introducing 
legislation which will address many of these concerns. Quite clear­
ly, you and the other members of the subcommittea appreciate that 
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thes~ pi~ces of plastic are tantamount to cash and their fraudulent 
use IS dIrectly ana~agous to the <;!ounterfeiting of U.S. currency. 

'Moreover, Mr. ChaIrman, your extensive efforts demonstrate an 
awareness. of. the fundamental point that it is the consumer who is 
the real. VIctIm of these unlawful activities. It is intuitively clear 
that, ultImately, fraud losses are paid by the cardholders as compo­
nents of the cost and credit of merchandise. 

We ~re pleased by your recognition that the problem is simply so 
extensIve and ~eographically pervasive that a Federal rather than 
state :~sponse IS warranted in those criminal situations beyond the 
capabIlItIes of ~t.at~ and local authorities. We would like to thank 
you for your InItIatIve and leadership in introducing H.R. 2885 and 
were ple~sed t? have the opportunity to work with the sk .. Zf of the 
subcommIttee In tl;e refi~ement of t~at legislation which produced 
~.R. 362~. We belIeve thIS recently Introduced legislation reflects 
gIant strIdes. toward devising a statutory framework with which to 
a~d!'~ss ~redlt and debit card fraud and prevent the inappropriate 
dIstrIbutIOn of card account numbers. . 

H.R. 3622 consi~t.s of .two major parts. The first would prohibit, 
except under speCIfIed CIrcumstances, disclosure of credit and debit 
car1, :lumbers. and other codes that could be used to obtain access 
t? .Lunds. WhI~e m~ny ?f our members would prefer that restric­
tIons. 0.0. the. dIssemInatIOn of account numbers be implemented b 
p:o?~bltIn~ Imprope~ activities rather than through a blanket prJ­
hlbltIOn WIth exceptIOns, we greatly appreciate the extent to which 
you hay~ accommodated the vast majority of our concerns respect­
lI~g legItImate uses for account numbers. We believe that your new 
bII~ d~monstrates a sin~e~e interest in excluding from the bill's re­
StrIctIOn all are <;is of legItImate business activities. 

As we have dIscussed with the staff of this subcommittee the ac­
count numbe~s t~at are the subject of this provision are vit~l to the 
0rderly functIOnIng of the national payment system. The imp or-

-tan~e of ~~ese account numbers to the system makes it critical that 
theIr legItImate use not be impaired while abuses are curbed. Be­
c<;iuse of that w.e <;ire co~c~rned that legislation in this area not be 
VIewed as restrIctlI~g legItImate operations of the credit card indus­
try. We do not .belIeve that H.R. 3622 would do this. In fact, it is 
our understa~dIn~ that the members of this subcommittee and the 
staff ~hare ~hIS VIew. However, certain areas of legitimate activity 
remaIn subject to interJ~retation. vye ~ould respectfully suggest 

h
tl;at they be addressed 111 the legIslatIOn itself or in legislative 

Istory. 
We address thes~ specific concerns in our written statement. In 

~hese ~reas we belIeve that supplying specific guidance is exceed­
Ingly. Importan~ and welcome the opportunity to work with the 
staff In addreSSIng these matters. 

The second major part of H.R.' 3622 involves filling in a number 
of ~o<?pholes that c~r~ently exist in the statute regarding criminal 
actIv~ty. These prOVISIOns would amend section 134 of the Truth-in­
LendIng Act to close enforcement loopholes that may have 
developed. 

For example, they would change the holding of one court that 
frau?ulent use .of an account number did not constitute misuse of a 
credIt card. ThIS and other changes in the criminal liability provi-

\, 
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sian will do much to close existing loopholes,' Mr. Chairman. We 
urge the _ subcommittee to move quickly to adopt legislation in this 
area, and look forward to continuing our efforts in working togeth­
er to fashion a sound, effective bill. 

In conclusion, the pervasive and growing use of plastic cards and 
related access mechanisms is ushering in a worldwide system of 
electronic funds exchange. These payment mechanisms hold the po­
ten tial for allowing consumers to use their assets any way they see 
fit, instantly, anywhere in the world, and at any time of the day. 
They hold the key to expanding their freedom by expanding their 
financial flexibility. 

If this new approach is to be implemented successfully, it must 
be able to develop free of the existing threat of widespread crimi­
nality not effectively addressed and thus not deterred by the Feder­
al criminal justice system. 

The industry respectfully urges Congress to give immediate con-
sideration to the adoption of appropriate legislation in this area. 

Thank you, Mr. Chairman. 
Chairman ANNuNzIO. Thank you, Mr. Neumann. 
[Mr. Neumann's prepared statement, on behalf of VISA Interna­

tional, follows:] 
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'l'ESTIMONY OF' 

VISA U.S.A. INC. 

BEFORE THE 

COMMITTEE ON BANKING, FINANCE 

AND URBAN AFFAIRS 

SUBCOMMITTEE ON CONSUMER AFFAIRS AND COINAGE 

UNITED STATES HOUSE OF REPRESENTATIVES 

HEARINGS ON H.R. 3622 AND 

THE NATURE AND SCOPE OF 

CREDIT AND DEBIT CARD FRAUD 

AND RELATED ISSUES 

Mr. Chairman and Members of the Subcommittee, I am 

William D. Neumann, Vice President of Visa International in 

charge of security. I - am appearing today on behalf of VISA 

U.S.A. Inc., a nCh~stock membership corporation, incorporated 

under the laws of the State f 
o Delaware, which administers 

the Vi~? C~rd ~~~ ~r~VQ'Q._r_Q ~~ -,,'='11.29. !'.:!:"':'~.'!:"'""'~ +-,",-t'"' ... -"..~ ... .L. J-'-' ..... 
J -- .. ---:J.---- ..... _ .... _ 

United States. 
The membership of the corporation is com-

prised of approximately 13,000 commercial banks, savings 
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f 



~ 
\i 

\ 

204 

banks, savings and loan associations, and credit unions that 

participate in the Visa program. 

As of the end of 1982 the VISA "Blue, White and Gold" 

card was carried by approximately 66.8 million individuals 

and accepted at nearly 2 million merchant outlets and 52,000 

member offices allover the country. For 1982, the total 

dollar volume of the Visa Card system in the United States 

was approximately $38.5 billion. 

On behalf of the vast membership of Visa, I would like 

to thank you, Mr. Chairman, for convening these timely 

hearings to discuss the alarming problem of card fraud and 

to review both the current statutory provisions that provide 

criminal penalties and the proposed legislation, in the form 

of H.R. 36~2, that would deal with many of our concerns. 

Visa believes strongly that legislation is badl~ needed to 

stern the ever-increasing losses being suffered in this area. 

We would like to emphasize, Mr. Chairman, that these losses 

are not borne by Visa or others that perform an intermediary 

function but rather they are paid for by the con$umers who 

actually use the system through increased prices for credit 

and the goods and services being purchased. 
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The Scope Of The Problem 

Over the past few years, the fraudulent use of bank 

cards and travel and entertainment cards has spiraled to 

incredible heights, far out of proportion to the increase in 

the legitimate use of these cards. To illustrate the nature 

and scope of the problem, it is helpful to look at just one 

of its aspects, counterfeiting. 

Worldwide card industry losses from counterfeiting 

alone were $15 million in 1981. In 1982, these losses 

soared to ov~r $50 million, an increase of over 330 percent 

in one year alone. Of these worldwide losses, about 94 

percent of those losses or approximately $47 million were 

suffered in the United States. 

For the Visa system, counterfeit losses climbed from 

about $750,000 in 1981 to nearly $11 million in 1982, an 

as'ltounding increase of over 1,460 percent. Furthermore, 

despite stepped-up security operations, these losses are 

expected to at least double in 1983 to well in excess of $20 

million. Counterfeiting -losses sustained by Visa members in 

1982 were seven times greater than the total counterfeiting 

losses for the previous nine years. (See Appendix A.) A 

recent but limited survey by Visa indicates that counterfeit 

per se constitutes just over 11 percent of the total fraud 

losses and generates an average dollar loss per counterfeit 

22-222 0-83-14 
\ 
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card of $1,000. (See Appendix B.) MasterCard and American 

Express also have sustained significant losses in this area. 

Losses from counterfeiting are only one facet of the 

problem. In addition, Visa suffered general fraud losses of 

$69.3 million for 1982. Most fraud losses involve stolen 

cards (nearly 36 percent of the dollar losses with an 

average loss per card of $650). Lost cards are next, 

accounting for 29 percent of the dollar losses and ~ 

average dollar loss of about $1,000. C""rds not recej.ved in 

the mail comprise the third largest category of loss. These 

are cards intercepted after they are mailed by Visa but 

before they are received by the actual accountholder. This 

problem causes about 18 percent of the dollar losses, with 

an average loss per card of almost $2,000. (See Appendix B.) 

It is important to emphasize that the cards involved in 

these three categories of fraud that give rise to the 

highes~ losses -- lost cards, stolen cards, and "card not 

re~eived" -- are often used at first for large dollar 

purchases. Once the perpetrator has used the card for 

amounts that he assumes approach the card's credit limit, 

the cards are used for smaller transactions, which do not 

require direct authorization. This continues until the 

a~count is blocked by the issuer. Essentially, "blocking" 
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an account means that authori~ation and security mechanisms 

are ,set in place to prevent any further use of that account. 

It is at this point that the cards are recycled by the 

criminals, altered with new account numbers, and so move 

into the "counterfeit" category. 

About two-thirds of fraud dollar losses occur from 

purchases made before the issuer has any reason to believe 

that the card is being used fraudulently and reports it to 

authorization centers and merchants. Generally, this 

process takes about a week, but can take much longer than 

that for overseas accounts. 

Although more than half of the fraudulent transactions 

involve less than $50, they account for only about 12 

percent of total dollar losses. Transactions between $500 

and $999, while comprising less than nine percent of trans-

action~, actually account for more than a third of all 

dollar losses. Transactions of more than $1,009 account for 

only 1.3 percent on a transaction basis, but more than 16 

percent of dollar losses. (See Appendix C.) 

More than 93 percent of the fraud losses in the U.S. 

occur in 12 states. (See Appendix D.) It is interesting to 

note that major areas of card fraud, according to our 
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. appear, to coincide with the locations of preliminary revJ.ew, 

major, known organized crime families .. 

Almost 25 percent of all fraudulent transactions occur 

varJ.·ety and general merchandise stores, in in department, 

that J.·nvolve an average amount of about $100. transactions 

One-fifth of the percentage of dollar losses results from 

cash advances, made by banks for an average amount of about 

$600. (See Appendix E.) 

transaction amount of about Significantly, the average 

$55 before the account is blocked drops to about $36 after 

the block date. This seems to suggest strongly that fraudu-

f th card J.·ssuer "floor limits" and lent users are aware 0 e 

. t· procedures that are used by the industry other authorJ.za J.on 

to police fraud. 

How Fraud Is Perpetrated 

1 f the bank Card is its embossed The Achilles hee 0 

account number. obtaJ.· l' a "good" account number Perpetrators • 

. d a plain piece of "white and emboss it on a counterfeJ.t car , 

or reembos s it on a lost or stolen card. plastic," 

then generate hundreds of dollars This "new" card can 

cash advances before it is blocked by the of purchases and 

issuer. We have seen actual cases in which an ambitious and 
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hard-working fraudulent user could Use a single card to make 

$10,000 in phony transactions. On the street these cards 

can be bought illicitly for about $200. 

Fundamental to many of these 'schemes is obtaining good 

account numbers. Criminals do this in many ways, among 

them: 

searching merchants' trash and recovering carbon 

sheets from card transactions. The account number, card-

holder's l'iame and expiration date are clearly legible; 

buying stolen cards, frequently from prostitutes. 

The going rate is said to be $25 to $50; 

getting short-term mail order or telephone order 

jobs; 

learning the access code to a computerized credit 

reporting agency, or finding a confederate on the inside; 

\'lorking for, or having a confederate who works 

for, a bank. A major fraud case in New York recently 

resulted in the arrest of four bank employees who were 

trafficking in account numbers from high-lind t accoun1:'s; or 

posing as a card company representative or amother 

legitimate businessman over the telephone and persuadipg 

cardholders to recite their account numbers. 

- I 
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Once the perpetrators have account information, they 

simply emboss it on a piece of plastic. These efforts have 

'f' bl t s as criminals have gone through several ident~ ~a e sage 

h d t m and the mechanics gained knowledge about both t e car sys e 

, d In th~s area, as in others, it is of produc~ng car s. • 

a cceleration and increase in sophisti­possible to trace an 

cation. of criminal activity as these elements 

up with industry changes calculated to t.hwart 

work to keep 

fraud. 

E~rly criminal efforts centered on lost and stolen 

cards. The cards were used only until i:he reporting and 

~nvolving lost and stolen cards were listing processes • 

assumed to have caught up with them. This period of expo­

sure was reduced as the industry repondEld with improved 

reporting and authorization systems. Discovering the brief 

, wh~ch these cards are useable, criminals soon period dur~ng • . 
changed their approach. 

t manually altering credit cards The first efforts a 

, The "shave and paste" scheme, involved "shave and paste. ' 

as it became known in the credit card industry, involves the 

removal of accountholder information embossed on the face of 

lost or stolen cards using a razor knife. Ne\" numbers 

removed from other credit cards are then glued onto the 

, 1 on cards using a fast-drying epoxy appropr~ate paces 

------------~-----

I 
, 
i 
! 

f 
I 

i 
: -

211 

cement. Initial attempts were addressed at changing the 

validation and expiration date lines, often using discard~d, 
"expired" cards. In its final stage, the efforts moved to 

changes in the account number lines. While current methods 

of fraud make this early scheme appear crude by comparison, 

it is still being used today. 

The ne,,:t stage in the evolution of card fraUd was the 

development of far more sophisticated schemes including 

those involvif;l9 card counterfeiting and "white plastic. II 

"White plastic" cards are plain plastic of the correct size 

to fit in the! sales draft embossing equipment widely avail­

able in the marketplace. These blank cards are embossed 

with an account number, cardholde;- name and expiration date. 

This produces a plain White embossed card (white, because 

that happens '1:0 be the color in which the plastic used is 

produced) that does not have any issuer or card company 

logo. Clearly, these cards could not be used with legiti­

mate businesses. They require the cooperation of an unscru­

pulous, collusive merchant. The merchant's role is to get a 

transaction authorization, and then sUbmit a phony sales 

record to the bank. These schemes require a capital invest­

ment for, among other items, embossing machinery. Top-of­

the-line embossing machines, many of whiqh have correcting 
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key's allowing dis-embossing, sell for anywhere from $2,SOC 

to $15,000 on the l,agitimate market, and three times as mt ~ 

in the counterfeit card market. 

Some counterfeit or altered card use is the work of 

petty thieves working alone, !:ltlt most counterfeiting and 

card alteration activities are the work of organized gang~ 

They operate with impunity across state lines, drain milli ns 

of dollars weekly from the above-board economy, apply 

proceeds from their card activities to other types of crir s 

__ notably dr?g and firearms dealings -- and cause deadly 

violence, doubtless sometimes involving innocent victims. 

Card Fraud: A Case History 

One of the largest multifaceted altered card/white 

plastic/counterfeit fraud operations perpetrated to date 

took place in the South Florida area. Losses in Dade 

County, Florida, exceeded $10 million. The scheme utiliz( 

account information originating with issuing financial 

institutions based in Latin America, primarily Mexico, 

Venezuela, Columbia, and Argentina. Also involved were 

accounts issued to South American nationals but maintaine· 

in united States dollars. This modus operandi took advan· 

tage of a three-month delay before the true cardmember's 
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denial of the charges reached the issuer's domestic .security 

departments .for investigation. 

Initially, the credit card industry fiPplied a systems 

approach in authorizations in order to minimizp. fraud 

exposure, particularly in connection with Venezuelan accounts. 

The result demonstrated exactly how nimble these conspirators 

are, since, in response to this industry enforcement effort, 

they simply changed their focus to European cardmembers 

rather than those of La~~n America. rt was later determined 

that one source of cardmember information was a jewelry 

store in the Costa del Sol' ,run by an organiZed crime capo 

from Sicily. As law enforcement and industry pressure grew, 

they again simply shifted their operations using United 

States cardmember information to commit card fraud on the 

French Riviera and in Italy, ~rgentina, Venezuela, and 

Columbia. 

Valid cardmember information came from co;rrupt employees 

of hotels (guest registration cards in Miami contained 

notations of passport numbers and South American police 

identity card numbers), restauran'ts and rental car com­

panies. In the rental car instance, one rental agency 

served as a billing location for the entire country. As a 

result, the fraud had an impact on citizens from allover 
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the United States and the United Kingdom who had neV'er even 

visited the Miami area. 

In 1982, other groups of organized criminals also were 

arrested in southern Florida. Recently, 50 "collusive 

merchants" were identified and prosecuted in a joint effort 

by the credit card industry and local law enforcement 

authorities for their part in a continuing fraud scheme that 

was national in scope. 

The arrests of members of very sophisticated groups of 

criminals have not stemmed the tide in counterfeit fraud 

losses to the industry. The cases reported to date repre­

sent only the "tip of the iceberg" and do not reflect a 

't' cont~nu~ng to !:''r.-erate and others as number of organ~za ~ons •• ~ 

yet undetected. 

't successful federal prosecutions in In many ~ns ances, 

cases like the one described above simply cannot be under­

taken due to lack of meaningful and comprehensive federal 

statutes in this area. For instance, some believe that 

there is doubt as to the coverage of such items~as the 

of "wh~te plastic" and the unlawful posses-fraudulent use ... 

.sian ,of cardmember information and carbon copies of charge 

slips. 
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Congress Is Correctly Moving In This Area 

In the judgment of a unified credit card industry, the 

present magnitude of this problem and its potential for even 

more staggering increases warrant a Congressional review of 

laws protecting the public from fraud in connection with 

credit and debit cards. The problems are serious enough now 

to require special. attention. The long-term potential fo'r 

rnisuse of payment devices, given the current state of law, 

has far-reaching ramifications bearing on the integrity of 

the nation's payment system that increasingly involves 

credit and debit cards and related codes and numbers. 

For these reasons, Mr. Chairman, we would like to 

commend you for your recognition of this problem and your 

effort in fashioning and introducing legislation that will 

address many of these concerns. Quite clearly, you and the 

other Members of this Subcommittee appreciate that these 

pieces of plastic are tantamount to cash and their fraudu­

lent use is directly analogous to the counterfeiting of U.s. 

currency. 

In addition, Mr. Chairman, your extensive efforts 

demonstrate an awareness of the fundamental point that it is 

the consumer who is the real victim of these unlawful 

activities. While those that issue the cards and those that 

accept them bear the immediate brunt of the losses, they are 
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not the only victims. It is intuitively clear that ulti­

mately fraud losses are paid by cardholders, as components 

of the cost of credit and merchandise. !-1oreover, there is 

evidence that most card fraud schemes are well organized, 

operate across state lines, very likely finance other more 

sinister illegal activities, and result in violence. 

We also are pleased by your recognition that the 

problem is simply so extensive and geographically pervasive 

that a federal rather than a.state response is warranted. 

While many states have statutes that can be construed to 

cover the fraudulent activities involved here, we have not 

discovered any that deal directly and effectively with the 

issue .. This situation is particularly troublesome in light 

of the fact that criminal statutes by law must be construed 

strictly, thus oc,casioning some concern when these general 

statutes are stretched to cover the specific criminality 

under discussion here. 

In addition to the lack of adequate state law, there 

are numerous reasons that commend a federal response. 

First, and perhaps most i~portant, the criminal behavior 

involved here places into jeopardy the entire national 

payments system. This system, which is in no way limited by 

state boundaries, has increasingly develope~ into one based 

in substantial part on the use of credit and debit cards and 
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related access mechanisms. The danger inherent in a lack of 

coverage at the federal level is that the system as a whole 

will be -less secure and certain. Given the exis'tence of a 

nationwide payment system, it is simply beyond the ability 

of anyone or even several states to deal effectively with 

the problem. 

Second, based on our experience with significant fraud 

cases, the activities generally are interestate in nature. 

With the high degree of organization of criminal efforts in 

this area, it is simply not possible to stop these efforts 

through state or local legislative action. Insofar as there 

are state statutes in existence, enforcement by states, 

cities or counties must stop at their jurisdictional limits 

while card fraud operations routinely operate across state 

and national boundaries. In addition, our experience has 

demonstrated conclusively that the problem tends to shift 

geographically based on the degree of industry and prosecu-. 

torial pressure exerted in major crime areas. Thus, for 

example, as enforcement efforts increase in New York and 

Miami, new outbreaks of crime are experienced in Phoenix and 

in other parts of the country that previously had not been 

major centers of crime of this type. 

Third and finally, there has been a long-standing role 

of the federal government in connection with debit and 

<> 
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credit card activities. Comprehensive legislation adopted 

over a decade ago established federally-mandated rules on 

disclosure, billing error rights and substantive respon­

sibilities. Almost five years ago Congress adopted compre­

hensive legislation to deal with electronic transfers. 

These statutes, implemented by extensive regulations adopted 

by the Federal Reserve Board, further demonstrate the 

significance historically given by Congress to the issues 

involved here. 

In short, a timely and effective legislative response 

can be forthcoming only from Congress. 

The Pending Legislation 

We would like to thank you, Mr. Chairman, for your 

ini~iative and leadership in fashioning legislation to deal 

with this problem. We were encouraged by your' introduction 

of H.R. 2885 and were pleased to have the opportunity to 

work with the staff of this Subcommittee in the further 

refinement of that legislation which produced H.R. 3622. We 

believe that this recently introduced legislation reflects 

giant stridss toward devising a statutory framework with 

which to address credit and debit card fraud and to prevent 

the inappropriate distribution of card and account numbers. 
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The bill consists of two major parts. The first 

involves restrictions on the dissemination of payment device 

account numbers and the second amends the existing criminal 

provisions contained in Section 134 of the h Trut in Lending 

Act to' close seVeral existing loopholes in that section. 

Dissemination. Section 2 of H.R. 3622 would prohibit, 

except under specified circumstances, 'the disclosure of 

credit card numbers and other codes that could be used to 

obtain access to funds. Wh~l f e • e many 0 our members would 

prefer that restrictions o~ the dissemination of account 

numbers be implemented by prohibiting improper activities 

rather than through a blanket prohibition with exceptions, 

we greatly appreciate the extent to which you have accommo­

dated the vast majority of our concerns respecting the 

legitimate uses for account numbers. W b I' e e ~eve that your 

new bill demonstrates a sincere interest in excluding from 

the bill's restrictions all areas of legitimate business 

activities. As we have discussed with the staff of this 

Subcommittee, the n?mhers that are the subject of this 

provision are critically important to the orderly function­

ing of the national payment system. The importance of· these 

numbers to the system makes it critical that their legiti­

mate use not be impaired while actual and potential abuses 

are being curbed. 
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Because of that, we are concerned that legislation in 

this area not be viewed as restricting legitimate operations 

of the credit card industry. We do not .believe that 

H.R. 3622 would do this. In fact, it is our understanding 

that the Members -of this Subcommi ttE~e and the staff share 

this view and that the exceptions px'ovided in H.R. 3622 are 

calculated to prohibit inappropriate activities while 

leaving all legitimate functions unt-ouched. While this 

approach is certainly evident in the new bill, certain areas 

of legitimate activity remain subject: to,interpretation, and 

we would suggest that they be addressed either in the 

legislation itself or in the legislative history. These 

matters include the fact that the "ac:counts" referred to in 

the exclusion portion of the legislation should be inter­

preted to extend beyond just credit Icard accounts and 

include typical savings and checkin~J accounts in which an 

access number or code plays some role. Another area of 

possible confusion involves the fa,ct that many financial 

institutions contract out for certain mechanical functions 

because it is easier or less expensive than performing these 

activities themselves. For instance, due to limited in-

house capability, they may contract with outside mailing 

services, customer service entities, or card preparation and 

issuing services that may properly be viewed as simply being 
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extensions of the institution itself. It is our understanding 

that it is your intention that these types of legitimate 

activities are to be excluded f th rom e restrictions con-

tained in the b~ll. I th d • n ese an several other areas, we 

believe that supplying specific guidance is exceedingly 

important and welcome the opportun~ty to k' • wor w~th staff in 

'addressing these matters. 

Closing Criminal Loopholes. The second portion of 

H.R. 3622 involves filling in a number of loopholes that 

currently exist in the statute regard~ng " • cr~m~nal activity. 

These provisions would amend Section 134 of the Truth in 

Lending Act to close enforcement loopholes that may have 

developed since their enactment. F 1 or e~amp e, they would 

change the holding of one court that fraudulen·t misuse of an 

account nu::..ilier did not constitute the misuse of a "credit 

card." A new definition of "payment dev~ce" , • expl~citly 

includes both actual and f' t't' -~c ~ ~ous account numbers. Thus, 

the statute's prohibitions will cover both the misuse of 

actual account numbers and the creation of fictitious 

numbers. 

Second, a,nyone who for improper reasons possesses 

payment devices that, among other things, are counterfeit, 

altered or fraudulently obtained.is guilty of a criminal 

violation. In order to prevent overbreadth, H.R. 3622 

22-222 0-88-15 
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limits this provision' scoverage to one \.ho has ten or more 

of these payment devices. 

Third, some of the provisions in the criminal sections 

of this Act contain dollar anlount minimums that must be met 

in order to trigger liability. The amendments would make 

clear that these dollar value tests are met by looking" to 

one or more transactions using one or more credit cards. 

Therefore, a person would not escape liability, for example, 

by using ten different counterfeit cards to make fraudulent 

purchases of $900 each. 

We urge the Subcommittee to move quickly to ~dopt 

legislation in this area and look forward to continuing our 

efforts in working together to fashion a sound, effective 

bill. 

We would also like to note legislation now pending in 

the House Judiciary Committee. That effort deals with 

counterfeiting and other types of intrinsically illegal 

activities. It takes an approach that is to,tally complemen­

tary to the one taken in H.R. 3622 and weare hopeful that 

the Members of the Subcommittee will support that effort. 

What The Industry Is Doing 

In seeking federal legi~lation, the credit card industry 

does not mean to suggest that it must lessen its vigilant 
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efforts to curb this problem. In fact, all the major card 

companies have ~- and are rapidly expanding ~- aggressive 

programs to fight card fraud, ranging from developing card 

designs that inhibit counter feting and alteration to elec-

tronic authorization systems at the point of transaction. 

In addition to these preventative programs, the card 

companies participate actively in law enforcement investiga-

tions into card fraud cases. In fact, one Ft. Lauderdale, 

Florida, invGstigation, which resulted in the arrest of more 

than 30 unscrupulous merchants, began with information 

provided to Visa through the use of an informant. The 

informant, still working with law enforcement on other 

cases, was found in the course of the investigation of a big 

New York-area card fraud operation. Through the efforts of 

Visa, the informant was made available to the Florida 

authorities, and later to authorities in another part of the 

country to work on yet other investigations. Visa also 

initiated another investigation in the same area by pre-

senting a case it had investigated to a joint law enforce-

ment agency. 

Visa has ini"tiated the following programs to combat 

credit card fraud: 

Enlarged Visa Security Staff. Visa has established a 

global integrated security group. Professional security 
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representatives are now headquartered around the world to 

assist Visa members in the areas of investigation and 

prosecutions. The staff consists principally of attorneys, 

including a former prosecutor, experienced law enforcement 

officials and bilingual representatives abroad. 

Merchant Fraud. Since the Security Department has been 

expanded, reducing merchant fraud has been a primary focus. 

The staff has been working on: (1, developing a central data 

base to identify possible fraudulent merchants and patterns 

of fraudulent activity; and (2) requiring affiliates to 

control their merchants that are known to have been involved 

in fraudulent transactions. Three new automated programs to 

address fraud will become operational in 1983: 

o 

o 

Counterfeit Audit Program (CAP) - tracks all 

counterfeit paper submitted to Visa in member' 

claims. Transactions are sorted by categories 

including counterfeit activity by geographical 

region, dollar amount, merchant, etc. This data 

is shared with our members and law enforcement in 

an effort to contain fraud. 

E'raud Detection Service (FDS) - identifies geo­

graphical and merchant locations where fraudulent 

transactions are generated by comparing the listed 

fraud accounts against daily settlements in the 
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Visa Interchange system. The findings are reported 

to member banks involved, which then investigate 

them and report back to Visa for appropriate 

action. 

Merchant Reference Service (MRS) - gathers from 

merchant affiliates identifying data on a merchant 

cancelled for cause. This data is then available 

to any affiliate considering signing a merchant. 

A pilot program is now underway in Florida, a hIgh 

fraud area. 

Security Advisors. V~sa has 0 ,~ 
- - rgan~zea a Security 

Advisory Committee to exam;ne and " 
- cr~t~que our security 

efforts. Advisors are sen~or m t - anagemen personnel from 
member banks. 

Their second meeting is scheduled for mid-
1983. 

Card Secure Properties. Visa has initiated a compre-
hensive study to enhance the . 

secur~ty of its cards. The 

best of several technolog;es 'II b 
- w~ e incorporated into the 

Visa card. 

This summer Visa will introduce the Electron Card. 

will be a non~embossed card with three electronic reading 

technologies on its reverse side: th 
e present Magnetic 

Stripe, Optical Character Recognition and Uniform Product 

It 

Code. A personal identification number (PIN) will also be 

.. 
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incorporated with the use of this card at only automated 

teller machines initially and then later at the point of 

sale. Also, all transactions utilizing a Visa Electron Card 

will be 100% electronically authorized. 

Point of sale terminals provide still another important 

opportunity for reducing fraud losses. Visa is convinced 

that the vehicle to bring fraud under control in the long 

run is an expanded electronic transaction authorization 

system. By 1985, Visa intends to authorize electronical~y 

80% of all transactions in the United States at the point of 

sale utilizing its" communications network. To encourage the 

use of electronic terminals, Visa has set new interchange 

fees for electronic transaction authorizations. 

Card Fraud Prevention and Training. SRI International, 

formerly Stanford Research Institute, is developing a card 

fraud prevention, education and training program for Visa. 

About 75% of the project is now complete. Initial 'fraud 

prevention and training materials to assist law enforcement, 

prosecutors and judges will be available by year-end. 

Law Enforcement Support and Assistance to Prosecuting 

Attorneys. Visa is currently funding or helping to fund a 

number of law enforcement investigations relating to credit 

card fraud. We have provided funding directly or through 

Members to several law enforcement agencies for investiga-
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tions which h 
s ow the best potential for 

prosecution. 
interest is V' , Of 

~sa s expanded role in the 
funding of under-

cover operations including "sti " 
ng operations and 

of over 300,000 counterfeit 
recovery 

cards and Use of informants. 
A nUmber of th 

ese operations are ongoing 
produced 150 and have already 

arrests and prosecutions. V · , ~sa s security 
mission has also been expanded to 

prOvide special legal 

attorneys unfamiliar with card 
assista~ce to prosecut; .... ng 

fraud prosecutions. 

We are also active 
participants on committees 

American Bankers Association 
of the 

and other trade associations 
that are p . rov~ding merchants and 

card issuers seminars on 

Furthermore V' how to fight fraud. 
, ' ~sa recently revised its 

operat~ng regulations to ut ' . 
P ~n plqce additional safeguards 

for protecting the cardholders' 

our members ' spec~fic guidelines 

tion. 

Conclusion 

account nUmbers and to . 
g~ve 

as to their proper dis semina-

The pervasive d an growing Use of plastic cards and 
related access mechanisms is 

ushering in a worldwide system 
of electronic fUnds exchange. Th 

ese, payment mechanisms hold 
the potential for 11 

a OWing consumers t . 
. 

0 Use the~r assets any 
way they see fit 

, ~nstantly, anYWhere in the world 
and at 
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any time of day. They hold the key to expanding their 

·t .f:teedom by e.xpanding their financial flexibility. 

This is not futurism. The technology is here now. 

Judging by their acceptance of automated teller machines, 

consumers are ready and eager to move into this new era. By 

1986, as an example, Visa will have established a global 

network of at least 8,000 automated teller machines, giving 

cardholders immediate access to their financial accounts 

worldwide. 

If this new approach to financial intermediation is to 

be implemented successfully, it must be able to develop free 

of the existing threat of wide-spread criminality not 

effectively addressed under -- and, thus, not deterred by --

the federal criminal justice system. It is to control this 

situation and to maintain security over the electronic funds 

transfer system and the entire national payments system that 

Visa and others in the card industry urge Congress to give 

immediate consideration to the adoption of appropriate 

legislation in this area. 

We appreciate having had the opportunity to share our 

views with you. I would be happy to answer any questions 

that you may have. 

----------~ ------.------------------------~-------
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APPENDIX A 

GROWTH OF COUNTERFEITING 
Visa International 

1972 - 73. .$12,000 

1973 - 74. .$4,6000 

1974 - 75. .$10,800 

1975 - 76. .$27,200 

1976 - 77. .$26,700 

1977 78. .$31,700 

1978 - 79. .$78,700 

1979 - 80. .$516,000 

1980 - 81. .$740,000 

1981 - 82. .$10,920,000 

1982 - 83 (est). ..$20,000,000 
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APPENDIX B 

FRAUD BY' TYPE 

Visa International 

%. of $ Loss Average Dollar Amount 

29.2 $1,0.47 
Lost 

35.9 650 
Stolen 

Card riot received lB.7 1,919 

11.2 1,102 
counterfeit 

all other 5.0 

APPENDIX C 

FRAUD TRANSACTIONS BY SEVERITY AND FREQUENCY 

Transaction Amount. % of Transactions % of Losses 

Under $50 
58.1 

12.1 

'$50 to $149 14.1 
7.3 

$150 to $249 6.7 
7.5 

$250 to $349 
5;2 9.0 

$350 to $499 5.9 14.5 

$500 to $999 8.7 
33.5 

$1,000 and over 1.3 
16.1 

\ 
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Location 

New Yo:ck City 

New York State ' 

Florida 

New Jersey 

California 

Massachusetts 

Pennsylvania 

Connecticut 

Texas 

lllinois 

Michigan 

Virginia 

Nevada 

'. 
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APPENDIX D 

COUNTERFEIT LOSSES BY LOCATION 

Visa International 

% of Transactions Dollar 

28.2 

l4 .5 

19.1 

8.1 

5.2 

4.0 

3.2 

2.5 

1.6 

1.1 \' 

1.0 

1.0 

0.9 

Value of Transactions 

$2,555,397 

1,309,838 

1,728,231 

729,295 

470,757 

360,335 

293,730 

229,613 

144,645 

100,251 

89,673 

88,526 

85,722 
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APPENDIX E 

COUNTERFEIT BY TYPE OF TRANSAC.TION 

Visa In·ternational 

% of Transaction % of Losses 
Transaction T~Ee 

5.7 20.8 
Cash advances 
Department, variety 

23.2 13.9 
& general stores 

11.0 
radio, stereo, TV 4.8 

6.9 4.8 
clothing 

1.2 4.5 
jewelry 

2.3 
restaurants 7.1 

4.7 2.2 
shoe stores 

1.9 1.4 airlines 
1.6 0.4 furniture 
1.5 

hotel/motel/resort 2.5 

camera/photography 1.5 1.5 

1.3 
travel agencies 0.2 

1.3 
household appliances 0.5 

0.8 1.2 
auto parts 

1.1 
drug stores 3.8 

wire transfer! 
0.2 0.9 

money orders 

unkown (illegible 
21. 7 18.0 

drafts) 
13.4 10.2 

remainder 

Average Amount 

$624 

102 

393 

118 

611 
55 

81 

235 

614 
102 

178 

930 

·407 

271 

50 

930 

141 

100 
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Chairman ANNuNzIO. I would like for the panel to know that 
until 1982 you were Assistant Director of the FBI Crime Labora­
tory and that you spent 21 years with the FBI in several other ca­
pacities, now as vice president in charge of security with VISA In­
ternational. Your statement is the statement of an expert. I 0gree 
with many, many of the items that you have stated in your state­
ment, It is a good statement. 

Mr. Kurth is an old friend of the committee. He worked with me 
back in 1971, I believe. 

It's good to see you again. I know of the tremendous contribu­
tions you have made in the Fair Credit Reporting Act. I have 
looked at your statement. Again, I want to tell you how much I ap­
preciate all of the work and thought and ideas that have gone into 
the statement. 

Mr. Kurth. 

STATEMENT OF WALTER R. KURTH, PRESIDENT, ASSOCIATED 
CREDIT BUREAUS, INC., HOUSTON, TEX. 

Mr. KURTH. Thank you. 
Chairman ANNuNzIO. Without objection, your entire statement 

~ill ~e made a part of the record and you can proceed and summa­
rIze In your own manner. 

Mr. KURTH. Thank you, Mr. Chairman. I will summarize my 
statement. 

My name is Walter Kurth. I alll president of Associated Credit 
Bureaus, Inc. [ACBJ. ACB is an international trade association 
founded in 1906 to represent the consumer credit reporting indus­
try. 

By way of definition, a credit bureau is a clearinghouse of infor­
mation identifying the paying habits of consumers. Credit report­
ing files include identifying information such as name, spouse's 
name, address and former address, employe and former employer, 
soci~l security number and number of dependents. Much of this in­
formation is supplied by the consumer(,lwhen applying for credit. 

Each month local, regional and national credit grantor users 
send what is commonly called trade line information on their cus­
tomers to the credit reporting companies. Trade line inforInation 
shows how much is owed, whether the customer is current in his or 
her payments and how many times, if ever, the customer has been 
behind in his or her payments during the past 12 to 24 months. 
Most users are either retailers, banks, finance companies, mortgage 
lenders, oil companies or other credit card issuers. 

Public record information on consumers is also filed. 
All of the items I have mentioned come together to form a solid 

base of information in order that prudent credit-granting decisions 
may be made. The keystone to the system is the manner in which 
the information is matched with the proper record. 

We estimate the credit reporting industry receives in excess of 
550 million lines of trade per month. That kind of volume necessi­
tates the use of positive identifiers to insure that information and 
consumers are properly matched. 

The primary identifier to achieve a successful match is the con­
sumer's account number. For this reason, it is essential that the ac-
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count number is included when a credit grantor furnishes informa­
tion, and we commend your recognition of this need by permitting, 
through this legislation, the disclosure of a payment device number 
to a consumer reporting agency. It is an essential ingredient which 
permits the consumer reporting agency to achieve its mandate of 
maximum possible accuracy. 

With the advent of automation, for many years credit grantors 
have been asking consumers for account numbers of credit refer­
ences. This assures the consumer that the credit bureau and/or the 
credit grantor will in fact be able to locate the account which the 
consumer has given as a valuable credit reference. 

Account numbers also appear on the actual credit report. There 
are very good reasons for this. The number serves as an identifier 
linking the consumer and the account. This is true not only when 
the report is purchased by a credit grantor, and matched against 
the credit application, but also in a file disclosure situation where 
the consumer is made aware of the contents of his or her file. The 
presence of the account number is an assurance to the consumer 
that the payment history information is properly linked. 

A credit grantor that desires more up-to-date information than 
that contaiIied in the report may use the account number to check 
directly with the consumer's creditors before making a credit­
granting decision. For example, the credit grantor may wish to call 
directly to elaborate on information. The account number facili­
tates this process. Without it, it might 'be necessary or easier to 
deny the application. 

Credit grantors have also advised us that when an account has 
become delinquent and goes to their collection department, the ac­
count number serves as an important tool for skip tracing to locate 
missing debtors. Unfortunately, society will always have a few un­
scruplous individuals who will attempt to use any system or proce­
dure for their own dishonest gain. 

For those who want to abuse the system, credit account numbers 
can be obtained from many sources and put to fraudulent uses. We 
recognize the possibility that account numbers may be criminally 
obtained from credit reports. While such instances have, been ex­
tremely rare, our industry does not want to contribute to or be a 
party to making fraudulent credit card use easier for the criminal. 

Weare torn, of course, between the legitimate and worthwhile 
needs of credit grantors for quick access to the account numbers 
and our concern over the perpetration of fraud. We recommend, as 
you are already doing, that credit grantors who use credit reports 
and need access to account numbers be consulted and that they 
concur in the solution that is ultimately arrived at. 

The mechanics of the solution offered in the bill mayor may not 
be workable, but we do believe that working together with you and 
with our customers, a solution. can be worked out in everyone's 
best interest. 

We wish we had the perfect solution to offer this committee 
today, but in lieu of that we pledge to you that ACB will continue 
to work with you for a solution in the best interest of the public, 
our members and their customers. 

Thank you for this opportunity to testify today on this important 
legislation. 
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Chairman ANNUNZIO. Thank you, Mr. Kurth. 
[Mr. Kurth's prepared statement, on behalf of Associated Credit 

Bureaus, Inc., follows:] 

STATEMENT OF WALTER R. KURTH. PRESIDENT OF ASSOCIATED CREDIT BUREAUS, INC. 

Mister Chairman and Members of the Subcommittee on Consumer 

Affairs and Coinage of the House Committee on Banking, Finance and 

Urban Affairs, my name is Walter R. Kurth. I am president of Associ-

ated Credit Bureaus, Inc. (ACB). ACB is an international trade 

association fOl.lnded in 1906 to represent the consumer credit re·· 

porting industry. 

We appreciate the opportunity to appear before you to discuss 

the role of credit card account numbers in consumer credit reporting. 

You, Mr. Chairman, and other members of this subcommittee are no 

strangers to the important role credit bureaus play in our economy 

and ACB has enjoyed a long and prodUctive relationship with you 

since the key role you and Mr. Wyl'ie played in passage of the Fair 

Credit Reporting Act in 1971. 

For the most part, credit bureaus or credit reporting agencies 

are sole proprietorships, partnerships or corporations. Approximately 

420 members of our association operate from computer files while 

1,250 are manual operations. The credit reporting industry produces 

an estimated 200 mill ion credit reports annually. 

<, 
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credit bureau is a clearinghouse of 
By way of definition, a 

s Credit re­
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'(he primary identifier to achieve a successful match is the consumer1s 

account number. FOI!' this reason, it is essential that the account 

number is included when a credit grantor furnishes information, and 

we commend )'our reco~l,nition of this need by permitting, through this 

legislation, the disc.losure of a payment device number to a consumer 

reporting agency. It Js an essential ingredient which permits the 

consumer reporting agency to achieve its mandate of maximum possible 

accuracy. 

With the advent of ,\lutomation, for many years credit grantors have 

been asking consumers for account numbers of credit references. This 

assures the consumer that the credit bureau and/or the credit grantor 

will in fact be able to locate the account which the consumer has 

given as a valuable credit reference: Without the account number, 

consumer frustration can result when a credit grantor is unable to 

locate the reference account. 

Account numbers also appear on the actual cr.edit ,eport. There 

are very good reasons for this. The number serves as an identifier 

linking the consumer and the account. This is true not only when 

the report is purchased by a credit grantor, and matched against the 

credit application, but also in a file disclosure situation where 

the consumer is ~ade aware of the contents of his or her file. The 

presence of the account number is an assurance to the consumer that 

the payment history information is properly linked. 

22-222 0-88-16 
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A credit grantor that desires more up-to-date information than 

that contained in the report may use the account number to check 

directly with the consumer1s creditors before making a credit­

granting decision. Also, credit grantors have advised us almost 

unanimously that when an account has become del inquent and goes to 

their collection department, the account number serves as an important 

tool for skip tracing to locate missing debtors. There are 

other legitimate reasons why the number is valuable to the credit 

.grantor. 

Credit card account numbering systems have greatly facilitated 

the exchange of commerce. Unfortunately, society will always have a 

few unscrupulous individuals who will attempt to use any system or 

procedure for their own dishonest gain. 

While credit bureaus have strict ~afeguards to prevent misuse 

of credit card account numbers, there is no lack of ingenuity on 

. the part of those who might attempt to circumvent those safeguards. 

It was in recognition of this fact that Congress included in the 

Fair Credit Reporting Act Section 619, providing for fine or im­

prisonment when credit bureau information is obtained under false 

pretenses. 

There is good reason to bel ieve that in the celebrated schemes 

which prompted this legislation, those involved should be prosecuted 

under provisions of the Fair Credit Reporting Act. 
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We applaud your efforts, Mr. Chairman, to get the Justice Department 

to initiate an investigation Into possible violation of the FCRA 

in the Florida case. 

For those who want to abuse the system, credit card account 

numbers can be easily obtained from many sources and put to fraud-

ulent uses. The credit reporting industry recognizes the possibility 

that account numbers may be criminally obtained from credit reports. 

While such instances have been extremely rare, our industry does 

not want to contribute to or be a party to making fraudulent credit 

card use easier for the criminal. If in fact credit card account 

numbers or access device numbers are gleaned from credit reports, we 

want to be a part of the solution, not a part of the problem. 

We are torn, of course, between the legitimate and worthwhile 

needs of credit grantors for quick access to the account numbers and 

our concern over the perpetration of fraud. We recommend, as you 

are already doing, that credit grantors who use credit reports and 

need access to account numbers be consulted and that they corcur 

in the solution. The mechanics of the solution offered in the bill 

mayor may not be workable, but we believe that working together 

with you and credit grantors, a solution can be worked out in 

everyone1s best interest. 
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Mr. Chairman, since the early 1960s, ACB has brought the con-

sumer credit industry together to find solutions for previously un-

foreseen problems. We accompl ished this with you, Mr. Chairman, 

and other members of the Congress in the Fair Credit Reporting Act 

and Fair Debt Collection Practices Act. Fraud is another problem, 

another challenge and we're continuing to work with our members 

and their credit grantor customers. We have voiced concern in the 

past over computer system fraud and we support your efforts to 

increase penalties and enhance prosecution. 

We wish we had th~ perfect solution to offer this committee 

today, but in,l ieu of that we pledge to you that ACB will continue 

to work with YQU for a solution in the best interest of the publ ie, 

our members and their customers. 

Thank you for this opportunity to testify today on this 

important legislation. 

Chairman ANNuNzIO. Mr. Kelleher, it's the late hours that I 
have been keeping. I want to apologize to you. Actua~ly, I had Mr. ' 
Kelleher confused with Mr. Kurth. Mr. Kelleher-· I wIll correct .the 
record-until 1982 was the Assistant Director of the .FBI CrII?e 
Laboratory and spent 21 years of his life jn th~ FBI, IS now VIce 
president of security for MasterCard. We are d~hghted to haye you 
and Mr. Kurth-both experts-here to provIde your testImony, 
your suggestions. . 

I know the help' we have received from both of your co:o::pan.les 
has been tremendous in helpin.g us shape up a pIece of leg;.slatI~n 
where we believe we have every member of the sU?COmmlttee I.n 
agreement, because every member of the subcommIttee has theIr 
name on the legislation as a cosponsor. 

So I welcome you both before the subcommittee. I hope you 
accept my apology. 

STATEMENT OF THOMAS F. KELLEHER, VICE PRESIDENT, 
SECURITY, MASTERCARD INTERNATIONAL INC., NEW YORK, N.Y. 

Mr. KELLEHER. Not at all, sir. Thank you so much for havin~ us 
here. We are grateful to you, Mr. Chairm~n, to the subcommIttee 
members and to the staff for the leadershIp that has been demon­
strated in addressing the issue of credit card account number 
abuse. . b.c th We £lre very pleased to have the opportunIty to come e10re ,e 
subcommittee today in order to comment .on H.R. 3622 and to help 
focus attention on the very real and growIng problem of ca:rd-relat-
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ed fraud. Ou:::, full written statement has been submitted for the 
record. 

I would like to make just a few comments, if I may, based on 
that record. The staggering increase in dollar losses experienced by 
the bank card industry and consumers alone are reason enough for 
concern. But orat least equal concern is the type of activity respon­
sible for the increase in these figures. Our research indicates that a 
new type of fraud has been reflected in the industry's losses today: 
fraud utilizing not the card itself but the account number. 

In previ04s testimony Mr. Siegel addressed very well the anti­
fraud work being done in the Philadelphia region. In cooperation 
with the police investigating agencies, VISA, MasterCard, and 
American Express, all support many of these sting operations fi­
nancially, to provide the money for the payments that have to be 
made to informants and other people so that these crimes are ade­
quately investigated. The most insidious part of the fraud mer­
chant activity that has been alluded to previously by Mr. Siegel is 
that the merchants involved in this type of crime are collusive with 
the thieves that are profiting from it, and they are supporting a 
great number of credit card thieves by giving them a place to use 
their cards. This type of sting activity and the work of Mr. Siegel 
in combating fraud has been of great comfort to us. From a State 
and local standpoint, we are delighted to be associated with the in­
vestigators and prosecutors in the Philadelphia area. 

Valid account numbers are being misused in many ways and ac­
count numbers are illegally obtained, transcribed onto sales slips 
which are then sold to collusive merchants for deposit. These slips 
are entered into the system by the merchants and commingled 
with valid transaction accounts. 

Account numbers may also be used to create counterfeit cards. 
MasterCard research indicates improper use of account numbers is 
to a great degree responsible for the unprecedented increase in 
card fraud activity. Most distressingly, organized crime figures 
prominently in the burgeoning card account abuses. 

Thus the nature of card-related abuses has changed from a non­
violent type of petty thievery involving isolated incidents of dishon­
esty, to a sophisticated, well-organized activity of far-reaching pro­
portions that feeds into and supports the very worst elements of 
criminal society. 

As a former Assistant Director of the FBI, I would not endorse 
seeking Federal legislation for individual credit card thefts, but the 
organized enterprises have become so sophisticated and mobile that 
they have progressed beyond the capabilities of local authorities to 
cope with this challenge. This brings the matter within the scope of 
Federal authorities. . 

MasterCard has taken strong steps on many levels to stem the 
tide of counterfeiting and to try to control fraud. We have rede­
signed the card and included three security features with it, includ­
ing a unique hologram. We have added a procedure which prohibits 
a merchant from providing, selling, or exchanging account number 
information. 

Other activities are presently in progress and we are improving 
within our own organization ways of detecting fraudulent mer-
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chants to assist prosecutors, such as Mr. Siegel, in coping with 
these situations locally. 

H.R. 3622 would amend the Truth in Lending Act to restrict the 
distribution of account numbers and make fraudulent use of ac­
count numbers a Federal crime. Account numbers have been the 
subject of abuse by unscrupulous people. However, account num­
bers are also essential to legitimate bank card operation. 

H.R. 3622 prohibits disclosure of an account number unless the 
disclosure falls within one of the enumerated exceptions. Banks 
must, of course, be permitted to provide an account number to a 
card manufacturer or service organization so that a card can be 
produced and processed. Banks must also be permitted to operate 
in the multibank structure of the bank card program. 

A . bank may use a correspondent bank, for example, to support 
the cardholder's transaction. Our concern is that a court may not 
read the exceptions as broadly as we have been advised they are 
intended to be read. It is of paramount importance to us that the 

. legitimate bank card uses of the account numbers be left intact. To 
-remedy our concern, we ask additional guidance be given by the 
subcommittee to further clarification of the text of the bill or in 
the legislative report on the bill. 

Again, we would like to thank the chairman of the subcommittee 
and staff for their cooperation in creating a list of instances in 
which account numbers may be legitimately disclosed. As other le­
gitimate uses of ·the account numbers are discovered, we look for­
ward to working with the subcommittee and staff to ensure that 
the legislation does not unnecessarily fetter the legitimate oper­
ations of the card programs. Section 3 of the bill would amend 
criminal provisions of the truth in lending law, and we wholeheart­
edly support these critical changes. 

Other loopholes in the e:;dsting law make prosecution of card 
crimes difficult. For example, it is not a crime to counterfeit a card 
or even possess such a card, despite the fact cards provide the kind' 
of exchange value offered by currency. The bill would make it a 
crime to possess 10 or more fraudulent or counterfeit cards. We 
heartily support this provision. 

The bill also responds to the concerns raised by law enforcement 
officials that the minimum dollar amount triggering liability in the 
law may be technically interpreted as applying to each card used 
rather than to the person or persons participating in a conspirator­
ial ring. H.R. 3622 would properly clarify this point. 

Lastly, H.R. 3622 would define the term payment device to in­
clude credit card, debit cards, account numbers, codes, or other 
means of account access. We wholeheartedly endorse this definition 
of payment device. Whenever there are deficiencies in criminal 
laws, technical barriers to prosecution are provided and criminals 
who might otherwise be convicted are released on technicalities. 
The public is then the loser. It is, thf~refore, important for the card 
crime laws to be drawn as broadly as constitutionally permissible 
in order to provide prosecuters with the necessary tools with which 
to prosecute offenders. 

On behalf of MasterCard International, we thank you for this op­
portunity to express our views. 

I 
II 
.1 

,I 
:! 

II 
!! 
Ii 
)1 

~ 
1\ 

1\ 
tt 
H 
'I !i , 
II 

~ 
~ 
if 
I 
! 

£/ 

t 

\ 
\ 

\l i 
11 

/\ 

\ ~ 
( 

I 
H 
Ii 

r ! ~ 
J 
I ; 
j 

I! 
II 
.1 

~ 
f; J .; 
f; 
I 
I! 

L 
/l 
1J 
j i 

243 

Chairman ANNuNzIO. Thank you, Mr. Kelleher, for your very, 
very excellent testimony. 

[Mr. Kelleher's prepared statement, on behalf of MasterCard In-
ternational, follows:] 

~ 

" 
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STATEMENT 

OF 

THOMAS F. KELLEHER 

ON BEHAL~' OF 

MASTERCARD INT8RNATIONAL INCORPORATED 

BEFORE THE COMMITTEE ON BANKING, FINANCE AND URBAN AFFAIRS 

SUBCOMMITTEE ON CONSUMER AFFAIRS AND COINAGE 

UNITED STATES HOUSE OF REPRESENTATIVES 

ON H.R.3622 

July 27, 1983 

Good morning. My name is Thomas F. Kelleher. until 1982, I 

was the Assistant Director of the FBI Crime Laboratory and I spent 

21 years with the FBI in several other capacities. I am now Vice 

President, Security of MasterCard International Incorporated. 

MasterCard International is a membership corporation composed of 

the over 13,000 U.S. financial institutions which issue and honor 

the familiar MasterCard credit and debit cards. MasterCard is 

'pleased to have the opportunity to come before this subcommittee 

today in order to comment on H.R.3622 and to h~lp focus attention 

on the very real and growinq problem of card-related fraud. 
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BACKGROUND 

Historically, card-telated fraud was a relatively contained 

activity, both in terms of the number of improper transactions and 

the dollar losses that resulted. Improper card use typically 

originated from a lost or stolen card which fell into the hands of 

an individual p'etty thief. In such a case, the cardholder would 

miss his card and would promptly notify the card issuer of ,the 

loss or theft of the card or of an unauthorized transaction 

apP'earing on his billing statement on which any unauthorized 

transaction has appeared. The issuer could promptly block the 

card account through the authorization system and publish the card 

account number in our warning bulletin as a restricted account 

which should not be honored further by banks or merchants. By 

publishing an account as "restricted," the issuer can provide an 

economic incentive to the merchant to not honor the account. The 

losses which resulted from these abuses typically occured over a 

short time span' and could be addressed quickly. Generally too, 

these practices were perpetrated by an individual for his own 

personal gain, utilizinq an actual plastic card initially issued 

as a valid, authorized card. Thus, the exposur~ from these frauds 

was of a limited nature.' 

. 
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SCOPE OF PROBLEM 

In 1973, total fraud losses for MasterCard members were 

$2,780,000. Over the course of the decade, fraud losses grew 

u~spectacularly, keeping pace with the qrowth of transaction 

volume. However, beqinninq in 1980, the bank card industry began 

to.experience an overwhelminq and unexpected rise in the number 

and amount of card-related fraud as well as a chanqe in the nature 

of this fraudulent activity. Fi'or the record, we are submittinq 

additional statistics and qraphs evidencinq the qrowth of this 

problem and indicating 'its likely upward trend. pa~ticularly 

noteworthy is t·he picture of fraud percent chanqe increase charted 

against transaction volume percent change increase displayed in 

Appendix A. While the MasterCard system has enioved a steady 

percent chanqe increase in transaction volume, the percent change 

increase in fraud and counterfeit losses is dramatic and sudden. 

In 1981 our volume percen.t change qrowth increased 232% over the 

base volume of 1973 and volume qrowth increased 255% in 1982 over 

the 1973 base. Fraud loss percent chanqe increases over 1973 

base losses for those years qrew 829% in 1981 and 1540% in 1982 

respectively. Counterfeit loss percent change increases grew an 

astou~dinq 10,652% in 1981 over 1973 counterfeit base losses and 

76,763% in 1982 over 1973 figures. In 1979 total fraud losses for 

MasterCard members amounted to $12,569,290. In 1980, MasterCard 

members reported $19,041,897 in fraud losses. For 1981, the 
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fiqure was $25,817,918. B 1982 y , dollar losses escalated to 

o .9 million! $45,613,550, an increase over 1981 alone f 18 

Taken alone, the staqgerinq increase in dollar losses is 

reason enoug. h for conce' '.'. But of t 1 t ,I , a eas equal concern is the 

type of activity responsible for the increase in these fiqures. 

Specifically, our research l'ndl'cates th t a many of the card-related 

abuses which are reflected in the industry's losses today are of a 

type which were unimaqinable when the existing card crime laws 

were enacted. Specifically, a new type of fraud has surfaced: 

fraud utilizing not the card l'tself but th e account number. 

NEW FRAUD 

Offenders have devised several different ways to obtain valid 

account numbers without the dh 1 car 0 der knowinq that the number 

will be used by another person. Account data can be extracted 

from carbon slips which were used in valid card transactions and 

discarded by the merchant or b ' may e memor1zed by th~ perpetrator 

while someone is makinq a leqitimate purchase. Account data c~n 

also be obtained from the cardholder d1'rectly, generally over the 

telephone by utilizinq a variety of fraudulent ~echniques varying 

from purported surveyinq, to product offerings, to representations 

that the perp.etrator' th b k 1S e an confirmin~ the account 

information. 
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Valid account numbers are beinq misused in ~any ways. A 

recent practice invo? !-es collusion by a merchant or a merchant 

clerk who obtains v~_ account numbers taken from authorized 

sales at the merchant's place of business. These account numbers 

are transcribed onto sales slips which are then "sold" to other 

colludinq merchants for deposit with their respective banks for 

oayment. Another practice involves placinq valid account numbers 

on "white plastic" cards. The white plastic fraud cases involve 

cards that do not bear anv desiqn or service mark on them. The 

face of the card is embossed with a valid account number so that 

when presented to a dishonest merchant, the card can be imprinted 

on a sales slip and the slip can pass as resulting from a valid 

transaction. Whether the sales slip is made by hand or aqainst a 

white plastic card, these "phony" sales slips are entered into the 

system by the merchants and comminqled with valid slips. 

Account numbers are also used by unauthorized persons to 

purchase qoods from telephone/mail order houses. Goods are 

shipped to a temporary address given by the perpetrator of the 

fraud who then chanqes his or her address before the cardholder is 

able to re~ort the unauthorized transaction. 

Recent investiqations have exposed one qrandiose scheme by a 

purported credit card protection company which involved thousands 

of cardholders across the united States. utilizinq a hard line 

telephone spiel, this company pitched its card protection plan to 

countless cardholders. Despite the fact that in most cases the 
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cardholder was not interested in purchasing the protection 

service, this company went ahead and charged the service to the 

cardholder's account without first obtaininq the cardholder's 

consent. The company was able to charge the cardholders' accounts 

because it had obtained their account numbers prior to making the 

telephone pitch. In many instances, this company did not ev~n 

bother to contact the cardholder prior to billinq him or hervfor 

the service since it already knew the account number. This 

particular company had obtained thousands of account numbers in a 

variety of ways, which as of today's date are still questionably 

legal althouqh ethically repuqnant. 

More significantly, account numbers may also be used to 

create a counterfeit card. Card counterfeiting techniques have 

become distressingly popular among sophisticated criminals. One 

favorite method of counterfeiting employs a silk screeni~g process 

(the same process used to print T-shirts). It is a common 

technique, inexpensive to use and has proven, unfortunately, to be 

an effective process. Briefly, a plastic card which ca~ be 

obtained throuqh many legitimate sources is silk screened with the 

registered desiqn and service marks of a card organization. Theh, 

a valid account number obtained in one of the ways I just 

described, is embossed onto the card. The resulting product is a 

card that looks and acts, for a qiven period, as an authorized 

card. Another card fabrication scam, not quite as sophisticated 

as card counterfeitinq, utilizes a lost or stolen card. The 
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criminal irons out the oriqinal cardholder identifyinq information 

on the card and re-embosses over it with different, valid account 

data. One industry qroup has calculated that counterfeits 

comprise 14% of non-cardholder related fraud losses; account 

number alterations, 53%; white plastic, 22% and stolen blanks, 

11% • 

Based on our review of thes.e fraudulent practices, MasterCard 

estimates that' the improper use of account numbers, whether 

throuqh card alteration, card counterfeitinq or throuqh collusive 

merchant activity, is to a great degree responsible for the 

unprecedented increase in card fraud activity. 

Our research further indicates that the dramatic increase in 

account number abuse, is in larqe part the result of the 

participation and direction of sophisticated criminals, not the 

penny ante thief of earlier times. For example, a school 

specializinq in card fraud was recently uncovered in New Jersey. 

Students actually paid to participate in classes on counterfeiting 

and theft-related f,raud. Upon qraduation the students were sold 

cards to use. The alumni proqram provided the new qraduates with 

a place to sell stolen merchandise. 

Most dis~ressinqly, orqanized crime fiqures prominently in 

the burgeoning card account abuses, as evidenced by recent 

arrests, investiqations and law enforcement reports. And, as is 

typically the case with organized crime, violence, prostitution 
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and druq traffickinq playa part of: these activities. 
Postal 

,inspectors have arrested a number of people within the past two 

years who were alleqedly associated with orqanized crime. 
In one 

case two per~ons were arrested andcharqed with operating a 

counterfeit card ring. Shortly after their arrest, four men 

linked to the two arrested persons were found shot to death. 
The 

rumor on the street was that the dead men had "finqered" the two 
arrestees. In another case, a man and his wife were arrested 

along with six other co-conspirators and charqed with fourteen 

counts of conspiracy to commit credit card fraud. 
The couple was 

convicted and sent to federal prl·son. h 
Te wife was. later parol led 

to care for her' child. 
Eleven ~onths after her arrest, the wife, 

her son and her nephew were slal'n I d ganq an style in their home 
While her husband was' ;/ jail. 

, , 

In New York City's Time Square area, a pool room served as a 

credit card supermarket. Ca d thO r leves, posing as prostitutes, 

would steal the cards from their clientele and then wholesale the 

stolen plastic at the pool room. h 
T us, the nature of card-related 

abuses has chanqed from a non-violent type of petty thievery 
involving isolated instances of dl'shonesty to h' a sop lsticated, 

well orqanized activity of far reachinq proportions that feeds 

into and supports the very t I wors e ements of criminal society. 
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COST OF FRAUD 

The hiqh cost of this crime clearly translates into higher 

dollar losses for card issuinq institutions. Presently, we 

estimate that fraud losses cost the MasterCard system 

, 1 $.08 ~er transaction, up from a cost of $.008 per 
approXimate Y .... 
transaction based on 1973 fiqures. This represents an increase in 

the cost of MasterCard service of an overwhelminq 900%, which cost 

is necessarily reflected in the price charged to consumers. Yet, 

it is not only the price of services that is impacted by this type 

of fraud. 
Consumers are also injured by the sheer annoyance of 

havina to deal ,with improper charqes on their account statements, 

of having to obtain a card replacement, of being conned over the 

phone and, qenerally, of beinq personally victimized by such 

These latter injuries are hard to quantify, but 
abusive tactics. 

easy to sympathize with. 

MASTERCARD EFFORTS 

Because we can not countenance the manipul~tion of the 

, b th t harass consumers and because of 
MasterCard service Y 0 ers 0 

the costs we are forced to bear and pass on, the industry has not 

sat idly by. We at MasterCard have taken stronq steps at many 

levels to stem the tide and to control fraud, beginning with the 
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physical properties of the card itself. The MasterCard card has 

been redesiqned to contain three anti-counterfeiting features: 

fine line printing, ultra-violet ink printinq and a unique 

hologram covering part of the embossed account number. The 

holoqram contains a laser produced three-dimensional imaqe of the 

MasterCard loqo. In addition to making the MasterCard card 

difficult and costly to reproduce, it will make alteration of the 

embossed account number diqits covered by the hologram much more 

difficult and any such alteration will be easier to detect. In 

addition, we have reprogrammed our authorization system to enable 

our members to better identify cardholders at the point of sale. 

However, some time will be required until the system is fully 

implemented and more time will be needed to measure its impact on 

fraudulent card activity. 

In our increasinq awareness and concern over the risinq tide 

of fraud, we have taken additional steps to control the abuse of 

account numbers by merchants. We have added a provision in the 

MasterCard Operating Rules which prohibits a merchant from 

provi~inq, sellinq or exchanqinq account number information, in 

any medium, to any other party unless connected with the 

merchant's leqitimate bank card business. 

We are actively cooperating and supporting local and federal 

law enforcement officials in the investiqation and prosecution of 

card-related crimes. Each of our principal members has one or 

more SQcurity representatives with whom we coordinate investiqa-

22-222 0-88-17 
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tive activities and law enforcement assistance. These represen~ 

tatives create an important network of card security experts from 

whom local officials can obtain support and assistance in 

investigating and prosecuting crimes. In this regard, Maste~Card 

communicates with these security representatives when MasterCard 

is alerted to possible criminal activities in a given area in an 

effort to contain the spread of any criminal rinq. And, ~s the 

national orqanization, we operate a computerized fraud reporting 

system to which ullmernber institutions input information on 

fraudulent or questionable activity. MasterCard utilizes this 

system to monitor developments which on a local level may not by 

themselves indicate any reason for concern but which, on a 

national level, create a pattern of activity worthy of additional 

scrutiny and assist in law enforcement efforts. 

These actions exemplify the commitment of MasterCard to 

curtail these fraudulent practices. The whole of the bank card 

industry is also workinq hard toward this end. We will continue 

to channel our energies and resources in this area but these con-

tinuinq efforts are not enouqh. In our work with law enforcement 

aqencies it became apparent that Congressional intervention was 

necessary. It is for this reason especially th~t we welcome the 

iHtroduction of H.R.3622 and its reflection of the seric>usness 

with which this problem is finally beinq addressed. We 

particu:hrly wish to thank Chairman Annunzio and the staff members 
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of the Subcommittee for their work in this area and for their 

willingness to address the legitimate d nee s of our membership. 

R.R.3622 

H.R.3622 would amend the Truth-In-Lending Act to restrict the 

distribution of account number-s and would make the 
fraudulent use 

of account numbers a federal crime. 

Section 2 of the bill will add a new Section 137 to the 

Truth-In-Lendinq Act prohibiting disclosure of any "payment 

device" number unless one of several exceptions is satisfied. 

As earlier noted, account numbers have been the subject of 

abuse by unscrupulous people. However, account numbers are also 

essential to leqitimate bank card transactions and therefore are 

necessary to the continuation of leqitimate bank card business by 

the merchants, banks, MasterCard and other leqitimate 

orqanizations supportinq the bank card process. As drafted, 

H.R.3622 prohibits the disclosure of an account number unless the 

disclosure falls within one of the enumerated exceptions. We 

would prefer that the bill list the instances of disclosure of 

account numbers that are prohibited rather than. preclude 

disclosure qenerally and then list those instances of disclosure 

that are necessary for the operation of card proqrams or for other 

lawful purposes and therefore permitted. This would provide 

greater certainty as to what instances of diSClosure are in fact 

.. 
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prohibited, would result in less inadvertant interference with the 

legitimate operation of credit card programs and would decrease 

the costs of compliance with the leqislation. 

An example of our concern in this regard involves the card 

issuance process. Although staff advises us that activities 

related to card issuance are intended to be exoepted, we remain 

uneasy that those unfamiliar with such intent may question this 

resul t. 

Banks"must, of course, be permitted to provide an account 

number to a card manufacturer or service organization so that a 

card on which the account number is embossed can be produced and 

provided to the cardholder. We have been advised that Subsection 

(a)(3) is intended to permit this but we can foresee a court 

makinq an improper distinction that because a third party is 

involved, such activity is not "interna1." 

Another example in the card issuance area involve::; the multi-

bank structure of the bank card proqram. Specifically, the "bank 

may use a correspondent to support the cardholder's transactions. 

That is, one bank may receive the cardholder application and 

maintain the direct cardholder relationship while another bank 

arranqes for the card issuance and then processes the transaction. 

Again, our concern is that a court may not read the exceptions as 

broadly as we have been advised they are intended to be read and" 

it is of paramount importance to us that. the legitimate batik card 

uses of account numbers be left intact. To remedy our concern, we 
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ask that further guidance be qiven by the Subcommittee in further 

clarification of the text of the bill or in the legislative report 

on the bill. Finally, we would like to thank the Chairman, Sub­

committee ana staff for their cooperation in creating a. 

comprehensive list of the instances in which account numbers may 

be legitimately disclosed. We request that we continue to 

cooperate in modifyin9 the leqislation as other leqitimate uses of 

a(!~ount numbers are discovered so that the legislation does not 

unnecessarily fetter the legitimate operation of card programs. 

Section 3 of the bill would amend the criminal provisions of 

the Truth-In-Lendinq law. Federal prosecution of card abuses has 

been seriously hampered by the inadeguacy of existing federal 

laws. We believe that the criminal element in our society is well 

aware, and takinq advantage, of the deficiencies in the law and 

the low priority accorded to prosecution of these cases. The 

Truth-In-Lending law does not specifically cover wrongful use of 

the account numher without the card. Since criminal statutes are 

strictly construed, courts are hesitant to convict individuals 

where the lanquaqe of the law can not specifically be applied to 

the individual's actions. Consider, i~ this regard, the action of 

a federal appeals court when presented with the' question of 

whether misuse of account numbers was illegal under the Truth-In­

Lendinq Act." The court held that the misuse of account numbers 

was not covered under the Truth-In-Lending Act since an actual 
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card was not physically pres~nted by the perpetiator with the 

account number. 1 This is the type of decision that frustrates 

law enforcement officials and makes them hesitate to pursue 

account-related abuses. For this reason, we stronqly support the 

intent of H.R.3622 to reverse the holding of this deci~ion ahd to 

make abuse of account numbers a criminal act in the same way abuse 

of the card is today. 

Several other loopholes in the existing law m~ke pro.ecution 

of card crimes difficult. One such loophole is that it is not a" 

crime to counterfeit a card or even to possess such a card despite 

the fact that cards provide the kind of exchange value offered by 

currency. Since the misuse of currency is a crime of the highest 

priority, we submit that misuse of cards and account numbers be 

labeled as such a crime and given such priority. H.R.3622 would 

make it a federal crime to possess, with fraudulent intent, ten or 

more counterfeit cards. We support this provision. We have been 

advised by various authorities that they were unable to prosecute 

person~ possessinq numerous counterfeit cards since the evidence 

was ipsufficient to charqe the perpetrator with criminal conduct. 

In each instance, the circumstances indicated that these 

individuals were involved in unlawful card trafJicking rings. 

Individuals who unknowinqly possess counterfeit cards are 

protected by H.R.3622, since the legislation requires that they 

1 United States v. Callihan, 666 F. 2d 422 (9th Cir. 1982) 
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POssess ~ or more such cards and that such 
possession be with 

fraudulent intent. Possession with unlawful ' t In ent is frequently 
used in connection with counterfeit 

Title 18 (See for example 18 U.S.C. 
currency or securities under 

472, 480, 489 and 490,) and, 
we SUPPort the leqislative ff 

e ort to desiqnate this type of card 
pOssession as a crime. 

In fact, we suqqest th t b 
a a re uttable presumption of 

frauduleftt intent be established whenever a 
person possesses ten 

or more cards not issued in the 
name of the possessor or in the 

names of persons who authorized th 
e possessor to POssess the card. 

BLACK'S LAW DICTIONARY 1351 (4th rev ed 1968) d f' 
• e Ines pres~mptive 

evidence as " •• ~evidence drawn 
by hUman experience from the 

connection of cause and effect d b 
an 0 s~rvation of human conduct; 

the proof of facts from which, 'th 
WI more or less certainty, 

according to the experience of mankl'nd 
of their more or less 

universal connection ••• " 
Surely, if a person is apprehended with 

ten Or more cards not issued in his name orin the 
name of another 

person who has authorized 
such possession, it can be inferred that 

the person intends to use the 
cards for an unlawful purpose. 

In the absence of such a 
presumption, prosecutors have 

advised us that it will continue 
to be extrem~ly difficult to 

brinq possession cases to trial. 
Thus, many criminals will take 

advantage of the fact that their ' 
crIminal intent cannot be proven 

ana will continue to traffic l'n 
counterfeit cards. The 

presumption merely requires the d f 
e endant to explain the circum-
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stances behind, his possession of ten or more cards issued in the 

names of others. One must balance the ease with which a 

legitimate cardholder can explain such ~0ssession against the 

formidable barriers which pr<?secutors have to.overcome in proving 

a defendant's intent. For the foregoinq reasons we find it 

compelling to adopt such a presumption. 

There are several other deficiencies in the existing federal 

law which need to be corrected and which are addressed in 

H.R.3622. Specifically, R.R.3622 responds to the concerns raised 

by law enforcement officials that the minimum dolla;: amount which 

trigqers liability in the law may be technically interpreted ~s 

applyinq to each card used, rather than to the person or persons 

participatinq in a conspiratorial ring. We support H.R.3622 

because it would properly clarify tnat these dollar value tests 

can be met by lookinq to one or more persons usinq one or more 

cards in one or more transactions. As a result, a person could 

not escape conviction if, for example, he used 100 different 

counterfeit cards to make purchases of $10,000, but purchased 

qoods worth less than $100 with each individual card. 

Under H.R.3622 Section 2(d){1) of new Sections 137 and 134, 

as amended, would define the term "payment device" to include 

credit cards, debit cards, account numbers, codes or other means 

of account access. We approve of this definition of payment 

device ,ince curtailinq the misuse of debit cards and other means 

of access to accounts is vitally important to preservinq the 

I 
Ii 
1 
t 

II 
u 

/1 
J 
t 
J 
! 
{ 
tl 

I( 

I 

----------- -------------~----.-

-----~. ------------ ------------~--------- ------------------------------ ----

I 
l 
·1 

/: 
j',! r 
i 

I ' 

g , 

261 

inteqrity of our nation's payment system wh;ch . ... ~ncreasingly 

involves the use of such devices. 

Whenever there are d~ficienc;es;n " I I ... ... cr~m~na aws, technical 

barriers to prosecution are provided and criminals who might 

otherwise be convicted are released on "technicalities." The 

public is then the loser. It' th ' ~s ere fore ~mportant for the card 

crime laws to be drawn as broadly as t't t' I cons ~ u ~ona ly permissible 

in order to provide prosecutors w;th h ... t e necessary tools with 

which to prosecute offenders. Without solid criminal statutes 

with which to prosecute offenders, it is apparent to us that 

industry efforts to control criminal fraud card activity will be 

undermined. Clearly, in the fight against such criminal activity, 

it is important for both industry and qovernment law enforcement 

Officials to be armed with a Congressional directive that 

fraudulent card account activ;t;es are " ... ... a cr~m~nal affront aqainst 

consumers, institutions and society at large and shall not be 

tolerated. 

On behalf of MasterCard International, I want to thank you 

for the opportunity to express our views. I will be pleased to 

answer any questions you miqht have. Aqain, thank you for the 

cooperative,efforts of the Subcommittee and its staff. 

" 



~ , ' 
\1 
t . 

\ 

Percent 
Change 
Increase 

100,000 

90,000 

80,000 

70,000 

60,000 

50,000 

40,000 

30,000 

20,000 

10,000 

9,000 I 
8,000 

I 7,000 

6,000 

5,000 

4,000 

3,000 

2,000 

1,500 

1,000 

900 

800 I 
! 
I 

700 I 
&. 

600 

500 

400 

300 

200 

100 

262 

APPENDIX A 
Fraud Percent Chan~e Increase 
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Chairman ANNUNZIO. Our next witness :represents the American 
Bankers Association. 'We have. had' many witnesses from the 
American Ba:nkers Association before this committee but never one 
as charming as Ms; McLaughlin. 

We appreciate your being here this 'morning. We don't want you 
to feel that your gender' was last, you know, and the machos first, 
and all that kind of stuff, because I like saving the best for the last . 

Your statement will be made, without objection, a part of the 
record, and you can proceed in your own manner to summarize. 

STATEMENT OF SANDRA J. McLAUGHLIN, SENIOR VICE 'pRESI. 
DENT, MELLON BANK, PITTSBURGH, tA., REPRESENTING THE 
AMERI(;JAN BANKERS ASSOCIATION 

Ms. McLAUGHLIN. I thank you very much. 
Mr. Chairman and members of the subcommittee, iny name is 

Sandra J.,McLaughlin, senior vice president, Mellon Bank in Pitts­
burgh, Pa. I am here today representing the American Bankers As­
sociation in my capacity as vice chairman of the association's bank 
card' division. 

I am going to summarize the points in my written statement, but 
in deference to the demanding schedule of the chairman and Jll,em­
bers of the subcommittee today I will certainly attempt to be brief, 

The association membership consists of over 90 percent of the ap­
proximately 14,500 full service banks in this country. The cOni­
bined assets of our nearly 13,000 member banks represents approxi­
mately 95 percent of the industry total. 'Some 90 percent of our 
members can be described as community banks having assets of 
$100 million or less. ' 

Our association welcomes the" opportunity to present our com­
ments on the problems associated with card fraud and counterfeit­
ing. We have become increasingly concerned with this issue. 'Ilen 
years ago fraud losses in the bank card ind.ustry were not sufficiemt 
to cause great concern. However, in the last few years fraud losses 
have grown at a geometric rate. The combined losses of the VISA 
and MasterCard systems over the past 10 years have grown fronl a 
combined $11.7 million in 1972 to $125.8 million in 1982-over a 
1,000-percent increase in just a decade. 

We are particularly concerned about the counterfeit and altered 
card losses. F'or the MasterCard and VISA systems, these losses 
have increased from a relatively minor $175,000 in 1978 to 'more 
than $25 million in 1982. 

We very much commend your efforts, Mr. Chairtnan~ in introduc­
ing H.R. 2885 and more recently H.R. 3622, and in holding a series 
of hearings on this problem. We believe holding a series of hear­
ings has helped to educate the -public, industry, and law enforce­
ment -agencies on this growing 'problem. We have appreciated the 
opportunity of providing input to your subcommittee on H.R. 3622 
and look forward to continuing that working relationship. Because 
earlier testimony has clearly demonstrated the need for such legis­
lation I will not belaboIt that point. I will only support it by saying 
that in spite of the industry's best effort the criminal element will 
also seek to be just one step ahead of the industry's latest technol-
ogy or security procedures or developments. .. 
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W most 'pleased in that we believe the proposed legIT'shlati?n 
e are . h'ghly satisfactory manner. e In­

addresses the~e conhcetrns In a '~inal legislation is not a complete 
dustry recognIzes t a more crl . t be only a small 
answer to the currwt Errble:~'ll~g:a;!~tl of~h~ resp~nsibility for 
part of the answer. ~ e lev the industry 
counterfe~t~ng Phe~ept\o~~aj~b~~ary 1982, the' association formed a 

RecognIzIng t a ac, I d under the auspices of the bank card 
t~s~ .forc~ on ba~r cartd t~d~velop a comprehensive analysis of the 
dlvls~on, In a~ a ~ ~~p nd alteration problems. The task force s ~f­
growIng cObund~r .edledal·nto four categories, and let me summarIze 
forts can e IVI 
those quickly. mended a number of changes in 

First, the task force has rec~m s to the two major card associ-
po~icies, procedurdsivtn~ l(JacdlcThese changes have been imple­
atlOns-VISA b' .as ir a:nted by the associations and the card 
~eD:ted or k'e. elngt.lm);~nd thoughtful manner. These changes 
ISSUI~g ba? s In a .~re statement but they would include the ~ol­
are .hst~d In our ~io~nfashion. Certainly the number and qualIty 
lOWIng l!l enume 1 t b th of the associations has been notably 
of securIty per~onne ad lOb l' ve Messrs. Kelleher and Neumann 
increased and Improve. e Ie 

are eloqu~::.lt t.estimony tF ~hf~ ~~!iity and number of security per-
UpgradIng In terms? 0 . r card issuing banks as well. 

sonnel has been htru~ In iO~ :fi.~udulent merchant indices a?d 
New systems suc as cance e ., 1 mented within the In-
counterfeit repor~i!lg Styste£-s are ke~~:~s e and materials during 
dustry. New polIcIes 0 sa eguar. d t ns ortation within 
card manufactu~'ing or cardl.e~bossf~~~:ding rfhe ~'rotectio~ of the 
all of these serVIces new po ICles sa. . 1 ented 
acc~unt number ~a£e b~~ o~c~~~~;l~f ~Ftfr:d or ~o~nterfeit cards 

FInally, rewar s or e r. 1 nted or increased. The second 
at point of sale 1av~t.b~:n I'::;! e:: task force lies in the area of 
major category 0 ac IVI Y d velo ed a comprehensive card 
education. The task fOfc!.r1~h h:s be~n provided t~ the s~bcom­
fraud manual, a cOP:f 0 .' d ~ banks as a manager's guIde for 
mittee. This manual IS d~slgne or vention and control program. 
-developing a com~drlahen~ldvel.frau1o~rdealing with card manufactur­
The manual proVles gUI e lnes . t' dures and 

'd rnes for protecting account lnforma lon, pr~c~ d 
ers, gul e I . . d s for merchant tramlng, e uca-
policies for staff tral111ng, proce ure d great many other useful 
tional material for the consumer, an a t' < 

guid~lines for comJPl0hi98~e fBAd s~~e;se::dn~ successful national 
ThIrd, on June 't ' inar This seminar was teleconferenced 

card fraud managE~m~I?- sern Y k Atl t Dallas Chicago, and 
live to site~ in fiVE:' CltIes: Neis ~~w' bei:: !'ade av~ilable on tape 
San FranCISCO .. Thls pr~grt~m nd other groups interested in spon­
for State banking assocla Ions a 
soring fr~~d seminjrs. 10 we launched a nationwide public ~duca-
. In addltlO?-, on I u~ii . de the subcommittee with copIes of 

bon campaIgn. WI pro~ . dh Id of ways to pro-
recent newspaper cliPpings ~}f~~:,~~ ~~~m~nk~tion material for 
ih~t J~:~sb~':~ f~ e;u~~&~g their particular communities. 
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Finally, together with MasterCard and VISA, the ABA task force 
sponsored a major study of card-secure properties. Card-secure 
properties are the physical aspects of the card that make counter­
feiting or alteration more difficult. This study, undertaken in the 
fall of 1982 by Battelle Laboratories of Columbus, researched other 
industries for applicable technology that could be utilized in th~ 
card industry. To date, over 100 technologies have been tested. 
Some technologies were recommended for immediate implementa­
tion. Other promising technologies have been singled out for fur­
ther stUdy. The ABA task force will be contacting, in the near 
future, the manufacturers of the card-secure properties for field 
testing of these newer technologies. 

This effort has already resulted in many changes to be imple­
mented by the VISA and MasterCard systems. MasterCard and 
VISA, for example, has announced plans to have all cards issued in 
that system including new policies. 

The industry has always been aware of the need to safeguard ac­
count numbers and has developed a number of techniques over the 
years to do so. As fraud activity has increased, the industry has 
become increasingly aware of this responsibility. New and in­
creased efforts to protect account information is also a major part 
of the efforts of the ABA task force. Our seminars and manual on 
fraud have, and continue to provide, banks with significant educa­
tional information on policies, procedures, and technologies that 
should help protect account information from falling into the 
hands of those who might use it illegally. 

Our efforts will strive to educatc' banks, merchants, service 
agents, and customers on how to protect this information. Since 
card issuers are the primary victims of the fraud schemes, the ef­
forts must begin with the card issuer. But all parties, including 
consumers, must assume their share of the responsibility. 

Simple procedures now being suggested for all participants in the 
system will help to eliminate much of the problem. For example, 
banks and processors can restrict access to account information 
and, in in-house activities, use only that portion of an account 
number necessary to identify the account. Merchants can utilize 
perforated carbons, car'bonless sales slips, and otherwise take pre­
cautions in disposing of carbons and duplicate sales slips. Credit bu­
reaus or other servicle agencies can also use a. portion of the ac­
count number where possible. Consumers can be educated to safe­
guard account numbers and sales receipts. Unless the information 
is safeguarded by each participant in the system, then the system 
remains vulnerable to penetration by the criminal element. 

Section 2 of H.R. 2885 and H.R. 3622 would legislate restrictions 
on disclosure of account numbers. As you know, the banking indus­
try was very concerned with the approach of H.R. 2885 in this sec­
tion and, more specifically, with very restrictive exceptions to the 
general disclosure prohibition. 

Our concern with the approach is that it is directed at financial 
institutions and others who are already working, and have. been for 
some time, working to protect account information and who have a 
strong self-interest in protecting that information. 

We were also very concerned with the restrictive exceptions to 
the general prohibition against account number disclosure. We 
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viewed those restrictions as prohibiting I' i.Lny disclosures t.hat are 
necessary in the normal operations of card programs and other as­
pects o~ conducting ~us!ness. 

We, sIncerely apprecIate your efforts and the efforts to the sub­
committee staff to alleviate these concerns. The list of exceptions 
in H.R. 3622 addresses all major aspects of the card operations and 
business functions we have identified. 

There are, however, a number of fairly minor technical matters 
that need clarification in the bill or in the committee report accom­
panying a bill reported by the full committee. These concerns, are 
set forth in appendix B to this testimony. We urge your considera­
tion of these problems. 

Weare also hopeful that this subcommittee will use every oppor­
tunity to express an intention to allow continued account number 
disclosure in all aspects of the conduct of legitimate business activi­
ties. Such an expression, combined with the more complete list of 
exceptions contained in H.R. 3622, would help alleviate our con­
cerns -regarding compliance burdens associated with the overall ap­
proach of this portion of the bill. 

In conclusion, Mr. Chairman, let me again thank you for your ef-
~ forts to address these significant issues and for your willingness to 

be responsive to our concerns. We look forward to working with 
you and the subcommittee in securing passage of this important 
legislation. 

[Ms. McLaughlin's pl'epared statement on behalf of the American 
Bankers Association, follows:] 

" 
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STATE1>1ENl' OF THE 

AMERICAN BANKERS ASSOCIATION 

BEFORE THE 

SUBCa-IMI'l'TEE CN COOSUMER AFFAIRS AND COINAGE 

HOUSE ca.1MITTEE 00 BANKING, FINANCE, AND URBAN AFFAIRS 

00 

CREDIT CARD FRAUD 

JULy 27, 1983 

Mr. Olainnan and members of the SUbcorrunittee, my name is Sandra J. 

Mclaughlin, Senior Vice president, Mellon Bank in Pittsburgh, Pennsylvania. 

I am representing the American Bankers Association in my capacity as Vice 

Chairman of the Association's Bank Card Division. 

'!he Associatio~ membership consists of over 90 percent of the 

approximately 14,500 full service banks in this country. The combined 

assets of our r~arly 13,000 member banks represents approximately 95 

percent of the industry total. Approximately 90 percent of our members can 

be described as community banks having assets of $100 million or less. 

~ur Association welcomes the opportunity to present our comments on 

the problems associated with card fraud and counterfeiting. W;! have become 

increasingly concerned wi th this issue. Ten years ago fraud losses in the 

bank card industry were not sufficient to cause great concern. 

the last few yeq~S fraud losses have grown at a geometric rate. 

H:lwever, in 

Attached 

as Appendix A ~o this statement is a graph showing the combined loss~s of 

the VISA arrl MasterCard systans over the past ten years. The lossl?-':; have 

grown from a combined $11.7 million in 1972 to $125.8 million in 1982 __ 

over a 1,000 percent increase. 
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we are particularly concerned about the counterfeit and altered card 

losses •. For the M:.IsterCard and VISA systems, these losses have increased 

from a relatively minor $175,000 in 1978 to more than $25,000,000 in 1982. 

When these losses are aggregated with the losses involved in private label 

bank cards, retail cards, gasoline cards, and travel and entertainment 

cards, it is clear that the country is faced with major criminal activity 

that cannot be ignored. 

we commend your efforts, Mr. Chairman, in introducing H.R.2885 and 

more recently, H.R.3622 and in holding hearings on this problem. Simply 

holding a series of hearings has helped to educate the public, industry and 

law enforcement agencies on this growing problem. We have appreciated the 

opportunity of p!.'oviding input to your SUbcommittee on H.R.3622 and look 

forward to continuing that working relationship. 

Need for Legislation 

we are hopeful that the efforts of the iooustry hhich are described 

below should help to substantially reduce the current fraud and 

counterfeiting activities. fbwever, in spite of the iooustry's best 

effort, the criminal element will always seek to be just one step ahead of 

the industry's 'latest technology or security procedures. lis our methods 

for detecting and eliminating fraud become more sotilisticated, so do the 

criminal activities designed to beat the system. Effective law enforcement 

is the only way to ultimately deter criminal activity. 

lis a result, the industry has determined to pursue some revisions of 

the federal law in this area. In addition to the amendments, .~ are 

discussing today, we are hopeful of obtaining some additions to the 

Criminal Code (Title 18, U.S.C.). 'l11is effort to roodernize the la~o[ and 

focus attention on this growing problem would provide investigators and 

., 
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prosecutors with an additional statute aimed at card fraud. we view this 

revision as one part of the comprehensive law enforcement efforts Which 

will be necessary to deal with this problem on a long term basis. we are 

and will be.discussing these proposals with the Judiciary Cbmmittees in 

both the Senate and fbuse. 

At the samP. time, we feel that anendments to the Truth in Lending law 

and/or the Electronic Funds Transfer Act are vitally needed to fill some 

obvious and immediate gaps in the current federal legislation contained in 

Title 15. 

In recent years the emFhasis in criminal activity has shifted away 

from taking advantage of isolated lost and stolen cards to the more 

organized criminal activities involving alteration and counterfeiting of 

cards. Unlike fraud comnitted with the use of lost or stolen cards, the 

schemes involving counterfeit or altered cards rely heavily on the use of 

valid account numbers. lis a fesult, the trafficking in account numbers has 

increased dramatically. For example, account numbers are used in collusive 

merchant's schemes where valid account numbeL.!; are embossed on whi te 

plastic and used to imprint sales slips. 

In spite of this and other counterfeiting schemes using primarily 

'account nllTlbers and not .cards themselves as the means for fraudulent 

activity, the Truth in Lending law is not clear that misuse of these 

account numbers constitutes c~edit card fraud. At least one court has held 

that fraudulent use of an account number did not constitute the illegal use 

of a "credit card". 

An additional enforcement problem has been raised in connection with 

the $1,000 limit contained ~,'1 several of the subsections of Section 134 of 

the Truth in Lending law and Section 916 of the Electronic Funds Transfer 



\ 

272 

Act. '!hose subsections require that a, minimun of $1,000 in money, goods or 

services be obtained within a one year period to create a crime punishable 

l.I1der the federal law. case law is not yet clear ~ether these subsections 

require that the prosecutor show only that $1,000 in value has been 

obtained using card fraud or Whether the prosecutor must show that $~,OOO 

was obtained. with a particular counterfeit, lost, or stolen card. 

Section 3 of H. R. 2885 addresses these two concerns in a very 

satisfactory manner and, in addition, makes possession'of counterfeit, 

lost, or stolen cards a federal crime ~ere the requisite fraudulent intent 

is present and a nexus with interstate commerce exists. Consequently, we 

urge the SUbcommittee to move forward with this legislation as quickly as 

possible. 

Industry Efforts 

The industry recognizes that more criminal legislation is not a 

canplete answer to the current:pcob1ems and the problems we will face in 

the future. Indeed, legislationmay'represent only a small part of the 

solution. A large part of the responsibility for counterfeiting prevention 

falls on the industry. 

In February of 1982, the Association formed a Task Force on Bank card 

Fraud under the auspices of·the Bank Card Division, in an attempt to 

develop a comprehensive. analysis of the growing counterfeit and alteration 

problems. Working closely with VISA and MasterCard, we have developed what 

we believe to be an effective industry program to focus on this problem and 

take necessary corrective measures within the industry. The Task Force's 

efforts Cdn be divided into four categories. 
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First, the Task Force has recommended a number of changes' in policies, 

procedures, and practices to the ,two majo'r card association (VISli. and 

Mastercard). These changes 'have been implemented or are being implemented 

by the associations and the card issuing banks in a timely and thoughtful 

manner. These changes inchrle the following: 

o Senior management and governing boards of the associations have made 
major commitments to address the issue on a long term basis. 

o The number and quality of security personnel at both associations 
has been notably increased. '!he majot:' card issuing banks have also 
made major increases in security personnel. 

o Both as~ciations have committed to incorporate new card secure 
propertles to deter counterfeiting. , 

o New systems such as cancelled or fraudulent merchant indexes and 
counterfeit reporting systems are being implemented. 

o New policies to safeguard numbers and materials during card 
manufacturing, card embossing, and card transportation services have 
been or are being implemented. 

o Rewards for the recovery of altered or counterfeit cards at point of 
sale have been implemented 0(' increased. 

o R>rtions of VISA I S card recovery bulletin and Mastercard's 
restricted card list are being used to educate merchants on this 
problem~ 

o Communication andedocation efforts have been initiat(~ with' banks, 
enforcement agencies, and merchants and between the two 
associations. 

Second, tb~ Task Force has developed a comprehensive card Fraud 

Manualia copy of Which has been provided to "the Subcollltiittee. This manual 

is designed for banks as a manager's guide for developing a comprehensive 

fraud prevention and control progran. Th~ manual prov id~s guidelines for 

dealing 'with card manUfacturers, guidelines 'for protecting account 

information, procedures and polbdes ferr staff training , procedures for 

merchant training, edoca'tional material for the consUmer, and other useful 

guidelines for compr~h"msive fr'alln prei!ention. 
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Third, on June 10, 1983, ABA sponsored a successful national Card 

Fraud Management Seminar. This'seminar was teleconferenced live to sites 

in five cities: New York, Atlanta, Dallas, Chicago, and San Francisco. 

This program is now being made available on tape for state h:mking 

associations and other groups interested in sponsoring fraud seminars. 

Finally, together with MasterC:lrd and VISA,the N3A Task Force 

sponsored a major study of card secure properties. Card secure properties 

are the Physical aspects of the card that make counterfeiting or alteration 

more difficult. This study, undertaken in the fall of 1982 by Battelle 

Laboratories of Columbus, researched other industries for applicable 

technology that could be utilized in the card industry. To date, over 100 

technologies have been tested. Some technologies were recommended for 

imnooiate implementation. other premising technologies have been singled 

out for further study. The N3A Task Force will be contacting, in the near 

future, the manufacturers of the card secure properties for "field testing" 

of these additional technologies. 

.!bis effort has already resulted in many changes to be implemented by 

the VISA and MasterCard systems. MasterCard, for example, has announced 

plans to have all cards issued in that system include holograms, fine line 

printing and ultra violet inks. VISA is undertaking a canprehensive review 

of the technologies involved in the Battelle study with a commitment to 

incorporate the best in the rew VISA card. 

Safeguarding the 1>ccount NUmber 

The industry has always been aware of the need to sa~eg\lard account 

n~ers and has developed a number of techniques over th~! years to do so. 

As fraud activity has increased, the industry has becam~ increasingly gware 

of this responsibility. New and increased efforts to protect account 

I. 
,~ 

! 
! 
I 
il 

~ 
lJ 

I ~ 
i 
~ 
I 

11 
\ 

I' 
,~ 

I 

l
"l, 

" , 

~ 
11 
'I 

275 

information is also a major part of the efforts of the ABA Task Force. CUr 

seminars and manual on fraud have and continue to provide banks with 

significant educational information on policies, procedures, and 

technologies that should help protect account information fran falling into 

the hands of those \\ho might use it illegally. 

Our efforts will strive to educate banks, merchants, service agents, 

and customers on how to protect this information. Since card issuers are 

the primary victims of the fraud schemes, the efforts must begin with the 

card issuer. But all parties, including consumers, must assume their share 

of the responsibility. 

Simple procedures now being suggested for all participants in the 

system will help to eliminate much of the problem. For exa~ple, banks and 

processors can restrict access to account information and, in in-house 

activities, use only that portion of an account number necessary to 

identify the account. Merchants can utilize perforated carbons, carbonless 

sales slips and otherwise take precautions in disposing of carbons and 

duplicate sales slips. Credit bureaus or other service agencies can use 

only a portion of the account number where p::>ssible. Consuners can be 

educated to safeguard account numbers and sales receipts. Unless the 

information is safeguarded by each participant, the system is, vulnerable to 

penetration by the criminal element. 

Section 2 of H.R.2885 and H.R.3622 would legislate restrictions on 

disclosure of account numbers. As you know, 'the banking industry was very 

concerned wi th the approach of H. R. 2885 in this section and, more 

specifically with very restrictive exceptions to the general disclosure 

prohibition. 
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our concern with the approach is that it is directed at financial 

institutions and others who are already working to protect account 

information and who have a strong self interest in protecting that 

information. As you know, the consumers liability for fraud loss under 

Truth in Lending is limited to $50. The card issuing institution generally 

must bear any loss exceeding this amount and, indeed, generally bears the 

$50 loss as well for purposes of n.aintaining customer confidence and 

goodwill. 

We were also very concerned with the restrictive exceptions to the 

general prohibition against account number. disclosure. we viewed those 

restrictions as prohibiting many disclo.sures that are necessary in the 

normal operations of card programs and other aspects of conducting 

business. 

We sincerely appreciate your efforts and ,the efforts of the 

Subcommittee staff to alleviate this concern. The list of exceptions in 

H.R.3622 addresses all major aspects of the card operations and business 

functions we have identified. 

'!bere are, however, a number of minor technical matters that need 

clarification in the bill or in the Committee report accompanying a bill 

reported by the full Committee. '!bese concerns, are set forth in Appendix 

B to this testimony. we urge your consideration of these problems. We may 

also bring additional concerns to your attention as they are raised in 

response to the new bill as it is reviewed by our members. 

we are also hopeful that this Subcommittee will use every opportunity 

to express an intention to allow continued account number disclosure in all 

aspects of the conduct of legitimate business activities. SUch an 

expression, cD!!!bin~ with the more, complete list of E:!xceptioru~ contained in 

H.R.3622, would help all~Jiate our concerns regarding compliance burdens 

associated with the overall approach of this portion of the bill. 

In conclusion, Mr. Chairman, let me again thank you for your efforts 

to address these significant issues and for your willingness to be 

responsive to our concerns. we look forward to working with you and the 

Subcommittee in securing passage of this important legislation. 
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AppeILdix A 

CREDIT CARD INlXftlm 
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~ndix B 

, d f needed or desirable clarifications 
Following are suggeste areas 0 

concerning section 2 of H.R.3622. 
. () (1) of new section 137 should cover 

(1) card issuance. SUbsectlon ases of issuing cards or other 
disclosure of account n~rs ~or P~~ubcontract \o,1th reliable third 
payment devices. t~ten maJor lSS~ required by the appropriate card 
parties pursuant to security pro)c f ~r:OOssing encoding and mailing 
association (MasterC3:d or VI~ 0 These'services are similar to 
serv ices a~socia~ed Wl th c~rd leSS) u(~n) C~d should be appropr iately included. 
services llSted 10 subsectlon a 

·d t·fication Numbers that fit 
(2) Check guarantee and check 7 en 1 • ften used in 

• .. f payment dev lce nunbers are 0 . 
within the deflnltlon 0 r by merchants and others ln 
connection with ch:ck guarantee pro~~~~e~i~e numbers, such as a credit 
cashing and acceptlng c~ec~s·edpa~connection with negotiation and 
card number, are then dl~ oSSubsection (a) would allow some disclosures in 
collection of these chec· i nd should clearly cover all such 
connection with these funct ons a 
disclosures. . 

, . ·or card issuers contract with third 
(3) customer serv lce • Many maJ i This serv ice may 

1 · to provide customer serv ceo . parties or affi lates . . such items as billing practlces, 
include answering custom:r ~qUlr~~t~n providing copies of charge slips, 
account balances (or avalla e cr. ing'notification of lost or stolen 
resolving billing errors, or re~elv the customer service agent must have 
cards. In providi~ftheset.serv~~~uding account numbers. 
access to account 10 orma lon 

. ed ith services that are listed in 
Many of these servlces are connected ~ subsection (a) (3). fbwever, 

subsection (a)(l) •. oth:rs may be ~~~~llY ~entioned, its inclusion in the 
since customer servlce lS not spec . . 
enumerated exceptions should be clarlfled. 

. . (a) (3) \;Quld allow disclosures in 
(4) Internal functions. Subsec~70n or other activities directly 

connection with the management, ~perafl~nbusiness we assume that this 
related in the internal functionl~ 0 ti ns as·an internal or external 
provision is intended to cover~uc t~~r~f ~utside services such as the 
audit of the com~y or the co~~a~ample~ 'ftlile disclosure directly to 
'services of a m:lll1ng house. f i s or products to cardholders 'tlQuld 
parties engaged in the sa~e 0 sef:' ~~ be able to receive materials from 
not be permitted, a card lSSuer: :;' mailing house to prepare a mailing 
such parties and then contract \~l . a 
that goes directly to consumers. 

. . h t rm goverrmental entities in 
(5) Governmental entltles •. T,e t 7 'Ibis subsection should be 

subsection Ce) may need ~e ~lar~~a ~~~~l and foreign goverrments; all 
clarified to co~er all f ie~at! s ~e~rtmen~ and quasi governmental 
judicial executlve or leg Sta lV:a or operated corporations. 
agencies, such as goverrmen own 
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(6) Application to deposit accounts. The application of new section 
137 to deposit accounts and the check collection system should be 
clarified. A checking account number may 'fit the definition 'of a "payment 
device nlJllber" depending on how it can be used. 

(7) Encryptions. After the passage of this bill, credit reports will 
no longer be able to routinely include account nlJllbers. HOwever, in this 

.'situation and in many other situations, a person may desire to utilize a 
nlJllber that is a substitute for the number. 'Ibis substitute nlJllber may be 
derived in a mmber of different ways. Sane of the digits may be collapsed 
or eliminated. A formula may be applied to convert each digit to a 
different digit. Sane or all of the digits may be converted to letters. 
'Ibese encrypted or coded numbers may not be generally used to obtain goods 
or services or to transfer or obtain money. 

The definition of npayment device number fi should be clarified to 
exclude these numbers. 

(8) Apparent or implied authority. 'Ibe definition of "holder" should 
be clarified to insure that authoriz~tion by a holder to use a pa!f1llent 
device can be actual, apparent, or implied authority. 

Chairman ANNuNzIO. Thank you very much for an excellent 
statement. This is one of the good days where the American Bank­
ers Association and I are in full agreement. 

Ms. McLAUGHLIN. It is a pleasure, Mr. Chairman. 
Chairman ANNuNzIO. Thank you very much. 
Mr. Kelleher, during the hearings on the operation of Credit 

Marketing, Inc., we heard testimony about how one department 
store in that community sold. 75,000 credit card slips for 6 cents 
each to CMI which then used these numbers to bill consumers for 
either $49 or $99 for a credit card protection service. 

Do you believe that the department store acted prudently in sell­
ing those slips? 

Mr. KELLEHER. Certainly not, Mr. Chairman. I welcome the re­
strictions that will be placed by this law on such activity. In addi­
tion, I would like to make comment regarding Department of Jus­
tice's position this morning, the reduction of the requirement for 
the possession of credit cards from 10 to 5 fraudulent cards as 
being sufficient'for prosecutive purposes. 

Chairman ANNUNZIO. From ten to five. 
Mr. KELLEHER. Ten to five is an excellent move because it does 

make it much less complicated for the Department of Justice in 
their actual productions of proof in these cases. 

Chairman ANNuNzIO. We apprecia.te your suggsgtion and your 
support. 

In your statement you referred to seven slayings, killings, that 
were connected with credit card fraud. Are you aware of other in­
stances of credit card related violence, beatings? 

Mr. KELLEHER. Not anything that I could take to court right 
now, Mr. Chairman. But in each area where we have seen a high 
degree of credit card fraud activity, mainly those .in the Northeast 
area of the United States and in southeast Florida, the environ­
ment is accompanied by violence. There is so much profit in this 
industry, the criminal side of the industry, that they compete with 
each other to the point where they make it barely profitable for 
the legitimate side of the industry. 
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Chairman .A.NNUNZIO. I know that you agree with me that one of 
the reasons that the counterfeiting is flourishing is the fact that 
th~ public doesn't connect a credit card criminal with a violent 
CrIme. 

Mr. KELLEHER. That is correct. 
Chairman ANNUNZIO. In other words, they have this card, they 

go in, they make a purchase. They get out and the public says, 
well, they got away with something, you see. 

Mr. KELLEHER. Yes. 
Chairman ANNuNzIO. Like the criminal that appeared before 

this subcommittee, he says we "are happy to do that. We get a slap 
on the wrist. We get a peaceful rest for 30 days on some occasion, 
but we don't serve any hard time, you see. What we have got to all 
do is try to make the public aware that we are dealing with a prob­
lem that creates beatings and creates crime, that they do have 
guns, you see. An individual that goes out, as you know, and holds 
up a bank, he has a shotgun or machinegun or something, you see. 
He gets away with, or if he gets caught, with $15,000 to $20,000. He 
is a bank robber, and he might get 5 to 10 years in jail. But there is 
a thief that is taking $5,000 or $10,000 per day. If he gets caught 
and he goeS before a judge, he gets a slap on the wrist. 

Mr. KELLEHER. In support of your position, Mr. Chairman, we 
find that the collusive merchant who represents a very, very small 
number of merchants in our total system actually supports the 
work of 150 to 200 card thieves that are going out doing just as you 
say, stealing and robbing these things from innocent citizens. It is 
much the same as the way a drug dealer supports the habit of a 
bunch of dru.g users. In this situation the collusive merchant who 
knows the system and knows how to defeat it supports the activity 
of these credit card thieves and those who would counterfeit num­
bers, and when it becomes that profitable a business for the thief, 
you know there is going to be a lot of competition. 

Chairman ANNUNZIO. Thank you. 
Mr. Paul is recognized for 5 minutes. 
Mr. PAUL. Thank you, Mr. Chairman. 
I would like to welcome the panel here this morning, particular­

ly Mr. Kurth from Houston. It is nice to have you here. I would 
like to start first with a brief question to Mr. Kurth. 

Could this bill pose any problems in complying with the Fair 
Credit Reporting Act that you know of? 

Mr. KURTH. First of all, let me say that we support the objectives 
of the bill, but we do have a concern with section 137. Second, it 
would appear that under section 611 of the Fair Credit Reporting 
Act we might have difficulty reverifying the information unless 
that particular statement were amended to add after the word 
"holder" and between the word "of' that it would be permissible to 
expose the device-so they can disclose that account number to 
verify it. 

There is one other aspect of the legislation that does not perhaps 
directly relate to the Fair Credit Reporting Act, but does concern 
us in that we think we need more information. Obviously the 
credit reporting industry is in the marketplace to bring the custom­
er and credit grantor together. To the extent credit grantors pres­
ently use account numbers to clear direct-to call to get more cur-
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rent information than what it' . 
haps the method for rovidi; con ~In~d. In the credit. report-per­
maypot work a hardship. g for IndIvIdual certification mayor 

If It results in more consumers b . 
would have qualified if the direct ~hg~rd~ down who otherwise 
really doesn't serve, I think soc' ec a een ~ade, then that 
upset because credit has not been ~~ty ttod ~he an Irat~ consumer 
that as we work with the com 'tt an e. ose a~e thIngs I think 
determine the extent this may:I me: ~~~ ~he credIt community to 

Mr. PAUL. Thank you very much Yea problem. 

su:~~,~~~~~~nh~bti~i\:rtantors direct check with VISA on a con-
banks to iden tif the' Jhe account. n uII?-ber. essential for issuin 
this bill hinder this pr~~:s?mer who IS beIng Inquired about? Wil~ 

Mr. NEUMANN. The system itself d 
holder. It js done by member b kd?es not grant credit to a card 
communication is between the ~~edit Irectly. So the correspondencB 
VISA system, so I am really not qual ~~ed{ and the bank, not the 

Mr .. PAUL. Those are the only questi~~~ I h answer that question. 

M
Cha;rrman ANNUNZIO. Thank you Mr Paul ave. . 

r. vento? ' . . 
}'1r. VENTO. Thank you, Mr. Chairman 

was pleased to note in almo t 11 f th . 
obviously vital concern and agg s a. 0 e testimony that there is 
this blossoming of credit card rc~~sIve bbg;rams t~ try to deal with 
could begin to write laws that l.IW·. VIOusly I don't think we 
a~d .keep this line of crer:1it wou In ~ss~nce ~eep this business 
elImInate credit card cri~e 'S°on1umer C!edit ava~lable and totally 
age and applaud that becau~e h wan~ tb enthUSIastically encour-

If you find deficiencies in t we ave 0 ave a balance. 
I guess that you make thos erms of t?e F~deral. or State statutes, 
area. But we want to do whafresentat~ons In a dIffe:~~t legislative 
cau~e we realize the great . we c~n 0 try B;nd facIhtIate this, be­
~m.Laz.ed that VISA has some 60:: ~nce of I~. You know, I was 
In LhlS country where I note that ~!l~~~ ?ar?s ~~~ued. M<?st of them 
types of crime occur. ~ percent; or tne fraUd and other 

VISA, at least operat . t . 
credi~ <;>bviously i~ extend~d h~::~atIOtilly t ~lthough most of the 
can cItI.zens when they are abroad r a eas IS extended t<;> Ameri­
le!Ds WIth regards to the intern t: Dolyou have any speCIal prob­
WIth? a lOna area, how these are dealt 

I suppose credit cards just d 't 
abroad that they do here. on represent the volume of business 

Mr. NEUMANN On an int t· I 
lion card holder~ throu hou~rrh IOna scope we have over 90 mil-
transactions, about 96 gercent ~f ';hridt ts fal as ~he fraudulent 
States. However, many of the card a a es p ace In .the United 
stance, and used in the United St tS that are .counterfeited, for in­
forei~ countries. For instance .a e\7 are cOPIIes of cards issued by 
consIderable amount of mone ,In enezue a, ~a~ks have lost a 
volving the use of cards in th! J~i~~~t~~~~terfeitIng activities in-

.Mr. VENTO. The point is that obvi I' . 
WIt? your counterparts, these oth ous l' you are also Interfacing 
trYIng to put a stop to that. ef na IOns, these other banks, 
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Mr. NEUMANN. That is correct. 
Mr. VENTO. Mr. Kelleher, you referred to the fact that some mer­

chants are actually in collusion with people that are using credit 
cards fraudulently. Can't the credit card company, whether it is 
MasterCard or VISA or anyone, just pull that particular credi~, 
that particular service out of that merchant's hands? I mean It 
seems to me if that were occurring frequently that they could do 
that. . 

Mr. KELLEHER. Yes, Mr. Vento, through a fraud reporting syCdtem 
that we are operating at MasterCard, if there are sufficient t:ans­
actions which are properly reported by our members, we. can Iden­
tify certain hot-spots where a great number of counterfeI~ transac­
tions are taking place. Then through our own analysIs of the 
member records aetermine if in fact the merchant knew or should 
have known the'transactions were fraud. We do this in Sting oper­
ations also. When it looks like there is obvious criminal activity 
we wiil support the activities ~f prose~uto~s and. investigato:s, such 
as Mr. Siegel that was here thIS mornIng, In theIr work against the 
merchants. 

We can identify these merchants, and have recentl;y changed our 
internal operating rules to allow us t? conduct. audI~s and to ~e­
clare a merchant as being culpably Involved In beIng exceSSIve 
fraud and to charge back activities against him. But the process 
now i~ such that we have to introduce within-internally as many 
safeguards as we can-that will enable us to identify these people 
clearly. And then support State and local prosec~tio~ or ~ederal 
prosecution if the bill passes as it is proposed. ThIs bIll ':'Ill offer 
opportunities for offers of proof that will enable us to conVict these 
people. 

Mr. VENTO. Mr. Kurth, do you keep records also of the mer­
chants that have a problem? In other words, if I have a Diner s 
franchise and I decide to put it into a restaurant or .extend that to 
a certain merchant, could I find out that they had a problem, that 
that merchant had a record or history of problems with Master­
Card or VISA through an agency such as yours? 

Mr. KURTH. Certainly members of our association would want to 
work closely with the car? is~uer. In. most cases ~he members of tl?-e 
credit bureau would be IssuIng theIr own credIt cards or also, In 
addition perhaps, accepting the travel and entertainment card. If 
there a~e known cases of something we suspected, certainly the 
bureau would want to work closely with its customer. 

Mr. VENTO. That information is available, there is network a!1d 
that obviously has to be improved as the volume and concern In­
creases. 

Thank you, Mr. Chairman. Thank you, gentlemen. 
Chairman ANNUNZIO. Thank you, Mr. Vento. 
Mr. Prins has one question. 
Mr. PRINS. Thank you, Mr. Chairman. 
I would like to explore one area. Perhaps the two panel members 

that would be most knowledgeable in this would be Mr. Kurth and 
Ms. McLaughlin. That has to do with the direct checking or the ob­
taining of a credit card number .for ~ legitimate.~urpose. 

Do you recall when the legIS~atlOn was orIgI~ally d~afted, ,we 
didn't allow for any direct checking. In my experIences, In talking 
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to people across the country, and I am sure you find this true Ms. 
McLaughlin, there used to be a time in this country where' you 
wanted to know the credit history of someone, particularly in West­
ern Pennsylvania. 

You were a merchant, someone came in for credit. You said 
where do you do business. Well, I do business with such and such. 
You would pick up the phone and call such and such, and then 
they would say, yes, he is good, bad, or whatever. 

We d.on't do that much anymore, do we? 
Ms. ~.1CLAUGHLIN. No. Certainly the incidence of direct check has 

been reduced. It has been reduced by reason of the proliferation 
not just of credit bureaus but of automated credit bureaus that 
have the capability of handling large amounts of information from 
diverse endpoints or from diverse creditors so that the reason for 
direct checking, Mr. Prins, is not so frequent. But when it does 
occur, it is typically, as I believe was pointed out earlier, it is typi­
cally very important to the extension of the credit in that particu­
lar situation. 

Mr. PRINS. Isn't it also true that we don't do a lot of direct check­
ing because of privacy laws that have been discussed" 

Ms. McLAUGHLIN. Certainly the privacy laws gave rise to the ne­
cessity or convenience, if you will, for purposes of the easier admin­
istration, to centralize the control of the information in reservoirs 
like credit bureaus. That is correct. 

Mr. PRINS. If I had a small business and I had a customer that 
came into my bank and said, or my business, rather, and said that 
they had a VISA or MasterCard with your bank, and I called your 
bank and said, this is the Prins Small Business Co. and I want to 
give credit to this person. 

Ms. McLAUGHLIN. Yes. 
Mr. PRINS. They say they have a Master or VISA card with you, 

and I call your bank people, they aren't going to tell me much, are 
they, if anything? 

Ms. McLAUGHLIN. No, we are probably not going to tell you 
much in that situation. We are, as are most major card issuers 
members of the local credit bureau. One of the reasons we do that 
is to handle all such inquiries. And because we don't know the indi­
vidual calling, we have no way of proving that it is Mr. Prins of the 
Prins Manufacturing Co. calling. 

Mr. PRINS. Exactly. If it was even my account, you probably 
wouldn't talk to me, would you? 

Ms. McLAUGHLIN. We would talk to you, but we would do so by 
asking you a piece of security information which only you could 
know. 

Mr. PRINS. My dog's name. 
Ms. McLAUGHLIN. One we use at the Mellon Bank is mother's 

maiden name. We try to pick up a piece of information that is 
unique to the card holder. It might be your dog's name, as a matter 
of fact. ' 

Mr. PRINS. I am not trying to bait you on this thing, but I am 
trying to find out if we have corrected this probl~m. Now, I think 
we have established, and Mr. Kurth, I don't mean to avoid you 
that we really don't do an awful lot of direct checking any more, d~ 
we? 
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Mr. KURTH. To the extent that it is being' done, Mr. Prins, I can't 
attest at this point. I do know that in some parts of the country 
where credit grantors have asked that their account numbers be 
truncated, where the full account number wouldn't be displayed, 
that in some instances they have asked that the bureaus discontin­
ue that practice because they are unable then to identify the ac­
count when they did get a direct inquiry. 

We are in the process right now of communicating with all kinds 
of credit grantor customers to find out to what extent this is being 
done. Our concern is really for the consumer. Direct checking has 
no revenue, has no impact as far as the bureaus are concerned. 

Mr. PRINS. Actually, it costs you business, doesn't it? 
Mr. KURTH. It might but that is the way it is. If the consumer is 

turned down because of the credit reference and the credit grantor 
says, hey, I can't locate that account in the absence of the number, 
it is the consumer that is going to be hurt by that. 

Mr. PRINS. That is why I am getting to the bottom line, and I 
apologize for weaving this thread. But the fact is that the legisla­
tion allows a number to be checked with written verification so 
that we have an audit trail and Mr. Kelleher and Mr. Neumann's 
collusive merchants aren't calling up to get these numbers. My 
question then, doesn't that kind of system where we provide for 
direct checking, but we require that there be verification, doesn't 
that give 'you the out for those small areas, small numbers where 
we do need direct checking? 

Mr. KURTH. I think it does in many instances. Certainly in the 
case of a collection account, certainly in the case of suspected 
fraud. In those instances, a hard copy request is undoubtedly work­
able. The only concern we would have would be at the instance 
that an individual has applied for credit, whether a credit grantor 
who needs that account number to do that direct checking will ac­
tually go through the process of filling out a form and requesting 
an account number for an authorized purpose. 

In the absence of doing that they can deny the account. Yet that 
individual may be very deserving of a credit card or loan. 

Mr. PRINS. Thank you, Mr. Chairman. 
Mr. ANNUNZIO. Thank you. I want to instruct the staff that the 

members have a number of questions they want to ask all of the 
witnesses. I want to instruct staff to assemble these questions and 
mail them to the witnesses today and that the record be kept open 
so the answers to these questions can be made part of the record. 

I want to thank all of the panel members for being here this 
morning. Your testimony has been invaluable. The give and take 
BBssion this morning between the panel and the congressional sub­
committee is going to aid us considerably in getting out a good 
piece of legislation. 

The legislation is now on the road to hopefully being adopted. 
This morning the subcommittee will probably pass out the legisla­
tion. It will be referred to the full committee. I see no problems in 
the full committee. Just as soon as we get approval from. the full 
committee which will be some time after Labor Day when we come 
back, I will go to the floor of the House with the legislation. My 
batting record being what it is on most of the legislation which 
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comes out of my subcomm'tt I II . 
I do run into any problems

I 
I ~~1 g~~~ ~ f~r!lee no problems. But if 

. Thank you very much for our goa o?- you for. help. 
und your excellent cooperatio1. I a~xp~~~f~~stImony thIS morning, 

[Whereupon, at 11:33 a.m. the sf· . :, 
reconvene subject to the call ~f th ~h c~m]mIttee was adJourned, to 

[The following statement e ~nr. 
inclusion in the record:] s were receIved by the subcommittee for 
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The Nation'al Retail Merchants Associa1;ion is I 
I 

pleased to have th'is opportunity to present its views on 

H.R. 2885, the Credit Card Protection Act, and to address 

the ques~ion of what legislative action should be taken in 

the area of credit card fraud. 

The National Retail Merchants Association (NRMA) is 

a not-for-profit organization devoted to rese.arch apd 

education in general merchandise retailing. NRMA 

represents approximately 45,000 stores in the Un~ted 

Stat~s, distributing about $150 billion annually in goods 

and services to the American consumer. NRMA's members 

range"" from the largest chain and department stores and mass 

merchandisers. to sinall specialty shops and independents. 

Virtually all of NRMA's members operate their own 
I 

proprietary credit card systems and/.or accept third party 

credit cards that are issued by. financial institutions and 

companies that issue travel and entertainment cards. In 

view of the fact that over 50% of our,' membeJ;s' sales are 

made by means Qf credit cards, we are vitally concerned 

.with the issue--e£ credit: card fraud and"reiated p:rllqtices 

such as the use of ·aocount numbers to obtain goods and 

services without the customer's aut~orization. 

Over a decade ago, Congress de?ided ~? allocate the 

risk of loss from .fraudulentt:t:ansactioClS by means' of a 
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credit c,ard to the credit card issuer. Thus, pursuant to 

sect:iOri 133 of the Truth-in-Lending Act, as a general rule 

the cardholder has no liability for unauthorized use 6f a 

credit card or, under limited circumstances, the liability 

can amount to no more than $50 per card. We do not 

advocate c~anging this allocation of risk because, on 

balance, we recognize that to do otherwise could subject 
I 

consumers to potentially crippling financial losses. Even 

negligent consumers are protected from substantial economic 

loss, although all consumers ultimately pay for credit card 

fraud.as a component of the cost of credit and the cost of 

goods and ser~ices. This system also makes practical sense 

because it carries a built-in incentive for credit card 

issuers to strive to reduce fraud losses. While that 

effort is being made on several frontsl the recent in­

creases in the amount of credit-related fraud is ala~ming. 

During the May 18, 1983 hearing on this issue 

before the Senate Subcommittee on Consumer Affairs of the 

Senate Banking Committee, it was well documented that 

beginning around 1980 the bank card industry began to 

experience a tremendous increase in the incldence and..._ 

amount of credit-related fraud, as well as a significant, 

shift in the nature of this fraudulent a~tivity. Data was 

submitted by VISA U.S.A. Inc., MasterCard International 

Incorporated and the American Bankers Association 

dGcumenting that in the bank credit card industry alone 

---.~-----~--------~-----------------~ -----
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losses due to fraudulent use of'credit cards rose from 
r 

approximately $11 million in.1972 to over $125 million in 

1982 - over a 1,000% increase. While the limited data 

available to us indicates that the amount of credit card 

. fraud involving retailers' proprietary systems is not 

substantial in relation to total credit sales (under one­

tenth of one percent), retailers are concerned about the 

increase in bank credit card fraud. This is because while, 

as noted, some of the cost is ultimately passed on to the 

consumer, the'merchant is subjected to an increase in costs 

initially by paying more in discount fees to issuers of 

third party carils. In addition, depending upon the 

contract between the merchant and the bank card issuer, the 

merchant does bear.certain fraud losses directly. For 

example, merchants accepting mail orders charged to third 

party cards are often charged back for fra.udulent orders. 

Thus, we heartily. endorse this Subcommittee's efforts to 

find solutions to·the mounting problem of credit-related', 

fraud. For the reasons set forth below, however, we cannot 

support H.R. 2885 in its present form. 

----~NL\l.RMA. beJ..a.t:v.es-that a nn~.o£-Slteps-$hould be . 

taken to addresb "',e problem of credit-related fraud~ some 

of which are beL.,:! undertaken by the industry at the 

present time. tV4 example, associations representing bank 

card issuers are taking steps to control fraud by changing 

the physical properties of the credit card itself. The 

.. 
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credit card is being redesigned to c~ntain a number of 

anti-counterfei~ing features such as fine line printing, 

ultraviolet ink printing, and a unique hologram covering 

part of the embossed accoun nu • t mber Among other things, 

these steps will make alteration of the embossed account 

number digits harder to accomplish and easier to detect. 

The bank card industry is working to reprogram 

systems to enable those participating in the authorization 

l.'dentify cardholders at the point of systems to better 

sale. Also, bank card issuers have added a provision to 

their operating rules which prohibit a merchant from 

providing, seli~ .. ,:, •. Jl: exchanging account number 

information, in au.: medium, to any other party unless 

connected 

business. 

wi t,h I..iu= merchant t s legitimate bank card 

The& ... ::.. •• .::. other steps are bei"ng taken by the 

industry in an .7.:;::::,:.:.~ to reduc,:; current credit card fraud 

activities. 

NRMAts ~embers are continuing their efforts to 

develop ways to improve their own point-of-sale 

. d -t··h properties of the credit authorization systems an e 

cards issued in-.t~ei~~oPl:'ietiilJ:Y &y&tem&---j"A--aD-effort-.t..o­
! 

combat credit card fraud. NRMAts members are aware of 

their responsibility to safeguard the account numbers of 

their customers and·they currently take steps to restrict 

access to account information in a nUmber of ways. 

Merchants are to a greater extent using sales slips which 
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do not involve the use of carbons and they are taking 

precautions in disposing of duplicate sales slips. It is 

essential, however, that merchants not be required to use 

anyone particular method of effectuating sales because of 

the increased 09~~::..~ing costs that would thereby be 

imposed. The difficulty of operating a small business 

profitably today is well-known and need not be documented 

here. NRMA is unalterably opposed to any legislation that 

would have the direct or indirect effect of ~tandardizing 

the way in which credit is extended, or the way in which 

credit transactions are written at the point of sale, 

because of the additional costs that would thereby be 

imposed upon the merchant. 

NRMA does SUpport legislation which is aimed 

specifically at the criminal element that is responsible 

for perpetrating credit-related fraud. SpeCifically, NRMA 

endorses the proposal of the financial community, put forth 

d~ring the May 18, 1983 Senate hearing, to amend the 

Truth:"·in~Le.~ding Act and the Electronic Fund Transfexo Act 

to fill certain' gaps in that legislation. The Truth-in-'-.. 
" 

of account numbers constitutes credi~.~ard fraud and at 
'00 

least one court has held that fraudulent ~~e of an account 

number does not constitute the illegal us~ of a "credit 

..... --..... -.... ,~ ... ........ 
" ... ~ ........ 
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card".* This would be remedied by amending section 134 of 

a'nd section 9l6(c) of the the Truth-in-Lending Act 

Electronic Fund Transfer Act, to axpand 'l:;he definition of 

"credit card" and i"debit instrument," respectively. It is 

! d't d or to possess such not a crime to counterfeit a cre ~ car 
I 

thou9'h' counterfeit cards in the hands of a a card, even 

't' 11 equ'valent to currency (the thief can be essen 1a y • 

.. f wh.ch, OS course, is illegal). Also, a counterfe~t~ng 0 • ~ 

raised in connection wi~h the $1,000 question has been 

limit that is • ... conta.ned ·n several of the subsections of 

section 134 of the Truth-in-Lending Act and in section 916 

f A t These provisions of the Electronic Fund Trans er c • 

require that a minimum of $1,000 in money, goods, or 

services be obtained within a one year period in order 

constitute a crime that is. punishable under the~federal 

law. It is not clear whether these subse~. -:!ions require 

to 

only that $1,000 in value has that the government establish 

been obtained by credit card fraud or whether the 

must S how that $1,000 was obtained with a government 

particular counter.feit, lost or stolen card. Arguably a 

2 0 different counterfeit cards t.o make person could....us.e- __ _ 

of $2,000 but escape liability because aggregate purchases 

no more than $100 was obtained by use of each card. Also, 

we support the addition of new provisions (section 129 i.n 

* United States v. Callihan, 666 F.2d 422 (9th Cir. 
1982). 
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the Truth-in-Lending Act and section 922 in the Electronic 

Fund Transfer Act) making it illegal to traffic in account 

numbers: "(a) with the intent to defraud any consumer or 

ot:her person; or (b) for any purpose other than a 

legitimate business purpose involving the • account, 

the [cardholders) [account holders), or the operation of 

the • system." 

The "legitimate business purpose" test has its 

genesis in the federal Fair Credit Reporting Act and, since 

1970, has been successfully interpreted by administrative 

agencies and the courts. It would serve the same function 
here. 

Therefore, NRMA supports the provisions recommended 

by the financial community that would address these 

problems (see attached Appendix B to the Statement of the 

American Bankers Association presented to the Subcommittee 

on Consumer Affairs, Committee on Banking, Housing and 

Urban Affairs on May 18, 1983). 

Given the interstate nature of today's evolving 

nationwide 'payments system and the interstate nature of 

signifiean~£-ra-t1d -e-ases,-we rec09'n:i:ze-that thiS-'4rituttt±on--­

may warrant a federal response. This is reinforced by the 

fact that much of the recent increase in credit-related 

fraud can be C!lttributed to organized crime or, at least, .to 

a criminal elE!ment that is highly sophisticated. For these 

reasons, we bE!lieve that Title 18 of the Criminal Code 

22-222 0-88-19 
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should be revised to include a comprehensive proscripti:cm 

of credit-related !fraud. This will enable federal 

enforcement authorities to deal effectively with interstate 

credit-related fraud, including the manufacturing, 

counterfeiting or altering of credit cards and the 

fraudulent use of payment devices such as debit cards. 

We therefore recommend that the Judiciary Committee 

of both the House and Senate enact a new chapter to the 

Criminal Code to address fraud in an area where 

sophisticated criminals have to date developed ways to 

circumvent the specific provisions of existing criminal 

laws. 

NRMA believes that the current sensitivity ~o 

credit-related fra~d on the part of indust~y and the 

technological steps that are being taken to curb these 

practices, coupled with the legislative actions described 

above, provide the best solutions to' this problem. We do 

not believe that legislation which restricts the merchant's 

ability to disclose account numbers to third parties in 

business related activities is the way to combat credit-

, . "'-- ... ~s ........ "'.,,..... "'DMZ!. "'ppoaea-. H-.IL 2885 rela-eed--ef-~--...,-,;n; - .... '1-:.. '-"""~''''''--''~ 

because that b~ll would amend the Truth-in-Lending Act by 

adding a new section 137. This provision constitutes a 

. . . t dl.·sclosure of account nUffibersL broad prohibl. t:,.v.. ';;;'y',uns 

with limited s~~~::l~d exceptions. 
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NRMA belie;ves that the primary effect of the 
I 

proposed restrictions on the ability of a merchant or other 

credit card issuer' to disclose account nuuIDers to a third 

party would be to inhibit legitimate business activity. 

The industry already has a strong incentive to protect its 

customers' account numbers and, as noted, currently is 

working to improve its anti~fraud technology. In 'view of 

the fact that consumers have essentially no liability for 

fraud losses under the Truth-in-Lending Act, merchants and 

other credit card issuers understand that 'they must keep 

credit card account numbers as confidential as possible. 

The industry also has a self-interest in maintaining the 

confidentiality of this important proprietary information 

for competitive reasons. There are, however, a number of 

areas in which account information must be disclosed in 

connection wi th t,h~ legitimate business needs of the 

merchant. For example, account information and account 

numbers are disclosed to institutions acting as merchant 

banks for retailers, to independent authorization services 

and to members of the Visa and MasterCard system 6 to those 

involved in processing sales slips between banks and 

merchants, to attorneys a~d third party debt collectors in 

connection with the collection of delinquent accounts, to 

credit bureaus and to other creditors in connection with 

account verification, and in connection with the marketing 

efforts that are vitally i,mportant to merchants and other 

1', ..-----------"'--------'----~~-----------"'-~~~~"~----.--, 



\ 

'b ,. 

296 

credit card issuer,s. Merchants may al.so disclose account 
r 

information to the:ir licens~es, to companies engaged in 

joint. ventures with the merchant, and to related companies 
, 

such as a subsidiary in order to provide the cardholder 

with an opportunity to purchase new products or services. 

These examples give some indication of the 

complexity involved in specifying with completeness and 

accuracy all of the legitimate business reasons for the 

communication of account information. The importance of 

the merchant's ability to use and communicate account 

information for legitimate business purposes cannot be 

overemphasized. Any legislative effort to list the 

permissible uses of account information, and to bar all , 

other uses, is fraught with problems and, we believe, is 
I 

the wrong approach to fighting credit card fraud. Account 

numbers are used in so many facets of the merchant's 

legitimate business that such legislation would inevitably 

disrupt and unfairly restrict the merchant's operatiorls .• 

We are convinced that the bet tar approach is to close 

loopholes in existing criminal statutes and, after careful 

study-by the Judiciary Committees of the House an~ Senate, 

possibly enact new provisions to the Criminal Code to 

combat the Lecent upsurge in credit-related fraud. 

In closing, it is essential that there be a clear 

demarcation between legislation designed to restrict 

criminal fraud activities and efforts to restrict account 
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information by legitimate businesses. Any possible 

problems in the latter area, such as the allegedly 

excessive so~icitatio~s for a credit card registration 

~ervice that was experienced in Florida recently, can and 

should be addresse!d by working within the context of 

existing laws. such. activities are reprehensible, but they 

should not be the basis for imposing sweeping industry-wide 

restrictions on the dissemination of account information by 

credit card issuers. Legislation should be directed at 

those who t~ansfer the information with intent to defraud 

or for purposes other than legitimate business purposes. 

While \lIe support that kind of legislation, we a~>e strongly 

opposed to any legislation which would limit the 

communication of account information for ,legitimate 

business purposes. 

NRMA commends the Subcommittee for its concern with 

the serious problem of credit card fraud and appreciates 

the opportunity to express its views on this subject. 
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STATEMENT 

OF 

NATIONAL RETAIL MERCHANTS ASSOCIATION 

AND 

AMERICAN RETAIL FEDERATION 

BEFORE 

THE 

SUBCOMMITTEE ON CONSUMER AFFAIRS AND COINAGE 
COMMITTEE ON BANKING, FINANCE AND URBAN AFFAIRS 

UNITED STATES HOUSE OF ~EPRESENTATIVES 

ON 

H.R. 3622 
THE CREDIT CARD PROTECTION ACT 

July 26, 1983 
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The National Retail Merchants Association (NR~iA) 

and the 'AtUerican~tail Federation (A'RF) are pleased to' have this 

opportunity 'to present their vr~ws o'n'H.R. 3622, The Credit 

Card Protection Act, ari'ci to address 'tlie question of what 

legislativ'ea6tioh should be t'aken ;:in:th~ area of credit "card 

fraud. 

fNRMA i;s + a' "not';:for-prd'fi t ' orga:'ni za tiori 'd~voted 

to res'earch arici ~duc'at.ion i~ ge~eral 'mercHandise r~taJliri'g.' 

NRMA represemts'approximafely 45,000 stores in the United' ,~r 

States, ,dlsttibuti'ng abo'ut $'150 billion annually in goods and 

services to t.he American consumer. NRMA' s members range" 

from tile' 'l~rgestchain: and depatfment stores and'mass 

mercha.ndisers to 'small specialt1~ shops and independents. 

'Membership in ARF is composed 'primarily ot'" ", 

state' and national' retail t'rade associations which, through 

their me~be:r's;~epresent.' more tban' o~e million 'retail 
. " 

establishments. 

In view of the fact that over 50% o'f ':teta'ilers' 

'sale's are made by means of credit c~~';'"" we a're vitally 

conce:r'ned with the issue of cre'dit C?,:::': f'raud and' related 

practices such as the use of account''':~''~hers'to obtain 

goods and' ser~'ices without the custonler 's authorization'~; , 

',~onMay ia ~ 1983, ARF 'test:.ifi'ed at hearings on 

credit card fr'aud'baf'ore the Subcommittee on Consumer Affairs; 

Sena'te Ba:nking"Comrtlittee~ .; On J~ne14,1983,NRMl\. sJbmitted 

its statement for the recor'c;l on H:i.! 2885, t.he predeCessor 
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to H.R. 3622. Both NRMA and ARF continue to believe that 

the best approach is to li~it any legislation to the correction 

of possible deficiencies in criminal provisions of federal 

law in the area of credit-related fraud. We support such 

legislative action, coupled wi.th the steps being taken 

by the credit card industry to improve the security of 

account number~ and to change the physical'properties of 

credi t cards, some of which were desc:dbed in NRMA' s June 14 

statement. We appreciate the concern of the Subcommittee 

about the possible misuse of account numbers. We cannot, 

however, support H.R. 36,22 in' its present version. 

, Retailers are aware of their responsibility to 

safeguard ,the account numbers of their,customers and they 

currently take steps to restrict access to account information 

in a number of ways.. Merchants are to a greater extent using 

sales slips which do not involve the use of carbons and they 

are taking precautions in disposing of duplicate sales slips. 

It is essential, however, that merch~n~~ not be prevented 

from giving account numbers to thirn ~~~ties under circums~ances 

where necessary in connection with the legitimate business 

transactions of the merchant. As NRMA pointed out in its 

earlj"erstatement, the "legitimate business purpose" test 

has its genesis in the federal Fair Credit Repor~ing Act 

and, since 1970, has been succesE?fully interpreted by 

, t It would serve the adrninistrativeagencies and the,cour s. 

.sarne function in delineating the purpose for which account 
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numbers could be furnished to third persons. 

NRMA and ARF believe that the primary effect of 

the proposed restrictions on the ability of a merchant or 

other credit card issuer to disclose account numbers to a third 

party would be to inhibit legitimate business activity. The 

industry already has a strong incentive to protect its 

customers' account numbers and, as noted, currently is 

working, to improve its anti-fraud teChnology. In view of 

the fact that consumers have essentially no liability for 

fraud losses under the Truth-in-Lending Act, merchants and 

other credit ca~'d issuers understand that they must keep 

credit card account numbers as confidential as possible. 

The industry also has a self-interest in maintaining the 

confidentiality of this important proprietary information 

for competitive reasons. There are, ~nwp.ver, a number of areas 

in which account information must be disclosed in connection 

with the legitimate business needs of the merchant, some 

of which would be expressly authorized by H.R. 3622 and some 

of which would ,not be p8rmitted, ~uch as when account 

numbers are furnished to third persons in connection with the 

marketing efforts that are vitally important to merchants 

and other credit card issuers. It is also not clear under the 

terms of H.R. 3622 that merchants would be permitted to disclose 

account information to their licensees" to companies engaged 

in joint ventures with the merchant, and to related companies 

s'.lch as a subsidiary in order to pro\<ide the cardholder with 
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an opportunity to purchase new products or services. 

These examples give some indication of the 

complexity involved in specifying with completeness and 

accuracy all of the legitimate business reasons for the 

communication of account information. The importance of 

the merchant's ability to use and communicate account infor­

mation for legitimate business purposes cannot be over­

emphasized. Any legislative effort to list the permissible 

uses of account information, and to bar all other uses,'is 

fraught with problems. Account numbers are used in so many 

facets of the merchant's legitimate business that such 

legislation would inevitably disrupt and unfairly. restrict 

the merchant's operations. We are convinced that the better 

approaq~, illustrated by S. 1555, is to combat the recent 

upsurge in credit-related fraud by closing loopholes in 

e~isting criminal statutes. 

We recognize that H.R. 3622 has been redrafted in 

an effort to accommodate a number of legitimate business uses 

o~ account numbers. This represents a considerable improve-

'''" . ment~ver the more restrictive language found in H.R. 2885. 

Unfort~~ately, the current version retains provisions which, 
'~ we believe, unnecessarily restrict the flow of information 

between related organizations or to third persons for legitimat~ 

business purposes. If the intent of the legislation is to 

prevent the transfer of account numbers to third parties 
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for purposes ~E than the legitimate b~siness needs of 

the transferor, such as the sale of bank card account numbers 

to a third party, we would not object to language which is 

limited to prohibiting such a practice. 

Also, we recommend that any legislation amending 

the "l'ruth-in-Lending Act r~tain, to the extent feasible, 

the Act's current terminology. 
. 

Retailers are concerned 

about blurring the distinction 'between credit card account 

numbers and other types of account numbers which access, 

for el{ample, the consumer's asset account,. Retailers maintain 

that they should have the freedom to accept credit cards and, 

if they choose, decline to accept debit cards. Because the 

latter are offered by consumers as b t' a su s ~tute.for currency 

or for chc:cks., retailers object to the pricing system 

imposed by banks upon debit cards (i. e., a per'centage 

of the transaction amount rather than a flat fee per trans­

action). Without expanding upon this issue here, we note 

that we are extremely concerned about the introduction 

of a new term, "payment device number", into the Truth-in­

Lending Act to describe an identifier used with a credit 

'card, which is a ~rchase device. 

For the reasons explained above, NRMA and ARF 

recommend that any federal legislation be limited to closing 

loopholes in criminal provisions such as those embodied 

in S. 1555. If, however, the Subcommittee decides that the 
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public interest requires restrictions upon the dissemination 

of account numbers, we urge that language be added to 

accommodate the legitimate business needs of retailing. 

specifically, we urge incorporation of language to make it 

clear that (a) the prohibited communication of account 

numbers does not encompass subsidiaries, divisions and 

affiliates of the same company and '(b) t.h(~ furnishing 

of account numbers for a legitimate business purpose of 

the transferor is not prohibited. Attached to this statement 

is language which addresses these concerns within the 

framework of the present bill. 

NRMA and ARF commend' the subcommittee for its 
" 

concern with the serious problem of credit card fraud, as 

... Tell as with the issue of access to customers' account 

numbers, and we appreciate the opportunity to express our 

views on these subjects. 
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