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are working effectively they should achieve a large measure of
t Mr. Siegel suggests. _
eriaam ;fraidgl' missed the third question, Mr. Vento. bice is. is

Mr. VenTo. I think that you answered it. I guess t‘?e thing is, 1

there an increasing number of these credit card rings?
< . Yes, we have, sir. .

l\l\/lﬁ' I{TEE::iI:IrI?)Y Thasnk you, Mr. Chairman. We recognize that Ei.s a
Fedefal responsibility to take an active role where we are dealing

i i d rings. . _
Wlé%;f:rigrf ?{NNUK?ZIO. Mr. Paul is recognized for 5 minutes.

PauL. Thank you, Mr. Chairman.
llwflasg one brief question fo}i l\ér. Keeneyc.J Tgitwlglxia(;cteiﬁggtAiliﬁ
1 i the Consumer Cre ?
prosecutions occurring under _ er Credit Protec o We
You have made a number of suggestions to ommitées. W
i markup immediately afterwards. I was just wo g
$§e?ﬁgin§oi had arI:y suggestions or enough time to analyze this.
What would the impact be of this bill on your operations.

Mr. Kegngy. It would help. It would make some of the prosecu-
tions easier. Whether it would have a dramatic impact I argl 1né
clined to say no, Mr. Paul. But it would have a salutary impac t%n :
would probably result in uz beti;ﬂg a’t})lle_ to proseciunttcia goglﬁ ca;se:v ou?d

't prosecute now. As the chalrman poinied ouv,

Zv:ercr?ﬁe illl)reffect a recent decision in the ninth circuit with respect
t bers. _ _ .
w0 l\y/.l[r;e lllfo%f: Iﬁgge you had enough time to rgca}lly r,;;:o over the bill

. i ct of this bill on your operations:
anle/litliggEg?Y.m\%: have had the bill ind, lti,t prede%:e?for 1{'&)1{' a1§>§11.111t
“We have looked at it, I think, pretty careiu'ly, . .
1Aolldf)c7:2m sgy with respsct to it is, it would be helpful. We would
strongly recommend that it be enacted.
. PauL. Thank you. )

I(\Jllfair?n[;n ANNUN};IO. Thank you, Mr. Paul. I would like to %\Sllé
the cooperation of the members. I know how busy they 1a;re. we
have one more panel. Then v‘v]s aie g01fr3g to pxgl%e:r% t}?elx?éarwlclapheed
need a quorum to markup. We have tive me " > We nead

for markup. So if it is at all possible, if you ca y, thy
(s)ilsle?ffn;g rx?vogll;ing on Igetting another member to the subcommittee.

Mr. Lowry, you are recognized. '
' _Thank you, Mr. Chairman. . ' .
l\Nlﬁ Ifgggr}gy, I%vasg’t here in 1976 when t}lehFHi?ln"géa})fParlllviﬁi
: ssed, so I am not really aware as 1 shou g
f;&%%zggns of that act. Obviously there was probably some puic'e
poses for it as far as protecting privacy. Can you give andel;camp
of crimes that you are aware of that were not prosecuted because
i of the act? .
Oflt\:/}lxEa %{éztgg‘c{e Well, I am not saying we are not prosecuting, Mr.
Lowr.y What I am saying is that the procedures are SO cgmbersorfpe
that 2 bank has to notice the FBI that they have an mdlcati;)n of a
crime in which the bank was the victim, embezzlement, whatever
» eri ight be.
th'&i‘hzllint?hg;flghave to go throug%lhan% %ridugllytfii%uggg tiontlslscll?lB;
ils of that violation. e statute 1s str
ggsh%%aslostgat if in doing so the bank oversteps the boundshof the
statute, they may be subject to a civil suit by someone who has ac-
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tually victimized the bank because they haven’t adhered rigorously
to the cumbersome procedures of the particular statute.

I am not saying w2 haven’t prosecuted any cases; I am just
saying that life would be a lot simpier for the banking institutions
and for the FBI if there were some changes made in this legislation
so that the bank could call up and say, “We have been the victim
of a crime. These are the facts. These are the details. These are our
books. These are the people who have information with respect to
it. And you, FBI, take over.” It would save a lot of time, Mr.
Lowry.

Mr. Lowry. Is there a problem of the banks——

Mr. KeEeNEY. Even the bank regulatory agencies have a problem.
They feel they are inhibited in what they can disclose to us, at
least in the early stages of the dialog that commences as a result of
the statute.

Mzr. Lowry. Well, Mr. Chairman, I assume we will be wanting to
look at that. Thank you very much.

Chairman ANNUNzIO. Thank you, Mr. Lowry. And I want to
again inform the members that if we don’t get this bill marked up
today, we will try tomorrow. But I think if we all remain here we
can finish the job today. Mr. Ridge is now recognized for 5 minutes.

Mr. Ripge. Thank you, Mr. Chairman.

Mr. Keeney, do you have available statistics that would reflect
for the years 1981 and 1982, the number of arrests and convictions
through the Department of Justice with regard to existing legisla-
tion in this area, to give us an idea of the number of people that
may be falling through the cracks and ending up as a responsibili-
ty of the local prosecutorial office?

Mr. KeeNEY. I can’t give you that, Mr. Ridge. What I can give
you is the latest figure, I think, for the Postal Inspection Service,
the principal investigative agency in the area. I think for the year
1982 they had something like 80 investigations. How many of those
resulted in prosecution, I don’t know. But if you wish, I can get the
figure for you.

Mr. RipGe. It certainly would not be No. 1 on your priority list,
but I would personally like to see it at your convenience.

Mr. KEeNEY. What I am suggesting is that the number of investi-
gations in the area, Federal area, is not extremely high.

Mr. RipGE. I guess that leads into the second point that I have.
On those rare occasions when you do conduct the investigation, the
U.S. attorney’s office still has the option to exercise, to decline to
prosecute. As I understood from Attorney Siegel’s testimony, that
declination policy may vary from district to district?

Mr. KEENEY. Yes, sir. :

Mr. Ripge. We can promulgate all the national legislation we
want, but if there are going to be unilateral decisions made in dif-
ferent areas and in different offices throughout the country as to
which ones they are going to prosecute and which ones they are
not, it would probably be helpful for the local prosecutor if we
really think it is a serious problem and want them to help us out,
to have a standard declination policy across the country. Is that al-
truistic? Is that something we are going to see?

Mr. KeeNEY. Mr. Ridge, I don't think a standard declination
policy—you are talking about a monetary figure, I think, now—
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throughout the country would be a good idea, because the needs
and resources are different in the various parts of the country.

Now let me make several points with respect to this. We try to
address that problem. It is a problem. Mr. Siegel is right, there is a
problem under our federal system where there is dual jurisdiction;
there is the potential for cases falling through the cracks. We have
tried to address that problem through these law enforcement co-
ordinating tommittees and we have tried to address it by providing
a follow-through system, which is not fully implemented but is in
the course of implementation, by which the U.S. attorneys, when
they decline a case, a case that, where all the requirements of the
statute are met. It could be prosecuted.

When they decline it on the basis of an exercise of their prosecu-
torial discretion, they will follow through and determine what hap-
pened to that case in the local jurisdiction. If it was declined there,
they would reconsider it. As I say, we are in the process on this. It
is not fully implemented.

Another point I would like to make with respect to the credit
card violations. The credit card violations are for the most part in-
vestigated by the Postal Inspection Service. I think that if you talk
to any law enforcement people on the local level—maybe we could
address it to Mr. Siegel—the Postal Inspection Service is the, prob-
ably the investigative agency in the U.S. Government that works
best with local prosecutors.

They do go, and my understanding is that they are very coopera-
tive. When they bring a case to a local prosecutor such as Mr.
Siegel, they bring it and they cooperate fully with respect to trying
to have it prosecuted.

Mr. RmpGe. I would like to ask Mr. Siegel, then, to comment on
his experience with these law enforcement coordinating commit-
tees and possibly also respond to Mr. Keeney's remarks concerning
the cooperation between the Federal agencies, particularly the post
office and your office, or other offices that you are aware of.

Mr. SieceL. With regard te Mr. Keeney’s comments regarding
the postal inspectors, I absolutely agree with him. I believe all of
the prosecutors’ offices with which I deal, all of the 80 various of-
fices, will agree that the most cooperation which we receive on a
local level from a Federal investigating agency, if we had to pick
one, would be the postal inspectors.

They will bring the cases to us and they in fact will do further
investigation on our behalf if we ask them to. There are some other
Federal agencies that are clearly nst quite as cooperative.

With regard to the coordinating councils that were referred to,
my view of it, from what I have observed in my jurisdiction and in
speaking with district attorneys around the country, is that these
are good ideas. They are the kinds of ideas that sound on paper
and sound in front of committees as if they are in fact the way to
go. But in actual working out, we are not finding very many meet-
ings and we are not finding very many meaningful exchanges.

There are numerous committees to which U.S. attorneys offices
and constituent agencies that would be part of these coordinating
councils and local prosecutors’ offices are called every day. Unless
there is some visible sign that the work that will go on in these
committees will in fact be substantive, will in fact include the kind
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of information that doesn’t just flow one way, saying, Here i
Is going on; take it or leave it, but in fact wﬂ’l inzzolg,e ag gxlcshgr}llgg
and an assistance capacity back and forth, because local prosecu-
tors can also help Federal prosecutors, unless we know that there
15 some substan_ce to it, then it really is an exercise in futility.

I am not saying we shouldn’t have that as a concept, but if we
are going to have these kinds of councils as a concept they ought to
be the kinds of things that are followed through on and that the
Department of Justice in Washington makes certain that the U.S
attorneys out in the 94 districts follow through on and that in fact
{:)he;: be m}a]lde to work, becausg otherwise they are, frankly and to
d?esbs?ill?gw at harsh but I think quite candid, they are window

Mr. Ripge. Thank you, Mr. Chairman.

Chairman ANNuUNzIO. Thank you, Mr. Ridge.

lIVI w1llS powlal(liow myself 5 minutes.

r. olegel, do you believe that the Justice Department giv
enough emphasis to investigating and i i ollar
crll\r/Ine sSuch as cIr%dilt card cougterfgiting? prosecuting whité collar

r. SIEGEL. elieve, Mr. Chairman, that more em hasi
be given. Now, whether you ask—you ask do they g?ve eiﬁg}lg
They give some. I know that in the past several years the strategy
for whatever reason, at the Federal level has been to place more of
I:;(})lf burden of prosecuting that type of crime on the local prosecu-

It is not a judgment which I believe I am competent to c
on, nor do I feel my comments would be particulgrly pertingxlgnlgﬁtt:
I do have an observation to make, that that is in fact what has
happened, and that the resources that have been available to us
on the other hand, to combat the type of crime have been reduced
at the same time that the burden upon us has increased, which is
one of the cornments that I make in my written remarks, |
wiiht};\lf}llli(t et}éelf)osmqn tallilenlat the Federal level toward dealing

ollar crime
th(a:ill N antar C should be enhanced and could be greater
airman ANNUNzio. Then in your opinion again
that there 1s enough coordination on theppart of gthe ’Fggezyglu (’fgs%
ernment with local prosecutors on credit card fraud?

Mr. SieGEL. With credit card fraud per se, I think there is a rea-
sonable amount of cooperation, yes. As I have already indicated
the investigative agency involved happens to be an agency that
has, for whatever reason, chosen to be, or been directed to be, or
just by the nature of the people within it, is very cooperative with
local prosecutors. It makes it, therefore, much easier to coordinate
investigative efforts with them when U.S. attorneys offices choose
to simply decline to deal with the case.

Chairman ANNUNzIO. In your opinion, the State and local pros-
ecutors have the resources to investigate sophisticated, organized
rings of crgdlt_card_ criminals. You know we have heard some
horror stories in this subcommittee about how organized these
criminals are. In fact, there was a story told, they. have a school
you see. These people attend this school where they are taught how
to transfer t.hese. credit cards. I asked one of the witnesses if they
had graduation time and diplomas, you know, and ceremonies.
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And, you know, anything that is so well organized in order to
make any kind of a dent, having been born and raised in a large
city, I know it takes the efforts of local and Federal prosecutors co-
ordinating. Do you think that State and local prosecutors do have
the resources? :

Mr. SieGeL. I do not believe State and local prosecutors, Mr.
Chairman, have the resources to deal adequately with sophisticated
rings of credit card counterfeiters, in particular those that cross
State lines.

I can perceive, however, of a ‘way in which we can work in a co-
ordinated way, with the Federal Government assuming the key
role in prosecuting, through the use of their vastly increased re-
sources, that type of criminality, and the local prosecutor then
dealing with the kinds of frauds that occur at a local level, in par-
ticular among the merchant elements, who are a very significant
part of credit card fraud, large numbers of merchants who are per-
fectly willing to take known stolen cards and run up huge bills on
them. That we can work with.

If the Federal Government, through the Department of Justice,
can work with dealing with the counterfeit rings, we can work very
well at the local level in trying to prevent the distribution of those
cards and use of those cards through sting and scam operations
that we have run, and we have run in a number of cities including
my own, very successfully.

Chairman ANNUNzI0. I have one more question for Mr. Keeney.
The subcommittee is aware of at least two instances in which mul-
tiple gangland-style slayings have occurred as a result of involve-
ment relating to credit card fraud. Is the Department of Justice
aware of such instances? Has it been working with State and local
investigators to solve these gangland murders?

Mr. KeeNEY. Mr. Chairman, I am not aware of the particular in-
cidents to which you are referring specifically. But we are empha-
sizing rings. We certainly are emphasizing rings when traditional
organized crime is involved and when nontraditional organized
crime is involved. .

There have been some killings in connection with some of these
operations. Whether they are directly related to the credit card
aspect or not, I don’t know, but I do want to emphasize that coun-
terfeiting of credit cards is a priority of the Department of Justice.

Chairman ANNUNzIo. Well, I am happy to hear that it's a prior-
ity, and I am sure that when murders are involved, that the atten-
tior: does go up.

Mr. Keengy. Yes, s_z, it does go up.

Chairman ANNUNZzIO. I am sure of that. I just want to make it

clear for the record. I have no further questions. I want to give our
staff director, Mr. Prins, an opportunity.

Do you have a question?

Mr. Prins. Just one question, Mr. Chairman.

Mr. Keeney, in the first part of your statement you recommend-
ed reducing the number of counterfeit cards from 10 to 5. What
concerns me there is that when staff was working on the bill we
were led to believe that the smaller number we had in there, the
less likelihood that the Justice Department would look into, well,

let’s say a petty crime.
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Mr. KeeNey. We have tak iti

A o) _ en a position on th
Px\l{fls, Jp.connection with the false identification il e Mr.
laree ¢ lnkhws ought to be consistent. We think the five figure i
_ tg nough to indicate someone is connected with a ring. I am
I possemionto} o o 1 oorPSerly Prosecute federally ovoryone

1ve, but it will make it a lot easier for 11 .

ecute people who are engaged in this + Sier 1or us to pros-
basis, and we know it £ 10 this type of activity on a regular
in one particular situaf?igg. we can only prove the possession of five

1O‘I?‘dr. Prins. Would you prosecute more if we left the number at

Mr. Keengy. Well, obvious] ’
. . y ously, but I don’t kn i
ggé?l%rgg ln(r)lalgs tahny gllgfetrence. If we can proveolvB ;Vr}llgt?}?g ;Isla&gg:
’ o s ; J .
prosecute on the 10 tﬁa% %vgegzl'l;rtelfe% ! think we are more likely to
Mr. Prins. Thank you. o

Mr. Keeney. What I am saying is that if it is five, it is easier for

Mr. Prins. I hate to i
_ . prolong this, but I have t
ques‘gon to drop the other shoe. What about if we dgogzlédoil’;eallln t?}fe
way down to the possession of a single card? °

going to go a long way in helpin i i
: ( \ g us 1n the final m -
12%{01;% it;hre;l ielfilﬁ%laltig?;ihl(l)pefulbl;’ thag, will put som:rl%:{il:l% %I%dasr}ilglft
; Jton-dollar racket that exists in the Unj
today. This racket is so vast and i it e o tes
the rackets that people are 1111l ?O %xpenswe that i oo Some of
I know that befora these heav;?nVe tartog el in don poson.
_ 2t gs started I had no idea that
were going to hear witnesses testify that h i it cards
through counterfeiting and selli yf odit amy on. credit cards
: e _ dit card numb
exceed the billions and billions op g ﬁ creI is 1 opinion, g
sleeper racket in the United State D and it io ahony pinion, it's a
! _ lates, and it is about ti
%(Ieople aware of it. It is g sleeper racket, and a tremeggguvsvie?gl?kte
e want to thank you for your help and helping us o
Mr. SieGeL. Thank you, Mr. Chairman. '
Mr. Keeney. Thank you, Mr. Chairman.
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irman ANNUNzIO. The next panel, I would like Mr. William
D.Cll\llitlrrnnann, vice president in charge of security, VISA Interna-
tional, San Mateo, California. Mr. Neumann, W1_11 you take your
place at the table. Mr. Walter R. Kurth, president, A§s0c1ategi
Credit Bureaus, Inc., Houston, Tex.; Mr. Tom Kelleher, vice presi-
dent of Security, MasterCard Corp., of New York; Ms. Sandra J.
McLaughlin, senior vice president of the Mellon Bank, Pittsburgh,
representing the American Bankers Association.

Mr. KurtH. Thank you, Mr. Chairman. .

Chairman AnNuUNzIO. We have with us today a member of the
Texas Legislature who is very knowledgeable on this subJecjs, Rep-
resentative Barry Connelly. Representative Connelly, Would you
like to come up and sit with Mr. Kurth here?

Mr. ConNELLY. Thank you, Mr. Chairman. Thank you for recog-

me. , _
mzclkr:girman AnNuUNzio. Thank you. And, you know, he’s a Republi-
ter. .
ca{\l/ir[.L I%I%%}Ilnanll, I know you have a prepared statement. Without
objection, it will be made part of the record. You can summarize
and proceed in your own manner.

T IN
STATEMENT OF WILLIAM D. NEUMANN, VICE PRESIDEN
CHARGE OF SECURITY, VISA INTERNATIONAL, SAN MATEO,

CALIF.

. NEUMANN. Mr. Chairman and members of the subcommit-
teé\,’I i‘ am William D. Neumann, vice president of VISA Internation-
al in charge of security. I am appearing today on behalf of VISA
U.S.A,, Inc., a nonstock membership corporation, incorporated
under the laws of the State of Delaware, which administers _the
VISA card and Travelers Cheque program throughout the United
States. The membership of the corporation is comprised of approxi-
mately 13,000 commercial banks, savings banks, savings and loan
associations, and credit unions that participate in the VISA pro-
grir;l'of the end of 1982 the VISA “Blue, White and Gold” card was
carried by approximately 66.& million individuals and accepted at
nearly 2 million merchant outlets and 52,000 member offices all
over the country. For 1982, the total dollar vo_lume of the .V'_[SA
card system in the United States was approxmiately $38.5 billion.

On behalf of the vast membership of VISA, I would like to thank
you, Mr. Chairman, for convening these timely hearings to discuss
the alarming problem of card fraud and to review both the current
statutory provisions that provide criminal penalties and the pro-
posed legislation, in the form of H.R. 3622, that would deal with

of our concerns. _
m?l?ythe judgment of the unified industry, the present magnitude
of the problem and its potential for even more staggering losses
warrant a congressional review of laws protecting the public from
fraud in connection with credit and debit cards. _

We would like to commend you, Mr_‘. Chau:mqn, for your recogni-
tion of the problem and your efforts in fashioning and introducing
legislation which will address many of these concerns. Quite clear-
ly, you and the other members of the subcommittee appreciate that
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these pieces of plastic are tantamount to cash and their fraudulent
use is directly analagous to the counterfeiting of U.S. currency.
‘Moreover, Mr. Chairman, your extensive efforts demonstrate an
awareness of the fundamental point that it is the consumer who is
the real victim of these unlawful activities. It is intuitively clear
that, ultimately, fraud losses are paid by the cardholders as compo-
nents of the cost and credit of merchandise.

We are pleased by your recognition that the problem is simply so
extensive and geographically pervasive that a Federal rather than
state response is warranted in those criminal situations beyond the
capabilities of State and local authorities. We would like to thank
you for your initiative and leadership in introducing H.R. 2885 and
were pleased to have the opportunity to work with the ste.f of the
subcommittee in the refinement of that legislation which produced
H.R. 3622. We believe this recently introduced legislation reflects
giant strides toward devising a statutory framework with which to
aadress credit and debit card fraud and prevent the inappropriate
distribution of card account numbers. ’

H.R. 3622 consists of two major parts. The first would prohibit,
except under specified circumstances, disclosure of credit and debit
card numbers and other codes that could be used to obtain access
to funds. While many of our members would prefer that restric-
tions on the dissemination of account numbers be implemented by
prohibiting improper activities rather than through a blanket pro-
hibition with exceptions, we greatly appreciate the extent to which
you have accommodated the vast majority of our concerns respect-
ing legitimate uses for account numbers. We believe that your new
bill demonstrates a sincere interest in excluding from the bill’s re-
striction all areas of legitimate business activities,

As we have discussed with the staff of this subcommittee, the ac-
count numbers that are the subject of this provision are vital to the
orderly functioning of the national payment system. The impor-
tance of these account numbers to the system makes it critical that

‘their legitimate use not be impaired while abuses are curbed. Be-

cause of that we are concerned that legislation in this area not be
viewed as restricting legitimate operations of the credit card indus-
try. We do not believe that H.R. 3622 would do this. In fact, it is
our understanding that the members of this subcommittee and the
staff share this view. However, certain areas of legitimate activity
remain subject to interpretation. We would respectfully suggest
’}clhat they be addressed in the legislation itself or in legislative
istory.

We address these specific concerns in our written statement. In
these areas we believe that supplying specific guidance is exceed-
ingly important and welcome the opportunity to work with the
staff in addressing these matters.

The second major part of H.R.’3622 involves filling in a number
of loopholes that currently exist in the statute regarding criminal
activity. These provisions would amend section 134 of the Truth-in-
Lending Act to close enforcement loopholes that may have
developed.

For example, they would change the holding of one court that
fraudulent use of an account number did not constitute misuse of a
credit card. This and other changes in the criminal liability provi-
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sion will do much to close existing loopholes, Mr. Chairman. We
urge the subcommittee to move quickly to adopt legislation in this
area, and look forward to continuing our efforts in working togeth-
er to fashion a sound, effective bill.

In conclusion, the pervasive and growing use of plastic cards and
related access mechanisms is ushering in a worldwide system of
electronic funds exchange. These payment mechanisms hold the po-
tential for allowing consumers to use their assets any way they see
fit, instantly, anywhere in the world, and at any time of the day.
They hold the key to expanding their freedom by expanding their
financial flexibility.

If this new approach is to be implemented successfully, it must
be able to develop free of the existing threat of widespread crimi-
nality not effectively addressed and thus not deterred by the Feder-
al criminal justice system.

The industry respectfully urges Congress to give immediate con-
sideration to the adoption of appropriate legislation in this area.

Thank you, Mr. Chairman.

Chairman ANNUNZzIO. Thank you, Mr. Neumann.

[Mr. Neumann’s prepared statement, on behalf of VISA Interna-

tional, follows:]

ez |

AR

s et
e

o s N

203

TESTIMONY 6?
VISA U.S.A. INC.
BEFORE THE
COMMITTEE ON BANKING, FINANCE
AND URBAN AFFAIRS
SUBCOMMITTEE ON CONSUMER AFFAIRS AND COINAGE

UNITED STATES HOUSE OF REPRESENTATIVES

HEARINGS ON H.R. 3622 AND
THE NATURE AND SCOPE OF
CREDIT AND DEBIT CARD FRAUD

AND RELATED ISSUES

Mr. Chairman and Members of the Subcommittee, I am
William D. Neumann, Vice President of Visa International in

charge of security. I am appearing today on behalf of VIsa

U.S.A. 1 i
A. Inc., a nca-stock membership corporation, incorporated

under the lawg of the State of Delaware, which administers

the Visa Card and Travalare Mhorna Draomram thaen
heque Progr-m £hee
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United States. The membership of the corporation is com-

prised of approximately 13,000 commercial banks, savings
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banks, savings and loan associations, and credit unions that
participate in the Visa program.

As of the end of 1982 the VISA "Blue, White and Gold"
card was carried by approximately 66.8 million individuals
and accepted at nearly 2 million merchant outlets and 52,000
member offices all over the country. For 1982, the total
dollar volume of the Visa Card system in the United States
was approximately $38.5 billion.

On behalf of the vast membership of Visa, I would like
tco thank you, Mr. Chairman, for convening these'timely 4
hearings to discuss the alarming problem of card fraud and
to review both the current statutory provisions that provide
criminal penélties and the proposed legislgtion, in the form
of H.R. 3622, that would deal with many of our concerns.
Visa believes strongly that legislation is badly needed to
stem ﬁhe‘ever—increasing losses being suffered in this area.
We would like to emphasize, Mr. Chairman, that these losses
are not borne by Visa or others that perform an intermediary
funétion but rather they are paid for by the consumers who
aétually use the system through increased prices for credit

and the goods and services being purchased.
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The Scope Of The Problem

Over the past few years, the fraudulent use of bank
cards and travel and entertainment cards has spiraled to
incredible heights, far out of proportion to the increase in
the legitimate use of these cards. To illustrate the nature
and scope of the problem, it is helpful to look at just one
of its aspects, counterfeiting.

Worldwide card industry losses from counterfeiting
alone were $15 million in 1981. ‘In 1982, these losses
soared to over $50 million, an increase of over 330 percent
in one year alone. Of these worldwide losses,/about 94
percent of those losses or approximétely $47 million were
suffered in the United States.

For the Visa system, counterfeit losses climbed from
about $750,000 in 1981 to nearly $11 million in 1982, an
astounding increase of over 1,460 percent. Furthermore,
despite‘stepped-up security operations, these losses are n K
expected to at least double in 1983 to well in excess of $20
million. Counterfeiting -losses sustained by Visa ﬁembers in
1982 were seven times greater than the total counterfeiting
losses for the previous nine years. (See Appendix A.) a '
recent but limited survey by Visa indicates that counterfeit
per se constitutes just over 11 percent of the total fraud

losses and generates an average dollar loss per counterfeit
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card of 81,000. (See Appendix B.) MasterCard and American
Express also have sustained significant losses in this area.

Losses from counterfeitin§ are only one facet of the
problem. In addition, Visa suffered general fraud losses of
$69.3 million for 1982. Most fraud losses involve stolen
cards (nearly 36 éercent of the dollar losses with an

average loss per card of $650). Lost cards are next,

accounting for 29 percent of the dollar losses and an

average dollar loss of about $1,000. Cards not received in

the mail éomprise the third largest category of loss. These
are cards intercepted after they are mailed by Visa but
before they are received by the actual accountholder. This
problem causes about 18 percent of the dollar losses, with

an average loss per card of almost $2,000. (See Appendix B.)

It is important to emphasize that the cards involved in
these three categories of fraud that give rise to the
highest losses -- lost cards, stolen cards, and "card noﬁ
received" -- are often used at first for large dollar
purchaseé. Oﬁce the perpetrator has used the card for
amounts that he assumes apg;oach the card's credit limit,
the cards are used for smaller transactions, which do not
require direct authorization. This continues until the

account is blocked by the issuer. Essentially, "blocking"
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an account means that authorization and security mechanisms
are 'set in place to prevent any further use of that account.
It is at this point that the cards are recycled by the
criminals, altered with new account numbers, and so move
into the "counterfeit" category.

About two-thirds of fraud dollar losses occur from
purchases made before the issuer has any reason to believe
that the card is being used fraudulently and reports it to
authorization centers and merchants. Generally, this
process takes about a week, but can take much longer than
that for overseas accounts.

Although more than half of the fraudulent transactions
involve less than $50, they account for only about 12
percent of total dollar losses. Transactions between $500
and $999, while comprising less than nine percent of trans-
actions, actually account for more than a third of all
dollar losses. Transactions of more than $1,009 account for
only 1.3 percent on a transaction basis, but more than 16
percent of dollar losses. (See Appendix C.)

.More than 93 perqent‘of the fraud losses in the U.S.
occur in 12 states. (See Appendix D.) It is interesting to

note that major areas of card fraud, according to our
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preliminary review, appear to coincide with the locations of
hard-working fraudulent user could use a single card to make

major, known organized crime families.
$10,000 in phony transactions. On the street these cards

Almost 25 percent of all fraudulent transactions occur
| can be bought illicitly for about $200. ' “,

in department, variety and general merchandise stores, in
Fundamental to many of these ‘schemes is obtaining good

transactions that involve an average amount of about §$100.

A bt

- account numbers. Criminals do this in many ways, among

One-fifth of the percentage of dollar losses results from
them:

cash advances, made by banks. for an average amount of about
i

- searching merchants' trash and recovering carbon

$600. (See Appendix E.)
sheets from card transactions. The account number, card-

Significantly, the average transaction amount of about
holder's rname and expiration date are clearly legible;

$55 before the account is blocked drops to about $36 after
-~ buying stolen cards, fréquently from prostitutes.

the block date. This seems to suggest strongly that fraudu-
The going rate is said to be $25 to $50;

lent users are aware of the card issuer "floor limits" and
-= getting short~term mail order or telephone order

other authorization procedures that are used by the industry
jobs;

to police fraud.
-= learning the access code to a computerized credit

reporting agenc ~ £indi .
How Fraud Is Perpetrated 9 agency, or finding a confederate on the inside;

Ihe Achilles heel of the bank card is its embossed

account number.

and emboss it on a counterfeit card, a plain piece of "white.

Perpetrators obtain a "good" account number

- working for, or having a confederate who works
for, a bank. a major fraud case in New York recently
resulted in the arrest of four bank employees who were

trafficking in account numbers from high-limit accounts; or

o3

plastic,”" or reemboss it on a lost or stolen card.
- Posing as a card company representative or another

This "new" card can then generate hundreds of dollars
legitimate businessman over the telephone and persuading

of purchases and cash advances before it is blocked by the
cardholders to recite their account numbers.

issuer. We have seen actual cases in which an ambitious and

)

iy
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Once the perpetrators have account information, they

i i ; ic. These efforts have
simply emboss it on a piece of plastic _

gone through several identifiable stages as criminals have
hanics
gained knowledge about both the card system and the mechani

i i o it is
of producing cards. In this area, as in others, it

possible to trace an acceleration and inc¢rease in sophisti-
cation of criminal activity as these elements work to keep
up with industry changes calculated to thwart fraud.

Eérly criminal effdrts centered on lost and stolen

cards The cards were used only until the reporting and

i s were
listing processes involving lost and stolen card

assumed to have caught up with them. This period of expo-

3 d 3 d
sure was reduced as the industry reponded with improve

i i brief
reporting and authorization systems. Discovering the

imi s soon
period during which these cards are useable, criminal

changed their approach.
The first efforts at manually altering credit cards

" nd paste" scheme,
involved "shave and paste." The "shave a P

i i i he
as it became known in the credit card industry, involves t

i i 8 ace of
removal of accountholder information embossed on the £

i i umbers
lost or stolen cards using a razor knife. New n

removed from other credit cards are then glued onto the

appropriate places on cards using a fast~-drying epoxy
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cement. - Initial attempts were addressed at changing the
validation and expiration date lines, often using discardad,
"expired" cards. In its final stage, the efforts moved to
changes in the account number lines. While current methods
of fraud make this early scheme appear crude by comparison,
it is still being used today.

The next stage in the evolution of card fraud was the
development of far more sophisticated schemes including
those involving card counterfeiting and "white plastic.”
"White plastijic" cards are plain plastic of the correct size
to fit in the sales draft embossing equipment widely avail-
able in the marketplace. These blank cards are embossed
with an account number, car&holde; name and expiration date,
This produces a plain white embossed card (white, because
that pappens to be the color in which the plastic used is
produced) that does not have any issuer or card company
logo. Clearly, these cards could not be used with legiti-
mate businesses. They require the cooperation of an unscru-
pulous, collusive merchant. The merchant's role is to get a
transaction authorization, andg then submit a phony sales
record to the bank. These schemes require a capitai invest-
ment for, among other items, embossing machinery. Top-of-

the-line embossing machines, many of which have correcting
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keys allowing dis-embossing, sell for anywhere from $2,50¢C
to $15,000 on the lagitimate market, and three times as mt
in the counterfeit card market.

Some counterfeit or altered card use is the work of
petty thieves working alone, but most counterfeiting and
card alteration activities are the work of organized gang:
Théy operate with impunity across state lines, drain mill:
of dollars weekly from the above-board economy, apply
proceeds from their card activities to other types of crir
-- notably drpé and firearms dealings ~-- and cause deadly

violence, doubtless sometimes involving innocent victims.

Card Fraud: A Case History

one of the largest multifaceted altered card/white
plastic/counterfeit fraud operations perpetrated to date

took place in the South Florida area. Losses in Dade

ns

County, Florida, exceeded $10 million. The scheme utilize i

J account information originating with issuing financial
institutions based in Latin America, primarily Mexico,
venezuela, Columbia, and Argentina. Also involved were
accounts issued to South American nationals but maintaine
in United States dollars. This modus operandi took advan-

tage of a three-month delay before the true cardmember's
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denial of the charges reached the issuer's domestic security
departments for investigation.

Initially; the credit card industry applied a systems
approach in authorizations in order to minimize fravd
exposure, particularly in connection with Venezuelan accounts.
The result demonstrated exactly how nimble these conspirators
are, since, in response to this industry enforcemént effort,
they simply changed their focus to European cardmembers
rather than those of Latin America. It was later determined
that one source of cardmember information was a jewelry
store in the Costa del Sol run by an organized crime capo
from Sicily. As law enforcement and industry pressuré grew,
they again simply shifted their operations using United
States cardmember information to commit card fraud on the
French Riviera and in Italy, Argentina, Venezuela, and
Columbia. |

Valid cardmember information came from coxrupt employees
of hotels (guest registration cafds in Miami cohtained
notations of passport numbers and South American police
identity card numbers), restaurants ahd rental car com-
panies. In the rental car instance, one rental agency
served as a billing location for the entire country. As a

result, the fraud had an impact on citizens from all over
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the United States and the United Kingdom who had never even
visited the Miami area.

In 1982, other groups of organized criminals also were
arrested in Southern Florida. Rec¢ently, 50 "collusive
merchants" wers identified and prosecuted in a joint effort
by the credit card industry and local law enforcement
authorities for their part in a continuing fraud scheme that
was national in scope.

The arrests of members of very sophisticated groups of
criminals have not stemmed the tide in counterfeit fraud
losses to the industry. The cases reported to date repre-
sent only the "tip of the iceberg" and do not reflect a
number of organizations continuing to eoperate and others as
yet undetected.

In many instances, successful federal prosecutions in
cases like the one described above simply cannot be under-
taken due to lack of meaningful and comprehensive federal
statutes in this area. For instance, some believe that
there.is doubt as to the coverage of such items‘as the
fraudulent use of "white plastic" and the unlawful posses-
sion of cardmember information and carbon copies of charge

slips.
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Congress Is Correctly Moving In This Area

In the judgment of a unified credit card industry, the
present magnitude 6f this problem and its potential for even
more staggering increases warrant a Congressional review of
laws protecting the public from fraud in connection with
credit and debit cards. The problems are serious enough now
to require special. attention. The long?term potential for
misuse of payment devices, given the current state of law,
has far-reaching ramifications bearing on the integrity of
the nation's payment system that increasingly involves
credit and debit cards and related codes and numbers.

Fof these reasons, Mr. Chairman, we would like to
commend you for your recognition of this problem and your
effort in fashioning and introducing legislation that will
address many of these concerns. Quite clearly, you and the
other Members of this Subcommittee appreciate that these
pieces of plastic are tantamount to cash and their fraudu-
lent use is directly analogous to the counterfeiting of U.S.
currency.

In addition, Mr. Chairman, your extensive efforts
demonstrate an awareness of the fundamental point that it is
the consumer who is the real victim of these unlawful
activities., While those that issue the cards and those that

accept them bear the immediate brunt of the losses, they are
1

%
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not the only victims. It is intuitively clear that ulti-
mately fraud losses are paid by cardholders, as components
of the cost of credit and merchandise. Moreover, there is
evidence that most card fraud schemes are well organized,
operate across state lines, very likely finance other more
sinister illegal activities, and result in violence.

We also are pleased by your recognition that the
problem is simply so extensive and geographically pervasive
thaé a federal rather than a .state response is warranted.
While many states have statutes that can be construed to
cover the fraudulent activities involved here, we have not
discovered any that deal directly and effectively with the
issue. .This situation is particularly troublesome in light
of the fact that criminal statutes by law must be construed
strictly, thus occasioning some concern when these general
statutes are stretched to cover the specific criminality
under discussion here.

In addition to the lack of adequate state law, there
are numerous reasons that commend a federal response.
First, and perhaps most important, the criminal behavior
involved here places into jeopardy the entire national
paymentS'sysﬁem. This system, which is in no way limited by,
state boundafies, has increasingly developed into one based

in substantial part on the use of credit and debit cards and
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relaﬁed access mechanisms. The danger inherent in a lack of
coverage at the federal level is that thé system as a whole
will be‘iess secure and certain. Given the existence of a
nationwide payment system, it is simply beyond the ability
of any one or even several states to deal effectively with b
the problem.

Second; based on our experience with significant fraud
cases, the activities génerally are interesgtate in nature.
With the high degree of organization of criminal efforts in
this area, it is simply not possible to stop these efforts
through state or local legislative action. Insofar as there
are state statutes in existence, enforcement by states,
cities or counties must stop at their jurisdictional limits
while card fraud operations routinely operate across stafe
and national boundaries. In addition, our experience has
demonstrated conclusively that the problem tends to shift
geographically based on the degree of industry and prosecu- . : &5
torial pressure exerted in major crime areas. Thus, for

example, as enforcement efforts increase in New York and

Miami, new outbreaks of erime are experienced in Phoenix and
in other parts of the country that previously had not been
major centers of crime of this type.

Third and finally, there has been a long-standing role

of the federal government in connection with debit and
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credit card activities. Comprehensive legislation adopted
over a decade ago established federally-mandated rules on
disclosure, billing error rights and substantive respon-

sibilities. Almost five years ago Congress adopted compre-
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hensive legislation to deal with electronic transfers.
These statutes, implemented by extensive regulations adopted

by the Federal Reserve Board, further demonstrate the

significance historically given by Congress to the issues

involved here.

in short, a timely and effective legislative response

can be forthcoming only from Congress.

The Pending Legislation

We would like to thank you, Mr. Chairman, for your
initiative and leadership in fashioning legislation to deal
with this problem. We were encouraged by yocur introduction

of H.R. 2885 and were pleased to have the opportunity to

work with the staff of this Subcommittee in the fu:ther

refinement of that legislation which produced H.R. 3622. We

believe that this recently introduced legislation reflects

giant strides toward devising a statutory»framework with
which to address credit and debit card fraud and to prevent

the inappropriate distribution of card and accountAnumbers.
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The bill consists of two major parts. The first
invol&es restrictions on the dissemination of payment device
account numbers and the second amends the existing criminal
provisions contained in Section 134 of the Truth in Lending
Act to close seVerai existing loopholes in that section.

Dissemination. Section 2 of H.R. 3622 would prohibit,

except under specified circumstances, the disclosure of
credit card numbers and other codes that could be used to
obtain access to funds. While many of our members would
prefer that restrictions on the dissemination of account
numbers be implemented by prohibiting improper activities
rather than through a blanket prohibition with exceptions,
we greatly appreciate the extent'to which you have accommo-
dated the vast majofity of our concerns respecting the
legitimate uses for account numbers. We believe that your
new bill demonstrates a sincere interest in excluding- from
the bill's restrictions all areas of legitimate business
activities. As we have discussed with the staff of this
Subcommittee, the npmbers that are the subject of this
provision are critically important to the orderly function-
ing of the national payment system. The importance of these
numbers to the system makes it critical that their legiti-
mate use not be impaired while actual and potential abuses

are being curbed.
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Because of that, we are concerned that legislation in
this area not be viewed as restricting legitimate operations
of the credit card industry. We do not believe that
H.R. 3622 would do this. 1In fact, it is our understanding
that the Members -of this Subcommittee and the staff share
this view and that the exceptions provided in H.R. 3622 are
calculated to prohibit inappropriate activities while
leaving all legitimate functions untouched. While this
approach is certainly evident in the new bill, certain areas
of legitimate activity remain subject to.interpretation, and
we would suggest that they be addressed either in the
legislation itself or in the legislative history. These
matters include the fact that the "accounts" referred to in
the exclusion portion of the legislation should be inter-
preted to extend beyond just credit card accounts and
include typical savings and checking accounts in which an
access number or code plays some role. Another area of
possible confusion involves the fact that many financial
institutions contract out for certain mechanical functions
because it is easier or less expensive than performing these
activities themselves. For instance, due to limited in-~
house capability, they may contract with outside mailing

services, customer service entities, or card preparation and

issuing services that may properly be viewed as simply being -
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extensions of the institution itself. It is our understanding

that it is your interition that these types of legitimate
activities are to be excluded from the restrictions con-
tained in the bill. In these and several other areas, we
believe that supplying specific guidance is e#ceedingly
important and welcome the opportunity to work with sta?f in
-addressing these m%tters.

Closing Criminal Loopholes. The second portion of

H.R. 3622 involves filling in a number of loopholes that
currently exist in the statute regarding criminal activity.
These provisions would amend Section 134 of the Truth in
Lending Act to close enforcement loopholes that may have
developed since their énactment. For example, they would
change the holding of orie court that fraudulent misuse of an
account nuaber did not constitute the misuse of a "credit
card." A new definition of "payment device" explicitly
includes both actual and fictitious account nuﬁbers. Thus,
the statute's prohibitiogs will cover both the misuse of
actual account numbers and the creation of fictitious
pumbers,

Second, anyone who for improper reasons possesses
payment devices that, among other things, are counterfeit,
altered or fraudulently ébtained,is guilty of a criminal

violation. In order to prevent overbreadth, H.R. 3622

22-222 0—83——15
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limits this provision's coverage to one %ho has ten or more
of these payment devices.

Third, some of the provisions in the criminal sections
of this Act contain dollar amount minimums that must be met
in order to trigger liability. The amendments would make
clear that these dollar value tests are met by looking to
one or more transactions using one or more credit cards.
Thereforeé, a person would not escape liability, for example,
by using ten different counterfeit cards to make fraudulent
purchases of $900 each.

We urge the Subcommittee t6 move quickly to adopt
legislation in this area and look forward to continuing our
efforts in working together to fashion a sound, effective
bill. = T

We would also like to note legislation now pending in
the House Judiciary Committee. That effort deals with
counterfeiting and other types of intrinsically illegal
activities. It takes an approach that is totally complemen-
tary to the one taken in H.R. 3622 .and we are hopeful that

the Members of the Subcommittee will support that effort.

What The Industry Is Doing

In seeking federal legislation, the credit card industxry

does not mean to suggest that it must lessen its vigilant
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efforts to curb this problem. In fact, all the major card
companies have -- and are rapidly expanding -- aggressive
programs to fight card fraud, ranging from developing card
designs that inhibit counterfeting and alteration to elec-
tronic authorization systems at the point of transaction.

In addition to these preventative programs, the card
companies participate actively‘in law enforcement investiga~
tions into card fraud cases. 1In fact, one Ft. Lauderdale,
Florida, investigation, which resulted in the arrest of more
than 30 unscrupulous merchants, began with information
provided to Visa through the use of an informant. The
informant, still working with law enforcement on other
cases, was found in the course of the investigation of a big
New York-area card fraud operation. Through the efforts of
Visa, the informant was made available to the Florida
authorities, and later to authorities in another part of the
country to work on yet other investigations. Visa also
initiated another investigation in the same area by pre-
senting a case it had investigated to a joint law enforce-
ment agency.

Visa has initiated the following programs to combat
credit card fraud:

Enlarged Visa Security Staff. Visa has established a

global integrated security group. Professional security
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representatives are now headquartered arcund the world to
assist Visa members in the areas of investigation and

prosecutions. The staff consists principally of attorneys,

including a former prosecutor, experienced law enforcement
officials and bilingual representatives abroad.

Merchant Fraud. Since the Security Department has been

expanded, reducing merchant fraud has been a primary focus.
The staff has been working on: (1} developing a central data
base to identify possible fraudulent merchants and patterns
of fraudulent activity; and (2) requiring affiliates to
control their merchants that are known to have been involved
in fraudulent transactions. Three new automated programs to
address fraud will become operational in 1983:

° Counterfeit Audit Program (CAP) - tracks all

counterfeit paper submitted to Visa in member °
claims. Transactions are sorted by categories
including counterfeit activity by geographical .
region, dollar amount, merchant, etc. This data

is shared with our members and law enforcement in

an effort to contain fraud.

° Fraud Detection Service (FDS) ~ identifies geo-

graphical and merchant locations where fraudulent
transactions are generated by comparing the listed

fraud accounts against daily settlements in the
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Visa Interchange system. The findings are repérted

to member banks involved, which then investigate

them and report back to Visa for appropriate

action.

Merchant.Referénce Service (MRS) - gathers from
merchant affiliates identifying data.on a merchant
cancelled for cause. This data is then available
to any affiliate considering signing a merchant.

A pilot program is now underway in Plorida, a high

fraud area.

Security Advisors. Visa has organized a Security
Advisory Committee to examine and critique our security
efforts. Advisors are senior management personnel from
member banks. Their second meeting is scheduled for mid-

1983.

c . \
ard Secure Properties. Visa has initiated a compre-

hensivg study to enhance the security of its cards. The
best of several technologies will be incorporated into the
Visa card.

This summer Visa will introduce the Electron Card. It
will be a non-embossed card with three electronic reading
technologies on its reverse side: the present Magnetic
Stripe, Optical Character Recognition and Uniform Product

Code. A personal identification number (PIN) will also be

&
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incorporated with the use of this card at only automated
teller machines initially and +hen later at the point of
sale. Also, all transactions utilizing a Visa Electron Card
will be 100% electronically authprized.

Point of sale terminals provide still another important
opportunity for reducing fraud losses. Visa is convinced
that the vehicle to bring fraud under control in tﬁe long
run is an expanded electronié transaction authorization
system. By 1985, Visa intends to authorize electronically
80% of all transactions in the United States at the point of
sale utilizing its”communications network. To encourage the
use of electronic terminals, Visa has set new interchange
fees for electronic transaction authorizations.

Card Fraud Prevention and Training. SRI International,

formerly Stanford Research Institute, is developing a card
fraud prevention, education and training program for Visa.
About 75% of the project is now complete. Initial fraud
prevention and training materials to assist law enforcement,
prosecutors and judges will be available by year-end.

Law Enforcement Support and Assistance to Prosecuting

Attorneys. Visa is currently funding or helping to fund a
number of law enforcement investigations relating to credit
card fraud. We have provided funding directly or through

Members to several law enforcement agencies for investiga-
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any time of day. They hold the key to expanding their

L3
‘ffééaom by expanding their financial flexibility.

This is not futurism. The technology is here now.
Judging by their acceptance of automated teller machines,
consumers are ready and eager to move into this neéew era. By
1986, as an example, Visa will have established a global
network of at least 8,000 automated teller machines, giving
cardholders immediate access to their financial accounts
worldwide.

If this new approach to financial intermediation is to
be implemented successfully, it must be able- to develop free

of the existing threat of wide-~spread criminality not

effectively addressed under -- and, thus, not deterred by -

the federal criminal justice system. It is to control this

situation and to maintain security over the electronic funds
transfer system and the entire national payments system that
Visa and others in the card industry urge Congress to give

immediate consideration to the adoption of appropriate

legislation in this area.

We appreciate having had the opportunity to share our

views with you. I would be happy to answer any questions

that you may have.

Al
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GROWTH
Visa

1972 -
1373 -
1974 -
1975 -
1976 -
1977 -
1978 -
1979 -
1980 -

1981 -
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APPENDIX A

OF COUNTERFEITING
International

73. . . . .$12,000

74. . . . . . .$4,6000

75. . . . . . .$10,800

76. . . . . . .$27,200

77. « . . . . .$26,700

78. . . . . . .$31,700

79. . . . . . .$78,700

80. . . . . . .$516,000
8l. . . . . . .$740,000
82. . . . . . .$10,920,000
83 (est). . . ..$20,000,000

1982 -
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Lost

Stolen

card not received
Counterfeit

all other

FRAUD TRANSACTIONS B

Transaction Amount

: " Under $50

$50 to $149

$150 to $249
$250 to $349
$350 to $499
$500 to $999
$1,000 and over
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APPENDIX B

FRAUD BY TYPE

visa International

% of § Loss

29.2
35.9
©18.7

11.2

APPENDIX C

¢ of Transactions

58.1

14.1

Average Dollar Amount

$1,047
650
1,919

1,102

Yy SEVERITY AND FREQUENCY

% of Losses

12.1
7.3
7.5
9.0
14.5
33.5
16.1

" oo
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APPENDIX D

COUNTERFEIT LOSSES BY LOCATION

Visa International

Location % of Transactions
New York City 28.2

New York State ! 14.5
Florida 19.1

New Jersey 8.1 .
California ) 5.2
Massachusetts 4.0
Pennsylvania 3.2
Connecticut 2.5

Texas 1.6
Illinois : 1.1 v
Michigan 1.0
Virginia 1.0

Nevada 0.9

Dollar Value of Transactions

$2,555,397
1,309,838
1,728,231
729,295
470,757
360,335
293,730
259,613
144,645
100,251
89,673
88,526
85,722
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COUNTERFEIT BY TYPE OF TRANSACTION

Transaction Type

Cash advances

Department,'variety
& general stores

radio, stereo, TV
clothing

jewelry
restaurants

shoe stores
airlines

furniture
hotel/motel/resort
camera/photography
travel agencies
household appliances
auto parts

drug stores

wire transfer/
money orders

unkown (illegible
drafts)

remainder

visa Intérnational

% of Transaction .

¢ of Losses

Average Amount

5.
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10.2

9
0
8
5
3
2
9
.6
5
5
3
3
2
1

8

.9

0

$624

102
393
118

611
55
81

235
614

102
178

930

407
271

50

930

141
100
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Chairman ANNuUNz10. I would like for the panel to know that
until 1982 you were Assistant Director of the FBI Crime Labora-
tory and that you spent 21 years with the FBI in several other ca-
pacities, now as vice president in charge of security with VISA In-
ternational. Your statement is the statement of an expert. I agree
with many, many of the items that you have stated in your state-
ment. It is a good statement.

Mr. Kurth is an old friend of the committee. He worked with me
back in 1971, I believe.

It’s good to see you again. 1 know of the tremendous contribu-
tions you have made in the Fair Credit Reporting Act. I have
looked at your statement. Again, I want to tell you how much I ap-

preciate all of the work and thought and ideas that have gone into
the statement.

Mr. Kurth

STATEMENT OF WALTER R. KURTH, PRESIDENT, ASSOCIATED
CREDIT BUREAUS, INC., HOUSTON TEX.

Mr. KurtH. Thank you.

Chairman AnNunzio. Without objection, your entire statement
will be made a part of the record and you can proceed and summa-
rize in your own manner.

Mr. Kurt. Thank you, Mr. Chairman. I will summarize my
statement.

My name is Walter Kurth. I gin president of Associated Credit,
Bureaus, Inc. [ACB]. ACB is an international trade association
founded in 1906 to represent the consumer credit reporting indus-
r

By way of definition, a credit bureau is a clearinghouse of infor-
mation identifying the paying habits of consumers. Credit report—
ing files include identifying information such as name, spouse’s
name, address and former address, employe and former employer,
somal security number and number of dependents. Much of this in-
formation is supplied by the consumer, when applying for credit.

Each month local, regional and national credit grantor users
send what is commonly called trade line information on their cus-
tomers to the credit reporting companies. Trade line information
shows how much is owed, whether the customer is current in his or
her payments and how many times, if ever, the customer has been
behind in his or her payments during the past 12 to 24 months.
Most users are either retailers, banks, finance companies, mortgage
lenders, 0il companies or other credit card issuers.

Public record information on consumers is also filed.

All of the items I have mentioned come together to form a solid
base of information in order that prudent credit-granting decisions
may be made. The keystone to the system is the manner in which
the information is matched with the proper record.

‘We estimate the credit reporting industry receives in excess of
550 million lines of trade per month. That kind of volume necessi-
tates the use of positive identifiers to insure that information and
consumers are properly matched.

The primary identifier to achieve a successful match is the con-
sumer’s account number. For this reason, it is essential that the ac-
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count number is included when a credit grantor furnishes informa-
tion, and we commend your recognition of this need by permitting,
through this lezislation, the disclosure of a payment device number
to a consumer reporting agency. It is an essential ingredient which
permits the consumer reporting agency to achieve its mandate of
maximum possible accuracy.

With the advent of automation, for many years credit grantors
have been asking consumers for account numbers of credit refer-
ences. This assures the consumer that the credit bureau and/or the
credit grantor will in fact be able to locate the account which the
consumer has given as a valuable credit reference.

Account numbers also appear on the actual credit report. There
are very good reasons for this. The number serves as an identifier
linking the consumer and the account. This is true not only when
the report is purchased by a credit grantor, and matched against
the credit application, but also in a file disclosure situation where
the consumer is made aware of the contents of his or her file. The
presence of the account number is an assurance to the consumer
that the payment history information is properly linked.

A credit grantor that desires more up-to-date information than
that contained in the report may use the account number to check
directly with the consumer’s creditors before making a credit-
granting decision. For example, the credit grantor may wish to call
directly to elaborate on information. The account number facili-
tates this process. Without it, it might be necessary or easier to
deny the application.

Credit grantors have also advised us that when an account has
become delinquent and goes to their collection department, the ac-
count number serves as an important tool for skip tracing to locate
missing debtors. Unfortunately, society will always have a few un-
scruplous individuals who will attempt to use any system or proce-
dure for their own dishonest gain.

For those who want to abuse the system, credit account numbers
can be obtained from many sources and put to fraudulent uses. We
recognize the possibility that account numbers may be criminally
obtained from credit reports. While such instances have been ex-
tremely rare, our industry does not want to contribute to or be a
party to making fraudulent credit card use easier for the criminal.

We are torn, of course, between the legitimate and worthwhile
needs of credit grantors for quick access to the account numbers
and our concern over the perpetration of fraud. We recommend, as
you are already doing, that credit grantors who use credit reports
and need access to account numbers be consulted and that they
concur in the solution that is ultimately arrived at.

The mechanics of the solution offered in the bill may or may not
be workable, but we do believe that working together with you and
with our customers, a solution can be worked out in everyone’s
best interest.

We wish we had the perfect solution to offer this committee
today, but in lieu of that we pledge to you that ACB will continue
to work with you for a solution in the best interest of the public,
our members and their customers.

Thank you for this opportunity to testify today on this important
legislation.
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Chairman ANNUNzIo. Thank you, Mr. Kurth.
[Mr. Kurth’s prepared statement, on behalf of Associated Credit
Bureaus, Inc., follows:]

STATEMENT OF WALTER R. KURTH. PRESIDENT OF ASSOCIATED CREDIT BUREAUS, INC.
Mister Chairman and Members of the Subcommittee on Consumer |
Affairs and Coinage of the House Committee on Banking, Finance and
Urban Affairs, my name is Walter R. Kurth. | am president of Associ-
ated Credit Bureaus, Inc. (ACB). ACB is an international trade
association founded in 1906 to represent the consumer credit re-

porting industry.

We appreciate the opportunity to appear before you to discuss
the role of credit Cafd account numbers in consumer credit reporting.
You, Mr. Chairman, and other members of this subcommittee are no
strangers to the important role credit bureaus play in our economy
and ACB has enjoyed a long and productive relationship with you
since the key role you and Mr. Wylie played in passage of the Fair

Credit Reporting Act in 1971.

For the most part, ¢redit bureaus or credit reporting agencies
are sole proprietorships, partnerships or corporations. Approximately
420 members of our association operate from computer files while
1,250 are manual operations. The credit reporting industry produces

an estimated 200 million credit reports annually.

%
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By way of definition, & credit bureau is a clearinghouse of

information identifying the paying habits of consumers. Credit re-

porting files include identifying information such as name, spouse's

name, address and former address$, employer and former employer;

social security number and number of dependents. Much of this in-

formation is supplied by the consumer when applying for credit.

Each month local, regional and national credit grantor users

send what is commonly callied trade line information on their customers

to the credit reporting companies. Trade line information shows how

much 1s owed, whether the customer is current in his or her payments

and how many times, if ever, the customer has been behind in his

or her payments duiring the past 12 to 24 months. Most users are

either retailers, banks, finance companies, mortgage lenders, oil

companies or other credit card issuers.

Public record information on consumers is also filed.

All of the items | have mentioned come together to form a

solid base of information in order that prudent credit-granting

decisions may be made. The keystone to the system is the manner

in which the information is matched with the proper record.

We estimate the credit reporting industry receives in excess

of 550 million lines of trade per month. That kind of volume

necessitates the use of positive identifiers to insure that infor-

mation and consumers are properly matched.
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The primary i ifi i
y identifier to achieve a successful match is the consumer!
s

account number. * i i
r. For this reason, it is essential that the account

numbel iS i h I i .l r fur ll
nc]uded when a c edlt g anto u niSheS in (o] mation, and
we commend yOur qniti | i Y I ¥ S
you ecoqnltlon o) thls need b pe mitting, th Ough th'
|egi ] i i l
slat on, the dISCJOSUIe O‘ a payment device numbel to a consumer
IEPOIti”g agency.

It \is an essential ingredient which permits the

consumer |ep°| tl“g age'\cy to aC|Ileve |t$ "la”date Ol maximum POSSIb]e

accuracy.

With the advent of automation, for many years credit grantors have
been asking consumers for account numbers of credit references. This
assures the consumer that the credit bureau and/or the credit grantor
will in fact be able to locate the account which the consumer has

given as redit refer ' r
a valuable credit reference. Without the account numbe
- 14

consumer fr i
ustration can result when a credit grantor is unable t
o

loca
cate the reference accourit.

Account numbers also appear on the actual credit report. There
are very good reasons for this. The number serves as an identifie;
linking the consumer and the‘account. This is true not only when
the report is purchased by a credit grantor, and matched against the ;
credit application, but also in a file disclosure situation where |
the consumer is made aware of the contents of his or her file. The
presence of the account number is an assurance tokthe éonsumer that

the payment history information is properly linked
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A credit grantor that desires more up-to-date information than
that contained in the report may use the account number to check
directly with the consumer's creditors before making a credit-
granting decision. Also, credit grantors have advised us almost
unanimously that when an account has become delinquent and goes to
their collection department, the account number serves as an important
tool for skip tracing to locate missing debtors. There are

other legitimate reasons why the number is valuable to the credit

.grantor.

Credit card account numbering systems have greatly facilitated
the exchange of commerce. Unfortunately, society will always have a
few unscrupulous individuals who will attempt to use any system or

procedure for their own dishonest gain.

While credit bureaus have strict safeguards to prevent misuse

of credit card accourit numbers, there is no lack of ingenuity on

- the part of those who might attempt to circumvent those safeguards.

It was in recognition of this fact that Congress included in the
Fair Credit Reporting Act Section 619, providing for fine or im-
prisonment when credit bureau information is obtained under false

pretenses.

There is good reason to believe that in the celebrated schemes
which prompted this legislation, those invoived should be prosecuted

under provisions of the Fair Credit Reporting Act.
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We applaud your efforts, Mr. Chairman, to get the Justice Departmenf
to initiate an investigation into possible violation of the FCRA

in the Florida case.

For those who want to abuse the system, credit card account
numbers can be easily obtained from many sources and put to fraud-
ulent uses. The credit reporting industry recognizes the possibility
that account numbers may be criminally obfained from c;edit reports.
While such instances have been extremely rare, our industfy does
not want to contribute to or be a party to making fraudulent credit
card use easier for the criminal. If in fact credit card account
numbers or access device numbers are gleaned from credit reports, we

want to be a part of the solution, not a part of the problem.

We are torn, of course, between the legitimate and worthwhile
needs of credit grantors for quick access to the account numbers and
our concern over the perpetration of fraud. We recommend, as you
are already dbing, that credit grantors who use credit reports and
need access to account numbers be consulted and that they corcur
in the solution. . The mechanics of the solution offered in the bill
may or may not be workable, but we believe that working tcgether
with you and credit grantors, a solution can be worked out in

everyone's best interest.
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Mr. Chairhan, since the early 1960s, ACB has brought the con-
sumer credit industry together to find solutions for previously un-
foreseen problems. We accomplished this with you, Mr. Chairman,
and other members of the Congress in the Fair Credit Reporting Act
and Fair Debt Collection Practices Act. Fraud js another problem,
another challenge and we're continuing to work with our members
and their credit grantor customers. We have voiced concern in the
past over computer system fraud and we support your efforts to

increase penalties and enhance prosecution.

We wish we had the perfect solution to offer this committee
today, but in lieu of that we pledge to you that ACB will continue
to work with you for a solution in the best interest of the public,

our members and their customers.

Thank you for this opportunity to testify today on this

important Tegisltation.

Chairman ANNUNzio. Mr. Kelleher, it's the late hours that I

have been keeping. I want to apologize to you. Actually, I had Mr. .

i —1 wi t the
Kelleher confused with Mr. Kurth. Mr. Kplleher I will correct
record—until 1982 was the Assistant Director of the _FBI Cr;l:ne
Laboratory and spent 21 years of his life in the FBI, is now vice
president of security for MasterCard. We are dfahghted to have you
and Mr. Kurth—both experts—here to provide your testimony,

our suggestions. _
Y I knogvrvg the help we have received from both of your companies
has been tremendous in helping us shape up a piece of legislation
where we believe we have every member of the subcommlttee in
agreement, because every member of the subcommittee has their
e on the legislation as a cosponsor. '

naér:) I welcomg:;1 you both before the subcommittee. I hope you

accept my apology.

STATEMENT OF THOMAS F. KELLEHER, VICE PRESIDENT,
SECURITY, MASTERCARD INTERNATIONAL INC., NEW YORK, N.Y.

Mr. Kerrener. Not at all, sir. Thank you so much for having us
here. We are grateful to you, Mr. Chairman, to the subcommittee
members and to the staff for the leadership that has been demon-
strated in addressing the issue of credit card account number
abuse. .

’ fore the

We are very pleased to have the opportunity to come be A
subcommittee today in order to comment on H.R. 8622 and to help
focus attention on the very real and growing problem of card-relat-
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ed fraud. Our full written statement has been submitted for the
record. o

I wouid like to make just a few comments, if I may, based on
that record. The staggering increase in dollar losses experienced by
the bank card industry and consumers alone are reason enough for
concern. But of at least equal concern is the type of activity respon-

sible for the increase in these figures. Our research indicates that a

new type of fraud has been reflected in the industry’s losses today:
fraud utilizing not the card itself but the account number.

In previous testimony Mr. Siegel addressed very well the anti-
fraud work being done in the Philadelphia region. In cooperation
with the police investigating agencies, VISA, MasterCard, and
American Express, all support many of these sting operations fi-
nancially, to provide the money for the payments that have to be
made to informants and other people so that these crimes are ade-
quately investigated. The most insidious part of the fraud mer-
chant activity that has been alluded to previously by Mr. Siegel is
that the merchants involved in this type of crime are collusive with
the thieves that are profiting from it, and they are supporting a
great number of credit card thieves by giving them a place to use
their cards. This type of sting activity and the work of Mr. Siegel
in combating fraud has been of great comfort to us. From a State
and local standpoint, we are delighted to be associated with the in-
vestigators and prosecutors in the Philadelphia area.

Valid account numbers are being misused in many ways and ac-
count numbers are illegally obtained, transcribed onto sales slips
which are then sold to collusive merchants for deposit. These slips
are entered into the system by the merchants and commingled
with valid transaction accounts.

Account numbers may also be used to create counterfeit cards.
MasterCard research indicates improper use of account numbers is
to a great degree responsible for the unprecedented increase in
card fraud activity. Most distressingly, organized crime figures
prominently in the burgeoning card account abuses. :

Thus the nature of card-related abuses has changed from a non-
violent type of petty thievery involving isolated incidents of dishon-
esty, to a sophisticated, well-organized activity of far-reaching pro-
portions that feeds into and supports the very worst elements of
criminal society.

As a former Assistant Director of the FBI, I would not endorse
seeking Federal legislation for individual credit card thefts, but the
organized enterprises have become so sophisticated and mobile that
they have progressed beyond the capabilities of local authorities to
cope with this challenge. This brings the matter within the scope of
Federal authorities. S

MasterCard has taken strong steps on many levels to stem the
tide of counterfeiting and to try to control fraud. We have rede-
signed the card and included three security features with it, includ-
ing a unique hologram. We have added a procedure which prohibits
a merchant from providing, selling, or exchanging account number
information. ‘

Other activities are presently in progress and we are improving
within our own organization ways of detecting fraudulent mer-
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242 \(; Chairman AnNunzio. Thank you, Mr. Kelleher, for your very,

very excellent testimony.
[Mr. Kelleher’s prepared statement, on behalf of MasterCard In-

ternational, follows:]

chants to assist prosecutors, such as Mr. Siegel, in coping with
these situations locally.

H.R. 3622 would amend the Truth in Lending Act to restrict the
distribution of account numbers and make fraudulent use of ac-
count numbers a Federal crime. Account numbers have been the
subject of abuse by unscrupulous people. However, account num-
bers are also essential to legitimate bank card operation.

H.R. 3622 prohibits disclosure of an account number unless the
disclosure falls within one of the enumerated exceptions. Banks
must, of course, be permitted to provide an account number to a 7 ;
card manufacturer or service organization so that a card can be -
produced and processed. Banks must also be permitted to operate
in the multibank structure of the bank card program.

A bank may use a correspondent bank, for example, to support
the cardholder’s transaction. Our concern is that a court may not
read the exceptions as broadly as we have been advised they are
intended to be read. It is of paramount importance to us that the
. legitimate bank card uses of the account numbers be left intact. To
‘remedy our concern, we ask additional guidance be given by the
subcommittee to further clarification of the text of the bill or in
the legislative report on the bill.

Again, we would like to thank the chairman of the subcommittee
and staff for their cooperation in creating a list of instances in
which account numbers may be legitimately disclosed. As other le-
gitimate uses of ‘the account numbers are discovered, we look for- ;
ward to working with the subcommittee and staff to ensure that J
the legislation does not unnecessarily fetter the legitimate oper-
ations of the card programs. Section 3 of the bill would amend
criminal provisions of the truth in lending law, and we wholeheart-
edly support these critical changes.

Other locpholes in the existing law make prosecution of card
crimes difficult. For example, it is not a crime to counterfeit a card
or even possess such a card, despite the fact cards provide the kind-
of exchange value offered by currency. The bill would make it a
crime to possess 10 or more fraudulent or counterfeit cards. We
heartily support this provision.

The bill also responds to the concerns raised by law enforcement
officials that the minimum dollar amount triggering liability in the
law may be technically interpreted as applying to each card used i
rather than to the person or persons participating in a conspirator-
ial ring. H.R. 3622 would properly clarify this point.

Lastly, H.R. 3622 would define the term payment device to in-
clude credit card, debit cards, account numbers, codes, or other
means of account access. We wholeheartedly endorse this definition |
of payment device. Whenever therg are deficiencies in criminal |
laws, technical barriers to prosecution are provided and criminals !
who might otherwise be convicted are released on technicalities.
The public is then the loser. It is, therefore, important for the card
crime laws to be drawn as broadly as constitutionally permissible
in order to provide prosecuters with the necessary tools with which
to prosecute offenders.

On behalf of MasterCard International, we thank you for this op-
portunity to express our views.
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STATEMEHT
OF
THOMAS F. KELLEHER

ON BEHALF OF

MASTERCARD INTERNATIONAL INCORPORATED
BEFORE THE COMMITTEE ON BANKING, FINANCE AND URBAN AFFAIRS
SUBCOMMITTEE ON CONSUMER AFFAIRS AND COINAGE

UNITED STATES HOUSE OF REPRESENTATIVES

ON H.R.3622

July 27, 1983

Good morning. My name is Thomas F. Kelleher. Until 1982, I

‘was the Assistant Director of the FBI Crime Laboratory and I spent

21 years with the FBI in several other capacities. I am now Vice
President, Secuxity of MasterCard International Incorporated.

MasterCard International is a membership corporation composed of

‘the over 13,000 U.S. financial institutions which issue and honor

the familiar MasterCard credit and debit cards. MasterCard is

‘Pleased to have the opportunity to come before this subcommittee

today in order to comment on H.R.3622 and to help focus attention

on the -very real and growinag problem of card-related fraud.
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BACKGROUND

Historically, card-related fraud was a relatively contained
activity, both in terms o6f the number of improper transactions and
the dollar losses that resulted. Improper card use typically
originated from a lost or stolen card which fell into the hands of
an individual petty thief. In such a case, the cardholder would
miss his card and would promptly notify the card issuer of the
loss or theft of the card or of an unauthorized transaction
appearing on his billing statement on which any unauthorized
transaction has appeared. The issuer could promptly block the
card account through the authorization system and publish the card
account number in our warning bulletin as a restricted account
which should not be honored further by banks or merchants. By
publishing an account as "restricted," the issuer can provide an
economic incentive to the merchant to not honor the account. The
losses which resulted from these abuses typically occured over a
short time span’ and could be addressed quickly; Generally too,
these practiéés were perpetrated by an individual for his own
personal qain, utilizina an actual plastic card initially issued
as a valid, authorized card. Thus, the exposure from these frauds

was of a limited nature.’
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SCOPE OF PROBLEHM

In 1973, total fraud losses for MasterCard members were
$2,780,000. Over the course of the decade, fraﬁd losses grew
ugspectacularly, keeping pace with the growth of transaction
volume. However, beqinniﬁq in 1980, the bank card industry begén
to.experience an overwhelming and unexpected rise in the number
and amount of card-related fraud as well as a change in the nature
of this fraudulent activity. For the record, we are submittinq
additional statistics anquraphs evidencing the gqrowth of this
problem and indicating its likely upward trend. Particularly
noteworthy is the picture of fraud percent change increase charted
against transaction volume percent change increase displayed in
Appendix A. Wwhile the MasterCard system has enjoved a steady
percent change increase in transaction volume, the percent change
increase in fraud and counterfeit losses is dramatic and sudden.
In 1981 our volume percent change growth increased 232% over the
base volume of 1973 and volume growth increased 255% in 1982 over
the 1973 base. Fraud loss percent change increases over 1973
base losses for those years arew 829% in 1981 and 1540% in 1982
respectively. Counterfeit loss percent change increases grew an
astounding 10,652% in 1981 over 1973 counterfeit base losses and
76,763% in 1982 over 1973 figures. 1In 1979 total fraud losses for
MasterCard members amounted to $12,569,290. 1In 1980, MasterCard

members reported $19,041,897 in fraud losses. For 1981, the
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fiqure was $25,817,918. By 1982, dollar losses escalated to
$45,613,550, an increase over 1981 alone of 18.9 million!

Taken alone, the staggering increase in dollar losses is
reason enough for conce’.. But, of at least equal concern is the
type of activity responsible for the increase in these fiqures.
Specifically, our research indicates that many of the card-related
abuses which are reflected in theé industry's losses today are of a
type which were unimaginable when the existihg cérd crime laws
were enacted. Specifically, a new type of fraud has surfaced;

fraud utilizing not the card itself but the account number.
NEW FRAUD

Of fenders have devised several different ways to obtain valid
account numbers without the cardholder knowing that the number
will be used by another person. Account data can be extracted
from carbon slips which were used in valid card transactions and
discarded by the merchant or may be memorized by the perpetrator
while someone is makinq a leaitimate purchase. Account data c¢%n
also be obtained from the cardholder directly, generally over the
telephone by utilizing a variety of fraudulent techniques varying
from purported surveying, to product offerinqs,“to representations
that the perpetrator is the bank confirming the account

information.
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Valid account numbers are being misused in many ways. A
recent practice invo’res collusion by a merchant or a merchant
clerk who obtains v. account numbers taken from authorized
sales at the merchant's place of business. These account numbers
are transcribed onto sales slips which are then "sold" to other
colluding merchants for deposit with their respective banks for
payment. Another practice involves placing valid éccount numbers
on "white plastic" cards. The white plastic fraud cases involve
cards that do not bear anv design or service mark on them. The
face of the card is embossed with a valid account number so6 that
when presented to a dishonest merchant, the card can be imprinted
on a sales slip and the slip can pass as resulting from a valid
transaction. Whether the sales slip is made by hand or against a
white plastic card, these "phony" sales slips are entered into the
system by the merchants and commingled with valid slips.

Account numbers are also used by unauthorized persons to
purchase goods from telephone/mail order houses. Goods are
shipped to a temporary address given by the perpetrator of the
fraud who then changes his or her address before the cardholder is
able to report the unauthorized transaction.

Recent investigations héve exposed one qragdiose scheme by a
purported credit card protection company which involved thousands
of cardholders across the United States. Utilizing a hard line
telephone spiel, this company pitched its card protection plan to

countless cardholders. Despite the fact that in most cases the
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cardholder was not interested in purchasing the protection
service, this company went ahead and chafged the service to the
cardholder's account without first obtaininag the cardholder's
consent. Thg company was able to charge the cardholders' accounts
Eecause it had obtained their account numbers prior to making the
telephone pitch. In many instances, this company did not evsn
bother to contact the cardholder prior to billing him or her“for
the service since it already knew the account number. This
particular company had obtained thousands of account numbers in a
variety of ways, which as of today's date are still questionably
legal although ethically repugnant.

More significantly, account numbers may also be used to
create a counterfeit card. Card counterfeiting techniques have
become distressingly popular among sophisticated criﬁinals.' One
favorite method of counterfeiting employs a silk screening process
(the same process used to print T-shirts). It is a common
technique, inexpensive to use and has proven, unfortunately, to be
an effective process. Briefly, a plastic card which can be
obtained through many legitimate sources is silk screened with the
registered design and service marks of a card organization. Then,

a valid account number obtained in one of the ways I just

e e e ey o

described, is embossed onto the card. The resulting product is a
card that 1ook§ and acts, for a aiven period, as an authorized
card. Another card fébrication scam, not quite as sophisticated

as card counterfeiting, utilizes a lost or stolen card. The
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criminal irons out the original cardholder identifying information
on the card and re-embosses over it with different, valid account
data. One industry group has calculated that counterfeits
comprise 14% of non-cardholder related fraud losses; account
number alterations, 53%; white plastic, 22% and stolen blanks;
11%.

Based on our review of these fraudulent practices, MasterCard
estimates that the improper use of account numbers, whether
through card alteration, card counterfeiting or through collusive
merchant activity, is to a great degree responsible for the
unprecedented increase in card fraud activity.

Our research further indicates that the dramatic increase in
account number abuse, is in larqe part the result of the
participation and direction of sophisticated criminals, not the
penny ante thief of earlier times. For example, a school
specializing in card fraud was recently uncovered in Hew Jersey.
Students actually paid to participate in classes on counterfeiting
and theft-related fraud. Upon graduation the students were sold
cards to use. The alumni program provided the new graduates with
a place to sell stolen merchandise.

Most distressingly, organized crime fiqure§ prominently in
the burgeoning card account abuses, as evidenced by recent
arrests, investigations and law enforcement reports. And, as is

typically the case with organized crime, violence, prostitution
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and druqg trafficking play a part of these activities. Postal
inspectors have arrested a number of people within the past two
vyears who were allegedly associated with organized crime. 1In one
case two persons were arrested and charged with operating a
counterfelt card ring. Shortly after their arrest, four men
linked to the two arrested persons were found shot to death. The
rumor on the street was that the dead men had "fingered" the two
arrestees. In another case, a man and his wife were&arrested
along with six other co~conspirators and charged with fourteen
counts of conspiracy to commit credit card fraud. The couple was
convicted and sent to federal prison. The wife was later parolled
to care for her child. Eleven nionths after her arrest, the wife,
her son and her nephew were slain gangland style in their home,
while her husband wag £ jail,

In New York Citv's Time Square area, a pool room served as a
credit card supermarket. Card thieves, posing as prostitutes,
would steal the cards from their clientele and then wholesale the x “
stolen plastic at the pPool room. Thus, the nature of card-related
abuses has changed from a non-violent type of petty thievery
involving isolated instances of dishonesty to a sophisticated, !
well orqanized activity of far reaching proportlons that feeds

into and supports the very worst elements of criminal society.
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COST OF FRAUD

. . "
The high cost of this crime clearly translates into highe

. . et we
dollar losses for card issulng institutions. Presently,

estimate that fraud losses cost the MasterCard system

i ‘ .008 per
approximately $.08 per transaction, up from a cost of $ 008 p

i increase in
transaction based on 1973 fiqures. This represents an

i i cost
the cost of MasterCard service of an overwhelming 900%, which

ice ers., Yet
is necessarily reflected in the price charged to consum ety

the price of services that is impacted by this type

ini sance of
of fraud Consumers are also injured by the sheer annoya

i ents
havina to deal .with improper charges on their account statem '

i the
of having to obtain a card replacement, of being conned over

ictimi such
phone and, generally, of beina personally victimized by

injuri if but
abusive tactics. These latter injuries are hard to guantify,

easy to sympathize with.

MASTERCARD EFFORTS

i i f the
Because we can not countenance the manlpulgtlon o

cause of
MasterCard service by others to harass consumers and be

i has not
the costs we are forced to bear and pass on, the industry

t idly by We at MasterCard have taken strong steps at many
sa .
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physical proverties of the card itself. The MasterCard card has
been redesigned to contain three anti-counterfeiting features:
fine line printing, ultra-violet ink printing and a unique
hologram covering part of the embossed account number. The
hologram contains a laser produced three-dimensional image of the
MasterCard logo. In addition to making the MasterCard card
difficult and costly to reproduce, it will make alteration of the
embossed account number digqits covered by the hologram much more
difficult and any such aliteration will be easier to detect. 1In
addition, we have reprogrammed our authorization system to enable
our members to better identify cardholders at the point of sale.
However, some time will be required until the system is fully
implemented and more time will be needed to measure its impact on
fraudulent card activity.

In our increasing awareness and concern over the rising tide
of fraud, we have taken additional steps to control the abuse of
account numbers by merchants. We have added a provision in the
MasterCard Operating Rules which prohibits a merchant from
providing, selling or exchénainq account number information, in
any medium, to any other party unless connected with the
merchant's legitimate bank card business.

We are actively cooperating and supporting local and federal
law enforcement officials in the investigation and prosecution of
card-related crimes. Each of our principal members has one or

more sgcurity representatives with whom we coordinate investiga-
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tive activities and law enforcement assistance. These represen-
tatives create an important network of card security experts from
whom local officials can obtain support and assistance in
investigating and prosecuting crimes. In this regard, MasterCard
communicates with these security representatives when MésterCard
is alerted to possible criminal activities in a given area in an
effort to contain the spread of any criminal ring. And, 28 the
national organization, we operate a computerized fraud reporting
system to which all -member institutions input information on
fraudulent or questionable activity. MasterCard utilizes this
system to monitor developments which on a local level may not by
themselves indicate any reason for concern but which, on a
national level, create a pattern of activity worthy of additional
scrutiny and assist in law enforcement efforts.

These actions exemplify the commitment of MasterCard to
curtail these fraudulent practices. The whole of the bank card
industry is also working hard toward this end.’ We will continue
to channel our energies and resources in this area but these con-
tinuing efforts are not enouch. In our work with law enforcement
agencies it became apparent that Congressional intervention was
necessary. It is for this reason especially that we welcome the
introduction of H.R.3622 and its reflection of the sericusness
with which this problem is finally beina addressed. We

particularly wish to thank Chairman Annunzio and the staff members
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of the Subcommittee for their work in this area and for their

willingness to address the legitimate needs of our membership
H.R.3622
Safed0c4

H.R.3622 would amend the Truth-In-Lending Act to restrict the
distribution of account numbers and would make the fraudulent use
of account numbers a federal crime.

Section 2 of the bill will add a new Section 137 to the
Truth-In-Lending Act pProhibiting disclosure of any "payment
device" number unless one of several exceptions is satisfied.

As earlier noted, account numbers have been the subject of
abuse by unscrupulous people.  However, account numbers are also
essential to legitimate bank card transactions and therefore are
necessary to the continuation of legitimate bank card business by
the merchants, banks, MasterCard and other leqgitimate
organizations supporting the bank card process. As drafted,
H.R.3622 prohibits the disclosure of an account number unless the
disclosure falls within one of the enumerated exceptions. We
would prefer that the bill list the instances of disclosure of
account numbers that are prohibited rather than..preclude
disclosure generally and then list those instances of disclosure
that are hecessary for the operation of card proarams or for other
lawful purposes and therefore permitted. This would provide

greater certainty as to what instances of disclosure are in fact

o
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prohibited, would result in less inadvertant interference with the
legitimate operation of credit card programs and would decrease
the costs of‘compliance with the legislation.

An example of our concern in this regard involves the card
issuance process. Although staff advises us that activities
related to card issuance are intended to be excepted, we remain
uneasy that those unfamiliar with such intent may gquestion this
result.

Banks must, of course, be permitted to provide an account
number to a card manufacturer or service organization so that a
card on which the account number is embossed can be produced and
provided to the cardholder. We have been advised that Subsection
(a)(3) is intended to permit this but we can foresee a court
making an -improper distinction that because a third party is

involved, such activity is not "internal."

Another example in' the card issuance area involves the multi-

bank structure of the bank card prodram. Specifically, the ‘bank
may use a correspondent to support the. cardholder's transactions.
That is, one bank may receive:the cardholder application and
maintain the-direct cardholder relationship while another bank *
arranges for the card issuance and then processes the transaction.
Again, our concern is that a court may not read the exceptions as
broadly as we have been advised they are intended to be read and’

it is of paramount importance to us that.the legitimate bank card

uses of account numbers be left intact. To remedy olur concern, we -

g,
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ask that further guidance be given by the Subcommittee in further
clarification of the text of the bill or in the legislative report
on the bill. Finally, we would like to thank the Chairman, Sub-
committee and staff for their cooperation in creating a
comprehensive list of the instances in which account numbers may
be legitimately disclosed. We request that we continue to
cooperate in modifying the leqislation as other legitimate uses of
account numbers are discovered so that the legislation does not
unnecessarily fetter the legitimate operation of card programs.
Section 3 of the bill would amend the criminal provisions of
the Truth~In-Lending law. Federal prosecution of card abuses has
been seriously<hampered by the inadequacy of existing federal
laws. We believe that the criminal element in our society is well
aware, and taking advantage, of the deficiencies in the law and
the low priority accorded to prosecution of these cases. The
Truth-In-Lending law does not specifically cover wrongful use of
the account number without the card. Since criminal statutes are
strictly construed, courts are hesitant to convict inéividuals
where the lanquage of the law can not specifically be applied to
the individual's actions. Consider, in this regard, the action of
a federal appeals court when presented with the question of
whether misuse of account numbers was illegal under the Truth-In-
Lending Act.” The court held that the misuse of account numbers

was not covered under the Truth-In-Lending Act since an actual

rrre—. .
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card was not phyéically‘pfeSénted by the perpetrator with the
account nhmber.1 This is the type of decision that frustratés'
law enforcement officials and makes them hesitate to pursue
account-related abuses. For'this reason, we strongly supwort the
intent of H.R.3622 to reverse the hoiding of this ﬁeciéion and to

make abuse of account numbers a criminal act in the same way abuse

.of the card is today.

Several other loopholes in the existinq law make prosecution
of card crimes difficult. One such loophole is that it is not a-
crime to counterfeit a card or even to possess such a card despite
the fact that cards provide the kind of exchange value offered by
currency. Since the misuse of currency is a crime of the highest
priority, we submit that misuse of cards and account numbers be
labeled as such a c¢rime and giVen such priority. H.R.3622 would
make it é federal crime to possess, with fraudulent intent, ten or
more counterfeit cards. We support this provision. We have been
advised by various authorities that they were unable to prosecute
persons possessipq numerous counterfeit cards since the evidence
was insufficient to charge the perpetrator with criminal conduct.
In each instance, the circumstances indicated that these’
individuals were involved in unlawful card trafficking rings.

Individuals who unknowingly possess counterfeit cards are

protécted by H.R.3622, since the legislation requires that they

1 uUnited States v. Callihan, 666 F. 234 422 (9th Cir. 1982)
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possess t
€h or more such cards and that such possession be with

fraudulent intent.

us . . .
ed in connection with counterfeit currency or securities ung
. er
Titl
e 18 (See for example 18 u.s.cC. 472, 480, 489 and 490,) ang
14 14

weé suoport the legislative effort to designate this type of card

possession as a crime.

I
n fact, we suqgest that a rebuttable Presumption of

fraud i i
uleiit intent be established whenever a Person possesses ten

Or more cards not issued in the

evidence as ".,.evi
-evidence drawn by human experience from the

’

a . .
ccording to the éxperience of manking of their more or less

universal connection,.,." 1 i
o Surely, if a person is apprehended with

ten or more i i i
cards nct issued in his name or in the name of another

I

erson i
P who has authorized such possession, it can be inferred that

the o i
. erson intends to use the cards for an unlawful purpose

In t :
he absence of such & presumption, prosecutors have f
advised us that it will i
c i ‘
ontinue to be extremely'dlfficult to f

brin i i
9 Possession cases to trial. Thus, many criminals will take

advanta i
ge of the fact that their criminal intent cannot be pProven

and will continue to traffic in counterfeit cards The

res i i
Presumption merely requires the defendant to explain the circum
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stances behind his possession of ten or more cards iséued in the
names of others. One must balance the ease. with which a
legitimate cardholder can explain such possession against the .
formidable barriers which prosecutors have to.overcome in proving
a defendant's intent. For the foregoing reasons we find it
compelling to adopt such a presumption.

There are several other deficiencies in the existing federal
law which need to be corrected and which are addressed in
H.R.3622., Specifically, H.R.3622 responds to the concerns raised
by law enforcement officials that the minimum dollar amount which
triggers liability in the law may be technically interpreted -as
applying to each card used, rather than to the person or persons
participating in a conspiratoriél ring. We support H.R.3622
because it would properly clarify that these dollar value tests
can be met by looking to one or more persons using one or more
cards in one or more transactions. As a result, a person could
not -escape conviction if, for example, he used 100 different
counterfeit cards to make purchases of $10,000, but purchased
qoods worth less than $100 with each individual card.

Under H.R.3622 Section 2(d)(1) of new Sections 137 and 134,
as amended, would define the term "payment device" to include
credit cards, debit cards, account numbers, codes or other means
of account access. We approve of this definition of payment »
device since curtailing the misuse of debit cards and other means

of access to accounts is vitally important to preserving the
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integrity of our nation's payment system which increasingly
involves the use of such devices.

Whenever there are deficiencies in criminal laws, technical
barriers to prosecution are provided and criminals who might
otherwise be convicted are released on "technicalities.ﬁ The
public is then the loser. It is therefore important for the card
crime laws to be drawn as broadly as constitutionally permissible
in order to provide Prosecutors with the necessary tools with
which to prosecute offenders. Without solid criminal statutes
with which to prosecute offenders, it is apparent to us that
industry efforts to control criminal fraud card activity will be
undermined. Clearly, in the fight against such criminal activity,
it is important for both industry and government law enforcement
officials to be armed with a Congressional directive that
fraudulent card account activities are a criminal affront against
consumers, institutions and society at large and shall not be
tolerated.

On behalf of MasterCard International, I want to thank you
for the opportunity to express our views. I wil1 be pleased to
answer any questions you might have. Again, thank you for the

cooperative efforts of the Subcommittee and its staff.
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APPENDIX A
Fraud Percent Change

InCrease

Countegffeit

Base 1973

Gross Dollar

$12,148

Base 1973 - $37780,000

Volume

Bagse 1973 = $7,871..82G,000
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Fraud Losses Reported

ig;g $ 12,569,290°
1981 § 19,041,897
1082 $ 25,817,918
§ 45,613,550
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Counterfeit Losses Reported

172,143
839,379
306,148
337,354
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Chairman ANNUNzIO. Our next witnéss represents the American
Bankers Association. We have  had many witnesses from the
American Bankers Association before thls commlttee but never one
as charming as Ms. McLaughlin.

' We appreciate your being here this morning. We don’t want you
to feel that your gender-was last, you know, and the machos first,
and all that kind of stuff, because I like savihg the best for the last.

- Your statement will be made, without objection, a part of the
record and you can ‘proceed in your own manner to summarlze

STATEMENT OF SANDRA J. McLAUGHLIN SENIOR VICE PRESI-
DENT, MELLON BANK, PITTSBURGH, I'A., REPRESENTING THE
- AMERICAN BANKERS ASSOCIATION

Ms. McLaAugHLIN. I thank you very much.

Mr. Chairman and members of the subcommittee, my name is
Sandra J. McLaughlin, senior vice president, Mellon Bank in Pitts-
burgh, Pa. I am here today representing the American Bankers As-
sociation in my capacity as vice chiairman of the association’s bank
card division.

I am going to summarize the points in my written statement, but
in deference to the demanding schedule of the chairman and mem-
bers of the subcommittee today I will certainly attempt to be brief.

The association membership consists of over 90 percent of the ap-
proximately 14,500 full service banks in this country. The com-
bined assets of our nearly 13,000 member banks represents approxi-
mately 95 percent of the 1ndustry total. Some 90 percent of our
members can be described as commumty banks having assets of
$100 million or less.

Our association welcomes the opportunity to present our com-
ments on the problems associated with card fraud and counterfeit-
ing. We have become increasingly concerned with this issue. Ten
years ago fraud losses in the bank card industry were not sufficient
to cause great concern. However, in the last few years fraud losses
have grown at a geometric rate. The combined losses of the VISA
and MasterCard 'systems over the past 10 years have grown from a
combined $11 7 million in 1972 to $125.8 million in 1982—-over a
1,000-percent increase in just a decade.

We are particularly concerned about the ¢ounterfeit and altered
card losses. For the MasterCard and VISA systems, these losses
have increased from a relatlvely minor $17 5,000 in 1978 to ‘niore
than $25 million in 1982. :

We very much commend your efforts, Mr. Chalrman, in 1ntroduc—
ing H.R. 2885 and more recently H.R. 3622, and in holding a series
of hearings on this problem. We believe holdlng a series of hear-
ings has helped to educate the public, industry, and law enforce-
ment -agencies on this growing problem. We have appreciated the
opportunity of providing input to your subcommittee on H.R. 3622
and look forward to continuing that working relationship. Because

earlier testimony has clearly demonstrated the need for such legis-

lation I will not belabor that point. I will only support it by saying
that in spite of the industry’s best effort the criminal element will
also seek to be just one step ahead of the industry’s latest technol-
ogy or security procedures or developments. - wl

]
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i i d legislation
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for State banking associations and other groups interested in spon-
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the use of banks in educating their particular communities.

I will provide the subcommittee with copies of
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Finally, together with MasterCard and VISA, the ABA task force
sponsored a major study of card-secure properties. Card-secure
properties are the physical aspects of the card that make counter-
feiting or alteration more difficult. This study, undertaken in the
fall of 1982 by Battelle Laboratories of Columbus, researched other
industries for applicable technology that could be utilized in th2
card industry. To date, over 100 technologies have been tested.
Some technologies were recommended for immediate implementa-
tion. Other promising technologies have been singled out for fur-
ther study. The ABA task force will be contacting, in the near
future, the manufacturers of the card-secure properties for field
testing of these newer technologies.

This effort has already resulted in many changes to be imple-
mented by the VISA and MasterCard systems. MasterCard and
VISA, for example, has announced plans to have all cards issued in
that system including new policies.

The industry has always been aware of the need to safeguard ac-
count numbers and has developed a number of techniques over the
years to do so. As fraud activity has increased, the industry has
become increasingly aware of this responsibility. New and in-
creased efforts to protect account information is also a major part
of the efforts of the ABA task force. Our seminars and manual on
fraud have, and continue to provide, banks with significant educa-
tional information on policies, procedures, and technologies that
should help protect account information from falling into the
hands of those who might use it illegally.

Our efforts will strive to educate banks, merchants, service
agents, and customers on how to protect this information. Since
card issuers are the primary victims of the fraud schemes, the ef-
forts must begin with the card issuer. But all parties, including
consumers, must assume their share of the responsibility.

Simple procedures now being suggested for all participants in the
system will help to eliminate much of the problem. For example,
banks and processors can restrict access to account information
and, in in-house activities, use only that portion of an account
number necessary to identify the account. Merchants can utilize
perforated carbons, carpbonless sales slips, and otherwise take pre-
cautions in disposing of carbons and duplicate sales slips. Credit bu-
reaus or other service agencies can also use a portion of the ac-
count number where possible. Consumers can be educated to safe-
guard account numbers and sales receipts. Unless the information
is safeguarded by each participant in the system, then the system
remains vulnerable to penetration by the criminal element.

Section 2 of H.R. 2885 and H.R. 3622 would legislate restrictions
on disclosure of account numbers. As you know, the banking indus-
try was very concerned with the approach of H.R. 2885 in this sec-
tion and, more specifically, with very restrictive exceptions to the
general disclosure prohibition.

QOur concern with the approach is that it is directed at financial
institutions and others who are already working, and have been for
some time, working to protect account information and who have a
strong self-interest in protecting that information.

We were also very concerned with the restrictive exceptions to
the general prohibition against account number disclosure. We
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viewed those restrictions as prohibiting 1:5.ay disclosures that are
necessary in the normal operations of card programs and other as-
pects of conducting husiness.

We sincerely appreciate your efforts and the efforts to the sub-
committee staff to alleviate these concerns. The list of exceptions
in H.R. 3622 addresses all major aspects of the card operations and
business functions we have identified.

There are, however, a number of fairly minecr technical matters
that need clarification in the bill or in the committee report accom-
panying a bill reported by the full committee. These concerns, are
set forth in appendix B to this testimony. We urge your considera-
tion of these problems.

We are also hopeful that this subcommittee will use every oppor-
tunity to express an intention to allow continued account number
disclosure in all aspects of the conduct of legitimate business activi-
ties. Such an expression, combined with the more complete list of
exceptions contained in H.R. 3622, would help alleviate our con-
cerns regarding compliance burdens associated with the overall ap-
proach of this portion of the bill.

In conclusion, Mr. Chairman, let me again thank you for your ef-

- forts to address these significant issues and for your willingness to
be responsive to our concerns. We look forward to working with
you and the subcommittee in securing passage of this important
legislation.

- [Ms. McLaughlin’s prepared statement on behalf of the American
Bankers Association, follows:]
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STATEMENT OF THE
AMERICAN BANKERS ASSOCIATION
BEFORE THE
SUBCOMMITTEE ON CONSUMER AFFAIRS AND COINAGE
HOUSE COMMITTEE ON BANKING, FINANCE, AND URBAN AFFAIRS
oN
CREDIT CARD FRAUD
JULY 27, 1983

Mr. Chairman and members of the Subcommittee, my name is Sandra J.
McLaughlin, Senior Vice President, Mellon Bank in pittsburgh, Pennsylvania.
I am répresenting the American Bankers Association in my capacity as vice
Chairman of the Association's Bank Card Division.

The Associat:ior? membership consists of over 90 percent of the
approximately 14,500 full service banks in this country. The combined
assets of our rearly 13,000 member banks represents approximately 95
percent of the industry total. Approximately 90 percent of our members can
be described as community banks having assets of $100 million or less.

C?ur Assocciation welcomes the opportunity to present our comments on
the problems associated with card fraud and counterfeiting. We have become
increasingly concerned with this issue. Ten years ago fraud losses in the
bank card industry were not sufficient to cause great concern. However, il:l
the last few yes~s fraud losses have grown at a geoametric rate. Attached
as Appendix A to this statement is a graph showing the combined lossés of
the VISA and Mastercard systems over the past ten years. The losses have
grown from a combined $11.7 million in 1972 to $125.8 million in 1982 —

over a 1,000 percent increase.
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We are particularly concerned about the counterfeit and altered card
losses. For the MasterCard and VISA systems, these losses have increased
from a relatively minor $175,000 in 1978 to more than $25,000,000 in 1982,
when these losses are aggregated with the losses involved in private label
bénk cards, retail cards, gasoline cards, and travel and entertaimment
cards, it is clear that the country is faced with major criminal activity
that cannot be ignored.

We_commend your efforts, Mr. Chaimman, in introducing H.R.2885 and
more recently, H.R.3622 and in holding hearings on this problem, Simply
holding a series of hearings has helped to educate the public, industry and
law enforcement agencies on this growing problem. We have appreciated the
opportunity of providing input to your Subcommittee on H.R.3622 and look
forward to continuing that working relationship.

Need for Legislation

We are hopeful that the efforts of the industry which are described
below should help to substantially reduce the current fraud and
counterfeiting activities., However, in spite of the industry's best
effert, the criminal element will always seek to be just one step ahead of
the industry's latest technology or security procedures. As our methods
for detecting and eliminating fraud become more sophisticated, so do the
oriminal activities designed to beat the system, Effective law enforcement
is the only way to ultimately deter criminal activity.

As a result, the industry has detemmined to pursue some revisions of
the federal law in this area. In addition to the amendments, we are
discussing today; we are hopeful of obtaining some additions to the
Criminal Code (Title 18, U.S.C.). This effort to modernize the law and

focus attention on this growing problem would provide inwvestigators and
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prosecutors with an additional statute aimed at card fraud, We view this
revision as one part of the comprehensive law enforcement efforts which
will be necessary to deal with this problem on a long term basis. We are
and will be .discussing these proposals with the Judiciary Committeeg in
both the Senate and House.

At the same time, we feel that amendments to the 'I‘Euth in Lehding law
and/or the Electronic Furds Transfer Act are vitally needed to £ill some
obvious and immediate gaps in the current federal legislation contained in
Title 15.

In recent years the empkfasis in criminal activity has shifted away
from taking advantage of isolated lost and stolen cards to the more
organ‘ized criminal activities involving alteration and counterfeiting of
cards. Unlike fraud committed with the use of lost or stolen cards, the
schemes involving counterfeit or altered cards rely heavily on the use of
valid account numbers. As a fesult, the trafficking in account numbers has
increased dramatically. For example ¢ account numbers are used in collusive
merchant's schemes where valid account numbevs are embossed on white B

plastic and used to imprint sales slips.

o e

In spite of this and other counterfeiting schemes using primarily

‘account numbers and not cards themselves as the means for fraudulent :

activity, the Truth in Lending law is not clear that misuse of these

account numbers constitutes credit card fraud. At least ohe court has held

that fraudulent use of an account number did not constitute the illegal use

of a "credit card". . i
An additiocnal enforcement problem has been raised in connection with

the $1,000 limit contained in several of the subsections of Section 134 of

the Truth in fending law and Section 916 of the Electronic Funds Transfer



haash . wllh ol ol

272

Act. Those subsections reguire that a.minimum of $1,000 in money, gocds or

services be obtained within a one year period to create a crime punishable

L under the federal law. Case law is not yet clear whether these subsections

require that the prosecutor show only that $1,000 in value has been
obtained using card fraud or whether the prosecutor must show that $},000
was obtained with a particular counterfeit, lost, or stolen card.

Section 3 of H.R.2885 addresses these two concerns in a very
satisfactory manner and; in addition, makes possession-of counterfeit,
lost, or stolen cards a federal crime where thfe requisite fraudulent intent
is pre.sent and a nexus with interstate commerce exists. Consequently, we
urge the Subcommittee to move forward with this legislation as quickly as
possible,

Industry Efforts

The industry recognizes that more criminal 1egi‘slation is not a
complete answer to the current:problems and the problems we will face in
the future. 1Indeed, legislation may  represent only a small part of the
solution. A large part of the respons'ibilityrfor counterfeiting prevention
falls on the industry.

In February of 1982, the Association formed a Task Force on Bank Card
Fraud under the auspices of -the Bank Card Division, in an attempt to
develop a comprehensive. analysis of the growing counterfeit and alteration
problems. Working closely with vISA and MasterCard, we have developed what
we believe to be an effective industry program to focus on this problem and
take necessary corrective measures within the industry. The Task Force's

efforts can be divided into four categories,
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Firsf, the Task Force has récommended a number of changes' in policies,
procedures, and practices to the ‘two major card association (VISK and
MasterCard) . These changes have been implemented or are being implemented
by the associations and the card issuing banks in a timely ard thoughtful
manner. These changes include the following:

o Senior management and governing boards of the associations have made
major commitments to address the issue on a long term basis.

© The number and quality of security personnel at both associations
has been notably increased. The major card issuing banks have also
made major increases in security personnel.

o Both associations have committed to incorporate new card secure
properties to deter counterfeiting, . .

O New systems such as cancelled or fraudulent merchant indexes and.
counterfeit reporting systems are being implemented.

o New policies to safeguard numbers and materials during card
‘manufacturing, card embossing, and card transportation services have
been or are being implemented.

o Rewards for the recovery of altered or counterfeit cards at point of
sale have been implemented or increased. : '

o Portions of VISA's card recovery bulletin and MasterCard's
restricted card list are being used to educate merchants on this
problem, : :

o Communication and education efforts have been initiated with banks,
enforcement: agencies, and merchants and between the two
associatisns, ; e

Seecond, the Task Force has developed a comprehensive Card Fraud

Manual; a copy of which has been provided to ‘the Subcommittee. ' This manual
is designed for banks as a manager's guide for developing a comprehensive
fraud prevention and control 'prdgr:an. The manual provides guidelines for
dealing with card manufacturers, guidelines for protecting account
information, procedure$ and polisies for staff training, procedures for
merchant training, educational material for the corsumer, and other useful

guidelines for comprehensive fraund prevention, .+ - i

-
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Third, on June 10, 1983, ABA sponséred a successful national Card
Praud Management Seminar. This seminar was teleconferenced live to sites
in five cities: New York, Atlanta, Dallas, Chicago, and San PFrancisco.
This program is now being made available on tape for state banking
associations and other groups interested in sponsoring fraud seminars.,

Finally, together with MasterCard and VISA, the ABA Task Force
sponsored a major study of card secure properties. Card secufe properties
are the physical aspects of the card that make counterfeiting or alteration
more difficult. This study, undertaken in the fall of 1982 by Battelle
Laboratories of Columbus, researched other industries for applicable
technology that could be utilized in the card industry. To date, over 100
technologies have been tested. Some technologies were recommended for
immediate implementation. Other promising technologies have been singled
out for further study. The ABA Task Force will be contacting, in the near
future, the manufacturers of the card secure properties for "field testing"
of these additional technologies.

this effort has already resulted in many changes to be implemented by
the VISA and MasterCard systems. MasterCard, for example, has announced

plans to have all cards issued in that system include holograms, fine line

.printing and ultra violet inks. VISA is undertaking a canprehensive review

of the technologies involved in the Battelle study with a commitment to
incorporate the best in the new VISA card.

Safequarding the Account Number

The industry has always been aware of the need to safeguard account

numbers and has developed a number of techniques over the years to do so.

As fraud activity has increased, the industry has bécamg increasingly aware

of this responsibility. New and increased efforts to protect account
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information is also a major part of the efforts of the ABA Task Force. Our
seminars and manual on fraud have and continue to provide banks with
significant educational information on policies, procedures, and
technologies that should help protect account information from falling into
the hands of those who might use it illegally.
Our efforts will strive to educate banks, merchants, service agents,
and customers on how to protect this information. Since card issuers are
the primary victims of the fraud schemes, the efforts must begin with the
card issuer. But all parties, including consumers, must assume their share
of the responsibility.
Simple procedures now being suggested for all participants in the
system will help to eliminate much of the problem. For example, banks and
processors can restrict access to account information and, in in-house
activities, use only that portion of an account number necessary to
identify the account. Merchants can utilize perforated carbons,; carbonless
sales slips and otherwise take precautions in disposing of carbons and
duplicate sales slips. Credit bureaus or other service agencies can use be
only a portion of the account number where possible. Consumers can be
educated to safeguard account numbers and sales receipts. Unless the
information is safeguarded by each participant, the. system is vulnerable to
penetration by the criminal element.
Section 2 of H.R.2885 and H.R.3622 would legislate restrictions on
disclosure of account numbers. As you know, the banking industry was very
concerned with the approach of H.R.2885 in this section and, more

specifically with very restrictive exceptions to the general disclosure

prohibition.

i
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our concern with the approach is that it is directed at financial
institutions and others who are already working to protect account
information and who have a strong self interest in protecting that
information. As you know, the consumers liability for fraud loss under
Truth in Lending is limited to $50. The card issuing institution generally
must bear any loss exceeding this amount and, indeed, generally bears the
$50 loss as well for purposes of maintaining customer confidence and
goodwill.

We were also very concerned with the restrictive exceptions to the
generai prohibition against account number disclosure. We viewed those
restrictions as prohibiting many disclosures that are necessary in the
normal operations of card programs and other aspects of conducting
business.

We sincerely appreciate your efforts and the efforts of the
Subcommittee staff to alleviate this concern. The list of exceptions in
H.R. 3622 addresses all major aspects of the card operations and business
functions we have identified.

There are, however, a number of minor technical matters that need
clarification in the bill or in the Committee report accompanying a bill
reported by the full Committee. These concerns, are set forth in Appendix
B to this testimony. We urge your consideration of these problems. We may
also bring additional concerns to your attention as they are raised in
response to the new bill as it is reviewed by our members.,

We are also hopeful that this Subcommittee will use every opportunity
to express an intention to allow continued account number disclosure in all
aspects of the conduct of legitimate business activities. Such an
syxpression; combined with the more complete list of exceptioni; contained in
H.R.3622, would help alleviate our concerns regarding compliance burdens
associated with the overall approach of this portion of the bill.

In conclusion, Mr. Chairman, let me again thank you for your efforts
to address these significant issues and for your willingness to be
responsive to our concerns. We look forward to working with you and the

Subcommittee in securing passage of this important legislation.
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Appendix B

Following are suggested areas of needed or desirable clarifications

concerning Section 2 of H.R.3622.

i ver
(1) card issuance. subsection (a) (1) oﬁ-new.sect(::;.lc:’gslf;"l7 ikég:%d co
disclosure of account numbers for purposes of 1ssu1r}gth A o third
nt devices. (ften major issuers subcont:.ract wi e O ard
b ] ursuan;: to security procedures rqulred by t1.1e appd Exa e
e R T ket D pudgh vt
2:211222 ﬁ:?::éaigdsxégheciigg ](.i)sﬁ) and should be appropriately included.

(2) Check guarantee and check identificatior;é olég::eﬁzedthai; fit
iti i umbers a )
within the definition of payment device n TS e hants and s in

: s or ;
connection with check guarantee programs ot BY ' Tl 4 as a credit

i i ks. Payment device nu ach

cashing and accepting cl}ec 1 e B stiation a ¢
umbe en disclosed in- connecti ) < in

giigeztionréfaziegel checks. Subsection (a) would allow some disclosure

connection with these functions and should clearly cover all such
disclosures.

(3) Customer service. Many major card issuers cqntracti‘gitf:nagurd
PR e e auston prixid? ggztg:e‘:uigr\;éz; a?é?li?;\g, practices,
swering customer inquirles it . Lee
izgﬁi glﬁcesg(or available credit), prov;dmg cop;aﬁozg gk;a;?:zlen s,
iesolving pilling errors, or receiving notification of o e have
cards. In providing these services, the custamer ;;w;ce ag ‘
acées.;. to account information including account numbders.

Many of these services are connect;eg gith ugeenéitci:s;s] ?;?%3?:6 ‘J;ite:sderi;n
i . Others may be cover y subs ) (3) . .
zﬁzzcgtgéaﬁz(]é)ewicé is not specifically mentioned, its inclusion in th

enumerated exceptions should be clarified.

. i s in
(4) Internal functions. Subsection (a) (3). would gl):zgegiiﬁgggz
onnection with the management, operation, or other actlvz.Lme it
ielated in the internal functioning of a business. We 2<sa§na1 et el
provision is intended to cover such operatéionisigeagegices L o e
i the contracting of ou . :
::33&:2 gl;‘.!eacrolgii}ixggoﬁouse. For example, while disclosure directly to

parties engaged in the sale of services or products to cardholders would

i 1e to receive materials from

itted, a card issuer should be egb o

Zighbepagi?gt:id’then contract with a mailing house to prepare a mailing
that goes directly to consumers.

ities, The temm governmental e(\titles in
R Gov;armrrgenntzl erslgx;tengsari’gication. This subsection Shoulcri\t-_t: ALl
SUbse'i'F;gntéccove); all federal, state, local, and fore@gn goverret;l\ial ;
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, (6) Application to deposit accounts. The application of new section
137 to deposit accounts and the check collection system should be
clarified. A checking account number may fit the definition of a "payment
device number" depending on how it can be used.

(7) Encryptions. After the passage of this bill, credit reports will
- no longer be able to routinely include account numbers. However, in this
.situation and in many other situations, a person may desire to utilize a
number that is a substitute for the number. This substitute number may be
~derived in a number of different ways. Same of the digits may be collapsed
or eliminated. A formula may be applied to convert each digit to a
different digit. Some or all of the digits may be converted to letters.
These eficrypted or coded numbers may not be generally used to obtain goods
or services or to transfer or obtain money.

The definition of "payment device number® should be clarified to
exclude these numbers.

(8) Apparent or implied authority. The definition of "holder" should
.be clarified to insure that authorization by a holder to use a payment
device can be actual, apparent, or implied authority.

Chairman ANNuUNzIo. Thank you very much for an excellent
statement. This is one of the good days where the American Bank-
ers Association and I are in full agreement.

Ms. McLauGHLIN. It is a pleasure, Mr. Chairman.

Chairman ANNUNzIO. Thank you very much.

Mr. Kelleher, during the hearings on the operation of Credit
Marketing, Inc., we heard testimony about how one department
store in that community sold. 75,000 credit card slips for 6 cents
each to CMI which then used these numbers to bill consumers for
either $49 or $99 for a credit card protection service.

Do you believe that the department store acted prudently in sell-
ing those slips?

Mr. KeLLEHER. Certainly not, Mr. Chairman. I welcome the re-
strictions that will be placed by this law on such activity. In addi-
tion, I would like to make comment regarding Department of Jus-
tice’s position this morning, the reduction of the requirement for
the possession of credit cards from 10 to 5 fraudulent cards as
being sufficient for prosecutive purposes.

Chairman ANNUNzI0. From ten to five.

Mr. KeLLEHER. Ten to five is an excellent move because it does
make it much less complicated for the Department of Justice in
their actual productions of proof in these cases.

Chairman AnNunNzio. We appreciate your suggestion and your
snnnort

upport,

In your statement you referred to seven slayings, killings, that
were connected with credit card fraud. Are you aware of other in-
stances of credit card related violence, beatings?

Mr. KeLLEHER. Not anything that I could take to court right
now, Mr. Chairman. But in each area where we have seen a high
degree of credit card fraud activity, mainly those in the Northeast
area of the United States and in southeast Florida, the environ-
ment is accompanied by violence. There is so much profit in this
industry, the criminal side of the industry, that they compete with
each other to the point where they make it barely profitable for
the legitimate side of the industry.

o
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Chairman ANNuUNzIO. I know that you agree with me that one of
the reasons that the counterfeiting is flourishing is the fact that
the public doesn’t connect a credit card criminal with a violent

crime.
Mr. KeLLEHER. That is correct.
Chairman ANNUNzIO. In other words, they have this card, they

go in, they make a purchase. They get out and the public says,
well, they got away with something, you see.

Mr. KELLEHER. Yes. .
Chairman ANwNUNzIO. Like the criminal that appeared before

this subcommittee, he says we are happy to do that. We get a slap
on the wrist. We get a peaceful rest for 30 days on some occasion,
but we don’t serve any hard time, you see. What we have got to all
do is try to make the public aware that we are dealing with a prob-
lem that creates beatings and creates crime, that they do have
guns, you see. An individual that goes out, as you know, and holds
up a bank, he has a shotgun or machinegun or something, you see.
He gets away with, or if he gets caught, with $15,000 to $20,000. He
is a bank robber, and he might get 5 to 10 years in jail. But there is
a thief that is taking $5,000 or $10,000 per day. If he gets caught
and he goes before a judge, he gets a slap on the wrist.

Mr. KeLLEHER. In support of your position, Mr. Chairman, we
find that the collusive merchant who represents a very, very small
number of merchants in our total system actually supports the
work of 150 to 200 card thieves that are going out doing just as you
say, stealing and robking these things from innocent citizens. It is
much the same as the way a drug dealer supports the habit of a
bunch of drug users. In this situation the collusive merchant who
knows the system and knows how to defeat it supports the activity
of these credit card thieves and those who would counterfeit num-
bers, and when it becomes that profitable a business for the thief,
you know there is going to be a lot of competition.

Chairman AnNUNzio. Thank you.

Mr. Paul is recognized for 5 minutes.

Mr. PauL. Thank you, Mr. Chairman.
I would like to welcome the panel here this morning, particular-

ly Mr. Kurth from Houston. It is nice to have you here. I would
like to start first with a brief question to Mr. Kurth.

Could this bill pose any problems in complying with the Fair
Credit Reporting Act that you know of?

Mr. KurTH. First of all, let me say that we support the objectives
of the bill, but we do have a concern with section 137. Second, it
would appear that under section 611 of the Fair Credit Reporting
Act we might have difficulty reverifying the information unless
that particular statement were amended to add after the word
“holder” and between the word ”of”’ that it would be permissible to
expose the device—so they can disclose that account number to
verify it.

There is one other aspect of the legislation that does not perhaps
directly relate to the Fair Credit Reporting Act, but does concern
us in that we think we need more information. Obviously the
credit reporting industry is in the marketplace to bring the custom-
er and credit grantor together. To the extent credit grantors pres-
ently use account numbers to clear direct—to call to get more cur-
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rent information than what is contained in the credit report—per-

haps the method fo idi e s
may not work a harcll‘sﬁ{;"ldlng for individual certification may or

r. Neumann, credit grantors dir i
’ lann, cre ect check with
ls)ggllg ?opiil}gggf;latbhlzsb gs the account number elssen‘t{iIaSlAfo(;nisitffr?g.
this bill hraeufy £ proc:sssl‘l?mer Who 1s being inquired about? Will

Mr. NEUMANN. The system itself does not grant credit to a card

Mr. PAUL. Those are the op] j
T nly questions I have.
Il&r. poan NUNzI0. Thank you, Mr. Paul.
r. VENTO. Thank you, Mr. Chaj
I was pleased to note in alr “all of
. : most all of the testimon ' i
opv! 01;112153; :r;t?r}gccg}cﬁ;gd?f%ai%gregsive %rggrams toof:lrb; tﬁaggilleg&gtﬁ
( . crime. Obviously I 't thi
could begin to write laws that would in e,ssenceykee%oghgs%lllgli{n:sr:

I suppose credit ca ds j !
abroad that they do ﬁeseJ.USt don’t represent the volume of business

r. NEUMANN. On an internatio )

. nal scope we h ;
ion card ldrs thoughous T S AL 1% over 90 i
States Howéva out 96 percent of that takes place in the Uniigd
stance. ang o eg, many of the cards that are counterfeited, for i
foreigr; cou tSf? n the United States are copies of cards is’sued 1;1
considerabl(;1 ggsﬁlﬁogf 1rz:ls(;c§nce€hin venezuela, banks have lost g
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Mr. NeumaNN. That is correct.

Mr. VenTo. Mr. Kelleher, you referred to the fact that some mer-
chants are actually in collusion with people that are using credit
cards fraudulently. Can’t the credit card company, whether it is
MasterCard or VISA or anyone, just pull that particular credit,
that particular service out of that merchant’s hands? I mean it
Sﬁems to me if that were occurring frequently that they could do
that.

Mr. KeLLEHER. Yes, Mr. Vento, through a fraud reporting system
that we are operating at MasterCard, if there are sufficient trans-
actions which are properly reported by our members, we can iden-
tify certain hot-spots where a great number of counterfeit transac-
tions are taking place. Then through our own analysis of the
member records, determine if in fact the merchant knew or should
have known the transactions were fraud. We do this in Sting oper-
ations, also. When it looks like there is obvious criminal activity
we will support the activities of prosecutors and investigators, such
as Mr. Siegel that was here this morning, in their work against the
merchants.

We can identify these merchants, and have recently changed our
internal operating rules to allow us to conduct audits and to de-
clare a merchant as being culpably involved in being excessive
fraud, and to charge back activities against him. But the process
now is such that we have to introduce within—internally as many
safeguards as we can—that will enable us to identify these people
clearly. And then support State and local prosecution or Federal
prosecution if the bill passes as it is proposed. This bill will offer
oppOftunities for offers of proof that will enable us to convict these
people. .

Mr. VEnTO. Mr. Kurth, do you keep records also of the mer-
chants that have a problem? In other words, if I have a Diner’s
franchise and I decide to put it into a restaurant or extend that to
a certain merchant, could I find out that they had a problem, that
that merchant had a record or history of problems with Master-
Card or VISA through an agency such as yours?

Mr. KurTtH. Certainly members of our association would want to
work closely with the card issuer. In most cases the members of the
credit bureau would be issuing their own credit cards or alsa, in
addition, perhaps, accepting the travel and entertainment card. If
there are known cases of something we suspected, certainly the
bureau would want to work closely with its customer.

Mr. VENTO. That information is available, there is network and
that obviously has to be improved as the volume and concern in-
creases.

Thank you, Mr. Chairman. Thank you, gentlemen.

Chairman ANNUNzIO. Thank you, Mr. Vento.

Mr. Prins has one question.

Mr. Prins. Thank you, Mr. Chairman.

‘I would like to explore one area. Perhaps the two panel members
that would be most knowledgeable in this would be Mr. Kurth and
Ms. McLaughlin. That has to do with the direct checking or the ob-
taining of a credit card number for a legitimate purpose.

Do you recall when the legislation was originally drafted, we
didn’t allow for any direct checking. In my experiences, in talking
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to people across the country, and I am sure you find this true
McLaughlin, there used to be a time in thsi’s country where ;%?1
wanted to know the credit history of someone, particularly in West-
ern Pennsylvania.

You were a mercl_lant, someone came in for credit. You said
where do you do business. Well, I do business with such and such.
You would pick up the phone and call such and such, and then
they would say, yes, he is good, bad, or whatever. '

We don’t do that much anymore, do we?

Ms. McLAuGHLIN. No. Certainly the incidence of direct check has
been reduced. It has been reduced by reason of the proliferation
not just of credit bureaus but of automated credit bureaus that
have the capability of handling large amounts of information from
diverse endpoints or from diverse creditors so that the reason for
direct checking, Mr. Prins, is not so frequent. But when it does
occur, it is typically, as I believe was pointed out earlier, it is typi-
cally very important to the extension of the credit in that particu-
lar situation.

_ Mr. Prins. Isn’t it also true that we don’t do a lot of direct check-
ing because of privacy laws that have been discussed. '

Ms. MCLAUGHQIN. Certainly the privacy laws gave rise to the ne-
cessity or convenience, if you will, for purposes of the easier admin-
istration, to centralize the control of the information in reservoirs
like credit bureaus. That is correct.

Mr. Prins. If T had a small business and I had a customer that
came into my bank and said, or my business, rather, and said that
they had a VISA or MasterCard with your bank, and I called your
b?.nk and said, this is the Prins Small Business Co. and I want to
give credit to this person.

Ms. McLAUGHLIN. Yes.

Mr. Prins. They say they have a Master or VISA card with you,
and I call your bank people, they aren’t going to tell me much, are
they, if anything? ’

Ms. MCLAUGIEILIN.' No, we are probably not going to tell you
much in that situation. We are, as are most major card issuers
members of the local credit bureau. One of the reasons we do that
is to handle all such inquiries. And because we don’t know the indi-
vidual calling, we have no way of proving that it is Mr. Prins of the
Prll\}lls I\i[)anufac%uring Co. calling. ;

- Mr. PriNs. Exactly. If it was even m
wouldn’t talk to me, x}frvould you? Y account, you probably

Ms. McLaucHLIN. We would talk to you, but we would do so by
asking you a piece of security information which only you could

owW. ‘

Mr. Prins. My dog’s name.

Ms. McLAUGHLIN. One we use at the Mellon Bank is mother’s
maiden name. We try to pick up a piece of information that is
gfl‘l}qute to the card holder. It might be your dog’s name, as a matter

act. '

Mr. Prins. 1 am not trying to bait you on this thing, but I am
trying to find out if we have corrected this problem. Now, I think
we have established, and Mr. Kurth, I don’t mean to avoid you,

thz}?t we really don’t do an awful lot of direct checking any more, do
we’ , ‘
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Mr. KurtH. To the extent that it is being done, Mr. Prins, I can’t
attest at this point. I do know that in some parts of the country
where credit grantors have asked that their account numbers be
truncated, where the full account number wouldn’t be displayed,
that in some instances they have asked that the bureaus discontin-
ue that practice because they are unable then to identify the ac-
count when they did get a direct inquiry.

We are in the process right now of communicating with all kinds
of credit grantor customers to find out to what extent this is being
done. Our concern is really for the consumer. Direct checking has
no revenue, has no impact as far as the bureaus are concerned.

Mr. Prins. Actually, it costs you business, doesn’t it?

Mr. KurtH. It might but that is the way it is. If the consumer is
turned down because of the credit reference and the credit grantor
says, hey, I can’t locate that account in the absence of the number,
it is the consumer that is going to be hurt by that.

Mr. Prins. That is why I am getting to the bottom line, and 1
apologize for weaving this thread. But the fact is that the legisla-
tion allows a number to be checked with written verification so
that we have an audit trail and Mr. Kelleher and Mr. Neumann’s
collusive merchants aren’t calling up to get these numbers. My
question then, doesn’t that kind of system where we provide for
direct checking, but we require that there be verification, doesn’t
that give you the out for those small areas, small numbers where
we do need direct checking?

Mr. Kurta. I think it does in many instances. Certainly in the
case of a collection account, certainly in the case of suspected
fraud. In those instances, a hard copy request is undoubtedly work-
able. The only concern we would have would be at the instance
that an individual has applied for credit, whether a credit grantor
who needs that account number to do that direct checking will ac-
tually go through the process of filling out a form and requesting
an account number for an authorized purpose.

In the absence of doing that they can deny the account. Yet that
individual may be very deserving of a credit card or loan.

Mr. Prins. Thank you, Mr. Chairman.

Mr. ANNunNzIo. Thank you. I want to instruct the staff that the
members have a number of questions they want to ask all of the
witnesses. I want to instruct staff to assemble these questions and
mail them to the witnesses today and that the record be kept open
so the answers to these questions can be made part of the record.

I want to thank all of the panel members for being here this
morning. Your testimony has been invaluable. The give and take
z2ssion this morning between the panel and the congressional sub-
committee is going to aid us considerably in getting out a good
piece of legislation.

The legislation is now on the road to hopefully being adopted.
This morning the subcommittee will probably pass out the legisla-
tion. It will be referred te the full committee. I see no problems in
the full committee. Just as soon as we get approval from. the full
committee which will be some time after Labor Day when we come
back, I will go to the floor of the House with the legislation. My
batting record being what it is on most of the legislation which
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comes out of my subcommittee, I reall l
. ,- y foresee no i
I ql?hgg;{l?g’l 3‘1;}; Proble}rlnsf I am going to ¢all on yoé) I%(())}x)'l}elreﬁ; But if
. Yy muc or you : . c,
and )}.’:)ur excellent cooperation}.’ I ;nf)gzl‘:;f?lsmmony this morning,
_ ereupon, at 11:33 a.m., th o !
reconvene subject to the aul her ﬁesgg:?;ﬁmlttee was adjourned, to

[The following state :
inclusion in thegrecordlgents were received by the subcommittee for
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The Nation@l Retail Merchants Association is

- pleased to have this opportunity to present its views on

H.R. 2885, the Credit Card Protection Act, and to address
the quespion of what legislative action should‘be taken in
the area of credit card fraud.

The National Retail Merchants Association (NRMR) is
a not-for-profit organization devoted to research and

“

education in general merchandise retailing. NRMA

represents approximately 45,000 stores in the United ’

States, distributing about $150 billion annually in goods ;
and services to the American consumer. NRMA's members ?
rangewfrom the largest cha?n and department stores and mass E
merchandisers. to sﬁall specialty shops and independents.
Virtually all of NRMA'S members operate their‘ch . E
proprietary creditlcard systems and/or accept third party |
creditycard§‘that are issued by. financial institutions and
companies that issue travel,and entertainment cards. 1In
view of the fact that over 50% of our-members' sales are
made by means of credit cards, we are vitally concerned ,
-w*eh—ehe—1ssue—ef—eredtt-card—frand—and~reiate&—practxces*"‘—‘
such as the use of ac *count numbers to obtain goods and
services without the customer's authorizatioq.

Over a decade ago, Congress degided tg allocate the

risk of loss from fraudulent transactions by means of a o ;

e o

&
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credit card to the credit card iésuéf. Thus, pursuant to
section 133 of the Truth-in-Lending Act, as a general rule
the cardholder has no liabiiity for unauthorized use of a
credit card or, under limited circumstances, the liability
can amount to no more than $50 per card. We dé not
advocate éhanging éhis allocation of risk because, on
balance, we reéégn%ze that to do otherwise could subject
consumers to poééntially crippling financial losses. Even
negligent consumers are protébted‘from substantial ecornomic
loss, although all consumers ultimately pay for credit card
fraud as a component of the cost of credit and the cost of
goods and services. This system also makes practical sense
because it carries a built-in incentive for credit card
issuers to strive to reduce fraud losses. While that
effort is being made on several fromts, the recent in-
creases in the amount of credit-related fraud is alavming.
During the May 18, 1983 hearing on this issue
before the Senate Subcommittee on Consumar Affairs of the
Senate Banking Committee, it was well documented that
beginning around 1980 the bank card industry began to
__éxpe:iencena_t;emendous_increase_in_the_incidencg_andw_;________
amount of credit-related fraud, as well as a significant -
shift in the nature of this fraudulent activity. Data was
submitted‘by VISA U.S.A. Inc., MasterCard International
Incorporated and the American Bankers Associatioh

documenting that in the bank credit card industry alone

v
¢ -

T e

P et

g,

KANGIE R e

g

g e

o
e -

289

losses due Ep fraudulent use of'credit cards rose from
approximately $11 million in.1972 to over $125 million in
1982 - over a 1,000% increase. While the limited data

available to us indicates that the amount of credit card

. fraud involving retailers' proprietary systems is not

substantial in relation to total credit sales (undér one-
tenth of cone percent), retailers are concerned about the
increase in bank credit ca;d fraud. This is because while,
as noted, some of the cost is'uitimately passed on to the
consumer, the-merchant is subjected to an increase in costs
initially.by paying more in discount fees to issuers of
third party cards. In addition, depending upon the
contract between the merchant and‘the bank‘card issuer, the
merchant does bear.certain fraud losses directly. For
example, merchants accepting mail orderé charged to third
party cards are often charged back for fraudulent orders.
Thus, we heartily endorse this Subcommittee's efforts to
find solutions to -the mounting problem of credit-related:
fraud. For the reasons set forth below, however, we cannot
support H.R. 2885 in its present form.

___m____NRMA_be¢¢eves~that_a—numbex;of_steps_shoﬁld_ba_w_ —

taken to address .ue problem of credit-related fraud, some

e v g

of which are bei.., undertaken by the industry at the
present time. Fu. example, associations representing bank
card issuers are taking steps to control fraud by changing

the physical properties of the credit card itself. The
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credit card is being redesigned to centain a number of
anti-counterfeiting features such as fine line printing,
ultraviolet ink printing, and a unigue hologram covering
part of the embossed account humber. Among other things,
these steps will make alteration of the embossed account
number digits harder to accomplish and easier to detect.
The bank card industry is working to reprogram
authorization systems to enable those participating in the
systems to better identify cerdholders at the point of |
sale. Also, bank card issuers have added a provision to
their operating rules which prohibit a merchant from
providing, seli..y ur exchanging account number
information, in auy medium, to any other party unless
connected with uuc merchant's legitimate bank card
business. Thes. .4 other steps are being taken by the
industry in an cZZzit to reduct current credit card fraud
activities.

NRMA's members are continuing their efforts to
develop ways to iﬁprove their own point-of-sale
authorization syséems and the properties of the credit
cards issued inmt%eir—preprieta:y—systems—in—an_e££ort_to.
combat credit car& fraud. NRMA's members are aware of
their responsibility to'safeguard the account numbers of
their customers and ‘they currently take steps to restrict
access to account information in a number of ways.

Merchants are to a greater‘extent using sales slips which

MM"’W—-»«
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do not involve the use of carbons andg they are taking

Precautions in disposing of duplicate sales slips. It is

essential, however, that merchants not be required to use

any one particular method of effectuatlng sales because of
the increased opcretlng costs that would thereby be
imposed. The difficulty of operating a small business
profitably today is well-known and need not be documented
here. NRMA is unalterably opposed to any legislation that
would have the direct or 1nd1rect effect of standardizing
the way in which credlt is extended, or the way in which
credit transactlons are written at the point of saie,
because of the additional costs that would thereby be
imposed upon the merchant.

NRMA does support legislation which is aimed
specifically at the criminal element that is responsible
for perpetrating cre tdit-related fraud. Specifically, NRMA
endorses the pProposal of the financial community, put forth
during the May 18, 1983 Senate hearing, to amend the
Truthsi

1n-Lend1ng Act and the Electronic Fund Transfer Act

to £ill certa]n gaps 1n that legislation. The Truth-ln-

'Lendxng~Aet~ts—not~eiear oﬂ—the~qaestien of—whethef-misase—————

of account numbers constitutes credlt,card fraud and at
least one court has held that fraudulent use of an account

number does not constltute the illegal use of a "credit

T
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card”.* This would be remedied by amending section 134 of
the Truth-in-Lending Act and section 916(c) of the
Electronic Fund Trénsfer Act to expand the definition of
"eredit card" and "deblt instrument," respectively. It is
not a crime to ccu;terfeit a credit card or to possess such
a card, even thoug& counterfeit cards in the hands of a )
thief can be esseniially equivalent to currency (the
counterfeiting of thch, of course, is illegal). Also, a
question has been raised in cbnnection with the §$1,000
limit that is contained in several of the subsections of
section 134 of the Truth~in-Lending Act and in section 916
of the Electronid Fund Transfer Act. These provisions
require that a minimum of $1,000 in money, goods, or
services be obtained within a one year period in order to
constitute a crime that is.punishable under the “federal
law. It is not clear whether these subse: iions require
that the government establish only that $l,000’in value has
been obtained by credit card fraud or whether the
government must sﬁow that $1,000 was'obtained with a
particular counterﬁeit, lost or stolen card. Arguably a
-person.could.use 20 different counterfeit cards o make .
aggregate purchases of $2,000 but escape liability because

no more than $100 was obtained by use of each card. Also,

we support the addition of new provisions (section 129 in

* United States v. Callihan, 666 F.2d4 422 (9th Cir.
1982).
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the Truth-in-Lending Act and section 922 in the Electronic
Fund Transfer act) making it illegal to traffic in account
numbers: “(a) with the intent to defraud any consumer or
other person; or (b) for any purpose other than a
legitimate business purpose involving the . . . account,
the [cardholders] [account holders], or the operation of
the . . . system."

The "legitimate business purpose" test has its
genesis in the federal Fair C&edit Reporting Act and, since

1970, has been successfully interpreted by administrative

agencies and the courts. It would serve the same function

here.

t

Therefoée, NRMA supports the Provisions recommended
by the financial community that would address these
problems (see attached Appendix B to the Statement of the
American Bankers Association presented to the Subcommittee
on Consumer Affairs, Committee on Banking, Housing and
Urban Affairs on May 18, 1983).

Given the interstate nature of today's evolving
nat10nw1de Payments system and the interstate nature of

~stgﬂtfteaﬂt—fraud—eases—~we—recogntze~that—thts—sttuatton~
may warrant a federal response. This is reinforced by the
fact that much of the recent increase in credit-related

fraud can be attributed to organized crime or, at least, to
a criminal element that is highly sophisticated. For these

reasons, we believe that Title 18 of the Criminal Code

22-222 0—83—-19
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should be revised to include a comprehensive proscription -
of credit-related ifraud. This will enab;e federal
enforcement authorities to deal effectively with interstatg
credit-related fraud, including the manufacturing,
counterfeiting or altering of credit cards and the
fraudulent use of payment devices such as debit cards.

We therefore recommend that the Judiciéry Committee
of both the House and Senate enact a new chapter to the
Criminal Code to address,fraua in an area where
sophisticated ériminals have to date developed ways to
circumvent the specific provisions of existing criminal
laws.

NRMA believes that the current sensitivity go
credit-related fraﬁd on the part of industfy and the
technological steps that are being taken to curb these
practices, coubled with the legislative actions described
above, provide the best solutions to this problem. We do
not believe that legislation which restricts the merchant's
ability to disclose account numbers to third parties in

business related activities is the way to combat credit-

‘ ; . H.R.2885 —
- retated--erime.—-For- this reason,—NRMA--OpPpOses H

-because that bill would amend the Truth-in-Lending Act by
adding a new section 137. This provision constitutes a
broad prohibitic. ayainst disclosure of account numbers,

with limited sgoii’ied exceptions.
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NRMA beliéves that the primary effect of the
proposed restrictibns on the ability of a merchant or other
credit card issuerfto disclose account numbers to a third
party would be to inhibit legitimate business activity.
The industry already has a strong incentive to protect its
customgrs' account nuﬁbers and,kas noted, currently is
working to improve its anti-fraud technology. 1In view of
the fact that consumers hgve essentially no liability for
fraud losses under the Truth-in—Lending Act, merchants and
other credit card issuers understand that ‘they must keep
credit card account numbers as confidential as possible.
The inﬂustry also has a self-interest in maintaining the
confidentiality of this important proprietary information
for competitive reasons. There are, however, a number of
areas in which account information must be disclosed in
connection with the legitiﬁate business needs of the

merchant. For example, account information and account

g - s

numbers are disclosed to institutions acting as merchant

banks for retailers, to independent authorization services

and to members of the Visa énd MasterCard system, to those
involved in processing sales sl#ps between banks and
merchants, to attorneys and third party debt'collectors in
cennection with the colléction of delinqueht accounts, to
credit bureaus and to other créditors in connection with
account verification, and in connection with‘the marketing

efforts that are vitally‘imporﬁant to merchants and other
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credit car% issue:s. Merchants may also disclose account
information to th%ir licensees, to companies engaged in
joint. ventures wigh'ﬁhe merchant, and to related companies
such as a subsidi&ry in order to provide the cardholder
with an opportunity to purchase new products or services.
These examples give some indication of the
complexity involved in specifying with completeness and
accuracy all of the legitimate business reasoné for the
communication of account infofmation. The importance of
the merchant's ability to use and communicate account
information for legitimate business purposes cannot be
overempﬁaéized. Any 1egislétive effort to list the
permissible uses Qf.account information, and to bar all
other uses, is frought with problems and, we believe, is
the wrong approacﬂ to fighting credit card frahd. Account
numbers are ﬁsed ip so many facets of the merchant's
legitimate busine;s that such legislation would inevitably

disrupt and unfalrly restrict the merchant's operatlons.

~ We are convxnced that the better approach is to close

loopholes in existing criminal statutes and, after careful
'study~by the Judiciary Committees of the House and Senate,
possibly enact new pro?isions to the Criminal Code to
combat the recent upsurgé in credit-related fraud.

In clésing, it is esseﬁtial that there be a clear
demarcation between legislation designed to restrict

criminal fraud activities and efforts to restrict account

3
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information by legitimate businesses. Any possible
problems in the latter area, such as the allegedly
excessive solxcxtatlons for a credit card reglstratxon
service that was experlenced in Florida recently, can and
should be addresseﬁ by working within the context of
existing laws. Subh‘activities are reprehensible, but they
should not be the basis for iﬁposing sweeping industry-wide
restrictions on the dissemination of account information by
credit card issuers. Legislétién should be directed at
those who transfer the information with intent to defraud
or for purposes other than legitimate business purposes.
While we support that kind of legislation, we are strongly
opposed to any legislation which would limit the
communication of account information for legitimate
business purposes.

NRMA commends the Suﬁcommittee fqr‘its concern with
the serious problem of credit card fraud and appreciates

the opportunity to express its views on this subject.
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The National Retail Merchants Association (NRMA)
STATEMENT . o . . R
and the American Retail Federation (ARF) are pleased to have this
OF

opportuniit‘y to present their views on H.R. 362'2, ‘The Credit

Card Protection Act, and to address the question of what

NATIONAL RETAIL MERCHANTS ASSOCIATION

P "

AND ,,. legislativé action should be taken in the area of credit ‘card
' : ! {5,‘ fraud. : ' AR
AMERICAN RETAIL FEDERATION ' R bt e, e e W A .
: ) " 'NRMA is a not-for-profit organization devoted
g t to research and éducation in general merchandise retailing.’
— ) BEFORE ’i NRMA represénts approximately 45,000 stores in the Unitéd °*
States;,dj:s;tx;ibuti'ng about $150 billion annually in éobds and
i services to the American consumer. 'NRM‘A's members fange“ﬂ
from the il’airgeé‘t:":c":hair{ and depafﬁmenﬁ ‘stores and mass
THE merchandisers to small specialty” shops and independents.
e ';Membershi’p in ARF is c/:'oﬁ'lp_;osed';primatily' of
) ‘state and national retail frade associations which, through
SUBCOMMITTEE ON CONSUMER AFFAIRS AND COINAGE L e el R T 77 T S R
' COMMITTEE ON BANKING, FINANCE AND URBAN AFFAIRS ‘ théir members, represent more than one million retail ;
UNITED STATES HOUSE OF REPRESENTATIVES | establishments. \ Sy S T SRS o
‘ ‘ ‘In view of the fact that ovér 50% of retailers' r
‘sales are made by means of credit caiis, we are vitally ‘
ON ‘ ! : concérned with the issue of credit caz? fraud and related | '
3 % : practices such as ‘the use of account ' whmbers to obtain
é’; goods and services without the customer's authorization. -
H.R. 3622 [ | et on Mav T8 e Pt id S TRNT
THE CREDIT CARD PROTECTION ACT - 'On May » 1983, ARF testi l?d at hearings on
credit card fraud before the Subcommittee on Consumer Affairs, 7
Senate Banking Committee." On June 14, 1983, NRMA sibmitted f
July 26, 1983 - o its statement for the record én H.R. 2885, the predecessor Al
1 ; -
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to H.R. 3622. Both NRMA and ARF continue to believe that
the bestvappréach is to limit any leéislation to the correction
of possible deficiencies in criminal provisions of federal
law in thefarea of credit-related fraud. We support such
legislative action, coupled with the steps being taken

by the credit card industry to improve the security of
account numbers and to change the physical‘properties of
credit cards, some of-which’were desg;ibgd in NRMA's June 14
statement. We appreciate the concern of the Subcqmmiﬁtee'
about'the possible misuse of account numbers. We cannot,
however, support H.R. 3622 in its preéent version.

- Retailers are aware of théir responsibility to
safeguatd(the account numbers of thei;.customers and they
currently take steps to restrict access to account informaﬁion
in a number of ways. Merchants are to a greater extent using
sales slip§ which do not involve the use of carbons and they
are taking precautions in disposing of duplicate sales slips.
It is essential, however, that merchanfs‘not be prevented

from giving account numbers to third narties under circumstances

- where necessary in connection with the legitimate business

transactions of the merchant. As NRMA pointed out in its
earljer statement, the "legitimate business purpose" test
has its genesis in the federal Fair Credit Repor#ing Act

and, since 1970, has been successfully interpreted by

. administrative agencies and the,courts. It would serve the

.same function in delineating the purpose»for which account
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numbers could be furnished to third persons.

NRMA and ARF believe that the primary effect of
the proposed restrictions on the ability of a merchant or
other credif card issuer to disciose account numbers to a third
party would be to inhibit legitimate business activity. The
industry already has a strong incentive to protect its
customers' account numbers and, as noted, currently is
working to improve its anti-fraud tecﬁnolégy. In view of'
the fact that consumers have esséntially no 1iability>for
fraud losses under the Truth-in-Lendiﬁg Act, merchants and
other credit card issuers understand that they musﬁ keep
credit card account humbérs as confidential as possible.
The industry also has a self-interest in maintaihing the
confidentiality of this important proprietary information
for competitive reasons. There are, hawever, a number of areas ;
in which account information must be disclosed in connection
with the legitimate business needs of the merchant, some
of which would be expreésly authorized by H.R. 3622 and some
of which would not be parmitted}yquch as when account i
numbers are furnished to third persons in connection with the %
marketing efforts that are vitally important to merchahts
and other credit card issuers. It is also not clear under the
terms of H.R. 3622 that merchants wohld be permitted to disclose

account information to their licensees, to companies engaged

in joint ventures with the merchant, and to related companies P

such as a subsidiary in order to provide the cardholder with

N R TR TR T
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an opportunity to purchase new prodhcts or services.

These examples éive some indication of the
complexity involved in specifying witb completeness and
accuracy all of the legitimate»busineés reasons for the
communication of éccount information. The importance of
the merchant's ability to use and communicate account infor-
mation for legitimate business purposes cannot be over-
emphasized. Any legislative effort tp list the permissible
uses of account information, and to bar all other uses,-is
fréught with problems. Account numbers are used in so many
facets of the merchant's legitimate business that such
legiélation would inevitably disrupt and unfairly,restricg
the merch;nt's operations. We are convinced that the better
approach, illustrated by S.»1555, is to pombat the recent
upsurge in credit-related fraud by closing loopholes in

existing criminal statutes. o

We recognize that H.R. 3622 has been redrafted in
an effort to.accommodate a number of legitimate business uses
of account numbers. This represents a cqnsiderable improve-
me;t\over the more restricp}ye language found in H.R. 2885.
UnforlQnately, the current version retains provisions which,
we belié@e, uhnecessarily restrict the flow of information
between related organizations or to third persons for legitimate

business purposes. If the intent of the legislation is to

prevent the transfer of account nuubers to third parties

ot
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-card, which is a purchase device.
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for purposes other than the legitimate business needs of
the transferor, such as‘the sale of bank card account numbers
to a third party, we would not object to language which is
limited to prohibiting such a practice.

Also, we recommend that any legislation amending
the Truth-in-Lending Act retain, to the extent feasible,‘
the Act's current terminology. Réfailersvare concerned
about blurring the distinction between credit cérd account
numbers and other types of account numbers which access,
for example, the consumer's asset account. Retailers maintain
that they should have the freedom to accept credit cards and,
if they choose, decline to accept debit cards. Because the
latter are'offered_by consumers as a substitute.for currency
or for checks, retailers object to the pricing system’
imposed by banks upon debit cards (i.e., a pefcentage
of the transaction amount rather than.a flat fee per trans-
actionj. Without expanding upon this issue here, we note
that we are extremely concerned about the introduction
of a new term, "payment device number", into the Truth-in-

Lending Act to describe an identifier used with a credit - ?

For the reasons explained above, NRMA and ARF

recommend that any federal legislation be limited to closing
loopholes in criminal provisions such as those embodied

in 8. 1555. If, however, the Subcommittee decides that the

&
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public interest requires restrictions upon the dissemination
of account numbers, We urge that 1anguagé be added to
accommodate the legitimate business needs of retailing.
Specificall?, we urge jncorporation of language to make it
clear that (a) the prohibited communication of account
numbers does not encompass subsidiaries, aivisions and
affiliates of the same company and (b) thi furnishing

of account nﬁmbers for a legitimate business purpose of

the transferor is not prohibited. Attached to this statement
is language which addresses these concerns within the
framework of the present bill.

NﬁMA and ARF commend the.Subcommittee for its
concern with'the serious problem of credit card fraud, as
well as withﬂ£he issue of access to customers'.account
numbers, and we appreciate the opportunity tb express our

views on these subjects.
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