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ABSTRACT

v

This is a descriptive research report on relationships
between private security and law enforcement conducted by
Hallcrest Systems, Incorporated under a grant by the National
Institute of Justice. The report describes the increasing role
of private security in the protection of America--their pro-
grams and resources, contribution to crime preventian, defi-
ciencies in security services and personnel, and interaction
with law enforcement agencies. The report reveals that primary
protection responsibility is shifting from the public to the
private sector, and that the private sector diverts signifi-
cant amounts of crime from the criminal justice system. The
private security resources of business, institutions,
government, and citizens--quards, alarm systems, investiga-
tors, armored cars, etc.—-exceed federal, state, and local law
enforcement expenditures and personnel.

Specific topics of discussion include profiles of securi-
ty program content, services and personnel; an assessment of
economic crime impact; police "moonlighting"” employment in
private security, response to false alarms and other problems
in police~security relationships; the impact of security
technology; and security education, training and regulatory
controls. Recommendations are made for more effective use of
private security and law enforcement resources to combat crime
and to relieve police agencies of their large workload of non-
crime-related calls for service.

Project research techniques used national and local
surveys and interviews of police and security managers and
employees, site studies in two urban counties, a literature
review, and an economic projection of private security
spending.
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Four volumes comprise the project report:

’ VOLUME I: CRIME AND PROTECTION RESOURCES
PREFACE ‘ (Chapters 1-8)

This volume describes the resources of public law enforce-
ment and private security directed at crime and loss
prevention, Specific emphasis is placed on citizen pro-
tective measures, the size and scope of proprietary and
contractual security, and the impact of economic crime on
business, institutions, and the public.

This volume is one of a series of four rcporting a 30-
month descriptive research project performed by Hallcrest

Systems, Inc., under Grant No. 80-IJ-~CX-0080 from the National

VOLUME II: POLICE AND PRIVATE SECURITY RELATIONSHIP

Institute of Justice, U.S. Department of Justice.
(Chapters 9-13) :

The primary purpose of the project was to develop strate-
This volume discusses the protective roles of law enforce-

: ment and private security, interaction and cooperation

: between them, problems -in operating relationships, mecha-
nisms for upgrading private security, and the impact of
security technology on relationships.

gies and recommendations to use more effectively the extensive
resources of private security and law enforcement in their

respective roles in crime prevention and control. The re-

FINDINGS, CONCLUSIONS AND RECOMMENDATIONS

search emphasized the relationships between law enforcement ? VOLUME III:
i (Chapter 14)

and private security operations as they deliver protective. i ) . a. , '
i Major findings and conclusions are presented. Where ap-

% ; propriate, recommendations and future research needs have

‘ been suggested to maximize the role of private security as

Major research tasks included a literature review, inter- 1} a crime prevention resource; and to improve interaction

1 and cooperation with law enforcement; and to examine care-

| f fully economic crime, the private justice system and pri-
vate security protective measures.

" services in communities throughout the United States.

views of more than 400 people in law enforcement and all

facets of proprietary and contractual private security, sur-

veys of 1600 law enforcement and security managers, a survey VOLUME IV: TECHNICAL APPENDICES

' This volume contains the methodological approach to the
: project; it displays survey questionnaires and data from

national surveys of law enforcement and security managers,

national and regional security executives, and field study
: survey data. Included also are key provisions of state
: ' regulatory legislation; an economic forecast of the U.S.
: ' private security industry; and a list of selected
security-related associations.

of state agencies regulating private security, an economic

analysis an. forecast of the private security industry, and
field studies in two urban counties-~Multnomah County

(Portland), Oregon, and Baltimore County, Maryland.
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] CHAPTER 1
INTRODUCTION
l 1.1 PROJECT BACKGROUND
1.1.1 Crime and Protection Resources
! ‘s
i Crime and the fear of crime over the past decade have
CHAPTER 1 i i e aa s _
; become a national phenomena. The responsibility £for protec-—
INTRODICTION ) _ . ) ) o ) » ) .
Page tion from crime in American communities has been primarily
1.1 PROJECT BACKGROUND ......cccocccee Ceeesteenen e 1-1 ? borne by law enforcement agencies and the public criminal
1.1.1 Crime and Protection RESOULCES «:+teeceren.: 1-1 ? justice system. As crime rapidly increased in the 1960's and
1.1.2 Private Security Research «ercocevcccocrrrs 1-4 | 1970's, law enforcement agencies--especially local--signifi-
1.2 SCOPE OF THE PROJECT --cccccenrccceronrencccecsnsnrs 1-8 : cantly increased expenditures, personnel and activities to
1.3 METHODOLOGY c-cccsccc- teseassaan R IR 1-12 ' stem the rise in crime. Police, public safety and sheriffs'
1.3.1 Project Organization sesecescecrerneaecncrs 1-12 % %‘ departments were also assisted by the massive infusion of
1.3.2 RECONNALSSANCe ceeevsrronscccsoornacenccscs 1-13 % ‘ federal funding through the Law Enforcement Assistance Admin-
1.3.3 Literature REVIEW «sssesecerecanscnucororcs 1-14 % istration (LEAA). This program provided direct assistance
. \ Cisesesessnacenrenseaene ee. 1-15 ! ‘ under legislative provisions of the Omnibus Crime Control and
1.3.4 National Surveys : 3y
1.3.5 Field Studies «rsecececccaancces e eeaa e 1-18 i Safe Streets Act of 1968.
1.3.5 Economic AnalysSis «eeccercceccnraccens cee.  1-21 Longitudinal studies of law enforcement resources and
1.4 TREATMENT OF THE DATA «-:----- B R R 1-23 ! crime rates nave indicated that little impact has been made in
v 1025 | ing ti me i " :
1.5 ORGANIZATION OF THE REPORT +-vcrcscccvecscrecs 1 g reducing the amount of crime in communities, regardless of

§ ! size and demograpnic characteristics. Ironically, instead of
§ i
» controlling crime and creating safer streets, a "reign of

terror” exists in some cities, in the words of Supreme Court




Chief Justice Warren Burger, which leaves some Americans "hos-
tages within our own self-styled, enlightened, civilized coun-
try."l Attorney General William French Smith observed that
America does a better job of protecting its citizens from
predators from outside the country then it is apbple to do
against predators on the streets and alleys of its cities.?
FBI Director William H. Webster commented that "no segments of
the criminal justice system...had individually or in concert
with others been able to stem the creeping tide of crimin-
ality.“3

Law enforcement had been forced to examine other resources
to assist them in %the "war on crime." Police agencies heavily
emphasized crime prevention staffing and programs and pegan
forging partnerships with citizen-initiated programs. When
the Uniform Crime Reports measured its first ever drop in
crime in 1982, law enforcement administrators were vocal in
attriouting the decline to thousands of Neignborhood Watch and
similar community-based cooperative approacnes to crime pre-
vention.

However, 1982 was also the year in wnich public employment

and expenditures declined rfor the first time since World War

II. California's Proposition 13, a citizen initiative to

reduce property taxes and government spending in 1978, set a
precedent soon followed by other state and local governments.
Many police administrators adopted "cutback management" poli-

cies--that is, laying off police officers and cutting programs

i .
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and services—-—-as legislative limitations on taxation revenue
and spending became commonplace,

All but ignored or forgotten in the search for resource
alternatives has been the over $20 pillion spent each year for
private protection provided by a laoor force of 1.1 million
employees in various facets of private security in the United
States. Today, the expenditures for private security pro-
grams, goods, and services exceed the compined total of local,
state, and federal law enforcement expenditures, Commerce,
industry, and institutions daily rely on the personnel and
technology of private security to protect the assets of, and
prevent losses in, their organizations. Private security
protects organizations from a pnroad range of nazards, among
which crime is only one concern. Private security and its
associated private justice systems daily dispose of countless
incidents meeting statutory definitons of crime which other-
wise would innundate the resources of the public criminal
justice system. Criminal justice system resources are gener-
ally invoked only when the organization is incapable of re-
solving problems in a way that suits their own interests.4

Private security resources have begun to play an increas-
ing role in the protection of America. This report documents
the accelerated growth of private security resources in the
past decade, and discusses a fundamental shift of primary
protection responsibility from the public to tne private sec-

tor., Individually and collectively, the resources of private

[



security--guards, alarms, armored cars, locks, electronic
access control, computer security devices, etc.-—-are peing
used more widely at a time wnen law enforcement agencies have
been experiencing staffing and funding limitations or re-
trenchment. Private security offers a substantial resource
for reducing police workload and redirecting police officer
time to crime-related activities, especially street crime or
violent crime, through such mechanisms as (1) contracting out
of non-crime~related police workload to contractual security
firms, and (2) transfer of responsipbility to private security
for minor incidents occurring on property peing protected oy
them., In addition, private scurity and law enforcement can
provide Dpetter protection in our communities tnrough (l) im-
proved cooperation, interaction and sharing of resources, and
(2) application of ooth existing and emerging security tecn-
nology to law enforcemant operations and support services.,

In this report, Hallcrest Systems, Inc. describes tne
results of a 30-month descriptive and exploratory research
project supported py the National Institute of Justice, U.S.
Department of Justice. The report documents in detail the
resources, contrioutions and deficiencies of private security,
tneir relationships with law enforcement agencies, and tne

prospects for forging a partnership to compat crime.

1.1.2 Private Securjty Research
Private security traditionally has been treated by socio-

logical research as a private adjunct to the public criminal

1-4
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justice system. The first major study to focus solely on
private security in the United States was conducted by Kakalixk
and Wildhorn (1972). Their seminal work for The Rand Corpora-
tion provided the first in-depth look at the dimensions of
private security, with an emphasis on contractual security.
The "Rand Report" provided a glimpse of the size and growth
trends of private security which were generally confirmed with
their 1977 update based on 1970 Census data. Two distinct
impressions were left oy the Rand report--neitner of which was
well-received by the security community. First, the vast
resources and programs of private security were overshadowed
oy characterizations orf the "average security guard"-—"pnder-
screened, undertrained, undersupervised, and underpaid," and
in need of licensing and regulation to upgrade the quality of
personnel and services. Second, private security was depicted
as "private policing” and "policing-for-profit" to meet the
needs of special interest groups, as opposed to puolic poli-
cing which serves the larger community.

The growth of private security, its potential for interac-
tion with law enforcement, and the proplems listed by the Rand
report led to two other major study efforts., A Private Secu-
rity Advisory Council (PSAC) to the LEAA was estapolished in
1972, and in 1975 a Private Security TasK Force (PSTF) was
formed to the National Advisory Committee on Criminal Justice
Standards and Goals. The creation of these bodies recognized

the pervasive involvement of private security in safety and

5
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protection, succinctly stated by tne Chairman of the National
Advisory Committee in his Foreword to the PSTF Report: '"There
is virtually no aspect of society that is not in one way or
another affected by private security."5 The membership of
poth bodies was multidisciplinary including members from the
academic, law enforcement, business and security communities.
Problems related to the interaction and cooperation of law
enforcement and security resources were tangentially addressed
py poth groups. In general, the members of botn groups felt
tnat establishning standards would help upgrade the quality of
private security and prevent abuses and unethical practices,
thus increasing the probability for a greater contrioution oy
private security to crime prevention and control in the commu-
nity.

The wide-ranging standards developed by the Tasx Force
were designed, in part, to motivate private security to begin
upgrading its various components. The standards addressed the
selection of personnel, training, conduct and etnics, alarm
systems, environmental security, law enforcement agencies,
consumers of security services, higher education and research,
and governmental regulation.6 Among the puplications prepared
by the PSAC and published by the LEAA were: model statutes
for purglar alarms and state licensing of security guards, a
code of ethics for security management and operating person-
nel, and standards for armored car and armed courier services.

In addition, tne PSAC puolisned dccuments outlining the scope

of legal autnority of security personnel and areas of conflict
petween law enforcement and private security.7

In the traditional academic sense, security is not a body
of kKnowledge girded with a strong research base, altnough the
field of security itself constitutes a specialized area of
snowledge. Separate security academic programs were few at
the time of the PSAC and PSTF reasearch efforts. Like the
overall field of security, security academic programs then--
and still today-—-tended to pe treated as an adjunct to law
enforcement programs. Security academic programs nad to com-
pete with other academic programs to pe estapnlished and recog-
nized, let alone successfully compete for the reguisite
grants, stipends, fellowships, etc. to build a research pase.
Indicative of a sparse research opase, most of the hundreds of
puolications on security listed by the National Criminal Jus-
tice Reference Service catalog useful information and tecnni-
cal knowledge for tne practitioner, put yield little empirical
data or theory on security, asset protection, loss prevention
or economic crime. In addition, the puonlications of other
disciplines (especially administrative and social sciences)
focus minimal attention on security-related topics--e.g., the
tremendous impact of crime in the work place and the develop-
ment and impact of security-related tecnnology.

The American Society for Industrial Security (ASIS), the

largest single security organization, estaplished the ASIS

A
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Foundation in 1974 to sponsor education and research programs;
and the National Burglar and Fire Alarm Association establish-
ed an Alarm Industry Research and Educational Foundation.
Neither of these efforts, however, has been sustained with any
substantial financial support. Thus, the Rand, PSTF and PSAC
research efforts, along with a few market research reports,
provide the only real baseline data for Hallcrest's research
efforts. Most other empirical research has been sketchy and
tends to yield "soft" numbers rather than hard empirical data
on the nature and size of private security. Therefore, it is
extremely difficult to construct tight research hypotheses in
a normal research environment which can then be accepted or

rejected on the basis of empirical testing.

1.2 SCOPE OF THE PROJECT

Notwithstanding empirical data limitations, private secu-
rity was identified in both PSAC and PSTF baseline research as
a massive and under-utilized resource. The National Institute
of Justice (NIJ), U.S. Department of Justice, as part of its
priority research program, "The Utilization and Deployment of
Police Resources," thus funded Hallcrest Systems, Incorpo-
rated, in September 1980, to undertake descriptive research to
facilitate the effective utilization of both private security

and law enforcement resources in preventing and controlling

crime. The specific research objectives identified by the NIJ
were:

(1) To gather information on the general character
of the private security industry in the United
States, updating previous work completed on
the subject;

(2) To describe the contribution private security
makes to the overall problem of crime control
and order maintenance and to identify improve-
ment opportunities; and

(3) To describe the working relationships between
private security and public law enforcement

agencies and to develop recommendations for
improving these operating relationships.

The major research issues or questions addressed by the

Hallcrest project staff were the following:

(1) wWhat are the R¢ s, Functions, and Contributions of Pri-
fo s ; I ELf I 3T Pre . 3

control?

The resources of private security and of law enforcement
agencies are directed toward protective functions in society.
Both private security and law enforcement have as their prima-
ry mission the prevention of crimes and criminal activity and
the protection of persons and property. However, there are
clear differences in their organizational structures, their
protective roles and the primary beneficiaries of their ser-
vices. These differences were to be documented and examined,
so that recommendations could be made regarding utilization of
their respective talents and resources in a complementary and

coordinated attack on crime.

1-9
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(2) what Are the Expectations and Perceptions of Law Enforce-

ment _and Private Security?

Prior research efforts indicated a lack of mutual respect
among law enforcement and private security personnel; also
identified was a lack of knowledge by law enforcement person-
nel concerning private security, and this has often been
manifested in mutual negative stereotyping. The project exam-
ined the expectations and perceptions of private security
resources and capabilities held by law enforcement, private
security personnel, and proprietary security managers as con-

sumers of security services.,

(3) How Much Communication and Cooperatijion Exists Between Law
Enforcement and Private Security?

Lack of commmunication and cooperation was consistently
identified as a problem among law enforcement and private
security personnel. Obtaining criminal history records, re-
sponse to alarms, and reporting of various criminal incidents
were often cited as prooblem areas. The project locked at thne
following aspects of information exchange: (L) information
requirements and needs; (2) types of crime and information
sought and exchanged; (3) formal and informal channels of
cooperation and communication; and (4) frequency of communica-

tion and cooperation,

E g

(4) What _is tpne Extent of Competition and Conflict Between
Privat curity and Law Enforcement?

Although there is a general assumption that the respective
roles, functions and activities of law enforcement and private
security are complementary, in some situations they may bpe
independent, duplicating or even competing. The project exam-—
ined police "moonlighting" in private security; private secu-
rity's selective reporting of crimes; use py private security
of "police-like" bpadges, uniforms, insignia and eguipment; and

other examples cited in prior research efforts.

{5) What { specti cteristics d_Standards
of tne Lapor and Technology Resources of Law Enforcement
and Private Security?

Moving beyond mutual expectations and perceptions of re-
sources and capapilities, here we were concerned with docu-
menting the gctual) standards, practices, and characteristics
of human and technological resources of poth private security

and law enforcement. Again, recommendations were to be made,

where appropriate, for using their combined resources to maxi-

mize protection of American communities.

(6) Wnat is the Nature, Extent, and Growth of Private Secu-
Lity?
Estimates of where and how the growth of private security
is occurring varied greatly among available government docu-

ments and market research reports. An updated profile of thne

private security industry was prepared, covering such topics
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as revenues, expenditures, employment, industry growth within
consumer segment, and industry trends and developments in
various mixes of technology and labor. The purpose was to
gain an understanding of (1) the dynamics of the marketplace
for private protective services, and (2) the relationships
between public and private expenditures to prevent and control

crime.

1.3 METHODOLOGY
1.3.1 Project Organization

Hallcrest formed a well-balanced national advisory panel
of 16 prominent leaders from the law enforcement, security,
business, legai and educational communities. The panel was
established to assist in defining key research tasks, and to
provide a critical review of study methodology, research pro-
gress, and preliminary and final research reports. Members of
this panel included the Chairman or Presidents of the Interna-
tional Association of Chiefs of Police; the American Society
for Industrial Security; the National Burglar and Fire Alarm
Association; and the Committee of National Security Compa-
nies. The panel also included leaders in the National Sher-
1ffs' Association and the Retail Merchants Association; and
former members of the Private Security Advisory Council and
the Private Security Task Force. In addition, equally well-
balanced local advisory panels were formed at the two field

study sites,

1-12
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One of the purposes of poth the national and site’advisory
panels was to provide access to information and to recommend
personnel who could provide candid assessments of private
security and law enforcement operations and relationships.
Subsesquent to the negative reception of the Rand report by
the security community, we felt it was important to have
representative podies identified with the project that would
be enlisted to "pave the way"® and neutralize any open resis-

tance or negativism toward this researcn effort.

1.3.2 Reconnaissance

One of the important dimensions of this project was exten-
sive interaction with members of the law enforcement and
private security communities. During the course of this pro-
ject, 327 persons were anonymously interviewed by mempers of
the project team throughout the country, excluding the 133
structured interviews conducted in the two field study sites.
These interviews occurred in approximately 40 cities and coun-
ties in 22 states, plus England, and Ontario, Canada. This
extensive reconnaissance effort also included formal presen-
tations pefore several of the national security and law en-
forcement associations as well as discussions with their work-
ing committees. Among them were the National Burglar and Fire
Alarm Association (NBFAA), the International Association of

Chiefs of Police (IACP), the American Society for Industrial
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Security (ASIS) the Committee of National Security Companies
(CONSCO), the National Council o¢f Investigation and Security
Services (NCISS), the Academy of Security Educators and Train-
ers, the Radio Frequency Committee of the Central Station
Alarm Industry, the Private Security Liaison Council, and the
Joint IACP-ASIS Committee on Private Security/Law Enforcement
Liaison. These reconnaissance efforts added a significant
dimension to the data sollection of the project, especially
the ability to discern uniquely national trends and character-
istics in growth of the private security industry and rela-

tionships between law enforcement and private security.

1.3.3 Literature Review

A comprehensive literature review was conducted during the
project. At the outset, 1,435 abstracts were reviewed from
the National Criminal Justice Reference Service spanning a
ten-year period through 1982. A review was conducted of
pgoject-related Ph.D. dissertations and Master's theses ab-
stracts from University Microfilms International and the Li-
brary of Congress. In addition, document searches were con-
ducted of the following information sources: the FBI Acad-
emy's Learning Resource Center, National Technical Information
Service, Defense Technical Information Center, Brookhaven
National Laboratory Library, and Research Summaries of the

Federal Emergency Management Agency. Also virtually every
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issue of major law enforcement and security-related publica-
tions over a three-year period was reviewed by the project
staff. A content analysis of major newspapers was also con-
ducted, especially to discern any documented patterns of abuse
or questionable business practices by private security. The
members of the national and local advisory panels provided
valuable assistance to the project staff by securing relevant

literature.

1.3.4 National Surveys

Three distinct groups were targeted in five levels of
nationwide surveys: (1) law enforcement and security mana-
gers, (2) senior executives of major national and regional
contractual security companies, and (3) state agencies respon-
sible for licensing and regulating private security.

Detailed questionnaires were distributed nationwide to law
enforcement officials, proprietary security managers, and the
local managers or owners of contractual security firms. Each
of the three respondent groups was asked similar (often iden-
tical) questions concerning law enforcement operations and
activities, private security operations and activities, pri-
vate security and law enforcement relationships, private secu-
rity legislation, personnel, law enforcement officer secondary
employment in private security, and department and company
descriptive information (force size, budget, sales, assets
protected, etc.). The questionnaires are displayed in Appen-

dix A, Volume 1V,
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received. A total of 2,226 questionnaires were mailed, re-

€
The national surveys were treated as a multi-stage samp- A stratified random sample was then taken from the ASIS
ling problem. First, surveys were distributed to law enforce- : ; membership list of proprietary security managers by zip code
i ment agencies, anticipating a representative sample by region | §~' for each of the Standard Metropolitan Statistical Areas (SMSA)
and population group. Second, a cluster sampling technique ? i and counties from which law enforcement survey returns were

was applied in each population area by distributing surveys to

i ) . . 3 i sponses were received from 676 security managers (30% response
‘ a sample of proprietary and contractual security managers 1in / ' P Y < (30% P

. . R 8 rt : . .
zip code areas corresponding to the cities and counties of the ! ate) whose aggregate business types were commercial (33%),

. , ; ind i B1¢ i i i .
law enforcement survey returns. This sampling approacn as- P industrial (51%), and institutional (16%)

{ . . . - imilar om a population of ove 0 i
sured that responses to common questions in all three survey ; S1 ly, from population of over 12,000 firms, a

[

instruments would be based upon knowledge, perceptions and stratified random sample was taken of 6,319 contractual secu-

i = rit i i c ' : ;
opinions of the specific population of law enforcement and ity firms located in each of the SMSA's and counties using a

private security managers in that location, rather than upon ; § mailing list compiled from nationwide listings from Yellow

. . . ; P i ies,
generalized response to the larger universe of private securi- g age telephone directories The total sample drawn from two

ty and law enforcement. mailings (less undeliverables) was 4,527 firms., Usable re-

Using mailing lists obtained from the IACP and the Nation- turns were then received from 545 contract security firms,

: . . . . . resenti a .
al Sneriffs' Association, a total of 821 questionnaires were representing 12% response

. . - . . . . In addition, 37 state agencies with requlatory responsi-
distriputed to all law enforcement agencies in cities apbove ’ 9 9 Y P

50,000 population and counties above 100,000 population, and bility covering some aspect of private security were sent a

- . . . S uestionnaire. e ecei
to 100 cities under 50,000 population. Returns were received eparate q ionnaire Returns were received from 13

: senti .
from 384 law enforcement agencies; this represents a 47% states, representing a 30% response

) . - - -rinall uestionnaires were sent to senior executives of
response and included replies from all 350 states. Responses Y, 4

. e ati i - i
were received from 259 municipal departments, 161 sheriff's 40 of the largest national and regional (multi-state) security

ez A it

departments, 17 county departments, 3 city-county consolidated " companies. This survey population included top executives of

.. j a i sti i i d
departments, and 4 departments with no department type indi- major guard and investigative firms as well as alarm an

. . o L +) usinescses, mbered ti
cated. The surveys were typically completed by the chief, armored car businesse Returns numbe 16, representing a

. . c onse,
sheriff or top managers in their departments. 40% response

3
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1.3.5 Field Studies

Hallcrest also completed field studies in two urban coun-
ties--Multnoman County (Portland), Oregon, and Baltimore Coun-
ty, Maryland. Twenty-seven cities and counties were initially
evaluated using extensive site selection criteria. Although
both sites had a good fit with the selection criteria and
provided interesting demographical differences, in the end our
selection was influenced by the apility to form a site adviso-
ry panel which could provide access to key individuals and
firms representative of security and police viewpoints in
their area.

The national surveys examined expectations and perceptions
of roles and obtained descriptive information on interaction
between private security and law enforcement, but they did not
afford an opportunity to explore the dynamics of daily
interaction--how the job of protecting a community gets done
among proprietary and contractual security and law enforcement
resources. The primary objective of the site work was to
supstantiate and elucidate the findings and major puplic poli-
cy issues emanating from the national surveys, while examining
the operations, trends, opinions and attitudes of security
workers and operational law enforcement officers.

The primary data collection techniques were gquestion-
naires, structured interviews, and observations of management,

supervisory and operational personnel of law enforcement,

e

proprietary, and contractual security. Interviews, with prom-
ised anonymity, were conducted with 133 operational personnel
at both sites. Both the proprietary and contractual employee
site questionnaires replicated some of the key survey items in
the national surveys, the Rand study, and a 1976 survey of
10,000 contractual employees in Ontario, Canada, by Shearing
and Stenning. The national surveys had collected no data on
operational employees except managers' statements pertaining
to selection processes and training.

A cluster sample taken in each law enforcement agency
resulted in questionnaire responses from 130 officers in Bal-
timore County and 64 officers in Multnomah County, for a total
of 194 officers (119 patrol officers, 37 supervisors, 38
detectives). Participation in the security employee surveys
was voluntary, and the actual sample yield was dependent on
the cooperation received from contractual and proprietary
security managers and their employees. Security managers were
asked to randomly distribute questionnaries to workers in a
variety of work sites. The combined questionnaire returns
from both sites was disappointingly low~--78 contract employees
and 110 proprietary employees. The low survey returns were
due in part to (1) the length of the survey (over 75 items),
(2) requirements by some employers that the survey be com-
pleted on the employees' own time, and/or (3) reluctance of
some employers, upon review of the questionnaire, to allow

their employees to participate.
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Resistance in the sites was not unexpected. Some major
security companies declined to participate in ooth national
surveys (local security managers and senior executives) and
also the site work. We speculate several reasons for such
resistance: (1) some companies still felt "purned" by char-
acterizations of the security industry put forth in the Rand
report and, by not participating, might feel more freedom to
openly criticize the results of our researcn; (2) other firms
were sensitive to gquestions dealing with levels of training
and supervision and company revenue (even though returns could
only be identified by zip code--not by company name nor by
name of individuals completing questions); (3) a general con-
cern may have existed that this study was simply a ploy--
disguised as research--to justify more government control in
an industry that some feel should pe solely regulated by the
marketplace. In addition, some resistance was even encoun-—
tered from law enforcement agencies in the case study areas
and the national surveys. Reasons for declining parﬁicipation
included heavy workload, sensitivity to survey questions, or
lack of interest in what they considered a frivolous exercise,
Given the exploratory and descriptive nature of the research
effort, the site information collected was extremely useful.
Despite the limited sample, response agreement was in the 80th
and 90th percentiles for a broad-cross section of security and
law enforcement employees on key survey items, and many re-

sponses were amazingly candid (e.g., admitting no training or

RS A R S i e e EE

little supervision). The data from the employee question-
naires provided information from security and law enforcement
employees never before collected on a comparative basis in
such areas as: personnel characteristics, training, legal
powers, supervision, uniforms and equipment, role and func-

tions, interaction with each other, and interaction with the

public,

1.3.6 Economic Analysis

The PSTF report alluded to private security as a "mas-
sive," resource and security periodicals and other media con-
sistently referred to the rapid growth of private security.
The Rand report used government data sources to estimate the
size of the security labor force and relied heavily on market
research reports for assessment of security revenues. The
commonly held assumption by all these sources was that the
private security labor force and expenditures might now even
exceed those of public law enforcement. If this assumption
could be substantiated by objective data, it might have pro-
found implications not only for the potential contribution of
private security to community crime prevention and control,
but also for its relationships with law enforcement. Private
security as an "industry" is ill-defined and much of the
obtainable data come from highly fragmented sources. In par-

ticular, Hallcrest noted several Kkey problems in classifying,
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defining, and obtaining consistent and comparable measures of
security industry size, growth, market segments and trends:

(1) Grouping of security product types within
categories is inconsistent among various mar-
ket research reports.

(2) Absence of citations and source references.

(3) Inconsistent growth rates are reported.

(4) Failure to relate categories to the U.S.
Department of Commerce's Standard Industrial
Classifications (SIC), although it offers an
accepted standard in estimating and forecast-
ing of industrial and consumer goods market
sizes, is frequent.

Hallcrest took a two-pronged approach to estimating and
profiling the size and dimensions of private security in the
United States. First, Hallcrest national survey and recon-
naissance data, and Bureau of Census, Bureau of Labor Statis-
tics, and Department of Justice data were used to estimate the
total number of proprietary (in-house) and contractual securi-
ty employees for 1982. Second, an economic analysis of the
private security industry from a 1980 baseline was conducted
in several steps:

(1) Classification scheme and standardized defini-
tions were developed for major security ser-
vices and products, relying primarily on SIC
codes.

(2) Key measures of economic activity were defined
for services (revenues, payroll, employment)
and products (manufacturer value of shipments
by Original Equipment Manufacturers [OEM] and
number of firms).

(3) Industry structure was determined from estab~-

lished firms and their relative size, market
share and product/service concentrations.

1-22

(4) Key markets and demand trends were assessed
which were expected to impact growth, includ-

ing critical past and future growth; and f£i-
nally,

(5) Growth projections were made for each category
in constant and current dollar terms to 1985
based on statistical trend extension (least
squares method) and a consensus of government,
trade, funded studies, market research re-

ports, and the Hallcrest surveys and recon-
naissance data.

l.4 TREATMENT OF THE DATA

Since the project was largely descriptive in nature, sev-
eral approaches to treatment of the data were mandated.
First, unless otherwise specified in the text, reconnaissance,
national and site survey data, interviews, economic analysis,
and the literature review were reported together by topic
ar2as within the chapters, rather than as separate sets of
data. Second, as a multi-stage sampling problem, it was
critical to opbtain a representative sample in the first
stage-~law enforcement agencies--by department type, size,
population group and region of country. Third, the voluminous
amounts of data limited initial data analysis to frequency
distributions and analysis of central tendency within and
between respondent groups for the identical questionnaire
items, Fourth, crosstabulations and measures of association
(primarily Chi-square) between variables would be applied only
as trends became apparent., Fifth, considerable qualitative
analysis of site and reconnaissance data would be required.

This report only begins to "scratch the surface" of potential
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secondary data analysis which can be performed after review of
this report and the formation of tight research hypotheses by
academicians, and researchers. Law enforcement returns were
received from 146 SMSA's and from 33 counties, with a repre-
sentative distribution among population groups and geographic
regions of the country. Sixty percent of law enforcement
survey returns were cities below 100,000 population, yet 59%
of the cities and counties of greater than 500,000 populaticn
in the U.S. are included in the sample returns. 1In anticipa-
tion of dirfferences in responses based on size and type of
department and regions, cross-tabulations were performed on
many survey items by department type and aggregated‘population
classes and regions,

In the proprietary national surveys, 22 primary business
types were aggregated into the categories of commercial (33%),
industrial (51%) and institutional (16%) to facilitate cross-
tapbulation of key survey items by aggregate business sector.
A wealth of information remains to be tapped by primary busi-
ness seccors for ooth sizing and description of security
programs and their relationships with law enforcement agen-
cies. A representative distribution was also obtained for
contract security firms by type of service and size (employees
and revenues), and composite profiles were constructed for
median values of firm sizes of less than 25 employees, 25 to
100 employees and greater than 100 employees. The largest

category of contractual security firms was guard and patrol
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service (32%), followed by local alarm firms (18%), central
station alarm businesses (15%), and private detective firms
{10%).

Three of the national surveys were directed to the chief
or sheriff and to top corporate or contract security managers.
About 90% of the law enforcement questionnaires were completed
by the chief or sheriff, deputy chief or undersheriff, divi-
sion commander or other top-level commanding officer. About
75% of the responding proprietary security managers indicated
that their primary responsibility was for the entire organiza-
tion, a corporate division, or a subsidiary company; both
large and small businesses were represented in the returns.
Contractual security surveys were generally completed by the
local manager of national and regional firms or the owner or

chief operating officer of local security firms.

1.5 ORGANIZATION OF THE REPORT

The report has been organized into volumes and topics with
a logical flow and progression. Chapters 2 and 3 in Volume I
discuss the common objective to which both public and private
protective resources are directed: crime., Chapter 2 focuses
mostly on "crime in the streets" (ordinary crime), while
Chapter 3 takes a more extensive look at workplace crime and
"crime in the suites" (economic crime), the most frequent type
of crime addressed by private security. Chapters 4 through 8,

also in Volume I, describe the resources of proprietary and
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contractual security-—-their concerns, characteristics, prob-

lems and deficiencies. The level of detail in these chapters
was deemed appropriate to impress upon the reader the inescap-
able conclusion that private security is, in fact, a massive,
potential resource for community crime prevention and control.

Chapters 9 through 13 (Volume II) begin with a discussion
of the respective role orientations of law enforcement and
security as public and private protective resources. Their
interaction and cooperation is described in terms of frequency
and type of contact, exchange of resources and information,
cooperative programs, impediments to relationships and recom-
mendations of managers and operational personnel to improve
relationships. Two problems of national dimensions--police
moonlighting in security and false alarms—-—-are highlighted.
Strategies for upgrading security operations and personnel are
reviewed. Finally, an assessment is made of the impact of
existing and emerging security technology on police/security
relationships.

Chapter 14 is a separate volume (III) of findings, conclu-
sions and recommendations. Recommendations and a future re-
search agenda are outlined following presentation of each
section of major findings and conclusions. Volume III is a
blueprint for action to achieve greater utilization of private
security as a crime prevention and control resource, to initi-
ate greater interaction and cooperation between law enforce-

ment and private security, and to learn more aoout economic

crime, the private justice system, and private security pro-

tective measures.

Volume IV consists of technical appendices which support
the research project. Appendices A and B discuss the national
and site survey methodologies and display frequency counts for
each survey instrument. This information should assist those
wishing to conduct additional research. Appendix C contains
the economic analysis with detailed baseline data for each
major category of security products and services. Appendix D
is a compendium of key provisions of state regulatory legisla-
tion,

Appendix E lists major security-related associations.
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CHAPTER 2

CRIME AND FEAR OF CRIME

2.1 CRIME AND PUBLIC PROTECTION RESOURCES
2.1.1 Rising Crime and Increasing Resources
Crime in America has been the subject of presidential

commissions, congressional inquiries and massive infusions of
federal, state and local funding. Although in 1981 the rate
of citizen-reported crimes to the police "stabilized," in the
three preceding decades crime rates rose gradually at first
and then began increasing steadily. Crime became a national
phenomenon not specific to one kind of community. 1In old,
declining cities like Newark, New Jersey, property crime rates
increased by a factor of seven, while violent crime rates
increased by a factor of more than eleven.l In the growing
cities of San Jose and Phoenix, for example, property crime
rates more than doubled, and violent crimes more than qua-
drupled. Nationally, crime victimization studies have con-
sistently shown since 1975 that about one~third of households
have been "touched by crime"-- individual members of the
household became victims of violence or theft.2

In an NIJ-sponsored 3l-year longitudinal study of crime
rates (1948-1978), Jacob and Lineberry (1982) found that be-
tween one-seventh and one~-fifth of all front-page newspaper

stories concerned crime and that by 1974, "law and order" had

emerged as the "most salient issue" in local politics--more
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frequent than race, economic growth, government reform and
municipal corruption.3 Attorney General William French Smith
commented on crime as a national phenomenon:

In recent decades, however, American gov-

ernment has not succeeded in protecting its

citizens against predators from within. 1In

recent years, this nation has been plagued

by an outbreal% of crime unparalleled in our

history and unequalled in any other free

society.4

Jacob and Lineberry found that rises in crime rates were
very similar over a 31l-year period despite quite different
characteristics in ten cities that represented a broad
spectrum of American urbar life.,? In addition, they gathered
baseline comparison data from 396 cities greater than 50,000
population. The combined data show that crime did not adhere
to easily identifiable demographic patterns, even for such
commonly accepted variables as race, poverty and youth. As
independent variables, minority race was associated with
higher levels of violent crime; poverty levels were only
marginally related to crime rates; and youth population was
not significantly related to crime rates.

In response to rising crime, local governments accounted
for 59.4% of criminal justice systems expenditures by 1978.°
Jacob and Lineberry found that police expenditures, personnel
and activities significantly increased during the 3l-year
period. Police expenditures in constant dollars rose about
350% over the period, while police officers per 1,000 popula-

tion increased in all population categories. The 1.33 ratio

of police officers to 1,000 population in 1948 had increased

2-2

to 1.96 officers for every 1,000 people by 1978. From 1970 to
1978, major cities like Boston increased their officers by
25%, and Atlanta increased its personnel by about 33%. Cor-
respondingly, police activities significantly increased over
the 31-year period as measured by the arrest-to-offense ratio,
arrests per police officer, moving violations per officer and
the police "focus" on violent as opposed to property crime.
Yet, the study concludes, these activities had little effect
on rising crime, regardless of city size and size of police
forces.

Despite the ability of police departments to obtain
larger budgets and personnel increases from city councils,
Jacob and Lineberry saw police departments as unable to trans-
form those resources into activities that could curb a "soar-
ing rate of serious crime." Likewise, court and prosecutorial
resources had little impact on crime: ‘"over the same period,
the resources of courts and prosecutors stayed even with, or
actually increased faster than, the demands on them, measured
by crime and arrest rates."’

The Federal Government has also contributed substantial
resources to combat crime over the past few decades. Even
using the Census Bureau's narrow definition of law enforce-
ment, federal law enforcement costs grew from $70 million in
1946 to $1.2 billion by 1976.%8 In the decade of the 1970's
alone, Federal Government spending for criminal justice grew

fourfold. Although only twelve federal agencies have a direct
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law enforcement mission, there are 101 other federal organiza-
tions with programs and activities in law enforcement, police,

or investigative areas. One-third of these agencies did not

even exist at the beginning of 1970.9 In addition, the

Federal Government spent in excess of $8 billion in direct
financial assistance to state and local government through the
Law Enforcement Assistance Administration (LEAA).

Jacob and Lineberry conclude that crime had in fact
become a serious national problem which neither local, state,

nor Federal Government resources have seriously affected.

Of transcendent importance is our finding
that crime has become a national problem.
We have shown that the crime problem has
grown more serious in all kinds of com-
munities in the United States over the
past generation... crime has surged every-
where in the United States regardless of
local efforts to stem the flood tide.
Whether local officials engaged in hercu-
lean efforts or none at all, the crime wave
affected their community. Even the period
during which federal aid to law enforcement
efforts through LEAA grants rose signifi-
cantly dif not fundamentally alter the
situation,10

Similarly, FBI Director William H. Webster summarized the

ineffectiveness of the criminal justice system to "stem the

tide of criminality" in his Foreword to the 1981 Uniform Crime
Report:

As has been pointed out by many knowledge-
able students of the crime problem, large
expenditures of public resources will not
alone result in significant inroads on
crime. No segment of the criminal justice
system, whether it be law enforcement,

2-4

cgu;ts,.prosecution, corrections or reha-
bilitation, has individually or in concert

with others been ab to stem the creepi
tide of criminality.]‘lei reeping

2.1.2

tabilizi 1 peclini

The growth in law enforcement resources was due largely
to the crime rate and the influx of LEAA funding, but it was
also a part of the "boom Years" of government growth in the
1960's and 1970's when public service employment was the

fastest growing sector of the job market, according to the

Bureau of Labor Statistics.12 1p 1982, however, public ser-

vice employment declined, and state and local government
spending, as a percentage of the Gross National Product,

dropped for the first time since World war II. Local, state,
and Federal Government labor forces were reduced by 316,000
positions for the twelve-month period ending October 31, 1982.
While 29% of the 246,000 local positions were in education,
police and sheriffs! departments were not immune to substan-
tial reductions in government labor forces.

Through planned reductions in force (RIF's), hiring
freezes, and normal attrition of personnel, both large and
small departments alike experienced decreases in police per-
sonnel. Large departments like New York City and Detroit lost

thousands of police officers. In Washington, DC, for example,

the 5,000-member Metropolitan Police Department was reduced by

about 1500 members from 1971 to 1981, In the Hallcrest

national surveys, 44% of police and sheriffs' departments
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reported the same or fewer personnel in 1981 than they had
five years earlier. Another measure of stabilizing or declin-
ing law enforcement resources is the reduced number of police
recruits participating in state-mandated training programs.
In the State of Illinois, for example, the Police Training
Institute at the University of Illinois trained less than 500
police recruits in 1982, down from just over 1,000 in 1979.
RIF's were also commonplace in state government. Nearly
30,000 positions were lost to RIF's in 44 state governments in
1981 and 1982. Overall, the Bureau of Economic Analysis
estimated that state and local spending as a percentage of
national income went from 12% of national income in 1960 to a

record high of 18.7% in 1975; the U.S. Chamber of Commerce

14

estimated a drop to 16.3% of national income in 1982. In

1980, the 50 states had a combined surplus of $11 billion, yet
cutbacks that year in state and local budgets totaled about
$33 billion. By 1983, the 50 states had a combined deficit of
$3.8 billion, with 22 states projecting budget deficits and 13
other states expecting to barely break even,ld

Federal law enforcement agencies have also been faced
with decreasing staffing levels. Between 1976 and 1980, for
example, the FBI lost 800 agents. Another example is the
Attorney General's economic crime investigation and prosecu-
tion program. Initiated with an allocation of 40 to 60 attor-
neys in 1979, only 27 positions were authorized in FY 1981,

and by FY 1982 only 10 of the positions remained. Total

Justice Department expenditures proposed for FY 1983 barely

exceeded the prior year's budget. Reductions in some federal
law enforcement agency and U.S. Justice Department programs
directly impact already strained local and state law enforce-
ment resources. The FY 1983 budget, for example, included a
decrease of $5.7 million for discontinued local drug enforce-
ment programs, at a tiwme when drug abuse had again become a
pervasive community problem.

The reduction in expenditures, labor forces and programs
in local government have been attributed to such factors as
Jepressed regional economies, population losses, federal aid
cutbacks and political and public pressure to reduce the size
Of government., A Newsweek magazine article succinctly at-
tributed cutbacks in government to the "3 R's": the reces-
sion, reduced federal aid, and the revolt of the taxpayers.16
The so-called taxpayer revolt has been perhaps the most
visible of these forces that have reduced levels of government
services. The Assistant Director for the Advisory Commission
on Intergovernmental Relations noted that the tax revolt had
"stopped state and local spending dead in its tracks and is
now actually bending it backwards."17 The taxpayer revolt
received its impetus from the pPassage of Proposition 13 by the
voters of California in 1978 which amended the state constitu-
tion to achieve a 60% reduction in local property taxes. The
main provisions included: (1) a roll back in property valua-
tion for tax purposes to 1975-76 market values, (2) a 2% per
year limitation on property value increases due to inflation,

and, (3) the imposition of other forms of taxation (new or
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. . . . . Budget increases realized by law enforcement agencies were
higher) was made more difficult. Since California's d Y g

. . s as . . largely due to improved salaries and benefits, while uniformed
precedent-setting citizen initiative, 18 other states imposed gesy P € g a ene ! . €

. . force sizes remained constant or declined sliightly. Similar
limits on local government spending.

T

to the Hallcrest national survey of chiefs and sheriffs, this

The fiscal impact of Proposition 13 was predicted to be

. ) , study cited many law enforcement agencies alread xperiencin
devastating to local government-—-a loss of about 23% in their ] Y many d y experi g

. . 1 f staffing limitations or retrenchment during the five-year
expected total revenue. Several state legislative provisions, : el E 4

) eriod precedin ssa of Proposition 13. Some sheriffs’
however, lessened the actual impact: (1) state assumption of P P eding pa ge position 1 m

. . departments, faced wi xtern s d stat dates
certain state-mandated expenses formerly borne by counties, P r b8 with external pressures an ate man !

(2) block grants to schools, cities, counties and special withdrew resources from law enforcement and allocated them to
7 7

e

taxing districts, and (3) a favored or protected status for corrections functions.

. . . . cen i i i i a -
police and fire departments in the state's bailout legisla- Law enforcement agencies in California and other com

. . . , . . ; munities throughout the count adopted a variety of measures
tion, requiring a "maintenance of effort" in the first fiscal , 9 € Ly pte riety of me €

. . - . . tc offset the impact of budget cuts npower and oth re-
year of implementation. Ironically, the state's large accumu- € € imp ge ¢+ Manp r er re

_ oo S . source reductions. Accustomed to "incremental budgeting" b
- - " ~lated $3.8 billion surplus was used to fund the bailout-- t m gerins Y

) addi little to each successiv ar's budget, law enforce-
itself a major factor in the voters' passage of Propesition 13 thg a 2t tve year gety v oen ©

ment administrators began adjusting to "reduced level" budget-
by a 2 to 1 margin, Local government also attempted to d J g g

ing. "Cutback" management styles of police services deliver
cushion the blow by increasing other local taxes and drawing J E yies ot porlce se Y

) became commonplace. As one chief of police observed, "today,
down reserves; nevertheless, a real loss in revenues was

. ) the management associated with declining or stagnatin ro-
experienced by many local governments, Thus, the trend in g “ v 9 9 9P

, ) rams appears to be the rule, not the exception as in the
usually steady annual increases in real revenue had been g PP ! P

reversed } ; past.“19 In many communities support services were sharply

curtailed and attempts made t S th lice workload
Despite the public consensus that law enforcement should rraize mp ade to lessen € poldl !

. \ , , . . 5 s while in other departments police patrols were reduced. At
< receive high priority in adapting to reduced revenue, the ; j P P P

.. . . , i one extreme, the city council in Belvidere, Illinois, voted to
anticipated high priority on law enforcement service was not f ! Y ! !

. . , . ; : liminate all preventi olic trols, limitin olice re-
maintained relative to funding levels of other local govern- ' © 1 preventive police patrols, limiting p

, . - sponse to only emergencies and felonies. Common targets for
& ment departments, according to an assessment of the impact of P Y g d

Proposition 13 on California's criminal justice system 18 budget reductions by police administrators included vehicle

e e e g 5 2 e
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s . . voters approved only 14 of 54 local proposals in November 1980
replacement, training, overtime, and capital expenditures.

. . . for new property taxes to fund additional police, fire or
The cutback management policies that have most seriously af-

para-medical services. Voter rejection of such police budget

o AT A

fected delivery of police services are those that reduce

. ) ) restoration levies was not directed specifically at police
workload by screening calls for service and investigations,

. . . ) ) . services but rather at a general reduction of all government
i.e., policy decisions not to respond or investigate certain

. . . ) ) ) . service levels,
calls for service, minor incidents, and crimes with few in-

vestigative leads, Chaiken and walker (1981) label reduction ? The size of the police force is just a part

of police workload by policy changes as "demand shedding."20
In some instances, municipal police departments abandon an ac-
tivity, thus obligating the county sheriff to assume responsi-
bility. ( Cities, for example, could stop providing prisoner
detention facilities or serving certain court-ordered
warrants,)

In most communities, law enforcement agency program and
activity cuts were adopted with little citizen input on police
service priorities, While some law enforcement agencies felt
they had borne the brunt of local spending reductions, special
tax levies to restore law enforcement expenditures were
soundly defeated in many communities. 1In the City of Oakland,
for example, with the highest crime rate in California, voters
rejected Measure A which would have imposed more than $39
million in extra taxes on homes and businesses over a four-
year period to enable the city to hire 88 more police offi-
cers. The results were similar in Los Angeles, where only 42%
of the voters—-far short of the required two-thirds majority--
favored a boost in property taxes over four years to increase

the police force by 20% to 8500 officers. Overall, California
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of the larger picture--just a piece of it--
and the trouble is that when you increase
it, you decrease something else--maybe
schools, maybe recreation. It all comes
out of the same pot, and it is the pot that
is ge%&ing smaller, not only the police
force.

As one law enforcement educator noted, "the public is irri-
tated and worried about high taxes and inflation. Therefore,
the citizens are looking for accountability to ensure that
public money is well spent."22
Citizens recognize that police have an impact on crime in

the community, but they began to question at what point there
are sufficient numbers of police officers and deputies to
control or manage crime within some undefined but acceptable
level.

What the statistics indicate is that there

is no pattern. Crime does what it wants.

No one would argue that the crime rate has

nothing to do with the size of the police

force, It has to. Logic and experience

tell you that. But what logic and experi-

ence do not tell you is the point at

which you have enough cops and the point

which you have nothing more thag the fis-
cal version of wretched excess.
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Jacob and Lineberry concluded that in the absence of demon-
strated police effectiveness at crime reduction and plausible
solutions, the problem of crime in communities may end up
simply suffering from "benign neglect™ which could result in
citizen acceptance of relatively high levels of crime.
Citizen input on police service priorities in cutback
management programs is frustrated by the absence of objective
standards to measure the adequacy of existing service types
and levels and to evaluate police effectiveness. 1In the last
few years, even time-worn indices such as ratio of sworn
personnel to population were abandoned as small increases in
personnel failed to keep pace with the population growth. For
example, immediately after Proposition 13 in California, the
force size of police and sheriffs' departments increased in
cities with increasing population, but did not always keep
pace with the population growth rate.24 The standards cur-
rently being developed by the Commission on Accreditation for
Law Enforcement could provide a norm against which citizens
could measure police and sheriffs' department performance and
also provide and independent guideline for justifying and
allocating police resources. The lack of recognized standards
or measures of police effectiveness in community crime control
could become a distinct liability for maintaining adequate

levels of public protection resources.
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2.2 FEAR OF CRIME AND CITIZEN RESPONSE

Crime is not solely a concern of the public agencies or
social institutions organized to combat it. Americans have a
genuine concern about crime., Because people have been the
victims of crime themselves and/or because they identify with
a specific class of victims, the occurrence of crime in close
social and spatial proximity generates a fear of crime for
many citizens., The well-documented overrepresentation of
violent and street crimes in the news media also greatly
affects the public's image of crime and the adequacy of exist-

5 People are

ing resources and strategies to cope with it,2
more apprehensive about crime victimizations than they are
about other dangers they face more often, according to a NIJ-
sponsored five-year study on "Reactions to Crime."26

Some authorities in research and the news media, as well
as prominent national leaders in the criminal justice system,
continually refer to increasing levels of crime and fear of
crime in recent years.27 The Figgjie Report on Fear of Crime,
commissioned by the parent corporation of several major secu-
rity products and service firms, sees the fear of crime as
"slowly paralyzing American society.“28 Chief Justice of the
U.S. Supreme Court, Warren Burger, described a "reign of
terror in American cities™ that might be leaving Americans
"hostages within our own self-styled, enlightened, civilized

country'."29 In March 1981 Newsweek and Time magazines fea-

tured cover stories the same week on the "epidemic" and

A



"curse," respectively, of violent crime in America; both maga-
zine covers pictured a loaded revolver with the barrel pointed
at the reader.30 Perhaps, as urban sociologist Charles Sil-
berman observed in Criminal Viclence, Criminal Justjice, "crime
is as American as Jesse James."31

The Figgie Report found that fear of specific violent
acts (concrete fear) affects four of ten Americans and touches
70% of the population. Four of ten Americans also suffer from
degrees of fear concerning their safety in the community
(formless fear). This report described Americans as "ex-
tremely cautious and security-minded,"” since "crime and the
fear of crime have, like a dark dye, permeated the fabric of
American Life."32 a Gallup Poll conducted for the March,
1981, Newsweek article found that over one-half of the public
is afraid to walk at night in an area within one mile of their
home and feel they are "at least somewhat likely to be as-
saulted on the streets.,” In addition two-thirds feel they are
somewhat likely to be robbed outside their homes. Citizens
are much more likely to be victims of property crime, but the
Reactions to Crime project found that burglary, in the aggre-
gate, accounts for a great deal of fear of other crimes as
well. Ironically, this project found that crime discourages
neighborhood involvement in collective responses to crime,
while at the same time it stimulates fear.33

Similar concerns and fear of crime emerged in victimiza-
tion surveys in the field study sites for this research pro-

ject. In the Multnomah County, (Portland), Oregon, site
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annual victimization studies by the-Oregon Crime Analysis
Center show that about 40% of citizens feel that crime in-
creased in their neighborhoods in 1981 and 1982, and one-third
of the survey respondents expected to be victims of crime in
the coming year.34similarly in Baltimore County, Maryland, 55%
of surveyed county residents said their level of fear had
increased in the past one to two years. The percentage was
70% for one major neighborhood with over 90% home ownership
and permanent residency of over three years.35 In this typi-
cal middle class neighborhood, over one-half of the surveyed
residents, a member of their family living with them or an
acquaintance had been a crime victim; 78% had a "firsthand"
crime experience in the past year. One former director of the
Bureau of Justice Statistics was quoted as saying that within
four or five years "every household in the country will be hit
by crime,"36

Other researchers disagree with the level of fear reported
in such studies and the media, and they especially reject its
implication that a new wave of fear is sweeping America. The
Gallup and National Opinion Research Center surveys, the
critics note, indicate that citizen concern about crime has
been stable since the early 1970's, and Bureau of Justice
statistics data show the victimization rate has been stable
over the same period. Researchers question the appropriate-
ness or rationality of these levels of fear, since studies
such as the Reactions to Crime project and other research

consistently show that those sub-groups of the population most
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fearful of crime are also those least targeted as victims.
Yet, people -are tired of statistics, as crime victim advocate
and former rape victim, singer Connie Francis, told the Inter-
national Association of Chiefs of Police:

The American public has had it. They're

not interested in statistics...they're in-

terested in the freedom from fear for them-

selves and their families. They want to

make it to the supermarket and to the sub-

way or to work withggt getting maimed,

raped, mugged, killed.
A similar viewpoint was expressed by syndicated columnist
James J. Kilpatrick concerning the academic debate over crime
statistics:

The figures no longer impress. We have

heard them too many times. Crime has be-

come like the weather. Everybody talks

about it, but there is a dispirited ac-

ceptance that nothing cgy be done about it.

Crime is a part of life. 8
Although Americans may have become more tolerant of higher
levels of crime, their response has not been entirely apa-
thetic. One of the most significant findings of Hallcrests's
research project is that "self-help" measures,39 both individ-
ually and corporately, are being taken at a time when law
enforcement resources have stabilized and, in some cases,
declined.

Growing numbers of Americans have undertaken "self-help"

measures to better protect themselves--e.g., by using locks,

lighting, guns, burglar alarms, citizen patrol, security

guards, and engraving valuables, Forty percent of the people
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responding to surveys in ten neighborhoods in Chicago, Phila-
delphia and San Francisco in the Reactions to Crime research
project had installed some form of security device in their
homes in the past few years because of their perception of
crime., Similar data were found in the case study sites for
Hallcrest's project. The Oregon Crime Analysis Center surveys
found in 1982 that over one-half of the respondents had placed
stronger locks on doors and windows, improved lighting of
their homes and yards or installed burglar alarms in the past
year., At the other end of the spectrum, 51,000 handguns were
purchased in Dade County, Florida, in 1980 as homicides soared
to the highest per capita rate of any American jurisdiction.
Regardless of statistical correlation, increasing numbers
of citizens are protecting themselves in direct response to a
crime event, identification with similar neighborhoods or
victims, or a general fear of crime {founded or unfounded).
Skogan and Maxfield (1981) found that purchases of home pro-
tective devices were most strongly linked with the variables
of: (1) home ownership, (2) confidence in the neighborhood,
and (3) long term commitment to actually remaining in the
area.40 1n addition, Podolefsky and Dubow (1982) found com-
munities of young professionals more likely to undertake pro-
tective measures.41 Insurance premium reductions are incen-
tives for some homeowners to install security devices, with
credits ranging from 15% to 20% for installation of central

station monitored burglar and fire alarm systems and deadbolt
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locks.42 Insurance premium reductions are also an incentive
for installation of loss prevention equipment by business and
government. The Insurance Service Office, for example, recom-
mends up to a 70% premium credit for central station alarm
systems with protected openings at the basement, first and
second floor levels and central station response within 15
minutes of an alarm signal.43

A developing area of law also suggests that landlords,
businesses and other property owners may have a duty to pro-
vide adequate protection for their tenants, employees,
customers, and visitors. In Rutler V, Acme Markets, the New
Jersey Supreme Court reviewed the issue of merchant responsi-
bility to prc¢lect their customers from the acts of unknown
third persons.44 The court rejected the argument that per-
sonal security of individuals is solely a police function.,
(Organization responses to crime and establishment of security
programs and measures are discussed more fully in Chapter 4).

Subsequent chapters of Hallcrest's research project docu-
ment the growth of private security goods and services as
measured by government data, market research reports and Hall-
crest national surveys. In addition to the data, the majority
of chiefs and sheriffs in the Hallcrest national surveys
reported an increased use of private security in their com-
munities during the same five-year period when they often
reported police resources as stabilizing or declining., Pri-
vate protection resources have begun to play an increasing

role in the protection of America.
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2.3 CRIME PREVENTION PROGRAMS

In the 1960's and early 1970's citizen-~initiated crime
prevention programs usually were not encouraged by law en-
forcement agencies. Citizen patrols, especially, were dis-
couraged and often viewed as "urban Vigilantes."45 A decade
later, the Guardian Angels also encountered police indiffer-
ence and antagonism as their street patrols comprised of young
adults and adolescents were established in major cities.
Through the efforts of the Crime Prevention Coalition, the
National Crime Prevention Institute and other organizations,
crime prevention programming and materials greatly increased.
The Hallcrest national surveys found that over 90% of police
and sheriffs' departments had established formal crime preven-
tion programs. Gradually, the police began to perceive limi~
tations in isolated crime prevention efforts and began reach-
ing out to the community to forge partnerships with neighbor-
hood groups. The community both sought and embraced proactive
programs such as block and apartment watches, property en-
graving, home security surveys and street and building pa-
trols. As FBI Director Webster noted, crime prevention became
a "watchword in almost every community."46 From the "canyon
watches" of San Diego to the "alley watches" of Minneapolis,
residents have increasingly begun to "take a stake" in the
safety of their neighborhoods.

Podolefsky and Dubow also examined the dynamics of local
participation in crime prevention actiyities. Their data

suggest that groups are not established in response to crime,
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but rather crime prevention programs evolve from established r th lrst time, according to the FBI Uniform Crime Report
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groups to which neighborhood members already belong. Partici- program. These decreases were experlenced in many major

cities, not just smaller communities. Law enforcement ad-

pation in crime prevention programs is most closely associated i

with membership in these organizations and there is no "sys-
tematic evidence" that participation in these programs is
associated with an individual's attitude toward crime. Yet,
Neighborhood Watch programs have been established in thou-
sands of communities, often independent of any existing neigh-
borhood association. In California, for example, over 50,000
such programs alone serve 85% of the state's population.
Civic-minded volunteers have become active in patrolling their
neighborhoods as "supervised offspring"” of the police and have
also started a renewal of police and sheriffs' auxiliary and
reserve units,

Ironically, a literature review conducted by the Reac-
tions to Crime project suggested that crime awareness and
prevention programs sponsored by law enforcement agencies may
increase citizen fears of crime. Nevertheless, the Neighbor-
hood Watch and other community-based crime prevention programs
since their inception have generally been acknowledged to
have some measurable impact on crime. Interestingly, Jacob
and Lineberry, in their three-decade study of police re-
sources, concluded that citizens should take greater precau-
tions with themselves and their property, but thought it
unlikely that "individual"™ private actions will overcome the
national trends which seem to generate crime., Yet in 1982,

crime reported to the police had slightly decreased nationally
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ministrators began lauding Neighborhood wWatch and other citi-
zen crime prevention programs for having a measurable i.. .ct
on crime in their communities,4”

[These citizens] and several thousand other

Washington area residents, the region's

police chiefs among them, are convinced

that the army of citizens participating 1in

such Neighborhood Watch programs played a

major role in reducing crime in every
jurisdiction here last year.

We are proving property crimes can be de-
terred and prevented. It is no coincidence
that during this period...the number of
Neighborhood watch gigups in Fairfax County
passed the 250 mark.

Conspicuously absent from police-based crime prevention
programs, however, is the input of the 1.1 million persons
employed in private security. Crime prevention and proactive
approaches to crime control have long been a primary orienta-
tion of private sector protection programs. Yet, there is
little cooperation between the public and private sector in
crime prevention programs. The February 1983 Police Chief
feature on "Reducing Residential Crime", for example, failed
to even mention private security as a potential resource. The
remainder of this report will document the resources, contri-
butions, and deficiencies of private security, their relation-

ships with law enforcement agencies, and prospects for forging

a partnership to combat crime.
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CHAPTER 3
CRIME IN BUSINESS AND INSTITUTIONS

The common ground for interaction between law enforcement
and private security resources is crime. Most crime con-
fronting individuals and neighborhoods is expressed as index
or "ordinary" crime in the Uniform Crime Reporting (UCR)
system. Crimes against business and "white-collar" crime and
the closed environments of institutions pose a different set
of problems and demand organizational responses to crime in
addition to those provided by law enforcement agencies. This
chapter explores the nature, extent and impact of economic
crime; some international aspects of crime affecting business;
and methods for resolution of crime in business and institu-
tions. This discussion provides the structure within which to
examine the resources of private security in subsequent chap-
ters of Volume I and to explore the interrelationships of
private security and law enforcement in Volume II of tﬁis

report,

3.1 THE EXTENT AND COST OF ECONOMIC CRIME
3.1.1 JIntroductijon

Much of the public's perception of crime and prctection
resources is formed by impressions of the local "crime rate"
which is based on the UCR index of crimes. This standardized
index, along with periodic victimization studies, provides a

fairly systematic measurement of "crime in the community" for

R



the average citizen., Law enforcement executives and community
leaders commonly discuss allocation of police resources and
enforcement programs on the basis of the crime index. In the
business community, however, there is no readily acceptable
measure of crime. In fact, the lack of standardized defini-
tions, classifications, and the underreporting of ~<rime con-
tribute greatly to problems of measurement. This section
presents a working definition ©f economic crime, its impact,
and an updated estimate of the cost of business crime. The
following discussion is not intended to be an in-depth, schol-
arly treatment of this subject; rather, it is an attempt to
convey the magnitude of the crime problem to which the re-

sources of law enforcement and private security are directed.

3.1.2. Economic Crime and Its Impack

Most of the literature and study projects tend to classify
"crime in business" as crimés against business, as internal
and external theft (its major components), as ordinary crime
and white-~collar crime, or as economic crime. We suggest that
the differences are more than just semantics, and that focus-
ing on the "econcmic" aspect of crime provides a fuller appre-
ciation of the true economic impact or overall cost of "work

place™ crime to business, government, and the public.,
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3.1.2.1 Defining Economic Crime

Most crimes against business fall into the traditional
legal category of crimes against property. These include
arson, burglary, robbery, and various forms of theft or
fraud--both external and internal. Crimes against business at
first glance would not seem to include crimes against persons,
but some persons become the victims of crime because of their
connection (direct or indirect) with a business enterprise.
For example, business executives have been kidnapped for ran-
som to be paid by their companies, and bank officers and/or
their families have been held hostage as part of bank rob-
beries, One source estimated that business paid more than
$250 million in ransoms during the 1970's.!

As early as 1949, Sutherland in his pioneering book,
White-Collar Crime, sought to document the existence of crime
committed by otherwise noncriminal stereotypes. Law enforce-
ment agencies directed virtually no resources to investigation
and prosecution of what is now colloquially referred to as
"crime in the suites" as opposed to "crime in the streets."”
Today, the existence of white collar crime--largely acts of
fraud and embezzlement--is unquestionably accepted by re-
searchers and law enforcement agencies. The Federal Bureau of
Investigation (FBI) has labelled it "the crime of the 1980's"
and has nearly 25% of their available manpower (1700 special
agents) assigned to its detection.? Yet, there is not uniform
agreement among resedrchers, the business community, and law

enforcement on definitions, classification and measurcment of
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white~-collar crime.

ysis of white-collar crime issues,

Dinitz (1982) provides an excellent anal-

including a content anal-

ysis of important business periodicals and an evaluation of

leading authors in the field of white-collar crime.3

Focusing

on white-collar crime, however, ignores the economic impact of

"ordinary crime? against business, especially small business.

Legitimate business enterprises not only are concerned

about crime perpetrated directly against their business,

but

also are greatly concerned about forms of crime that represent

themselves to the public as ordinary businesses.

Every form

of fraud on the consuming public has a strong impact on busi-

nesses trying to sell the same product or service honestly.

For example,

pirating of copyrighted recorded music or video

tapes deprives both the customer of the genuine item he thinks

he is buying and the recording artist and studios of the

rightful reward for their talents.

The Record Industry Asso-—

ciation of America estimated that more than 600 million of the

two billion records and tapes sold in the U.S.

in 1980 were

unauthorized in some way--a loss of as much as $1 billion in

entertainment industry revenue,

Thus,

5

we offer for consideration a working definition of

economic crime which suggests its breadth and pervasiveness in

America and a basis for measurement of its true impact and

cost:

Economic crime is illicit behavior having
as its object the unjust enrichment of the
perpetrator at the expense of the economic
system as a whole and its individual com-
ponents. The consequences of economic
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crime are increased costs that are passed
on to consumers and taxpayers and that
place a financial burden upon the business
community, the government, and, ultimately,
the public. This working definition of
economic crime is intended to encompass the
terms of white collar crime, crimes against
business, management fraud, ordinary work-
place crimes in organizations, and fraud
against the government and consumers.

This definition accommodates crimes against both business and
government, thereby recognizing the major role government ex-
penditures play in the operation of the economy. This defini-
tion could be supported by most standardized definitions of
economics which contain generalized descriptions of how re-
sources are used to produce goods and services for distribu-
tion and consumption. Economic crime is crime that keeps the
economy from operating in accord with society's reasonable
economic, social and political expectations. For example, in
his basic text, Economics, Paul A. Samuelson defines economics
as follows:

Economics is the study of how men and so-

ciety choose with or without the use of

money, to employ scarce productive re-

sources to produce various commodities over

time and distribute them for consumption,

now and in the future among various people

and groups in society.

Of the many significant concepts in that brief definition,

consideration of how money is obtained and used to produce
goods helps to illustrate how crime affects the economy.

Business enterprises obtain money in three major ways: by

selling interests in the business, by borrowing money, and/or

3-5
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by selling the products or services they produce. These
methods have historically had problems which have necessitated
the enactment of criminal statutes; the following section

examines some of those problems.

3.1.2.2 The Direct Impact of Crime

States have "blue sky" laws to control schemes to persuade
investors to invest money in worthless enterprises. The Secu-
rities and Exchange Commission regulates public issues of
stock and the operation of stock exchanges. Nevertheless, a
variety of stock frauds are still perpetrated. 1In one large-
scale stock fraud, for example, six persons were indicted for
scheming to defraud more than 200 investors of nearly $40
million in fraudulent coal-mining ventures.’

Business borrowing also entails opportunities for crime.
Corporate bonds can be counterfeited or stolen. In August,
1981, for example, the FBI recovered $50 million of stolen
bonds and arrested three persons on charges of embezzlement,

theft and conspiracy.8

This has an impact on the corporation,
the brokerage firm and the legitimate bond holders. Money or
goods can also be obtained as part of a planned bankruptcy,
with the creditors (ordinarily other businesses) being the
victims. Even financial institutions themselves have col-
lapsed as a result of planned bankruptcy through fraud and
embezzlement.® In addition, credit is paid for by interest,

which gives rise to the possibility of usury. The high prime

interest rates during the recent recession and the restricted
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money supply policies of the Federal Reserve Board certainly
encouraged usury for companies caught in the recession with
limited cash reserves, declining sales and a desperate need
for cash.

Selling often involves the extension of credit to cus-
tomers, and the extensive use of credit cards. The advent of
Electronic Funds Transfer, and Automatic Teller Machines dra-
matically increased opportunities for credit card fraud or
"electronic crime."” Now a single bank credit card and per-
sonal identification number allows a thief to not only obtain
goods and money with the card, but also to direct monies into
other accounts and form the basis for elaborate check-writing
schemes. The rapid real-time transactions allow many illicit
funds and goods to be obtained before internal auditing con-
trols can detect the unauthorized use of an account or credit
card. Merchants suffering adverse effects from lagging cash
sales in a recessionary economy have often had to accept major
bank credit card purchases, thus risking additional business
losses through potential fraudulent use.

The most common ways of illegally taking money from a
business enterprise have been robbery, burglary, larcency, and
embezzlement. Stealing, however, has become more sophisti-
cated and complicated, and can involve acts not generally
thought of As "crime." Falsification of records, for example,
leads to payments for goods never received and for hours never
worked, sometimes to nonexistent employees. 1In an annual

study of waste and abuse of on-the-job time, it was estimated

3-7
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that in 1981 employees cost the American economy "a staggering
$§120 billion" resulting from employee "time theft"--excessive
socializing, conducting personal business on employer time,
late arrivals, abuse of sick leave, etc.10 an interesting
example of fraud is the estimated $73.2 million a year lost by
the Bell Telephone operating companies through fraudulent
billings, that is, telephone calls charged to a number that is
not the caller's own.!l About $48 million of the loss is from
pay phones. While falsification of records, theft of time,
and fraudulent telephone billings may seem like insignificant
items, in the aggregate thay can have just as devastating
economic impact as many more traditional forms of crime.
Computer crime has been one of the more dramatic changes
in organizational crime patterns in the 1970's and could
become the most economically devasting crime of the 1980's.
Although the real figure is unknown, the average loss from a
computer crime has been estimated at $500,000 by the FBI.12
Manipulation of cumputer programs and access codes can move
money from one account to another or even out of the business
account altogether. The $21.3 million embezzlement of Wells
Fargo Bank in 1981, to set up boxing promotion companies of
Harold Smith, was accomplished by manipulation of computer
entries between two Wells Fargo branch offices. An elaborate
scheme of credits and debits was posted in amounts just under
one million dollars to avoid detection by the internal audit-

ing controls.l3
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In the preceding paragraphs we have sketched some problems
in raising and retaining money for the production and distri-
bution of goods. By focusing on other elements of Samuelson's
definition of economics, we could identify other crimes that
would affect the production and distribution of goods. For
example, sabotage of high-technology machinery can interfere
with the production of goods, weaken the company competitive
position from excessive downtime, and greatly increase capital
or maintenance expenditures if the damage is especially
severe. Cargo theft disrupts the distribution of goods for
the manufacturer and wholesaler and restricts available inven-
tory for the retail merchant. Like the other examples of
crime cited above, these crimes against business viewed in
economic terms (as economic crime) have far-reaching impact

beyond the direct dollar loss of money or goods.

3.1.2.3 The Indirect Costs of Crime
The secondary or indirect costs of economic crime against
business can be conveniently grouped into three categories:

costs to business, government and the public.

The effects on business include:
e increased costs of insurance and security protection;
e costs of internal audit activities to detect crime;
e cost of investigation and prosecution of suspects mea-
sured in terms of lost time of security and management

personnel;

e reduced profits;
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e loss of productivity; considered, the effects on institutions would include:
e declining enrollment, attendance, or occupancy due to

e loss of business reputation; crime-related incidents;
’

e deterioration in quali ice; .
quality of service; e employee turnover and recruitment costs due to fear of

e threats to the survival of small business. crime incidents;
e increased costs of service;

The effects on government include: ‘ :
d ) | ‘ e increasec¢ costs of insurance and security protection.

e costs of investigation and prosecution of suspects;

e increased costs of prosecuting sophisticated (e.g., em-
be?zlement) and technology-related (e.g., comphter) | The Department of Commerce suggests that three out of ten
crime; i . . . .
me g business failures are related to crime losses.l4 A 1967 small

e costs of correctional programs to deal with economic

crime offenders; Business Administration study, which measured loss as a per-

e cost of crime prevention programs; centage of total receipts, found that the impact of crime was

o cost of crime reporting and mandated security programs; significantly greater in small businesses than in large busi-

o loss of tax revenue (e.g., loss of sales tax, untaxed nesses, The smallest businesses (less than $100,000 in

income of perpetrator, and tax deductions allowed busi- i '
o or ot ey Tocseny. revenue) suffered an impact three times greater than the

average business in their study, and 35 times greater than

The eff ic i . .
ects on the public include: businesses with receipts greater than $5 million. 1In addi-

@ increased costs of consumer goods and services to offset

crime losses; tion, researchers in the Crime in Retailing study found that

e loss of investor equity; food retailing inventory shrinkage increased as sale volume

e increased taxes; decreased.16 If this correlation were true for all retailing

e reduced employment due to business failures. or all business, then one could expect greater amounts of loss
in the past few years during a recessionary economy. The

These effects are concerned only with those related to latest National Mass Retailing Institute (NMRI) retail theft
nonviolent business crime, but if the total crime environment study noted a dramatic increase in employee theft in the past
year. During 1982, businesses have been filing bankruptcy at
the rate of about 500 every week. Dun and Bradstreet pre-

dicted total commercial and corporate failures to approach

3-10 ‘ 3-11
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24,000 by year's end.l7 This total does not include an esti-
mated 4,000 firms weekly that "simply fold up and quit after
paying off their debts."18 The role of crime-related losses
in this massive number of business failures may be signifi-
cant, especially given the impact of small business on the

economy of communities,

3.1.3 Sources for Measuring Economic Crime
3.1.3.1 The Extant Literature

The Uniform Crime Reporting (UCR) system primarily ad-
dresses specific crime types and their incidence across a
large number of victim populations. Until recently, most
victimization studies tended to focus on the citizen victim
and households rather than on the commercial victim. A body
of literature exists on crimes against business and institu-
tions as well as the crime prevention and response techniques
utilized by them. The major sources of available literature,
listed on the basis of volume of information found, are pri-
vate security publications, government publications, business
publications, criminal justice/social science publications,
law journal articles, and association/corporate publications.

Since §Security Management (published by the American So-

ciety for Industrial Security) and Security World began pub-
lication in 1957 and 1963 respectively, several other

security-related publications have emerged which provide both
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general and specific information on crime and security, e.q.;

Journal of Security Adminjistration, Assets_Protection, Alarm

Signal, Security Systems Admjinistraticn, and Security Dis-
tributing apd Marketing. 1In addition, several subscription

newsletters provide information from proprietary sources, news
articles and surveys and other studies; e.g., The Alert,
Security Letter, Security Systems Digest, Corporate Security,
and The Lipman Report. Newsletter and journal articles are
typically oriented toward the operating security practitioner.
With the exception of the Journal of Security Adminjistration,
these publications are not intended to be scholarly publica-
tions. Articles on the cost of crime are infrequent because
the above-mentioned journals, magazines, and newsletters pri-
marily serve as a forum for practitioners to present personal
experiences, case studies and ideas for dealing with problems,
articles on the cost of crime are infrequent. Furthermore,
most statistical data in such articles are superficial, such
as parenthetical references to association estimates or other
studies.

A large portion of the literature emanates from the aca-
demic and business communities; here too, the focal point is
not the cost of crime, but rather case studies or studies with
a limited survey population or aspect of a particular crime
topic. Some of the legal and business publications reviewed
for cost of crime data include Harvard Business Review, Wall
Street Journal, Forbes, Nation's Business, Business Week,

3-13
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Dun's Busjiness Month, Journal of Accountancy, Economist, Jour-—
nal of Contemporary Law, Criminal Iaw Quarterly, Banking and
American Criminal Law Review. In addition, several PhD dis-
sertations and approximately 50 abstracts of dissertations
were reviewed.

Among the criminal justice and government publications
included in our review were periodicals, including Police

Chief, the Journal of Criminal Justice, and the International

Journal of Criminology and Penology; crime prevention manuals
prepared by state and local crimiral justice agencies; and
reports by the U.S. Department of Commerce Small Business
Administration, Bureau of Domestic Commerce, and LEAA. Asso-
ciation and corporation publications include such groups as
the Chamber of Commerce of the United States, National Dis-
trict Attorneys Association, American Bar Association, Honey-
well, Inc., Figgie, Inc., the National Retail Merchant's Asso-
ciation, Peat, Marwick, Mitchell and Co., Arthur Young and
Co., and National Coalition to Prevent Shoplifting. This
group of publications either utilized the cost estimates of
other sources or reported on findings of special projects or
surveys undertaken by their organizations.

The various publications bring a multitude of disciplines
and fields to bear on the study of crime and measures to pre-
vent and contain crime. However, no single source or set of
sources currently available provides an overview of the cost
of crime perpetrated against, and by employees of business,

industry and institutions. As subsequently noted, there are a

multitude of problems in attempting to measure the severity
and cost of economic crime. Several scholarly works address

these methodological issues.ld

3.1.3.2 Inconsistency of Data Sources

The most frequently quoted figure for the cost of crimes
against business is $40 billion a year, which has sometimes
been expressed as 1% of the Gross National Product (GNP).
This statistic and other supporting statistics usually come
from one of five national efforts to estimate the costs of
crime against business:

e Crimes Against Small Business, A Report of the Small
Business Administration, 1969,

e The Economic Impact of Crimes Against Business, U.S.
Department of Commerce, 1972 (Updated in 1974 and 1976).

e Handbook on White Collar Crime, Chamber of Commerce of
the United States, 1974.

e Costs of Crime, A release of the Joint Economic Com-
mittee, Congress of the United States, 1976.

e Background, Findings. and_Recommendations, Crimes
: Bus] 3

Against , American Management Associa-
tions, 1977.

Table 3-1 compares the statistics of these projects for es-
timated costs of crime against business, by type of crime.
These estimates are not truly comparable since they covered
different time periods, used different methodologies, and did
not consider the same offenses. Only two of the listed crimes
(check fraud and pilferage/employee theft), for example, were

considered by all four groups, and the number of crimes
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TABLE 3-1

ESTIMATED COSTS OF CRIME AGAINST BUSINESS, BY CRIME

SOURCES
($ Billions¥*)
SMALL CHAMBER QF AMERICAN JOINT
BUSINESS COMMERCE OF MANAGEMENT ECONOMIC
ADMIN, THE U.S. ASSOCIATIONS COMMITTEE
TYPE OF CRIME (1967-68) (1874) (1975) (1976)
Arson 1.3
Bankruptcy Fraud 0.08 .103
Bribery, Kickbacks, 3.00 3.5-10.0 3.85
Payoffs
Burglary .958 2.5
Check Fraud .316 1.0 1.0-2.0 1.12
Computer-related 0.10 .129
Consumer Fraud 21.¢C ‘ 27.0
Credit Card Fraud 0.1 0.5 .500
Embezzlement 3.0 4.0 3.86
Insurance Fraud 2.00 2.0 2,50
Pilferage/Emplcyee .381 4.0 5.0-10.0 4,84
kobbery 077
Securities Theft/ 4,00 5.0 . 291
Snoplifting .504 2.0
Vandalism .813 2.5
Receliving Stolen 3.50
Property
TOTAL $ 3.05 $ 41.7 $ 29.3-41.8 $ 44.2

*(Total cost estimates may not be exact due to rounding.)
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studied ranged from six to eleven. The Small Business Admin-
istration (SBA) study focused on "ordinary crimes" against
business (burglary, robbery, shoplifting, etc.), whereas the
Joint Economic Committee was concerned primarily with "white
collar crime" (fraud, embezzlement, bribery, etc.). The pri-
mary reason for the difference in estimates is that the goals
and methodologies of each study were different.

In Table 3-2 Department of Commerce estimates are present-
ed, by business sector, for crime against business. As in the
SBA study, ordinary crimes are used, yet there is neither a
breakdown of the crimr=zs nor a discussion of the methodology
used to drive the estimates.

These studies do have one theme in common: the lack of
consistency among data sources, preventing the development of
a sound data base. Each of the major study efforts or reviews
thereof clearly identified this issue as a shortcoming of the
estimates of eccnomic crime,

The most serious difficulty associated with
analyzing the impact of crimes against
business continues to be the sparseness and
sporadic nature of the data available,
Figures are seldom based on comparable
definitions or time periods; and many data
gaps exist.

U.S. Department of Commerce

The data which have been gathered are of
'‘questionable validity' because there are
no uniform standards for collecting eco-
nomic crime data among the relevant agen-
cies,.

American Bar Association

3-17
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TABLE 3-2
U.S. DEPARTMENT OF COMMERCE
ESTIMATED COSTS OF CRIME AGAINST BUSINESS BY BUSINESS SECTOR

(S Billions)

BUSINESS SECTORS 1971 1973 1974 1275
Retailing $ 4.8 $ 5.2 $ 5.8 $ 6.5
Manufacturing 1.8 2.6 2.8 3.2
Wholesaling 1.4 1.8 2.1 2.4
Services 2.7 3.2 3.5 4.3
Transportation 1.5 1.7 1.9 2.3
TOTAL* $ 12,2 $ 14.5 $ 16,1 $ 18.7

* The Commerce Department also estimated the cost of arson and the
costs of business crime prevention. When including these costs,
the total crime losses to business were, in billions, for 1571 -
$15.7; 1973 - $18.3; 1974 - $20.3; and 1975 - $23.6.

There is no single, centralized compilation
of white collar crime statistics similar to
the statistics on street crime compiled by
the FBI in its annual Uniform Crime Re-
ports. Such statistics as are available
are generally located in relatively inac-
cessible reports.

Congressional Research Service

There are little or no hard data on losses
to business due to nonviolent crime, either
at the macro or micro levels.

Crimes Adajnst Businesses Project
American Management Associations

In part, due to recognition of this problem, an Inter-
agency Committee to Assess the Impact of Crimes Against Busi-
ness was established in 1974, chaired by a representative of
the Department of Commexrce. Original members of the Committee
included the Small Business Administration, Departments of
Treasury, Justice, Transportation, The Board of Governors of
the Federal Reserve System, and the Federal Deposit Insurance
Corporation. Membership was later expanded to include the
LEAA, the Department of Housing and Urban Development, and the
Securities and Exchange Commission. The primary purpose of
this Committee was to facilitate the collection and analysis
of data on crime against business and to evaluate the effec-
tiveness of measures to control this crime. Prior to dis-
banding, when its charter expired on June 30, 1977, the Com-
mittee published Federal Government Sources _on Crimes
Against Busjiness.

The Deputy Director of Business Research and Analysis for

the Bureau of Domestic Commerce, in testimony before the House



Small Business Committee's Subcommittee on Special Small Busi-
ness Problems, urged a mandatory reporting process for busi-
ness crime:

Government must focus its attention and

initiatives on filling the data and infor-

mation gaps...any proposal for improving

data on a national level suffers from the

necessity to impose r%RPrting requirements

on the private sector.
Stopping short of actually recommending that reporting be man-

dated by government, he recommended that "most importantly,

the private sector must develop comprehensive crime loss mea-

surement.“21

Concurrent with the phase-out of the Interagency Committee
and the Department of Commerce's Crimes Against Business pro-
gram, (which published Crimes jin Retailing, and Crimes_jin

elected vices Industrjes), various groups recommended the
establishment of a national economic crime/private security
institute. 1In response, Attorney General Griffin Bell estab-
lished the National Economic Crime PFroject (NECP) in May 1978.
Among the concerned groups were the Private Security Task
Force to the National Advisory Committee on Criminal Justice
Standards and Goals, The Private Security Advisory Council to
LEAA, the Crimes Against Business Council of the American
Management Associations (AMA) and the Business Advisory Panel
on White-Collar Crime of the Chamber of Commerce of the United
States. A major recommendation of the AMA Crimes Against

Business Council was to establish a National Economic Crime

Center. The Attorney General's NECP did not pursue its estab-
lishment, but both the AMA and the Chamber of Commerce raised
some key issues concerning inadequacy of economic crime data

which are still viable issues five years later:22

e Information Clearinghouse. There is no central source
of economic crime and security statistics or research,
nor is there a clearinghouse for security-related re-
search literature oriented to the needs of business and
industry.

e Business Crime Research. Most federally funded security

research is aimed at government's needs. Very little
research is directed to the needs of business or private
security.

e Privat curjt search. Substantial effort should be
directed toward improving and increasing_prlvate secu-
rity's abilities to prevent and reduce crime.

3.1.4 Problems in Measurement of Economjc Crime
3.1.4.1 Industry Reporting

As noted above, the lérgest problem in comparing the major
study efforts and other data is inconsistency--in time per-
iods, in methodologies, and in the offenses included. There
have been four major obstacles preventing development of an
ongoing program of reporting ¢- me and loss data by business
and industry: (1) lack of accepted definitions,23(2) lack of
a data base upon which to build and measure trends, (3) busi~-
ness and industry have not developed good measures of report-
ing crime-yelated losses, and (4) organizations are generally
reluctant to release financial loss data that could reflect

adversely on them. Thus, updating an estimate of merely the
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direct cost of crime becomes a new, independent effort "from
scratch"™ each time it is undertaken, and results in a duplica-
tion of effort.

Two reports published by the U.S. Department of Commerce
on crimes against business, Crime_in Retailing and Crime in
Service Industries, highlight the problem of industry report-

ing of crime. In the Crime In Retailing report, over 50% of

the survey respondents in the food retailing sector stated
that they did not even keep records of loss experiences--they
were unable to determine whether inventory shrinkage was due
to shoplifting, internal theft, shorted shipments of merchan-
dise, accounting errors, etc. Yet, this industry is among the
most vulnerable to crime throuah shoplifting and employee
theft. The Introduction to the report noted the problems of
nonreporting:

Most crimes against retail store operators

are not reported to law enforcement offi-

cers, and therefore do not appear in sta-

tistical reports on the incidence of crime.

In the case of shoplifting or theft of

merchandise by employees, the crime is

often Egt discovered until an inventory is
taken.

In the Crime_in Service Industries report, significant
mention was made of underreporting of crime and the lack of
reporting systems while estimating a $9.2 billion cost of
crime for this business sector,

Most important, the figqure cannot be ad-
justed for unreported crime, which is sub-

stantial in the services sector as it is in
all business., For some entire industries,
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there is a complete lack of figures. Al-

though the phrase has become over—-quoted,

knou ¢ crime.in the sgrvices %ector is

merely the 'tip of the iceberg.'
In some industries there is concern for public embarrassment,
adverse publicity, and decline in business from reporting los-
ses due to crime. The lodging industry, for example, tends to
minimize its crime losses for fear of adversely affecting
occupancy rates. Researchers for the report found that the
only industries computing and reporting losses at that time
were the transportation and financial sectors, where some
reporting is mandated by federal regulations. Even in these
sectors, it is difficult to get accurate reporting.

In cargo transportation services, for example, carriers
reqgulated by the Interstate Commerce Commission (ICC) trans-
port only carry one-third of all manufactured goods tonnage in
the United States. Crime loss figures could not ke computed
for the private carriers, shippers, manufacturers or merchants
using their own vehicles to carry another one-third of the
total tonnage. In addition, despite the emphasis on hijacking
(less than 1% of total claims), "the crimes that cause far
greater losses, in the aggregate, are the 'nickel and dime'
thefts and pilferages."26 These crimes are excluded from both
the non-ICC regqgulated carriers and from the regulated carriers
since reporting is required only if the losses exceed $100.
The major sources of the report's air cargo losses due to
crime were Airport Security Councils (ASC) at major airports

which collect data on air carco losses. Yet, it is not the
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airport that sustains the loss, but the individual airline,
which may or may not choose to release loss data. Air carcgo

losses are only estimated losses from those which airlines

choose to repcrt.

The following quotation, taken from the U.S. Chamber of
Commerce 1974 Handbook on White Ccllar Crime, illustrates some

of the techniques used in developing "estimates”":

...The 'not less than $40 billion' estimate
dqes not pretend to be the result of a
rigorous statistically valid survey and
shquld not be regarded as 'the cost of
white collar crime.' No one has ever
rgally computed even a reasonably accurate
figure. The estimate cited here is based
on (1) previous estimates by responsible
agthorities (even their figures for a given
klnd.of crime may differ by many billions),
(2) inferences drawn from reasorably accu-
rate lgss ratios, and (3) the evaluation
and adjustment of (1) and (;) in light of
research for this Handbook.?2

Compounding this problem is the fact that the major study
projects tend to build upon one another, as evidenced by the
Joint Economic Committee and the AMA estimates. In spite of
these problems, noted by the U.S. Chamber of Commerce in its

data, the costs of white collar crime projected by the Joint

Economic Committee are largely based on:

.ndata.presented in Handboock on White Col-
lar Crime, Chamber of Commerce of the Uni-

Fed States, 1974, multiplied bg the rate of
inflation 1974-1976 inclusive.48

The AMA's "best judgement estimates" were drawn from the Cham-—
ber of Commerce of the United States, the U.S. Department of

Commerce, The American Mutual Insurance Alliance, the National
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Retail Merchants Association and various private communica-
tions.
Figures are for 1975 and in some cases were
arrived at by extrapolation of trends and
allowances for inflation., They are ex-

tremely tentative figures bug do bring home
the gravity of the problem.2

3.1.4.2 Association Surveys

The major study projects relied heavily upon the surveys
of national associations, which are the more available sources
of estimates on crime loss. However, two major problems arise
in using association estimates. First, the association sur-
veys only its own membership and then often tries to general-
jze to all similar businesses based upﬁn average loss experi-

ence in their survey. Although there is an assumption of a

statistically valid sample, there is no way to verify the
validity of the member sample, the level of survey participa-
tion, or the extent to which the membership and sample is
representative of similar businesses throughout the United
States. There also can be differences in the categories of
business surveyed among different major national associations.

In retailing, for example, annual loss surveys are con-
ducted by the National Mass Retailing Institite (NMRI) for
mass merchandise, discount, department and speciality stores;
the National Retail Merchants Association (NRMA) for general
merchandise, department and speciality stores; and the Na-

tional Coalition to Prevent Shoplifting for foed, drug, and

e
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general merchandise stores. In the NMRI 1981 survey, re-
spenses were received from 50 retailers representing 5,600
individual stores, and the 1982 survey received responses from
127 retail organizations representing more than 25,000 stores.
The NRMA surveys its membership to obtain an average shortage
or shrinkage ratio (the difference between actual and book
inventory expressed as a percentage of sales), then applies
the shortage ratio to the full membership's sales. The Ka-
tional Coalition to Prevent Shoplifting surveyed nearly 3,500
retailers in 37 states in their National Research Report on
Shoplifting, 1981-82, but the report focuses on shoplifting in
food, drug and general merchandise stores. The NRMA and NMRI
studies, however, examine the overall problem--"shortages"
that are either unexplained or due to internal theft or other
forms of external theft in addition to shoplifting. Data from
the NRMA and the NMRI suggest that the other forms of crime
losg are far greater than shoplifting.

Even when using data from two studies that focus on shop-
lifting in retailing, the aggregate national estimates frem
the survey data can vary greatly. The National Coalition
estimated 1981-82 shoplifting losses as 7% of sales revenue
for the surveyed stores, yet the NRMA, in annual member sur-
veys since 1970, estimates total shortace (i.e., all loss)
consistently to be only about 2% of sales revenue., In thg
19th annual survey (198l) of shoplifting by Commercial Service
Systems of Van Nuys, California, data from 27,198 shoplifting

. a . \
apprehensions were reviewed from 668 supermarkets, 151 crug

stores and 92 discount stores.30 0Of the stores which partici-
pated in the study, 92% were located in Southern California,
and 8% were in Arizona, Colorado, Oregon, Utah, and Washing-
ton. Based upon an average supermarket loss value of $10.06
per incident, occurring at the rate of eight incidents per
day, they estimated that direct loss of shoplifting for the
34,900 supermarkets in the U.S. would be $1 billion per year
in 1981. This figure, ijust for supermarket shoplifting in
1981, is one-half of the total shoplifting estimate by the AMA
in 1975 and about 15% of all retailing loss estimated by the
U.S. Department of Commerce in 1975,

& second major problem exists in developing estimates of
total national crime loss from national association survey
data: the international representation or buginess interests
of some members and the subsequent reporting and use of this
data in the literature. Association data will often be re-
ported in news articles as representing a U.S. loss figure,
when in fact it represents the loss experience of the associa-
tion's members. Data for similar associations in the same
field can also be confusing in this regard. FEarlier, for
example, we noted the loss to the "éntertainment industry"
from unauthorized or fraudulent records and tapes. One major
security publication reported a $1 biilion figure for the
industry, which many could infer as being U.S. losses. 1In a
Wall Street Journal article, the International Federation of
Producers of Phonographs and Videograms estimated that about

314 million illegally copied records were sold in 1980 with a
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street value of $1.1 billion--U.S. and Canada represented only
$560 million of the $1.1 billion.31

Despite the two problems discussed above, trade and pro-
fessional association surveys do provide valuable data for
attempting to assess loss experiences and to evaluate security
measures being used in various types of organizations. It is
unfortunate that more organizations do not attempt to collect
crime loss data on a reqular basis, Until then and without
their cooperation, the prospects of developing reasonably

accurate crime loss data are poor.

3.1.4.3 Assets Protection and Loss Prevention Concepts

Both crimes against business and economic crime relate to
the profit orientation of business, but the concept of asset
protection/lcss prevention also helps explain the nature of
security measures against c¢rime, the orientation to data col-
lection and reporting of crime, and especially the impact of
crime on institutions. Security programs in business and in-
stitutions are generally organized to prevent or control los-
ses; such programs are called assets protection and loss pre-
vention. The assets protected by an organization can be
grouped into three major categories: gpersons, property and
information. (A detailed discussion of assets protection and
loss prevention is contained in Chapter 4.) 1In virtually all
organizations, assets protection and loss prevention measures
enable the organization to function in a more secure environ-

ment,
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Data collection by most of the data sources mentioned in
this chapter represent a crime_event perspective--i.e., the
incidence of the crime itself--and only occasionally (through
victimization studies) do they focus on the environment in
which the crime occurs. Business, government, and other or-
ganizations and institutions, however, lock at the impact of
events on the security and safety of their environments. Such
events include not only crime, but also fire, occupational
accidents, and unauthorized access into secure environments.
In a prioritized listing of thirteen security functions re-
ported by proprietary security managers in the Hall:rest na-
tional survey, crime investigation is in the lower half of
priority functions, and crime reporting is anong the three
least important functions in all types of organizations--
industrial, commercial, and institutional (the only exception
is the emphasis of retailing on shoplifting in the commercial
sector). This response is contrasted with those of chiefs and
sheriffs in the national survey who rate arrest and prosecu-
tion of suspects and the investigation of crime their number
two and three priorities, respectively. Institutional secu-
rity managers place a higher priority on access control and
order maintenance than on crime investigation, although crine
prevention is a high priority. (A discussion of the respective
roles and functions of law enforcement and private security is
presented in Chapter 9.)

The true impact of crime is hard to assess from data col-

lected by the above sources, since it is collected on the
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basis of accepted statutory definitions. rhe crime event is
seen by private security as a breach of security through a
modus_ operandi that may transcend several crimes. The Wells
Fargo BRank case cited earlier, for example, involved a
computer-related crime: unauthorized electronic funds trans-
fer which resulted in the crimes of embezzlement, fraud and
theft. Private security focuses on the hole in its "protec-
tive armor™ or the "loopholes™ in its internal controls allow-
ing certain behavior or actions to occur which become mani-
fested in a criminal event. The private sector attempts to
orient its information collection and response on this basis,

not on the crime event perspective of most data sources.

3.1.5 Derivipng An Updated Estimate

Even though the crime loss estimates in the major study
projects are at least five years outdated, the $40 billion
total business crime loss figure continues to be guoted.
Quite simply, no organization hes attempted to update the
existing figures. As outlined in the preceding section, cer-
tain problems exist with the statistics developed by earlier
projects. Several major difficulties are inherent in attempt-
ing to develop more recent loss figures from these estimates:
(1) after arriving at an accurate estimate of the direct loss
of crime, allowing for substantial underreporting, one must
then compute the indirect costs of crime; (2) as difficult as
it has been to estimate the losses due to ordinary crime, the

losses due to economic/white collar crime are often greater
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and much more difficult to estimate; (3) the growth rate of
Some economic crimes does not necessarily bear any relation-
ship to the Uniform Crime Index; and (4) the growth in some
crimes--computer-related crime--has been phenomenal because of
technology growth and vulnerability associated with the crime.

The most frequently used technique for estimating economic
crime has been to apply an inflationary index. The U.S. De-
partment of Commerce 1975 estimate for ordinary crimes against
business was $18.7 billion. The FBI Uniform Crime Index rose
17.0% for nonviolent crimes during 1975--1980, while the Con-
sumer Price Index rose 53.1% during the same period. Applying
these increases to the 1975 base period figure results in a
$33.5 billion direct cost of ordinary crime for 1980.

In the AMA project, the estimates for white collar crime
($21.0 billion) were approximately the same as ordinary crime
estimates ($21.8 billion). 1If white collar crime is at least
equal that of ordinary crime, then a "best estimate" for cost
of economic crime in 1980 would be at least 67 billion (33.5
ordinary + 33.5 billion white collar). At this amount, the
direct cost of economic crime alone would represent 2.5% of
the Gross National Product in 1980 or 3.0% of the GNP for
business. Retained earnings of business in the U.S. were
$331.2 billion in 1980, and before tax profits were $241.8
billion.32 fThe estimated direct economic cost of crime, then,
in 1980 would have been nearly equivalent to 20% of retained

earnings and about 28% of before tax profits of business in

the United States.
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Peat, Marwick, Mitchell Foundation recently completed a
study on fraud which is entitled, How to Prevent and Detect
Business E:gud.33 This study estimated the total cost of just
white collar crime and fraud in 1981 to be $200 billion! Al-
though no methodology was offered for arriving at the esti-
mate, are these figures plausible? Estimates of other areas
of "extraordinary" crime suggest that the impact of economic
crime is, indeed, far-reaching.

Tax evasion fraud alone is estimated at $100 billion by
the IRS in 1983 from such sources as nonfiling of returns,
illicit criminal enterprises, unreported income, capital
gains, dividends and interests, and profits from partnerships
and small business.34 One independent source for Time maga-
zine estimates untaxed profits from illicit criminal enter-
prises at $25 billion; City University of New York Economics
Professor Peter Gutmann estimated that undeclared income from
the ™underground economy" totaled $420 billion in 198l--larger
than the retained earnings of legitimate business!3>

Estimates and surveys of experts (usually persons and
firms who thoroughly investigate a particular crime type) and
national associations would also suggest that an annual eco-
nomic crime figure of $200 to $300 billion may not be exag-
gerated, especially given the amount of underreporting of
crime by business, A study of 339 known cases of computer
fraud in 1974 reported that 85% of the cases (with an average

loss of $500,000) never resulted in criminal proceedings.36
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Losses from management fraud frequently overshadow computer=-
related crimes--several instances involve losses of over $100
to $200 million to shareholders alone.3’ The theft of pro-
prietary information (not normally recorded as a crime cate-
gory) was estimated by one source to cost business $20 billion
annually in 1982.38 The total direct and indirect costs for
shoplifting alone were estimated to be $26 billion by the
National Coalition to Prevent Shoplifting in their 1981-82
survey. For cargo theft, the Air Transport Association esti-
mated air cargo theft at $1 billion in 1980, and an estimate
provided to a Congressional committee for truck and maritime
cargo theft was $12 billion in 1981.3% The Associated General
Contractors estimated $700 million in thefts of heavy con-
struction machinery in 1979,40 Expert estimates of losses
from such diverse items as art and crude oil and oil well
equipment were offered at $§1 billion and $2 billion respec-
tively in 1982,41

Perhaps the greatest technological change since the past
study projects has been in video, electronic, and computer
technology, resulting in a whole new category of criminal
acts, The explosion of portable stereo tape recording devices
and home video recording units had not yet occurred at the
time of the previous studies, but now the industry, as noted
earlier, is reportedly plagued with a billion dollars in
losses. The advances in miniaturized integrated circuitry
have created a new generation of electronic toys and bkusiness

machines, including the personal home computer. Theft of
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silicon wafers, integrated circuits and other electronic com-
ponents is a major problem in the electronics industry. A
"grey market" is acknowledged to exist where illegal shipments
are routinely purchased at below fair market value (see Ses-
tion 5.3.1).

By 1980 there were approximately 680,000 installed com-
puter systems in the U.S., with increasing numbers of people
gaining access to systems. 1In addition to unauthorized ma~
nipulation of computers by authorized employees, a senior
executive of a major security company commented on the now
available technology for computer crimes which did not even
exist several years ago:

Readily available equipment lets almost
anyone intrude on a data base from remote
sites, including foreign soil. Data com-
munications testing and monitoring equip-
ment available from at least four vendors,
rentable for less than $1,000 per month,
permits anyone tapping the resource tar-
geted to watch the protocols, control char-
acters, ID codes and frontend software

information, and record them on a cassette
for home-based encryption.

3.1.6 Summary

It is impossible in this project to develop an updated
estimate of the economic impact of crime in business and
institutions. This would require an entirely separate re-
search project, involving the cooperation of many diverse
business and government data collection and analysis efforts,

as well as an econometric analysis, In recommending that an
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econometric analysis be undertaken, the AMA Crimes Against
Business Council commented:

The costs to society of economic crimes

against business are totally unknown. Even

if the costs to business can only be

crudely estimated there is no necessary

equivalence between the cost§1u>£¥siness

and the eventual costs to society.

The important point to consider is that estimated costs of
crime not only are subject to an inflationary factor, they are
an inflationary factor in the economy! The cost of crime is
passed on to the consumer, adding as much as 15% or more to
the costs of geoods paid by the consumer at the retail level, 44
The total costs of crime, however, are much greater than those
absorbed by the retail consumer, or the sole loss of an asset
by business. The scope of the problem increases significantly
when secondary or indirect costs of crime outlined earlier are
added to the direct losses from workplace crime.

Thus, after reviewing the available crime cost data, it
appears that the costs of economic crime are not precisely
known. The literature provides estimates which are, to a
large degree, based upon earlier estimates adjusted for infla-
tion. Even using similar crime index and inflatiocn-adjusting
techniques, the direct cost of economic crime was at least $67
billion in 1980, and other estimates, though not substan-
tiated, would place economic crime at $200-$300 billion. The
cumulative direct and indirect costs are much greater, and
valid estimates are necessary if public and private organiza-

tions are to allocate their resources cost effectively. But
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gross estimates of overall costs are useful for only gross
policy decisions. Truly effective programs for specific
crimes or specific industries must rest on data pertaining to
those crimes or industries.
Clearly, there is a substantial amount of c¢rime in the -
community which impacts business and institutions but which
may not be that visible to law enforcement because of their

TABLE 3-3
primary concern with violent crime and order maintenance. Any

PRIVATE SECTOR CRIME INVESTIGATION
strategies for improving public and private resources in

- . . RANK ORDER OF INVESTIGATION FREQUENCY
addressing economic crime must be based upon a much more

accurate description of the economic crime problem. - l. pilferage/employee theft 11. cargo theft
| 2. vandalism 12, arson

3.2 THE SEVERITY OF INTERNAL THEFT IN THE WORKPLACE ; 3. burglary 13. terrorism/bombings

In the literature, executives and security managers in all W 4. check fraud 14. insurance fraud
types of business and institutions indicate that employee : 5. shoplifting 15. industrial espionage
theft or internal theft is a much more serious problem than ; 6. robbery 16. computer related
external forms of theft. A 1979 U.S. Chamber of Commerce 7 7. embezzlement 17. commercial bribery
survey, for example, revealed that business executives view ‘ 8. drug abuse 18, extortion
employee theft as their most serious crime problem.45 The | i 9. credit card fraud 19, securities theft/fraud
data from the Hallcrest national survey of proprietary secu- | ; 10. receiving stolen property 20. bankruptcy fraud
rity managers supported this assumption. Table 3-3 lists in ?
rank order the investigation frequency across all sectors | N = T8
(commercial, industrial and institutional) for twenty dif- 2\\ SOURCE: National Survey of Proprietary Security Managers, Hallcrest

: Systems, Inc.,, 1981.

ferent types of internal and external crime. Pilferage or
employee theft was the only crime consistently reported as
being investigated on a weekly or even a daily basis. Clark 3-37

and Hollinger found, in their study of Theft by Emplovees in
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_Work Organizatjions, that about one-third of employees in any
organization steal, as measured by self-reporting of stealing
by approximately 9400 employees.46 One survey suggdests that
employees in the retail business steal $15 of merchandise for
every $1 stolen by a nonemployee.47 Overall, it has been
estimated that executive-level thefts account for only 15% of
internal theft but account for 8%% of the total value of
losses.48 Yet, the pervasiveness of employee theft with just
"one employee stealing a few dollars a day will bleed your
business dry in no time."49 Above we noted the failure of
businesses due to theft in general, but Fireman's Fund Insur-
ance Co. estimates that one~third of all business failures are
caused by emplovee theft,20

On the surface, it would seem incredible that so much
employee theft occurs. Why is there so much employee theft,
especially the pilfering of "nickel and dime" items? A survey
of 100 CPA's and 90 data processing specialists revealed they
think employees steal or embezzle from their employers because
(1) they think "stealing a little from a big company" won't
hurt; (2) most employees are caught by accident rather than by
audit or design, thus fear of being caught is not a deterrent;
and (3) employees "steal for any reason the human mind and
imagination can conjure up" (i.e., rationalizations).5l

Clark and Hollinger's study and an NIJ-funded study by
Holzman and Mueller (1982)52 provide some empirical insight to
these "opinions." <Clark and Hollinger did not find any corre-

lation between levels of income, but rather noted that where
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there was an overriding concern for "finances"™ in the em-
ployee's lifestyle, there was more of a tendency to steal.
Both studies found that there was not sufficient deterrence to
prevent employees from stealing--"it is evident that workplace
expectations and sanctions are permissive enough, in practice,
to allow for a wide range of taking of material and non-
material company resources,">3 Many employees, especially
younger ones, accurately perceive dimissal as being the ulti-
mate sanction for stealing. Organizations simply do not con-
vey in strong enough terms that these behaviors are expressly
forbidden, evidenced in part by lack of prosecution and in
part by poor employee education programs, concluded Clark and
Hollinger.

Holzman and Mueller argue that "rationalizations™ do not
account for the large volume of stealing, but rather, other-
wise "law abiding" citizens feel they are committing "folk
crime” when they steal from employers--much the same as in
committing gambling and traffic offenses. Support for this
position is found in a Westinghouse Evaluation Institute study
on retail shoplifting and employee theft which concluded that
the public views these as petty offenses,>4 Workplace larceny
is viewed by the employee as a form of employment "perks,"
The authors' study of twenty-five retailing companies found
more emphasis on "mechanical deterrence" strategies (i.e,,
limiting opportunities to steal) than emphasis on general

deterrence strategies (i.e., transmission of information about
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legal norms to an audience of potential transgressors). Pri-
vat. security practitioners, they suggest, operate under the
assumption that employees know that removal of company prop-
erty is stealing, but employees need a strategy of "enhanced
awareness" that clearly communicates "unauthorized use of
company resources”" is stealing, plain and simple. Holzman and
Mueller argue for equal emphasis on mechanical and general
deterrence strategies.

Clark and Hollinger also noted the strong influence of
peer perceptions of stealing on employee theft patterns in all
types of organizations, 1In companies where "apprehension
rates” were reported as being greater, the employees reported
less theft involvement. It is not clear from either study,
however, whether more aggressive prosecution policies would
deter more employee theft, As noted later in this chapter, it
appears that the majority of employee theft is not reported to
law enforcement (police or procsecutor) and is frequently dealt
with internally. 1If, in fact, mandatory prosecution for cer-
tain types of theft would have more deterrent effects on em-
ployee theft, then pursuit of this policy would have far-
reaching impact on the criminal justice system. Yet, respon-
dents in Holzman and Mueller's study reported the actions of
judges "downright unsympathetic” to the impact of employee
theft on business., Increased use of the criminal justice
system by business would have enormous implications for the

workload of police, prosecutors and the courts. The response
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of the criminal justice system would be crucial, if employee
theft deterrence programs are to be based largely upon suc-

cessful prosecution and subsequent punishment of offenders.

\

3.3 INTERNATIONAL ASPECTS OF CRIME
3.3.1 Theft of Trade Secrets and Critical Technology

In Chapter 4 we note the concept of government-mandated
protection of classified defense-related information and
material, but the average citizen does not realize that U.S.
military superiority over Soviet, Eastern Bloc nations and
China is based upol' technological advantages. Intelligence
activity by foreign interests in the United States has been
estimated to be at its highest level since the beginning of
the Cold War.?> The primary targets of foreign espionage are
classified government information, unclassified but embargoed
technological data and hardware, and proprietary information
of U.S. competitor companies. Some Department of Defense
(DOD) and National Aeronautics and Space Administration (NASA)
research has been declassified for use in U.S. business and
industry but'embargoed from export to certain foreign coun-
tries. The Export Control Statute and International Traffic
in Arms Regulation control the export of hardware and require
Commerce Departm=nt licenses to trade in certain hardware and
components. Controlling information on critical technology,
however, 1is more difficult, Working through middlemen,

"front™ men, corpocrate "shells," and legitimate companies in
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Western Europe which trade with the Eastern Bloc countries,
the theft of classified, critical technology and proprietary
information and hardware is often arranged for both foreign
companies and intelligence agencies by the same peOple.S6

In the 1970's, controls on U.S. high-technology exports
were restructured to allow the Soviet Union access to western
technology and products ostensibly for the purpcse of greater
consumer goods production., During that time, however, the
Soviet Union sharply increased and modernized its military
arsenal. In Congressional testimony, intelligence officials,
Senate staff members and the ASIS have taken strong positions
that these relaxed controls "contributed directly to Soviet
military modernization."’ A Defense Intelligence Agency re-
port stated that the Soviets used U.S. technology to "outstrip
us by three to one in the production of most types of stra-
tegic and technical weapons."58 The Reagan Administration
took steps to control exporis cf critical production equipment
and technology to the Soviet Union, but illegal shipments and
theft apparently remain a large problem. Senator Henry Jack-
son (D-WA) cited a classified intelligence report stating that
$150 million worth of embargoed high-technology gocds were
illegally shipped to the Soviet Union between 1973 and 1977,
even while controls were still lax and much of the exported
technology was legitimately obtained.”® The Soviets and other

nations continue a "massive theft"60 oz"raid"61 on the U.S.

technology base.

3-42

L BB i m e e i st e v i e B s o w b

It is both ironic testimony to the current
superiority of our technology and a possi-
ble harbinger of its impending decline that
half the world seems bent upon stealing it,
Imitation may be a sincere form of flat-
tery, but larceny must be the most sincere
form of all. The uncontrolled transfer of
technology is one trend among several that
places the future 05 our technological

superiority in doubt.6
For companies involved in critical high technology, the

risks in theft of information or in illegal shipments are
threefold: first, foreign competitors could use this tech-
nology to obtain an increased market share both in the U.S.
and international markets; second, there is great potential
for revocation of export licenses; and third, government and
defense-related contracts could be jeopardized. In a state-
ment submitted to the Senate's Permanent Subcommittee on In-
vestigations, the American Society for Industrial Security
(ASIS) noted that high-technology theft has also undermined
"our ability to compete in world markets":63

Technological discoveries that have taken

American corporations many years and bil-

lions of dollars to develop have magi their
way to Moscow at little or no cost

The Soviets, for example, illegally acquired IBM 360 and 370
mainframe computers from the West to engineer their own Ryad
computer to be compatible with future generations of Western

computer equipment--reportedly these computers use the same
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repair manuals as the IBM.5° The Soviets also acquired
printed circuit boards that were "pin for pin compatible with
those produced by Texas Instruments" for use in ocean buoys
designed to help track U.S. submarines.%6

Stolen high-technology items such as semiconductor chips,
integrated circuits and other American computer and
electronics~related materials used in sophisticated missile
guidance and tracking systems and other military hardware can
also be used in all phases of the electronics industry. In
one of the more infamous cases, the FBI announced in June 1982
that over half a million dollars had been paid to FBI under-
cover operatives by company employees of Japanese electronic
giants, Hitachi and Mitsubishi Electric, in an attempt to
obtain information on two new IBM computers which had not yet
been released to the marketplace. The Yankee Group, a market
research firm, suggested that a possible motive was a slipping
Hitachi market position for "plug-compatible"”™ computers that
was expected to cost Hitachi as much as $10 million in that
year.67 Allegedly, the two firms were attempting to ensure
the compatibility of their computers systems with IBM.68

Protection against these thefts and their investigation
require extensive cooperation between the public and private
sectors. Discovery of the thefts depends on reporting either
by law enforcement agency informants or by the companies.

Companies are often reluctant to report the thefts, fearing
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adverse effects on the company image, future security compro-
mises (through exposure of theft details and security weak-
nesses), loss of business to a competitor, or loss of a clas-
sified defense contract.®® In the IBM-Hitachi case, IBM offi-
cials willingly cooperated with FBI agents who were conducting
a "sting" operation against high-technology theft. The prob-
lem of nonreporting is compounded by the existence of a "gray"®
market for components in the electronics industry.  Seemingly
legitimate middlemen and companies offer components at prices
substantially below market to willing buyers. The original
manufacturing companies have items, e.g., silicon wafers, that
could be represented as having been purchased from any number
of manufacturers. In one case, an admitted l4-year trafficker
in stolen semiconductors had a jobber stamp the logo of a
well-known manufacturer on the stolen circuits. The jobber
estimated in court documents that "over one million" inte-
grated circuits had been counterfeited and then sold as
legitimate circuits in the "gray" market, 0

The "Silicon Valley" of California is named after the
large grouping of semiconductor and other computer-related
firms, e.g., Intel Corporation, National Semiconductor, and
Texas Instruments. 1In 1981, industry sources estimated that
thefts of silicon wafers at Silicon Valley companies were run-
ning about $20 million a year.7l The theft of 500,000 micro-
chips from just one major manufacturer cost the company about
$2.7 million. In response, the U.S. Attorney in San Francisco

created a Critical Technology Task Force in 1982 comprised of
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local and federal law enforcement officials. 1In addition, the
U.S. Customs Service established a special program nationwide
and internationally, Operation Exodus, to stop the illegal
theft of critical technology. A major focus of the program
has been on Silicon Valley. In a speech to the Santa Clara
world Trade Association, U.S. Commissioner of Customs, William

von Rabb, summarized the objectives of the program:

The same technology which brings us the

likes of Pac-Man is scaring the hell out of

our enemies...Our job 1is to protect our

nation's "crown jewels" in order that we

can maintaﬁg our significant technological

advantage,
In the first eight months of the project, through August,
1982, 627 seizures were made of materials valued at $52 mil-
lion, and 24 of those shipments, valued at $1.7 million, were
seized in the Silicon Valley area.’3 Because of the diffi-
culty of detecting and receiving reports of this type of
crime, the program will pay rewards of up to $40,000 to em-
ployees of computer firms who report illegal technology ship-
ments.

About the same time as the law enforcement efforts were
organized, an informal Industrial Security Managers Group was
formed in the Silicon Valley area as an outgrowth of security
manager and manufacturer concerns for the problem, One of the
major goals of the group is to seek close liaison with local
law enforcement agencies who have the ability to penetrate the

illegal distribution channels and "fences"” for the stolen

goods. It is interesting to note that both law enforcement
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and private security have a group, task force, or program to
address the problem, but it is not clear that information is
exchanged on an equal basis. Federal law enforcement agencies
may be permitted to share certain information with local law
enforcement, for example, but might be prohibited through
agency rules from sharing the information directly with pri-
vate industry security personnel. 1In some cases, gub rosa
channels may be established for exchange of information on a

personal and confidential basis.

3.3.2 Terrorism

Terrorism has generally come to be associated with vio-
lence, coercion and political activity. Many Americans remem-
ber well some of the 00 bombings of the Weatherman Under-
ground in the United States during the first year of their
existence in 1969, or the bombings by foreign terrorist or-
ganizations like the PLO and the FALN in major U.S. cities.
Terrorism occupied a prominent place in the media during the
1970's and achieved much of the attention which terrorists

sought for their various causes,

The decade brought us the Lod Airport mas-
sacre, the murder of Olympic athletes at
Munich, the takeover of OPEC headquarters
in Vienna, the daring resoures of hostages
at Entebbe and Mogadishu, the kidnapping
and murder of Aldo Moro, the assassination
cf Lord Mountbatten, and the frustrating
and continuing crisis that began with the
seizure of our embassy in Teheran., Ter-
rorists kidnapped or assassinated nearly a
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hundred diplomats in the last decade. Em-
bassies and consulates were seized on al-
most fifty occasions. Corporate executives
and business facilities were the targets of
hundreds of attacks. Letter bombing and
kneecappin% were added to our political
vocabulary. 4

Figures 3-1 and 3-2 reflect the number of international
terrorist incidents from 1968 to 1981 as compiled by Security
Mapagement and the Terrorist Activities Committee of the
AS1s.”’® As a result of these 7,425 terrvrist incidents, 8,298
persons were wounded and 3,841 persons were killed., After
diplomats, corporate officials account for the second largest
group of victims, Studies of terrorism by the Rand Corpora-
tion suggest that business facilities and executives are the
single largest target, experiencing one-quarter to one-third
of all terrorist attacks.’® oOne source estimated in 1979 that
45% of terrorist activities are directed against businesses.’’
Figure 3-3 displays phe Security Manadement assessment of
international terrorist attacks on U.S. personnel and facili-~
ties for 198l. More attacks were recorded against American
businessmen (over 50) than against military personnel. The
high visibility of business, especially American business
abroad, and their susceptibility to extortion an¢ :cansom pay-
ments has made the private sector the "principal target and
unwilling financier of terrorism."’8

Western Europe and Latin America accounted for a dispro-
portionate number of attacks on U.S., personnel and facilities

in 1981 (Figure 3-3). Especially dramatic cases of kidnapping
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Number of Incidents

Figure 3-1a

International Terrorist Incidents
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Figure 3-2a
International Terrorist Incidents, 1968-81

Number of Incidents
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Source: American Society for Industrial Security, 1982

Figure 3-2b
Type of Victim of International Terrorist Attacks, 1968-81

Number of Attacks Toial Incidents: 7,425
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Source: American Society for Industrial Security, 1982
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have occurred in Latin America:’? (1) an executive of Bea-
trice Foods was held captive for eight months before being
ransomed for an estimated $500,000; (2) a negotiated settle-
ment with terrorists led to the confiscation of Owens-Illinois
assets by the government of Venezuela; (3) Exxon allegedly
paid a $14.2 million ransom for the release of its Argentina
manager who was taken hostage by terrorists., An interesting
aspect of these incidents is that subsequent civil suits were
initiated against the corporations. The victims in the first
two incidents alleged that the companies either took insuffi-
cient safeguards to protect the executives or had the com-
pany's interests at heart and not the employee's welfare, Two
stockholders sued Exxon for exceeding their authority in
making a ransom payment. One source estimated that businesses
paid $250 million in ransoms during the 1970's,80

In the past (as recently as 1980), the U.S. Department of
State Office for Combatting Terrorism often has assisted cor-
porations in the negotiation with terrorists, but they now
take the position that U.S. corporations will receive no
assistance if they decide to negotiate with terrorists.81
Some countries have laws forbidding anyone to negotiate with
terrorist groups. These laws have been enacted in part be-
cause payment of ransoms allows the terrorist organization to
accomplish their objective with public exposure of their cause
and continued funding for their terrorist activities (often

directed against that country's government). In both the

Columbia and Venezuelan kidnapping examples in the preceding

3-52

paragraph, the negotiations were conducted contrary to those
countries' laws. In the Beatrice Foods case, the employee of
a security consulting firm engaged by the company was im=-
prisoned for negotiating with the terrorists and for currency
violations in paying the ransom, The seizure of the Owens-
Illinois assets was directly related to their terrocrist nego-
tiations forbidden by Venezuelan law.

Several observations can be made on Kkidnapping and ransom
payments: (1) the refusal of the Department of State to aid
in negotiations could lead to significant underreporting of
such incidents; (2) businesses often will engage a special-
ized counter-terrorist security consultant to assist in re-
sponding to the incident; (3) many firms develop crisis man-
agement plans to assist in planning for response to terrorist
activities; and (4) corporations could be held liable for
insufficient preparation or inadegquate response in terrorist
actions against company executives,

Galvin (1983) suggests that much of what is known about
terrorism or the literature is "impressionistic, and gives no
answer to many of today's most pressing problems."82 very
little empirical research has been performed except for those
who have access to their own data base (e.g., Rand Corpora-
tion, Risks International, etc.). Galvin notes several prob-
lems: (1) much of the information is sensitive and classified
data to which only a "privileged few" have access; (2) much

of the nenclassified information is compiled from journalistic
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accounts with questionable sources and inconsistent classifi-
cation of events and groups; and (3) there is a lack of con-
sistency among definitions of terrorism which, in turn, leads
to a lack of consistency in the data collected. On the one
hand, terrorism is often perceived as terrorist groups (e.g.,
PLO, FALN, Omega 7, Croatian Freedom Fighters, Black Libera-
tion Army, etc.), but there are also terroristic acts that are
committed by individuals and groups not traditionally labelled
as terrorist organizations. Webster's New Collegiate Dic-
tionary defines terrorism simply as "the systematic use of
terror especially as a means of coercion.” This implies a
broad range of coerpive tactics, including merely the threat
of terroristic acts—--the category of "threats"™ in Figure 3-3
is the second most frequent "type of attack" against U.S.
personnel and facilities. The ‘Task Force on Disorders and
Terrorism defined terrorism in the following manner:

Terrorism is a tactic or technique by means

of which a violent act or the threat there-

of is used for the purpose of creat%gg

overwhelming fear for coercive purposes.

Definitional issues notwithstanding, terrorism is a major
concern for many, if not most, multinational businesses, firms
involved in politically controversial fields, and firms which
export their goods to foreign countries. Public figures,
industrialist families and institutions are also vulnerable to
terroristic actions.

Nuclear materials and weapons are another major category

of concern as targets of terrorism. There are three primary
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dangers connected with use of nuclear materials: (1) sabotage
and theft at government and commercial nuclear facilities,
causing a massive radicactive release; (2) the theft of
"weapons grade” nuclear material for manufacture of nuclear
devices; and (3) the theft or sabotage of some 253,000 nuclear
weapons stockpiled at more than 1900 installations throughout
the U.S. Despite stringent provisions of the DOD and the
Nuclear Regulatory Commission (NRC), the possibility of nuc-
lear theft and sabotage looms as a very real one, Several
"student" projects in the academic community demonstrated that
a nuclear weapon could be designed by using nonclassified
information available from the Library of Congress and the
National Technical Information Service.84 The Washipgton Post
reported that in testimony before a classified Congressional
hearing, seven counter-terrorist experts hired by the Depart-
ment of Energy successfully took over the control room of the
government's Savahnah River nuclear weapons plant in 1980 as
part of a security test of the facility.85 The facilities of
commercial nuclear power plants are protected by private secu-
rity personnel with provisions (mandated by the NRC) for
liaison and response by public law enforcement.

Private security relies upon both commercial security
services and government agencies for intelligence gathering
and crisis management planning. In recent years, a number of
specialized executive protection and crisis management simula-

tion training programs and specialized intervention services
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and equipment have been developed to assist business in com=-
batting the threat of terrorism. In addition to an annual
unclassified report on International Terrorism published by
the CIA, other Federal Government organizations provide infor-
mation and assistance in combatting terrorism: the U.S. De-
partments of Defense, Energy, Justice, State and Transporta-
tion; the Federal Emergency Management Agency (FEMA); the U.S.
Secret Service; The Joint Chiefs of Staff; and U.S. Senate
Subcommittee on Security and Terrorism. FEMA has overall co-
ordinating responsibility for the Federal Government in the
event of a large-scale disruption of social, economic or
political significance due to a massive terrorist or nuclear
incident., 1In December, 1982, the ASIS sponsored a Government/
Industry Conference on Terrorism which brought together for
the first time with business every U.S. Government organiza-
tion concerned with counter-terrorism.

Very little is known about the precise relationship be-
tween these government agencies and the actual development of
counter-terrorism programs in industry. Similarly, while most
major law enforcement agencies have Special Weapons and Tacti-
cal (SWAT) teams and intelligence units, there seems to be
little counter~terrorism planning involving local private
security managers and these police resources. Based upon
nationwide interviews during this project, the issues of
executive protection, crisis management plans and terrorism
are topics not discussed freely or "for the record" by cor-

porate security directors and their staffs. In general, much
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of the information obtained by business comes from well-
protected private sources, and there is reluctance to report
international incidents of terrorism in order to avoid adverse
publicity and future vulnerability for the corporation. 1In-
formation--beyond officially published documents--which could
be of great help to the international operations of a company,
is usually obtained through sub rosa channels of communication
with contacts in various federal or foreign government organi-
zations. Yet, information is regularly passed to U.S. Govern-
ment and embassy personnel, but "this is usually a one-sided
affair with no feedback from the government side, except in
those unusual cases where information is developed concerning

specific targeting of a company by terrorists,”86

3.4 RESOLUTION OF CRIME AND THE PRIVATE JUSTICE SYSTEM
3.4.1 Reporting of Crime

In 1976, The Private Security Advisory Council (PSAC) to
the Law Enforcement Assistance Administration published a re-
port on sources of conflict between law enforcement and pri-
vate security.87 In this report, law enforcement appeared to
be quite critical of the motives of private security in not
pursuing criminal prosecutions of all criminal incidents. 1In
the 1381 Hallcrest national surveys, both law enforcement and
proprietary security personnel were asked about their percep-
tions of crime reporting by private security and the means

used by priva;e security to resolve criminal incidents in

their organizations.
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Despite the earlier criticism of private security by law
enforcement reported by the PSAC. 62% of the law enforcement
executives rated private security as "good or very good" in
reporting criminal incidents, Proprietary security managers
had a much lower perception of law enforcement ratings of
them, with only 36% feeling that law enforcement would give
them a "good" rating in reporting incidents. On the other
hand, 71% of proprietary security managers rated themselves as
"good or very good" at reporting criminal incidents. Yet, as
noted earlier, reporting of crime is a low-priority function,
especially as rated by industrial and institutional security
managers.

Although both law enforcement and private security agree
that private security does a "good job" of reporting criminal
incidents, law enforcement perceives private security as re-
porting more crime to them than private security indicates
that it does. 1In the national survey, proprietary security
managers were asked how their organization "usually" resolves
a number of external and internal crimes. Respondents chocse
among three options: (1) reporting to law enforcement agen-
cies, (2) reporting directly to the district attorney or
prosecutor's office, or (3) resolving the incident within
their organization through other methods, e.g., firing the
employee, obtaining restitution, absorbing the loss, etc.
Eight out of ten law enforcement executives feel that crimes
of extortion and check and credit card fraud are reported to

them, but approximately 40% of private security personnel
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indicate that check and credit card fraud incidents are re-
ported directly to a prosecutor or are resolved by other
methods. Similarly, nine out of ten chiefs and sheriffs
perceive private security as reporting shoplifting and vanda-
lism to them, but about 30% of the private security managers
usually report these incidents directly to a prosecutor or
resoclve them through other methods. The crimes most fre-
quently reported to a law enforcement agency would generally
be classified as UCR index crimes: arson, burglary, robbery,
cargo theft, extortion, receiving stolen property, and
terrorism/bombings.

For the crimes of pilferage/employee theft, insurance
fraud, industrial espionage, commercial bribery and computer-
reléted crimes, the majority of proprietary security managers
report that the incidents are resolved through direct contact
with a prosecutor or through other methods within the organi-
zation. For most of these latter crimes, resolution through
other methods is reported almost twice as frequently as taking
the case to a prosecutor; about one-half of the respondents
use other methods for resolution of these crimes., In general,
law enforcement accurately perceives that they are not highly
involved with these economic crimes. In addition, police
report these crimes as the ones they least frequently investi-
gate. In confirming the data presented in this chapter on
crimes against business, proprietary security in all sectors
(industrial, commercial, institutional) report in the national

survey that the most frequently investigated crime in their
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organizations is employee theft. Nearly one-half of the secu-
rity managers report resolving these employee theft incidents
within their own organization. In a 1979 FBI assessment of
factors affecting the volume and type of crime in business,
the strength of police personnel resources and prosecution
policies were mentioned as key factors, but no mention was
made of the crime reporting and prosecution policies of pri-
vate organizations.88

The nonreporting of criminal incidents does not appear to
be a major conflict between private security and law enforce-
ment as reported by the PSAC, since the majority of iaw en-
forcement executives rate private security good or better in
criminal incident reportin.. Moreover, law enforcement groups
accurately perceive that private security resolves a signifi-
cant amount of economic crime without the direct involvement
of the police, This finding certainly raises an issue: why
does private security tend to report UCR index crimes to law
enforcement, but seemingly avoids or bypasses the police in

the resclution of white collar or economic crime?

3.4.2 Lack of Police Involvement

Perhaps the single most important reason for lack of
police involvement in economic crime is the workload of street
crime and other calls for service which place heavy demands on
reduced or stabilized police resources. The law enforcement
survey responses indicate that economic crimes are simply a

lower priority for police resources; and, in addition, law
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enforcement agencies ‘eem to be more interested in dealing
with street crime and offenses.which are more visible to the
community. In Chapter 2 we commented on the existenée of
special white collar or economic crime investigation and pro-
secution units. Our national survey data indicate that these
units are partially dependent upon the formal reporting of
crime by business and institutions or by "whistleblowers."89
As noted earlier, the FBI has allocated nearly 25% of its
manpower to investigation of white collar crimes, but one
respected security authority pointed out that only two of his
investigations became federal cases during 31 years of secu-

rity experience.90

McDonald (198l1) in his study of police and Prosecutor
Relations in the United States views police and prosecutors as

"information processors" and suggests that communication
theory helps explain the quality and quantity of information
processed.?l The more people and agencies involved in col-
lecting, processing, and communicating case information, the
greater the chance for distortion of communication, i.e., the
greater the chance for error, This fact is important to
Successful prosecution since the quality of information avail-
able "affects the speed and related efficiency of case pro-
cessing."92 For maximum communication--and, in turn, maximum
prosecutor efficiency and effectiveness--McDonald asserts that

the best possible arrangement is for the police officer who
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"made" the case (i.e., who Kknows the most about the case) to
bring it directly to an experienced prosecutor for preliminary
case review.

McDonald's observations have some direct parallels in
police and private security relations in pursuing economic
crime. Cases brought to the police by private security are
usually well developed by the time the police are notified,
often leaving them as intermediaries or "information pro-
cessors" between private security and the prosecutor. Since
private security often has a strong case (in its opinion)
before they seek prosecution, little is to be gained by bring-
ing the police and the prosecutor into the case at the initial
stages. Some complex cases could also involve several levels
and types of law enforcement agencies (e.g., state and local
law enforcement, FBI, IRS, 3EC, U.S. Attorney, etc.).

Aside from the few specialized economic crime investiga-
tion units in major police departments o; partial mergers of
police and prosecutor personnel in such units, police agencies
generally do not have the expertise spread among a large
number of investigative personnel to investigate many of these
economic crimes. Thus, a few investigative personnel are as-
signed a heavy workload of cases, and assessment of their
productivity or effectiveness is difficult because of the
considerable time and paperwork involved in an economic crime
investigation. The adoprtion of case management criteria by
some police departments may not be appropriate in view of the

complexity of some economic crimes, although an offensgse such
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as employee pilferage (not usually reported) is typically a
straightforward theft or larceny case.

In addition, many cases are disposed of in court by plea
bargaining, which many police officers do not understand or
support. Yet, for the company that is more interested in the
deterrent value to other employees of a criminal prosecution
for a flagrant theft, embezzlement or fraud, it may not be
worth involving reluctant police officers, especially when it
is possible to deal directly with a prosecutor., However,
several key variables determine the amount of police assis-
tance sought for investigation and prosecution of economic
crime: (1) the size of the local security organization, (2)
the prosecution policies and degree of investigative support
by corporate security staff, (3) the level of police investi-

gative expertise, and (4) local prosecutor policies.

3.4.3 Avoiding the Criminal Justice System

In the national surveys the most revealing aspect of the
resolution of economic crime within organizations is not the
minimal police involvement, but rather the fact that for some
crimes private organizations commonly avoid the public crim-
inal justice system altogether. It appears that this trend
has to do with both criminal justice system and private-sector
organizational concerns,

Concerns about the criminal justice system center around
five areas: (1) charging policies of prosecutors, (2) admin-

istrative delays in prosecution, (3) prosecutorial policy
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objectives, (4) differing "output goals" of criminal justice
and business, (5) the Freedom of Information Act and rules of
discovery, and (6) an unsympathetic attitude by the courts
concerning business losses due to crime., At the initial
offense charging stage, disagreement may arise over the appro-
priate federal or state statute to invoke. The business may
not feel it is worth pursuing the case for a lesser charge
than they feel their privately developed case deserves. On
the other hand, businesses may acquiesce to plea bargaining so
that prosecution of the case would provide deterrent value in
their company. Prosecution of economic crime cases, espe-
cially complicated cases of fraud, can result in delay of
trial dates and postponements that stretch over months, as
well as the involvement of corporate legal counsel, investiga-
tive and accounting staffs. For cases involving minimal mone-
tary loss but flagrant violations of company rules and inter-
nal controls, the end result could be a prosecution process
that is as costly and time-consuming as the incident itself,
In a 1979 U.S. Chamber of Commerce survey, over half of the
446 business executives surveyed felt that law enforcement and
the criminal justice system do a poor job in fighting crimes
against business,?3

McDonald notes the four prosecutorial policy objectives
distinguished by Jacoby (1980): legal sufficiency, system ef-
ficiency, defendant rehabilitation, and trial sufficiency.94
Under the legal sufficiency policy, little effort is made to

pursue cases that initially do not have sufficient probable

fact encourage the company to resolve the crime internally,
since the offender is not part of the normal criminal element
to whom the court system is normally exposed. The prosecutor
may encourage the organization to pursue only civil restitu-
tion rather than a criminal prosecution.

It is possible for all of these prosecutor policy objec-
tives to be present within a single prosecutor's office, or
for a company, through branch operations and facilities, to be
exposed to each of the policies throughout a state and the
country. This further complicates the process of formulating
a corporate policy on prosecutions.

McDonald's study of police and prosecutor relationships
also noted the five criminal justice system output goals of
Pincoffs (1966): deterrence, rehabilitation, retribution, in-
carceration, and restitution.?® 1In business, the primary out-
put goals of an investigation generally would include only
those of deterrence and restitution. From the perspective of
assets protection and loss prevention, a business first wants
to determine in detail the prevailing conditions or lack of
controls which allowed the criminal incident to occur, Per-
sonnel and resources must be committed by the organization at
some expense in order to conduct an internal investigation,
If the criminal justice system is not willing to pursue a
prosecution for merely the deterrent value it might have for
other employees, contractors, or suppliers of the company,
then the company may feel that it is more cost effective to

direct their own internal resources toward civil restitution.
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The company then has an opportunity to recover some of its
actual losses and investment in investigative resources.

In retail operations, a number of states have specifically
enacted statutes to allow store owners to seek civil restitu-
tion from the parents of shoplifters. <California, for exam-
ple, in 1982 upheld as constitutional a state statute which
allows merchants to pursue civil penalties of $50 to $500.
The case in question involved the Payless Drug Store chain,
which submitted evidence that about 2300 civil restitution
payments were obtained, with only ten individuals subsequently
involved in a second apprehension.96 Company officials esti-
mated that each apprehension cost them $101 to process. 1In
this situation, the company obtains both deterrence and resti-
tution, while minimizing the impact on its own security re-
sources. Retail executives and security managers vigorously
debate the cost effectiveness of shoplifting prosecution., In
both case study sites the prosecution policies of retail
security varied greatly. Without question, shoplifting pro-
secution policies can impact the workload of police and pro-
secutors,

Civil restitution is also utilized to recover large losses
and in cases involving racketeering by or corruption of com-
pany officials. IBM, for example, pursued only a civil pro-
secution to recover damages from a firm that manufactured

compatible devices to enhance the IBM Personal Computer--using
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stolen IBM information.?? The RICO anti-racketeering statutes
used by law enforcement also contain provisions to allow for
civil suits by victims to collect c'xamages.98

McDonald states that»the Freedom of Information Act and
"increasingly liberalized rules of discovery have opened po-
lice and prosecutor files to public inspection in a way that
has never been possible“.99 Police are more reluctant to
include certain information in their reports because of the
potential for civil suits. This reluctance is closely related
to an issue of importance to private sector organizations:
protection of their reputation. A certain amount of public
embarrassment is attached to the company or organization which
sustains a significant loss because it is ultimately a reflec-
tion of management practices. In addition, officials may be
concerned about possible adverse reactions or civil suits by
stockholders of the company. The potential for embarrassment
may be more acute for nonprofit institutions and organizations
that receive a large portion of their operating funds from
contributions,

One reason for not reporting or prosecuting certain crimes
is to avoid the increase in insurance premiums. In some
cases, it might be more cost effective to absorb a loss than
to report it, since the increase in the premium_can often
exceed the value of the loss. Reporting the loss can also
alert the insurance underwriter that the organization might
have greater potential exposure to crime than was apparent

when the policy was issued. In addition, some organizations
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have no incentive to report certain lossss because they are
self-insured or because policies they carry have high deducti-
bles which preclude the ability to recover the loss,

Calder (1980) suggests that there is a certain amount of
indifference to crime in business, since "an all-important yet
often ignored reality is that much crime committed is viewed
as a cost of doing business for which there are numerous ways
of distributing responsibility.“100 One of the most subtle
but frequent ways of distributing responsibility and the cost
burden for the loss is to increase cdnsumer prices. The
construction and reta;ling industries are good examples of
this practice. An official for the Association of General
Contractors stated that "some contractors routinely add 5% to
their estimates to cover the cost of internal and external
theft."10l an official of Burns Internaticnal Security Sef-
vices estimated in 1981 that shoplifting would cost each U.S.
household an additional $200 for their purchases in that
year.102 Thus, the cost and expense of pursuing criminal
prosecution might be foregone--notwithstanding any deterrent

effects--if the loss could be recovered by redistributing the

cost burden to the consumer through increased prices.

3.4.4 TIhe Private Justice System
The overriding concern of the corporate entity is the
impact of a particular loss incident on the overall operations

of the company. Business crime is most effectively attacked

3-63

e a e e

through sound management controls. When a loss occurs, pri-
vate security, in conjunction with other internal control
functions in the organization, reexamines policies, controls,
procedures, and physical security measures. Thus, more atten-
tion is focused on preventing and deterring future losses
resulting from similar incidents than on the "offender" in-
volved in the incident. The emphasis on loss prevention, in
private sector criminal incident response, is a distinguishing
characteristic of private security.

Since the focus is on the management practices of the
company and not on the "cffender," the treatment of the of-
fender can be expected to vary greatly. For some companies,
collective bargaining contracts may guide the options avail-
able to the employer. For employee criminal acts, the options
include suspension without pay, dismissal, transfer, job re-
assignment, jcb redesign (elimination of some job duties),
civil restitution agreements, or criminal prosecution., Em-
ployees can also subsequently be denied advancement oppor-
tunities on the basis of a past incident, regardless of cur-
rent job qualifications and performance‘since the incident.

In Chapter 9, we support the position that a fundamental
shift in protection resources has occurred from public po-
licing to the private sector. Shearing and Stenning (1983)
feel that this shift in protection resources has also been

accompanied by a shift in the character of social control; in
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many ways, private security and the private justice system

As yet, we have little knowledge about the

exert far greater control on citizens than the public criminal structures and dynamics of such systems,

. . [ the way they shape the activities of pri-
( justice system. | L vate security, and their impact on the
i | relationships between private security and
. _ _ g ' the public pof&ce and public criminal jus-
The shift from public to private systems of 1 tice systems.10d

policing has brought with it a shift in the
character of social control. First, pri-
¢ vate security defines deviance in instru-

mental rather than moral terms: protecting 1 ﬁ Calder also notes that "administrative justice can often ig-
corporate interests becomes more important :

than fighting crime, and sanctions are : nore the principles found in public law and the notion of
applied more often against those who create :

opportunities for loss rather than those ‘ ‘ fairness."106 A nationally recognized security expert and
who capitalize on the opportunity--the

traditional offenders. Thus, the reach of investigator of corporate crime stated that private security

social control has been extended.
is often not bound by criminal justice system rules until the
Second, in the private realm, policing has

‘ largely disappeared from view as it has case enters the system at the charging stageﬂﬂ7 Some states
{ become integrated with other organizational '
functions and goals, at both the conceptual have ruled that Miranda warnings do not apply to private
and behavioral levels. With private secu-
rity, control is not an external force ‘ security interviews since they are not done under the coercive
acting on individuals; now it operates .
from within the fabric of social inter- : threat of arrest by the police.108 Employers, however, can

action, and members of the communities in
which it operates are simultaneously
watchers and the watched. They are the
bearers of their own control,.

use other forms of coercion, most nctably the threat of ter-
minating employment, On the other hand, businesses exist to

Third, this integration is expressed in the make a profit and are not obligated to put the welfare of an

sanctioning system, in which private secu-
rity draws upon orggf&fational resources to
enforce compliance.

employee above that ¢f the company. Calder suggests that a

i Tt e e e S

correlation exists between the level of position, amount of

. Yet, very little is known about the structure and dynamics : = power and socio-economic standing of the employee in the

-

of private justice systems, especially in different types of company, and the subsequent amount of disciplinary action

businesses and institutions. Shearing and Stenning (1981), ' received.

' after years of studying private security in Canada, indicate _e If, in fact, as much crime is resolved through the private

that private justice systems "do not conform to any uniform justice systems as the Hallcrest national surveys seem to

model, but share relatively informal negotiated procedures and indicate--especially for employee theft--then some valid con-

‘ isti cerns could be raised by civil libertarians concerning the
' outcomes as common characteristics."104 y g

fairness and consistency of these private justice systems.

.» 3-71 3-72
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Further research in this area would help to delineate the
common characteristics of private justice systems, their re-
duction of public criminal justice system workload, and the
significant amount of underreported crime which accompanies

use of the private justice system.
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CHAPTER 4

PROPRIETARY SECURITY

4,1 ORGANIZING FOR SECURITY
4.1.1 Asset Protection and Loss Prevention

Security programs in business, government, and other or-
ganizations are generally organized to protect the assets of
the organization and to prevent or control losses. The assets
of virtually all organizations include: (1) personnel, in-
cluding employees and other on-site personnel such as con-
tractors, suppliers, patrons, and visitors to the organiza-
tion; (2) property - physical facilities including buildings,
equipment and machinery; negotiable documents (stocks, bonds,
money); raw materials, merchandise, finished products, and
supplies; and (3) proprietary information — information on
production processes, research and development, personnel,
trade secrets, and other confidential information of the or-
ganization.

Chapter 3 reviewed the major types of losses that occur in
organizations through internal and external theft and fraud.
Other losses are caused by vandalism, waste, accidents, fire
and natural disasters., In virtually all organizations, assets
protection and loss prevention programs enable the organiza-
tion to function in a more secure environment. In business
organizations, the security programs directly relate to the
"profit retaining function."! Businesses exist to make a

profit, and all losses reduce the net profit of the firm. A
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security program which effectively protects assets can mini-
mize the cost of losses which would occur in the absence of
such a program, thereby increasing net profits. The more
efficient the security program, from a cost-benefit stand-
point, the more net profit is retained. Effective asset
protection and loss prevention, then, summarize the basic
function of private security and the management principles for
establishing security programs. This is exemplified by a
chief executive officer of a major oil company who described
the transition of security in industry from merely physical
security to protection of the total corporate assets as fol-
lows:

...industry has come to depend on a new

breed of highly trained professionals who

have helped to develop new concepts for

security. Industrial security is no longer

a matter of simply locking up company prop-

erty. Now, it means a systematic approach

to protecting all forms of corporate as-

sets, including those intangible but pre-

cious assets - a company's reputation and
ethics.

4.1.2 Legal) Authority

There are both civil and criminal implications for the
organization's involvement in asset protection and loss pre-
vention. Landowners, in 18th century England, hired armed
gamekeepers to protect their property, and, in 1800, the River
Police (a forerunner of modern policing) were established to
protect the cargo-laden merchant ships in the River Thames.>

The legal basis for protection of one's property in the United

4-2
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States is rooted in this English common law tradition and
right to engage others to protect property, as well as the
U.S. Constitutional right of persons to defend themselves and
their property. Somz states also have enacted statutes to
delineate specifically the authority of individuals to protect
themselves and their property, and their right to employ third
parties to exercise those rights on their behalf. Organiza-
tions, then, establish proprietary security programs on the
basis of the Constitutional, common law or statutory right of
citizens to protect their property. When contract security
services and products are used, contract law governs the
provision of services to the client.

The authority :f private security personnel is generally
limited to that of a private citizen in making arrests, but
there are some notable exceptions in the areas of detention,
search, and interrogation.4 A Private Security Task Force
survey in 1975 found that 30 states have specific statutes re-
lating to citizen arrest authority for felonies, and 22 of the
states also allow citizen arrests for misdemeanors.® Felony
arrests in most states can be made by a private citizen when
there is "reasonable cause" or "reasonable grounds" leading
one to believe a crime has been committed. For lesser of-
fenses, the crime must actually have been seen by the citizen
or security personnel. Private citizens or security officers
usually cannot detain suspects or conduct searches without the
suspect's consent, but in many states "shoplifting statutes”

have been enacted to allow this practice for retail stores.
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In addition, inspection of employee packages and personal
belongings has been a traditional "right" of industrial secu-
rity programs. Several states have ruled that when security
personnel question suspects, the Miranda warnings (advising of
the Constitutional right to remain silent or to have an at-
torney present during questioning) required of police officers
are not applicable.6

Private security personnel in many ways are limited in
their authority as agents of property owners, but in some
instances they are permitted to take action prohibited by the
public police. Shearing and Stenning (1981) are concerned
about the "most potentially disturbing interferences with lib-
erty and civil rights"'that could occur to citizens using
"private" property that in fact is frequently used by the
public.7 They note that the exercise of powers of property
owners originated in property and contract law and were in-
tended to apply to strictly private places, yet the "mass
private property" holdings of large commercial, and industrial
complexes has somewhat blurred the distinction of public and
private places (e.q., shopping malls). Traditional protection
of citizen liberties and rights has been geared toward public
places, but that protection becomes obscured "as soon as the
individual steps into a privately owned public place."8 The
authors suggest a reexamination of the "fundamental legal in-
stitutions on which the role, jurisdiction and powers of pri-

vate security are founded."?
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Private security personnel are sometimes designated as
commissioned peace officers or special police officers. 1In
such cases either state statutes or local ordinances permit
these designations for certain security personnel. This legal
status confers upon them full or limited police powers in a
confined area (a plant, store, campus, mall, etc). 1In some
situations, security personnel (transit, public housing, col-
lege campus police and railroad police) have the status of
sworn police officers; they function as a police department
with limited jurisdiction and are considered part of the
police community. In the Hallcrest national survey of pro-
prietary security managers, only 29% indicated that they have
special police powers in the performance of their duties, but
another 29% of the security managers would like their per-
sonnel to have these powers for certain situations. 1In the
Baltimore area case study site, the security personnel of many
manufacturing firms and retailers are granted these special
police powers. In some states, such as New York, this special
police officer (SPO) concept has aided retailers in the
processing of shoplifting arrests, thus reducing security
personnel "downtime" and minimizing police involvement. Under
this recent New York law, personnel who successfully complete
the approved course of training can act as their employer's

agent in apprehending and citing the suspect into court and in

preserving evidence.l0

4-5

4.1.3 Liability

Security measures do not always derive from the right to
protect property: there is also an overriding public interest
issue and legal basis for the need to provide adequate protec-
tion for employees, customers, and visitors. Case law has
held that citizens have a right to reasonable protection from
harm when on the private property of organized entities.
Several years ago this issue was highlighted by the robbery,
rape and assault of a popular night club entertainer in a
hotel where she was lodged for her singing engagement, The
hotel was found negligent because security was inadequate.
Thus, organizations can be, and frequently are, held civilly
liable for failure to provide adequate security.

Organizations can also be held liable for the actions of
their security employees in both intentional and negligent
tort actions (i.e., civil actions resulting in liability).
Depending upon contract terms and the degree of authority and
direction exercised as the contracting entity, organizations
could also be held liable for the actions of contract security
services and products used by them, Generally, the literature
and the media have focused on the negligence of security
guards: personal injury resulting from excessive force; im-
proper detention, search or arrest; malicious prosecution, and
so forth. Among several reasons suggested by one attorney and
law enforcement professor for the increase in litigation for

inadequate security are: "rising expectations of the public
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with regard to the quality of services™ and "rise of consum-

erism, with citizens demanding protection of their rights."ll

4.1.4 Government-Mandated Security

The Federal Government operates the largest proprietary
security program with more than 20,000 federally employed pro-
tective/security workers.12 These federal guards and special
police officers provide a wide range of security services
throughout the many federal buildings, facilities, and agen-
cies. Concurrently, the Federal Government is perhaps the
largest single user of contractual security services.

Certain security measures can also be mandated for firms
and individuals who provide services for the 26 Federal
Government agencies included under the Defense Industrial
Security Program (DISP). Nearly 12,000 "cleared facilities"
and approximately 1.2 million cleared employees are engaded in
classified work for these agencies throughout the United
states.!3 Before contractors are eligible to perform on con-
tracts that require access to classified information, they
must enter into a "security agreement"” with the Department of
Defense, and then implement and abide by the security measures
outlined in the Industrjal Security Manual. Firms involved in
aerospace and the National Aeronautics and Space Administra-
tion (NASA) related work frequently come under the mandates

of this program.

4-7
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Another area of mandated security measures are those of
the Nuclear Regulatory Commission (NRC). The NRC establishes
guidelines for nuclear power plants and facilities using stra-
tegic nuclear material, somewhat similar to the areas covered
by the DISP: a security organization, physical barriers, ac-
cess requirements, and intrusion detection and other sensors.
One important difference between the two programs is the em-
phasis placed in the DISP on "classification management," es-
pecially the security of classified information and classified
work areas. The requirements for safequarding classified in-
formation also extend to a firm's subcontractors, vendors and
suppliers who have access to classified information, products

and work areas.

4.1.5 Policy and Business Ethics

Chapter 3 noted that the direct economic impact of white
collar crime is far greater than that of robbery, burglary,
larceny and violent street crime which receive the most media
and public attention, In discussions of economic crime, con-
siderable emphasis is placed upon crimes against the organiza-
tion and pilferage by employees. Other less notorious areas
of economic crime are bribery, fraud, price fixing and other
illegal and unethical practices that are used to gain unfair
competitive business advantage, to increase profits or to

avoid corporate responsibility to stockholders, the public,

and the local community. A U,S, News and World Report survey

4-8
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of government records found that 115 of the 500 largest cor-
porations have been convicted in the last decade of at least
one major crime or have paid civil penalties for "serious

nld

misbehavior. The offenses of environmental pollution and

tax evasion were also included in the survey. Justice De-
partment actions against these firms indicated that "l12.2
percent of the [Fortune] 500 were convicted of or did not
contest at least one criminal offense and an additional 10.8
percent were penalized for serious noncriminal offenses,"1
The study further noted that records of the Administrative
Office of the U.S. Courts list Federal criminal offense con-
victions from 1971 through 1980 against 2,690 corporations of
all sizes.,

Studies on internal theft and business ethics indicate
lower theft rates and better business practices when top man-
agement undertakes "responsibility to assure integrity at the
top and throughout the organization, and to communicate a
strong moral commitment to do what is right."16 Clark and
Hollinger (1982), in a three-year study of approximately
10,000 employees in selected U.S. cities, found that organiza-
tions with clear policies against theft and strong internal
controls experienced less theft.,17 Policy statements are
considered more comprehensive than simple employee-manual
prohibitions against stealing. This point was effectively
made by a corporate officer of a Fortune 500 company:

The best security people in the world can't

be effective if they have to function in a
climate where integrity and honesty are the

4-9
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exception rather than the rule. 1It's up to
management to establish the highest ethical
standards for business conduct and to see
that those standards are adopted throughout
the company. You can't establish such
stanQﬁfds in proclamations, only in prac-
tice.

In a survey sponsored by the-msthics Resource Center in
Washington, D.C., it was found that three out of four of the
larger corporations have established corporate codes of
ethics.l® 1van Hill, one of the leaders of the Center's spon-
soring foundation, stated that "as an economy expands and as
technology advances, the need for better ethics increases ex-
ponentially."20 Hill feels that the very strength and freedom
of the country depends upon the ability of business leaders to
be trusted to obey self-imposed standards. Further, he sees a
direct correlation between ethical conduct and the truly suc-
cessful business--productivity and profits are increased by
ethical practices and competitively good products and ser-
vices, However, another study found that implementation or
enforcement of business codes of ethics is seldom a top man-
agement priority.21

Effective proprietary security programs, then, must ema-
nate from a policy that inculcates a strong sense of organiza-

tional ethics in all levels of the organization.

4.1.6 Security in the Organization Structure
One company president noted several "fundamental rules"
for a successful corporate security program in an address to

the American Society for Industrial Security.22 Citing the
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most important as being a top-level commitment to ethics, he f i functions of safety, security, insurance, and fire prevention
also noted that the chief executive must be committed to and E i to control risk.2> This approach brings a variety of disci-
support the security program by involving the security di- plines together to focus on the central task of reducing

rector in corporate goals and planning, and by giving the losses. Under this structure, the security director reports

security director "the authority and responsibility to set ! : to an overall corporate risk manager; o2r, in some cases, the
security policy that is consistent with overall corporate ob- ? security director's position has evolved into the risk man-
jectives.“23 For these reasons, directors of security fre- i , ager's position.

F=3)

quently report to the top management of organizations in-

cluding the chairman, president or other senior executives, A
4,2 SECURITY PROGRAM COMPONENTS

1981 Security World survey of corporate executives stated that L ) .
The specific protective measures undertaken by business,

70% of the respondents had a security director who reported ] : )

< government, and other institutions vary greatly according to
directly to the company chairman, chief executive officer,
the nature of the organization and the persons and property

president, vice president of operations or finance, or a gen- _ i )
24 perceived as most wvaluable or critical. In all organizations,

eral manager, In the Hallcrest survey of proprietary secu-

security programs have essentially three key components:
rity managers (ranging from facility security manager to cor-

physical security, information security, and personnel secu-
porate security director), 46% of the security managers re- -
e rity.
ported to a vice president or higher official in the organiza-

tion, with one-half of all respondents reporting to a cor-

4.2.1 Physical Securjty

- Physical security concerns the physical means used to (1)

porate officer, 1In the commercial and industrial sectors,

security managers responsible for the entire organization most

control and monitor the access of persons and vehicles; (2)
frequently reported to the president, executive vice presi-

prevent and detect unauthorized intrusions and surveillance;
dent, or a vice president.

[R5

§ j and (3) safeguard negotiable documents, proprietary informa-
Perhaps, an emerging trend will be to place security { .

tion, merchandise, and buildings. Office buildings, manu-
within the larger "risk management" program. Risk management ) )
facturing plants, warehouses and distributors, retail stores,
traditionally has been associated with transferring an organi- ]
laboratories, hospitals; campus residence halls, banks,
zation's risk or loss exposure to a third party through insur-

hotels/motels, libraries and museums, power generating plants,

- 4-12
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mills, transportation, terminals, foundries and a broad range
of other facilities are protected daily in the commercial,
industrial, and institutional sectors. The degree and type of
protection provided by both human and technological resources
depends upon the physical environment, the potential threats
to security and safety, and the overall vulnerability of a
particular facility to these threats. For certain entities,
such as banks, the Defense Industry Security Program, and

nuclear plants, the minimum standards of protection are man-

dated by a governing authority.

4.2.,1.1 Perimeter Protection

Physical security begins with protection of the perimeter,
i.e., the areas outside or approaching a facility. Peri-
meter security protection measures include physical barriers
(fences, gates, walls, natural), locking systems, lighting,
closed circuit television (CCTV), intrusion detection sensors
(on fences, as well as free standing and underground), guard
stations and patrols, and access control systems. Intrusion
detection sensors are the activating or alerting element of
alarm systems (window foils, magnetic contact switches, motion
detectors, etc.,). Security lighting and locks or perhaps a
local alarm system (alarm sounds outside the premises only)
are often the extent of small business security; thus, such
businesses are very dependent upon the detection and response

capabilities of the local law enforcement agency. Security

personnel can also monitor alarm systems at the site if the
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system is connected to a remote monitoring service, or hooked
up to a central station alarm company with monitoring and/or
response capabilities.

Access control begins at the simplest level with key
control (control of keys issued to employees, vendors and
service personnel) and can include electronic locking systems
and electronic card reader systems. 1In card reader systems,
electronically coded cards, keys or other objects activate
remote doors, gates, and entrances by sending impulses to a
computerized control unit which reads the encoded data and
authorizes entry. CCTV is frequently utilized in large fa-
cilities to monitor access control. Remotely controlled
cameras may be monitored at a central point in the facility,
and they have the capability to switch to different cameras
and record events on time-lapse video recorders,
4.2.1.2 Interior Space Protection

Interior space protection also utilizes alarms, locks,
electronic card readers and CCTV systems. CCTV is used in
retail settings and banks to monitor customers and to deter
both internal and external theft; in addition, CCTV is fre-
quently used in shipping and receiving areas of business and
industry. Entrances, workrooms, hallways and other remote
areas can be monitored through the use of CCTV and card reader
systems. Ultrasonic wave, microwave, radio frequency, sound
discrimination and infrared detection sensors are commonly

used for interior space protection alarm systems. In larger
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facilities, CCTV, access control, and alarm systems may be
integrated with the monitoring of heating, ventilation, air
conditioning and power-generating systems at a central moni-
toring station staffed by either contract or proprietary secu-
rity personnel. Another important aspect of interior space
protection is the safequarding of valuable equipment, tools,
supplies, documents and information through the use of fixed
security equipment, such as vaults, burglary and fire-
resistant safes and chests, safe deposit boxes, and insulated

high-strength security filing cabinets,

4,2,1.3 Human and Technological Resources

Guards are an integral part of many physical security
programs. For many employees and citizens, guards are the
most visible component of the vast array of physical security
measures. Guards patrol on foot and in vehicles; maintain
fixed security posts and reception/entrance areas; monitor
security consoles and systems; inspect employee and visitor
packages; guard precious gems and art objects; surveil ship-
ping and receiving, valuable merchandise, and other high-
security areas; and perform a broad range of other tasks.
Chapter 7 discusses the personnel characteristics and some of
the standard responsibilities of guards and other security
personnel. Chapters 5, 6 and 8 provide a more detailed look
at the protective products and services used in security

programs.
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4.2.2 Informatjon Security

Information security does not just pertain to the handling
of classified government information. Virtually all organi-
zations generate key pieces of information that are used daily
to make decisions and administer routine operations. Such
infermation is usually critical to the competitive position of
the company. Theft of information can have effects just as
disastrous to corporate profits as are direct losses through
theft, sabotage or damage of physical items.

It is especially critical to protect certain types of
organizational information including: customer and member
mailing lists, general research and development and specific
product development data, marketing plans, technical pro-
posals, pricing information, vendor and supplier lists, manu-
facturing process and engineering data, budgets, and other
sensitive information., With the high cost of research, for
example, the theft of new product research and testing data
could give a competitor a significant market advantage. 1In
this regard, one function of information security is to
classify data considered critical to the development of new
products. A product protection plan is then created to secure
all aspects of information relating to the new product prior
to and after its introduction on the market., Some organiza-
tions establish a "safe room" or "control room" to store
valuable documents and data,

In information security, a certain amount of overlap

exists with physical security components, since many key areas
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must be restricted through physical means. In large organiza-
tions, more and more people have access to large central data
bases through the on-line capabilities of remote terminals.
This widening access creates concern that computer terminals
and data storage will be used for illicit purposes. Both
physical and software access control are used to verify au-
thorized use of computer terminals and to access restricted
data files. Similarly, both hardware and software data en-
cryption are used to scramble or code the transmission and
storage of computer data. A substantial amount of computer
crime is perpetrated by means of fraudulently obtained user
transaction codes, surreptitious additions to computer pro-
grams and illegal wiretapping and other surveillance of data
transmission. In many organizations large-scale word proces-
sing systems contain much of the day-to-day operational and
management data. Word processing terminals are more accessi-
ble than computer terminals, and the popular storage medium of
floppy diskettes facilitates theft of information because they
are smaller than the magnetic disks or tapes of computers.
Large numbers of floppy diskettes could easily be concealed in
clothing, handbags, and briefcases.

Information is transmitted through interoffice and public
mail, telephone, microwave and facsimile transmission. A
number of third-party persons and organizations necessarily
come in contact with the information during its transmission,
and processing. The privacy'of telecommunications is an area

of particular concern to information security managers. About
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70% of all long-distance telephone calls are sent across the
country by microwave radio transmission.26 Sophisticated com-
munications equipment can be used not only to protect, but
also to detect and intercept data transmissions. Electronic
"sweeps" are routinely made in some corporate and defense
environments to detect eavesdropping equipment.

A recently added component of information security is
insurance coverage for losses involving computer systems. In
1981 Lloyd's of London introduced Electronic and Computer
Crimes Policies for banks, stock brokerage firms, savings and
loans and other financial institutions. In announcing the
coverage, a spokesman for Lloyd's estimated that %600 billion
a day is transferred by computer among financial institutions
in the United States alone.2’ Most of the Lloyd's policies
are written for $25 million in coverage, but some premiums
could be as high as $1 million with deductibles in the same
range.28 Soon after the establishment of Lloyd's new poli-
cies, Shand, Morahan & Co., an Evanston, Illinois, speciality
insurance underwriting firm, began offering coverage up to $10
million to nonfinancial companies.29 With this policy, busi-
nesses could be protected from direct loss and damages result-
ing from fraudulent access to computer facilities and equip-
ment, illegal interception of data, and illicit programming
and system access, Loss of valuable data (e.g., accounts
receivable) would be covered, as would recovery expenses to
get the system on-line after a major loss. Valuable Papers

and Records Insurance can be purchased separately or as part
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of a comprehensive policy to insure against all risks of
direct physical loss or damage of valuable company documents
and records.

Three other important aspects of information security are
the disposal of outdated information, off-site storage of rec-
ords, and the ability to recover computer capabilities in the
event of a disaster. 1In banking, for example, the old sales
slips from credit card plans can total thousands in just a
week, and proper disposal is required to prevent improper use
of credit information. Paper shredders provide convenient
disposal for certain documents, but in a secure and sensitive
area, wdste must be further disposed cf through additional
shredding, incineration, pulverizing, or pulping. Some or-
ganizations maintain their own facilities, though contract
services also are available. Company directives and/or legal
restrictions may require that large volumes of documents and
records (both hard copy and computerized) be stored for a long
period of time. When long-term storage is required, organiza-
tions typically use off-site storage facilities. The informa-
tion security manager coordinates the transfer of data to
these facilities and the protection of remote data storage
areas. When a large-scale computer system "goes down," off-
site back-up facilities are usually required to process,
transport and store the data temporarily until the computer

can be brought beck on line. When specialized data recovery
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services are used, the overall informational security concerns
of the organization also extend into this temporary working

environment.

4.2.3 Personnel Security

The primary asset of any organization is high-quality,
productive, honest, and loyal employees. Security programs
are designed to safequard this asset by carefully screening
prospective employees, and developing security awareness in

all personnel.

4.2.3.1 Employee Screening

It is essential that a person hired for a specific posi-
tion possesses the background, training and skills stated in
his or her resume and employment application. Certain posi-
tions have special requirements for trust, deportment, confi-
dentiality and other character traits. For these positions,
the organization must be able to verify that there have been
no previous adverse reflections on the candidate's character
and that there are no tendencies toward inappropriate conduct.
In some organizations, this verification is strictly a person-
nel management function, but in other organizations security
personnel become involved in the employee screening process.
In a 1982 Securjty World survey of both corporate executives
and security directors; background investigations were the
most frequently reported technique of employee screening along

with company-develcped tests.30 oOther widely used screening
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techniques include polygraph tests and psychological stress
evaluators (PSE), credit reporting agencies, and "paper and
pencil™ psychological and honesty tests. Organizations with
security departments may designate security personnel to con-
duct background investigations and polygraph and PSE testing.
However, background checks and honesty testing are frequently
contracted to outside firms.

Background investigation practices and content are fairly
well regulated by state legislation and various Federal legis-
latien, such as the Civil Rights Act, the Fair Credit Report-
ing Act, and uniform Federal guidelines such as the Equal
Employment Opportunity Commission (EEOC), and the Department
of Labor. These guidelines pertain to prohibitions against
discrimination in hiring on the basis of sex, race, or re-
ligion, but they clearly permit ref¢rence checking, credit
checking, background investigations and employee testing.

The Freedom of Information Act (FOIA), however, has been a
major concern to some corpcrations. The FOIA essentially was
created by Congress to give greater citizen access to the
inner workings of government by refusing to allow the gov-
ernment to continue classifying large amounts of information,
A company that undertakes ccntract work for the Federal Gov-
ernment is subject to a background investigation and is re-
quired to submit comprehensive information about the company.
Some companies feel that competitors have used the FOIA to
obtain the results of a government agency's background in-

vestigation on them, and thus, gain access to what otherwise
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would have remained proprietary information. This information
in turn, critics say, could be used by a competitor to gain an

unfair advantage.

4.2.3.2 Criminal Record Checks

Criminal history background checks are frequently made for
individuals applying for positions in security, banking, se-
curities trading, retailing and other sensitive areas that
demand honesty and integrity as job prerequisites. The Hall-
crest survey of proprietary security managers indicate that
approximately 65% of the responding organizations have access
to conviction information on at least a monthly basis. Many
states have enacted legislation restricting this information
to certain key industries and to organizations or agencies
that license security personnel, but excluding other busi-
nesses and noncriminal justice agencies. Whereas state identi-
fication bureaus may not have conviction verification from
other states, the FBI contains a summary criminal history of
data entered from all states. In 1981, the FBI declared a
one-year moratorium on the processing of fingerprint applica-
tions for noncriminal justice agencies, even though some state
licensing agencies might be designated a criminal justice
agency for purposes of access to state criminal history data.
The FBI claimed that a backlog of 400,000 applications had
accumulated and that the turnaround time had lagged to over
six weeks from time of fingerprint submission. In October

1982, the FBI resumed fingerprint processing for the allowed
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noncriminal justice agencies, and began charging a $12 pro-
cessing fee per fingerprint card to support additional pro-
cessing staff. This could negate the need for access to state
identification bureaus.

Several interesting aspects of this FBI moratorium are
worth noting. First, in some states there has been a tendency
to reverse the privacy and security standards of criminal
history records and to create open public access to criminal
conviction information. Second, during the period of the mor-
atorium, literally thousands of persons in private security
and the financial industry were hired without any verification
of past criminal background. It is conceivable that many
people with criminal records could have been hired during that
period to protect assets or handle negotiable documents. Un-
fortunately, the FBI situation is analogous to the situation
in those states which currently do not permit noncriminal
justice agencies to have access to conviction information: it
is extremely difficult for organizations to verify possible

criminal background of prospective employees.

4,2.3.3 Polygraph and PSE Testing Limitations

Since polygraph tests were first submitted as evidence in
court in Illinois in 1964; almost twenty years of controversy
have surrounded their use in both law enforcement and private
industry. Some states have prohibited the use of

polygraph/PSE t2sting for employee screening purposes and have

limited these techniques instead to instances in which a
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criminal offense has been suspected or established. This
restriction has sharply curtailed the use of polygraph and PSE
testing, but both the corporate executives and the security
directors in the Security World survey on employee screening
feel that polygraph testing and psychological stress evalua-
tion are effective screening procedures.31 In this survey,
executives favored the PSE, and security directors preferred
the polygraph test. The American Polygraph Association (APA)
was able to get Federal legislation introduced into Congress
in 1982 (H.R. 3108) which would permit employers in all states
to use polygraph and other testing methods designed to detect
deception. The bill protects the privacy rights of an em-
ployee or prospective employee, as well as the rights of
employers to use these techniques, The proposed Federal

legislation would supercede state legislation.

4.2.3.4 Employee Security Awareness

Another major way in which proprietary security programs
address personnel security is by initiating security awareness
programs. The ultimate goal of security awareness programs 1is
to create among employees a proprietary interest in the assets
of the company so that they would feel a personal responsi-
blity for prevention and reduction of losses. Such programs
are designed to establish general employee awareness of (1)
specific security regulations of the organization, (2) the se-
curity measures being followed, and (3) the techniques of

typical internal and external theft attempts. Structured
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orientation sessions introduce new employees to security con-
cepts and concerns. They are advised that they may be subject
to identification checks, package checks, surveillance, and
required to have proper authorization for entry into certain
areas and facilities of the organization. The initial orien-
tation is reinforced through employee newsletters and bul-
letins, posters, films and other media designed to alert
employees to specific types of improper activity and incidents
that have occurred, Signs, guard forces, and physical secu-
rity measures are also visible components of security that
develop security awareness in employees. In some organiza-

tions employee reward programs help to heighten security

awareness, Such programs offer employees cash or merchandise.

for leading to solution of an internal theft or loss problem.
Other organizations discourage these programs because they do

not want employees to feel like paid informants.

4,2.3.5 Fidelity Bonding

Precautions against employee dishonesty are often taken by
obtaining fidelity bonding insurance for key employees or
positions in the organization. "Surety" or "honesty" in-
surance provides for reimbursement to the company for £finan-
cial losses caused by fraud, default, theft or other forms of
dishonesty by employees. Employers can specify certain posi-
tions in the organization which do not change (e.g., book-

keeper, treasurer, cashier), indicate individual employees by

name, or take out a blanket bond on all directors, officers
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and employees of the company. Additional blanket crime poli-~
cies may be carried by the organization to protect against
dishonesty, disappearance and destruction of valuable company
items both on and off the premises. An article on the in-
surance industry in the Wall Street Journal indicated a sharp
rise in claims and coverage for fidelity bonding; this rise

points to an increase in losses generated by insured

employees.32

4.2.3.6 Executive Protection

Most insurance and bonding programs protect the organiza-
tions from the acts of employees, but many major corporations
are also concerned about protecting their top corporate execu-
tives from acts of terrorism and kidnapping for ransom. 1In a
survey of co.porate executives of Fortune 1000 companies,
The Figaie Report, Part II states that four out of ten execu-
tives are concerned about the prospect of kidnapping for them-
selves, their families or business associates.33 Larger com-
panies frequently cover their key or most vulnerable execu-
tives with kidnap/ransom insurance policies, establish execu-
tive protection programs, and prepare "crisis management"
Plans in the event of a coercive threat or act against the
company or its top officials. Some articles have suggested
that kidnap coverage is one of the fastest growing segments of
the insurance industry.34 One source estimated that 80% of

the nation's top corporations carry kidnap and ransom in-

surance.35
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Executive protection programs typically involve four com-
ponents: (1) additional access control and communication pro-
cedures at corporate officer locations in office buildings;
(2) residential security measures at the executive's home; (3)
special precautions both for daily itineraries and routes to
the office, and for travel; and (4) specially trained chauf-
feurs and bodyguards. Some executives have come to expect
residential security and family protection measures as an em-
ployment “perk."36 Once additional security measures have
been effected, security personnel often establish liaison with
local law enforcement agencies to apprise them of the poten-
tial risk and the security procedures to be followed should an
incident occur.

The Fjiggje Report notes that most security concerns and
precautions of corporate executives are related to the degree
of corporate involvement with countries where U.S. business-
persons have been attacked by activist and terro;ist groups.37
Forty-three percent of the Fortune 1000 company executives
stated that they have international business ties to such

countries.38

In addition to muiltinational company executives,
other potentially vulnerable groups and companies include the
executives of companies in politically controversial fields
(e.g., o0il and other natural resources, nuclear energy),
financial institutions, securities firms, companies with a
history of labor disturbances and activism, and jewelry and
other high-liquid-asset businesses. Highly visible public

officialsg, leaders of politically controversial organizations,
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and the members of prominent industrial or socialite families
are also potentially vulnerable.

An aspect of some executive protection programs is the use
of armed bodyguards, Carrying a concealed weapon in many
states is prohibited by law even for security personnel., 1In
California, for example, a proprietary security program can
use its own security personnel for protection of company
executives, but they must be full-time employees of the com-
pany and cannot carry a concealed weapon. In California, as
in many other states, this results in the hiring of off-duty
or "moonlighting” police officers to provide executive protec-
tion. The situation is compounded when coordinating out-of-
state and intrastate protection of travelling executives. In
this case, the security executive protection coordinator must
use his own personnel and perhaps risk violating other state
concealed weapon statutes or rely on contract security firms

who in turn frequently employ off-duty officers for this

purpose,

4,.2.4 International Business Interests

Multinational industrial and commercial firms must con-
sider the political, social, and economic climate of a country
before making a decision to establish a plant or acquire a
foreign subsidiary company, or enter into a foreign business
venture, Similarly, American engineering and construction

skills and expertise are much in demand throughout the world,

especially for design and construction of complex plants for
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the petroleum, petrochemical, and mining industries, and the
construction of nuclear and fossil-fuel power plants for the
electrical utilities industries. The Middle East, South
Africa, Central America, Scuth America, and many developing
countries have need for these basic industries to promote
technclogical growth, provide jobs, assist their national
economy, aand obtain consumer goods. While many of these areas
have identifiable political instability, change, or social
unrest, the risk to American business may be "more significant
in developed countries because of the high concentrated levels
of investment."3?

Most of the attention on the international aspects of
private security is directed toward extortion, kidnapping,
insurrection, revolutions and terrorism, but there is a broad
range of risks involved in cocnducting business in foreign
countries., Three major categories of risks assessed by busi-
ness involved in foreign ventures are: seizure of assets,
currency inconvertibility, and interference with contractual

40 Seizure of assets includes the sudden seizure

performance,
of a company's entire tangible assets {plants, equipment,
land, inventories). A more gradual and subtle form of expro-
priation uses such tactics as discriminatory property taxes
and mandated wage increases or price freezes designed to
pressure & company into selling out to the government or

national corporations. Sometimes part of a firm's assets

(shipment or pieces of equipment) are confiscated to impede

e e e o

company operations. Advance payment guarantees or bid guaran-
tees of contractors can arbitrarily be called by foreign
buyers or firms. Investores and contractors may also be pre-
vented from converting the host country's cur:zency into U.S.
currency. Contract performance requirements of U.S. firms can
be jeopardized by foreign buyers arbitrarily terminating a
contract with no government remedy or relief, and revocation
of an import or export license by a foreign government. De-
fault on credit extended to a foreign buyer could also ad-
versely affect a U.S. exporter of goods.

The majority of these risks have political implications,
and a Wajl Street Journal article indicates that a growing
number of corporations are hiring political risk analysts to
periodically examine risk situations abroad.4l 1In addition,
several commercial services provide generalized political risk
assessments on a regular schedule, and research and consulting
firms prepare specialized risk assessments for clients and
their unique needs. The Department of State also offers the
services of the Threat Aiialysis Group in the Office of Secur-
ity, and their Buresu of Public Affairs issues Background
Notes on some 165 countries of the World, Security managers
will frequently maintain liaison with these resources as well
as law enforcement agencies in foreign countries. Most of
these resources are also apprepriate for intelligence gather-
ing for terrorist threat assessment, Political risk assess-
ment is often an overlapping function between risk management

and security.
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4.3 ASSET VALUE AND SECURITY EXPENDITURES

The amount spent by the private sector for assets protec-
tion and loss prevention is rot precisely known but is gener-
ally believed to be significantly higher than the $13.8 bil-
lion spent for local, state and Federal police protection in
1979.42 Using corporate security managers' assessments of the
dollar value of all security equipment and services within
their circulation base, Security World projected security
expenditures to be $21.7 billion in 1980,43 Figure 4-1 de-
picts the allocation of public and private protection
expenditures.

The Hallcrest national survey sample of 676 proprietary
security managers, at all levels of organizations, represented
in the aggregate about $475 million in annual security ex-
penditures to protect $250 billion in assets situated in over
20,000 separate locations and at 25,000 separate facilities.
The security budgets of some of the nation's corporations are
so large that the extremely high values were excluded from the
Hallcrest sample in order to compute realistic median values.
In addition to the surveys, interviews with corporate security
directors for a few major U.S. multinational corporations dis-
closed world-wide annual security expenditures in excess of
$100 million,

These expenditures may grossly underestimate the total
amount of security expenditure's in many large organizations,
due to the vast amount of decentrezlization of operating units,

facilities and budgets, Based on reconnaissance interviews,
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Police Protection

$9.8 Billion

$13.8 Billion (1979)’

Private Protection

uollnd °1§
suonntIsu feuoneanpy

Government
$3.3 Billion

Retail Industrial/
$3.8 Billion Manufacturing
$5.9 Billion

$21.7 Biilion (1980)*

Figure 4-1
Gross Expenditures for Protection in the U.S.

Sourcebook of Criminal Justice Statistics, 1981 U.S, Department of Justice, 1982
Key Market Coverage, Security World, 1981
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the security manager's budget often does not include items
that are indeed security expenditures, e.g., locks, fences,
safes, alarms, CCTV, guard and armored car service. Many of
these expenses are allocated to a number of separate profit
centers in the company, while large expenditures for security
technology are often found in capital budgets.

Hallcrest's national survey data were collected for over
30 groupings of primary business types from aerospace to
utilities. While representative samples were obtained in most
business groupings, it was quite difficult to arrive at dollar
values for assets protected and security expenditures, since
many large corporations are so diversified in both their busi-
ness and product lines, Most project data are aggregated into
three categories for ease of reporting and for comparison with
other studies:

Commercial

retailing
wholesale trade
banking/finance

insurance
restaurant/lodging

Institutional
e hospital/health care

e education/fine arts
® government

Industrial
e industrial/manufacturing

e utility/communications
e transportation
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Table 4-1 displays the value of assets being protected and
security expenditures for the entire organization and dif-
ferent levels of security manager responsibility. Table 4-1
reflects larger value assets in commercial and industrial sec-
tors due to finished goods inventories, raw materials, ma-
chinery and negotiable documents not normally found in insti-
tutions. The absolute differences in security budgets among
business sectors are not as great as differences in assets at
the entire organization level, since most institutional secu-
rity programs consist of hospitals and educational institu-
tions with security staffs for the 24-hour protection of large
resident populations. While most security directors of insti-
tutions report responsibility for the "entire organization,"
security manager responsibilities in commercial and industrial
sectors range from local site security managers to corporate
directors of s=2curity. Table 4-2 displays the contrast in
ascets protected and security budgets between local facility
and entire organization security managers in the commercial
and industrial sectors.

Local facility sgecurity managers in the Hallcrest sample
are responsible for protecting $30 million in assets with
annual security budgets of $250,000, uaccording to median dol-
lar values for all business sectors in the national survey
data. Corporate security directors are often responsible for
several hundred million dollars of national and international
assets of the ccrporation and security budgets in excess of

one million dollars. Thus, it is conceivable that the aggre-
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TABLE 4-1
I
| PROPRIETARY SECURITY PROGRAM VALUE OF ASSETS
PROTECTED AND SECURITY EXPENDITURES (MEDIAN VALUE)
ESTIMATED ASSET VALUE PROTECTED SECURITY BUDGET
Entire Security Mgr Entire Security Mgr.
nggnizg_t_ignl Responsibility: 2 Qrgmiz@.&ip_nl Responsibil ity
M E T (N=)
Industrial (314) $600,000,000 $2006,037,000 $998,300 $500,400
f
| R Commercial (221) 250,000,000 160,000,000 543,000 390,000
g
| 7 Institutional (103) 95,050,000 50,006,000 402,500 301,700
t
1 Reported estimates for the entire organization assets and security budget
N 2 Reported estimates for assets and security budget under responsibility of security manager h

SOURCE: National Survey of Proprietary Security Managers, Hallcrest Systems, Inc., 1981
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TABLE 4-2
VALUE OF ASSETS PROTECTED AND SECURITY

BUDGET BY LEVEL OF SECURITY MANAGER RESPONSIBILITY (MEDIAN VALUE)

ESTIMATED ASSET VALUE PROTECTED SECURITY BUDGET
Entire Security Mgr Entire 1 Security Mgi.

Orqanizationl Responsibility2 Organization= Responsibility

SECURITY MANAGER RESPONSIBILITY
(N=7)

Commercial
Local Facility (33) $101,750,000 $ 20,500,000 $ 350,000 $100,000
Entire Organization (74) 306,149,000 300,000,000 555,500 300,000
Industrial
Local Facility (50) 100,375,000 50,125,000 350,000 350,000
Entire Organization (69) 701,000,000 500,000,000 999,167 700,000

1 Reported estimates for the entire organization assets and security budget
2 Reported estimates for assets and security budgei: under responsibility of security manager

SOURCE: National Survey of Proprietary Security Managers, Hallcrest Systems, Inc., 1981
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gate of business, industry and institutions in many com-
munities expend considerably more for protection than the
local police department expends. Nearly nine out of ten
security directors reported annual increases in their security
budgets over the past five years, with 55% reporting average
annual increases of 10% or more. The present research indi-
cates that, recently, expenditures for security programs have
been cut as a result of the reduced spending levels many
organizations have adopted to cope with the economic downturn
of the past few years.

Another measure cf the size of security programs is the
geographic scope of corporate operations. 1In another 1980
survey, Security World reported an average of 21.7 separate
geographic locations, with about one-half of the companies
reporting less than five locations.44 In the Hallcrest sur-
vey, the respondents were asked the number of separate geo-
graphic locations and facilities for which the security man-
ager assumes responsibility. Respondents were also asked the
number of facilities, since often a single location will
consist of multiple plants or several operational or produc-
tion facilities in a single city or county. The Hallcrest
distribution for locations is similar to that obtained by the
Security World survey, with 49% of security managers responsi-
ble for five or fewer locations and 41% responsible for five
or fewer facilities. Yet, security managers at the regional,
divisional, or corporate level may be responsible for numerous

locations and facilities. Regional managers of security are

.
¢

responsible for a median of about 50 locations and facilities.
The survey data show that security directors with security
responsibility for national and international operations have
a median of over 150 locations and facilities to protect. The
"local" security manager in a community, then, often has
responsibility for security operations beyond the local com-
munity and may control hundreds of thousands or mililions of
dollars in security expenditures.

Just over one~half of security managers report in the
Hallcrest survey that 20% or more of their total annual se-
curity budget is spent on contractual private security pro-
ducts and services. Security managers using outside contrac-
tual security firms generally employ one to three firms. The
survey data also indicate that large corporations often do
business with a dozen or more contractual firms. Some secu-
rity firms establish national accounts with the large corpora-
tions to protect their facilities around the country (e.q.,
central station alarm or armored car services). The Hallcrest
national reconnaissance interviews and site work found some
security directors with considerable discretion for selection
of security vendors, but they usually operate within cost
constraints or gquidelines established by another senior cor-
porate executive--frequently the senior purchasing agent, con-
troller, or vice president for finance. The Security World
survey cf security directors stated that the majority of them

have regularly scheduled procedures for reviewing security

4-38
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equipment and services, with the average length of time be- ‘ TABLE 4-3
tween reviews being 7.1 months.45 ‘ - FREQUENCY OF SECURITY MEASURES UTILIZED BY
ORGANIZATIONS
4.4 SECURITY SERVICES AND EQUIPMENT j , . _ o _ All
} Security Measures Utilized Commercial Institutional Industrial Sectors
i d usually th t highl isible com-
Security guards are ually € mos ighly vi Protective Services
. . 5‘
ponent of security programs, but technological measures are \ Guards - In-house 625 765 675 673
r ; sed . -3 displavs fre- ' Guards.- Contract 58% 35% 63% 57%
the most widely used components Table 4-3 displays a e Investigators - Private 243 9% 333 253
. . ; . . <nvestigators - In-~house 80% 64% 62% 69%
quency distribution of security measures reported by 676 com | Armored Car/Courier 32% 10% 153 202
mercial, institutional and industrial security managers in the i Investigative Accguntants 16% 6% 16% 14%
. Undercover Operatives 50% 32% 38% 41%
Hallcrest national survey. The three most frequently used + Polygraph/Deception Detection 43% 18% 22% 29%
security measures are: (l) burglar and fire alarm systems;  Deterrent Equipment
(2) safes, vaults and other fixed security equipment; and (3) ; Safes and Vaults 825 625 154 755
closed circuit television (CCTV). Burglar and fire alarms are , . Electronic Access Control Systems 54% 55% 67% 60%
| . Security Lighting 62% 68% 74% 68%
found in 80% of security programs. Safes and vaults and other ; :
; :
. ) . - - . t q . . . .
fixed security equipment have especially high use in the % Monitoring and Detection Equipment
financial and retail commercial sectors. Closed circuit tele- : . Electronic Sensors/Systems 61% 63% 73% 67%
. . . Burglar Alarms 91% 77% 79% 83%
vision is the third most frequently reported category of C o
i e thir q y reporte gory *  Fire Alarms 86% 82% 78% 81%
. . . : i Closed Circuit T.V. 76% 64% 76% 74%
security equipment and services. Much higher levels of CCTV j? " Energy Management Systems 26% 19% 18% 21%
usage (74%) were found in security programs than security f '7
equipment surveys by Security World (47%).46 A clear ma- 3‘ ~ Miscellaneous
.. . e . . 5 . Communications Equipment 63% 80% 80% 74%
£ \ T :
jority of institutional security programs reported using CCTV, % Guard Dogs 43 7% 8% 7%
even though the Hallcrest institutional sample is skewed
9 P € N = 221 103 314

t a . t i e ' B .
oward health care Although overall reported levels of in ! * SOURCE: National Survey of Proprietary Security Managers, Hallcrest

house guard usage are about the same as reported by Security Systems, Iac., 1981

ﬂg;lg,47 both the Hallcrest national survey and site data show
a much higher use of proprietary guards by institutions than

by commercial and industrial sectors; the latter two more ‘ 4-40
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frequently contract for guard services. Interestingly, the
Hallcrest survey also found that a clear majority of pro-
prietary security programs maintain investigators on their
security staffs, and one-half of commercial security programs
use undercover operatives.

Corporate and institutional use of contract guards has
greatly increased in recent years. In some cases they supple-
ment proprietary security personnel and in others they are the
sole source of security personnel. Considerablile attention has
been focused on a shift from proprietary to contract security
personnel due to perceived cost savings. Hallcrest's data
from the case study sites and the surveys of major national
and regional security companies, and state licensing agen-—
cies, confirm this as a general trend, although no quantita-
tive indicators were found in the literature review to measure
the extent of trends toward use of contract security officers.
In the earlier 1980 Security World survey, only 40% of secu-
rity managers reported using contract security guards in the
major business sectors (commercial, institutional, indus-
trial).48 A 1981 Security World survey on contract and pro-
prietary guard use found nearly 80% of commercial and indus-
trial security managers with contract guard operations-—-nearly
double the level of usage that they reported in the survey of
the previous year.49 This finding cannot be interpreted as
increased usage of contract security. Hallcrest national
survey data in Table 4-3 reflect an ASIS member sample con-

ducted about the same time as the 1981 Security World survey.

4-41
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These security managers report that about 60% of commercial
and industrial security programs use some contract security,
but only about one-third of institutional security programs
use contract security personnel,

In the Hallcrest survey, the top executives of major
national and regional guard companies felt that new (first
time) users of security guards and increased use of contract
security by existing clients would be a larger source of
growth over the next five years than proprietary security
programs changing from in-house to contract security guards.,
In some situations it was noted that proprietary supervisory
personnel and a core security staff are retained in a "hybrid©
arrangement of proprietary and contract staff. Questions
concerning job duties and activities of contract and proprie-
tary security gquards in the site surveys did not reflect that
contract guards are relegated to lesser tasks. Job activities
and problems encountered by both contract and proprietary
security officers are quite similar in the same business
sectors, especially the industrial sector.

The Figgie Report: Part II also surveyed the security
measures undertaken by Fortune 1000 corporate executives.50
With the exception of fire alarms and security lighting, cor-
porate executives reported use of security measures substan-

tially lower than that reported by security managers in both

the Security World and Hallcrest survey data. Similarly, the
Security World survey of corporate executives indicates lower
4-42
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utilization of security measures than security managers re-
ported in another survey.Sl Since the majority of security
directors report to the top management of corporations, Hall-
crest expected to find higher levels of security awareness by
corporate executives, especially in basic corporate security
program components of burglar and fire alarm systems, guards,
and access control systems,

Although security budgets are often expressed as a per-
centage of sales or assets, few empirical measures of security
program effectiveness were found in the literature review and
site study. 1In the Hallcrest national sutrvey, proprietary
security managers were asked if they use any of the evaluation
factors or criteria in Table 4-4 as measures of security pro-
gram effectiveness. The evaluation criteria are grouped into
three categorieé: crime-related, loss-related, and company
operations. After the single criterion of internal theft,
the largest consensus on security program evaluation is ac-
hieved on crime-related evaluation criteria. This is somewhat
ironic, since eight out of ten responding security managers
are in the commercial or industrial sectors where the stated
emphasis is on assets protection and loss prevention, While
security .directors discuss the impact of security programs on
sustained profitability of the company through minimization of
losses, security program performance is rarely measured in
relation to corporate profits. Determining the cost effec-

tiveness of implementing specific security measures would

require further research., Security managers, organization
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EVALUATION CRITERIA FOR

TABLE 4-4

PROPRIETARY SECURITY PROGRAMS

(¢ Utilizing)

Evaluation Criteria
Crime Related

Crimes Investigated
Apprehensions/Arrests
Crime Attempts Intercepted

Loss Related

Internal Theft
Inventory Shrinkage
Profits

Company Operations

Operational Overhead

Gross Sales

Number of Customers
Customer Attitudes/Behavior
Employee Attitudes/Behavior

SOURCE:
agers, Hallcrest

77%
72%
59%

84%
57%
34%

34%
21%
15%
30%
62%

N = 221

Systems,

Commercial Institutional Industrial

74% 71%
66% 58%
59% 54%
76% 79%
50% 57%

8% 20%
14% 27%

3% 5%

8% 3%
24% 15%
56% 55%
103 314

National Survey of Proprietary Security Man-
1981
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executives and police crime prevention specialists could
greatly benefit from knowing the actual and perceived benefit
of implementing a single security measure or a mix of security

measures as a specific security strategy.
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5.3.7 Alarm Signal TransmiSsSion ««-ceceoececennecannnn 5-41 : é CHAPTER 5
; 5.3.8 Coaxial Cable TV Security «eeeceeeeao.. e 5-43 % é . CONTRACTUAL SECURITY OPERATIONS
5.3.9 Contracted Burglar Alarm ReSPONSE ..eceieovaans 5-45
, 5.1 GUARD AND PATROL SERVICE
ﬁ 5.4 ARMORED TRANSPORTATION AND COURIER SERVICE ........... 5-53 j . Although guard and patrol firms may offer an array of
5.4.1 Operating Characteristics .............c0naes. 5=33 : protective services, their main revenue source is providing
5.4.1.1 Equipment ........... .00l s 5-53 Security guard services. It is not unusual for medium-and
‘ 5.4.1.2 Operating Procedures ........... ceveee 554 % - large-size firms to offer such services as investigations,
5.4.1.3 Operating EXpenses .......c.cocevevenn 5-33 undercover operations, polygraph examinations, executive pro-
5.4.2 Financial and Commercial Services ............. 5-36 tection and/or bodyguard service, and technical surveillance
¢ 5.4.3 Major LOSSES ccvtseteosrsseactaacatonesnoncssnns 5-37 §~ countermeasures. A few guard companies even provide alarm and
; ? armored car services, Some of the large security guard firms
5.5 SECURITY CONSULTING ......... R AR R R R 5-33 g g have several functional divisions and have invested in secu-
{ 5.5.1 Engineering-~Related .......ciceveunnnn Ceeereea 5-60 ! ; rity systems in order to offer their clients an integrated
5.5.2 MANAGEMENE « v v everenneneenceaasensenaennnneens 5-65 i é approach to security. Yet, their primary source of revenue
5.5.3 Executive Protection ........ R R 5-68 § é remains the labor-intensive guard services. The Hallcrest
i 5.5.4 Investigative Consultants ..............vnennn 5-69 : g" survey of the national and regional security guard companies
5.5.5 Computer Security ......... et ere e eeseane e 5-71 i‘ revealed that over 90% of all company revenue was generated
i from gquard services.
{ 5.6 SPECIALIZED SERVICES ......0cttttseecencscansasnsnsens 5-72 ; Many guard firms, including Pinkerton's (one of the
|
5.6.1 Training .......ccceevuenaees et e ea e 5-72 g oldest and largest), started as investigative firms and then
5.6.2 Employee Background Screening ................. 5-76 i added guard services for clients., For most guard firms, in-
¢ 5.6.3 Technical Countersurveillance «.........cccev.n =79 l~f vestigations are principally undertaken in response to in-
5.6.4 Private Vault ROOMS ...cevvvcinerincnntnnnnnnn. 5-81 ? cidents on client property serviced by a firm's contract
5.6.5 Other Services ......... R T >-83 guards. Guard firms are particularly visible at sporting and
{ Lo public events. Pinkerton's, for example, provided 1000 secu-
| rity personnel for the 1980 Winter Olympics, and at Super Bowl
{ 5-1
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{ XVI (the 1981 professional football championship), approxi- : ;‘ changed or replaced an average of every 1.3 years.l Forty-
K]

mately 350 Burns International Security Services personnel . eight percent of all business sectors changed contract guard

tes

were hired as guards, ushers and ticket takers. Guards are ; companies within one year or less of initiating a contract.

also highly visible in banks, as well as at airports, where The commercial and industrial sector changes were made in less

they conduct pre-flight screening of passengers and luggage. than one year in over 50% of the responding firms, while 49%

of institutions reported that they had never changed contract
5.1.1 Contract Procurement

guard firms.

New client accounts are obtained by direct marketing ef- ; - If bid specifications have not been provided, the guard
forts of the firm or through a competitive kidding process. In i b firm may conduct a survey of the organization's vulnerability
some firms, sales personnel are employed to obtain security : ; to different types of loss. This process reguires the con-

guard contracts. The national and regional companies in the ; i tract security manager to have in-depth knowledge of the

Hallcrest national survey indicated that change of security business operations his firm proposes to protect. The client

e

firms by existing contract users would be their largest source and the guard firm agree on a combination of technology and

, of growth over the next five years. There are two plausible ? ;* security personnel and on the levels of supervision and
explanations. First, substantial business volume is generated ; ? accountability. A staffing chart designates the different
from the many facilities and locatious of Fortune 1000 or % posts to be filled (with a combination of full-time and part-
regional clients when guard service contracts are obtained for grw i time personnel), and job descriptions are often prepared for
the entire corporation. Similarly, many regional or statewide ' each guard duty assignment. In some cases, contract security
guard firms have contracts with regional employers or em- § personnel will perform other nonsecurity tasks, such as

‘ ployers with several facilities in a state. The advantage of éf switchboard operation, inventory checkers, and so forth.

a single security agreement for the large corporation is the é In a 1982 Security World survey of proprietary security
continuous availability of contracted services from the same i managers, the budgets for contract security guards in indus~-
firm, regardless of facility lccation in the country or state, :i' try averaged §$£264,868--60% reported less than $200,000.2
Second, companies frequently change from one contract security é Baséd on an hourly billable rate of $6.62 (derived from the
firm to another., A 1980 Security World survey of loss preven- i Hallcrest national survey of proprietary security managers),
d tion managers disclosed that contract guard services were éff the budgets of most industrial facilities would allow for the

5-2 : ‘ 5-3
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equivalent of four guard posts on a 24-hour basis. An unpub-
lished study sponsored by one prominent guard firm reported
that 75% of industrial clients manned five guard posts on a
24-hour basis, and that 69% utilized ten or fewer guards. The
average number of contract guard hours provided to all facili-
ties was about 200 hours per week. Contract sacurity guard

budgets in the Security World study were reported at an ave-
rage of $125,047 for the institutional sector, with 46% less

than $100,000. 1In the commercial sector, budgets for contract
security guards averaged $175,135; 56% reported budgets of

less than $100,000.

5.1.2 Employee Screening and Training

Once a contract for guard or patrol services has been
awarded, the guard firm must then recruit new employees or
select current ones for the assignment. The only avallable
labor pool of experienced personnel is existing employees on
other job assignments, an employee of the previous contract
firm whom the client wants to retain, proprietary security
officers, or off-duty police office:s. In the Hallcrest sur-
vey of national and regional security companies, the firms
indicated that the client's willingness to pay certain wages
is the principal factor in selecting personnel for a specific
client and assignment. The other key factors are the type of
assignment, amount of authority and discretion exercised, and
the training of the guard. Actual experience and education

were rated the least important factors. As noted in Chapter

5-4
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7, personnel screening techniques among firms range from em-
Ployment application. and general interviews to background
investigation, psychological testing, polygraph examinations,
honesty testing, and criminal record checks.

All of these Pre-employment screening practices and pre-
assignment training constitute an overhead expense for the
firm. Misrepresentation of personnel selection, screening,
and training is one of the most frequent complaints voiced by
competitor guard companies and contract guard users in the
site studies and reconnaissance interviews. Clients have
few, if any, methods to verify pre-employment screening and
training of security employees except through job performance.
In states with mandated security training requirements, it is
still difficult to verify training records maintained by secu-
rity firms without conducting field audits. In one infamous
incident, the branch manager of a national gquard firm, who was
also a member of a state regulatory board, was suspended for
falsifying the training records of his employees.3 In states
with no training requirements, both armed and unarmed security
personnel can be placed in assignments involving public con-

tact and interaction with only the benefit of on-the-job

training,

5.1.3 Security Guard Safety

When security guards are sent out on assignments with
little or no training other than knowledge of company policies

and a general job orientation, the personal safety of the
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guard is at stake as well as that of the people with whom the

guard interacts--especially if he or she is armed. Even

without weapons, if security personnel are expected to detain
and/or search individuals as part of either the employer or
client policy, they could be involved in unnecessary physical
confrontation through inappropriate action or apprehension
techniques. During the 1970's, an average of 100 police
officers were killed each year. The FBI maintains statistics
on incidents of police officer deaths and injuries, but there
is no source which keeps precise data on the number of attacks
on security personnel or deaths while on duty. In an article
on security gquard safety, Securjity Letter noted that a check
of news items received during that month indicated the deaths
of 12 private security guards.4 Most of the deaths were
mentioned incidental to an unusual property loss, whereas the
media often gives equal or greater news coverage to the
shooting of a police officer and the incident in which it
occurred,

Assailant use of alcohol and domestic disputes are fre-
quently involved in police officer deaths, but security offi-
cer deaths appear to most frequently occur when they attempt
to protect valuables or property during the commission of a
felony crime. The most notable incidents of security guard
deaths and serious injuries have involved bank robberies and
armored cars. A tragic example was the attack by the Weather

Underground and members of other terrorist groups in October
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1981. They shot and killed two policemen and a Brink's arm-
ored car guard and injured other Brink's guards in an ill-
fated attempt to steal $1.6 million the armored car company

was transporting for a New Jersey bank.

5.1.4 Supervision and Management Practices
When serious incidents develop in the community which

require assistance, the police officer can radio for help from
another patrol unit or a field supervisor. The security gquard
may e at a fixed post with no means of direct communication
or may be dependent upon a roving field supervisor who makes
contact once or twice during a shift. At larger job sites, a
site or shift supervisor may be present. Our site study.
revealed that inadequate communications equipment and poor
supervision are other frequent complaints of contract security
users and competitor companies. Both items cause additional
operating expenses for the security firm, yet successful and
reputable guard companies feel that supervision and the qual-
ity of local management are the keys to ensuring high-quality
security service and contract performance. A state security
association president who is also a security company executive
views quality of supervision as the most important factor:

The quality of supervision is the main

variable. 1It's more important than train-

ing, pay rates, or any single factor. And

it's the key regardless of whether you're

hiring a large, nationally known guard

service, a med%um—sized service, or a small
local service,

5=7
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The president of a rapidly growing national security company g ; offices through computer terminals. For smaller security

implied that companies with poor management will not survive, ! E N firms, management information software is available for use in
: i : 7

or at least will not grow: { micro computers.

Security firms also must balance the impact of high per-
Regardless of which company he represents,
the manager who is going to get the lion's
share of the business in any town is the

sonnel turnover with the associated costs required to reduce

L DR L T T

one who seems to be the sharpest, the most i that turnover. The measures listed by national and regional
aggressive, and the most knowledgeable...I ; . ‘ . .
don't see anybody in our industry experi- : firms to reduce turnover include higher pay and comprehensive

encing any reasonable growth ugless they've

got very competent management. benefit packages, profit-sharing plans, more selective screen-

ing practices, better training, employee relations programs,

The licensing and requlatory agencies generally require o .

¢ g d ¥ as J recognition awards, and development of career path opportuni-

that an applicant have a combination of some training and _ . . .

PP ties. A regional "quality assurance" manager for one national

xperience to obtain a license as a security manager. But _ ) . .

eXp Y security firm estimated that guard turnover at a new Jjob site

there are no distinct levels of certification among security . . .

can be as high as 60% during the first ninety days.8 Turnover

guards in states except for the distinction between armed and 4 . . . .

: L not only increases operating costs for security firms, but

unarmed personnel. : _ . .

P excessive turnover can also make the security of a client's

The successful securit uard compan then, must balance L .

¥ 9 pants ' facility more vulnerable to dishonest former security em-
a need for adequate training, supervision and management with ) . o .

p C . ployees with inside knowledge of company operations and pro-

the need to minimize overhead expenses in an industry with ‘
tective measures.

intense competition and low profit margins. Computers can

help achieve this balance and have been used increasingly by H '
; ; 5.1.5 Armed Securjity Personnel
V guard firms to track costs. Computers are occasionally used . o _ . . .
Firearms incidents involving private security personnel

R

by larger firms to store and retrieve personal skills inven- have been an area of concern to licensing and regulatory agen-
. tories of security personnel to be used in matching them with - cles and the frequent focus of the media, Some contract
job requirements, to produce long-term schedules, o forecast | security firms feel that armed security personnel are desired
manpower requirements, and to produce frequent financial by ‘their clients or Lhat firearme are accepted as "tools of .
{ statements. Some of the national firms are linked to branch L the trade™ for effective deterrence, similar to police Offi-

cers, Opponents of firearms for security personnel note that
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the responsibility of security officers is to protect property
(in most situations), and the introduction of firearms into a
tense confrontation can lead to violence, especially when the
security officer may have only minimal firearms training. Are
firearms necessary to the proper performance of the security
function? Giglioti and Jason suggest several criteria for
determining the appropriateness ofﬁ;irearms, based upon the
potential threat level inherent to the commodity being guarded

by security personnel:9

1. geographical and/or physical location of the item--
where it is manufactured or located, stored or trans-
ported;

2. criminal attraction to the item--its desirability
and/or convertibility to cash;

3. degree of risk associated with theft versus the re-
wards of a successful theft:;

4, probability that deadly force could be used against
protection personnel; and

5. the potential consequences of a failure to adequately
safeqguard the item--hazard to the general public,
civil liability, etc.

A significant trend in the guard industry in the past five
to ten years has been the overall reduction in the percentage
of armed security guards. In the Hallcrest national surveys,
the majority of ooth contract security managers and the na-
tional and regional security executives claimed that less than
10% of their total personnel are armed; the average for the
national and regional security companies was 8.2%., Guards-

mark, a national security firm, estimated that only about 3%

of their uniformed personnel are armed, down from 35% in
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1973.10 The companies report that they generally discourage
client requests for firearms because they are not usually
needed and that there are too many liability and insurance
problems. Client requests, however, often are granted but
usually only when it is required by terms of the contract,
governmental regulations (e.g., Nuclear Regulatory Commis-
sion), or when the assignment involves safeguarding cash or
highly vulnerable assets that can be quickly converted to
cash, In the earlier mention of security guards at the Super
Bowl, very few of the 350 security personnel were armed.

A New_York Times editorial in January 1982 applauded the
general reduction in armed guards, noting that this had oc-
curred as a result of a careful assessment of risk and bene-
fits by security managers.ll The editorial expressed hope
that the "general public will learn to make the same kind of
calculation,” Yet, in the Hallcrest national survey, nearly
one-half of the 545 contract security firm managers said that
they had experienced an increase in client requests for armed
security personnel in the past five years. Only 18% stated
that they had experienced a decrease in requests for armed
personnel. In some instances, the contract guard firm will
hire a "moonlighting™ police officer to satisfy the client's
demand for a "hired gun." Despite the general trend toward a
decrease in provision of armed guards, sore firms routinely

arm a large portion of their personnel.

5-11
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5.1.6 Government Contracting

In the Federal Government Office of Management and Budget
Circular A-76, the government is required to contract with the
private sector for goods and services whenever a cost savings
of 10% or more can be realized. At the present time, about
40% of government activities such as security, printing, laun-
dry and food service are contracted out by government agencies
and facilities. The Federal Protective Service, for example,
employs 2,600 Federal Protective Officers to protect selected
government buildings, but about $2,000 per guard reportedly is
saved annually by contracting with guard firms for an addi-
tional 4,000 security officers.12 The Congressional Budget
Office has estimated that about 80% of all commercial activi-
ties of the Federal Government could be contracted to the
private sector at an initial savings of $335 million per
year.13 (The Office of Management and Budget is revising the
contracting guidelines for release in early 1983.) Many busi-
ness groups, including the Chamber of Commerce of the U.S.,
have been pressing for more extensive use of private con-
tracts. They contend that government should not compete with
the private sector.

In the midst of these movements toward even greater use of
government contracting, the contract guard industry was dealt
severe blows by Congress in 1981 and 1982. 1In 1981, House
Bill HR-3413 was passed which contained a clause prohibiting
the use of contract security at the Los Alamos, New Mexico,

defense installation. In 1982, amendments to Department of
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Defense appropriation bills in the Senate and the House (S-
2248 and HB-6030) prohibited contracting out for security or
firefighting services on all military bases, except for the
renewal of existing contracts. The passage of the legislation
(P.L. 97-252) resulted in a FY 1983 DOD Authorization that
placed a one year moratorium on contracting for security
services. The National Council of Investigation and Security
Services (NCISS), the Committee of National Security Companies
(CONSCO), and the Private Security Liaison Council lobbied
extensively against the legislation, contending that it was a
serious threat to the contract guard industry. These groups
feel strongly that federal employee labor unions are attempt-
ing to reduce the impact of budget cuts on federal employees
by eliminating contracting out in all areas of government, not
just military installations. The President of NCISS summar-
ized the concerns of contract security companies:

Many security companies cannot afford to be

locked out of government work, and if this

bill takes effect, it may mark the begin-

ning of a trend in which federal unions and

lobby ffoups carry undefeatable political

clout.
Under terms of the legislation, a feasibility study is to be
conducted at the end of the year-long moratorium. In welcom-
ing the study, the NCISS President estimated that the "govern-
ment can save almost $50 million granting security contracts

to private firms,"13

5-13
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5.1.7 Alleged Organized Crime Involvement

Six of the nineteen surveyed state licensing and reg-

figure, for orchestrating coerced protection and theft at the

o

. C . 2 i T Fulton Fish Market in New York City through a guard service
ulatory agencies indicated that law enforcement authorities ;

. . . controlled by him.
had alleged organized crime involvement in private security !

firms in their state. Although the level of involvement was : - Since 1975, federal investigatcrs said in a
. ) . co presentencing report, the wholesalers have
considered low, exact figures are unknown. Guard unions, : \ shelled out $700,000 to Fulton Patrol Ser-
{th . . ) . : : vice, a protection racket, controlled by
with alleged involvement with organized crime, have primarily : Romano, an alleged member of the Genovese

crime family. The wholesalers have made
the payments, the investigators say, so
that their businesses won't be wrecked.

concentrated on organizing proprietary security quards, but

also have organized employees of contract guard firms. Fed-
Despite the payments [for a security ser-

eral and state investigations in New York and New Jersey in : : vice], federal prosecutors and investiga-
! ‘ tors charged in court, thousands of pounds
¢ 1981 contended that organized crime was involved in guard ; Lo of fish purchased by the wholesalers are
. ; stolen from crates every day by unloaders
unions and the actual running of gquard firms. By using hand- : ; employed at the market. Some of the un-
. , T, i ? loading companies’ profit, prosecutors hige

picked guards in unions controlled by them, as well as their : , said in court, is kicked back to Romano.

¢ own security firms which served as protection rackets, organ- :

. . . ? S Complaints against organized crime-controlled unions have
ized crime influence was reportedly able to coerce merchants : ;

and . ) , ) included embezzlement of union pension and welfare funds and
and businesses into buying "protection" services and then

. . } the intimidation of security firms that will not cooperate in
q systematically looting them. ‘ -

efforts to organize their employees. Investigators in New

With their handpicked guards on the look-
out, the mob has stolen truckloads of pro-
duce from the food markets, swiped ship-
loads of shellfish from the piers, and Qo
arranged burglaries to glean out shopping h
centers and warehouses.t

York described some of the unions being investigated as inde~

pendent locals with "no national affiliations, no charters, no

wey

executive boards, and no minutes,“18~—but with thousands of

represented security guards. In some instances, when a local

e st e g

This New York magazine article went on to detail some of security firm owner would not cooperate with union organizers,

Ty
§

these methods reported by agents, investigators and prosecu- the firm's clients would be victimized, and the ~lient would

tors of such agencies as the Organized Crime Strike Force, the ‘ be coerced intc accepting the services of an alleged mob-

U.S. Department of Labor and the District Attorney's Office. controlled guard firm to avoid further incidents. At least

>
2

A year later, the FBI obtained the conviction of Carmine ! | three separate New York organized crime families were tied to
Romano, a former union official and alleged organized crime ' . i security guard union activities. An affiliate union of one
i
{ 5-14 e
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Brooklyn-based guard union was involved in attempting to orga-
nize security gquards at the casinos in Atlantic City, New
Jersey. The president and three other officials of the union
headquarters in Brooklyn were convicted of embezzling union
pension funds. Two unions headed by him were said to repre-
sent 10,000 guards employed by 40 guard firms in New York, New
Jersey, and Washington, D.C,19 The union leader was said to
have been the largest organizer of guards at nuclear power
plants on the East Coast.

By the time an applicant is rejected on the basis of
fingerprints validating a criminal record, the mob-controlled
guard has had sufficient time to inflict serious damage. De-
lays in applicant processing allow individuals tc apply for
security gunard licenses and then work at their security job
for months in some states. 1In the case of the security guard
firm with organized crime influence, a struggling company with
a certified owner/manager can be bought out and convinced to
remain as a figurehead manager. Then, someone else's finger-
prints can be submitted routinely~-and fraudulently--on behalf
of another applicant.

A different picture of the operating practices of such
firms was painted by one licensing and regulatory agency ad-
ministrator. In an interview with the Hallcrest project
staff, he indicated that firms suspected by law enforcement
agencies of organized crime influence or control ironically
had only sporadic violations of administrative rules and took

great effort to run a "clean" operation., Systematic theft
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still can be arranged that does not involive coercion or arouse
suspicions and at the same time provides "justification" for
security services. He too, like other security regulatory
administrators, saw any overall involvement by organized crime

as minimal.

5.2 PRIVATE INVESTIGATIVE FIRMS
5.2.1 Tasks and Activities

Private investigative firms conduct investigations on
behalf of a private party to collect information or to recover
persons or property. A private investigator (PI) typically
works independently as a sole proprietor or as part of a small
firm. More than 50% of the investigative firms in the Ball-
crest survey reported gross annual revenues of less than
$100,000 and the median number of full time employees as
three. The stereotypes of the PI over the years have included
those of "gum shoe" and "Sam Spade" making a living off other
people's private problems--divorce, infidelity, child custody
and other domestic problems. While this still constitutes a
geood portion of some firms' business, private investigators
are also involved in tracing missing persons and "skips"
(persons moving and leaving behind debt), locating parties to
legal actions, repossessions, credit and pre-employment back-
ground investigations, criminal defense investigations, claim
investigations for insurance companies, and investigations of

criminal activity such as theft, fraud, and embezzlement.
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Some state licensing and regulatory agencies have diffi-
culty properly categorizing private investigators because of
the broad range of services they offer. Some firms provide
undercover operatives, polygraph examinations, countersurveil-
lance equipment and services, forensic photography, and body-
guards. Other firms provide investigation of the internal and
external theft problems for client companies; still other
firms offer investigation and countermeasures for complex
forms of white collar crime. The "new breed" of investigator
in these firms may have a background in accounting, data
processing, investigative reporting, or internal auditing; no
longer is only the traditional law enforcement background
associated with private investigators., Some of these firms
describe their services as consulting and do not advertise as
a private investigative business. A typical assignment might
involve (1) investigating a vendor kickback scheme in several
states or multiple operating divisions for a client; or (2)
collecting detailed background information on a firm being

acquired or involved in a corporate takeover bid.

5.2.2 JInformatjon Access and Law Enforcement Contact

The information sources used by private investigators are
much the same as those used by law enforcement officers. How-
ever, the private investigator is not subject to as many limi-
tations as the police officer on collecting information since
the admissibility of evidence in court is frequently not a

concern. In the private sector, an investigator can pursue a
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case to zhe level of detail and expenditure set by the client.
On the other hand, the police detective may be hampered by a
large caseload and internal case management criteria that
limit the time and resources which can be devoted to a single
case. The main constraint upon private investigators is the
Privacy of Information Act, which restricts access to many
credit, banking, and government records and also most police
information. Telephone company records, credit information,
employer information and criminal record information are fre-
quently off limits to private investigators, yet the "stock in
trade" of many investigators is their ability to obtain such
information--which the client was unable to obtain. The
owner of a private investigative firm made the following
observation about obtaining information:

There's nothing that's not for sale., I

don't consider it a crime to buy informa-

tion, merely a shortcut. The stuff would

come out anyway...Over the past few years

the government has made it tough tc uncover

things. Privacy laws, that kind of thing.

But you'd be surprised at the Sumber of

people for sale in this country;z

The same private investigator was reported to rely "heav-

ily on his contacts in officialdom to get results.” 1In a
report on Sources and Areas of Conflict Between Law Enforce-
ment And Private Security, the Private Security Advisory Coun-
cil stated that patterns of communication between them were

dominated by "sub rosa channels of communication."?l 1In this

scenario, private security firms trade heavily upon personal
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relationships; personalities rather than legitimacy or legal-
for frequent contact. Four out of ten firms reported that

a

ity of need determine the amount of information and level of
they employ off-duty law enforcement officers. Officers em-
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cooperation received from law enforcement. In most states f s . . ) .
i % pPloyed in this capacity could be in a position to obtain
there is a penalty for unauthorized access to or release of | ; . . , . ) )
] % police information to gain favor with their secondary employer
information by law enforcement officers, especially criminal | ; . . ) . ]
: ‘5 in private security. Overall relationships of private in-
history record information. A "well placed" phone call, how- i . .
: vestigators with law enforcement detectives were reported as
ever, can often rapidly obtain desired police information. ; , , X
! excellent or very good by 70% of private investigative firms.
In the Hallcrest national survey, private investigative :
¢
firms reported frequent contact with detectives in law en- :
forcement agencies; in fact, 58% reported daily or weekly % l 5.2.3 lInvestigative Objectives and Techniques
contact. Little contact was reported with law enforcement ] In undertaking investigations on behalf of a client, pri-
§ ii ‘ i i i
supervisors and managers. Law enforcement administrators in | 1 vate investigators often have very different objectives from
the national survey, however, reported less frequent contact . % ; law enforcement investigators. Once a suspect has been
of their detectives with private security personnel; only 44% % j identified, law enforcement agencies move toward establishing
{ o ; ) o s . .
reported daily or weekly contact with their detectives. i ; sufficient evidence €for prosecution and conviction in court.
Cities above 100,000 population reported twice as much daily E % In criminal defense work for attorneys, the private investi-
contact. Although they reported frequent contact, most pri- § f gator has only to establish reasonable doubt, rather than
# f i i .
vate investigative firms reported that they seldom or never | 1 having the burden of proof borne by law enforcement. Insur-
seek information of arrest verification, conviction verifica- {’ ance companies often employ private investigators on question-
, tion, or criminal case information. on the other hand, | r able property loss or personal injury claims. Such cases
£ oo
private investigative firms, at best, reported only occasional ; involve investigating fictitious claims for disability and
[ . .. o s . .
sharing of criminal intelligence information and information 2 false claims of stolen property, determining fault in fidelity
] on internal company investigations. ! bonding, and examining suspected arson. The insurance company
1 ] B
Thus, private investigators report frequent contact with g is primarily concerned with obtaining sufficient information
!
law enforcement detectives, but purportedly do not seek law : to deny the payment of fraudulent claims or to shift the
p enforcement information or provide information from their . liability to another party.
b {
investigations on a reqular basis-—the most logical reasons | As indicated earlier, private investigators have neither
the same concerns nor the same restraints of law enforcement
( 5-20 5-21
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detectives in gathering information, since they are not always
concerned about its admissibility in court. While private
investigators are subject to tort actions for invasion of
privacy, they frequently use surveillance and pretext inter-
view techniques to obtain information. Surveillance may be
used to establish patterns of activity, habits and associa-
tions or to monitor suspected illicit activity. In pretext
interviews, the identity of the investigator or the c¢lient may
be misrepresented to the interviewee in order to elicit infor-
mation. (Undercover personnel often use the same technique.)
Unless a government official is impersonated, statements ob-
tained in the the pretext interview can be used against the
interviewee directly. In addition, unless pretext interviews
are conducted in one of the few states prohibiting them as
part of their licensing statute, there is usually little
liability incurred under state law.22

Arson investigations for insurance companies illustrate
the different roles of private investigators and law enforce-
ment. The private investigator acts under contract law au-
thority of the insurance company. The insurance company must
supply the insured with a proof of loss form within 30 days of
the fire and then act on the claim within 30 to 60 days of its
submittal to the insurance company. The confidentiality of
police files and the concern for civil liability on the re-
lease of investigation information make the contact between

private and law enforcement investigators infrequent. While
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law enforcement can work within applicable statutes of limita-
tion, the private investigator must work very rapidly to
establish probable cause to deny the claim. Police officers
can repeatedly interview suspects, but under most insurance
contract law, a statement can be taken only once. Actual
sharing of information between law enforcement and private
investigators is generally governed by immunity laws which
usually do not permit sharing of information unless the in-
sured is an actual suspect. In effect, two separate investi-
gations are conducted, with the exception that background
information is shared on the insured, the building or equip-
ment.

Prior to the recent reclassification of arson as a Part I
offense for FBI Uniform Crime Reporting purposes, many fires
attributed to electrical or mechanical failures or to careless
smoking were actually undetected arsons, and fire marshals and
private investigators were more active in arson investigation
than law enforcement investigato,s at the state and local
level. At the federal level, the Bureau of Alcohol, Tobacco
and Firearms (ATF) has investigated arson utilizing federal
statutes on explosives and firearms. 1In 1980, when ATF began
capturing insurance claims data associated with arson investi-
gations, more than 50% of the $140 million in claims submitted
for investigation were suspected of arson, and $54 million in

insurance payments were aborted through the proof of arson.23
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5.2.4 Private Natiopal Investigative Network

The first naticnal detective agency, Pinkerton's, was
formed in 1850 to provide nationwide investigative resources
for a growing frontier country with no federal law enforcement
agency and little local law enforcement. Today, private in-
vestigators often still rely on private investigative firms in
other states and regions of the country to pursue leads and
various facets of an investigation. The investigation of
missing persons on behalf of families or skip tracing of bad
credit accounts are good examples of the use of a private
national network of investigative resources. In the
United States there are annually 30,000 missing person cases,
50,000 cases of children abducted by parents and one million
runaways.24 The FBI's NCIC Missing Persons File contained
23,827 records in January 1982, with over 8,000 juvenile en-
tries made each month since October 1975. Faced with this
overwhelming number of "cases™ to investigate, law enforcement
agencies give little attention or priority to these cases,
especially if no foul play is suspected. Because private
investigative agencies play a significant role in investi-
gating cases, they provide an important public service, al-

though obtaining the service is based upon ability to pay.

5.3 ALARM COMPANIES
5.3.1 Alarm Sensors

Alarm systems can be categorized gn three ways: (1) by the

type of sensor devices used to detect intrusion, smoke or
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fire, (2) by the means of annunciating or transmitting the
alarm signal, and (3) by type of application~-for perimeter or
interior space protection. Window foil and magnetic contact
Switches on the exterior doors and window openings of retail
shops are familiar alarm devices to many citizens. While
these devices continue to be incorporated in many alarm sys-
tems, among the most widely used intrusion detection devices
today are sound discrimination, ultrasonic motion detectors,
microwave motion detectors, and passive infrared detectors.
Sound discrimination devices react to breaking glass,
metal on metal, and other sharp sounds. They frequently are
used in residential applications on window and door glass, and
in school systems in conjunction with audio listening from a
central monitoring station. Microwave and ultrasonic motion
detectors work on similar principles, using the effect called
the Doppler shift. These devices impart energy waves to a
protected area and partially reflect them back to a receiver
unit. An object moving within the protected area causes a
change in the frequency of the wave pattern which is detected
by the receiver unit and transmitted as an alarm signal. The
energy wave source used by both types of devices is inaudible
to the human ear; microwave units use a high-frequency radio
signal, and ultrasonic units use a high-frequency sound sig-
nal. Passive infrared (PIR) units do not transmit signals;

rather, they detect infrared radiation of intruders in a field
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of view which is divided into zones. An alarm condition is
caused when the intruder is detected more than once in the
same zone or in two or more zones.,

Alarm sensors detect the intrusion and then transmit an
alarm signal to a control panel which then either annunciates
the alarm at the premises with a horn, bell or siren, or
transmits the alarm signal to a remote location. Tradition-
ally, local alarm annunciation at the business establishment
or residence has been identified with the "local"™ alarm com-
pany and monitoring of the alarm at a central facility has

been called a "central station" service.

5.3.2 ales nstallation and Monjto

Review of alarm company sales and advertising practices
generally indicate a sound and ethical approach. For more
then five years, the National Burglar and Fire Alarm Associa-
tion (NBFAA) has actively promoted ethical sales practices.
Yet a frequent complaint voiced by some alarm company owners
and managers during site studies was that competing companies
"overpromise and underdeliver" when selling alarm systems. It
is interesting to note that competing firms often directed
these comments at each other, and no clear patterns emerged.
In some cases, there was the familiar use of "fly by night"
and "hit and run" to describe shoddy workmanship and unscrup-
ulous sales tactics by some firms. 1In general, the alleged
"fly by night" firms were very small, one-to-two-person opera-

tiong or had recently gone out of business. To a certain
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extent, then, the marketplace regulates the quality of alarm
firms; nevertheless, improper or inferior system configura-
tions and equipment can elude market regulation and be in-
stalled (sometimes poorly) for unwitting customers. Regard-
less of equipment quality, if its capabilities are misrep-
resented to the customer, then a false sense of reliance on
the deterrent value of the alarm system has been created.

The "selling of fear™ to customers and then pressuring
them to purchase a specific security service or product has
been a questionable sales practice of some alarm firms. While
neither contract security firms nor law enforcement perceived
security firms as competing with police services, the contract
security managers did rate "general fear" of property crime
and crime rates as strong influences on client decisions to
select their services. In a survey of large city neighbor-
hoods, Skogan and Maxfield suggest that the use of household
security devices is related to socio-economic variables rather
than to the actual threat of crime or to actual neighborhood

crime rates.25

They also found that household protective
measures are more frequently used in affluent neighborhoods
with a high percentage of home ownership. This is precisely
the market addressed by most alarm (and also residential
patrol) services. Skogan and Maxfield noted that, in the
aggregate, burglaries account for a great deal of fear of
crime,

Skogan and Maxfield also described the influence of

"social proximity" and "spatial proximity" to explain why fear
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of crime is disproportionately higher among some groups of
citizens. Scocial proximity refers to strong identification
with the general demographic profile of certain victims and
spatial proximity to nearness of crime locations to one's own
residence or business. For example, a housewife may identify
strongly with housewife victims of rape, or a grocery store
owner may identify strongly with convenience store victims of
a rash of armed robberies. Both of them may then assess their
own likelihood of being similarly victimized as highly prob-
able, even though there may not be any correlation to their
circumstances and location and those of the victims with whom
they have strongly identified. On the other hand, an in-
creased level of crimes in certain neighborhoods and commer-
cial areas may influence neighborhood residents and area busi-
nesses to purchase security devices, regardless of the simi-
larity of victims, crime types, circumstances, and vulnerabil-
ity of the premises where these crimes occurred.

Thus, while some firms may actively "sell fear" in their
presentations, alarm firms, as a marketing strategy, are
simply responding to a general fear of burglary and other
crimes already present in the sales areas they have targeted.
Consumers may be purchasing a level of protection not justi-
fied by actual probability that they may be crime victims, but
"target hardening" measures will reduce the probability of
victimization (to some crimes) and increase the perceived
feeling of safety--certainly viable reasons for purchasing

alarm systems and other security measures.
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The specific complaint of some firms is that competing
companies "exploit" this fear by converging on recent crime
victims, their relatives and neighbors. Some firms use
graphic pictures or illustrations of ominous-looking intruders
frightening women and children, while others distort local
area crime statistics to infer greater chances of being a
victim. If such tactics are used to influence decision-
making, there is a higher probability that consumers would
purchase services, hardware and systems that are ill-suited to
their specific needs and that will falsely camouflage their
fears. Many alarm companies, for example, increasingly have
offered fire/police/medic alert "panic buttons" for sending a
rapid alert signal to a monitoring service; answering and
paging companies, along with other businesses, have also of-
fered these services. The inappropriate use of a large number
of these units, though, could have severe implications for
police service demands in the community.

Even if coercive sales practices are not used, consumers
appear to be generally uninformed about alarm systems. Alarm
company representatives often conduct a survey of the premises
to determine the number and type of openings and interior
areas to be protected with alarm devices., The survey also
considers the type of property to be protected, potential
threats against the premises and the work or living patterns
of the occupants. A system configuration is recommended,
depending upon the type and brand of alarm devices and the

customer preference for options. Potential customers may not
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have prior information about the operation or selection of
alarm systems to assist them in making a decision.

Police, community, and neighberhood crime prevention pro-
grams increasingly have played a role in educating business
and residential consumers about alarm systems. However, a
content review of various crime prevention literature by the
project staff revealed two common defic:iencies. First, al-
though the major differences among various alarm sensor types
are often explained, there is inadequate information to dis-
tinguish the relative merits of different alarm system types
and configurations offered by alarm companies, The typical
hardwire central station alarm system installation costs be-
tween $1,500 to $3,000 or more, depending upon system features
and number of protected openings. "Wireless" alarm systems
have been used increésingly by local alarm dealers tc bring
the cost within reach of middle-class homeowners and smaller
businesses. A popular system configuration is an ultrasonic
or microwave transmitter which plugs into a standard wall
outlet and casts a "trap zone" beam at the front or back door
entrance (where most burglary entries occur); magnetic con-
tact switches or sound discriminators on window and door
openings or a few other sensors may complete the system,.
Consumers may find it difficult to compare the benefits and
cost effectiveness of various features, especially when there
are large disparities in pricing, features, and maintenance.

Second, the content review of crime prevention literature

disclosed that suggested questions for consumers to ask alarm
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companies appear to be oriented toward larger, more estab-
lished firms, e.g., length of time in business, volume of
sales,;, number of accounts, and so forth. 1In the Baltimore
area site study, interviews were conducted with owners or
other representatives of 22% of the alarm firms listed in the
Yellow Pages, and a pattern emerged of the small local alarm
firm having one to four employees, contracted or part-time
installers, limited on-hand inventory and frequently unmanned
offices or operations out of a residential office. From a
marketing perspective, if a potential customer knew the com-
pany was residentially-based and had part-time installers
including the proprietor and/or partner, there might be a
tendency to regard the firm as inadequate or unreputable.
However, both the national survey data and site studies sug-
gest that the small local firm has a significant market share
in both residential and commercial alarms., As a practical
matter, most of the smaller alarm companies perform installa-
tions during the day and do most of their sales work in the
evening or use outside salespeople on a commission basis.

The central stations and larger local alarm companies
usually carry an extensive inventory of alarm supplies, but
many smaller firms rely on the rapid turnaround time afforded
~y some of the national wholesale alarm distributors., Smaller
firms, in reality, often function as iustalling companies that
obtain components only upon closing a sale or when installing
Sears, one of the na-

another alarm firm's "sold" system.

tion's largest retaile:s, for example, advertises its own
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burglar and fire alarm systems, but contracts with area alarm
companies for the installation of their systems.

Local alarm companies account for 85% of the 10,000 alarm
companies estimated by Hallcrest in the U.S. (see Chapter 8).
The Hallcrest national survey of security firm local managers
and owners disclosed that the average central station alarm
firm employs about 25 people, with median annual sales of
$712,500. The installation and monitoring revenue of central
stations is about three times as large as local alarm com-
panies, Less than 20% of local alarm companies reported sales
greater than.$500,000. In addition to alarm revenues, alarm
firms may also install access control systems, CCTV, perimeter
security systems, and fixed security equipment,
5.3.2.1 Central Station Operatious

Central stations provide 24-hour monitoring of alarms for
remote locations of customers. The commercial central station
uses trained staff to monitor burglar, fire, and other signal
functions. Central stations can monitor virtually any type of
sensing device or equipment that can produce a contact closure
or opening or voltage input to a transmitter. Refrigeration
units in grocery stores and warehouses and industrial process
gauges are examples of other central station monitoring func-
tions. Access contrecl data from card readers at remote loca-
tions can also be monitored and logged, thus minimizing oppor-

tunities for collusive theft through unauthorized access,
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When the alarm signal is received by the central station,
the monitoring personnel alert police, fire, medical and other
emergency services and/or the client. If the client has secu-
rity personnel on the premises, they are alerted to the type
and location of the alarm. Some central stations provide
alarm runners who respond to the alarm either simultaneously
or prior to the police response. A’ arm runners may have keys
to the client's premises and can assist the police with
searches of the building as well as resetting the alarm.
Alarm runners are frequently armed and, if necessary, can
make apprehensions on the client's property.

Underwriters Laboratories certifies alarm equipment, alarm
systems and alarm companies. Insurance underwriters insist
that some alarm installations use a U.L. certified system or
alarm company., "U.L. certified central stations®™ must meet
standards set forth by Underwriters Laboratories which include
response time to protected premises, specially constructed
buildings with standby power facilities, protection against
tampering of alarm signals and so forth. In 1981, Under-
writers Laboratories listed only about 450 central stations in
the U.S., and about one-half of those were operated by nine
companies., These large firms retain a significant base
through national accounts for protection of major corporate

facilities around the country. Many central station com-

panies, however, are closely-held family businesses which

successfully compete with the national companies.
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Interviews with alarm company managers around the country
indicate a growing trend for companies to advertise as "cen-
tral stations"™ even though they use telephone answering ser-
vices or are simply a central monitoring service for a number
of local alarm companies. In one instance, four different
alarm companies with offices at the same location shared a
"monitoring service" at the same address, while all four firms
advertised themselves in the Yellow Pages as "central sta-
tions." There is a considerable difference between simply a
monitoring service and a Grade A or AA U,L.-listed central

station with alarm response and service personnel.

5.3.2.2 Monitoring Services

In the past, some alarm installations used automatic tape
telephone dialing devices with a prerecorded message connected
directly to police and fire communication centers and to
answering services, Most law enforcement administrators and
local ordinances now discourage or prohibit this practice.
More recently, the introduction of digital communicators has
changed the composition of the alarm industry. Digital com-
municators use a programmed memory chip to transmit a coded
message, via the telephone line, on the subscriber and the
nature of the alarm condition. Central stations now often
have digital communicators to transmit signals to their moni-
toring stations. Local alarm dealers increasingly provide
digital communicators to upgrade their local alarm customers

with a monitoring capability.
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The large regional and nationwide alarm monitoring ser-
vices now have become a major factor in the composition of the
alarm industry. Traditionally, local alarm companies in-
stalled a system and had no recurring revenue, unlike central
stations with monthly monitoring, maintenance and response fee
structures. The capital intensive cost of central station
start-up is prohibitive for even many successful medium-size
local alarm firms. The installation of a digital communicator
monitored remotely (via WATS telephone lines) by nationwide
monitoring services has permitted more alarm dealers and
customers to have some of the advantages of round-the-clock
central station monitoring., Because of the extensive customer
data that can be reported by the digital communicator, the
well-staffed and trained monitoring service successfully com-
petes with area central stations that do not employ alarm
runners (armed or unarmed). The national monitoring services
use computerized equipment capable of handling thousands of

subscribers throughout the country.

5.3.3 Major Markets for Alarm Services

In the Hallcrest national survey, alarm firm managers and
owners were asked to rate their business volume from none to
high in fourteen client areas. The highest volume areas are
the same for central station and local alarm firms: retail-
ing, residential and manufacturing. Local alarm companies
reported residential sales volume three times higher than

retailing as a high-volume market. The volume of sales for
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residential and retailing clients was rated nearly equal by
central station companies; half of all companies saw residen-
tial and retail as the highest business volume mazkets. Resi-
dential was actually slightly higher than retailing, but the
difference was not statistically significant. "Significant
increases" in services to residential clients in the past five
years were reported by 81% c¢f central stations and by 72% of
local alarm firms. Only half as many firms reported large
increases in retail client services.

The reported client areas of medium and low business
volume are also essentially the same for both central station
and local alarm companies. Medium business volume is reported
for shopping centers, restaurant and lodging facilities, bank-
ing and finance, distribution centers and warehousing, con-
struction and education. Construction was rated the fourth
highest business volume category by local alarm companies.
The lowest business volumes were reported for transportation,
government, and health care, Public housing was reported as a
client area by about 40% of local alarm companies.,

In the Hallcrest national survey of proprietary security
managers, burglar and fire alarm systems were used by 85% of
the corporations in retailing, banking and finance, and insur-
ance, as well as in the following industries: electrical/
electronics, consumer products manufacturing, pharmaceuticals,
textiles and aerospace. This response, of course, reflects an

overview of corporate security managers and is not a statement

of relative market penetration by alarm firms,
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5.3.4 Alar s act on La nforcement

Burglar and hold-up alarm systems are installed to deter
and detect crime. Studies have consistently shown that about
95% to 98% of activated alarms are "false" in terms of an
actual intrusion. Most false alarms are caused by user or
subscriber errors, faulty equipment or signal transmission and
environmental conditions. Despite alarm industry efforts to
reduce false alarms, every new alarm installation is another
potential false alarm from the perspective of the police, who
have primary alarm response responsibility in most com-
munities., The increased number of false alarm calls for
service resulting from additional alarm systems has led to
lowered priority for police response and a proliferation of
ordinances which impose punitive sanctions on both alarm users
and alarm companies (see Chapter 11 for additional discussion
of false alarms).

Hallcrest has identified five factors which could con-
tribute substantially to the growth of alarm systems, espe-
cially in the residential sector--and thus further compound
the problem of false alarms and their impact on police and
alarm company workload: (1) the emergence of retail (over-
the-counter) sales of alarm systems, (2) insurance premium
reductions and tax credits for security expenditures, (3)
improved alarm transmission capabilities to handle more alarm
systems, (4) the potential for AT&T or Bell Operating Com-
panies to enter the alarm systems field, and (5) the growth of

interactive cable TV security systems.
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5.3.5 Retail Alarm Sales

The same "wireless" technology used by alarm companies to
create small business and residential systems at more afford-
able prices has spawned a burgeoning retail sales market by
general merchandise department stores, mass retailers, hard-
ware and building materials outlets, and electronic firms.
Even Amway, the national multi-level marketing company, offers
an alarm system on a direct sales basis along with other
household consumer products. Major retailers like Macy's,
Bloomingdale's, Jordan Marsh, Montgomery Ward and J.C. Penney
offer "systems®™ from $100 to $200. Obviously, the protective
qualities of a "merely plug~in and aim the beam™ mass retail
unit cannot compare with a professionally installed alarm
system and/or the services of a U.L. listed central station,
but a growing consumer interest has been shown in this low-
cost market. Some of the retail units are all modular com-
ponents (including a limited number of sensors) that plug into
ordinary outlets and also control lights, television sets and
appliances in the home to give the appearance of an occupied
house. Some manufacturers have developed units specifically
for apartments and condominiums.

Retail electronics firms have entered the market to cap-
ture the "do-it-yourself" person who has a basic knowledge of
electronics. One such firm visited by Hallcrest staff devoted
a separate enclosed section of the store to working displays
of alarm equipment where component selection and installation

advice was offered, As noted earlier, SDM magazine estimated
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2200 locksmiths secondarily engaged in alarm systems--in fact,
some of the inexpensive ultrasonic retail units are made by
major manufacturers of locking devices., One locksmith visited
by Hallcrest staff renamed ths firm "....Security Center," and
now has annual alarm sales of between $50,000 to $75,000 as
part of gross annual sales of $450,000. Several other retail
"security centers" were also visited, and a broad range of
business images was apparent--from "urban survivalist" preying
on fear and violent crime, to low-key sales centers staffed
with sales personnel possessing little more than rudimentary
product knowledge and alarm system concepts. Tandy Corpora-
tion, the parent corporation of the Radio Shack chain of elec-
tonics stores, tried a prototype store in Fort Worth, Texas,
specializing in personal and home security products, but later
abandoned the idea of a chain store concept. Radio Shack,
however, continues to manufacture and sell an in-house line of
security products in its stores. Frost and Sullivan, in their
Home_ Burglar Alarm Market research report (1980), predicted
that by 1984, the manufacturer shipment value of components
used in appliance type or "do-it-yourself" systems will nearly
double in four years--exceeding the value of component ship-
ments for professionally installed residential systems.26
Thus, retail sales of alarm systems to the mass consumer
market are having a substantial impact on the overall growth
of alarm systems. Alarm engineering technology can be ex-
pected to continually reduce the size and cost of components,

and this will further aid the pricing and availability to an

5-39

b



TTRTRTOYSTI T YT oy xTa g 0 TTTT

L
i

A

expanded small business and homeowner market. As noted .
Similar to the energy tax credit, a portion of the installa-

5 earlier, however, there is a great disparity in the quality 4 -
B tion charge would be applied directly to income taxes owed,

and reliabilty of the products offered to the retail customer. f ¥
_ % not a mere tax deduction. H.R. 5316 would allow 15% of the

At present, there are no standards for alarm system equipment ) )
installation charge, up to a maximum of $400 tax credit, and

short of the U.L. standards for individual components, the : %
: . H.R. 4187 offers a 50% credit on the first $200 spent on se-

certification process for central stations, and the certifica- ? i . . '
I z curity devices, i.e., a $100 tax credit. Passage of this type

tion of alarm firms that demonstrate technical competence to _
of federal legislation would increase alarm equipment sales

install alarm systems under at least one of two U.L. stand- ? ; )
: o and also recognize the deterrent value of alarm systems and

pRN

]

ards. (Interestingly, according to Underwriters Laboratories, .
their enhancement of safety and security.

only 1,042 installers of bank and local alarm systems in the ﬂ

U.S. were U.L., listed in 1981 out of the Hallcrest estimated | i . 5.3.9

8500 local alarm firms in 1982,) Standards enacted for retail

£y

Another major demand factor affecting the growth of alarm

unit sales (and installed systems) could help reduce the false f
i systems may also be decided at the federal level: access to

{ alarm problem and increase consumer confidence, .
| communication facilities for transmission of alarm signals,
g One aspect of this issue concerns the continuing problem of
; 5.3.6 Insurance and Tax Incentives ; gi central station alarm company access to metallic grade tele-
| Reduced property and casualty insurance premiums for burg- Z ;7 phone lines. Direct current (DC) telephone line loops are run
lar and fire alarm systems are an incentive for some busi- ? § from a central station through a large number of protected
. nesses to purchase alarm systems. At present, in the average %‘ 5. premises and back to the central station, The Bell System has
homeowner or tenant's insurance policy, however, the premium § é ' advised the alarm industry that it intends to eliminate DC
reduction for burglar alarms is not sufficient to be an ; é transmission and looped facilities for alarm signals as
p incentive for investment in an alarm system. On the other g ; rapidly as they are allowed to do so. The telephone company
hand, two pieces of federal legislation in the House Ways and { 3 would like the alarm companies to use much more expensive
Means Committee in 1982 would have granted taxpayers a secu- 2 : voice grade lines for alarm signal transmission with a sepa-

rity tax credit for investing in locks and access control, rate wire pair (or private line) for each protected premises,

burglar and fire alarm systems, and medical alert systems. This has been an issue between alarm and telephone industry

leaders for nearly a decade. They generally agree that, over
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the long term, the total demand for alarm systems cannot be
supported by using commercial telephone facilities.

A larger concern of the alarm industry is the impact of
the divestiture of the Bell Operating Companies by AT&T as
part of the U.S. Justice Depgrtment consent decree deregu-
lating this telecommunications conglomerate. AT&T presently
controls the only widely accessible alarm transmission mode.
AT&T potentially could enter the alarm service business with
profound effect. The same RJ31X jack used for digital com-
municator interface with the phone system could be used by
telephone companies to install their own alarm systems, The
alarm industry fears that this could lead to a virtual monop-
oly of residential alarm systems., If AT&T did enter the alarm
market, it obviously would have a pervasive impact on the
growth of alarm equipment and systems and could seriously
alter the composition of the industry. At present,;, the alarm
industry has been successful in forestalling AT&T entry. An
amendment sponsored by the alarm industry attached to S. 898,
the "Telecommunications Competition and Deregulation Act of
1981," would defer AT&T's entrance into the alarm service
business until alarm companies have transmission media that
are comparable to the Bell System private line facilities.

Other alarm signal transmission options available to the
alarm industry include radio frequency (used now on a limited
basis), microwave, fiber optics and cable television. The
NBFAA and the Central Station Electrical Protective Associa-

tion (CSEPA) have formed a Radio Frequency Advisory Committee
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to work with the Federal Communications Commission in per-

mitting access to wonre radio frequency bands for transmission

of alarm signals.

5.3.8 Coaxial Cable TV Security

At the present time, the saturation of many communities
with two-way CATV systems has placed cable TV at the forefront
of options because of its wide-band capabilities for alarm
signal transmission. The potential for provision of alarm
service via cable TV has been known for sometime, but only
recently have cable eguipment interfaces and monitoring equip-
ment been developed.

Cable TV is essentially franchised by the local community,
and most system operators enjoy a de facto monopoly. As part
of the franchising process, many communities require the
applicant to develop a plan for offering alarm security ser-
vices as an option in the overall subscriber service package,
Alarm service capability has been structured in several of
different ways: joint ventures with alarm companies; cable
company acquisition of alarm companies; promotional fee agree-
ments, in which the cable company refers alarm sales leads to
an alarm company; a central alarm receiving station within the
cable company that allows area alarm dealers to connect to the
cable system for a monitoring fee; and channel lease agree-

ments to provide access to alarm companies for alarm signal

transmission.
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The local alarm dealers are interested in most of the
optional methods for interacting with cable TV. Central sta-
tion alarm firms are primarily interested in having access to
communication channels of the cable system, so that they can
successfully compete and have a viable means of alarm signal
transmission for their central monitoring services. The NBFAA
and the CSEPA petitioned the Federal Communications Commission
(FCC) in mid 1982 to seek fedqral legislation which would
allow the FCC to adopt rule-making authority over high-
capacity two-way cable TV systems as communications systems.27
The NBFAA and CSEPA petition to the FCC is threefold in its
objectives: (1) to prevent cable operators from providing
alarm services or equipment themselves because of the "poten-
tial problem of unfair competition®"; (2) to require existing
cable operators to permit all their customers to connect alarm
systems of their choice to the cable TV alarm transmission
equipment; and (3) to require any new urban cable TV systems
to have a 20-channel or larger capacity and to make a portion
of it available for lease to alarm company operators. Con-
currently, major system operators have sought federal legisla-
tion to remove them from local jurisdiction to avoid undue
restrictions on their free enterprise marketing of services,

Regardless of who eventually controls the largest number
of alarm installations and monitoring, coaxial cable TV will

have a substantial impact on alarm systems in the residential
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market. A research report by International Resource Develop-
ment estimated that 20% of American homes in 1980 were con-
nected to cable TV and that the number would increase to 50%
by 1992.28 pe report estimated that the cable market for
"interactive security systems" would be 23.5 million homes
(5%) in 1982 and 52.8 million homes (7.3%) in 1992. The
projections are based upon an average installation cost of
$800 and annual monitoring revenue of $200 per system. At
this pricing structure, cable TV alarm systems can potentially
tap the lower to middlie income levels that even the wireless
systems have difficulty reaching. A 1982 survey of the mul~-
tiple cable system operators by SDM magazine indicated that 14
of the 20 largest operators already offered alarm services to
9.8 million subscribers, and 50% of the 2300 cable TV systems
had plans to offer alarm services in the near future,29

The cable TV alarm security market, then, offers potential
alarm system "affordability to the mass market," along with
increased radio frequency designation for alarm signals, re-
tail alarm sales and possible AT&T and/or Bell Operating
Company entry into the alarm industry. The implications for
increased false alarms and impact on police calls for service

could be overwhelming,

5.3.9 Contracted Burglar Alarm Response
The frustration over false alarms voiced in most law

enforcement circles caused the researchers to explore the pos-

sibility of contracting out alarm response to the private
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sector., Approximately 40% of central station alarm company
managers either favored or opposed this concept, and 20% said
maybe. But in Hallcrest's major security company survey,
three national alarm companies employing 12,000 people see
contracted alarm response as a potential area of growth.
Senior executives of the leading guard and patrol companies
did not see this as a growth area, yet nearly 85% of local
managers of guard companies were receptive to contracted alarm
response., There are two possible explanations. First, cen-
tral station operators would not have a competitive edge on
local alarm companies if a private response wers made, but
guard companies could gain revenues by obtaining alarm re-
sponse contracts. Second, the li.ge guard companies either may
not see alarm response as a large revenue producer or they
feel that alarm response work involves too much danger and
liability. Yet, the local guard company manager may desire to
bid against central stations for alarm response contracts. In
some areas of the country, armed and unarmed residential
patrols have enjbyed a strong market, and some residential
alarm firms are offering patrol service as a key sales fea-
ture. This trend may help to ease any transition to the
private sector if some residents become accustomed to seeing
private alarm response and patrols in their neighborhoods.
Patrol officers in the Baltimore County study site tend to
favor transfer of burglar alarm response to private security,
vet they rate present alarm response by private security as

only marginal! Despite similar marginal ratings in the other
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case study site, patrol officers in Multnomah County, Oregon,
were overwhelmingly opposed to burglar alarm response transfer
(85% against). Officers not only want the apprehension oppor-
tunity but also seem to have overriding concerns for safety
and effectiveness of present alarm runners--concerns rooted in
perceptions of inadequately trained security personnel. Iron-
ically, alarm response personnel frequently criticize the cur-
sory investigation and slow response of pnlice officers. 1In
the national survey, police departments with reduced levels of
manpower more frequently favor transfer of alarm response to
private security. While this suggests that simple economics
may be the motivating force, the issues are more complex.
Hallcrest believes that burglar alarm response may well be
a pivotal issue in the overall relationship between law en-
forcement and private security--an issue not limited to just
the law enforcement/alarm company relationship. This belief
is based upon two observations, First, on the surface it
makes little sense for law enforcement to suggest that private
security take over burglar alarm response when their per-
formance is criticized by law enforcement. Perhaps the grow-
ing frustrations of patrol officers who respond mostly to
false alarms is leading some departments to take the position
that alarm response (especially residential alarms) is not
police business, but is just a special consideration for the
few citizens who can afford alarm systems or merely a free

service for alarm companies. If, in fact, this is the primary

motivation, then law enforcement profoundly misunderstands the
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role of alarm systems in burglary prevention and detection in
the community. And, further, there may be an even greater
misunderstanding of the role of private security technology
and human services than indicated by the generally accurate
law enforcement ratings of private security functions (in
Chapter 9). The second observation is that reduced manpower
levels in some law enforcement departments may be a motivating
force for willingness to transfer &alarm response, However,
as noted above, the potential residential market penetration
of over-the-—counter alarm sales, interactive cable television
alarm systems, and the potential for a deregulated AT&T and/or
Bell Operating Companies to enter the alarm business would
cause the current false alarm problem to take a quantum leap.
Alarm response would then become a major rather than "nagging”
problem for law enforcement.

The main deterrent value of a burglar alarm system is that
the alarm signal annunciated locally or transmitted to a cen-
tral station brings a police response. If there is no threat
of response or intervention, the perpetrators of burglaries
and robberies could simply ignore alarm systems. Denying or
delaying response negates the deterrent value of the alarm
system. While the police might counter that this is preferen-
tial response for a few citizens and businesses that can
afford alarm systems, the alarm system is essentially a citi-

zen alert device. The recent introduction of public safety
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and medic alert hand-held citizen transmitters or "panic but-
tons," offered by remote monitoring and central station ser-
vices, has not been adversely criticized by law enforcement.
An alarm system is essentially the same except that it does
not depend upon the presence of the property owner to observe
an emergency situation and transmit an alert signal. Perhaps
the most significant finding of the Kansas City studies of
police response time and the NIJ "Differential Response" pro-
gramm is that response time is most affected by delays in
citizen reporting. Alarm systems are merely an electronic
means of expediting citizen reporting.

Law enforcement is concerned that the false alarm rate of
approximately 95% to 98% detracts heavily from other priority
calls. In the Baltimore County case study site, for example,
12% of all dispatch calls are "verified" false alarm calls,
with 97% of all alarm calls being recorded as false. In 1981,
the Baltimore County Police Department responded to a recorded
and estimated (due to brief periods of computer down time)
total of 36,676 false alarm calls, or approximately 100 false
alarm calls per day. The average elapsed time from dispatch
to clearance from the scene of a false alarm was 14 minutes,
The estimated annual costs of "lost" time for alarm response
for that period is estimated to be $220,000. Most police
department false alarm studies point to the lost patrol time

due to false alarm response. However, over one-half of the
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remaining calls for service involve non-crime-related service
calls--based upon national studies of calls for service dis-
tribution.

One police chief astutely offered to the Hallcrest staff
another interesting aspect of police alarm response: alarm
response calls often put patrol vehicles in areas of the city
that otherwise would infrequently see a police vehicle (i.e.,
remote, outlying or interior areas of residential patrol dis-
tricts or industrial and commercial complexes)., In addition,
many calls for service other than alarms turn out to be false
or very different situations than when the police were first
alerted (e.q., weapons incidents that are merely simple as-
saults or domestic disputes).

In many areas, the false alarm problem (discussed further
in Chapter 11) has resulted in the enactment of local ordi-
nances that invoke escalating monetary penalties which often
culminate in denial of response or revocation of an alarm
permit. Alarm response under these conditions is given to
reward the alarm permit holder wlo manages or controls his own
false alarm problem. 1In reality, however, there are still
several external conditions beyond the control of alarm system
owners and alarm companies. 1In both case study sites, for
example, patrol officers say they can "count on" making a
number of false alarm runs when there are windstorms. Some
departments may take the position that they are not obligated
to respond to alarm calls for service, just as they are not

"obligated" to respond to any other calls for service. But
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law enforcement has been establishing response priorities for
& number of years; in this case they have simply chosen to
make alarm calls a lower priority. A dangerous precedent
would be set if departments limit the number of false alarms
permitted before cutting off all response service. It is
doubtful that business and citizen groups would allow the
Situation to deteriorate to No response or very limited re-
sponse by law enforcement, At the same time, however, the
false alarm problem is a serious one which impacts both police
resources and the Credibility of alarm deterrence of property
Crime,

Perhaps the strongest motivating force for transfer of
alarm response to Private security is the complaint that a
free service is being performed for alarm companies who gen-
erate a profit at the expense of a public service. Con-
versely, alarm companies complain that the police are trying
to subsidize public alarm response by charging exorbitant
false alarm penalty fees; some claim it is merely a revenue-
generating mechanism.

A broader view of the problem is (1) law enforcement and
pPrivate security can act as partners in community crime pre-
vention and (2) the deterrence of property crimes through
alarm systems can reduce the amount of law enforcement re-
sources directed to detection and investigation of property

Crimes. Law a2nforcement and alarm companies should be viewed

¢
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as partners in community crime prevention and control; alarms

_ their alarm systems. Private alarm response in part could be
"support emergency preparedness and safety of life and prop-

. . 30 & supported by false alarm fees in revamped ordinances that
erty through the use of telecommunications.

_ ) encouraged false alarm reduction.
The transfer of burglar alarm respcnse to private security

i several issues that would have to be resolved. Sizable
raises ¥ 5.4 ARMORED TRANSPORTATION AND COURIER SERVICE

cessfully lobby for) continued public safety response to hold- :

? % Armored car service firms provide armored vehicles and
! up, burglary, and fire alarms. This would discriminate

portions of the commercial sector might still prefer (and suc-

; o armed personnel (often interstate) to protect and deliver cur-
against residential alarm systems, but it raises a larger f 5

: b renc coins, securities, bonds old, silver, and other pre-
question of whether the deterrent value in response comes from : | o ' ' e ' ' ?

: : cious metals, credit cards, jewelry and other items of high
! police authority or from merely a uniformed and armed re- b ;

] Pl intrinsic wvalue. Courier services can involve either the
sponse., If the latter is true, then there is no difference at 3

~ armed protection and transportation of valuable items, or the
present between armed central station alarm runners and police ’ i

transportation by unarmed personnel of checks, business cor-
response., Granting special police officer status, limited to

«

:*i respondence, reports, and other time-sensitive documents
alarm response, might address this issue. The public police, 2

SR . ot e

; having low intrinsic value but requiring expeditious delivery.
for the most part, enjoy a high level of public trust, but the § ?
average citizen would need specific assurance that the con- § . .

| s 5.4.1.1 Equipment
tracted alarm response personnel would not use a false alarm g‘ :

: Armored car firms usually perform both armored car and
run to "case the residence" for a later burglary attempt. .

i i armed courier service, The key distinction between the two
Such assurance can only come from high personnel standards and ,

armed services is that armored car firms use heavily armored
tight contract specifications.

vehicles which are able to withstand attacks of firearms and
The method of contracting for private alarm response would

; : ? explosives., These vehicles are equipped with steel plating
be another Key issue. Several options would be possible: ' =

and specially-constructed power and engine control systems,
local government could let one or several contracts for the

fuel tanks and tires. The heavy vehicles are also required to
jurisdiction; units of local government could issue joint

support the weight of bulk shipments of coin and bullion. Some
procurements; or alarm companies or subscribers could desig-

eI
-
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firms have gone to light-weight armored vans in an effort to

nate a particular firm to be responsible for responding to . ' . -
reduce operating costs, but other firms question the ability
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of vans to afford the same level of protection--especially in
light of recent major assaults by heavily armed groups. De-
spite the emphasis on electronic funds transfer, there will
continue to be a need for secure transport of cash (especially

coin) for transaction of commercial business.

5.4.1.2 Operating Procedures

The user business or other organization establishes a
fiduciary relationship with the armored car and courier ser-
vice. The armored car company is liable for the loss of the
transported valuables from the time they sign for their con-
signment until the items leave possession of the firm at the
final destination. Armed guards are utilized because of the
highly valuable items being transported through areas with
access to the public. Armored car personnel must always be
prepared for the possibility of an attempted theft, assault or
hijacking. One of the frequent techniques used in hijackings
is for the attackers to impersonate police officers. Armored
car guards are instructed never to leave the vehicle un-
attended nor to oben the vehicle to other parties., Some law
enforcement officers are unaware of these aspects of armored
car procedures. The police officer who directs an armored car
not to "double park™ in the street during a pickup, or de-
livery, leaves the other armored car personnel more exposed
and vulnerable. This not-infrequent occurrence causes fric-

tion between the police and armored car firms and perscnnel.

il v e
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5.4.1.3 Operating Expenses

Because of this fiduciary relationship with the client,
liability insurance to cover the loss of the cargo is an im-
portant aspect of armored car company coerations. The limits
of liability must be sufficient to cover the client's shipment
and all other customer shipments. Liability insurance is also
needed to cover the armored car terminal which contains a
vault for overnight storage of valuables. The terminal fa-
cility usually contains several perimeter and interior space
protection alarm systems and high-security vaults. Typical
limits of insurance liability are $1 million for a small com-
pany, $5 million for a medium-sized company, and as high as
$75 to $100 million for a large national or regional firm.
The comprehensiveness and rates of liability insurance depend
upon the loss experience and the security izeasures and pro-
cedures of the armored car firm. The availability and cost of
insurance is a major expense factor in armored car firm opera-
tions. Reconnaissance interviews indicate that some firms
attempt to reduce costs by maintaining less than adequate
insurance, unknown to their customers.

Armored car firms incur the same basic costs of any trans-
portation firm; perhaps the most variable are fuel costs
because the are greatly affected by the length of routes and
increasing traffic congestion. 1In addition to the expenses of
maintaining a fleet of expensive vehicles are the costs of the
specially constructed armored vehicles and the salaries and

training of guards. Key variables in determining pricing for
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a customer include the location, required routing of the
vehicle, frequency of pickups, the number of personnel re-
quired, the amount of liability being assumed, and the bulk
weight of the shipments. 1Ideally, an armored car firm maxi-
mizes the number of pickups that it can make on a particular
route before it must make a deposit. Despite the high operat-
ing expenses of armored car companies, one armored car indus-
try leader noted that the logistics of frequent and adjacent

pickups make armored car services less expensive than con-

tracted trash removal.3l

5.4.2 Financial and Commercjal Services

In the past, the banking businzss was primarily confined
to large bank offices, but the proliferation of customer con-
venience such as small branch office and automatic teller
machines (ATM's) has increased the use of armored car ser-
vices. The money supply in the approximately 25,000 ATM's in
the U.S. must be replenished frquently. Some firms also pro-
vide routine maintenance of the machines as well as armored
car pickup. Another service offered by several large firms is
the counting, sorting, and packaging of currency and coins.
The emptying of municipal parking meters increasingly has been
contracted out to armored car firms which consolidate all of
the pickups at the armored car terminal for counting and
transportation to the bank.

Many citizens associate armored cars with pickups and

deliveries of cash to financial institutions. Until January
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1982, the Federal Reserve Svstem incurred the cost of armored
car delivery of currency and coin, but now costs are borne by
the banks. While national firms such as Brinks, Wells Fargo,
and Purolator were dominating the financial market, the local
and regional firms established a strong commercial market.
Several factors account for the growth of the commercial
market: (1) retail firms which have daily needs for cash have
been a mainstay of business for armored car firms; (2) in
recent years rising rates of business crime have made many
merchants reluctant to carry their own deposits, and they have
turned to armored car service; (3) the growth of fast food
restaurants and 24-hour convenience stores as well as in-
creased calls for police service have sharply curtailed the
practice of police escorts for merchants; (4) with fluctuating
interest rates compounded daily, the value of money has become
much more time-sensitive, causing many commerical customers to
increase their frequency of armored car service in order to
maximize the amount of time their deposits will be earning

interest.

5.4.3 Major Losses

Although considerable media attention is focused on bank
robberies, the average loss has consistently been only a few
thousand dollars. Yet, robbery of an armored car can result
in a catastrophic loss. Just half a dozen bags of currency
from a bank pickup can have a value of several hundred

thousand dollars, while the total value of customer pickups

5-57



S v Ay

AT L e i

could t’otal more than a million dollars at any one time., This
observation was made by an LEAA spokesman when the Armored Car
Committee was established by the Private Security Advisory
Council in 1976. The Committee was established "not only
because the industry's services are important, but also be-
cause some of the largest crimes perpetrated are against
armored car firms, causing sizable losses which are of serious
concern in the area of crime prevention."32

In the past few years the number and severity of attacks
on armored vehicles have increased. To the armored car indus-
try the most distressing aspect of a foiled Brinks robbery
attempt for $1.6 million was the terrorist conspiracy which
left two police officers and one Brinks guard dead. Subse-
quent police investigation indicated that several different
terrorist groups including the Weather Underground and the
FALN had teamed up with common criminals. Police and FBI
searches revealed stockpiles of weapons and disguises, bur-
glary tools and plans of past and future attempts, thus
suggesting armored car robberies as a principal means of
financing terrorist activities. The extensive losses that
have been involved in some of the successful robberies are
alsoc of concern to the armored car industry, their customers
and their insurance companies. In December 1982, for example,
a burglar(s) stole an estimated $11 million from an armored

car company terminal in New York City.
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5.5 SECURITY CONSULTING

Some form of security consulting is advertised by the
majority of security service firms. Over 60% of the contract
security companies in the Hallcrest national survey indicated
that their firms provide security consulting services., A
guard service or private investigative firm, for example, may
first investigate a major loss for a client and then provide
additional services to improve overall security. A large
central station alarm firm may assist a client in designing an
overall perimeter security system to include access control
and CCTV systems. Some of the national and r&gional security
companies have established separate divisions ior consulting
services. One local cuard firm in the Baltimore study site
provides security management consulting services to several
small companies in lieu of their hiring a security director.

However, independent consulting firms also offer a broad
range of specialized services. These specialized consultants
typically do not advertise their services in telephone direc-
tory Yellow Pages, and much of their work is done through
referral. Most of the firms are closely-held private com-
panies with only a few employees. The principals of these
firms have established areas of speciality through prior
career experience in law enforcement, private security, the
military, or intelligence agencies. Five principal cate-
gories of security consulting have been identified: engineer-
ing, management, investigation, executive protection, and

computer security. There is some overlap in the provision of
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k these consulting services and those labelled "specialized ? The security consultant performs a preliminary analysis or
¢ services" in the next section of this chapter. The major % i gecurity survey in three areas: the types of assets to be
point of differentiation is that specialized services (e.g., é % protected, the physical characteristics of the site and build-
employee screening, honesty shopping) involve a standard or i ? ings, and the vulnerability of both assets and buildings to

repetitive service performed uniformly for all clients, with different levels and types of threats. The preliminary analy-

little variation. Security consultants, on the other hand, : ; sis may also include (1) a feasibility study of different
combine creativity and uniqueness in developing approaches to | : options for addressing the problems, (2) cost estimates, and
the different security problems in each client's environment. ‘ fq (3) a formal risk assessment. After completing the pre-design
Two similar types of manufacturing companies, for example, i : services, the consultant prepares formal specifications, draw-
could have widely varying operations, facilities, security i 1 ings, and cost estimates to accommodate the procurement pro-
programs, and loss patterns to which the consultant must ; | cedures of the client. The "security engineer" assists the
respond. f client from conceptualization to final construction and imple-

mentation in several phases: (1) Study and report phase, (2)

i 5.5.1 Engineering-Related ; preliminary design phase, (3) final design phase, (4) bidding
Engineering-related security consulting services involve % or negotiation phase, and (5) construction phase.33 The
the design of security systems and the development of speci- é client frequently involves the consultant in the bid eval-
fications for both technological and physical security mea- | — uation process and monitoring of contractor performance as

sures. The technological aspects deal with the type and f well as testing of security systems.
placement of various electronic, mechanical and fixed security g ,; Engineering-related security consulting services may also
products as part of an overall security system for a facility | include the consultant's working with a team of other profes-
or complex. In this capacity, the security consultant acts as | ; sionals--e.g., fire protection consultants and mechanical,
liaiscn between security equipment vendors and the client on % ; electrical and structural engineers--under the direction of an
i the type of system to be installed. This involves the initial g ? architect. The pioneering works of architect John C, Newman
design of systems for new construction or the retrofitting of % ? in Defensible gSpace and criminologist C. Ray Jeffrey in Crime
existing structures. Most security consulting assignments, ¢ Prevention Throudh Environmental Design (CPTED) created a hew
$ however, are contracted after a specific security problem or f>> awareness of the importance of designing security into the

loss pattern has' occurred.
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environment. In recent years there has been closer coopera-
tion among architects, engineers, and security consultants to
incorporate security (including fire and life safety) con-
siderations into building design. Security design as an aca-
demic discipline, however, is largely nonexistent. The Pri-
vate Security Task Force recommended (Standard 5.7) that
courses on crime prevention design techniques and strategies
be incorporated into the curriculum of architectural and urban
planning degree programs. It was also suggested that courses
in CPTED be specified as licensing and job prerequisites and
that such courses be made mandatory in accreditation standards
for schools of architecture and urban planning. There has been
no monitoring of efforts to implement these standards, but
security consultants interviewed during this research project
indicate little movement in that direction.

The basic concepts of CPTED were adopted into one of the
more innovative crime prevention programs undertaken by the
National Institute of Justice. As noted in Chapter 2, the
Commercial Field Security program in the Multnomah County,
Oregon, study site showed little impact on crime when simply
using commercial security surveys of a large number of prem-
ises. On the other hand, in the Portland, Oregon, program
combining the commercial security surveys with an extensive
CPTED program (including police patrol, improved street light-
ing and organizational involvement) resulted in a 48% decrease

in the monthly burglary rate. When the security consultant

5-62

. |

functions as part of an overall design team, several disci-
plines are brought together to focus on security needs in the
construction environment. Not just hardware is considered,
but also the design and placement of lighting, entrances and
exits, shipping and receiving areas, storage areas, hallways,
corridors, parking areas, and public access areas. One impor-
tant aspect of overall security design is the relationship of
the security operations plan of the facility to the resources
of area law enforcement agencies: the use of proprietary or
contract central stations for monitoring of security systems,
the size and training of the security force, communications
and other support systems for the security force, specific
facility vulnerabilities and law enforcement résponse policies
for specific threats.

One of the drawbacks to developing a mecdel building se-
curity code is a lack of standards and codes for security
similar to those of the National Fire Protection Association
(NFPA). As Strauchs noted, "Unlike other engineering disci-
plines, security has few standards or codes on which to base
its designs and nomenclature."34 1In addition, while security
is often peripherally governed by other codes such as the
National Electrical Code, security considerations sometimes
conflict with other codes, such as the Life-Safety :ode regu-
lation on not locking emergency exit doors. The few examples

of standards include Underwriters Laboratories and Factory
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Mutual for insurance purposes and federal and military speci-
fications for generic security equipment. Very limited secu-
rity codes exist within the Uniform Building Security Code
developed by the International Conference of Building
Officials.

Development of a model building security code would re-
quire consensus on security equipment and application of the
code to a broad range of building requirements. Some organi-
zations such as the American Society for Testing and Materials
(ASTM) have begun development of terminology standards for
security systems. However, independent voluntary efforts
without funding mean that many years will be required to
develop comprehensive standards.

The National Crime Prevention Institute «stimates that
about 500 cities have enacted ordinances requiring at least a
minimum inspection of building security measures during con-
struction by building inspectors and after construction by
police or fire agency personne’ A national model building
security code has never been developed, and there are some
indications that the business community and law enforcement
would resist it.

Opposition has come primarily from builders
and developers who fear increased construc-
tion costs, building officials who foresee
enforcement problems, businessmen who see
fir.ancial burdens through higher overhead
and lower profits and law enforcement agen-

cies who feelssburdened with each law they
must enforce,
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5.5.2 Mahagement
Virtually all other security consulting services can be
grouped within this category, since they involve providing
specific security management skills to the organization or
nontechnical support services to the in-house security manage-
ment personnel. These consulting services would include con-
duct of security management surveys, design of security aware-
ness programs, and executive protection programs, analysis of
specific loss areas and structuring of loss control programs,
investigation of major losses or complex forms of business
crime, auditing and implementation of information and computer
security controls, and the design and presentation of security
training programs. By management-related security consulting
services, however, we refer to services which provide a broad
overview of all aspects of security programs:
@ assisting executives in determining the
need for formal security programs in or-
ganizations with no security director or
only limited security personnel and mea-
sures;
° gvaluating the cost-effectiveness of exist-
ing security programs and measures and
recommending viable alternatives;
e assessing the requirements for additional
security in expansion of facilities or
company operations; and
e developing security policies and procedures
manuals, and establishing security aware-
ness programs,

Most large organizations undertake some measures to pro-

tect the information, employees, facilities, and products of
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the company from the more visible forms of theft or assault.
But the decision to implement a formal, organization-wide se-
curity program requires a sizable commitment of resources, and
this expenditure must be justified like other organizational
expenses. Once the decision is made to introduce a security
program, careful consideration should be given to its place-
ment within the organization. Through surveys, interviews
with key executives and managers, site visits and documenta-
tion review, the security management consultant develops, in
concert with the security director and/or with top management,
cost-effective security measures to meet the unique needs of a
particular organization or site. The recommended security
measures may include levels of security staffing needed within
the organization, security policy and procedures manuals, di-
visional and product group security programs, type and use of
contract security services, employee security awareness pro-
grams, crisis management guidelines and contingency plans, or
executive protection, training and other areas covered by se-
curity specialists,.

The policy and procedures manuals developed by the secu-
rity management consultant help the organization to (1) es-
tablish internal controls, (2) achieve uniform implementation
of security measures, (3) assure consistent reporting of and
response to security i~idents, Policies are general state-
ments that describe the organization's position on a variety
of situations, including prosecution, reporting of criminal

activity, and liaison with law enforcement officials, among
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others, Procedures may include specific steps to be taken
when a loss occurs or direct action a plant manager should
take in response to various crises, e.q., labor strikes, bomb
threats and extortion attempts.

The security management consultant frequently assists
organizations in effectively instilling security awareness at
all levels of the organization. A security awareness program
at the employee level communicates to the employee the nature
and purpose of various security measures, such as employee
identification and access control, and the importance and em-
phasis placed upon the security program by the organization.
The consultant helps the company develop employee orientation
programs and policy statements for the employee handbook; and
also suggests signs and posters, film strips and newsletters,
and employee meeting content to heighten the general awareness
of security. The employee is encouraged to take a proprietary
interest in protecting the assets of the organization, and
employee suggestions are solicited to improve security mea-
sures,

The study of employee theft by Clark referenced in
Chapter 3 discussed the lower levels of reported theft among
employees in organizations which have clear policies on secu-
rity. The security consultant also designs management train-
ing programs to make upper-level personnel aware of the rela-
tionship of security measures to the profit-making function of

the company and the types of loss problems and patterns common
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to that organization. Security awareness programs for manage-
ment usually emphasize the importance of inspections, monitor-
ing, and enforcement of company policies, procedures and regu-
lations, so that uniform controls and security presence are

established throughout the organization.

5.5.3 Executjive Protection

Executive protection consulting services involve the pro-
tection of top corporate executives as key assets of a company
as well as the protection of these individuals and the com-
pany's business interests in other countries. As noted in
Chapters 3 and 4, the increase in international terrorism and
extortion of U.S. businesses to finance terrorist causes has
created a large demand for executive protection services among
Fortune 1000 companies. The basis of all consulting services
provided in this area is the formal risk analysis and threat
assessment for individual executives and for different areas
of the country and world in which the company conducts its
business. Recommendations include variations in daily routine
and precautions during travel for the executive both domestic-
ally and internationally; additional security measures pertain
to personal and family residence, specially trained chauffeur/
bodyguards and specially equipped vehicles (often armored in
foreign countries)., Aside from designing an executive protec-
tion program, the consultant frequently serves as a liaison
between the company and vendors of specialized security equip-

ment. Some executive protection consultants also contract to
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provide bodyguards (or their training) for business or family
travel.

Development of contingency plans for the management of
crises such as executive kidnappings and extortion attempts,
and training simulation exercises in crisis management are an
important component of executive protection consulting ser-
vices. The crisis management team brings together many dif-
ferent aspects of the organization for interaction with law
enforcement agencies, ransom demands, foreign governments,
and media. Executive protection consultant firms will also
serve as active participants in negotiations strategy with

terrorists in coercive bargaining situations.

5.5.4 Investigative Consultants

Investigative consultants are distinguished primarily from
private investigators by their backgrounds and clientele. The
professional backgrounds of these consultants could be law,
accounting, data procesising, purchasing, or business manage-
ment, combined with investigative experience. Investigative
consultants work almost exclusively for law firms, Fortune 500
companies Or insurance companies in the investigation of com-
pPlex internal and external fraud, commercial bribery, arson,
and other economic crimes. The firms usually consider them-
selves consultants in economic crime, but they may be involved
in routine investigative auditing or in responding to a known

loss incident at a particular organization. By performing
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tests of internal controls on accounts payable and receiv-
able, purchasing practices, and inventory, the outside firm
can often detect flaws, inconsistencies, or potential problems
which may have resulted in criminal acts or which need tighter
internal controls. Once a fraud or embezzlement scheme has
been detected, the consulting firm assists the client in
recoveriing the financial loss through fidelity bonding and
corporate officers and directors liability insurance. Involv-
ing an outside firm can often remcve the corporate counsel
from potential conflict of interest that would result from
representing the interests of the company while conducting an
internal investigation of an employee or corporate officer.
Another distinguishing characteristic between investiga-
tive consultants and private investigators is that consul-
tants, upon completion of the investigation, emphasize de-
velopment of remedial loss control procedures; whereas the
private investigator "closes the case." 1Internal auditing
staffs frequently are trained to detect economic crime, and
management personnel are taught to develop security awareness
based on common scenarios of fraud in corporations., Investi-
gative consulting firms may be hired by corporations that are
either planning an acquisition or resisting a merger attempt.
These investigations typically involve "discovery," that is,
checking the backgrounds of key corporate officers, searching
for litigation against the firm and verifying the existence of

assets and market position.
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5.5.5 Computer Security

Computer security is a relatively new field that merged
the disciplines of data processing, data communications secur-
ity access control, information security, and physical secur-
ity. Computer crime is technically a misnomer, since the
computer is merely an asset of the organization which is
abused in order to perpetrate crime. A study of vulnerability
of computer operations to crime by SRI International showed
that unauthorized physical access to computer equipment and
facilities occurred in one-fourth of 668 reported cases of
computer-relatea crime.3% 1Intentional acts of altering input
data were involved in 23% of the cases, and unauthorized
access to the data accounted for another 15% of the cases. 1In
addition, 8% of the cases involved improper use of output
data, paper computer tapes and other materials.

The computer security consultant provides services in
serveral main areas: auditing of EDP systems, developing (or
assisting in the procurement of) security software and data
encryption, conducting risk assessments, developing a computer
security program, developing system recovery plans in the
event of complete computer failure, auditing of major crime
losses involving use of the computer, and training of EDP
personnel in computer security procedures.

The computer security expert has become a valuable re-
source for security directors, information systems managers,

police investigators and prosecutors. The computer security
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consultant is often able to establish an audit trail of trans-
actions, especially where security software has failed or se-
curity procedures have been circumvented. Once the audit
trail has been established, suspects can be identified and
evidence collected to document a case for criminal prosecution
and financial recovery through insurance. 1In another SRI
study, researchers noted that the reporting of computer-
related crime is affected by a lack of concurrence on what is
considered a computer-related crime. Although 60% of the
prosecutors had read or attended seminars on computers so that
they could deal more effectively with computer-related crimes,
a direct test of the prosecutors' technical knowledge of basic
operational concepts involved in computer systems and
computer-related crime found knowledge to be "relatively shal-

low and limitedﬂa7

5.6 SPECIALIZED SERVICES
5.6.1 Training

In each of the preceding sections, except engineering-
related services, security consulting usually involves a
training component customed designed for the unique needs of
the client. 1In addition, there are security training consul-
tants who provide a wide variety of standardized security
training programs. Although these consultants may also be
involved in consulting on training program design, for the
most part they offer a series of standardized training courses

to the security and law enforcement communities. A number of
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national trade and professional associations provide annual or
regular training programs in security, but in this section we
are only identifying segments of contract security which offer
training services as a main portion of their business income,

One category of training services includes the independent
training contractors who *rain operational security personnel.
These programs are most frequently found in states which re-
quire minimum levels of training for armed and unarmed secu-
rity personnel. In most of these states the schcol must be
certified by the state licensing and regulatory agency, and
the content of their courses is regulated by the state manda-
tory training requirements. In those states, the larger con-
tract security companies and the national security companies
may offer their training programs to other security firms.
The fact that these independent training contractors have not
thrived in states which do not mandate training for security
personnel is indicative of the low priority placed on training
by both security service firms and the consumer.

An innovative concept in security training was announced
with the formation of the Private Security Institute in
Illinois in late 1981. A basic 40-hour security officer
course of practical firearms training (15 hours) and substan-
tive criminal law, civil liability, enforcement and emergency
procedures (25 hours) is offered for contract and proprietary
security personnel. This institute is attempting to draw from

a national market and prgvide a broad range of specialized
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security courses. Given the high turnover of contract secu-
rity personnel, it would seem unlikely that a national train-
ing facility oriented to entry-level security officer training
could draw heavily beyond its immediate area.

Training programs for bodyguards, chauffeurs and other
personnel engaged in personal protection programs are an exam=-
ple of training services. Several schools teach high perfor-
mance or defensive driving to prepare chauffeurs and body-
guards for a terrorist attack. Three of the better known
schools offer training programs with a price range from $1295
to $§1895. One of the first--and certainly the most unique--
programs is that of Richard W. Kobetz and Associates, Ltd.,
which is of seven days' duration and ¢o2mbines a variety of
practical and theoretical instruction in weaponry, driving,
and other counter-terrorism skills. Instruction usually is
given in a specially—-adapted rural setting with specialized
facilities, but the program may be modified according to the
needs of individal clients who would prefer training in a
setting of their own choice.

Several of the security equipment manufacturers also pro-
vide training services., Motorola, Inc., (a major supplier of
communications equipment to law enforcement and security)
created a subsidiary in 1973, MTI Teleprograms, which provides
audio-visual training programs to both groups. Security
training programs include security officer basic training,
crime prevention techinques, terrorism and executive protec-

tion, and crisis management. In 1980, Bayley, Martin and Fay,
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a major underwriter of security firm insurance, introduced a
series of eight training programs produced on video cassettes
which emphasized legal training for the security officer.
Mosler, one of the largest manufacturers of safes and vaults,
banking and other fixed security equipment, provides multi-
media training and conducts training sessions on selected
security topics through the Mosler Anti-Crime Bureau. During
the course of this research a few other firms were discovered
which market security training materials nationally, but we
found no organization or professional association which had
reviewed or catalogued the materials as a reference source for
contract security firms or proprietary security operations.
For the small contract security firm, the purchase of a series
of audio/ visual training packages could provide a basic
nucieus of pre-assignment training for all security personnel
at an affordable cost.

Most other classroom training and seminars are sponsored
by major industry trade associations with a special program on
security (e.g., Bank Administration Institute, National Retail
Merchants Association) or by security professional associa-
tions (ASIS, International Association of Hospital Security).
These efforts are discussed in a subsequent chapter. The
Computer Security Institute, Northboro, Massachusetts, is an
example of an association devoted exclusively to training and
seminar programs in a specialized area of security. Their
major effort is an Annual Computer Security Conference which

has been held since 1974. §Security World magazine and Cahners
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Exposition Group sponsor several annual International Security
Conferences and Expositions which provides training seminars
along with an exhibition of security and fire protection
equipment.

On the whole, the majority of training programs, mater-
ials, and brochures reviewed during the course of this re-
search are oriented toward proprietary security operations,
with an emphasis on various security manager functional areas
of responsibility. The provision of training services or ma-
terials for contract security is, for the most part, left to

individual security companies.

5.6.2 Employee Background Screenjing

As noted in Chapter 4, employee background screening is an
important aspect of personnel security in all organizations
and especially for the recruitment and selection of security
employees. Three major types of services are provided in this
area: (1) paper and pencil "honesty" testing, (2) polygraph
and PSE examinations, and (3) employee background investiga-
tions. Honesty testing reviews an applicant's attitude toward
honesty and the reported past history of dishonesty as a pre-
dictor of future behavior in various levels of risk associated
with different jobs in the organization. The tests are writ-
ten at a basic eighth-grade reading level and are designed to
be administered by the client firm as part of the hiring
process. The results of some testing instruments can be

interpreted by the client; for others, computerized analysis
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and even immediate analysis is available through toll-free
telephone numbers.

Firms providing these services also work with clients on
other areas of personnel security and sometimes customize
examinations for larger clients. These consulting firms di-
rectly market their services and do not rely on advertising in
the telephone directory Yellow Pages. John E. Reid Associates
is a good example of the diverse services offered by some of
these firms, and their contribution to both security and law
enforcement. The late John E. Reid was involved in the land-
mark decision on admissibility of polygraph evidence and tes-
timony in court. A book Reid co-authored with Fred E. Imbau,

in nt odation and Confession, is one of the standard
textbooks used in the training and education of law enforce-
ment investigators. In addition to conducting one of the
premier training sessions on criminal interrogation and the
use of polygraph in investigations, the firm now provides a
broad range of services involving behavior analysis. Many of
the firms providing polygraph services also position them-
selves in the market as "research" firms in the area of be-
havioral analysis.

Since the introduction of the Psychologirz'@ Stress Evalua-
tor (PSE), prcponents of its effectiveness in detecting decep-
tion have been embroiled in controversy with polygraphists.
Minimum levels of training and ethics are prescribed for mem-
bership in the American Polygraph Association and its affil-

iate state organizations. These organizations, through
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lobbying, influence state legislation on detection of decep-
tion examiners. Polygraphists insist that most scientific
evidence and studies have tended to refute the claims of PSE
examiners of its effectiveness. Some firms (often private
investigative agencies) purport to offer "polygraph or PSE"
examinations in Yellow Page advertising. Polygraphists resent
this practice by untrained polygraphists, especially since the
public is unable to differentiate between two very different
methods of truth verification. Despite the restrictions on
polygraph use in some states, they are widely used in industry
in employee screening and also in internal investigations.

Graphoanalysis, another form of employee behavior eval-
uation, claims to measure or profile human behavior based upon
handwriting samples of individuals. It has met with less
opposition than PSE, but is still relatively unknown and not
widely used in the United States. Forensic handwriting analy-
sis, one of the forensic skills used in investigations of
altered documents and checks, simply compares handwriting
samples., Some firms use graphoanalysis profiles as part of
employee screening. While university-level courses are avail-
able in Europe on graphoanalysis, most practitioners in the
U.S. are graduates of an 18-month correspondence course of-
fered by the Graphoanalysis Society in Chicago.

Employers considering good job applicants with only recent
job experience in the immediate geographic area often rely on
backgreound investigation firms which investigate both the ap-

plicant's employment and credit background. These services

5-78

e S R T I e S

are usually performed by major national firms with numerous
locations throughout the count-v, such as Fidelifacts and
Equifax. The firms are frequently used by security directors
and personnel managers to validate the background of appli-
cants for key managerial and executive positions in the com-
pany.

Most reputable firms offering employee background and
screening services advise their clients of the limitations in
gathering background information imposed by the Privacy Act of
1974, the Freedom of Information Act and restrictions on Crim-
inal History Record Information. However, as noted under pri-
vate investigative services, some firms emphasize their abil-
ity to obtain information that cannot be obtained through
normal channels by their clients. On the "fringe" area of
employee background services are firms purporting to offer
certain background information which, on face value, would
violate privacy laws and state statutes in some states. One
service, for example, advertises a toll-free number to provide
clients nationally with unlisted telephone numbers, addresses,

and long~distance phone records.

5.6.3 Technic ountersurveillance

Ten years ago the count;y was exposed to the world of
electronic eavesdropping wheg five "plumbers" broke into Demo-
cratic National Headqua;ters in Washington's Watergate Office
Building to replace a defective transmitter with a new one

disguised in a smoke detector. (G. Gordon Liddy was convicted
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for his role in the now infamous Watergate incident which led
to the resignation of President Richard M. Nixon. Ironically,
Liddy today is associated with a security firm bearing his
name which anticipated 1982 revenues of $10 million from
services featuring the "debugging™ or detection of illegal
eavesdropping devices!) There are no measures of the amount
of electronic "bugging" involved in industrial espionage, but
the appearance in the news media of the more sensational
industrial esnionage cases in ‘the past few years has greatly
raised the level of concern on the part of corporate execu-

tives. An article in Business Week cited a recent survey of

corporate executives in which nearly one half of them felt
that "at least 50,000 to 100,000 bugs had been planted in
businesses within the last five years."38

In the United States it is illegal for private persons to
make, sell or possess eavesdropping devices, yet they are
easily obtained from overseas manufacturers who may manufac-
ture them "for export only." In the Business Week article, a
former communications researcher with the Central Intelligence
Agency estimated spending for industrial espionage equipment
and services to be hundreds of millions of dvllars--as much as
the "combined surveillance effort of federal, state, and local
law enforcement agencies.“39 One of the major firms involved
in the sales of countersurveillance equipment estimated 1982
annual sales of $30 millicn.

Law enforcement agencies are sometimes wary of counter-

surveillance equipment of manufacturers and distributors out
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of concern that they could be surveilled by criminal elements
with the same equipment they are using. 1Indeed, the president
of one major firm was indicted in 1982 for making and distrib-
uting illegal electronic surveillance devices and illegal
foreign shipments of such devices.

Despite the cloak-and-dagger excitement generated by such
an industry and the assertion by some security directors and
corporate officials that the problem is greatly overestimated,
many prominent corporations spend anywhere from several hun-
dred to several thousand dollars to have perindic electronic
"sweeps" made of their facilities. These sweeps are performed
by specialized firms (which often sell countersurveillance
detection equipment) and by security firms providing other
services. Advances in semiconductor technology have reduced
the size of radio transmitter bugging devices to the size of a
match head, making such devices virtually undetectable without
devices to locate a power source or transmission waves. Even
in boardrooms with electronic room shields to prevent trans-
mission of data outside the room, electronic sweeps are often
conducted., Although actual evidence of electronic eaves-
dropping occurs in less than 20% of the electronic sweeps,

many companies believe it is a necessary expense.40

5.6.4 Private Vault Rooms

Private vault rooms have been provided for a number of
years as a service for off-site storage of back-up computer

files and tapes, but in the past few years, private vault
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rooms have been offered as an alternative to bank vaults and
safety deposit boxes. These facilities offer larger leasable
space, more comprehensive security and better access for their
patrons (usually open 12 or more hours a day~-some have 24-
hour access). In most facilities the smallest deposit box is
larger than bank deposit boxes, and some offer bulk storage
space and sizes as small as 3x5 inches. Now, in adédition to
storage of computer tapes, discs and microfilm for organiza-
tions, the general public is using these services for storage
of stocks and bonds, wills, stamp collections, jewels, objects
of art and even items of sentimental value.

The security measures of typical private vault rooms in-
clude redundant sensor systems monitored by a central station,
24-hour security guards, CCTV with central console monitoring,
heat and humidity control and access control (some with photo-
graph, handprint and voice verification). Some facilities are
located close to airports and contract with armored car and
courier services to provide a secure environment for trans-
actions of dealers in precious gems and metals. Armed courier
services available through some private vault rooms offer to
deliver silver and jewelry for a party at the home of a
client; the courier remains throughout the evening and then
returns the items to the vault.

The National Asscciation of Private Security Vault Rooms
was formed in 1980 to establish standards and regulatory
guidelines for private vault rooms. The Association claims

about 300 members in 140 organizations in various stages of
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establishing private safe deposit and vault rooms, with about
60 private vault rooms presently located in major Cities,41
The Association projects that in five to ten years there will
be 2,000 to 4,000 private vault rooms through the country.
The average cost of storage space is three to four times the
normal bank rate, but banks have only limited liability for
safe deposit box contents and some bank insurance policies
might not even cover a customer loss. Rental prices at One
Safe Place in Dallas, Texas, range from $200 to $400 annually.
Consecur, a firm in Miami, Florida, sells its space on a
condominium basis at costs ranging from $395 for smaller
storage boxes to $4,000 for larger boxes and storage areas,
plus a $75 annual maintenance fee. The cost of private vault
rooms is offset for the client by lowered insurance premiums
and a tax deduction if the stored items include tax papers or
investments. In recent years, investors have been putting
more of their wealth into art, antiques, coins, gems, metals,
and valuable commodities other than paper currency. If this
trend continues, it could create a demand sufficiently heavy

to sustain private vault rooms.

5.6.5 Qther Services
Drug Detection and Awareness services are offered by some

guard and security consulting firms. Drug detection services
include: (1) employee screening tests for past and potential
drug abuse patterns, (2) trained investigators and dogs used

to conduct searches of suspected areas of drug abuse usage and




%

e st sttt et b

O W oz I
T T EIRR T e et A

F 10

1 0

vt

I REARESHAAT

s

e T AT

ﬂ . x..i.!.;hr..}b?:f&:,\!}ta.h




Sadiimas. Soien anahean st A ar g T

e

z

storage in the work environment such as lockers, employee
lunch rooms, personal belongings and lunch pails, (if clearly
spelled out in company policies and disciplinary measures for
illegal substance possession, the right to search is not
subject to the same Fourth Amendment search and seizure con-
straints as law enforcement's "probable cause" test for search
warrants), (3) undercover investigations conducted by hiring a
security firm operative as an employee among suspected users
and dealers. Drug abuse investigations are sometimes co-
ordinated with local law enforcement. Drug sellers are usu-
ally turned over to law enforcement for prosecution while
nonproductive workers involved in drug abuse are generally
only terminated.

Drug awareness program components consist of employee
orientation, lectures, films, displays, and pamphlets. The
programs inform employees and supervisors of the dangers of
drug abuse (especially worker safety aspects) and familiarize
them with drug use patterns, drug identification and related
drug paraphernalia. As reported in The Alert, a business
crime newsletter, drug abuse in business and industry was
estimated by one source to cost approximately $34 billion each
year because of absenteeism, poor attention to detail, acci-
dent proneness and decreased productivity.42

rowd Control services are provided by security firms at

\ . vs s
‘large sporting events, concerts, fairs, trade show exhibitions

and other public events. Private security firms often provide

the majority of security personnel, who usually outnumber law
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enforcement officers, Security officers frequently interact
with law enforcement officers in an order maintenance role,
but security personnel are primarily concerned with enforcing
the rules and regulations of operating management and property
owners. Occasionally, security and law enforcement personnel
at the site share a common radio frequency for communication
purposes. The primary security functions at events are to
protect the assets of the 'facility, exhibit property, per-
formers, athletic participants, and any dignitaries in attend-
ance.

Guard Dogs usually conjure up an image of "snarling, snap-
ping, neurotic monsters,"43 and some Yellow' Page advertising
does little to discourage that stereotype. Ironically, guard
dogs are expected to be good barkers but are selected for
tenacity, not viciousness (as presumed by the average citi-
zen), and must be gentle when approached in normal circum-
stances. The highly developed hearing and smell senses of
dogs are used with security guards in security work to help
with patrol, searches, and detection of drugs, weapons, and
explosives., Guard dogs are also used alone to guard unoccu-
pied, closed~in areas during nonworking hours. Security offi-
cer and guard dog teams have been estimated to displace the
salaries and fringe benefits of two or three security officers
when used on patrol. The agility of the dogs allows them to

cover large areas, and their keen senses alert the security
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officer-handler to the presence of intruders. Although 1lia-
bility increases with the use of guard dogs, it is still less
than that associated with an armed guard.

In addition to their use in industrial security, guard
dogs are used in searches for contraband in nuclear utilities,
mining, ship transportation lines and the petrochemical indus-
try, especially on offshore o0il rigs. Guard dogs have been
used increasingly by homesowners as a deterrent to intruders.
The total market for dogs in security and police work was
estimated at $1 billion per year in Security Letter by one
training director for a firm providing guard dogs.44

Honesty Shopping is a service provided primarily to retail
merchants to test the integrity of retail sales personnel.
The honesty shopping service trains its employees in the
detection of improper cash handling procedures, employee theft
and commonly used shoplifting techniques. Security personnel
enter the store as shoppers and attempt to shoplift, switch
price tags, and so forth, while monitoring the sales pro-
cedures., Some retail operations contract for these services
regularly, while others engage the service when there are
suspected problems with cashiers, sales clerks, or unusually
heavy loss areas. Typical methods of employee cash theft
include: pocketing the cash and not ringing up the sales
register, voiding sales after the transaction has been com-
pleted with the customer, overcharging customers and stealing
the overage, stealing checks paid to cash, and making fraudu-
lent refunds to an accomplice. Emgloyee thefts take various
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forms: stealing merchandise and then passing it over the
counter to accomplices, stealing returned goods, taking un-
authorized price markdowns, shoplifting on lunch hours and
breaks, and giving employee discounts to friends.

Strike Protection services are provided by some guard and
patrol firms, and a few firms specialize in these services.
Under the Taft-~Hartley Act security gquards are prohibited from
being organized in the same collective bargaining unit as
other employees. However, in the event of a labor distrubance
anticipated from prolonged collective bargaining or strikes,
the company may prefer to contract for outside security ser-
vices. The primary objective of the services is to allow full
operation of the facility during the labor dispute to diminish
the impact of an impending or actual strike. The contract
service works with the client in planning for crowd control
and a controlled access to the facilities. Uniformed security
officers are provided as needed and liaison is maintained with

local law enforcement agencies.




TN s v 2

P

w
.

10.

11.
12.

13,

14,

15,

16,

17.

FOOTNOTES
Chapter 5

"Security Director Salary Survey," Security World, December
1980, p. 25. '

Security World Retrofit Study (Chicago: The Bureau of Mar-

Keting Research, 1980j. .

Whilg an isolated incident, it illustrates that the issue of
qual}ty of personnel and business practices is not solely
confined to the small guard firm.

Security Letter, December 1, 1981.

?ofent %. iingwell, "What Lies Ahead: A Look into the
uture of the Guard Service Industry," Securit anageme
September, 1981, p. 22. ' wi-fanadement,

Mary Al%ce"Kmet,'?Guard Industry Checkup: Staying Fit in
the 1980's," Security Management, September, 1981, p. 11.

See, for e¥ample, software developed by Marcel Sapse, Pres.,
Bell Security, New York, N.Y.

James T. McBride, "Why Guard Firms Lose Jobs," Securitv Man-
adgement, September, 1982, p. 41. -

Richard J. Giglictti and Ronald C. Jason, "Should Security
Peffonnel Be Armed," Assets Protection, March/April 1982,
p 1l. '

thn Herbers, "Security Services Disarming Guards," New York
Iimes, December 21, 1981, n. pag.

N.Y. Times, January 9, 1982, p. 24.

gsgociated Press Wire Story, October 31, 1982, Washingéon,

?gggiﬂgs%?_nggxi,(Ls. Chamber of Commerce, November 30,
4 p' .

Security World, August 1982, p. 69.
ibid.

Nicholas Pileggi, "The Godfather and the Guards," b
April 27, 1981, p, 34. o fewtors,

Wall Street Journal, April 14, 1982, p. 1.

e

18.
19,
20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30,
31,

Pileggi, op.cit.
Y imes, August 21, 1981.

‘ James Grady, "Sherlock Holmes is Alive and Well and Working

at DuPont Circle," The_Washingtonian, February, 1981, p.
137. ’

Private Security Advisory Council to the Law Enforcement
Assistance Administration, Law_Enforcement and Private Secu-
city Sources_and Areas of Confljct and Strategies for Con-
f£lickt Resolution U.S. Department of Justice (Washington,
D.C.: Law Enforcement Assistance Administration, 1977),
p 13.

Robert R. Belair, "Liability in Pre-Test Interviews," Secu-
rity World, October, 1981, p. 31-33.

Phillip C. McGuire, "The Fight Against Arson", Police Chief,
January, 1982, p. 93.

Demory R. Bishop and Timothy J. Schuessler, "The National
Crime Information Center's Missing Person File," FBI Law_En-—
forcement Bulletin, August, 1982, p. 23.

Wesley G. Skogan and Michael G, Maxfield, Coping with Crime:
Individual and Neighborhood Reackions, (Beverly Hills, CA:
Sage Publications, 1981).

Frost and Sullivan, Home_Burglar Alarm_Market (New York:
Frost and Sullivan, 1982).

"petition of National Burglar and Fire Alarm Association and
Central Station Electrical Protective Association for the
Initiation of Rule Making to Require Owners of Large Two-Way
Cable TV Distribution Systems to Make Channels Available for
Commercial Public Safety Purposes,"” before the Federal Com-
munications Commission, Washington, D.C., July 24, 1982,

Home Security: The Impact of Cable TV (Norwalk, CT: Inter-
national Resource Development, Inc. 1982). ‘

Sally Matteson, ed,, "How Cable Executives View Security,"
Security Distributing and Marketing, April 1982, p. 39.

NBFAA/CSEPA petition to the FCC, op. cit.

James J. Dunbar, Jr. in "Armored Transportation in the
80's," by Robert G. Kingwell, Security Management, April
1982, p. 10.




pasie S o s Jaad

R e ol
TN T N i e e TR

Fo=3Y

ouy

£y

32.

33.

34.

35.

36.

37.

38..

39.
40.
41.
42,
43,

44.

Private Security Advisory Council to the Law Enforcement
Assistance Administration, Standards for Armored Car and
Courier Services (Washington, D.C.: Law Enforcement Assist-
ance Administration, 1977), p. 1. '

John J. Strauchs, "An Elusive Profession," Security Manage-
ment, October, 1982, p. 36.

ibid, p. 32.

"Consultants Consider Designing for Security," Security
World, June 1980, p. 44.

“"Donn B. Parker, Computer Abuse Assessment and Control Study,

(Menlo Park, CA: SRI International, 1979).

Donn B. Parker, "Computer Abuse Research Update," Security
Management, September 1980, p. 100.

"New Bugs Make Spying Easier," Business Week, July 12, 1982,
p. 74.

ibid.

ibid, p. 75.

Security World, April 1982, p. 53.

"Testing for Honesty," The Alert, Vol. I, No., 4, p. 4.

Ralph Main, "More Than a Best Friend," gecurity Management,
April 1982, p. 75.

Security Letter, February 16, 1982.

AR T Y v

T T T TR A

"y

CHAPT

COMMON OPERAT
OF

CONTRACT

ER 6

ING ASPECTS

SECURITY




e

6.6

6.7

CHAPTER 6

COMMON OPERATING ASPECTS OF CONTRACT SECURITY

UNIFORMS AND EQUIPMENT -« :cccvoroveecnncnncnnans
ADVERTISING AND SALES PRACTICES ......ccevuvane

BIDDING PRACTICES «cc v oo osesocsoscssassscssecseacs

BUSINESS TURNOVER

LIABILITY

6.5.1 Alleged Abuses

6.5.2

Insurance ISSUES ...ceee.

o s

N3 o ¢

e s e85

TSI | A £ T T

TABLES

Page
CONTRACT SECURITY MANAGER RATINGS OF FACTORS
INFLUENCING CLIENT SELECTION OF SECURITY
SERVICE FIRMS ..iuiciinennnnnnononeanonneanss 6-6
STATE LICENSIKG AND REGULATION OF PRIVATE
SECURITY FIRMS ........ T e 6-34



- *;ifﬁiﬁ—wf =

e

CHAPTER 6

COMMON OPERATING ASPECTS OF CONTRACT SECURITY

The focus of this chapter is on a few common operating
aspects that are of importance to this research effort. For
the most part, these are issues that directly impact the
gquality of private security services and the relationships
between law enforcement and private security. This chapter
highlights some of the operating characteristics and issues
that are unique to the various businesses that provide secu-

rity services and products.

6.1 UNIFORMS AND EQUIPMENT

Most guard and armored car firms utilize uniforms, badges
and equipment that are somewhat similar to those of law en-
forcement agencies. 1In fact, they often purchase from the
same suppliers as do police agencies. Police officers resent
the possibilitv of mistaken identity--the assumption by a
citizen that private security personnel might be sworn police
officers. The Private Security Task Force recognized this
potential problem and suggested as a standard that uniforms,
badges and titles for security personnel be clearly distin-
guishable from those of law enforcement personnel. In the
Hallcrest national surveys, 87% of contract security managers
and 99.5% of law enforcement executives favored this position.
Approximately 90% of contract security personnel in the Mult-

nomah County, Oregon, and Baltimore County, Maryland, surveys

indicated that their uniforms clearly identify them as se-
curity officers. Hallcrest interviews and site study have
indicated the preference for "security officer" as a title for
uniformed security personnel.

Currently, 27 states impose some form of uniform restric-
tions, 29 states impose badge restrictions, and 14 states
impose vehicle restrictions in state regulatory legislation.
However, we have noted that badges, uniforms and patrol vehi-
cles still are often similar to those of law enforcement per-
sonnel, although not necessarily similar to sheriff or police
uniforms in the particular county or city where tha security
officer is working. There is less confusion with armored ca:
personnel when they are in close proximity to their vehicles,
but alarm response personnel of central stations often do wear
pclice~type uniforms,

The Task Force standard called for the use of cloth badges
and the title "security officer” on uniforms because "when
private security personnel also wear metal or metal-like bad-
ges, the false impression is created that their authority is
equal to that of public law enforcement officers."t Virtually
all contract security personnel reported in the site surveys
that they used metal badges when wearing "police-type" uni-
forms, while cloth badges were primarily worn on slacks and
blazer uniforms. Sometimes the words "security police" are
used with the word security in a less conspicuous place on the

badge, insignia or logo used by the security company.
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While neither contract security officers nor law enforce-
ment officers in the sites felt that police-type uniforms gave
contract security any increased effectiveness when dealing
with the police, they agreed that security officer effective-
ness was enhanced when dealing with the general public and
offenders. In addition, the law enforcement officers felt
that "in most instances" a badge is necessary for security
personnel. There appears to be a dichotomy in attitudes on
the image portrayed by security company uniform badges. On
the one hand, there is the concern expressed by the Task Force
that badges used by law enforcement officers are a "readily
understood symbol of authority and power, clarifying the right
of the officer to act in Qarious situations."2 On the other
hand, law enforcement officers in the field recognize that a
uniform and a badge command a certain degree of authority and
respect required by the security officer to perform his or her
job. Both law enforcement officers and proprietary security
officers agreed that the police-type uniform increased the
security officer's effectiveness when dealing with company
employees and the public,

A balance must be achieved between the dangers of mistaken
police identity and the need to attain a certain degree of
authority in the exercise of security duties. If private
security is to play a more pfominent role in working relation-
ships with law enforcement, provide protective services to the
community or to assume any tasks currently performed by law

enforcement, then the issue of distinguishable uniforms and
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equipment must be thoroughly addressed. The Task Force did
not recommend abolishing uniforms and badges, it simply sought
clearly distinguishable uniforms and equipment. Some coglract
security companies have begun using square-shaped badges with
only the name of the company on the uniform. In these cases
the uniform is more clearly distinguishable from law enforce-
ment. While this is primarily an issue of concern for con-
tract guard companies, it also pertains to uniformed personnel

of armored car and central station alarm companies.

6.2 ADVERTISING AND SALES PRACTICES

Some of the frequent complaints by, and tc, law enforce-
ment are that private security firms, in attempting to sell
their services, purport to foer quasi-police services, berate
police effectiveness in reducing crime in the community, and
play on the fear of crime. The well-worn stereotype of "rent-
a-cop" is often used in reference to guard firms, In the site
studies, law enforcement officers did not perceive private
security as competing with them for the provision of police
services. Similarly, the senior executives polled in the sur-
vey of national and regional security companies did not view
their companies as competing with police services, Neither
law enforcement officers nor security executives saw them-
selves as providing similar services (see the discussion on
roles in Chapter 1l1l).

Contract security managers in national surveys rated

twelve factors as to the overall importance in influencing of
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clients to request theic services, The results displayed in
Table 6-1 indicate that "general fear" of property crime and a
"rapid rise™ in crime rates in their area are strong influ-
ences on client decisions to purchase private security ser-
vices, but "inability" of the police to affect the crime rate
was not rated as a very important factor. The data from these
survey efforts would seem to downplay the importance of these
concerns or criticisms by law enforcement.

A larger concern, is the way some private security firms
position themselves in the marketplace to sell their services
to the consumer. Some interesting tendencies in the use of
descriptive words in the firm name were revealed in reviewing
firm names in telephone directory Yellow Page advertisements
and in the mailing list ¢f more than 8,000 firms for the
national survey of contractual security managers. Guard and
alarm firms in particular, tend to use company names which
have the strong connotation of force, strength, and action--
e.g., rampart, citadel, centurion, titan, sting, SWAT. 1In
addition, some guard and investigative firms use the words,
"service," and "agéncy,“ in conjunction with the words "city,"
"state," and "region" or "U.S." in their firm names which
could imply a quasi-governmental agency affiliation; still
other firms have used quasi-police titles such as "police,"
"troopers," "task force," "9%911." At the same time, connota-
tions of a national or international scope of operations are
often given by investigative firms that use such words as

"national"™ or "international," or such terms as “"associates"

TABLE 6-1
CONTRACT SECURITY MANAGER RATINGS OF

FACTORS INFLUENCING CLIENT SELECTION OF SECURITY SERVICE FIRMS

1. Quality of service

2. Value of assets protected

3. General fear of property crime

4. Rapid rise in crime rate

5. Cost of service

6. Actual property crime victim

7. General fear of violent crime

8. Inability of police to affect crime rate
9. Amount of cash handled

10. Actual violent crime victim

11. Expansion of client facilities

12, Change in contract service firms

(Rank order: 1 = most important) N = 545

SOURCE: National Survey of Contractual Security Firm Managers
and Owners, Hallcrest Systems, Inc., 1981,
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or "affiliate" firms in "major U.S. cities"™ or "throughout the
U.S." In some cases, this merely alludes to membership in the
World Association of Detectives, the National Council of In-
vestigation and Security Services or other security associa-
tions, not to actual working associates of their firm.

The use of police-oriented terms, combined with the poten-
tial for mistaken identity created by police-type uniforms,
clearly shows that cértain firms openly attempt to capitalize
on some form of quasi-governmental status. It is only proper
that businesses promoting security should be able to promote a
secure or safe image to consumers desiring their services,
especially those who are seeking private remedies or protec-
tion after becoming the victim of a crime. However, services
should not be implied which legally and contractually cannot
be delivered.

Hallcrest speculates that the firms most prone to this
type of business advertising are smaller or less established
firms. We have observed from the Vellow Page advertisements
in major cities and from the site study that smaller and newer
firms attempt tc obtain name recognition and solicit signifi-
cant business from such advertising. The larger industrial
security contract guard accounts are sold on a direct sales
basis to security or purchasing directors, and established
alarm companies work primarily from customer referrals and
direct mail marketing in areas where alarm systems have al-
ready been installed. Hallcrest noted that many successful

security service firms of all types simply use the surname of
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the firm owner or founder in the name of the business followed
by a common descriptor of services, e.g., alarms, security
services, security systems, investigator, associates, etc.

In general, as noted in both the Rand and Task Force
Reports, there are very few standards governing the adver-
tising and sales practices of security companies. Only 25% of
g?e state licensing and regulatory agencies for private secu-
rity regulate private security advertising. One of the sug-
gestions of the Rand Report was that the legal business
address and agency license number should be required in adver-
tising. Frequently, this is done on a voluntary basis, but
not in states where there is no regulation (13 states). .

One of the frequently misleading forms of advertising is
the use of the terms "licensed and bonded," particularly in
states where there is no licensing legislation, 1In practice,
the license often turns out to be a city or county business
license with no regulatory requirements. The "bond" is either
a blanket fidelity bond for the corporate officers, (not
covering actions of the security personnel) or a "performance
bond" attached to the business license--neither of which pro-
vides any remedy for an injured or wronged third party suing
the service, In this situation the consumer is clearly
misled.

In alarm company advertising, some firms loosely use the
term "U.L.-listed" to refer to their company or alarm systems.,

Underwriters Laboratories, as an independent nonprofit organi-

zation, sets standards for security equipment, installation
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and maintenance. Although some alarm equipment is not "U.L.-
listed,”" a large portion of alarm components are listed. Many
of the advertisements by alarm companies infer that their
systems are "certified" by Underwriters Laboratories, but the
U.L. certification process primarily refers to different
grades of local mercantile, direct connect, proprietary, and
central station systems and operations. Virtually any alarm
system configuration incorporates some U.L.~-listed components,
but such systems are not really comparable to a U.L.-certified
commercial installations or a central station systems that
have monitoring facilities certified as meeting certain secu-

rity and technological standards.

6.3 BIDDING PRACTICES

As with many other commodities and services, security
contracts are frequently subject to a competitive bidding pro-
cess. As indicated in Table 6-1, contract security managers
rated the cost of service as one of the least important
factors in the client decision to select their service and
products. Similarly, in the survey of national and regional
security executives, the cost of service and "lowest bid
price" were rated as only moderately important factors com-

pared to the quality of personnel;, products and services

offered. Yet, the most important factor determining the level’

of personnel selected for a specific client and assignment was
reported as the "willingness of the client to pay." The

Private Security Task Force noted that competitive bidding by
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security companies tends to influence low security guard
wages. As suggested by Anthony Potter in 1975, this results
in a "vicious circle"™ where such factors as "low salaries,
marginal personnel, lack of promotional opportunities, high
turnovers, and little or no training, lead to one another and
result in ineffectual performance."3 This condition still
exists despite Task Force efforts to recommend standards and
goals to improve quality and effectiveness in the private
security industry.

According to our survey, senior executives in the national
and regional security companies indicate that "low balling" or
unrealistically low bidding practices can force contract
prices to artificially low rates.

The surveyed national and regional companies rated the
practice of "low balling™ as moderate among themselves and
among large local or statewide firms, but considered it an
extensive practice among small firms, However, our pre-test
findings and site study indicated that this practice is as
prevalent among some of the large firms as the smaller ones.
Major guard service contracts in the industrial and institu-
tional sectors frequently are awarded on 10 cents or less per
hour difference in the bids. Multi-state and larger firms may
be in a better financial position to underwrite the cost of a
low bid by one of its local officeé while sustaining overall
profitability of the firm on gross volume of business. In

practice, many guard firms are being run at a gross profit
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margin of less than five percent, in part due to the influence
of low bidding practices.

Despite the interest of government in licensing and regu-
lating private security, government is one of the largest
single forces maintaining gquard contracts at an artificially
low rate., The Federal Protective Service, for example, em-
ploys about 2,600 contract guards in the protection of federal
property in the Washington, D.C., area. Similarly, throughout
the nation, bids are frequently awarded to contract guard
companies for protection of government facilities. Lengthy
contract bid specifications notwithstanding, Federal Govern-
ment procurement practices are notorious for awards on a "low
bid" basis compared to prevailing rates in key industrial
sectors. One guard firm mentioned this fact in a letter
soliciting prospective marketing representatives to obtain
contracts for the firm:

Currently we hold a numbér of contracts to
supply guard services to federal sites
around the country. They are the result of
low.bids and thus provide very little
margin.

Wages typically account for 60 to 75% of the contract bid
price. Proprietary security managers in our national survey
paid an average billable rate of $6.62 per hour in 1981 for
contract security guards, and one of the national guard firm
executives stated in an interview in 1981 that his firm's
average billable rate across all contracts and offices was

$6.11 per hour. At those rates, guard wages would be within
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20% of minimum wage. Some firms resist these low wage prac-
tices and attempt to provide only "premium" guard personnel,
but the economic realities of competition force them to focus
on the "sole source" contracts. Small local firms usuallf do
not appear to be competitive on larger contracts, but their
low bidding practices are particularly evident in smaller
commercial accounts such as retailers and fast food outlets.
A number of business practices have evolved to compensate
for the "low balling" bid practices. One which may be related
to frequent turnover of contracts and personnel is "front
loading"™ of contracts. This practice involves providing
specified‘levels and quality of personnel and supervision at
the beginning of the contract, but then tapering off and
providing lesser caliber and lower paid personnel. The
cliené, in the meantime, is still billed at the same contract
rate. "Ghosting" is another related practice--billing the
client for salary increases never paid, overtime and holidays
never worked and supervision never received. The extent of
these unethical practices is not known, but it is cited as a
significant problem by contract security guard firm managers
at both the national and local levels. Small local firms were
cited most frequently as violators, in part due to unethical
managers and in part due to inadequate financing and business
skills. Yet, some large firms have reportedly increased the
billable rate on their existing "premium®™ contracts, to offset
declining billable hours or low billable rates on other con-

tracts. Like "low balling” bid practices, larger firms were
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also mentioned in the sites as participants in "front loading”
and "ghosting" contract practices. These practices seem to be
more related to individual company owners and branch managers
rather than the size or policies of the guard firm.
Questionable bidding practices have also been cited as a
problem for alarm, armored car, and security equipment firms.
In the alarm equipment contracts, particular equipment or
system components are specified in technical terms ("technese"
language) with an inference thét certain brand names will be
provided. Later, inferior equipment is substituted at in-
stallation. In alarm sales, the use of outside saliezs per-
sonnel sometimes results in a large discrepancy between what
the customer thought was purchased and what the salesperson
actually specified in a contract--the practice referred to
earlier as "over-promise and under-deliver." This technique
has been used by all types of firms and has made it difficult
for consumers to have assurance that they are receiving com-
parable bids in a competitive situation. Similarly, in ar-
mored car service, where commercial accounts are the mainstay
of business for local firms, misrepresentations can easily be
made, including the type of armored vehicle (van or truck),
training and number of personnel, pick-up procedures, and the

firm's on-site storage facilities.

6.4 BUSINESS TURNOVER

Based upon Hallcrest national survey efforts and the site

study, we reached a conservative estimate of 20 to 30% annual

6~-13 e

e e

13

turnover of contract security firms. During the nationwide
survey of contractual security managers, Hallcrest obtained an
indication of this turnover when 27.5% of the 6,319 ques-—
tionnaires mailed were returned because the firm was no longer
located at that address and had left no forwarding infecrma-
tion. At the local level, careful examination and cross-—
checking of Yellow Page directories, along with information
obtained in the site interviews with contract security man-
agers, indicated that firms go out of business and others
replace them. 1In some cases these firms may have changed
names or have merged with other firms. Using an unobtrusive
measuring technique of comparing zip code listings with Yellow
Page listings, we projected that the majority of these firms
went out of business.

Frequently, guard firms are incorporated by former man-
agers or supervisors from other firms or by former law en-
forcement officers. Alarm firms are often formed by in-
stallers for other alarm firms, who develop an entrepreneurial
interest. Former law enforcement officers also seem to gravi-
tate toward the formation of private investigative firms based
upon the contacts they establish in the business community
while investigating crimes for the police agency. In many of
these situations, the tendency is to attempt to build a busi-
ness based upon a few associations or "promises" of business

from various sources or from existing accounts with a proven

firm. All too frequently, the new business owner enters a
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competitive situation without the promised business, or with-
out a sufficient base of stable business to facilitate the
start-up period.

In the Hallcrest survey of national and regional firms,
the senior executives acknowledged the problems of high turn-
over of small security firms, yet also forecasted that the
small guard firms would have an increasing market share over
the next five years. Both guard and alarm firm executives
agreed that the leading reasons for busihess failure among
small firms pertain to poor business skills and experience
rather than inadequate security experience. The following are
factors rank ordered by these senior executives (most im-
portant to least important) as causing business failures of
small security firms:

® lack of financing/capitalization

e lack of business experience

® poor contract performance

inadequate marketing skills

e poor quality personnel

inadequate security experience

The turnover in firms and poor contract performance lead

to a turnover in contracts. In both case study sites, several

major users of contract guard services had used several con-
tract services in the past year. 1In ranking sources of an-
ticipated growth in the next five years, the national and

regional guard companies rated change in contract guard firms
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by existing users of guard service ahead of such factors as
(1) increased demand by existing contract guard users, (2) new
contract users, or (3) proprietary guard forces changing to
contract guards.

Small, newly established guard and alarm firms may be most
susceptible to engaging in some of the questionable adver-
tising, sales, and bidding practices. Under-capitalized and
unable to meet the overhead to sustain such necessary support
services as supervision and maintenance, the firm may begin by
"cutting corners" to make ends meet on a job site by reducing
supervision or by installing inferior equipment. A guard firm
may begin reducing the number of promised hours of pre-
assignment training or even falsifying training records. An
alarm firm may sell an alarm system with a specified number of
openings to be protected by certain sensors, but then install
sensors only in a reduced number of openings. For the guard
firm using inadequately trained guards who are armed or as-
signed to posts involving high interaction with the public,
there would be much greater potential for abuse of citizen
rights through unnecessary force, use of weapons, illegal de-
tainments, etc. Alarm firms which go out of business may
leave customers with inoperable or faulty alarm systems. Such
systems not only would give customers a false sense of secu-
rity and safety, but also would be more prcne to false alarms
because of poor installation technigues or improper appli-

cation of sensors. Failures of security firms, then, are not
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as simple as are those in other service industries; they could

have far reaching impacts on public safety in the community.

6.5 LIABILITY

In Chapter 4, we noted that organizatibns,are sometimes
liable for the actions of their security employees. Contract
security companies are also liable for the actions of their
employees in protecting the assets of and providing services
to their clients. The exposure of contract security, however,
is greater since most of their liability occurs at the various
locations where their personnel and equipment are utilized.
Contract security operations incur two basic types of lia-
bility: (1) negligence on the part of the company or its
employees, and (2) criminal acts committed by the security
company or its employees. In some cases the company can be
found negligent for hiring or failing to properly screen,
train or supervise employees who subsequently are involved in
negligent or criminal acts. The.following paragraphs discuss
some of the abuses that contribute to the liability of con-
tractual security firms as well as other segments of the

private security industry.

6.5.1 Alleged Abuses

Hallcrest research included a review of hundreds of news
articles, relevant television documentaries and 12 periodicals

covering more than a two-year period. The review of news
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media "exposé%“ suggest widespread abuse in the contract secu-
rity industry. In 1980, for example, the Chicago NBC-TV af-
filiate station aired a story on abuse by retail security
personnel based upon the actions of an "undercover" employee
at one of the nation's largest retail stores., Charges were
made of physical abuse of alleged shoplifters,.coercion in the
signing of shoplifting statements, and alleged planting of
merchandise on suspects. Two years later, NBC Magazine, a
prime—~time television news program, aired a similar program
which characterized retail and mall security guards in the
following manner:

In shopping mall and retail stores across

the country, people are being menaced,

arrested, even beaten up by poorly trained,

non-uniformed security guards who falsely

charge them with shoplifting. Brutal beat-

ings of people who have done nothing.

It is interesting to note that both stories focused on
retail settings, which predominantly employ proprietary secu-
rity personnel, except for unifofmed guards at exits and con-
tract patrol services in some shopping centers and malis. We
find a tendency in the news media to focus on highly visible
areas involving considerable public interaction, like retail-
ing, and then project much higher levels of abuse based upon
the large number of security employees. Often the distinction
is not made between contract and proprietary security em-
ployees, and such generalizations fail to take into account

the higher proportions of contract security employees in in-~

dustrial sectors with less public interaction.
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In the Chicago story, hearings were subsequently conducted

by a state legislative committee. In June 1982, the New York

State Investigation Commission also conducted two days of
hearings into abuses by guard service and private investiga-

tive firms. The hearings contained stories of employees from

established firms burglarizing their clients and even arrang-
ing for the fencing of stolen goods at the direction of the

firm's owner. Physical assaults and dramatic cases of weapons

abuse, especially fatal shootings, are often the catalysts for

much of the news coverage reviewed in the literature:

e In Cleveland, a security guapd shqt and
killed a welder who was picketing his em-
ployer during a strike.

e In Pittsburgh, a security guard at a state
liquor store shot a disorderly customer,
and then turned the gun on himself.

e In Boston, a security guard patrolling a
fast food restaurant shot a patron who
refused to 1leave.

e In Portland, a security guard shot and
killed a customer at a conveqieqce store
who would not stop for questioning about
shoplifting.
Most of the concern in the news media is focused on in-

stances of physical abuse, false arrest, shootings, etc. How-
ever, both the press and complaints filed with state licensing
and regqulatory boards indicate other serious problems as well:
theft, vandalism, sabotage, and arson by contract security
employees hired to protect client premises. In one of the

more notoricus cases, a security guard and an accomplice 1n
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California were charged in February 1982 with the theft of
$3.2 million in computer chips, the largest known heist of the
valuable chips.

Liability, incurred because of specific

abuses, is not a concern just for guard firms. Failures to
detect a burglary, due to faulty installation or improper
monitoring by alarm company employees, have led tc civil
suits. The 1982 New York State Investigation Commission hear-
ing alleged that security employees inflicted vandalism,
staged burglaries to help demonstrate the need for alarm and
patrol services, and committed burglaries on a customer's
premises after turning in a false alarm. Private investi-
gators are primarily engaged in gathering information, and
frequently utilize pretext, discreet, and undercover inter-
views and surveillance to obtain information. Using these
interview techniques, the investigator may misrepresent his
identity or fail to disclose the reason for obtaining the
as well

information from the interviewee. These techniques,

as unwarranted surveillance or unauthorized intrusion, could
lead to invasion of privacy, civil rights violations or even
criminal acts.

How extensive is abuse by private security personnel and
firms? 1In the Illinois legislative hearings, the security
director of the national retail chain featured in the Chicago
television news exposé(alleging mistreatment and abuses of
customers) provided an overview of crime statistics for his
entire chain. He stated that in the prior year 14,000 persons

had been stopped for suspected shoplifting; over 1800 cases of
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employee dishonesty were uncovered; and only about 30 law
suits were filed against the store. In this instance, there
certainly could have been numerous unreported instances of
abuse or settlements in lieu of filing lawsuits, but serious
incidents (as measured by lawsuits) seem to be infrequent
compared to the volume of daily detention and arrest
incidents.

To some, it could seem unusual that more abuse is not
reported. The states of Illinois and New York, which both
conducted investigations and hearings into alleged abuse, al-
ready license and regulate security guard firms and private
investigators. These two states alonz account for over 75,000
guards and over 2800 security firms. In Texas, for example,
only 199 complaints were filed in 1981 with the Texas Board of
Private Investigators and Private Security Agencies. Adminis-
trative violations accounted for 42 of the complaints, and 50
complaints were requests for hearings by applicants denied
licenses, Only about 100 complaints of abuse, then, were
filed for the 1200 firms and 25,000 employees licensed by the
Board in 1981, The actual incidence of abuse is probably much
higher, especially if the client simply terminates the secu-
rity contract or the security firm makes restitution in the
case of theft or damage of client property.

In the two study sites, information was collected from
security and law enforcement personnel on instances of abuse
by private security personnel. Invariably, we heard the same

time-worn anecdotes of weapons abuse or burglary which had
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been played up by the media. Patterns of widespread abuse did
not surface in questionnaires completed by the Multnomah and
Baltimore County law enforcement officers. Three out of four
officers in each site indicated that they had witnessed or had
been involved in a situation in which either a contractual or
a proprietarv security employee had exceeded his/her authority
in handling an incident. The majority said they had witnessed
such incidents only "a few times" or less, and less than 50%
could cite any specific incident. Very few of the incidents
described involved use of force or weapons; most of them in-
volved improper detention, arrest, or attempts to make traffic
stops. Retail mall and parking lot settings were most fre-
quently mentioned as lccations of the incidents.

The Rand study asked security personnel if they had "ever
seen any private security employee overstepping his authority
in handling an incident (for example, by using too much fcrce,
by searching someone when he should not have, or by committing
other illegal acts)." Results indicated 22% had seen an
abuse, 14% had seen several abuses, and only 4% had seen

multiple abuses.4

Unionized security workers reported seeing
slightly more abuse, with 31% reporting having seen abuses,
and 7% having seen multiple abuses., The Rand authors viewed
the above data as "indicative of widespread abuses in the
private security industry'."5 This conclusion is open to chal-
lenge based upon the data, since unionized security workers

are more frequently employed as in-house security officers,

not as contract security officers. Rand's finding may have

6—-22




#iy

been influenced by a series of questions on legal powers and
judgment in hypothetical situations in which gross errors were
made by 97% of the respondents. According to the Rand au-
thors, this demonstrated "very serious potential problems” for
abuse of authority. Additionally, they felt true incidence
was underestimated because of (1) suspected worker reluctance
to admit co-workers had overstepped authority and (2) uncer-
tainity about the situations that should be included (because
of poor performance in the legal powers questions).

Based on Rand's findings, we expected to find high levels

of confidential self-reporting of incidents of detention,

arrest and force (regardless of legality) among contract se-

curity employees in the site surveys. We were interested in
determining the rate of their involvement in these incidents,
regardless of their  perceptions of the legality of their
actions. We hypothesized that if a high number of incidents
were being reported, then there would be greater potential for
abuse,

Less than 50% of the contract security employees in the
site surveys reported having occasion to detain a person at
any security job they had performed, and only slightly more
than 50% indicated that their company policy expected them to
detain suspects. For those security personnel reporting de-
tentions, the majority simply command the suspect to stay;
only one out of ten reported the use of physical force. This
corresponds to Shearing and Stenning's findings in their study

of 10,000 contract security employees in Ontario, Canada, in
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which only 12% reported using force to effect detentions.® Tt
seems incredible that security officers could simply rely upon
a voice command for a suspect to stop; but this may be related
to security officer and police officer perceptions that a
police~type uniform creates an impression of authority.

Again, similar to Shearing and Stenning's data, only 10%
or less of the site survey respondents reported the overall
use of force in the following categories: self-defense,
evicting trespassers, vandalism, prevention of an assault,
lawful search, detention, and arrest. Even these small num-
bers were greatly influenced by alarm response and supervisory
personnel; in those categories, as many as 50% used force in
all iﬁcident types. Alarm personnel encounter burglars and
vandals at the site of activated alarms, and contract security
supervisors respond to a broad range of incidents during their
tour of duty. It is significant to note that Shearing and
Stenning found low levels of detention and use of force even
though they asked legal self-reported questions of their re-
spondents and found low levels of knowledge similar to Rand.

In the site surveys, 66% of the contract security em-
ployees reported that their companies expected them to use
force to protect themselves, but less than 25% were expected
to use force in protecting property. Only 15% were expected
to arrest a suspect and 20% were'expected to search a suspect
(also similar to Shearing and Stenning's findings). 1In gen-
eral, the policies of contract security companies seem to

discourage security employee detention, search and arrest of
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suspects (a finding of Rand and Shearing/Stenning research as
well). This policy is motivated by potential liability situa-
tions, higher insurance premiums for a poor risk experience,
and higher exposure through clients which expect such actions
to be taken. To the extent that liability insurance is a
legal requirement for some contract security companies, it
would seem that the potential for abuse would be decreased.
The incidents of security personnel abuse observed by the
law enforcement officers at the-Oregon and Maryland study
sites, as well as the self-reporting of detention, search,
arrest and use of force by contract security officers most
frequently occurred in situations with potential for con-
frontation with the public. Firms which place their security
employees in these situations, and those which provide fire-
arms for some client situations, incur greater risk of lia-
bility claims. The exposure irncreases with the size of the
company because more personnel are exposed to these situa-
tions, but frequently the smaller firms are more vulnerable to
abuse and negligence by their personnel. Small firms may not
carry comprehensive general liability insurance, and may cut
other overhead costs by reducing levels of training and super-
vision. These firms are more apt to arm a greater percentage
of their employees and take whatever clients they can obtain,
while large firms often shun these clients because of the
perceived inherent liability: "someone has to take the crummy
business, hut not me," the owner of one security firm stated.7

Some small companies will readily take the fast food,
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convenience store, discount store, nightclub and tavern, and
other clients with high risk of lawsuits, and simply go out of
business when faced with one large liability claim. The in-

jured or wronged third party then has little recourse.

6.5.2 lInsurance JIssues

In 19 of the 37 states that license and regulate guards
and investigators, security firms are required to post a
"surety bond." A surety bond does not provide any third-party
protection against the dishonesty of company employees, nor
does it protect the company itself from the actions of its
employees. In most states, the bond is actually a license
bond giving the state limited protection should the firm im-
properly perform its duties or fail to adhere to the regula-
tions governing the security firm's license. Even if the firm
does have fidelity bonding or employee dishonesty coverage in
their general liability coverage, the security firm's clients
still are not protected from the actions of the security per-
sonnel. To properly protect both the contract security £irm
and the client from dishonest acts of the security personnel,
a third party fidelity bond is necessary.

Fidelity bonding insures against the criminal acts of
security employees but does not address the wrongful or
intentional negligence of security employees. For example,
client loss resulting from the failure of a central station
alarm runner to respond to an alarm or to adequately secure

the premises after a response would not be covered. The
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negligence of a security guard who did not complete assigned
firewatch rounds or abandoned a post also would not be
covered, Surprisingly, only 11 states require security firms
to carry general liability insurance., It is interesting to
note that the Texas Board of Private Investigators and Private
Security Agencies in 1981 invoked 177 automatic license sus-
pensions for failure to show proof of liability insurance--
nearly 15% of all licenses in a state that requires liability
insurance.

Guard services are a forbidden class of business for most
standard insurance markets; as a result, many nonstandard,
excess or nonadmitted carriers write guard insurance. Some
nonlicensed insurance carriers over the years have been de-
clared insolvent, leaving guard services and their clients
with unpaid claims. Liability insurance is also a vitally
important issue for armored car and courier firms, since the
whole basis for operation of the reputable firm is the fidu-
ciary relationship of the company to the clie the armored
car company absorbs any loss while the cargo is Injits posses-
N/

As noted above, most general liability coverage is written

sion,

for the risks on a business's own premises, but a wide range
of risks occurring c¢ff the premises need additional coverage
for adequate protection., Specialists in security firm insur-
ance recommend that the comprehensive general liability
coverage also should include independent contractors and com-

pleted operations coverage, as well as specific endorsements
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for assault and battery, personal injury, broad form property
damage, errors and omissions, theft, contractual and punitive
damages coverage.8

The establishment of personnel screening and training
requirements by state licensing and regqulatory agencies is
ostensibly intended to reduce the opportunity for negligent
and criminal acts by security personnel, and thus afford a
certain degree of consumer protection to the public and the
user of security services, But the enactment of legislation
making general liability insurance and third-party fidelity
bonding mandatory for security firms could provide greater
consumer protection for the incidents which do occur.

In states which do not have licensing, one of the com-~-
plaints of small security firms is that they cannot afford the
high cost of performance bonds, let alone the expense of com-
prehensive liability insurance. On face value, we do not find
the cost of general liability insurance to be prohibitive even
for the small entrepreneur. Guard and investigative firms can
obtain up to §1 million comprehensive general liability cover-
age for $1 to $2 per $100 of payroll, with a minimum premium
of about $1000 per year.

- Industry premium rates are based primarily upon the risk
experience of the smaller firms, and price breaks accrue to
the larger firms. The security firms that have a poor risk
experience and continue to have a high degree of exposure

because of client base, training and supervision, use of armed

guards, guard dogs and other factors can expect to pay sig-

6-28




e e T e

e

gy

[k

nificantly higher premiums. In the Hallcrest national survey,
the median~sized local alarm firm with $205,000 in aznnual
sales could obtain $500,000 comprehensive general liability
coverage for about $1000 per year. These costs appear to be
reasonable and should not pose a barrier to entry into the
security field. The reputable owner wculd incur these ex-
penses as a cost of doing business in view of the potential

liability in contract security.

6.6 STANDARDS

The preceding sections have discussed a number of problems
in the operation of security companies., Many of the same
problems led to the establishment of the Pfivate Security
Advisory Council to LEAA in 1972 and of the Private Security
Task Force in 1975. 1In general, the members of both groups
felt that establishing standards would help upgrade ch
quality of private security (contract and proprietary) and
prevent abuses and unethical business practices, thus making a
larger contribution to crime prevention and reduction in the
community. The PSTF questioned whether there was a logical
starting point for the development of standards, but noted the
interrelatedness of several problems in the "vicious circle"
discussed earlier--low salaries, marginal personnel, lack of
promotional opportunities, high turnover, little training and
ineffectual performance. The private security industry, they

concluded, was too complex and too broad for emphasis in a
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single area; so the Task Force placed equal emphasis on the
development of a broad range of standards in the following
areas:

° $e1ection of Personnel

° fraining

e Conduct and Ethics

e Alarm Systems

® Environmental Security

e Law Enforcement Agencies

® Consumers of Security Services

e Higher Education and Research

e Governmental Regulation

The PSTF hoped that its report would be a catalyst in the
development of standards by the security field itself:
It is recognized that the report is limited
in scope. Therefore, continuous analysis
of the private security industry and its
components is strongly encouraged. How-
ever, this report offers a starting point
to provide positive direction toward the
. greater use of private security services in
the major effort of crime prev;ntion and
crime reduction in this country.
It has been over seven years since the release of the report
and there has been little overall impact on, or implementation
of most recommended standards from this report by the contract
security industry, proprietary security and law enforcement.
The Hallcrest staff conducted a detailed review of each of the

83 standards and goals for private security. Virtually all of
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these standards are still reasonable, relevant and their ac-

ceptance and implementation would unquestionably improve the
guality of private security (see discussion in Chapter 12).

In the Hallcrest national surveys, only 47% of proprietary
security managers and only 33% of contract security firm
managers stated that their organization had reviewed the Task
Force report. Similarly, only 33% of the law enforcement
executives in over ;50 major metropolitan areas of the country
reported having reviewed the report.

The PSAC prepared and LEAA published Model Statutes for
burglar alarms (1975) and state licensing of security gquards
(1976) and a Code of Ethics for security management and oper-
ating security personnel (1976). In the national surveys,
these same respondents reported that for the most part they
were not even aware of these efforts. 1In fact, 61% of the
contract sequrity managers reported that they were not aware
of the model licensing statute; ‘44% of proprietary security
managers and 65% of law enforcement executives were not aware
of the model statute. Despite the sporadic attempts of some
security industry associations at the state and national
levels,; the security industry has not taken the lead in pro-
moting, discussing, or adopting standards. In fact, in Septem-
ber 1981, ASIS abolished its Standards and Codes Committee.
No major changes have occurred since 1975 in the number of
states that now license and regulate security, and relatively
few attempts have been made to incorporate the model statute

changes into existing licensing legislation, although some

6-31

M PR A T

TR

states have amended or revised existing provisions to provide
stricter or more comprehensive requlation. The few attempts
that have been made by the security industry to enact better
licensing and regqulation or to implement the Model Guard
statute have not been presented with a unified industry voice.
This may explain government's general lack of interest.

Most of the government's interest in standards is trace-
able to the agencies currently regulating private security.
Most contract security industry interaction with these agen-
cies and the legislatures has been a reactionary posture to
prevent inclusion of provisions which they perceive as being
too restrictive or imposing an unnecessary financial burden on
security companies. Many of the smaller security firms see
most standards development and licensing and regulation ef-
forts as a means to promote an increased market share for
larger firms that are best able to meet the requirements.
Aggressive and proactive efforts to enact "responsible" legis-
lation have not been forthcoming from the security industry,
nor have there been similar efforts to adopt comprehensive
industry standards in lieu of governmental regulation. In the
absence of standards development by the security industry,

licensing and regulation remains the only tool to improve and

assure the quality of private security services and products.
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6.7 LICENSING AND REGULATION

Private security firms are frequently licensed or regu-
lated by state and local government. In some cases both state
and local requirements must be met to obtain a license. 1In
the Hallcrest national surveys, approximately 75% of the guard
and patrol firms and more than 80% of private investigative
firms reported their operations as being regulated by state
legislation. As indicated in Table 6-2, about 75% of the
states license these firms. While 35 states license guard and
patrol firms, only 22 of the states and the District of Coium-
bia require the registration of guards; two of these states
license and register only armed security personnel, and in two
other states license only unarmed security officers.

In fewer than 12 states, the same agency or board regu-=
lates alarm companies and armored car firms as well as guard
and patrol and investigative firms. Alarm companies must
obtain a license in 50% of the states, and the armored car
industry is frequently subject to regulation by state public
utility commissions and the Interstate Commerce Commission.
In the Hallcrest national survey, 50% of the central station
alarm firms and 33% of the local alarm firms reported that
certain aspects of their operations were regulated by state
statutes.

- Statewide regulatory bodies impcse a greater number of
cperating restrictions on private security companies than

states which simply license the firms. Most states have

constitutional or statutory restrictions against separate
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TABLE 6-2
STATE LICENSING AND REGULATION

OF PRIVATE SECURITY FIRMS

Guard and Patrol

No. States
Licgnsing of Businesses 35
Registration of Guards 22%*
Armed only 2
Unarmed only 2
Private Investigators 37*
Polygraph operator 25
Alarm
Regulation
Licensing %g:
Central Station & Local 18
Central Station 7
Armored Car/Courier
Armored Car
Courier g++

* plus District of Columbia

+ Indiana and Iowa requi i i i
_ . ire private investigator lice;
firms "responding" to alarms ? Hicenses for

++ Does not include Public Utilit C . .
ommis :
Commerce Commission o sions nor Interstate

SOURCE: "Regulation of the Private Security Industry," Office
ggszizzlogﬂfng andéresting, National Institute of
+ U.S. Department of i 1
Tansary 198%. p Justice, (unpublished)
NOTE: See Appendix D for an updated listing of state

licensing and regulator i i

_ Y adgencies, applicable state
gtatutgs and their provisions pertaining to guards,
investigators, and "alarm system contractors."
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commissions for the regulation of specific industries; thus,
only three states have a regulatory board or commission that
is independent of another state agency (Minnesota, Nevada
and Texas). Six states, however, have private security regu-
latory boards within existing state agencies, and two states
have advisory committees to the regulatory agency which are
composed of security industry representatives.

The state agencies most often used as the statewide regu-
latory body are departments of public safety or state police
in 15 states, the department of commerce or an existing occu-
pational licensing agency in 7 states, and the department of
state in 5 states. Some of the occupational licensing agen-
cies have responsibilities for licensing businesses other than
security. The California Bureau of Collection and Invest-
igative Services, for example, licenses five different indus-
tries including collection agencies. Special police officers
(who often are security personnel) are also frequently regu-
lated or certified by state departments of public safety or
state police agencies.,

In the Hallcrest survey of state licensing agencies, most
of the respondents favored retention of the existing regula-
tory agency, but three of the law enforcement agencies felt
that they should not be involved with regulation of the secu-
rity business. Given the prevalent practice of moonlighting
in private security by police officers in many states, secu-

rity firms generally oppose law enforcement as the appropriate
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agency for security industry regulation due to potential con-
flicts of interest. 1In the Hallcrest survey of national and
regional security executives, a preference was expressed for
security industry representation on, and full participation
in, the administrative rule and decision-making activities of
statewide regulatory boards. Some form of security industry
representation on a requlatory board or committee in a par-
ticipatory or advisory capacity occurs in 15 states. In some
states, these bodies are comprised solely of industry members,
and some security firms feel that this "fox in the hen house"

approach carries the danger of limiting competition in the

industry through enactment of provisions that only certain

firms could meet. Balancing this concern, contract security
firms feel that in many cases legislators have enacted con-
trols on private security that have not been beneficial for
regulation of the industry because of a lack of industry input
into their formulation. 1In training requirements, for ex-
ample, security associations and firm owners have voiced com-
plaints that unnecessary police-oriented curriculum content
has been mandated while subjects important to security per-
sonnel have been overlooked.

.. The surveys of local contract security managers and the
national and regional company senior executives showed an
overwhelming (over 80%) response in support of state licensing
and requlation of private security. Local licensing, however,

is strongly opposed by private security firms. Both the
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national and regional security firms and the licensing agen- : % and county and sheriff's departments favor county ordinances.
cies in the Hallcrest national surveys favor state statutes é - About 50% of law enforcement executives also would like to
that preempt local licensing and regulation. About 65% of the i % have the power to suspend or revoke the license of security
licensing agencies felt that local ordinances were a duplica- % firms and émployees or recommend their removal. Cities of
tion of effort, often contained conflicting requirements and % less than 100,000 and greater than 500,000 population and
provisions, and involved excessive regulation and additional 2 counties greater than 500,000 population desired these powers.
expense for security companies., Yet, only three states ex- é Approximately 33% of the law enforcement agencies indicated
pressly prohibit local regulation; and two states prohibit % that they currently possess these powers. Other than main-
licensing of private security by local government; and six § taining tighter or closer "control™ over private security
states specifically provide for local regulatory authority in § ; firms, very few reasons were offered by the survey respondents
their state statutes. E for desiring these powers. Concerns for local control of

Alarm companies appear most affected by local licensing | : private security led to vetc of tighter state controls in 1980
and in some cases regulation. Although 50% of the states ‘ : by the Governor of Chio. The Ohio Association of Private
license alarm firms at the state level, about 50% of the cen- é' Detectives lobbied the state legislature for more than four
tral station alarm firm managers in the Hallcrest national ; years for enactment of mandatory 40-hour training for all
survey indicated that they were subject to local ordinances as i armed security officers and the registration of all security
well. 1In the Multnomah County, Oregon, case study site, for ;r’ officers. Despite 1980 passage of the bill in the legislature
example, state statutes require an electrician's license for | i (92 to 1 in the House of Representatives), the bill was vetoed
installation of any system powered by more than 110 volts-- | % by the Governor. Among the reasons cited by the Governor was
which would include most alarm systems. 1In addition, pro- ‘ ?ﬁw the right of the cities to regulate "law enforcement" activi-
visions of the Multnomah County Alarm Control Ordinance re- % E ties, although the private security association stressed the
quire a county permit and final installation inspection for % difference between law enforcement and private security
every alarm installation. i‘ activities in an attempt to have the veto overturned.

Law enforcement executives in the national surveys re- g Senior executives of the national and regional security
ported that they would like to have local control of private ‘ i firms view conflicting state and local licensing and regula-
security through ordinances (71% city and 55% county ordin- %UP tory provisions as a problem to their operations. Security
ances). Police departments favor the use of city ordinances, i firms are often required to operate under vastly different
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requirements in contiguous states which might be served by a
single area or regional office. 1Interstate operations for a
major regional or national client can be hampered unneces-
sarily by having the same personnel comply with the differing
personnel licensing requirements of each state., Private in-
vestigators encounter this problem when pursuing cases into
adjoining states. Investigator testimonies in courts of ad-
joining states can be invalidated because the investigator is
not "licensed" in that state. In 1982, the Michigan Associa-
tion of Private Detectives and Security Agencies unsuccess-
fully sought to have the adjoining states of Illinois, Ohio,
Indiana and Minnesota adopt a policy of reciprocity in honor-
ing licensing requirements of the states. Similarly, armored
car firms daily transport shipments of valuables across state
lines for clients and are subject to varying state require-
ments, although they are already licensed by the Interstate
Commerce Commission. The national and regional security ser-
vice companies favor the same minimum standards of state level
licensing and regulation in all states and reciprocity among

the states for private security operations licensed in several

states.

In the Hallcrest national surveys, law enforcement execu-

tives felt that current licensing and regulatory provisions

for private security f£irms are too lax, whereas the licensing

and requlatory ageacies felt that they were adequate. Pro-

prietary security managers, as primary consumers of security

services, were divided on this issue, although the majority of
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them had rated the quality of contract security personnel as
poor in their geographic area. Guard and private investiga-
tive firms were similarly divided on the adequacy of existing
legislation, but just over 50% of local and central station
alarm firms were of the opinion that existing legislation was
too lax.

Across all states, the legislative provisions in Appendix
D dc not appear stringent. Liability insurance is required
only by 11 states, and liability and bonding insurance is
required only by 5 states. The amount of surety or perfor-
mance bonds is modest, in most states ranging from $2,000 to
$10,000. Mandatory training requirements for armed security
bergonnel are imposed by 13 states, and 9 states require
training for unarmed personnel. The Private Security Task
Force recommended (Standard 2.6) 24 hours of training for all
armed security personnel prior to job assignment (including
three hours of legal and policy restraints) or submission of
evidence of competance and proficiency. Armed security per-
sonnel then would be required to requalify annually with the
firearm(s) they carry while performing private security du-
ties. Only 4 of the 13 states requiring firearms training
meet the pre- assignment or requalification number of training
hours and content in the Task Force standard. Only 18 states
even require a weapons permit for security personnel.

Law enforcement, contract and proprietary security man-
agers agreed in the national surveys that current regulatory

legislation was not effective in "assuring good private
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security employees and business practices" in their area. Ap-
proximately 40% of the state requlatory agencies also felt
that it was not effective, and nearly all of the regulatory
agency survey respondents had specific suggestions for improv-
ing the effectiveness of their existing legislation. Most of
these suggestions centered around expediting license pro-
cessing and increasing enforcement and monitoring compliance.
Overall, there has been little movement in additional state
regulatory legislation since the Task Force report and little
effort in state legislatures to adopt the Task Force training
standards, even for armed security personnel, The state 1li-
censing agencies in some states reported cooperative efforts
with the security industry to enact new legislation which was
defeated in the legislature.

The state regulatory agencies report good relationships
with the contract security firms they regulate, and they
perceive the industry as generally supportive of many changes
which the agencies have proposed., Most resistance to expanded
regulations centers on the additional cost to be absorbed by
the security firms in providing mandatory training. States
with existing training requirements point out, however, that
the increased overhead is borne equally by all companies and
passed on to the consumer. The high turnover of security
personnel for some firms, on the other hand, places more of
the training expense on security firms. This same rationale
underlies complaints about fees for employee licenses, but

licensing agencies note that many firms deduct the
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registration fee from the employee's first paycheck. Although
about 80% of proprietary security managers indicated support
for minimum training and criminal record checks for their em-
ployees, only 50% of the state regulatory agencies perceived
proprietary security as supportive of regqulatory provisions
for their employees.

The surveyed state licensing agencies rated their current
level of resources as adequate but expressed some concerns
about criminal record response time and investigator staff
levels. The major security companies, however, feel that the
current level of resources in most state licensing agencies is
barely adequate to handle the volume of licensing applica-
tions. The agencies report that average processing time for
licenses is three to four weeks for armed and unarmed guards,
four to five weeks for investigators, and five to eight weeks
or more for security firms.

The security companies feel that the issuance of temporary
licenses or registrations for new personnel are very important
to the operation of their companies. Temporary licenses, in
their opinion, would lessen the burden of processing delays
and accommodate both the large number of part-time employees
and the high rates of employee turnover. State licensing
agencies strongly disagree with the use of temporary operating
permits for armed personnel but are equally divided on issuing
them for unarmed personnel., Yet, both armed and unarmed

guards can operate until six weeks in some states while await-

ing licensing approval.
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CHAPTER 7

CHARACTERISTICS OF PRIVATE SECURITY PERSONNEL

When the Rand Report described the "typical private
guard," it became the primary stereotype of private security
guards over the next ten years:

The typical private guard is an aging white

male who is poorly educated and poorly

paid. Depending upon where in the country

he works and on his type of employer...he

has the following characteristics: His

average age is between 40 and 55; he has

little education beyond the ninth grade; he

has had a few years of experience in pri-

vate security; he earns a marginal wage...

he receives a few fringe benefits.
Furthermore, this stereotype has been projected to other pri-
vate security personnel, and still prevails today: "The fact
is the average security guard in this country is under-
screened, undertrained, undersupervised and underpaid."2 It
is the purpose of this chapter to review the Hallcrest data in
terms of these conceptualizations of the characteristics of
private security personnel, to dispel any previous misconcep-
tions, and to analyze the various implications derived from
these characteristics. In this context, the following subject
areas are discussed: private security employee recruitment
and selection, backgrounds, job satisfaction, activities,
training, compensation and use of detention, arrest, firearms
and force. Two major studies provide a baseline for discus-
sion of characteristics of private security personnel: (1)

the Rand study in 1972 and (2) Shearing and Stenning's study
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in 1980. The latter replicated many of the Rand survey items

in a survey of the total population of approximately 10,000
contractual security employees in Ontario, Canada. The Rand
study recommended extensive licensing and regulation and man-
dated training of private security personnel. The recommenda-
tions were based largely on the "potential for abuse" created
by the poor knowledge of 275 surveyed security employees as to
their legal powers and judgment in hypothetical situations:
"over 97% of all respondents made at least one gross error...
these responses suggest that very serious potential problems
exist with regard to abuse of authority."3 The types of
errors made by respondents in the Rand survey gquestions were
found to be consistent with the types of security gquard
abusive practices reported by their fellow security officers,
Shearing and Stenning found this same lack of knowledge of
legal powers. Yet, they found that most contract security
personnel only infrequently carried weapons or effected deten-
tions, searches or arrests. .

The Shearing and Stenning data suggest that the typical
situations encountered by most private security personnel do
not require extensive legal and other training. If the data
gathered in the Hallcrest site studies were comparable, then
it would have important implications for the amount and type
of mandated screening and training for security personnel.

Comparison of law enforcement training and personnel charac-

teristics with private security is of little importance if
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they are doing very different kinds of work in most assign-
ments. Rand, in fact, noted that law enforcement and private
security are drawn from different labor pools. Olson (1978)
states that private security personnel are drawn from dif-
ferent labor pools because they perform different functions,
and the personnel characteristics they bring to their work
situations are consistent with the functions they perform.4

Hallcrest sought to gather data for comparison with the
findings of the Rand and Shearing and Stenning studies. Fur-
ther, Hallcrest wished to test these findings with proprietary
security employees. Much of the data presented in this chap-
ter are based upon questionnaires distributed to security
employees in the case study sites (Portland, Multhcmah County
Oregon, and the Baltimore, Maryland, metropolitan area) which
replicated many of the Rand and the Shearing and Stenning
survey items. Working through local advisory panels at each
site, survey questionnaires (see Appendix B) were given to
security managers in cooperating firms for distribution to a
random representative sample of their security employees.
Participation in the survey was entirely voluntary. The
length of the questionnaire, completion on personal time, and
concern for retribution or interference by management may have
severely affected the rate of response, as well as less~than-
full cooperation on the part of some security managers.
Nevertheless, 689 questionnaires were distributed, and 188

usable returns were received from the different types of

proprietary security operations and from 12 different client
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business types for contract security guards. Both the samp-
ling and the 27% response represented a broad cross section of
Security environments. Returns were received from 78 contract
and 110 proprietary security personnel empleoyed as security
officers, supervisors, investigators, alarm runners and in
other security positions.

Two key methodological problems deserve attention at this
point., First, given the sensitive nature of this type of
survey, we had to forego the use of strict rules of sampling
technique and use a more fortuitous method. Second, based on
the estimated population of proprietary and contractual secu-
rity employees in both sites, an insufficient sample size was
collected for statistical testing of the data (see methodology
discussion in Appendix B-1)., Our analysis of the data will
take into account the problems associated with such a sampling
technique and sample size.

Despite the small sample, a high degree of consensus was
attained on many of the key survey items (e.g., use of force,
detention, search, arrest, situations encountered), with some
of the responses in the 80th and 90th percentiles. A high
degree of consensus was also attained within and between the
survey sites in different parts of the country. 1In addition,
the contract employee data were very consistent with the find-
ings and percentile ranges of responses to items in the Shear-
ing and Stenning study of over 10,000 Canadian security em-
ployees. Thus, as exploratory research, we feel this small

sample, supplemented with 122 site interviews of supervisory
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N and operational security and law enforcement personnel, con- * . .
ﬁ - for system components and supplies; and the independent con-
1‘ tributes to an understanding of private security functions and .. .
i tract installer often installs similar systems with nearly
personnel, ' ) .
identical components for different alarm companles.

The backgrounds of investigators are heavily oriented
7.1 RECRUITMENT AND SELECTION ; s . . . .
g . toward law enforcement, military, or intelligence investiga-
V The various segments of contract security have different : o ] . )
tion. Occasionally, private investigators will have had the
labor pools. Guard companies most freguently use newspaper . . ) . .
opportunity to perform investigations while in a supervisory
classified advertising to recruit employees. Until a contract

£y

» ; capacity for a guard firm, but very few follow a career path
is secured, a company cannot maintain a large number of em- ; o . . . -
’ : from a gquard background. Also, the investigative aspects of
ployees, although it can convert some part-time personnel to : 2 , . . .
! insurance adjustment work and investigative reporting have led
full-time positions to expedite the hiring time for a new i = ] ) )
! ; : some persons to become private investigators. In many states,
contract., Analysis of classified ads from a dozen or more : B . " . "
; a private invectigator (PI) can simply hang out the shingle
major newspapers, reviewed by Hallcrest researchers, reveals . ) .
and be in business as &n independent investigator. Turnover
an entry level salary at or near minimum wage for virtually ; . . . :
! ) , of investigative firms and employees is high, but precise data
all contract guard positions. BAds which were not at the 5 . 3 )
; : are not available. In part, this may be due to the glamour
minimum wage level typically involved "premium" guard work at : : . .
and excitment generated by two decades of television portrayal
utilities, aerospace, electronics, or defense-related facili- ) ) . .
‘ of PI's. Established investigative firms often put out
ties. 'y . . . . .
' ' "feelers" in the investigative community (public and private)
While alarm installers are sometimes recruited through : . . .
§ : when seeking personnel, or use "stringers" or part-time per-
classified advertising, site interviews indicate that they are ! ' . . .
! A sonnel for specific client assignments.

drawn from a network of friends, "contacts," experienced i b . . . i e
; Armored car and courier personnel are paid significantly
"electrician types," telephone company installers, and alarm E .
Ypes, P pany ! g higher wages than are contract security guards; they also
installers for other alarm companies. In both sites, a sub- i ) .
ﬂ | P generally perform more responsible work because of the fidu-
labor pool of independent contract alarm installers installed é ? I .
i ; ciary responsibility for valuable cargo assumed by their em-
alarm systems for several companies. A small alarm dealer } i
| i ployers. Armored car guards are almost always armed, sO
might depend almost totally upon a wholesale alarm supplier ; |
¥ EP PP ; ! higher caliber personnel are usually sought. Where moon-
, :
|

lighting is permitted, law enforcement officers are often
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hired because of their ability to exercise discretion and act
under emergency conditions. Security couriers are chosen for
their ability to closely monitor and accompany cargo on air-
planes and are expected to be experienced business travellers
who are familiar with diverse geographical areas.

To screen personnel prior to employment, contract security
managers reported using these procedures: general interview-
ing and application review (94%), general reference checks
(80%), criminal history checks (73%), detailed background
investigation (59%), and fingerprint checks (58%). Less fre-
quently used are polygraph examinations and psychological
stress evaluator tests, psychological testing, and written
"honesty" testing. Proprietary security managers report using
these procedures with about the same degree of frequency and
emphasis as contract security managers. The only notable
exceptions are less frequent use of criminal history (66%) and
fingerprint(39%) checks.

Mandatory criminal record and criminal history checks were
favored by 98% of contractual security managers and law en-
forcement executives in the Hallcrest national surveys; and
96% of proprietary security managers also favored these manda-
tory checks for their personnel. Fingerprint cards are the
Jkly way to obtain accurate identification and disposition
reporting for criminal histories on most designated state re-

positories of Criminal History Record Information (CHRI).

E

o

Unless a firm has access to a state criminal record and a
National Crime Information Center (NCIC) check by the FBI, for
criminal records submitted by other states to this national
repository, there is no way to assure a prospective client
that a potential security employee does not have a criminal
record,

During this research project, news articles were reviewed
in which security guards involved in shootings, rapes, arson,
burglaries and even murder had been hired by contract security
firms despite serious felony convictions in other states. In
most of the cases, the security firm had no access to a state
or an NCIC criminal history record. The security firms often
take the position that they did the best they could under the
circumstances, since a complete criminal history check was not
available, Unfortunately, this is true in many states, espe-
cially those that license only armed guards and investigators.
In Illinois and Texas, for example, even though over 25,000
armed guards and investigators are licensed in each state, and
criminal record checks are required, the director of each
state's licensing board estimated that there are six times as
many unarmed guards that are not licensed, with no require-
ments for a criminal record check. The unarmed guard has in
many cases as much access to assets of the client and as many
opportunities to commit criminal acts as does an armed guard.

Although law enforcement and private security companies
have different functions and, for the most part, draw upon

different labor pools, they both provide protective services
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to the community. However, they are not afforded the same
level of access to CHRI. A strong case for private security
access might be made on the basis o¢f the sheer number of
security personnel compared to law enforcement, and the fact
that private security is drawing from a somewhat marginal
labor pool, one that is more prone to arrests and convictions,
In California, about 15,000 applicants for security licenses,
representing nearly 20% of all applicants, are rejected annu-
ally because of a criminal conviction record, even though the
applicants are explicitly informed that they will undergo a
criminal history check as part of the application process.

In Chapter 4 we noted the impact of the FBI moratorium on
fingerprint checks of proprietary security personnel, but the
impact was even greater on security firms that were dependent
upon licensing agency access to the NCIC., State licensing
agencies are generally designated as criminal justice agencies
for purposes of criminal history dissemination, but the FBI
moratorium was based on the type of fingerprint check--e.q.,
for licensing purposes--not on the type of agency. Some
states, like California, enacted interim legislation which
allowed private investigators who had been licensed for five
years to conduct a national search of criminal history record
information on a contractual basis. In states with no li-
censing agency and no access to state—level CHRI, it is still
extremely difficult to validate applicant information concern-

ing prior arrests and conviction records.
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The problem with access to CHRI began before the FBI
moratorium, with the passage of the Freedom of Information Act
and the enactment of a federal statute in 1973 requiring all
states operating federally funded criminal history record sys-
tems to adopt measures to ensure the security, confidentiality
and accuracy of CHRI. Forty states presently allow dissemina-
tion of conviction records to governmental noncriminal justice
agencies, while 32 states "appear" to permit disclosure of
conviction records to private persons.5 This indicates a trend
toward greater access by noncriminal justice groups since the
initial restrictive measures.

In a bulletin summarizing progress in privacy of criminal
history records, the Bureau of Justice Statistics, U.S. De-
partment of Justice, hails the more restrictive efforts, along
with more accurate reporting and purging of records, as having
a "salutary effect". The Hallcrest researchers question
whether there is greater potential for civil rights violation
from wider public access to CHRI or from the criminal acts of
convicted felons who might be granted security licenses be-
cause of the restricted access of security companies to CHRI.
We suggest that the potential for abuse by private security
personnel poses a greater threat to society and must be bal-
anced with the protection of individual liberties.

Public access to CHRI is essential for employers to have
minimum safeguards in hiring contract and proprietary security

personnel as well as other personnel in positions of trust.
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Recent legislation in the State of Washington recognized this
need. 1Its provisions allow employers to obtain CHRI for the
purposes of:

(a) securing a bond required for any employment;

(b) conducting pre-employment and post-employment evalua-
tions of employees and prospective employees who, in
tpe course of employment, may have access to informa-
t}on affecting national security, trade secrets, con-
fidential or proprietary business information, money
or items of value;

(c) assisting an investigation of suspected employee mis-
conduct where such misconduct may also constitute a
penal off%Pse under the laws of the United States or
any state,

Until contract security firms have controlled access to

CHRI for screening of applicants, the potential for abuse will
remain at a high level because of the uncertainties inherent

in the selection process.

7.2 PERSONAL BACEGROUND

The well-worn stereotype of the night watchman, most
likely a retiree from another jwb, making his punch-clock
rounds was dispelled even by the Rand report. Rand noted that
since the 1960 Census, the average age of guards had been
declining; the 1972 report fixed the median range at 40 to 55
years of age. For 1976, Shearing and Stenning reported the
median range of Canadian guards to be 36 to 40 years. 1In the
1982 Hallcrest site surveys, the median age range in both
sites for proprietary, contractual and law enforcement per-
sonnel was 31 to 35 years. A higher proportion of quards over

50 years of age was found in proprietary security, but still
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less than 25% of the sample were older than 50. Nine out of
ten of those over 50 were found in hospitals, banks, and manu-
facturing plants. On the other hand, 75% of the retail secu-
rity employees were under 30. Less than 25% of the sample
were female; of these, most were employed in proprietary
retail §ecurity operations. In addition to retailing, site
interviews indicate that women security employees are most
frequently utilized in airport departure screening, public
events, honesty shopping, alarm monitoring and various support
positions. While there is a clear demand for women in some

security positions (e.g., store detective, fitting room
checker, etc.), it is not clear what barriers, if any, exist
to women achieving a larger share of the total security work-
force, The Bureau of Labor Statistics listed 82,000 women
employed in guard positions in the U.S, in 1982, a 337% in-
crease from 1972,

Rand's description of the average security guard as pocrly
educated was based upon 28% of their sample with less than a
high school education. For an additional 38% of all em-
ployees, high school graduation or a G.E.D. certificate was
the highest attained level of education, according to Rand.
Shearing and Stenning found that over half of their Canadian
sample had less than a high school education., In the Hall-
crest site surveys, 59% of proprietary employees and nearly
50% of the contractual employees have done some college work.
This may reflect sample bias of security managers favoring the

"yvounger, sharper" security personne} in distributing the
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guestionnaires. However, it may be an accurate picture re-
flective of the growing educational achievement in the secu-
rity field. In all, the increased level of education is
interesting to note, even when a sampling bias is present.

The majority of contract employees had less than two years
on the job with their firm, and had two or more other jobs
during the previous five years. The majority of proprietary
security employees in the sample have been employed in secu-
rity for six years or more, and 41% have had that much tenure
with their present employer. Only 29% of proprietary em-
ployees had ever been employed by a contract security firm, a
fact which suggests that there is no natural job path from

contract to proprietary security.

7.3 JOB SATISFACTION

Both the Rand and Task Force reports noted high rates of
personnel turnover. The senior executives in Hallcrest's na-
tional and regional security company survey reported an
average annual personnel turnover rate of 121%, with a high of
300%. The contract security industry is also characterized by
a high proportion of part-time employees. In the Hallcrest
naticnal survey of contract security managers, guard firms of
less than 100 employees often had as many part—-time employees
as full-time employees. Over half of the surveyed state
licensing and regulatory agencies estimated the ratio of part-
time to full-time security employees to be 2 to 1 or greater,

Small local alarm firms often employ part-time or contract
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installers, and private investigators often work from & pool
of available part-time personnel for specific assignments.

Despite the large proportion of part-time security em-
pPloyees, the majority of security employees in the site sample
are employed full time. This sampling bias was not intention-
ally induced, in most cases it was simply a function of ac-
cessibility to survey respondents. Thus, th; data on job
satisfaction are primarily reporting the opinions of full-time
Ssecurity employees.

The two most frequently expressed reasons for obtaininé
security employment for both contract and proprietary em-
ployees were: (1) "I thought it would be interesting work,"
and (2) "I like any kind of police work." These responses are
consistent with the most recurrent descriptions of their job:
"responsible," "interesting," "challenging," and "important."
The third most frequent reason for seeking contract security
was "liking the responsibility of protecting things."

It is interesting to note that although the surveyed law
enforcement officers did not perceive private security as com-
peting with them or purporting to offer services equal to the
police, the second most frequently mentioned reason for ob-
taining security employment was because the respondents en-
joyed "any type of police work." However, less than 10% said
they sought security employment because they were unable to
obtain police employment. This statistic further substan-
tiates the hypothesis that law enforcement and private secu-

rity draw from separate labor pools. Additional support is
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offered by the finding that 28% of the contract security
employees sought security employment because they were unem-
ployed and were unable to obtain any other work. Similarly,
Shearing and Stenning found that 29% of the contract guards
stated that the job of security guard was the best they could
find.

Shearing and Stenning reported that about 75% of contract
guards were looking for ancther job. In the Hallcrest site
surveys, only 32% reported looking for another job, and about
half of those were seeking employment with another contract
security firm. Just over 50% of the contract security em-
ployees planned to stay in their present job until a better
job became available, until they were laid off, or else they
did not know how long they would stay. 1In contrast, nearly
50% of the proprietary security workers intended to stay in
their present job until retirement. Proprietary security
employees apparently perceive a career path leading from their
present positions, but there is considerable career uncer-
tainty on the part of contract security employees.

Despite differences in anticipated length of employment,
about 80% of both contract and proprietary security employees
are satisfied with security work. The distribution of re-
sponses for law enforcement officers in both sites on job
satisfaction is very similar, although police officers report

a slightly higher level of job satisfaction than security em-

ployees.
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7.4 SECURITY ACTIVITIES

Security employees were asked to rate, on a scale of
highest to lowest, the priority of various security activities
Performed for their company or for the client company to which
they are currently assigned. Both proprietary and contract
Security employees have strong agreement on the highest pri-
orities for security functions and activities., The first five
rank-ordered activites are the same: (1) protection of lives
and property, (2) crime prevention, (3) fire prevention, (4)
loss prevention, and (5) access control. The ranking of these
activities is similar to that of security managers in the
national surveys (see Table 9-3). Law enforcement officers in
the study sites accurately perceived these priorities, rating
all but fire prevention as the five highest ranking activities
for private security. The police officers also rated the
importance of a similar set of activities to their work.
Police officers and security employees agree that "protection
of life and property" is the highest priority; but police then
rate arrest and prosecution of criminal suspects, investiga-
tion of criminal incidents, and maintaining public order ahead
of crime prevention. This crime-control orientation is not
shared by security employees, who place a higher priority on
crime, fire and loss prevention--clearly a preventive orienta-
tion,

Four observations can be made about the rating of

functions/activities by operational security personnel in the

study sites. First, security employees overall have the same
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perspective as security managers on security functions and
activities. There is no distinctly "operational" perspective
of private security activities, except in a few cases where it
is to be expected--e.g., CCTV console operators rating em-
ployee identification and access control as the highest pri-
orities. Second, although there is some variation among dif-
ferent business types, there is clearly a consensus on the
preventive orientation of private security. Third, despite
stereotypes of contract security guards as "rent-a-cops”
trying to perform police functions, only contract guard super-
visors ahd alarm runners view criminal investigation (i.e.,
investigation of incidents on the client's property) as a high
priority. On the other hand, ratings of store detectives and
investigators, bank investigators and other proprietary in-
vestigative staff closely resemble the crime-control orienta-
tion of law enforcement executives in the national survey.
Fourth, there appears to be no clear division of tasks between
contract and proprietary security officers. A consensus was
obtained in the manufacturing industry among proprietary and
contract security officers on both job functions and the most
frequent tasks performed. This suggests fairly standardized
functions and tasks in industry which are performed by both
contract and proprietary security personnel.

Upon reviewing contract security guards' tasks and activi-
ties, Shearing and Stenning reported that protection of prop-
erty is the "central core" for security guards. The same

emphasis appears in the site surveys of proprietary security
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guards. Contract and proprietary security guards spend a
large portion of their time patrolling on foot both indoors
and outside checking locks and gates and watching for fire
hazards. Occasionally, security guards report responding to
alarms, inspecting equipment, using punch clock stations dur~
ing patrols, and performing some non-security tasks such as
shipping and receiving duties. Shearing and Stenning note
that although foot patrol was once the "mainstay of the police
role," it is now "almost the exclusive preserve of private
security."7 Often, stationary guards screen visitors, give
information, and answer telephones. Proprietary guards also
report frequent monitoring of consoles (CCTV, alarm and access
control monitors), surveillance and search of employees. The
najority of contract guards report that they do not monitor a
console and that they never have occasion to search employees,
even though a high number of contract guard respondents are in
manufac¢turing assignments, In addition to the verbal communi-
cation skills required in guard work, 75% of contract and
proprietary guards are frequently involved in report writing,
for which written communication skills are needed.

The most frequent security problem encountered by guards
is carelessness (unlocked doors, etc.fﬂfollowed by tres-
passing, fire hazards, vandalism, disturbances and fire
alarms. Proprietary security officers also report occasional
response to burglar alarms, employee and external theft, and
breaches of company regulations. Very little of the contract

security officer's workload involves crime-related incidents,
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other than trespassers, vandals, and participants in distur-
bances. Based upén this self-reporting of tasks and security
incidents, private security officers perform very few of the
common activities of police officers. Most private security
officers are directly involved in protecting assets and pre-
venting losses, and a criminal incident is just one of several
potential threats, With the exception of retail settings and
industrial plants which require screening of visitors, only
occasional interaction with the general public is reported.
Both proprietary and contractual security employees were
asked to rank the importance of several factors that influence
their handling of Seéurity incidents. The type and serious-
ness of the incident has as great or greater an influence on
security personnel than company or client instructions. (Due
to the small sample sizes, the absolute differences in rank
order were not statistically significant.) 1In some respects,
this is not unlike field policing situations with the inherent
difficulty of writing tightly prescribed general orders and
operating procedures to cover a wide variety of incidents. 1In
the end, individual officers rely very heavily on their own
common sense, experience, communication and mediation skills--
"street sense." One security guard stated in the site survey:
"I decide priorities based on the type or seriousness of the
problem unless otherwise instructed by my supervisor.," There
is nearly an equal division between contract guards supervised

by a company superior and those supervised by both a company

supervisor and a client supervisor. 1In Chapter 5, we noted
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that supervision is an essential element for a successful con-
tract security firm, yet the majority of contract security
guards in the site surveys reported seeing or talking to their
supervisors only once or twice a week or only "when neces-
sary." Proprietary security personnel, on the other hand,
report more frequent supervisory contact (once or more per
shift); but they rated the supervisor as less influential in
resolving security incidents than the type and seriousness of
the incident.

About 50% of the proprietary security respondents were
primarily engaged in investigative activities. In addition
to the investigative activities of retail security agents, the
investigators sampled include those employed in banking, manu-
facturing and utilities. Consistent with the greater inci-
dence of internal than external crime discussed in Chapter 3,
internal investigations were the most frequently reported
investigative task. Investigators spend most of their time
interviewing witnesses, questioning suspects, and preparing
reports for litigation. Only retail and bank investigators
reported frequently presenting evidence and exhibits in court.
This tends to support the discussion in Chapter 3 of the
emphasis placed on noncriminal-justice resolution of many
c¢riminal incidents through the "private justice" system. Both
manufacturing and retailing report frequent use of surveil-
lance and undercover work, although retailing reports three
times as much as manufacturing.

Investigators may audit secu-

rity procedures in manufacturing, retailing and banking, but
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such audits are most often found in retailing (e.qg., cashier
integrity checks).

Again, consistent with the reported incidence of business
crime in Chapter 3, the most frequently reported type of in-
vestigation for all surveyed investigators is employee theft.
The most frequently reported types of investigations reported
by investigators in major business sectors are:

e Manufacturing - employee theft, safety violations,
vandalism;

e Banking - fraud (check/credit card), employee theft,
embezzlement, integrity checks;

® Retailing - employee theft, fraud (check/credit
card) ,shoplifting, integrity checks, safety viola-
tions.
Although most investigators report little if any involve-
ment in insurance claim and workman's compensation investiga-

tions, both retail and industrial investigators spend a sig-

nificant amount of time on safety violations.

7.5 DETENTION, ARREST AND USE OF FORCE

In Chapter 6, we discussed the infrequent detentions and
use of force reported by contract security personnel in the
site surveys, as well as the general discouragement of these
practices by contract security company policies. For proprie-
tary security employees, both the incidence and company expec-
tations of use of detention, arrest and force is consistently
higher for all circumstances than that reported by contract

security officers (see Table 7-1 and 7-2). Similarly, the
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TABLE 7-1
DETENTION, SEARCH AND ARREST

REPORTED BY PRIVATE SECURITY EMPLOYEES

(N = 110) (N 78)

Use of Incidence Proprietary Contractual

Have found it necessary to detain

someone 84% 50% guard
87% alarm
Expectations of Use (for criminal suspects)
Detention 55% 50%
Search 46% 21%
Arrest ' 65% 26%

Site Surveys of Security Employees, Baltimore County,
Maryland and Multnomah County (Portland), Oregon
metropolitan areas, Hallcrest Systems, Inc,, 1982

SOURCE:
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TABLE 7-2
USE OF FORCE REPORTED

BY PRIVATE SECURITY EMPLOYEES

(N - 110) (N = 78)
Incidence of Use Proprietary Contractual
Guard Alarm
In self-defense 54% 13% 53%
Evict a trespasser 39% 15% 12%
Deal with vandalism 18% 108 44%
Prevent an assault 39% 8% 27%
Carry out a lawful search 37% 6% 31%
Detain someone 47% 12% 50%
Arrest someone 56% 4% 46%
Expectations of Use Proprietary Contractual
Protect yourself 96% 92%
Protect company property 43% 28%
Detain someone 40% 18%
Arrest someone 51% 9%
Search someone 6%

SOURCE: Site Surveys of Security Employees, Baltimore County,

Maryland and Multnomah County (Portland), Oregon

metropolitan areas, Hallcrest Systems, Inc., 1982

actual use of detention and force is significantly higher for
alarm response personnel than for contract guards. Only 50%
of the contract guards reported making a detention in any
security assignment, while over 80% of alarm runners and
proprietary guards reported detentions. Approximately half of
both proprietary guards and alarm runners also reported using
force in sélf—defense or to detain or arrest someone. Thus,
greater expectations are placed on proprietary security per-
sonnel to use force when appropriate. However, the distri-
bution of the sample is influenced heavily by the large number
of retail security employees and security officers in Balti-
more County who have special police officer status and there-
fore full police powers when effecting a legal detention or
arrest.

The observations which follow are based on site interviews
and on the site survey data, which include self-reporting of
detention, arrest, use of force, and type of security inci-
dents. The contract guard survey data closely paralleled the
data of Shearing and Stenning for 10,000 contract security
guards in Canada. First, less abuse and fewer opportunities
for abuse occur than the stereotype of security officers and
media coverage portray, especially for contract security
guards. Except for contract guards in retail settings, shop-
ping malls, and public events, there is very little interac-

tion by contract’security personnel with the general public.
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As with proprietary security personnel, the majority of con-
tract security guards are located in manufacturing or indus-
trial settings. Alarm runners responding to the scene of
activated alarms were the only contract employees who had
frequent occasion to effect detentions and arrests.

Second, the security company and client policies appear to
discourage security employee detentions, searches, and use of
force in most situations. The only exceptions are retailers
in both sites and defense contractors in the Baltimore area
sample whose security personnel have special police officer
status. Company/client instructions and the type and serious-
ness of the security incident equally influenced contract
employees in detentions, searches, and use of force. The
influence of client instructions suggests that much of the
potential for abusive behavior by guards may be controlled in
the realm of contract law, i.e., the security company and
client agreement. To this extent, the marketplace is a regu-
lator of good security employee practices, since another secu-
rity firm can be hired if the contract is not fulfilled to the
satisfaction of the client. Although this does not provide
recourse for an aggrieved party, in industrial settings the
client's employees are most likely to be those affected by
abuse of authority, not the general public.

Third, despite the lack of security guard knowledge of
legal authority found in both the Rand and Shearing and
Stenning studies, the latter study and the Hallcrest site data

suggest that only rudimentary legal training is required for

security personnel. There is relatively little direct public
contact and interaction as measured by the security personnel
self-reporting of tasks performed, incident types encountered,
actual detentions, and use of force., Notwithstanding the
issue of amount of training, the data similarly suggest that
the "serious potential™ problem of abuse of authority noted in
the Rand report is offset somewhat by the infrequent oppor-
tunities for public interaction with most guards. Some pro-
ponents of security training suggest extensive legal training,
but on the basis of both interviews and the employee site
surveys, Hallcrest feels that it would not be necessary for
certain security assignments. Many fixed security posts have
very narrowly defined, unique tasks that can be learned
through a few hours of on-the-job training, and days or many
hours of legal training would be superfluous go the required
tasks.

Fourth, some minimum level of legal training should be
provided for all security employees. Although the self-
reporting of tasks and incidents clearly reflect a nonpolice
orientation, the second most frequently mentioned reason for
accepting security employment is liking "any kind of police
work." Security personnel should be clear on the limitations
of their authority. Shearing and Stenning's confirmation of
the Rand data nearly a decade later provides "persuasive evi-

dence that many security agents do not have even an elementary

8

knowledge of even the most basic legal categories." These

researchers report thac lack of knowledge was demonstrated on
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both legal status of the security guard and on the definition
of criminal acts and his/her legally permissible responses to
them. In the Hallcrest site surveys, 64% of contract security
employees unde:stood the general scope of their legal powers,
stating thay they had the same power as a private citizen;
about 36% correctly stated that they have the same legal
powers as those of the owner of the property while they are on
duty. However, 13% stated that they have greater powers than
a private citizen if they are on duty in uniform, even though
neither site has provisions for contract security personnel to
have special police powers.

The most disturbing aspect of Shearing and Stenning's data
is that the offenses most often misidentified or miscate-
gorized by security personnel are the ones identified as
relating to security work in both their sample and the Hall-
crest sample of security incidents encountered, i.e., tres-
passing, drunks on company property and disturbances. It is
the order maintenance situation (drunks, disorderly persons,
disturbances) that most frequently results in contact between
law enforcement and private security personnel, according to
law enforcement officers in the site surveys. One-half of the
law enforcement officers in the sites reported that they were
either personally involved or had witnessed private security
employees exceeding their authority in handling an incident.,
The most frequent types of incidents identified were: im-
proper arrests, excessive physical force, attempting traffic

arrests, and improper stop, interrogation and search. Since
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knowledge of legal status has a bearing on most of these
incidents, their occurrence could be minimized by providing

all security personnel with a minimum level ¢f legal training.

7.6 ARMED SECURITY PERSONNEL

In both the national survey of contract security managers
and the survey of national and regional security executives,
respondents indicated that less than 10% of their personnel
were armed. Table 7-3 displays the responses of security
employees in the site surveys. The majority of contract
supervisors and about 23% of guards have carried a firearm in
some assignment, but only 40% of supervisors and less than 10%
of guards carry a firearm in their present assignment. Yet,
less than 20% of both guards and their supervisors saw any
need to carry a firearm in their present assignment. The fact
that more supervisors than guards carry firearms may indicate,
in part, accommodation of client demands for firearms. As
noted in Chapter 5, nearly 50% of the contract seiurity firms
reported an increase in client requests for firearms in the
past five years. At the same time, other data indicate that
company policies have decreased the use of firearms, and
discouraged client requests for armed gurads.

In contrast, to the foregoing statistics, 86% of alarm
company runners carry firearms in their present assignment and
feel that they are necessary. Alarm runners respond to acti-

vated burglar and/or holdup alarms and, as reported earlier,

have a higher rate of detention, search, arrest and potential
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TABLE 7-3
CARRYING AND USE OF FIREARMS

REPORTED BY PRIVATE SECURITY EMPLOYEES

(N = 110) (N = 78)
Carry a Firearm Proprietary Contractual
Guard Supervisor Alarm
Any assignment 41% 23% 60% 86%
Present assignment 31% 8% 40% 86%

Guard/Supervisor

Any assignment 39% 11% 75%

Use of Firearm (armed personnel)

Necessity for Firearm

Present assignment 33% 19% B6%

SOURCE: Site Surveys of Security Employees, Baltimore County,
Maryland and Multnomah County (portland), Oregon
metropolitan areas, Hallcrest Systems, Inc., 1982
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ror use of force. For contract employees, then, it appears
that firearms are most frequently carried by armored car per-
sonnel, security supervisors, and alarm runners. The often
expressed concerns of law enforcement about the number of
armed "quards"®™ does not always distinguish between types of
contract security personnel; yet, of all groups of uniformed
security personnel, guarde (those who actually perform guard
duties) are the least often armed.

In the Baltimore area site, firearms are carried by twice
as many proprietary security officers (51%) than by contract
security gquards. In the Portland/Multnomah County site, how-
ever, the opposite occurs: twice as many contract guards
reported carrying firearms. Two factors may explain this dif-
ference., Maryland licensing regulations for contract guards
require a permit for armed security personnel, neither the
State of Oregon nor Multnomah County have any licensing or
firearms requirements., In addition, the Baltimore sample
includes defense contractors, high-technology manufacturing
firms and a major utility, some of which have requirements to
provide armed security personnel (e.g,, Nuclear Regulatory
Commission). Although the sample sizes are too small to draw
any universal conclusions, it would be valuakle to test the
hypothesis that licensing and regulation discourages the use
of firearms by contract security companies. Overall, 31% of
proprietary security officers in the sites carry firearms in
their present assignments. This contrasts sharply with the

national survey, in which the majority of security managers
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reported that none of their personnel carry firearms, and 73%
reported that they arm less than 10% of their personnel.
However, 33% of the national proprietary survey sample were
from retailing, lodging, and health care organizations where
the incidence of firearms carrying would likely be minimal.

The proportions of contract security personnel carrying
firearms in both the Hallcrest national survey of security
managers and site sﬁrveys of employees are consistent with the
findings of Shearing and Stenning in Canada, where only 4% of
10,000 contract guards reported carrying a firearm. Ten years
earlier in the Rand report, over 50% of both contract and
proprietary guards reported carrying a firearm at least 25% of
the time. In the Rand sample, twice as many guards said that
firearms were necessary for their assignments (66%), than the
in-houzc guards in the Hallcrest site surveys and the contract
guards in Shearing and Stenning's study (33%). Contract
guards in the sites were even less favqrably disposed to
carrying firearms, and 60% reported carrying no other protec-
tive equipment.

The evidence provided by these data, the literature re-
view, and field interviews reveals a dramatic decrease in the
carrying of firearms by contract security personnel in the ten
years since the Rand report. It is more difficult to assess
the status of proprietary security, however, because both the
Rand proprietary sample and the Hallcrest proprietary sample
are biased toward environments where firearms are more likely

to be carried. Also, the Hallcrest national survey returns
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could be slightly biased toward environments where firearms
are less likely to be carried. In general, the national
survey data and field interviews reflect a lower incidence of
armed proprietary security personnel as well.

One inescapable fact is that firearms tend to be used when
they are carried. For proprietary security and alarm per-
sonnel, the percentages were nearly the same for those who
reported ever having carrjied = gun on any security assignment
and those who reported using a firearm on a security assign-
ment, Similar figures were reported by the 10,000 contract
guards in Ontario, Canada, but slightly lower levels of use
were reported in the Hallcrest site survey of contract guards.
In addition, it can be concluded that those who carry firearms
generally feel that their jobs require them, since about the
same proportion of security employees reported carrying and
needing a firearm. Fewer contract guards, again, reported
needing a firearm in their present assignment than were pres-
ently carrying a firearm. Overall, the potential for firearms
abuse seems to be greater in proprietary security, because of
the larger number of firearms and more opportunities for
exposure, notwithstanding the amount and quality of training.
Before any firm conclusions could be drawn, as to the greater
firearms abuse potential, a much larger sample of both con-
tract and proprietary security would have to be drawn irom
similar distributions of work environments.

In the Hallcrest national surveys, approximately 50% of

the proprietary security managers reported more than 40 hours
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each of classroom and on-the-job training for armed security
personnel. Forty-seven percent of contract security managers
reported less than 16 hours of classroom training for their
armed security personnel--this includes not only firearms in-
struction, but all training provided for armed security per-
sonnel. Both contract and proprietary managers reported a
median of about eight hours' instruction on legal and policy
restraints in the use of firearms. However, the survey of na-
tional and regional security executives and the site surveys
suggest that the entire firearms training for armed security
personnel probably does not exceed eight hours. The national
and regional security companies report a median of 12 hours of
pre-assignment classroom training for armed personnel. In the
site surveys, about 50% of both proprietary and contract se~-
curity personnel carrying firearms reported receiving fewer
than eight hours of training from their companies. Thé aver-
age number of training hours reported by security employees is
12 hours for proprietary and 8 hours for contract, respec-
tively (see Table 7~4). The proprietary distribution was
skewed by special police officers in one Baltimore company,
who were trained at a police academy; the contractual distri-
bution is skewed by alarm runners, who most frequently re-
ported receiving more than 40 hours of firearms training. If
both of these subsets are controlled in the samples, then over
50% of the armed security personnel in both sites reported
receiving less than four hours of firearms training from their

companies., A similar discrepancy in the number of hours of
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TABLE 7-4
FIREARMS TRAINING
REPORTED BY ARMED PRIVATE SECURITY OFFICERS

(N = 110) (N

78)
PROPRIETARY CONTRACTUAL

5ource

Trained by Company 45% 56%
Trained by Military 36% 65%
Trained by Public Police 36% 23%
Self-taught 20% 39%

Amount Provided by Company

Avegage 16.7 hrs 12.7 hrs
Median 12.0 hrs 8.0 hrs

Perceived Adequacy

Very good 48% 43%
Adequate 36% 28%
Not enough % 32%
SOURCE: Site Surveys of Security Employees, Baltimore County,

Marylanq and Multnomah County (Portland), Oregon
metropolitan areas, Hallcrest Systems, Inc., 1982
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training reported by companies and that reported by employees
was also noted in Shearing and Stenning's study.

The low levels of company training in the site data do not
necessarily indicate a lack of firearms instruction, since
many contract and proprietary personnel reported being trained
with firearms in the military or by the public police. 1In the
site data; "public police" training does not distinguish be-
tween training from prior law enforcement experience and
actual firearms instruction provided for security personnel.
Just under 50% of both proprietary and contract personnel
thought that their firearms training was very good, but about
33% of contract personnel did not think they had enough fire-
arms training. It is interesting to note that half of the
alarm personnel did not think they had sufficient firearms
training, even though the majority of them reported more than
40 hours.

There are two disturbing aspects to the site survey data
on firearms training. The.first relates to the quality of the
training: it seems that much of the firearms training merely
treats the mechanical aspects of firing a gun and weapon
safety and does not focus on situations which could be en-
countered in actual assignments. The far lower median levels
of training reported by employees than by managers suggest a
certain hesitance by security managers to report actual
amounts of training--perhaps partly because they recognize its
inadequacy. The national and regional security executives

candidly reported 12 hours of "classrcom" preparation of armed
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personnel, which could exclude some firearms range training,
but would still leave little time for discussion of legal and
policy restraints of firearms use. As reported in Chapter 5,
the Private Security Task Force Standard 2.6 called for 24
hours of firearms training prior to assignment, or evidence of
competence. Of the 24 hours, 3 are to be a discussion of
legal and policy restraints in firearms. Some of the military
and public police firearms training reported by employees
could be relatively recent experience, but without routine
firearms qualification, the benefits of this training will
diminish,

The second disturbing aspect of firearms training is that
40% of contract personnel report being "self-taught" in the
use of firearms. Without negating the general firearms and
safety experiences of hunting and gun clubs, it can be said
that such experience is hardly relevant to the actual field
situations to‘Ee encountered by security personnel. For the
protection of the general public, the PSTF standard seems
entirely reasonable, yet only 13 states require training for
armed security personnel and only 4 of these meet the PSTF
standard. In the absence of required training for armed
guards, contract security companies apparently have not taken
the initiative to provide adequate, verifiable levels of fire-

arms training.
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7.7 TRAINING

The Rand report found that only 35% of proprietary and
contract guards in their sample were given pre-assignment
training by their companies. Five years later, Shearing and
Stenning found that 59% of the contract guards in Ontario,
Canada, had completed a day or less of pre—assignment training
at their companies. Contract agency managers tended to report
more training of their employees than the employees themseives
reported in interviews. Shearing and Stenning speculated that
the most important objective of security guard agencies in
training their personnel was:

to ensure that guards know what they are to
do when they get to the job and further
that they know how to provige a written
report on what they have done.

This observation was based on the emphasis of "on-the-job"
training, most frequently accomplished through the use of
"post orders"--Shearing and Stenning included "post orders" as
a training subject. In the Hallcrest site surveys, the ma-
jority of security guards had completed some pr¢—assignment
training, but 40% of all contract employees had completed only
on-the-job training. The lack of pre-assignment training was
especially noticeable for contract guards (60% reported no
pre—assignment training) and for alarm runners (50% or more in
each site reported only on-the-job training).

In the national surveys, contract and proprietary security

managers were asked to list the range of both classroom and
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on~the-job training provided to four types of security per-
sonnel: wuniformed, armed, supervisory and other security
personnel, In Table 7-5 and 7-6, the distribution of re-
sponses for training hours is similar for supervisory and
other security personnel (usually investigators), but proprie-
tary security managers reported that their uniformed and armed
security personnel received more training than contractual
employees. 1In comparing the responses of security managers in
Table 7-7 with the responses of security employees in the site
Surveys, nearly opposite distributions were obtained for pre-
assignment and on-the-job training of contract gquards. About
60% of contract security managers stated that their uniformed
employees received less than eight hours' pre-assignment
training, and 60% of contract employees who received training
stated that it was more than eight hours. 1In the survey of
national and regional executives, a median of four hours of
guard pre-assignment training was reported.

The Private Security Task Force (Standard 2.5) recommended
that contract security personnel complete a minimum of eight
hours of formal pre-assignment training, as well as a basic
training course of at least 32 hours within 3 months of as-
signment. A maximum of 16 of the 32 hours could be supervised
on-the-job training. Based upon site and other field inter-
views, the majority of uniformed guards apparently receive
training closer to the four hours reported by the national and
regional security executives. For many assignments, espe-

cially those with limited public interaction, the training
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TABLE 7-5

TABLE 7-6
SECURITY EMPLOYEE PRE-ASSIGNMENT CLASSROOM TRAINING

SECURITY EMPLOYEE ON-TEE-JOB TRAINING
REPORTED BY SECURITY MANAGERS

REPORTED BY SECURITY MANAGERS
HOURS OF TRAINING

HOURS OF TRAINING
1-4 5-8 9-16 17-24 25-40 40+
Type of Personnel Type of Personnel 1-4 5-8 9-16 17-24 25-40 40+
UNIFORMED (unarmed) 174 b UNIFORMED (unarmed)
3 21% 15% 14% 10% 15%
gggﬁ;iii;{ 388 21%  12% 7% 9% 143 Proprietary 7% 13%  17%  13% 15% 36%
Contractual 14% 19% 16% 9% 14% 29%
ARMED B ARMED
; 8% 9%  11% 7% 16% 49% \
ggﬁﬁi;iﬁﬁ;{ 9% 19% 19% 10% 16% 27% : Proprietary 3% 10% 13% 12% 17% 44%
i Contractual 8% 14% 18% 12% 13% 34%
SUPERVISORY . s | e SUPERVISORS
; 9% 7% 9% 7% j
ggggigiii;{ 3% 9% 7% 8% 10% 63% ,i Proprietary 4% 7% 9% 11% 17% 53%
' i f Contractual 5% 7% 8% 9% 10% 61%
OTHER | i OTHER
i ! Y
i 16% 13% 11% 7% 13% 41% ; Proprietary 8% 9% 12% 11% 15% 44%
géﬁﬁiiiiiéi 17% 17% 14% 8% 15% 28% | , Contractual 10% 12% 13% 10% 11% 44%
T N = 676 Proprietary
= rietar
N 676 Propri Y z N - 545 Contractual
N = 545 Contractual ;
; g
. : 1 Secu- b
: tional Survey of Proprietary and Contractua 1 .
SOURCE f?t; Managers,yaallcrest Systems, Inc., 198l. : SOURCE: National Survey of Proprietary and Contractual Secu-
i rity Managers, Hallcrest Systems, Inc., 1981.
: g
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TABLE 7-7
COMPARISON OF SECURITY TRAINING HOURS
REPORTED BY MANAGERS AND EMPLOYEES

MANAGERS , EMPLOYEES

Type of Training National Surveys(N=) Site Surveys (N=)
PRE-ASSIGNMENT .

Proprietary 60% 24 hrs(646) 60% 24 hrs(110)

Contractual 59% 8 hrs(545) 60% 8 hrs(78)
ON-THE~JOB

Proprietary 36% 40 hrs(646) 54% 8C hrs(110)

Contractual 52% 16 hrs(545) 56% 16 hrs(78)
SOURCE: National Survey of Proprietary and Contractual Secur~-

ity Managers, (1981); Site Surveys of Security Em-
ployees, Baltimore County, Maryland and Multnomah
County (Portland), Oregon metropolitan areas, (1982);
Hallcrest Systems, Inc.

7-41

Bacnne:

e SEORR S F

RTINS

)

T

7ot AR

=

S AT

9

cially those with limited public interaction, the training

emphasis is on the pafticulars of duty assignments: the
equipment used, patrol tours and activities, emergency notifi-
cation procedures, and so forth. This preparation‘is best
accomplished through on-the~job training, since every assign-
ment has its unique iequirements. As one contract guard in
the site surveys stated: "My training came out of the post
orders on the post from my supervisor." For most companies,
the four-hour block of instruction, recommended in the PSTF
standard, that covers emergencies and general duties is
covered at the client's site rather than in the classoom (see
Table 7-8).

The distribution of responses for proprietary managers and

| employees was very similar, with 60% of each group reporting

more than 24 hours of pre-assignment training., Proprietary
employees reported higher levels of on-the-job training, but
this may have been influenced by the sample bias resulting
from a high proportion of defense contractors and utilities,
where high levels of on~the-job training were reported. 1In
comparing all proprietary employees and contract guards in\the

sites, proprietaky employees reported three times greater pre-

assignment training and five times greater on-the-job training

than contract guards. Although the reported training levels
are higher for proprietary than contfact guards, it does not
necessarily mean that the quality of personnel or performance
is substantially different. fhe similarity in background

characteristics reported earlier in the site surveys suggest

j
Vi
7

7
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TABLE 7-8
PRIVATE SECURITY TASK FORCE
MODEL PRE-ASSIGNMENT GUARD TRAINING PROGRAM

Section I - Orientation (2 hours)

What is security?

Public relations

Deportment

Appearance

Maintenance and safeguarding of uniforms
and/or equipment

Note taking/Reporting \

Role of public law enforcement

Section IX - Legal Powers & Limitations (2 hours)

e Prevention versus apprehension
e Use of force

@ Search and seizure

e Arrest powers

Section III - Handling Emergencies (2 hours)
® Procedures for bomb threats

® Procedures during fires, explosions,
flocds, riots, and so forth '

Section IV - General Duties (2hours)

e Patrol
e Fire prevention and control
o Safety

TOTAL 8 HOURS
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from a similar labor pool. (A tendencf of contractual secu-
rity £irm managers to direct the surveys to their "sharper”
employees may have introduced sampling bias which would not

make baCkground characteristics--e.g., education levels--

. representative of the larger population).

For contract security firms, training prior to actual
assignment is almost always an overhead expense for the secu-
rity company. With many contract firms operating on a 2% to
5% profit margin, increasing the amount of pre—aSSignment
training could have an impact on profitability. It is advan-
tagébus for the ;ontract company, then, to pass on as much
training as possible to the client's job site. Proprietary
security on the other hand, can afford to have more training
for their security personnel, and this is one of 'the distinct
advantages of maintaining a preprietary security force. 1In
the traditional sense, proprietary security operations are not
viewed as profit centers in the corporation, and security
guard wages are paid regardleés:of whether they are in the
classroom for trafﬁing or on their assignments, Similarly,
with on-the-job training, proprietary security managers can
arbitrarily designate any initial period of time as on-~the-job
training, whereas the contract security firm musg begin per-
forming to the expectations of the client once on-the-job
training of contract personnel has been completed.

Greater levels of tfi%ning were regortéﬁ by both proprie-
tary and’contract securiéy supervisors, and their reported
levels of training were generally in agreement with those

@
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&ptovided by security managers and by national and regional

gsecurity executives. The majority of security supervisors
‘receive ohe week or moié‘of pre~as§39nment training and a
comparable amount of on-the-job training. Just over 50% of
contract employees reported that they were trained for secu-
rity work by supervisors, but they were just as likely to be
trained by their fellow workers (47%).

Proprictary employees reported that fellow workers and
supervisors conducted most of their training for security
work, but a nearly equal number of employezes reported that
most of their training came from previous law enforcement
experience, Twice as many proprietary employees as contract
reported that prior law enforcement experience provided most
of their training for security work, suggesting that more
proprietary security employees have law enforcement back-
grounds. The proprietary sample, however, includes investiga-
tive positions, for which law enforcement backgrounds are
common, The proprietary security employees also reported
greater opportunities for additional training: their com-
panies offered expanded training for 58% of proprietary em-
ployees in the sites, and about 25% of them alsoc had addi-
tional training available at community colleges, The majority
of contract employees, however, s