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REASONABLE EXPECTATION

OF PRIVACY,

HE

EMPLOYEE-INFORMANT,
AND DOCUMENT

SEIZURES
CONCLUSION)

By

MICHAEL CALLAHAN
Special Agent

Legal Counsel Division
FBI Academy

Federal Bureau of Investigation
Quantico, Va.

Law enforcement officers of other
than Federal jurisdiction who are
interested in any legal issue discussed
in this article should consult their legal
adviser. Some police procedures ruled
permissible under Federal
constitutional law are of questionable
legality under State law or are not
permitted at all.
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Part one of this article proposed a
hypothetical situation in which an em-
ployee, identified as B, acting as a
police informant, turned over to police
incriminating records which belonged
to A, her employer. Part one concluded
that such conduct was lawful in that A
gave B access to and control over the
records by virtue of her employment
duties. Since A voluntarily exposed
criminal conduct to B in the form of
documents, A retained no reasonable
expectation of privacy in the records
with respect to B. A was held to have
misplaced his trust in B and to have
assumed the risk that B might provide
the records to the police. Inasmuch as
A lacked a reasonable expectation of
privacy, no search took place, and the
fourth amendment was not implicated
by B's conduct.

Search By Consent

A footnote in United States v.
Ziperstein suggests that an alternative
argument can be made by the Govern-
ment under circumstances wherein an
employee-informant had access to and
control over certain incriminating docu-
ments. In such cases, if a court were to
reject the absence of reasonable ex-
pectation of privacy analysis set forth
in part one of this article and character-

ize the employee’s conduct as a
search, the Government could argue
that the employee-informant had the
authority to consent to a search and
seizure of the materials. Specifically,
the seventh circuit in Zjperstein stated:
“We also note that the government's
use of this evidence can be justified
under the Fourth Amendment on a
consent theory.” 25 The circuit court
cited the U.S. Supreme Court’s obinion
in United States v. Matlock?6 as au-
thority for the proposition that employ-
ees, like the pharmacist in Zjperstein,
possess sufficient control over items
relating to their employment to consent
to their search.

In Matlock, the defendant was ar-
rested by local police for robbery of a
federally insured bank. The police ob-
tained consent from the defendant's
girlfriend to search a room he shared
with her. The district court suppressed
the evidence, holding that the Govern-
ment could not produce sufficient ad-
missible testimony that Matlock’s
paramour had actual authority to con-
sent to the search. A Federal appeliate
court affirmed, and the Government
appealed. The Supreme Court deter-
mined that the issue in the case was
whether the evidence presented by the
United States was legally sufficient for
the Court to conclude that the police
obtained from a third party voluntary
consent to search. The Court observed
that the Government is not limited to
proving consent to search was ob-
tained from the defendant, but may
show such consent was received from
a third party who possessed common
authority or other sufficient relationship
to the area or things searched. In a
footnote, the Court defined common
authority as:
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. . mutual use of the property by
persons generally having joint
access or control for most purposes,
so that it is reasonable to recognize
that any of the co-inhabitants has
the right to permit the inspection in
his own right and that the others
have assumed the risk that one of
their number might permit the
common area to be searched.” 27

The Court found there was ample fac-
tual basis for the police to conclude
that the defendant’s girlfriend had
common authority over the room she
shared with the defendant, which gave
her the ability to consent. She told the
police she shared the room with the
defendant and led the officers to the
room, shared a dresser in the room
with him, and identified clothing inside
the room as hers. The decisions of the
lower courts were reversed.

The rationale of Matlock was ap-
plied in the employer-employee con-
text by the Supreme Judicial Court of
Massachusetts in Commonwealth v.
Grasso.2® Grasso was suspected of
selling untaxed cigarettes in his store.
State authorities went to the store in an
effort to confirm these suspicions. A
clerk who was in control of the entire
store permitted the officers to conduct
a search after they informed him of the
purpose of their visit. Untaxed ciga-
rettes were discovered behind the
store’s counter which could not be
seen from the public area of the store.
Grasso was convicted of possession of
untaxed cigarettes and appealed. The
court affirmed the conviction and found
that the store clerk had sufficient au-
thority to consent to the search. The
court explained that the items seized
were located in an area accessible to
the clerk and under his control.

Third party consent, obtained from
one having common authority to fur-
nish it, has been used in several cases
to justify the Government’s coming into
possession of incriminating records. in
United States v. Anlonelli Fireworks
Co.,28 Antonelli, president of the corpo-
ration, was convicted of fraud in a U.S.
district court. On appeal, he claimed
that certain corporate records turned
over to the FBI by the corporation’s
office manager, Simon, and later of-
fered in evidence, should have been
suppressed, since Simon was not in a
position to consent on behalf of the
corporation. The appellate court af-

- firmed Antonelli’'s conviction, holding

that the office manager was in sole
control of the office and the records
and clearly had the right to turn the
records over to the FBI.

In United States v. Curtis,3° a cor-
porate office manager was held to
have sufficient authority to allow State
officials to examine and take with them
corporate records which were ultimate-
ly instrumental in the conviction of a
high-level company officer for mail
fraud.

A more recent Federal decision is
also instructive on this point. In United
States v. Allison3! FBl Agents ap-
peared at the offices of the Laborers
International Union of North America,
Local 1282, and were allowed to take
with them certain union records which
incriminated Allison, a union officer.
The district court ordered the records
suppressed, holding that Greer, the
union's secretary-treasurer and re-
cords custodian, did not voluntarily
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“An employee-informant must have access to and control
over the records and the place from which they are obtained
in order to turn them over lawfully to the Government under
either an absence of a reasonable expectation of privacy
rationale or a consent theory.”

consent to the Government's taking of
the records. On appeal, the order was
reversed. The appellate court deter-
mined that the search was conducted
on the authority of the consenting par-
ty, Greer, who was the person with
legal custody of the records.

In the hypothetical situation, it
seems clear that B, the employee,
could lawfully turn over to police the
documents which incriminate A, the
employer, either because A has no
expectation of privacy in the docu-
ments with respect to B or because B
has sufficient common authority over
the documents and the place they are
stored to voluntarily consent to their
search or seizure by the Government.

Access and Control Critical

An employee-informant must have
access to and control over the records
and the place from which they are
obtained in order to turn them over
lawfully to the Government under ei-
ther an absence of a reasonable ex-
pectation of privacy rationale or a
consent theory. Suppose, for example,
that the records are kept in a locked
safe in A’s office and B has accass to
and control over them only during nor-
mal business hours. Suppose further
that B enters A’s office after business
hours and by means of a sophisticated
device is able to enter the safe surrep-
titiously and take the documents. A’s
reasonable expectation of privacy with
respect to a safe in his own office
would likely defeat an assertion by the
Government that the fourth amend-
ment was inapplicable.

28 / FBI Law Enforcement Bulletin

Consider altering the facts of the
hypothetical. Suppose B's employment
status is reduced and is limited to that
of a messenger. Assume that A hands
B a closed briefcase with instructions
to deliver same to a third party. B
suspects that it contains incriminating
documents. Could B lawfully open the
closed briefcase and turn over the in-
criminating papers to the police or con-
sent to a police opening of the
briefcase?

A recent decision of a Federal
court in United States v. Humphrey 32
considers this issue. In Humphrey, the
defendant furnished to an FBI inform-
ant a sealed envelope with instructions
to deliver the envelope to certain indi-
viduals outside the United States. In-
stead, the informant delivered the
envelope to the FBI. It was opened
without a warrant. Evidence of espio-
nage was found and seized. The dis-
trict court ruled such warrantless
conduct unlawful, in that the defendant
had a reasonable expectation of priva-
cy in the contents of a sealed envelope
and this interest continued even after
he furnished the envelope to the in-
formant for delivery. The court rejected
the Government's consent argument
by holding that the warrantless open-
ing of the sealed envelope exceeded
the scope of the consent furnished to
the informant. The informant arguably

had common authority over the enve-
lope itself, but had no right of access to
its contents.

Applying this conclusion to the hy-
pothetical case, if B had access to and
control over the records during busi-
ness hours, but after hours could ob-
tain them only from A’s private office
safe, such conduct would likely violate
the fourth amendment. Nor could this
action be supported under a consent
analysis because, although B would
have common authority over the docu-
ments during regular working hours be-
cause of access and control, obtaining
them from A’s private office safe after
normal working hours would require B
to enter an area not commonly con-
trolled, i.e., a place reserved for A’s
exclusive use.

Plain View Seizures

Another argument that the Gov-
ernment might make to support B’s
taking of the incriminating documents
in the original hypothetical is based
upon the “plain view"” doctrine. The
plain view concept was examined by
the Supreme Court in Coolidge v. New
Hampshire.3® Reduced to its basic
terms, the plain view doctrine requires
three conditions. First, the officer mak-
ing the plain view discovery must be
lawfully present in the place where the
evidence is discovered. Second, the
discovery of the evidence must be in-
advertent. Finally, the item seized must
be immediately apparent as evidence
of a crime. The usefulness of this prin-
ciple to support the legality of B’s tak-
ing the documents i the original
hypothetical is illustrated in United
States v. Baldwin.34

In Baldwin, Hoing, an undercover
police officer, was hired by Baldwin to
act as his chauffeur. The defendant
subsequently allowed the officer to
move into his home and occupy a
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downstairs bedroom. Baldwin gave him
free access to all parts of the house,
including his bedroom. While staying in
the house, Hoing observed and seized
two samples of white powder from a
table top in Baldwin's bedroom. He
found a third sample of the white pow-
der while cleaning the interior of Bal-
dwin's car as part of his job as
chauffeur. Hoing seized the samples
because he suspected that the sub-
stance observed was cocaine. A fourth
sample was seized from Baldwin's
bedroom dresser drawer after Hoing
was instructed to bring cocaine from
the drawer to a nightclub. Baldwin was
convicted of possession of cocaine. A
Federal appellate court rejected Bal-
dwin’s claim that he never consented
to the presence of a police spy in his
home. The court explained that Bal-
dwin’s consent to the undercover offi-
cer's presence in his home and his
unlimited access to the interior were
not in any way vitiated by the officer's
failure to disclose his status as a law
enforcement officer. The court justified
the various seizures of the cocaine by
applying the plain view rationale.
Application of the plain view doc-
trine to the hypothetical is not without
problems, however. Although only four
Justices adhered to the inadvertent
discovery requirement announced in
Coolidge, that condition has since
been widely accepted as a necessary
part of the plain view doctrine.35 How-
ever, since Coolidge, there has been
disagreement in the lower courts over
the meaning of the inadvertence re-
quirement. The words of Justice Stew-
art in Coolidge are instructive on this
point: “This Court has never permitted
the legitimation of a planned warrant-
less seizure on plain view grounds.” 3¢

Most courts confronted with the
inadvertence problem since Coolidge
have conciuded that it is permissible
for the police to seize an item in plain
view even though they suspect, prior to
entry, that it might be found in an area
they intend to enter. However, if police
have probable cause to believe they
will find an item in a place they can
enter on other lawful grounds, a search
warrant would be necessary, absent an
emergency. Given the prior existence
of probable cause, the plain view doc-
trine would likely be inapplicable.3” in
the hypothetical, a court could find that
after B informed the police of her sus-
picions regarding A and what the rec-
ords would disclose, probable cause
as to the evidentiary nature of the
records would exist. The inadvertent
discovery requirement could not be
met.

Finally, there exists the issue of
whether an informant has the same
authority as a law enforcement officer
to make a plain view seizure. United
States v. Glasse/3® is instructive on
this point. In Glasse/, an undercover
police officer and an informant were
invited into the defendant's home to
purchase narcotics. After the defend-
ant displayed narcotics to the officer,
the informant left, purportedly to obtain
cash. Other officers then entered the
premises without knocking and an-
nouncing their purpose and authority.

Cocaine was seized at this time and
Glassel was convicted. On appeal, he
argued that the entry of the other offi-
cers, in violation of a Federal knock
and announce statute, tainted the sub-
sequent seizure of the cocaine. In sup-
port of this conclusion, he cited
Sabbath v. United States,?2 in which an
informant was invited into the defend-
ant’s home and was present when
Federal officers entered without com-
plying with the Federal announcement
statute. The Supreme Court concluded
such entry was unlawful, and the evi-
dence seized pursuant to it was de-
clared inadmissible. In Glassel, the
appellate court rejected Glassel's ar-
gument and distinguished the Sabbath
case as follows:
“In Sabbath, Jones (the informant)
did not participate in the arrest or
seizure, nor was he authorized to do
so. He was merely the defendant’s
unfaithful cohort whose temporary
role as ‘agent’ involved nothing more
than being a stool pigeon,” 40
(emphasis added)
By contrast, the court explained that
the undercover officer in Glassel/ was a
full-time narcotics officer who had au-
thority to make arrests and seize evi-
dence. Since tire undercover officer
was already lawfully present and was
in constructive possession of the co-
caine at the time of entry by other
officers, the manner of entry was of no
legal consequence. The G/asse/ case
casts doubt on the authority of an in-
formant to make a plain view seizure.
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“Contemplated use of this (informant technique) should
include consideration of whether Federal or State privacy
laws may limit or prohibit its application.”

Embezzlement and Lack of Intent

In at least two recent cases which
involved employees turning company
records over to the Government, em-
ployers have characterized the takings
as thefts.4! This raises the question of
whether the employee-informant or the
police cfficer directing the source can
be criminally liable for the conduct.
This article has already examined the
issue of whether an employee who has
access to and control over documents
in connection with his employment vio-
lates the fourth amendment by making
those documents available to the po-
lice upon request of an officer. A ma-
jority of decisions supports the
proposition that no violation of the
fourth amendment occurs in this situa-
tion. However, there remains the ques-
tion of whether a violation of applicable
larceny or embezzlement statutes has
occurred.

Embezzlement is generally taken
to be the fraudulent or felonious
conversion of property which has right-
fully come into possession of the con-
verter.#2 Embezzlement can occur
when the defendant has been entrust-
ed with the possession of the property
in question.43 One who has mere cus-
tody of property, as distinguished from
legal possession, and feloniously ap-
propriates the property to his own use
is guilty of larceny. Possession suffi-
cient for purposes of the distinction
between embezzlement and larceny
may exist where the accused is given
considerable control over the property
converted.44 In the hypothetical case, B
clearly had access to and control over
the incriminating documents by virtue
of an employment relationship, and

30 / FBI Law Enforcement Bulletin

thus any contemplated criminal action
against B would take the form of an
embezzlement charge. As a general
rule, in order to constitute embezzle-
ment, there must be criminal intent.
Ordinarily, there can be no embezzie-
ment of property belonging to another
without a fraudulent intent.4 Such in-
tent has been held essential even
though the statute defining the offense
fails to declare it.4¢ In the hypothetical
case, B's intent was limited to assisting
law enforcement in ferreting out crimi-
nal conduct, and B had no personal
intent to deprive A of his property
fraudulently. Given the foregoing, the
likelihood of there being a successful
prosecution against B or the police
officer for embezzlement is remote.

Federal-State Statutes May Bar Use
of Procedure

In 1978, the U.S. Congress en-
acted into law the Right to Financial
Privacy Act,#7 which restricts the right
of employees in certain institutions
covered by the act, such as banks, to
turn over to Federal officers customer
records covered in the act, unless the
officer had legitimate authority under
the act to obtain them. Similarly, other
Federal statutes, such as the Federal
Privacy Act of 197448 and the Tax
Reform Act of 1976,4¢ might operate to
restrict or eliminate use of the investi-
gative technique outlined in this article.

States may have similar statutes pro-
hibiting unauthorized dissemination of
information in the possession of cer-
tain State agencies and private em-
ployers as well. Consideration of the
investigative technique described in
this article must include an analysis of
whether any Federal or local statute
exists which might limit or prohibit its
use.

Preference for a Search Warrant

Use of an informant to seize docu-
ments should be reserved for special
situations. For example, where police
have strong suspicion but lack prob-
able cause, they might consider the
procedure described herein. However,
it should not be viewed as a routine
alternative to a search warrant. The
warrant should be obtained unless
there is a compelling need for law
enforcement to proceed without one.

Use of an informant to acquire
some documents would be appropriate
for the limited purpose of establishing
probable cause to support issuance of
a search warrant for a larger volume of
incriminating records. This approach
also could be of assistance when po-
lice possess probable cause to seize
only a limited amount of records pursu-
ant to a warrant but suspect the scope
of the crime to be much broader. Pre-
mature execution of a search warrant
in this instance could result in several
undesirable consequences:

1) Alerting suspects to the presence
of an informant in their midst, thus
prompting them to become more
circumspect and clandestine in their
illegal activity;
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2) Causing the removal or
destruction of valuable evidence;
and

3) Piacing the safety of the informant
in jeopardy.

Use of the informant technique will
allow police the luxury of developing
the case with the assistance of a well-
placed source of information. It could
result in penetration to the core of a
pervasive conspiracy and may well
lead to the identification of well-insulat-
ed conspirators and to the location of
additional important evidence.

Finally, the decision to employ an
informant for the purpose described
above will also be affected by the risk
of disclosing his identity at a future
legal proceeding. An informant who
plays a critical role in the seizure of
evidence may be required to subse-
quently testify as to his role in an investi-
gation.50

Summary

1) As a general rule, an employer
has a reasonable expectation of priva-
cy from direct warrantless police intru-
sion into his business premises for the
purpose of searching for incriminating
records. Ordinarily, police cannot use
an informant to accomplish what they
themselves are prohibited from doing.
However, the result is different when
an employer has given to an employee
access to and control over incriminat-
ing records. The employer has no rea-
sonable expectation of privacy with
respect to records he voluntarily ex-
poses to the employee. The employer
is held to have misplaced trust in the
employee and to have assumed the
risk that the employee might furnish
the records to the police. In that event,
no search takes place and the fourth
amendment is inapplicable.

2) An alternative argument can be
made that the employee has common
authority over the incriminating rec-
ords, sufficient to allow a consent to
their seizure by police.

3) A separate argument involves
the authority of an employee-informant
to make a plain view seizure. This argu-
ment has inherent problems, namely,
the inadvertent discovery requirement
of the plain view doctrine and the ques-
tionable authority of an informant to
seize evidence in plain view.

4) Lawful use of this investigative
tool presupposes that an ernployee-
informant has lawful access to and
control over the records. If an employ-
ee enters a safe within the exclusive
control of an employer to obtain the
records, such conduct would likely vio-
late the fourth amendment.

5) Successful prosecution of an
informant or an officer for embezzle-
ment is remote, since neither has the
requisite intent to commit the offense.

6) Contemplated use of this proce-
dure should include consideration of
whether Federal or State privacy laws
may limit or prohibit its application.

7) This technique should be re-
served for extraordinary cases and not
used as a routine substitute for a
search warrant.

8) Because of the complex legal
issues associated with this procedure,
officers should discuss its possible use
with the prosecutor or police legal ad-
viser before adopting it as part of their
investigative strategy. FBY
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