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PREFACE

The Privacy Act of 1974 (PL 93-579) and OMB guidelines for
its implementation impose requirements on Federal agency personal
record-keeping practices. This report presents an implementation

strategy for the administration of c¢ertain Privacy Act
requirements with the use of today's data base management
systems. These Privacy Act requirements are analyzed in the

light of data base software functional characteristics, and
implementation approaches utilizing commonly available data base
management systems are described. As these approaches cannot
anticipate every possible situation, they should not be construed
as an official compliance standard or legal interpretation
regarding the Act's provisions. Rather, they provide tools for
efficient and effective computer wutilization in Privacy Act
compliance by extending routine processing fuactions to include
necessary administrative functions at minimal additional cost.
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e A DATA BASE MANAGEMENT APPRCACH
IABLE OF CONTBENLS : 0 PKIVACY AC1 COMPLIANCE

Elizabeth Fong

1. INLRODUCTION «voeneeonsonoaeessoansssnonassaessnsnasanes 1 The Privacy Act (PL Y3-579) provisions on

personal record hanaling present new issues con-

cerning effective use of commercial data Dbase

management systems (DBMS) by Feaeral agencies.

The widespread use of such systems in record-

keeping activities will definitely have an impact

on methods of administering compliance with the

& Privacy Act. This report proposes a technical ap-
1.4 Guide tO tNE KEAUEL sveesesesccsnssnsascanessanes 4 L proach to compliance with certain brivacy Act re-
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; \ translated into a set of computer aata file and

2.1 Data Files and Data ElementsS ..ceiieeereceasecssse D ; . procedures. These proceaures, incorporated at

i : pivotal points of aata base software, can imple-

STATEMENT OF DISPUILES FILES (SOD) teesesstsanesnes DO i ment those Pr ivacy AcCt compl iance procedures amen-
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PUBLIC NOTICE FILE (PN) [ T I T TR A ST A R S 6 3% . a viable and technologically feasible solution to

NOTIFICATION NOTICE FILLE (NN) e eecsenscseensansan 1 ‘} the effective and efficient implementation of many
STATISTICAL FILE (STAT) ceeeceeecasasssssncssnssaca 7 ?g Privacy Act provisions.

- . . . e
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5.1 Use of DBiS tO COMPlY creeeesesncesannsonseases 13 Data Base Management Systems (DBMS) provide the tech-
nology which makes it pcssible to aaminister vast recora-
keeping on an efficient Dbasis. Large computer files of
P / several million records now are used in all but the smallest
5.3 Problem ALEaS «eeseessssorsoacssceaosasssanseanss 1D o ) enterprises to provide current status information and timely
/ management for personnel, inventories, property, tinancial
; accounts, and other functions. Thus, data base wmanagement
iy systems are a key area for implementation of procedures and

\ 5 } safeguards to protect privacy and facilitate compliance with
L legislation.
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data. The requirements imply that certain data usage and
dissemination be monitored and controlled. The Privacy Act
provisions on personal record handling give rise to issues
concerning effective use of commercial data base management
systems by Federal agencies. The increasing use of DBMS by
agencies in their data processing to support their missions
raises the question of how DBMS capabilities c¢an be advan-
tageously used to aid the administration of Privacy Act re-
guirements.

1.1 Motivation

NBS experience shows that agencies' current compliance
procedures are typically manual. The questions that arise
from this observation are (1) whether compliance procedures
are amenable to automation; and (2) if so, whether these
procedures should be incorporated in a generalized data base
management system.

The two questions imply management decisions that are to
some extent unique to each agency. Nevertheless, some gui-
dance can be given on what the possibilities are for using a
DBMS to implement provisions of the Privacy Act. This re-
port is addressed to agencies (1) that are presently using
computers for record storage, and (2) that either possess a
DBMS, or consider the future acquisition of a DBMS to be a
distinct possibility. If the agency is in this situation,
this report should aid in its efforts to comply with the
Privacy Act and to determine what DBMS capabilities can be
advantageously used.

The report is aimed, in particular, at data base ad-
ministrators or data base managers. Those agencies with an
existing DBMS can expect to learn what their system can do
in complying with the Act, and what ways of using the DBMS
to implement the Act's provisions are most 1likely to be
feasible. For those agencies without an existing DBMS, this
study can point out in what ways a DBMS could help them in
implementing requirements of the Privacy Act.

1.2 5cope

The scope of thnis study is limited to those compliance
requirements with the Privacy Act which we judge to be good
candidates for automation by means of a data base manage-
ment system. For official guidance on specific instructions
on compliance, the reader is directed to several relevant
documents (2,3,4]. The OMB Circular No. A-108 [2] defines
responsibilities for implementing the Privacy Act. Bushkin
[5] provides a reference manual for compliance with the Act.
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In the proceedings of a workshop "Data Base Directions - The
Next Step" (6], the section on "Impact of Government Regula-
tions" assesses the impact of regulations on data base sys-
tem functions. Compliance requirements mentioned in this
report are taken from all of the above mentioned documents.

Physical security and "appropriate safeguaras" aspects
are treated in FIPS PUB 41 [4], and will not be covered in
this study. The security aspects involving accidential or
intentional disclosure to wunauthorized persons are not
directly addressed.

For the purpose of this study, a DBMS is characterized
as a generalized software package, which provides a single
flexible facility for accommodating different data files and
operations while demanding less programming effort than con-
ventional programming languages, e.g., COBOL. DBMS software
possesses the following general properties:

. It facilitates operation on data
such as data definition, data storage, data
maintenance, data retrieval, and output.

. 1t facilitates reference to data by
name and not by physical location.

. It operates in a software environment which is not
tied to a particular set of application programs or
files.

It is also assumed that the data base contains data
constituting all or part of a "system of records," as de-
fined in the Privacy Act.

1.3 Approach

The overall approach in this report is to gather two
different sets of data for analysis. These data are:

. Privacy Act requirements translated into compliance
proceaures that could be automated.

Functional characteristics within current DBMS software
for implementing Privacy Act compliance actions.

The Privacy Act requirement analysis, provides inputs
in the development of a set of data and procedures for com-
pliance with Privacy Act requirements. Those compliance ac-
tions identified are slightly different from Goldstein's
[7,8], whose compliance actions are used for evaluating a
number of alternative compliance methods. For example, re-
vision of forms, training of personnel, etc. are considered
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%n Goldstein's work but are not amenable to implementation
in data base management systems.

The second set of data gathered for analysis are the
DBMS functional characteristics. A set of data base func-
tions are identified. These data base functions, if incor-
porated in a DBMS, will in fact realize the Privacy Act com-
pliance procedures. ’

1.4 Guide to the Reader

The reader is assumed to be familiar with the Privacy
Act. Detailed analysis of relevant provisions of the Priva-
cy Act appears in Appendix I. For purpose of this report,
the Act's requirements are classified into five functional
areas:

. Collection of information
. Maintenance and use of information

(by the maintaining agency)
. Data subject access to and amendment of information
. Non-routine-use and disclosures of information, and
. Public notice requirements

These five functional areas are translated into compliance
procedures. Supporting these compliance procedures are the
data files necessary to perform the compliance actions.
Section 3 of this report examines the data base management
system functional characteristics in terms of three phases:
input, processing, and output. Within each phase, a set of
DBMS functions are specified. These DBMS functions are
shown in Section 4 to be those which implement specific com-
pliance procedures. The correlation of requirements, com-
pliance procedures, and DBMS functions appears in tabular
form in Appendix II. The reference section contains brief
annotations.

2. COMPLIANCE: DATA AND PROCEDURES

. To develop an implementation strategy for meeting the
Privacy Act requirements, it is assumed that an agency has
(1) a system of records containing personal information, and
(2) a data base management system as nucleus software to
process this system of records. The traditional data base
environment consists of a data base containing files with
records of information, plus & rnet of supporting application
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programs.

To accommodate privacy demanus, an additional set of
application programs and supporting data files are
necessary. The design of the data files, and the
specification of the application programs which are
referred to as compliance procedures, are identified and
presented below. ‘

2.1 Data Files and bata Elements

The data needed in support of compliance procedures
assumes the existence of a data base containing personal
information. This data base is installed on a DBMS which is
commercially available. seneral «criteria for data base
organization can be quite flexible depending on the data
relations of the systems of records being established.
specific files and data elements are suggested here to be
incorporated as part of the Privacy implementation data
base.

It is also assumed that the data base has an distinct
logical segment containing the system of records of
individual personal information which will be referred to
as tne main file. Additional data fields are required for
the implementation of Privacy Act compliance proceaures.
These additional data elements, added to the logical
segment, for each data subject record in the main file are:

~ Consent field - Yes or No and date of consent.
- Reference indicating the kind of
consent.

-~ Disclosure Account field -
- Number of times disclosure to inaividual himself
- Number of times disclosure to third-party
- Number of times special disclosure
- Number of times disclosure denied
- Indicator leading to an entry in Disclosure
Account (DA) file described later.

Dispute field - Yes or No,
1f yes, set indicator leading to
Statement of Dispute (SOD) tfile
described later.

Several additional files might be associated with a
system of recorus containing personal information. The
specification of these files and the aata elements required
are identified below. Notice also that the abbreviated file
name which appears in parenthesis will be referenced in the
compliance procedure tables in appenuix I1I.
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STATEMENT OF DISPUTES FILES (SOD). This file contains
Information of all the disputes. As described above, it is
assumed that, in the main file, the individual record
containing disputed data about an individual is flagged and
a pointer mechanism would lead to a record of this SUD
file. Each record would have the following data elements:

- Date of auispute

- Nature of Dispute - Textual degcription of dispute

- Agency Reason for Refusal - Textual description of
refusal

- Status - judicial review or other legal remedies

- Disputed data element name - The data element in
dispute

- Disputed data value - The data value in dispute

D1SCLUSURE ACCOUNTING FILE (DA). This file contains records
oF ~all "the disclosures. It is assumed that the individual
master records contain three types of disclosure flags:
disclosure initiated at the data subject's request, third-
party disclosure, and special disclosure. In fact, these
flags can be the "count" of each type of disclosure for this
particular record. Indices or pointers would lead to the
existence of this DA record. Each record 1in the DA file
would have the following data elements:

- Date of disclosure

- Purpose of uisclosure - Textual description

~ Data elements - List of data element names disclosed

- Data values - List of corresponding values disclosed

- Name - Person or agency to whom disclosure is made

-~ Adaress - Person or agency to whom disclosure is made

PUBLIC NOTICE FILE (PW). The law requires that an annual
report for each system of records must be submitted by April
30th of each year. The computer maintenance of this file is
optional.” The PN file may be defined when establishing a
new system of records. The contents of the file are used
for the announcement notice in the Federal Register and can
be maintained also and used for eventual annual review and
reporting purposes. The file may contain the following
data elements:

-~ System Name

- System Location

- Categories of Individuals

~ Categories of records

- Authority for Maintenance

- Routine uses

- Policies and practices regarding storage

- Policies and practices regarding retrievability
- Policies and practices regarding safeguards
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- Policies and practices regarding retention and disposal

~ System manager and address

- Notification Procedure

- Record access procedure

- Name and address of administrator for disputing

- Record source categories (how source information is
obtained)

NOTIFICATION NOTICE FILE (NN). This may be a small file
which can perhaps be a subpart of the PN file. Specific
information requirements will be established when the new
system of records 1is in effect. This file may be used to
notify individuals of the existence of personal information
collection and maintenance by an agency. This file needs to
be mouitied when a new use of an existing file occurs. Data
elements consist of:

- The authority

- The purposs

- ‘The routine use
- The effect

STATISWICAL FILE (8TAT). The OMB Guidelines (2] require
that the agency also Kkeep statistical information. A
separate file may be established containing the following
data elements such as:

- Number of subjects from whom information is collected
- Number who refuse to provide information

- Number of individuals regquesting access

~ Number of individuals refused access

-  Number of refusals appealed

- Number of cases ending in judicial review

- Number of times time limit was not met by the Agency

2.2 Compliance Procedures

Lach Privacy Act requirement identified 1is translated
side-by-side with the compliance procedures using a tabular
format. See the first two columns of Appendix II. within
the proceaure specification, data file references are made
using the acroymn designation indicated in the previous
sections.

Five broad areas of Privacy Act requirements are
identified to facilitate identification of compliance
procedures that are relevant in a DBMS environment. In
Appendix Il1, the compliance procedures for each of these
areas are grouped in five separate tables. Table 1 lists
the requirements for collection of information. Table 2
lists the requirements for maintenance and use of

-7



information by the maintaining agency. Table 3 1lists the
data subject access, amendment and dispute handling
requirements. Table 4 lists the disclosure reguirements.
The various conditions of disclosures are presented with an
additional two columns indicating whether accounting and
consent are necessary. Table 5 1lists the public notice
requirements.

In the next section, relevant DBMS functions will be
identified and then related to these compliance procedures.

3. DATA BASE FUNCTIOWNS

Current data base management functional capabilities
are examined to develop a set of technical approaches to
privacy compliance procedures. The specifications of the
DBMS functions are generic in nature and do not impose any
requirements on any particular type of DBMS. These generic
DBMS functions identified are specifically relevant for
implementing the Privacy Act provisions. These functions
are, for purposes of clarity, classified wunder three
functional phases: input, processing, and output. Each
function identified under the three phases is numbered and
prefaced with the letter "I," "P," and "0O" representing
input, processing and output phases.

3.1 Input Phase
Il - Data Collection

Raw data collected from individuals are usually
defined to the data base wusing the data definition
facility of the system. Adjunct packages such as a
data directory or a dictionary, if available, can be
used as a tool to describe each data element to the
system. The definition will then facilitate the raw
data value collected to be entered into the system.

12 - Data Entry

The data to be entered into the data base can
either be bulk loaded or added into the data base using
the wupdate capability. Usually this feature is
inherent in the DBMS software.

I3 -~ Data VvValidation

The input data need to be validated to insure
accuracy and integrity. Techniques range from data

8
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type checking to specific semantic consistency checks.
Usually some type of data wvalidation feature 1is
inherent in DBMS available today.

I4 - Notification Notice

When establishing new information on a data
subject, a notification notice is requirea by the
Privacy Act. This could be an automatic print out of
the Notification Notice (NN) file as described in
previous section.

I5 - (Consent to Disclose .

A form letter may be issued to the data subject
upon a reguest to disclose. If consent is given, the
"consent" field in the data subject record in the main
file 1is set to "YES." A reference to this "consent"
request 1s recorded. If consent 1is denied, the
"consent" field is set to "NO." At the same time the
Statistical File (STAT) field £for the number of
individuals refused access is incremented by one.

Processing

Pl - Periodic validation

The periodic validation for accuracy, relevance,
timeliness and completeness is distinguished from data
validation upon data input. This requirement is
specifically spelled out in the Privacy Act. It is
considered good information management practice to
allocate certain time and resources for the validation
of data integrity. Special software can be written to
check the entire data base. The software can utilize
the validation routines for data input or can provide a
sophisticated checking mechanism specifically tailored
for the application.

P2 - Authenticating data accesses

During data retrieval or updating, the user needs to
be properly authorized to do the data accesses.
Password checking or more sophisticated mechanisms must
be provided in the DBMS. However, today's DBMS do
provide some method for authenticating the user, and
this facility can be considered as inherent in the data

base software.

P3 - Retrieval for disclosure

After the user has been authenticated, the nature
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of disclosure is checked. In Appendix II of thnis
report, the "Conditions of Disclosure" have been
identified. Those that required consent of data
subject must have the "consent" field checked. Those
that required accounting of disclosure must invoke the
disclosure accounting procedure (described later - see
P6). A retrieval command will produce hard copy output
to be given to the requestor. (The Act places
restrictions on the use of Social Security number;
methodology for retrieving individual records from
personal data files using non-unique identifiers are
described in [11].)

P4 - Data Update Due to Amendment

The field to be amended 1is retrieved and the
contents of the field are modified as indicated. The
disclosure accounting of that record is also retrieved.
Names and addresses of individuals are generated.
Letters informing them of the correction are then sent.

p5 - Data Purging due to specified record life

Based upon the condition of a specific purging
requirement, a set of records that satisfied this
condition is retrieved. The identity of records and
aate of purge are entered into a separate file for
backup or audit purposes. These records are later
deleted from the data base.

P6 - Disclosure Accounting

Based upon the nature of the disclosure, flags in
the data subject record are set in the master file. A
record 1in the Disclosure Accounting file (DA) 1is
created and data values for each data element specified
in Section 2 of this report are entered.

P7 - Dispute Accounting

The "Dispute" field in the data subject record in
the master file 1is set. A pointer leading to the
record in the Statement of Dispute £file (SOD) is
created and data values for each data element specified
in Section 2 of this report are entered.

Jutput
Ol - Publish Annual Notice

Every year, before April 38th, the printout of
the Public Notice File (PN) 1s invoked.

-10-

02 - Publish New Use for Existing System of Records
Ihe data element is modified to reflect the new

use in the Public Notice file (PN). The file for the

Federal Register announcement is printed out.

O3 - Output Disclosure Accounting

Spgcifig data subject's disclosure accounting
record is printed upon request.

04 - Output Dispute Accounting

. specific data subject's dispute accounting record
1s printed upon request.

U5 - Statistical output

The Statistic file (STAT) is printed upon request.

3.4 General Implementation Comments

(All gf the above identified data base functions are
easlily implementable on any of today's data base systems in
?he marketplace. Certain functions are available as built-
in fe;tures of a DBMS. These features can be used as they
exist 1n the software unless more stringent requirements are

neeqed. _Other privacy requirements are not directly
available in the DBMS‘ and application programs must be
written. The following table summarizes the previously

outl;ned data base functions and shows which Ffunctions can
be }mplemgnped by inherent features and which functions
require writing of application programs.
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|
I
I
I
|
I
I
|
I

| |
I I !
| Data Base Function | Inherent| Application]
| | Feature | Program
I I |
[~ e e e e e | mm—m | == ——————
I I I
| INPOUT I |
I Il - Data Collection | X I
| 12 - Data Entry | X I
| 13 - Data Validation | X I
| I4 - Notification Notice I | X
| I5 - Consent to Disclose { 1 X
|
= e e [ == | =—————————
I I I
| PROCESSING I I
| Pl - Periodic validation I X |
I P2 - Authentication I X I
I P3 ~ Retrieval for disclosure | I X
| P4 - Update due to Amendment I | X
| P5 - Data Purging | I X
| P6 - Disclosure Accounting I I X
| P7 - Dispute Accounting { : X
|
IRt e [—=—m—m—— [=~mmm—mm———
I | |
| OUTPUT I I
I 01 - Publish Annual Notice | | X
| 02 - Publish New Use | | X
| 03 - Output Disclosure Accounting | | X
I 04 - Output Dispute Accounting | I X
I 05 =~ Output Statistics : = X
| ‘
e e e | === [===———————-
TABLE - DATA BASE FUNCTIONS

The specification of functions is at a generic level
where the degree to which the suggested action 1is
implemented is a management decision of the specific agency.
For example, software techniques for data validation, or
authenticating user access, range from very simple to
elaborate but costly algorithms. The amount of validation or
security control needed wmust be decided by each individual
agency.

~12-

4. DBMS FUNCTIONS TU MEET PRIVACY REQUIREMENTS

The compliance data and proceaures as identified in
Section 2 can be correlatea with the DBMS functions
introduced in Section 3. These DBMS functions are
implementable either via application programs or inherent in
the data base software. Those functions that require the
writing of application programs also depend on the existence
of the data files described in Section 2 of this report.

In Appendix 1I, five separate tables are illustrated to
cover the five areas of the Privacy Act requirements. These
requirements are translated into compliance procedures. The
compliance procedures can be realized with the
implementation of the DBMS functions indicated.

5. CONCLUSIOUNS

An implementation strategy for complying with tne
Privacy Act of 1974 with the wuse of today's data base
management systems is described. A set of DBMS functions,
either inherent as built-in data base features, or to be
built via application programs, are identified. These
functions can be written in the particular DBMS's user
language or the host application programming language.
These functions, together with the supportive data file
specifications, can implem&nt those privacy compliance
procedures that are suggested to be automated.

The impact of Privacy Act compliance on the wuse and
dgesign of DBMS are assessed:

5.1 Use of DBMS to comply

Does the wuse of DBMS significantly improve the
capability of meeting Privacy Act reguirement? The answer
to that question is that the privacy law compliance 1is not
necessarily a justification for employing a generalized data
base management system. However, it alleviates certain
manual bookeeping activities and therefore provides more
consistent journalling by the computer without human errors
or omission. Some benefits as well as some negative impacts
of the use of a DBMS to achieve compliance are enumerated:
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Benefits:

1 The existence of a DBMS will make the implemgnta—
. tion of Privacy Act requirements more ‘unlforg
throughout the data processing user community an

substantially simplify the job of administration.

i uire-
. DBMS will be able to respond toO chﬁnglng. req -
? ments more flexibly and easily. Thus, if new re

j > wi tain 1logical
uirements emerge, DBMS will allow cer Dg1C
ghanges without significantly affecting the existing

applications.

j i awareness and emphasis on dgta

> 2222 tgsstzngZEEirity proceduges and data integrity

mechanisms, the inherent capability of D?MS can be

used advantageously in support of compliance of the
Privacy Act.

' i ' Privacy
of application programs written for E
+ giigecomplggnce can be monitored for auditing the

administration of the Privacy Act.

! of DBMS facilitates the reporting of sta-

> %zgtgzil and summary data. For example, the re:
porting of statistics such as the number oft dlgc%g
sures per week or the numbgr of disputes e %
amended can quickly be accomplished with the use o
DBMS.

Negative Aspects:

1. The data base management_ approach 1lncreases 'the
flexibility for interrelating data and for brow512g;
especially in an on-line access (local or dremo gf
environment. This may facilitate unauthorized use

data. Therefore, adequacy of computer security must
be considered.

i i ' es the po-
2. A centrally maintained data base increas :
tential consequences of data base destruction, SO
backup provisions must be made.

5.2 Levels of Automation

Automation in this context refers to privagy compliance
activities that are performed by a computer with data baie
management software. Several possible alternative levels
exist: .

. -

A. All manual system

Data subject records flagged automatically but a
paper file is retained.

C. Data subject records flagged automatically with

separate automatic journalling of disclosure and
dispute accounting.

Level A - The all manual status reflects the majority
of Agencies information management practices today. This is
partly because the Privacy Act has only been in effect since
September 1974 and the agencies are Jjust beginning to
develop and design compliance procedures. Also some agencies
have not fully converted from second generation data

processing techniques to the use of a DBMS, and no software
has been implemented.

Level B - This level requires a minimal amount of
software effort i1f the data subject records are already
automated with the use of a DBMS. Some agencies require the
manual paper file to be kept as evidence of actual written
letters for requesting access or disclosure. This 1is used
as proof of authenticity. Therefore, developing software to

provide for disclosure accounting and disputing accounting
will be an additional effort.

Level C - This is the level where most of the compliance
procedures are automated with the exception of issuing
letters for acknowledgement purposes. There 1is no reason
why the letters could not also be generated by computer.
The functions specified in the report, if properly
incorporated in a DBMS, <could achieve a high degree of

automation. The functions listed also reflect a reasonable
level of compliance.

5.3 Problem Areas

The issue o0of level of compliance 1is left to the
agency's decision. In the areas where the Privacy Act
requires a logging activity or issuance of an announcement,
compliance 1is straightforward. However, in the areas of
security control and data integrity, just how much is enough
is not quantifiable.

A precise definition of minimum level of privacy
compliance does not exist. There are also some areas where
the law is open to interpretation. For example:

. Keeping track of disclosures to secondary and
tertiary users.

15—




safeguarding against inferences being made on the
data.

Keeping track of a data subject's consent for a new
routine use on an existing system of records.

Such compliance procedures may prove to be prohibitively

costly to implement and could unnecessarily over-burden a
data base system.

5.4 Summary

The approach of using DBMS to comply with the Privacy
Act represents an ad hoc solution using today's systems
rather than complete redesign of systems. Privacy Act
compliance is not necessarily a justification for employing
a DBMS, however, if an agency is using or is contemplating
the wuse of a DBMS, it appears that privacy compliance
procedures can be easily incorporated with the data base
functions described.

The degree to which the suggested actions are
implemented is a management decision of the specific agency.
However, the suggested functions reflect an achievable
level of compliance.

The administration of compliance can be made easily
accountable. In particular, this means the operating cost
of Privacy compliance will be easily identifiable via
software logging. This £factor alone benefited the use of
DBMS for Privacy compliance.

The use of DBMS means a more stringent administrative
control with the operating environment. The complexity of
DBMS environment requires knowledgeable system personnel
and data base administrators to control data accesses and
systematic logging and reporting. Physical security needs
to be tighter to alleviate the fear of potential
destruction. Hardware and software need to be ‘“certifiea"
for reliability and qualiry assurance.

The use of DBMS imposes a more sophisticated requirement
for access control and data integrity checks in the data
base system. 7oday's DBMS supplied by the vendors have
inadequate protection mechanisms for providing controlled
accesses., More research in security and integrity
techniques 1is needed 1in future DBMS to achieve adequate
security measures.
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APPENDIX I - PRIVACY ACT REQUIREMENTS

There are a number of ways one can classify the
Privacy Act for analysis; the Act itself specifically men-
tions the "collection, maintenance, use, and dissemination"
of personal information, but follows a somewhat different
breakdown in the body of the legislation. This breakdown is
chosen so that it accords more or less with the flow of in-
formation to, from, and within an organization, as such a
breakdown appears most useful to the information specialists
for whom this report is written. Specifically, the Act will
be considered from five viewpoints:

. collection of information,
. Maintenance and use of information
(by the maintaining agency),
. data subject access to and amendment of information,
. non-routine-use and disclosures of information, and
public notice requirements.

This section is a brief summary of the requirements of
the Act, and should not be used as guidance for general com-
pliance with the Act's provisions. For official guidance,
the reader is referred to [2,4]; other guidance may be found
in [3,5,7,8]. It is assumed that the reader is reasonably
familiar with terms specific to the Privacy Act, such as
"system of records," "disclosure," etc. These terms are de-
fined in the Act.

Collection

Clearly, the Act intends that agencies only collect in-
formation that is "both relevant and necessary for an agency

purpose autho;ized by statute or executive order" [5].
Furthermore, information collection on the exercise of First
Amendment rights is —- with minor exceptions -- specifically

prokibited. If information may be subsequently used to make
an adverse determination about an individual, then the col-
lecting agency must strive to collect that information
directly from the individual himself; if collection from a
third party is necessary, then the agency must attempt to
verify such information with the individual. When distri-
buting a request for information, the request should be ac-
companied by an explanation of what the information will be
used for, and under what authority it is being collected.
All information collected--regardless of source--must be
verified by the collecting agency. Reasonable efforts must
be demonstrated by the agency to ensure its accuracy and
relevance. Furthermore, the information should be noted
upon receipt if it is (1) from a third party, and if so,
whether verified with the individual or not; (2) obtained
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with an explicit promise of confidentiality; and (3) sensi-
tive in nature (medical or national security information,
for example).

Maintenance and Use

Agencies must maintain and use their personal informa-
tion records in a manner that ensures fairness to the indi-
viduals in question. They must take reasonable precautions
against misuse of information, and against use of incorrect
or out-of-aate intormation. In particular, they must pro-
vide training for employees in the requirements of the Act
it those employees will be handling personal information.
They must at least annually review information on file to
ensure that it is not a record of the exercise of First
Amendment rights, and generally to ensure that all aspects
of the Privacy Act are continuously being adhered to (this
is the "annual review" of the Act). In addition, agencies
must purge records after their useful life has expired, but
must retain the accounting of disclosures of records (see
"Non-routine-use disclosures") for at least five years after
the accounting was made, or for the life of the record,
whichever is longer. Normally, agencies will only disclose
information (1) within the agency, to those employees who
have a need to know the information for the regular perfor-
mance of their duties; or (2) outside the agency, for an es-
tablished "routine use." Exceptions to these two conditions
are discussed under "Non-routine-use disclosures," below. A
"routine use" is established through the publication of an-
nual reports and notices: see "Public notice requirements."

Furthermore, agencies must ensure the confidentiality
and security of personal records by "establishing appropri-
ate administrative, technical, and physical safeguards" [1]
against any anticipated breach of confidence or physical in-
tegrity. Agencies woula also be wise to consult legal coun-
sel regarding certain issues of records use, such as whether
the copying of all or portions of a system of recoras for
internal agency disclosure constitutes itself the creation
of a new system of records.

Access, Amenaments, and Disputes

The Privacy Act guarantees that an individual be able
to determine the existence of any information about him in
any agency's system of recoras, ana that he be able to see,
have a copy ¢f, and correct such records. 7Thus agencies are
called upon to establish procedures to provide these four
guarantees. Wwhen disclosing information to a requesting in-
dividual, however, the agency can filter the information to
remove: (1) items having possible adverse effects on the in-
aividual (medical information, for example) ;
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(2) confiuential sources of information (if an impliea prom-
ise of contiuentiality was given to tne source before bept
1474; or an explicit promise after tnat); (3) CIA or crimi-
nal law enforcement information; (4) classified national de-
tense information; (5) information about protection of the
Presiuent of the U.S5.; (b) information reguired by statute
to be for statistical purposes only; (7) investigatory ma-
terial compilea for employment checks; (&) testing and exam-
ination material for employment; and (Y) information regard-
ing future promotions (in the military).

Lach access by an individual to his own recoras 1is to
be considereu a disclosure by the maintaining agency, and as
such, must be loggeua in tne agency's accounting of disclo-
sures (see "Non-routine-use disclosures”"). In addition, if
the indivioual so requests, the agency must proviae access
to that accounting of disclosures, so that an individual may
determine what information about him is being disseminated,
to whom, and for what purpose. The agency may not reguire
that the requesting indivigual know particular identifying
codes or numbers unigue to the system of recoras in guestion
in order to facilitate the agency's finding relevant intor-
mation; it must be sufficient that he know such common par-
ticulars as name, age, place of birth, residence, etc. The
information so discloseua must be in a form comprehensible to
the requesting inaiviwual, and the ingividual may, 1if he
wishes, be accompanied by a person of his own choosing.

Of pivotal importance to the letter and spirit of the
Act 1s tne reguirement that an inaividual be allowea to
correct erroneous information about himself. Thus agencies
must establish procedures to permit individuals to submit
corrections to their records. 1f the agency acknowledges an
individual's correction, it must make the correction and in-
form all previous recipients of the erroneous information of
its correctea content. Should the agency determine, howev-
er, that a correction is unwarranted, it must permit the in-
dividual to tile a statement of dispute. A notation of that
statement must be made integral to the recora in Qquestion,
and the dispute statement itself must be included witn sub-
sequent disseminations of the record. The agency may also
file its own reasons for denying the correction, and dissem-

inate those reasons along with the record and associated
dispute statement.

Non-Routine-Use Disclosures

1f disclosure of information is not within the agency,
not for a publisned routine use, and not to the individual
subject ot the records, then in general the agency must ob-
tain permission from the subject to make the disclosure.
Lven with that permission, however, disclosure 1is at the
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agency's discretion. Exceptions to this requirement ‘goF
permission occur in cases of disclosure to the tollow1?g
(parentheses indicate whether disclosure is at the agency 'S
discretion):

. to Congress (discretionary) _
. for law enforcement (disirit;onary,
sss overridden by statute ' .
. Egééi compulsory legal process (not discretionary)
. in an emergency (discretionary)
. for statistical purposes (discretionary)
. to the Census, GAD, or National Archives
(discretionary, treatea essentially the same
as a routine use aisclosure)

It disclosed to other than another govirmente aaiggi,
‘ i st pe verified for accuracy, relevance, 21~
iggg;Tagggncgﬁpleteness and filterea to remove 1nﬁormatlen
not relevant to the reguest. If a statement of dispute és
relevant to the disclosure, that statement must of coursed e
includea. an accounting of the dleclosure must be made.
lnformation disclosure may be requested under tbe Freedom of
information Act, and if that Act ie relevant, disclosure may
not be denied, nor need an accounting be Kkept.

Public Notice Reguirements

A fundamental provision of the Privacy Act that echogs
the HEw Report Y] is that no eystem of records can be
secret in its very existence. To this end, the Act requ1re§
extensive public announcements concerning each agency's sys
tem of records, and certain announcements to the Congress.

public notice must be given (in the Federal Reglster)
(1) of any new system of records; (2) of any new rou Ene
uses for existing systems of records; and (3) annually ﬁr
all systems of records. A elgelﬁlcant ehange,~say in t e
number, type or categories of 1nd}v1Quals in the eystim{ Zr
the potential for access to existing records{ can ?lg%h—
the requirement for a new system of recorgs notice. g gi_ -
ermore, agencies must reportlte Congress On Fhelr ac lYé 1ea
under the Privacy Act. specifically, they must provide a
report (1) on any proposed new eystem of -recorgs, agf
(2) annually on all systems of recoras and on & number .
facets of compliance with the Act, €.9., lntermatlon.sys eT
plans, improvements in records management pellc1es ind pggr
cedures, problems with compliance, SFatlSthS on t i numand
of inguiries, amendment requests, denials of reqguests,

SO Oon.
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APPENDIX II - CORRELATIONS
OF REQUIREMENTS/COMPLIANCE PROCEDURES/DBMS FUNCTIONS

TABLE 1 - DATA COLLECTION REQUIREMENTS

statement

3. Limit collection of information on
exercise of first amendment rights

4. Be able to function without Social
Security Number

|
I
J
|
I
|
|
!
|
2. Inform individual of Privacy Act |
|
|
[
|
|
|
l
|

Design data entry form together with
notification notice

Issue notification notice

TABLE 2 - MAINTENANCE AND USE REQUIREMENTS

1. Maintain data accuracy, relevance,
timeliness, and completeness

2. Purge records after their useful
life has expired - disclosure
accounting five years later

3. Make an accounting of the purge

Periodic verification of data

. Software to delete records based
on criteria

. Log the date purged and what is
purged

I
|
I
|
I
P5 |
I
!
I
|
|




| KEQUIREMENTS

| ===
ACCESS

1.

1.

record

AMENDMENT

1. Amendment request originates from
individual

2. Agency send written acknowledgement
of the receipt ot the amendament
request within 10 days

3. Agency agrees to amend

4. Agency refuses to amend

DISPUTLE HANDLING

2. Provide prior recepients with a

TABLE 3 - ACCESS, AMEND, AND DISPULE REQUIREMENTS

Inform inuividual whether a system
of records contains a record
pertaining to him upon request

Permit individual to review
records pertaining to him

Permit individual to be
accompanied

Permit the individual to
obtain a copy of such

Ja. Advise individual

3b. Correct the record
3c¢. Advise all previous
recipients of the correction

da. Inform individual of its
refusal (reasons and name-
address of official for
further review)

Individual files with the agency
a statement of dispute

copy of aispute statement

. Notification to subject

. Verify identification of ind.
. Retrieve the record via software

. Print out specified contents of
data elements

. Issue form letter acknowledging
receipt of amendment request

. Issue form letter informing of the
acceptance

. Modify the record via software

. Retrieve disclosure accounting for
that record

. Issue letter informing of the
correction and substance of
the correction

. Issue form letter of refusal

. Mark the 'dispute! bit in the record

. Create a dispute recora. See aata
element for Sub file

. Print out the disputeu record and
mail to previous disclosure
recipients

25
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TABLE 4 - DISCLOSURE REQUIREMENTS

| = e e e
| CONDITIONS OF DISCLUSURE

ROUTINE USE

records for the purpose
for which it was collected

|

|

|

| Interagency transfer of
|

=

|

| NORMAL USE

|

| Intra~agency employers
| who have need for the

| record in the performance
| of their duties,

I

|

[

| SUBJECT

|

| Access by data subject

|

FREEDOM OF INF. ACT
Disclose records to the

public under the Freedom
of Information Act

THIRD PARTY

Disclose to third party

N

CUNS} COMPLIANCE PROCEDURE

. Set 'consent' field to be Y/N

. 1f yes, software to retrieve claimed
information and enter disclosure
accounting. For data element see
DA file

. If no, notify person requesting data
that consent was denied.
Log denied disclosure accounting

|

|

REQ. | |

————— R L E P L L P L P DR L P |

| |

| |

| |

N | I

| ]

| |

| |

----- [ e e e e |

| |

| |

| |

N | [

| |

| |

| |

i |

————— | m e e e |

| |

| |

| |

N.A.| (See ACCESS section) }
|

----- | e e e e m e e m m e |

| |

| |

| |

N | |

| |

| |

| |

----- e ittt

| |

| |

| |

Yy | . Generate letter to obtain consent |

| |

| |

| |

| |

| |

| |

| |

| |

| ]

[ |

P3
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SPECIAL DISCLOSURES

1.
2.

TABLE 4 - DISCLOSURE REQUIREMENTS (CONT'D)

To the Bureau of Census
For Statistical research
and reéporting

To national archives

To law enforcement purposé¢
at the written request of|
an agency head |
Under emergency
circumstances affecting

an individual's health

and safety

To the Congress

To the General Accounting
Office

Pursuant to a court order

RETROACTIVE DISCLOSURE

1.

Access by data subject fo
disclosure accounting
kequest for disclosure
accounting by other indiv|
Inform past recipients of|
disputed or corrected inf|

I
I
I
I
|
|
I
I
_________________________ |-
I
I
|
t
I
l

Lol o

[

. Subsequent notification to ing.

. Print disclosure accounting record,
but not the special disclosures
- See THIRD PARTY section

+ See DISPUTE HANDLING
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TABLE 5 - PUBLIC NOTICE REQUIREMENTS

ANNUAL REPORT

Annual notice of Agency rule and
record system descriptions

ANNUAL REVIEw

Is all information relevant,
necessary, timely and complete?

Is agency's record keeping practices
consistent with the Act

NEW SYSTEMS NOTICE

Publish in Federal Register at
least 68 aays ahead of use

NEw USE NOTICE

Publish in Federal Register a
new use report 36 days ahead

COMPLIANCE PROCEDURE

. Record system description and agency
rule may be stored and printed out
via computer. (Data element - See
Public Notice file.)

|
|
|
|
I
I
I
|
|
I
|
|
I
I
I
I
. Develop software to support audit |
compliance program {
I

I

|

I

I

I

|

I

I

|

|

I

I

I

. Print out public notice file

. New use notification to data subject
. Modify NN file

- et ot it oy e St

0l

Pl

ol
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