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INTERNATIONAL TERRORISM: LEGISLATIVE
INITIATIVES

TUESDAY, SEPTEMBER 12, 1978

HousE oF REPRESENTATIVES,
COMMITTEE ON INTERNATIONAL RELATIONS,
SUBCOMMITTEE ON INTERNATIONAL SECURITY
AND SCISNTIFIC AFFAIRS,
“ Washington, D.C.

The subcommittee met at 10:15 a.m., in room H~236, the Capitol,
Hon, Clement J. Zablocki (chairman) presiding.

Chairman ZaBLockl. The subcommittee will please come to order.

It is the pohcy of the Chair to have minority members present as
well, but I understand they are coming, and our first witness is
from the minority side.

We recognize him as a member of the subcommittee for this
purpose,

The subcommittee meets today to consider the growing problem
of international terrorism and the essential effor*s both the execu-
~ tive branch and th:- Congress must take to provide a feasible,

credible, and well-tuced response to the threatening challenge of

terrorism.

The problem of dealing with the complex phenomenon of inter-
national terrorism has been one confronting responsible repre-
sentatives of many groups ang institutions. The Carter administra-
tion has undertaken a major effort to reorganize the resources of
the executive branch and clarify the diffuse lines of authority
involved in combating terrorism.

Numerous interested private organizations and individuals have
done extensive research into the phenomenon of terrorism and
devised programs of action to combat the problem. Congress has
igggessed its concern through proposed leg1s1at1on, including H.R.

7

The principal sponsors are Congressmen Anderson of California,
Johnson of California, Mr. Harsha, and Mr. Snyder. 1 also under-
stand there are identical bills introduced, and Congressman
Gilman is a cosponsor of a bill identical to H. R. 13387.

H.R. 13387 and the issue of international terrorism will be the
subject of intense discussion today and markup by the subcommit-
tee this Thursday.

To illustrate this multlfaceted concern on combating 1nternat10n-
al terrorism, the subcommittee will hear from five witnesses today,
beginning with Representative Benjamin Gilman from New York,
and a fellow member of the Committee on International Relations.
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Ambassador Anthony Quainton, chairman of the Interagency
Working Group on Terrorism and Director of the Office of Combat-
ing Terrorism, Department of State, will also also be a witness.

We will also hear from Mary C. Lawton, Deputy Assistant Attor-
ney General, Office of the Legal Counsel, Department of Justice,
accompanied by Sebastian S. Mignosa, Director of the Terrorism
Section, FBL; Mr. F. Richard Lally, Director of Civil Aviation Secur-
ity, Federal Aviation Administration; and finally from Dr. Robert
E. Kupperman, chief scientist, Arms Control and Disarmament

gency.

Dr. Kupperman is appearing today not in his capacity as an
official of ACDA but because of his exténsive expertise on the
subject of terrorism. Dr. Kupperman, who has written extensively
on this subject, is appearing in response to our invitation.

Because of ‘the widespread interest in this issue, the subcommit-
tee has received written testimony from a.number of groups which,
Kith?ut objection, I request be made a part of the subcommittee
‘hearing. ,

Groups submitting testimony include the Bureau of Alcohol, To-
bacco, and Firearms; the Department of the Treasury; the Sporting
Arms and Ammunition Manufacturers Institute; the Airline Pilots
Association, and the Air Transport Association. ‘

Without objection, those groups will be allowed to submit testi-
mony.

The Chair hears no objection, and it is so ordered.

Due to the importance of this issue and, unfortunately, the brief
time the subcommittee has to examine the problem of internation-
al terrorism, the Chair would ask the witnesses to briefly summa-
rize their statements so that we may proceed directly to questions.

We will hear first from Representative Gilman, Ambassador
Quainton, then Ms. Lawton, Mr. Lally, and finally Dr. Kupperman.

Mr. Gilman, you may proceed.

STATEMENT OF HON. BENJAMIN A. GILMAN, A REPRESENTA-
TIVE IN CONGRESS FROM THE STATE OF NEW YORK

Mr. GitMAN. Thank you, Mr. Chairman. -

Mr. Chairman and other distinguished members of the subcom-
mittee, I welcome the opportunity to appear before the Subcommit-
tee on International Security and Scientific Affairs, and I wish to
state my support for legislation to combat international terrorism.

I cornmend the subcommittee for its diligent efforts toward seek-
ing passage of legislation enabling us to respond effectively to
fanatic bands of terrorist and those who assist them, who have
proven their wanton disregard for human life and the civilized
institutions of our international community. ; -

The sad fact is that living with terrorism has become a way of
life for millions of people around the globe. The pattern of terror-
ism continues to grow and spread throughout the world. As cooper-
ation between terrorism and terrorist organizations increases, so
. do the bombings, kidnapings, assassinations, and hijackings,

These aspects of the terror have become a popular tool for all
those seeking to impose their will on a world community unable or
unwilling to-defend itself. The most frightening aspect of this trend
is its arbitrary nature, where innocent victims are gripped by the
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consequences of terrorist activities, often being slaughtered for no
apparent reason.

As indicated by a PLO terrorist leader in 1970, and I quote from
his statement: “There can be no geographic boundaries or moral
limits to the operation of the people’s camp. In today’s world, no
one is innocent, no one is neutral.”

As a product of this type of insanity over the last 10 years,
worldwide there have been nearly 1,000 terrorist incidents result-
ing in the deaths of more than 1,300 people and more than 3,600
wounded.

Unfortunately, under current laws and current levels of interna-
tional cooperation more than three-fourths of all terrorists escape
punishment for their actions, and they are almost certain to
achieve their aim of achieving widespread publicity concerning
their crimes.

In the past I have joined you in speaking out against terrorist
acts claiming the lives of innocent victims. We have put this Con-
gress squarely on record as to the urgent need to fashion effective
legislative remedies to quash terrorist groups engaging in bomb-
ings, assassinations, kidnapings, and hijackings.

During this Congress I was pleased to have been joined by 60 of
my colleagues who cosponsorerd a measure I introduced, House
Concurrent Resolution 72, calling for stringent action against ter-
rorists and nations aiding terrorists. The legislation also urged
conclusion of an effective international convention against terror-
ism.

A similar thrust against terrorism has been incorporated into
H.R. 13387: Act to Combat International Terrorism, introduced by
Congressman Glenn Anderson, of which I am a cosponsor and a
copy of which is presently before you. , :

I urge this subcommittee to consider favorably the strong legisla-
tive initatives proposed to combat internationsl terrorism, and I
request permission that the full text of my prepared statement be
included in the record.

Chairman Zasrockl. Without objection, so ordered.

[Mr. Gilman’s prepared statement follows:]

PREPARED STATEMENT OF HON. BENJAMIN A. GILMAN, A REPRESENTATIVE IN
CongrEss FroM THE STATE OF NEw YORK

Mr. Chairman, and other distinguished members of the Subcommittee on Interna-
tional Security and Scientific Affairs, I am pleased to have this opportunity to
appear  before you as this subcommittee considers much needed legislation to
combat international terrorism. You are to be commended for your diligent efforts
to focus attention on the critical problem of international terrorism, and for seeking
responsible and effective legislative remedies to this problem. )

The sad fact is that living with terrorism has become a way of life for many
millions of people around the globe. The pattern of terrorism continues to grow and
spread throughout the world. As cooperation between terrorists and terrorist organi-
zations increases, so do the bombings, kidnappings, assassinations and hijackings.

These acts of terror have become a popular tool for all those seeking to. impose
their will on a world community which is unable or unwilling to defend itself. The
most frightening aspect of this trend is its arbitrary nature, where innocent victims
are gripped by the consequences of terrorist activities often being slaughtered for no
apparent reason. As indicated by a PLO terrorist leader in 1970. “There can be no
geographic boundaries or moral limits to the operation of the people’s camp. In
today’s world, no one is'innocent, no one is neutral.”

As. a product of this insanity, over the last ten years, worldwide, there has been
nearly 1,000 terrorist incidents resulting in the deaths of more than 1,300' people
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and more than 3,600 wounded. Unfortunately, under current laws and current
levels of international cooperation, more than three-fourths of all terrorists escape
punishment for their actions while they are almost certain to achieve their aim of
gaining widespread publicity. .

The conviction rate for terrorists and the length of actual sentences imposed has

been unimpressive. While the FBI has a better than 90 percent capture rate for
criminals involved in kidnapping for ransom, a terrorist involved in an internation-
al kidnapping has about an 80 percent chance of escaping capture or death. Sadly,
the average sentence for those who are caught and brought to trial has been only
eighteen months. -
- At a time when the threats of terrorism are at an all time high, our current
domestic and international efforts fall way short of the tasks before them. Earlier
this year, FBI Director Williasn Webster testified before the Congress that the
bureau’s presently strained rescurces are not adequate to cope with a major terror-
ist campaign. In fact, he warned that proposed budget cuts this year would threaten
already existing investigations 5f terrorist incidents. .

The “people of this nation through their government must respond to this attack
on the civilized world. We must join together in seeking to mobilize the necessary
forces in this and other nations which would be equal to the task of combatting the
bands of terrorists fanatice and the conditions from which they spring. We must
seek to deny a safe haven to terrorists and to establish sanctions against states
which aid them, harbor them, or fail to prosecute or extradite them, .

We must impress upon each other the collective threat posed by terrorism. As
history has shown, terrorism begets other acts of terrorism and violence. Our
response can only be to create a dedicated, aggressive, coordinated, multinational
effort to apprehend szd punish terrorists wherever and whenever they strike. We
1nust meet this challenge. As pointed out by the Washington Post in its March 17,
1978, editorial: “The terrorists are pressing the question whether a government
actually exists—or is it only the legal shell of a government, with nothing inside? Is
it capable of acting, at last, to preserve itself and public order?”

During the past few years in different forums, I have sought to denounce terror-
ism and to alert those still unmoved to action, that terrorist acts feed on each other.
A civilized rociety cannot for long fail to respond to the threats to its very existence
which are posed by the ever increasing incidents of terror. It is impossible to forget
- that the hateful creed of the terrorist is that there are no innocents; any individual
regardless of age or sex regardless of station is a potential victim.

I have had the privilege in the past and in the present Congress of authoring and
cosponsoring much need legislation to deal with terrorist-related problems. One
resolution I have sponsored, House Concurrent Resolution 72, calls for an interna-
tional study of the causes of terrorism, urges the President to both take action
against nations aiding terrorists, and to seek stronger international sanctions
against such countries, and strive for conclusion of an effective international con-
vention against terrorism.

In the specific area of air piracy and hijacking which is currently under study by
this Subcommittee, H.R. 13261 will, as stated by its author, Congressman Glenn
Anderson, Chairman of the Subcommittee on Aviation “deal in a comprehensive
way with the threat terrorism poses to Americans both at home and abroad.” This
bill and similar legislation now before you can contribute méaningtully by enabling
our nation to deal more effectively and promptly with terrorism.

As a compliment to these vital efforts, we must encourage the world community
%g fulgy support the existing international treaties dealing with air piracy and

jacking, ) '

The Tokyo Convention of 1963, The Hague Convention of 1970 and the Montreal
Convention of 1971 provide for the classification of air piracy as an international
crime and provide for the extradition or prosecution of hijackers. Unfortunately,
these conventions have not had unanimous acceptance or adherence.

Recently, however, there have been some encouraging signs of an awakening in
the world community to threats posed by terrorist hijackings. On November 3, 1977,
the United Nations General Assembly, for the fivst time, adopted a resolution
condemning air piracy and ¢alled upon all governments to take stejis to tighten
security and to agree to prosecute or extradite hijackers. In addition, at this week’s
Bonn Economic Summit Conference, the seven heads of state reached an important
agreement on air piracy and terrorism that includes a call for suspension of air
flights to and from those countries that provide assistance to hijackers. ’

I urge the members of this Subcommittee to seize this opportunity to strengthen
these efforts through the passage of the legislation before it, thereby strengthening
.our Nation's hand in combatting terrorism. The terrorist challenge to the civilized
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world was summarized recently in a Washington Post editorial of May 16, 1978
“The breakdown of law enforcement tends, unfortunately, to be circular. One suc-
cessful crime incites other people with guns to try the same thing. Demoralization
among the police spreads. To reverse the deterioration requires vigorous political
intervention by the national leadership.”

This subcommittee is playing an important role in providing the needed leader-
ship to combat terrorism, Now the United States as a nation must take the lead to
enlist all nations and peoples that are outraged by the brazen attacks, assassina-
tions; threats, the taking of innocent hostages, and other vile forms in which
internationsl terrorism manifests itself.

Mr. GiMAN. Thank you, Mr. Chairman.

Chairman ZaBrocki. Let me state that I and many of our col-
leagues are fully cognizant of your deep interest, your hard work
and your efforts in combating terrorism, and we thank you for
your statement. ‘

Mr. GiMaN. Thank you, Mr. Chairman.

Chairman ZABLOCKI. Ambassador Quainton.

Perhaps to expedite matters. The House will be going into ses-
sion at 12 o'clock, and I know immediately Membhers will be called
to the floor. If we can have Mrs. Lawton, Mr. Lally, and Dr.
Kupperman take their places up here we will hear all of your
statements and then pose questions to you as a team.

Ambassador Quainton. :

STATEMENT OF HON. ANTHONY QUAINTON, CHAIRMAN OF THE
INTERAGENCY WORKING GROUP ON TERRORISM AND DIREC-
TOR, OFFICE FOR COMBATING TERRORISM, DEPARTMENT OF
STATE

Mr. QuaiNTOoN. Thank you, Mr. Chairman and members of the
subcommittes.

You have the text of my remarks. You have asked me to address
three different ‘areas of interest to your subcommittee: Coordina- -
tion activities of the U.S. Government in this area, the multilateral
initiatives which we have taken, and our comments on H.R. 13387,
which is currently before your subcommittee. ‘

As you are aware, last year the U.S. Government’s efforts to
combat terrorism were put under the Special Coordination Com-
mittee of the National Security Council in order to give our efforts
a direct link to the policymaking levels of the U.S. Government,

A working group for combating terrorism has been established .
which is chaired by the representative of tha Department of State,
myself, and whose vice chairman is the representative of the De-
partment of Justice.

This working group has been subdivided into a number of com-
mittees desighed to deal with critical problems in this area, re-
search and development, contingency planning, crisis management,
the role of the media, and international initiatives. : v

An executive committee reviews recommendations and policy
concerns and forwards such relevant matters to the Special Coordi-
nating Committee for decision. ‘ o

When there is a terrorist incident which requires the manage-
ment of the U.S. Government, this is handled on the lead agency
basis with the Department of State taking the lead in international
terrorist incidents outside the United States, and the Department
of Justice with the FBI taking the lead inside the United States.



In cases involving domestic terrorist hijackings, the Dlepartment
of Transportation and the FAA take the lead.

With regard to our international initiatives and efforts, the m
noteworthy in recent months has been the declaration signed”at
Bonn in July by the heads of state and government under which
the seven countries representing 69 percent of the world’s, the non-
Communist world’s aviation, agreed to cut off air services to and
from any country which fails to prosecute or extradite hijackers
and fails to return the hijacked aircraft.

Since that announcement was made we have met at the level of
officials in Bonn in early August. We will be meeting again prob-
ably in Ottawa at the end of this month to review in the interna-
tional context the support which we have received—we have ad-
dressed all countries with a request that they support the declara-
tion—and to iron out the various necessary procedures for imple-
menting the declaration.,

To supplement the effort of the Bonn declaration we have also
been active in the last year in obtaining increased accessions on
the Montreal and the Hague conventions on hijacking which now
number over 90. We anticipate, additional accessions in the future.

We will be supporting early in the new year the efforts of the
West German Government to draft a convention against hostage-
taking. This will also be in the United Nations context.

Finally, with respect to the bill which is before your committee,
let me say that we welcome the initiative which the Congress has
taken to enact this comprehensive bill. We regard it as a timely
piece of legislation. We welcome the various elements of that bill:
The definition of terrorism, the reporting requirements which we
regard as a vital means of keeping the Congress and the public
informed, the Zescription of appropriate measures to be taken
against governments who demonstrate a pattern of support, the
efforts to improve aviation security and to implement the Montreal
Convention, and finally the provision to add identification and
detection taggants to those explosive materials which terrorists
use.

All of these measures will enhance our capabilities to combat
terrorism.

It is our view that they must be used with imagination and
determination and must he supplemented by efforts to deal with
the root causes of terrorism, where that is possible. The adminis-

tration’s efforts to find solutions to the problems of the Middle East _

and Southern Africa are steps in that direction.

In dealing with terrorism we have had to confront a wide variety
of problems in the past, and it has been our experience that we
need to tailor our response to each terrorist situation to enhance
the effectiveness of our actions.

In that regard, we believe that the provisions of H.R. 13387
which provide for automatic application of sanctions could hinder
our ability to adapt our: tactics to the situation at hand.

We feel that selectivity in applying these sanctions is egsential to
gain the maximum leverage in attempting to change the policies of

a country supporting terrorism. If it is determined that a particu--
lar sanction would not be effective, it would be better to simply not

S
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use it than to waive the sanction and risk the interpretation we
are being lenient.

We do believe, however, it is desirable to retain that portion of
the bill that contains the requirements to report to the Congress on
the use or nonuse of sanctions. Strong reporting and consultive
provisions should be retained.

Finally, let me reaffirm what Secretary Vance said last January
in his testimony before the Senate Governmental Affairs Commit-
tee, that the “Congress and the administration must work closely
so that we are prepared to deal with terrorist acts rapidly, decisive-
ly, and effectively.”

It is in this spirit that we have supported the Congress initiative
in preparing this legislation.

[Ambassador Quainton’s prepared statement follows:]
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PREPARED STATEMENT OF HON. ANTHONY QUAINTON, DIRECTOR, OFFICE FOR
CoMBATING TERRORISM, DEPARTMENT OF STATE

MR. CHAIRMAN AND MEMBERS OF THE SUBCOMMITTEE:

I am pleased to appear before you today to testify on
the subject of your hearing, "International Terrorism:
Legislative Initiatives." I have recently assumed direction
of the State Department's Office for Combatting Terrorism
which is the focal point for coordinating the anti-terrorist
activities of the US Government. You have asked that T
describe this important effort. You have also requested
that I summarize the multilateral implications of the recent
Bonn Summit Anti-Hijacking Declaration, as well as comment
on H.R. 13387, an "Act to Combat International Terrorism"

which is now being considered by your Subcommittee.

GOVERNMENT ORGANIZATION

Last year, an extensive NSC review of our Government's
anti-terrorism effort took place. As a result, the State
Department's Office for Combatting Terrorism was given a
new leadeiship mandate to enhance the US Government's
ability to deal with the problems of both domestic and
international terrorism.

The current Executive Branch organization in this
area consists of two complementary structures -- one devoted

to incident management and the other concerning itcelf with



policy formulation and contingency planning. Both structures
are ultimately responsikle to the Special Coordination
Committee (SCC) of the National Security Council.

With respect to the handling of the US Government's
involvement in a terrorist incident in progress, the scc,
chaired by the President's National Security Advisor, has
been charged with assisting the President in the management
of such crises. TIts membership includes the statutory
members of the NSC and other senior officials, as appro-
priate. In practice, the SCC would probably directly
exercise this respensibility only in the event of a major

terrorist incideﬁt requiring highest level decisions. 1In
k general, the US Government's response to terrorist incidents
is based on the lead agency concept: the State Department
has operational responsibility for international incidents;
the Departmeni: oﬁ‘Justice and FBI handle domestic incidents
coming under F;deral juris&iction. They work closely with
state and local law enfbrcement authorities where there is
overlapping jurisdiction. Aircraft hijacking is a special
case -~ the Congress has mandated by law that the Federal
Aviation Administrafion shall have primary responsibility

in this field. Each of these agencies can and does draw
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“upon the support of other Federal agencies with relevant

expertise. Where interagency policy issues arise during

the course of an incident; senior officials of concerned

agencies can meet under NSC‘Staff leadership, to resoive

them. The members of the SCC are kept continually informed &
of significant developments so that it can convene on short
notice, if necessary.

Because the Department of State will have to manage
the United States Governments response to international
terrorist incidents, we have recently upgraded our plans
and procedures. The State Department's Operations Center
is on duty around-~the-clock and has a capability for
virtually instantaneous communications with other agencies
Operations Centers, with senior officials and with our
diplomatic missions, 1In the event of a major terrorist
event, we would immediately set up a task forcz or working
group to handle the detailed management of our reaction ﬁo
the incident.

The tasks of policy formulation and contingency planning
are handled by +he NSC/SCC Working Group on Terrorism and
its Exécutive Committee. These bodies ensure that there is

a timely, effective and detailed coordination among all
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agencies having jurisdictional or support responsibilities
for combatting terrorism. The Staﬁe Department chairs both
groups with the Justice Department's representatives as
Vice Chairman. Neither body manages incidents, but they
could serve in a staff support role to the SCC or the lead
agency during a crisis.

The Executive Committee is a senior-level. interagency
group which, at the request of the SCC, deals on a regular
basis with counter-terrorist policy and the many complex
issues of contingenéy planning, including command and control
.arrangements, The Departments of State, Defense, Justice,
Treasury, Transportation, Energy, the Joint Chiefs, CIA and
the NSC Staff are represented.

The Working Group represents an additional twenty
agencies and departments. with less direct involvement in
these problems. Apart from géneral information sharing, we
have found that the number oOf participants in meetings of
the Working Group is too large for effective interaction,
drafting or planning. Accordingly, in order to streamline
its operations and maximize its effectiveness in policy
coordination and review, the Working Group has been
subdivided into Committees organized on functional lines.

There are Committees to deal with Research and Develdpment,
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Security Policy, Contingency Planning and Crisis Managemengf,
Public Relations and International Initiatives. These
Committees aie responsible for‘reviewing the US Government's
preparedness to meet a terrofist attack and to make policy
recommendations for Working Group and Executive Committeé

review,

INTERNATIONAL INITIATIVES

Recognizing that international terrorism is a problem'
where there is not one battleground but many, the fight
against terrorism has been made an integral pagt of our
relations with all governments; We s#ek their cooperation
in combatting this scourge and in bringing terrorists to
justice.

The problem confronting all countries is how best to
deal, with this phenomenon in its current form, recognizing
the diversity of political-viewpoints to which terrorists
appeal. It is commonplace to note that one man's terrorist
is another's freedom fighter., - Counter-measures which seem
appropriate in one context will be bitterly opposed in
another. Thus the fight against terrorism in the inter-

national arena is a continual search for consensus.
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The disruptive impact of terrorism has spread across
international boundaries and in somé countries has under-
mined the established political order. As a result, there'
is a growing awarenéss of the threat which terrorism
represents. The recent Declaration by the Bonn Summit
participants' of their infention to halt bilateral air
service between themselves and countries which refuse to
extradite or legally prosecuﬁe airplane hijackers is a major
step forward in this search for an international consensus.

The US Government has actively pursued the Bonn Summit
initiative. I led a US délegation to a follow-on meetiné
in Bonn, August l1-2, of representatives of the Seven Summit
powers to discuss questions of practical implementation.
The two principal areas of discussion were the procedures
which each of the Seven would institute in the event of a
hijacking and the diplomatic initiatives which should be
taken to ensure broad support for the Declaration. Each
country has désignated a central coordination point for
dealing with the implementatioﬁ of the Declaration. My
Office will perform that function for the US Government.

We are pleased at the progress which has been made.

We and our six allies, whose airlines carry almost 70 per

35-649 0 =79 - 2
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cent of the passengers of the non-Communist world, are now

able to take prompt, effective and éoordinated action in

dealing with hijacking situations which might trigger the

sanctions provided for in the Bonn Declaration. We will .
also be working closely with our six partners to maximize
international support for the Declaration. In close

collaboration with our allies, we have sought the support

of all countries for the Bonn initiative. Many countries

in various parts of tge world have already indicated to us

their desire to suppé;ﬁufhe Declaraﬁion.

The August 1—2'meet£ng in Bonn has given renewed impetus
to thevSummit Declaration and we have undertaken to meet
again within the next few weeks to ensure that this momentum
is maintaihed. v

In tandem with this effort, we are working through ICARO -
to upgrade_international standards for airport security.

We are also working with a number of like-minded states to

obtain additional accessions to the Hague and Montreal

Conventions against hijacking and aircraft sabotage. The

number of countries adhering to the Hague Convention

increased in 1978 from 82 to 93 and to the Montreal Conven-

tion from 80 to 89. At least 18 other countries are well

along in the ratification/accession process. Fewer and fewer

. hijackers can count on landing in countries which once gave .

~ them sanctuary.
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The building of this eonsensus has been slow and in
other areas, relating to hostage téking, for example, has
been less completé. Nonetheless, the search for agreement
goes on, and early next year UN member states will be
resuming wo;k on a new international hostage convention.
We shall be giving these efforts our full and enthusiastic

support.

LEGISLATIVE INITIATIVES

There remains much to be done. We welcome the initia-
tive which the Congress has taken in moving to enact a
comprehensive bill to combat international terrorism. It
is a timely piece of legislation.

We support the principal elements of H.R. 13387: the
definition of terrorism; the reporting requirements which
are a vital means of keeping the Congress and the public
informed éf sigpificant trends and actions; the description
of appropriate measures to be used against governmenis which
demonstrate a pattern of support for terrorism; the effort
to improve international aviation security by drawing
attention to the critical quéstion of airport security and

by modifying the United States Code to implement the

Montreal Convention on airport sabotage; and, finally, thé
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provision designed to add identification and detection
taggants to the explosive materials which terrorists might
use. '

With respect to taggants, the Department regrets the
exclusion of black and smokeless powders from the explosives
tagging requirements of the bill. We understand that the
Treasury Department, the principal US agency with enforce-
ment responsibilities, will be given an opportunity to pro-~
vide the Committee with more detailed reasons for inclusion
of such a provision, given the fact that black and smokeless
towders are the second most widely used explosives in
illegal bombings in the United States.

The above measures will enhance US capabilities to
combat terrorism. They must be used with imagination and
determination. - They must be supplemented by efforts to
deal with those cases where the inspiration and motivation
of terrorist acts arise frém deeply felt and long-standing
political grievances. Our efforts to find solutions to the
problems of the Middle Fast and Southern Africa are steps
in this direction.

In dealing with terrorist groups and with their patrons. in

recent years we have had to consider a wide range of factors
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and possible courses of action. In our experience, the
sanctions proposed in the bill would be appropriate in
dealing with many situations, but their imposition should

be considered in the light of each situation. In each case
we should take into account their likely effectiveness and
the impact they will have on our dbility to c¢ombat terrorism
as well as other political, econcmic and security interests
of the United States. They should be such that they can

be altered as appropriate in respornise to a positive evolution
in the policy of the state subject to sanction. . The
provision of H.R, 13387 which provides for automatic applica-
tion of sanctions would, in fact, hinder our ability to
adapt our éﬁctics to the situation at hand. ' We feel that
selectivity in applying sanctions is essential to gain the
maximum levérage in atﬁempting to change the policies of a
country sgpporting terrorism, If it is determined that a
particular sanction would not be effective in - influencing

a country's policy on terrorism, it would be better simply
not to use it, rather than to waive the sanction and risk
the interpretation that we ére being‘lenient. We -would,
however, propose to retain that portion of the bill which
contains the requirement to report to the‘Congress on the
use or non-usé of sanctions. Strong reporting and consulta-

tive provisions would thus be retained.
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Finally, let me reaffirm that the Executive Branch
attaches great importance to the paésage of legislation
which will enhance our capacity to combat international
terrorism.- As Secretary Vance indicated last January in
his tesfimony before the Senate Govérnmentai Affairs
Committee, "Congress and the Administration must work
closely so that we are prepared to deal with terrorist
acts rapidly, decisively and effectively." It is in this
spirit that we have supported Congress' initiative in
preparing this legislation. .

I would be happy to answer any questions which you,

Mr. Chairman, or members of the Subcommittee may have.

Chairman ZasrLockl. Thank you, Ambassador Quainton.
Ms. Lawton.

STATEMENT OF MARY C. LAWTON, DEPUTY ASSISTANT ATTOR-
NEY GENERAL, DEPARTMENT OF JUSTICE; ACCOMPANIED BY
SEBASTIAN S. MIGNOSA, DIRECTOR, TERRORISM SECTION,
FBI

Ms. Lawton. Thank you, Mr. Chairman.

We were asked specifically to address the definitions in H.R.
13387 and the reporting requirements concerning the sanctions to
be taken.

The definition of international terrorism basically breaks down
into three parts: The definition of the acts which are covered, the
definition of the motivation that distinguishes terrorism from ordi-
nary crimes, and the aspects of the definition that make terrorism
international.

With respect to the aspects that make terrorism international
and the definition of the acts, we have no suggestions for change.

However, the definition of motivation as it appears in H.R. 13387
we believe could be sharpened somewhat to accomplish what I
think we all intend. Presently it speaks of actions intended to

damage or threaten the interests of a nation. Actions could do that .

without being terrorist in nature.

For example, a thief who blows up a building or a portion of a
building in order to get access to something he wishes to steal
could be damaging a government but not necessarily be engaging
in a terrorist act.

Therefore, we have suggested some alternative language, not
much more precise, but perhaps indicating a little better what it is
that characterizes terrorist motivation.

The definition of international aspects of terrorism may seem a
bit vague on first reading, but we think it is necessarily broad to
cover the diversity of terrorist acts.
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Similarly, the definition of state support of international terror-
ism is very general in its terms, but again is necessarily broad
because of the diversity in terrorist action, and I think that the
recognition of states which support international terrorism will
prove easier in practice than it does in statutory definition.

In the reporting provisions of the bill there are a series of sanc-
tions listed against nations which support international terrorism,
and the State Department has already addressed these. I would
note particularly, however, that the reporting requirements, when
sanctions have not been taken and the President has determined
they are not appropriate, contain no explicit proyvision for the
protection of classified information. ,

This is found in sections 3 and 4 of the bill but not in section 5,
and yet the President’s reasons for not applying sanctions may
involve classified information in this context as well, and we would
suggest that such a provision be added in section 5.

Apart from that, Mr. Chairman, the Department of Justice's
primary concern with the bill is the provisions in sections 10 and
11 designed to implement the Montreal convention. These would
aid our enforcement jurisdiction enormeously and give us the tools
we need to cope with acts of international terrorism particularly in
the hijacking area.

The language of the bill tracks very closely language which the
Department recommended to the Congress, and we fully support its
enactment and hope it can be enacted this year.

We have one technical problem which I don’t think I need to
discuss at this point with the provisions of the bill designed to
protect the reporting of law enforcement information. We have
suggested in the prepared statement an amendment which would
address the problem.

Finally, we too support the concept of requiring taggants in
explosives. The experience of the Department is that in this coun-
try bombings are by far the most frequent terrorist acts, and any
assistance we can have in detecting bombs before they are exploded
or in determining the nature of the explosive material and tracing
it thereafter will aid us in combating terrorism. '

That is all, Mr. Chairman. :

[Ms. Lawton’s prepared statement follows:]
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PREPARED STATEMENT OF MARY C. LawTON, DEPUTY ASSISFANT ATTORNEY

GENERAL, OFFICE OF LEGAL COUNSEL, DEPARTMENT OF JUSTICE

Mr, Chairman and Members of the Subcommittee:

I appreciate the opportunity to comment on behalf of
the Department of Justice on H.R, 13387 and related legisla-
tive proposals -concerning international terrorism. The
Department of Justice is, of course, directly concerned with
international terrorism because of its wesponsibilities for
intelligence collection, response to terrorism incidents in
the United States, and the detection and prosecution of
those engaged in terrorist activities in violation of federal
law.

As you have requested, 1 will addreés my testimony
today to the definitions of international terrorism and
state support of international terrorism in H.R. 13387 and to
those provisions of the bill regarding imposition of sanctiona

on states supporting terrorism. With your permission, I

"would also like to touch briefly on matters of particular

concern to the Department of Justice, namely, the criminal

'provisions telating to threats to aircraft and the report-

ing requirements of H,R. 13387.
I.

The definition of international terrorism encompasses

w
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three distinct aspects: spacifiec acts which constitute
terrorism, the motivation behind those acts, and the

factors which make the acts 'international" in character.

It incorporates by specific reference the conduct threat- .
ening civil aviation condemned in the Hague and Montreal
conventions and the conduct threatening diplomatic personnel
condemned in the New York convention.  The definition then
encompasses, in more general terms, other unlawful acts
involving harm to individuals or violent destruction of
property. 1In our judgment, this aspect of the definition

is as precise as it can be, given the potential variety of
erimes which terrorists might commit. It covers hijacking,
bombings; hcstage-taking and assassinations -- the typical
terrorist acts.

, The provisions relating to the motivation which dis-
tinguishes terrorism from other crimes are less precise.
They refer to actions intended to damage, tareaten the
interest of, or obtain concessions from a nation or inter-
national organization but exclude military or paraﬁilitary

operations directed essentially against military forces or
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.generally considered a terrorist simply because he uses

22

targets or anm 'organized armed group.'" It is possible thit
this definition could encompass conduct which most of us
would nut ordinarily view as terrorism, ¥For example, an

individudl who places a bomb in a government building for

S .

the purpose of facilitating the theft of something in that

building could nevertheless be said to have damaged the

interests of the country. Yet the ordinary thief is not

a bomb. - It is, of course, difficult to formulate language
adequately describing the diverse motivation of terrorists.
One formulation which may be helpful, however, is that used
in Execut‘ive Order 12036, defining terrorist motivation as:
"intended to endanger a protectee of the Secret
Service or the Department of State or .to further
political, social or economic goals by intimi-

dating or coercing a civilian population or any
segment thereof, influencing the policy of a
government or international organization by
intimidation or coercion, or obtaining wide-

spread publicity for a group or its cause."

This definition recognizes that terrorists strike directly
at government but that they also seek to influence government
either By frightening the. general civilian populatioﬁ into

demanding concessions or by generating enodgh publicity

for their cause to bring pressure to bear on government.




23

THe aspects of the definition of terrorism which reflect
its international character encompass acts which an individ-
val commits in a counﬁry other than his own, or commits
agaiﬁst one country within the boundaries of dnother, They
also include acts directed at individuals vwho are not nation-
als of the country in which the act takes place or acts
which are supported by one foreign state within the terri-
tory of another, These various concepts, I believe, encompass
all of the variations of tgrrorism normally considered
international, Tt should be noted, however, that they also
include acts which are criminal under existing federal and
state law, such as killing or injurjing a foreign official
or damaging the property of a foreign goveroment within the
United States.

"State support of international terrorism" is defined
as supplying material or financial support to terrorist v
organizations, the provision of training, direction or
support or diplomatic facilities to aid and abet terrorism,
and giving sanctuary to terrorists, Several of these con-
cepts are eitremely genéral in their terms but, in .our view,
their application in actual cireumstances will become more

evident than the broad language suggests,
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Section 5 lists three specific Banctioﬁs to be taken
against foréign governments ﬁhich demonstrate a pattern of
support for international terrorism. In addition, it author-
izes the President to take other measures which may be avail- &
able to him to induce a country to change its practice of
supporting international terrorism. At the same time, the
bill recognizes that overriding national security interest
may militate against the imposition of sanctions even though
a country is clearly supporting international terrorism.
Thus, it provides that the President may suspend the applica-
bility of any of the sanctions, reporting his reasons therefor
to the Congress. We defer to the Department of State with

3
regpect to this provision. We would note, h~wever, that,
unlike sections 3 and 4, section 5 cortains no explicit pro-
tection for classified material, It should be recognized
that the President's reasons for not imposing sanctions may
well warrant classification of his report to the Congress,
Accordingly, similar protection for classified inf&rmaticn should
be contained in section 5.
1I.
Sections 10 and 1l of H.R. 13387 contain amerndments to

the existing law relating to aircraft hijacking which are

&
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substantially similar to provisions recommended by the
Departﬁent of Justice last year, They are designed to bring
the United States into full compliance with the Montreal
Convention for the Suppression of Unlawful Acts Against

the Safety of Civil Aviation and provide additional sanctioné‘
for hijacking threats and hoaxes, We are particularly anxious
that these provisions be enacted this year.

Section 10 clarifies the language of 18 U.S.C. 32 and
substitutes a new burden of proof calied for by the Montreal
Convention, Instead of being obligated to prove an intent
to damage aircraft, the prosecution will only be required to
prove that the conduct involved is ”likelf" to damage air-
craft, Further, acts of violence against passengers which
are likely to endanger an aircraft are added to the list of
prohibited acts, Finally, communicgting false information
vhich endangers an aireraft in f£light would be added to- the
crimes now listed in 18 U.S.C. 32,

Section 10 also adds a new provision to the criminal
code extending United St;tes criminal jurisdiction to the
prosecution or extradition of hijackers and others threaten-
ing aircraft when the events occur o;tside the United States

but the individual responsible is later found within the:
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United States. This extension of jurisdiction is consistent
with the provisions of the Montreal Convention and follows
the historic rule of international law that the nation which
apprehends a pirate may assume jurisdiction over him, N

Other amendments in H.R. 13387 make it criminal to
threaten to damage an aircraft as well as to actually damage
it. New civil penalties for carrying arms aboard aircraft or
conveying false information regarding an aircraft would be
added. This would permit the government to impose a sanction
for conduvet which, while serious, does not’warranAt imposition
of full criminal penalties, either because the offender lacks
real criminal intent or because the threat itself is so mini-
mal that a jury is unlikely to conviet the individual of a
crime,

The Department of Justice strongly supports these pro-
visions, ‘ 3

III.

Sections 3 and 4 of the biil require the President to

report to the Congress on acts of international terrorism

‘and on countries which have demonstrated a pattern of support

for international terrorism, Each section contdins a pro-
vision designed to protect classified information and infor-

mation related to law enforcement. In our view, however, the
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provisions designed to protect law enforcement information are
inadequate for ;hat purpose,

As noted earlier, the definition of international terror-
ism in H.R, 13387 encompasses acts which are already Qiola—
tions of federal law investigated and prosecuted by the
Department of Justice. These individual crimes may well be
subject to lengthy investigations and grand jury actions
enco@passing one or more years. The Letelier investigation
is a classic example, To require perilodiec reports to the
Congress while such investigations are going on may well
jeopardize the investigation or generate publicity which will
lead to the acquittal of the defendant. It must be remembered
that inveétigative information frequently does not warrant
classification in the interest of national security and so

it could not be protected from disclosure in that manner., Yet

_the need to protect such information is well recognized. It

is for this reason that Rule 6(e) of the Federal Rules of
Criminal Procédﬁre absolutely prohibits the disclosure of
grand jury information without the consent of the court.

The language of the bill designed to reflect thése samé
concerns is not adequaée to éccomplish this purpose, It

protects from diselosure only that information which is
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protected by the law enforcement exemption of the Freedom

of Information Act, 5 U.S.C. 552(b)(7). That exemption,
however, is completely inappiicable to the Congress. 5 U.S.C.
552(c). Accordingly,'there is nothing in the bill to exclude
investigatory information from the public reports to the
Congress, even though the disclosure of such information may
be in violation of the grand jury secrecy rule and endanger
the invegtigation. We recommend that subsection (d) of both
section 3 and section 4 .be amended by deleting the cross-
reference to the Freeéom of Information Act and simply

state: '"Nothing in this section is intended to require dis-
closure of investigatory records compiled for law enforce-
ment purposes.”

In one respect the‘reporting requirements of H.R. 13387
are a significant improvement over the bill reported in the
Senate, S. 2236. The Senate bill pufports to authorize .
Congress to veto the President's determination that a country
no longer warrants retention on the list of those supporting
terrorism. As the President 'has made clear, he views such
Congressional veto provisions as unconstitutional, H.R. 13387

wisely leaves these determinations to the President, while at

[



29

the same time assuring that the Congress is kept informed

of the reasons for his decisions.

1iv.

Subject to these comments, the Department of Justice
defers to the Departments of State, Treasury and Transporta-
tion with respect to this bill. We should point out, however,

N that whi;e we defer to Treasury on the technical aspects of
the taggant provisions of section 9, we strongly support the
concept. To date bombings are by far the most frequent
terrorist acts committed in the United States and this aid to
the prevention of bombing and the detection of those’responsi-
ble could prove extemely helpful in reducing the incidence
of bombings in'this country.

Chairman Zasrock1. Thank you, Ms. Lawton.
Next we will hear from Mr. Lally.

STATEMENT OF RICHARD F. LALLY, DIRECTOR OF CIVIL AVI-
ATION SECURITY SERVICE, FEDERAL AVIATION ADMINISTRA-
TION

Mr. Larry. Thank you, Mr. Chairman.

I have submitted a prepared statement and I think the views
contained. in that statement are not only consistent with some of
the comments made earlier today by Ambassador Quainton but
they are also consistent with the testimony delivered by the Secre-
tary of Transportation, Brock Adams, during earlier consideration
of this legislation.

There are a couple of points I would 11ke to make as a summary
of the statement.

First of all, I would like to supplement the statement by ‘com-
menting on the last topic Miss Lawton covered, which dealt with

_the introduction of taggants to detect and 1dent1fy explosives. My
statement does not contain any comment on that, so I would like to
add it at this point.

/" We fully endorse the views that the introduction of a detection -
taggant will aid greatly in achieving improvements in aviation
security. The FAA has compiled considerable data on bombings

» and attempted bombings against aircraft and airports. Of the 43

specific incidents for which we have detailed . documentation, 20
Vil involved the use of black and smokeless powder.

I know that this is a point of some controversy in the (‘ongress,

4 but from the standpoint of aviation security we find that almost

half of the bombings that have cccurred have involved the use of

smokeless and black powder. So we do urge the committee to

35649 0 = 79 = 3
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consider retentlon of the provision for the 1ntroduct10n of taggants
~ into those types of explosives.

Mr. BingHAM. Mr. Chairman, could I 1nterrupt for a moment to
clarify something?

Chairman ZABLOCKI. Proceed.

Mr. Binéaam. Would you define the word “taggant”?

Mr. Larry. T should probably defer to the technical experts of the
Department of Treasury, but my understanding of it is it.is the
introduction of a substance into the explosive or into the blasting
cap which can be sensed and given a reading to detect the presence
of explosives. That would be a detection taggant.

An identification taggant would be a substance introduced into
an explosive that would be recovered after detonation that would
allow the explosive to be traced to its source, that is, identify the
nature and source of the explosive.

I don’t hold myself out as a technical expert in this field,
however.

Mr. BingEaM. And these are substances that are presumably
required to be introduced into the product as it is manufactured, is
that right?

Mr. Larry. As I understand it, that is correct, sir, and it would
be a judgment of the Secretary of the Treasury when such a
substance was available that was reliable, and a time frame which
would cover its introduction into the manufacturing process.

Mr. BingHAM. So, it would apply to other uses? I mean, once that
were required in the manufacturing process, then the source of the
product would be identifiable whether the use of the product was
legitimate or illegitimate, right?

Mr. Lawiy. Yes; once it got into the legitimate manufacturing
and supply and processing, yes, sir.

Mr. BingaaM. Thank you..

Mr. LaiLy. Turmng to aviation and transportatlon in general,
our experience is that transportation, particularly aviation, has
been a target for terrorist attack and primarily this has taken the
form of aircraft hijacking or air piracy. We have alsoc noted, as ¥ou,
may be aware, a rather dramatic increase in airline hljacklngs in
1977. There were 30 scheduled airline hijackings that occurred
worldwide in 1977, 5 of which involved U.S. airlines—5 of the 25

foreign hijackings, but none of the 5 U.S. hijackings, we categorize

as acts of terrorism.

These figures are almost double the total for 1976 and more than
any year since the 1968-72 peak, and it appears that the trend is
continuing this year. To this point in 1978 there have been 18
airline hijackings, 13 against foreign airlines, and 5 against U.S.
-airlines.

One of the foreign airline hijackings we have categorized as a
terrorist act.

These figures dramatize the need for attention to this problem
that- the committee is facing. And, while it dramatizes the need,

thesu figures also give us some basis for a remedy, because most of

‘the hijackings that have occurred have occurred becavse of weak-
nesses in passenger screening systems, not in the U.S. experience,
but in the foreign airline experience. ;

|
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If those weaknesses were eliminated from ‘the foreign passenger
screening processes, I think we would see a substantial reduction in
the number of hijackings.

With respect to the bill itself, I would suppoit the comments
previously made. We are particularly anxious and urge speedy
enactment of the legislation to implement the U.S. commitment
under the Montreal convention. We do endorse the taggant provi-
sion, and we do favor the other measures as 1nd1cated in prior
testimony by Secretary Adams.

Thank you, sir.

[Mr. Lally’s prepared statement follows:]

PREPARED STATEMENT oF RicHarD F. LaLLy, DIRECTOR, CIVIL AVIATION SECURITY
SERvVICE, FEDERAL AVIATION ADMINISTRATION

' Mr. Chairman and Members of the Subcommittee:

Thank you for inviting me to appear before you today on the
‘subject of international terrorism. We in the Federal
Aviation Administration share your concern about the alarming
increase in terrorist acts throughout the world and the
increasing tendency to use terrorism to achieve political
objectives. Clearly, there is a need to strengthen worldwidx
measures not only to condemn terrorism but to work toward its
elimination from the political scene., We applaud the
interest of this Subcommittee and your desire to build on the

steps already taken by our government and governments

elsewhere in the worlid to free all nations from this threat.

In November 1877, Secretary of Transportafion Adams appeared
before a'special meeting of the Council of the International
Civil Aviation Oiganization (ICA0) in Montreal to point out
the increasing severity of the tﬂ}eat of terrorism, to urge
universal adoption of and adherence to the conventions on
hijacking and aircraft sabotage, and to emphasize to the

Council that we must have more stringent international
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standards for the security of aviation. Terrorist incidents

have continued to occur since ‘that time, underscoring far

better than words the need for prompt and effective action.

For a number of years; transportation, and particularly
aviation,ihas been a target for terrorist attack, primarily
in the form of aircraft piracy. Recently,'a worldwide ool
increase in h;jacking has been noted. There were 30 ‘
scheduled airline hijackings worldwide in 1977, of which 5

involved U.S. carriers., Five of the 25 foreign hijackings, :
but none of the 5 U.S. hijackings, wefe aéts of terrorism.
These figures are almost double the total for 1976 and more
than any year since the 1968-72 peak. The trend continues.
To this point ‘in 1978, there have been 17 hijackings--12
against foreign and 5 against U.S. airlines. One of the

foreign hijackings was terrorist motivated, while none of the

U.S. hijackings fall into that category. |

These figures, while providing the basis for concern, also
point the way to an effective countermeasure. Of those 25
foreign air carrier hijackings in 1977, 21 occurred because
of weaknesses in passenger screen;ng procedures. Similarly,

of the 12 foreign hijackings thus far in 1978, information
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available indicates that. 6 resulted from defective passenger
screening measures. It is also noted that all 5 of the
terrorist hijackings that occurred in 1977 and the one
occurring in 1978 were facilitated by either ‘a total lack of
or seriously defective screening; In those incidents, the
hijackers boarded the aircraft with their weapons through the
normal boarding proéess. Broperly operatingipassenger
screening systems shpuld have detected and intercepted those
weapons. Eliminating the weaknesses in passenger scfeening
systems should result in a significant reduction in the

number of aircraft hijackings and terrorist attacks.

In contrast to the foreign exzperience, no 6.5. hijacking
since 1973 has involved real firearms or explosives passing
undetected through pdssenger screening points. FAA
reéulations governing the security of air transportation
currently cover 36 U.S. and 73 foreign airlines operating
some 15,000 scheduled passenger flights each day to and from'
620 U.S. and foreign airports and boarding some 585,000
' passengers and 800,000 pieces of éarry—on baggage daily. In
spite of the complexities of thi% system and the fact that
the person or baggage we are looking for is literally one
among millions, our experience, as well as the experience of '

other nations who have adopted similar aggressive
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anti-hijacking programs, demonstrates that passenger

screening systems work,

The commitment of the U.S. government to passenger screening
is firm. Our procedures have been in effect for more than
five years and are fully consistent with procedures
recommended for all countries by the International Air
Transport Association (IATA), an organization representing
109 of the world's major airlines. We applaud the airiines
for their continuing efforts in seeking improvements in
international civil aviation security, and we also applaud
the vigorous efforts by airline pilots and their organiza-

tions to promote a safe and secure flying environment.

Both the International Civil Aviation Organization (ICA0) and
the bnited Nations have addressed themselves to the
improvement of aviation security. We welcome these efforts.
In 1974, ICAO incorporated a number of Standards and
Recommended Practices for Security in Annex 17 of the
Convention .on International Civil Abiation, known as the
Chicago Convention. Of particula{ importance, the ICAO
Council submitted to member states for comment in May of this
year a series of amendments to Annex 17. T?ese amendments
represent substantial improvements, and the U.S. will work

for their early adoption.
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In July, at an Economic Summit Conference held in Bonn,
Germany, President Carter and'the heads of State of six other
participating nations issued a Declaration indicating a
commitment to intensify joint efforts to combat terrorism.
The Declaration announced that, where a country refuses
extradition 6: ptosecution of those who have hijacked an
aircraft and/or does not return the aircraft, the seven
nations would take immediate action to cease all flights to
that country, halt all incoming flights from that couﬁtry or
from any country by airlines of the country concerned. A
follow-on meeting was held in Bonn in August, and was
attended by representatives of the seven countries. The
purpose of this meeting was to develop procedures for
implementing the Declaration and for encouraging other
nations to declare their support of the initial seven
countries. Progress has been good, and a furtheg meeting of
representatives of these seven countries is anticipated in

the near future.'

of course, many, if not most, nations and airlines of the

world now have active civil aviation security programs and

. .

are making significant improvements in the security of their
air transportation systems. The U.S. has epdeavored to speed
these improvements by providing to these countries, as well
as those countries wit? Iimited experience, technical

assistance, guidance and motivation. In this connection, FAA
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technical assistance teams have visited many countries;
hundreds of foreign officials and technicians have attended
our aviation security training eourses or have received
indepth briefings on aviation security; and we have made
available our training materials to numerous foreign

governments and airlines.

We regularly conduct security inspections of U.S, flag
carrier and certain foreign carrier facilities outsidé the
U.S. This involves visits to most of the major foreign
airports. The purpose of these inspections is to assure that
the airlines are in compliaiice with our Federal Aviation
Regulations. During the course of the inspections, our
representatives meet with foreign airport security officials
and any airport security weaknesses or deficiencies observed
are called to their attention. This inspection gctivity has
produced security improvements at many foreign airports and
has helped to assure the continuing effectiveness of airline
security measures reguired by Federal Aviation Regulations.
Turning now to the legislation begore this Subcommittee, Mr.
Chairman, we strongly endorse the objectives of H.R. 13387.
We particularly urge that the provisions o§ Section 10 that

would implement the Montreal Sabotage Convention be-.gsnacted
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at the earliest possible time. Section 11 of the bill would
provide additional measures for prosecution and extradition
that will strengthen existing deterrence for persons who
would commit crimes affecting the security of air

transportation, We also urge adoption of this section.

Section 8 of the bill would require an extension to charter
operations of the security measures currently applicable to
scheduled passenger operations. I am pleased to reporé that
regulations providing this coverage have already been issued

and screening of public charter flights began July 25.

Section 6 is the section most pertinent to the Department of
+

Transportation. It would require that assessments be

conducted of certain foreign airports to determine the extent

to which they effectively maintain and administer security

. measures. 1If it is determined by the Secretary of

Transportation that an airport does not maintain effective
security measures, the responsible government would be
notified and corrective actions recommended. If corrective
action were not taken within 180 days, the identity of the
airport would be published in the Federal Register and
prominently posted at U.S. air carrier airports. Further,

consideration would pe given to the imposition of certain
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measures against air carrier qpérations to or from that
airport. We have examined this section carefully and believe
it to be a reasonable, balanced approach to a most difficult

problem,

Section 7 authorizes the Secretary to promote ‘international
aviation security by providing technical assistance to
foreign states. As I indicated earlier, we have had for
several years a limited program of assisténce‘to foreign
governments, funded primarily by the Law Enforcement
Assistance Administration (LEAA). We welcome this
authorization as it will enable us to continue this important

and worthwhile program more effectively.

In my judgment, the best way to achieve lasting improvements
in aviation security is through the miltilateral efforts of
all éoncerned nations, working together through ICRO, &

recognizeé international, safety oriented organization.

Furthegi the work of ICAO should continue to be supplemented
througﬁ bilateral efforts of those.nations, including thé
U.S., that have led in the develoément and implementation of

effective aviation security programs.

It must be made clear, nonetheless, that the U.S. is prepared

to take unilateral action, including the imposition of
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sanctions,yif necessary to protect U.S. citizens. The
provisions of ‘H.R. 13387 place the nations of the world on
notice of our resol?e to counteract terrorist acts, and
provide some of the tools necessary to do so. At the same
time, this legislation would provide the mechanism for an
active U.S. program of helping other countries to upgrade
airport security and sharing with them our expertise and
experience. This legislation adopts a firm policy toward
countries whose airports do not have effective securi£y, but
it also provides for giving to those countries help they may
need to make necessary improvements and to achieve an

acceptable level of security.
Thét concludes'my statement, Mr. Chairman. I will be pleased

to respond to questions you or members of the Subcommittee

may have.

Chairman ZaBLockl. Thank you, Mr. Lally.
We will now hear from Dr. Kupperman.

.

STATEMENT OF ROBERT H. KUPPERMAN, PH. D., CHIEF
SCIENTIST, ARMS CONTROL AND DISARMAMENT AGENCY

Mr. KuppErRMAN. Thank you, Mr. Chairman.

For 3 years I have been studying the problem of terrorism. On
behalf of the predecessor to Ambassador Quainton’s present com-
mittee, known as the Cabinet Committee to Combat Terrorism, I
directed three interagency studies dealing with mass destruction
terrorism, technology, and, in general, problems attendant to
higher order acts.

Let me begin by saying I do not minimize the hardships, the
tragedies that are attendant to the acts that have already been
committed. My fundamental fear is that terrorism, since it is in
part theater, will mutate in terms of targets and mode of attack.
The ante, if you will, will be upped. We may see fewer “usual”’
hostage events. Unfortunately, we may well see the downing of
aircraft with surface-to-air rockets; we may well see limited biolegi-
cal and chemical attacks, as well as attacks on power systems. I
feel that the ability of the terrorist to maintain his sense of public
credibility—if you will, his Broadway presence—is waning. Thus,
we may begin to witness dramatic changes in the nature of terror-
ism.

‘This implies to me that we have to deal with well-conceived lines
of defense. These include intelligence, which is our first line of
defense; and the ability to harden targets, such as the key nodes of
the electrical power system.
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For example, Mr. Lally has spoken about security requirements
at airports, but these are not enough. We must prevent the trans-
fer of adverced manner portable weapons to the less reliable coun-
tries.

In addition, we must double our efforts at developing a credible
incident management system in order to minimize the derivative
effects of terrorism, trying our best to deter as well as limit the
damage that could occur. ’

Whether we face terrorism on an international or domestic
basis—and often this business is inextricably entwined—we must
understand that government must appear efiicient; it must operate
in a way that the public understands that we have done our
homework. In this spirit I support the need for simulations, gaming
efforts, and the development of crisis teams.

I must say that I have been preaching this sermon for over a
year—at times, quite publicly. I am very heartened to say that
since Ambassador Quainton has come on board, much of what I
want of government may be coming true. An exceedingly responsi-
ble, potentially effective effort is being undertaken.

Thank you. :

[Mr. Kupperman'’s prepared statement follows:]
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PREPARED STATEMENT OF RoBERT H. KuPPEEMAN, PH. D., CHIEF Scienmist, U.S.
Arms CONTROL AND DISARMAMENT AGENCY

Introduction

As you may appreciate, I am both pleased and honored
to appear before you. I have been studying counterterrorism
for nearly three years -- especially its crisis management
and technological aspécts. On behalf of the former Cabinet
Committee to Combat Terrorism, I have directed three
government-wide, classified studies of terrorism: the Mass

Destruction Terrorism study, The Near-Term Potential for

Serious Acts of Terrorism, and An Overview of Counter-

Terrorism Tethnology. In addition, I have examined the

crisis management needs of a laryge nation coping with a
sizable terrorist incident. This effort, as well as the
three interagency studies, were supported by the Law Enforce-
ment Assistance Administration. My finél report to LEAA,

Facing Tomorrow's Terrorist Incident Today, was published

in October 1977 by the Government Prin?ing Office. Having
both a scientific and a national security policy background,
1 awm concerned about the complexities of higher-order acts
of terrorism.

Possibly the most striking feature of terrorism is
its great public significance. However measured, the
strongest band of terrorists is far weaker than the tiniest
national military force. Yet the terrorist does not fight
in a conventional way. = Even more elusive than the guerrilla,

he preys upon ¢pen societies, gaining his leverage from their
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‘
physical and institutional vulnerabilities and dramatizing
his cause through massive media coverage.

A good illustration of the erosive effects of terror-
ism can be found in the Harris Survey of December 5, 1977.
The Survey states that, "Terrorism is viewed as a very |
serious world problem by 90 percent of the American people
and a very serious domestic problem by 60 percent."

The Survey goes on to state, "By 55 to 29 percent,
Americans would also support the organization of a 'special
world police force which would operate in any country of
the world and which would investigate terrorist groups,
arrestvthem, and put their leaders and members to death.'®

Thus far America h;s been spared, for the great
majority of terrorist assaults have occurred abroad,
especially in the Mideast, South America and Europe.
Spectacular airline hijackings, hostage episodes such as
Munich in 1972 and OPEC in 1975, a myriad of bombings and
assassinations -- these have set the tone of world opinion.
On a tactical level, terrorism is a success. On the stra-
tegic front, however, the score in the géme of nation-state
vs. terrorist group is not clear.

However, one maxim is self-evident: if terrorism is to
abate, our preeminent goal must be to make terrorism a Stra-
tegié failure. This can happen only if there is interrnational

cooperation and the tough-mindedness of the international
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community makes significant political gains for terrorists
unlikely.

A mature, sober atmosphere must prevail. Governments
need to convince their publics that they can knowledgeably
and efficiently manage terrorist incidents without suspend-
ing civil liberties. A government-imposed news blackout -and
widespread invasions of privacy are unmistakable invitations
to disaster.

Terrorism has become a spectator sport, a theatrical
event. But we become bored easily. The next airline hijack-
ing ~- or the next hostage episode -- is no longer spellbinding
news. We are "media-saturated." - ‘As a consequence, the terror-
organism may mutate, chanéiné its targets and awaiting its
press ‘reviews. Among government's most important jobs,
therefore, is to "out-invent" terrorists, assessing as yet

unexploited tactical possibilities and devising countermeasures.

The Lines of Defense

I1f a nation could know beforehand "“where, when and how,"
a terrorist assault might be thwarted; however, there are gaps
to be bridged between an intelligence coup and operational
victory. The value of intelligence is neither uniform nor
easily predictable. Xnowing for example that a certéin
terrorist group has a high propénsity'for violence may suggest

a greater allocation of collection (warning) resources rather
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than of substantial operational (reactive) assets. Yet,

during a delicate hostage-barricade matter even such "soft"

assessments of cultural and behavioral traits are valuable.
We need to know if -the captors are likely to murder the
hostages, what behavioral patterns delimit rescue attempts,

and so forth. In other words, damage limitation -- may depend

upon intelligence data, but the needed precision of these "
data depends on their applications. ‘

The perennial dilemma of an aggressive intelligerce
apparatus is how to match its activities to the needs of its
clients. Although there is often close collaboration befwéen ‘
the users of intelligence and its collectors, little analysis
of the relative worth of various types of collection activi-
ties may have been done. For this and other related reasomns,
our understanding of terrorism may suffer from stunted thought.
It is easy to raise doubts about the effectiveness of intelli-
gence efforts, but having advance information about an impend-

ing terrorist assault is surely pfeferable to being caught

totally unprepared.  Intelligence is the first line of defense.

Hardening the Target

The second line of defense is contained in an idea that

is simple but often exﬁensive to implement: to harden the
target, building "high-pass filters" which block the admission T
of the amateurish terrorists and increase the costs to the

more talented-as well. Limitation of access.through physical
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means and Eontrolling the accessibility of dangerous devices
and materials is necessary. Fences, guards, various sensors,
closed-circuit television, metal detectors, tags for explosives,
secure éommunications means, etc. are elements of a growing
counterterrorism technology. While vulnerability is reduced,
and the costs for both sides are increased, the "cost-Benefit
ratios" are not usually obvious. Deterrence of future terror-
ist acts, though a subjective matter, is undoubtedly enhanced
by reducing target vulnerability.

Whether on threat assessment or actuarial bases, it
is impportant for industry and government to do penetrating
cost-benefit analyses of the vulnerability of key nodes of
our society.. If a portion of the electrical power grid were
to fail for an extended period, it would not be just the
problem of the power industry; it would be a national
catastrophe having widespread economic and human implications.

We must 1ook‘at the full costs of failure. ﬁﬁb
economics of physical security should not be limited‘lo
lost business and the (discounted) replacement value of
¢>maged equipment. Analyses must include the sizable costs
to be borne throughout the private and governmental sectors.
(This is an interesting area for speculation about the eventual
1iability of public ytilities which have been negligent .in
the face of what litigants may claim to have been a "clear

-~ and present danger.")

35649 0= P9 w4 y R
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International Relations

International cooperation is imperative. We need to
exchange intelligence, forensic data about terrorist incidents,
provide tecﬁnical assistance to each other, face the indemni-
fication problems due to mations taking substantial risks on
behalf of others; enter into agreements for extradition, no
safe havens, etc. But we may need to take unilateral actions
as well. Even if we were to stand alone, economic and trade
sanctions against countries that harbor terrorists -- or worse
yet, foster them -- must be available tools. In this sense
H.R. 13387 sets an approériate tone; but I express my concern
about the billls "form." As written, the automatic use of
sanctions could deprive the Executive Branch of needed leverage
by limiting its flexibility in dealing with a terrorist-
harboring nation.

Incident.Management

Finallx%agven the best intelligence and physical security
efforts will sometimes fail, and governments will be forced to
manage crises produced by terrorism. To minimize the trauma
resulting from such acts, governments must behave efficiently.
Organizational arrangements, management information and
communications systems, sources of expert help, specialized
military. assets, emergency medical, -food and power generation
supplies; and clear delineation of 1eéal and administration

authorities must be developed aﬁead of time. Policy-lével

>
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officials should have practice in making the sorts of decisions
they may face.

It would be no longer clear that law enforcement should
take the lead, nor is it clear that we could find the appropriate
target abroad to attack in retaliation,. Broad-éapged, but well-
tuned crisis management machinery must be developed. Above all,
we should not rely upen ad Egg solutions. Contingency planning,
sericus efforfs at “gaming"” the improhable event -- all these
should be pursued vigorously but they should he absorbed
inconspicuously within the national security and civil emergency
preparedness apparati designed to deal with the broader array
of domestic and international crises we will undoubtedly face.

Severe risks to civil liberties are ?ver present T if
nothing is done to prepare and ‘an incident does occur, govern-
ments méy Tesort to repression on a broad scale. If govern-
ments overreact prior to a major incident, ‘they may become
subject to ridicule and charged with alarmism., Finally, if a
major incident does take place, it is crucial that government
meet the crisis squarely, and in a way to assure the public
that reasonable @nd thoughtful action has been taken. Prepared-
ness measures to meet terrorism must be neither isolated nor
unexercisable; rather, they should fit within routine activities
of government, ensuring an ability to mobilize resources at

time of strain.
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A Program for Action

I have tried to convey the need for prudence and
planning in combating terrorism. The terrorism syndrome
is inherently unstable. A slight quantitative change, even
a terrorist's miscalculation, may have profound ramifications.
In my view, a crisis team is needed to coordinate national
activities at a time of a major incident. Such a team, which
would be the interface between the policy and operational
levels of government, should embrace a well-conceived civil
emergency preparedness program. The opportunities for doing
studies of the effects of resource interruptions, and actually
gaining experience in emergency management, are plentiful
under the aegis of civil\émergency preparedness. Railroad
strikes, fuel shortages, earthquakes and terrorist attacks --
at root they are identical. Their physical character may
differ greatly but to the crisis manager, who must allocate
resources and who is constrained by time, logistics and
politics, the problem is the same.

The programs I believe the larger nations should under-
take are the following:

© pevelop national incident management systems.

~- Crisis management teams must be formed; preferably
one which is a part of a viable civil emergency preparedness
program, has immediate access to the highest level of govern-
ment, and whose management role is set by pre-established

authority.
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-=- These teams must do contingency planning in order
to refine negotiating strategies, determine resource and
management information needs, and coordihate the operations
of government at times of crises.

-- The necessary standby arrangements for aircraft,
communications, personnel and other Tesources must be4made
before the crisis. Further, a roster of experts and the
means to summon them quickly is fundamental. ,

- Consistent with the law, remotely accessible data
bases concerning terrorist groups should be constructed for
planning and operational purposes. ' (For predictive and
incident management purpaoses, we need to maintain data bases
on their tactics and operations, their weapons, and their
organization and training.)

® International arrangements. A vigorous international

relations program to .combat terrorism must be pursued: no safe
havens and extradition agreements, multilateral controls on
the transfer of antitank and antfaircraft weapons, agree-
ments for technical assistance and the exchange of intelli-
gence; and retaliation; including economic sanctions, which
could be directed against countries fostering terrorism.

e Militarz‘ogtién. Whether developed on a national
level, or through cooperative international arrangements,
large nations must have the specialized paramilitary ability
to perform rescue operations such as those at Entebbe and

Somalia:
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o Technology. Countering terrorism can only be

accomplished by funding a vigorous research and development
program. There are rich opportunities for behavisaral and
technological research., Even limited efforts could make

dramatic contributions.

Concluding Comments

I feel that H.R. 13387, an "Act to Combat International
Terrorism," is a step in the right direction; but I fear that
its automatic dimposition of sanctions would ultimately prove
to be counterproductive. The Executive Branéh needs flexi-
bility; it should not be bound teo rigidly. In the prior
section I have set forth tasks which I feel large nations
should undertake. In my view America is becoming prepared
to deal with the sorts of terrorism we have seen to date.
Nevertheless, as I have stated repeatedly and publicly, no
nation is adequately prepared to deal with higher-order acts
of terrorism.

If terrorism were to continue at the same level of
sophistication and violence, I feel that the needed defenses
are presently being created. Tougher policies, including trade
sanctions and the teimination of commercial air service to
countries that harbor terrorists, as well as the development
of special rescue teams will emerge as honed tools. But what
if terrorists were to black out a major metropolitan area,

such as New York City. What if the airline pilots were to



go on strike because a surface-to-air rocket were used to

shoot down a jumbo jet 1ifting ofl from Dulles or Kennedy.

We would face great problems. The derivative socio-economic
effects of the terrorist attack could well outweigh the primary
physical damage.

I support the formation of a crisis management mechanism
to treat the consequences of terrorism, such as the proposed
Federal Emergency Management Agency, one which would dgal
effectively with a broad spectrum of nationally disruptive
crises: rail strikes, natural disasters, fuel shortages, terror-
ism, etc. Further, I support a *'lead agency' concept such as
the present NSC/SCC arrangement, asgigning the primary coordina-
tive responsibilities for.incident management to the cognizant
agencies: for law enforcement, clearly the Justice Department;
and for international matters, the State Department.

There are those who feel that if teérrorism is never
discussed, it will not occur. They also feel that the develop-
ment of counterterrorism tpnols would result in the suspension
of some of our civil liberties. If our history is a guide,
workable responses to terrorism will: emerge. Obviously,
however, we must anticipate some painful “trial and error."

As with many other complex problems, we are forced
to live in a murky world -- a world oﬁ partial truths. I,
for one, believe we should avoid the psychiatric problem of
"denial." Terrorism is real. It may be with us for a long

time to come.
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Chairman ZasLocki. Thank you, Dr. Kupperman.

First of all, the Chair would ask unanimous consent that the
prepared statements of all of the witnesses be made a part of the
record, and that the witnesses would have an opportunity to incor-
porate in the transcript their extemporaneous remarks. '

*. It appears that there is unanimityas to support for the purpose
of H.R. 13387, with some reservafions and some recommendations
for improvement, , '

For example, Ms. Lawton, I believe on page 3 of your statement
you urged that some definition language be added. I didn’t read it,
however. Is that the definition from the Executive order?

Ms. Lawron. Yes, it is, Mr. Chairman.

Chairman Zasrocki. That would be defining terrorist motivation
and your quote is “intend to endanger a protectee of the Secret
Service or Department of State or to further political, social, or
economic goalsa.”

Ms. LAwTON. Yes.

Chairman Zagrockr. We will certainly take that under considera-
’cclion to include that as an amendment when we markup on Thurs-

ay.

If T might just ask all of our witnesses and specifically Dr.
Kupperman a question. On page 4 of your prepared statement you
say intelligence is the first line of defense.

In view of the present or what dappears to be the present target-
ing on the CIA and the FBI, to what extent is indeed such weaken-
ing of our intelligence systems going to affect our ability to really
have that first line of defense that you speak of, Dr. Kupperman?

Mr. KupPERMAN. Mr. Chairman, I am a civil libertarian. There-
fore, I cannot minimize the risks of intrusive intelligence oper-
ations. :

Nevertheless, let me suggest that if the terrorists were to use an
SA-T surface-to-air rocket—this may well have happened last week
in Rhodesia—and if we did not have advance warning of it, as we
did in 1973 in Rome, America could face an unprecedented tragedy.

Although I am not an expert on collection of intelligence, I fear

.that unless we make concerted collection efforts to warn of terror-
ist attacks, we are going to find ourselves in the position of dealing
with the worst alternatives: These are relying upon the hardness of
targets and worse yet, the last line of defense itself, dealing unhap-
pily, even though efficiently, with a crisis of substantial propor-
tions. ‘

The need for intelligence is hardly at issue; rather, its reliability
is often at question. Certainly its collection ¢an be quite risky and
there are its dangerously intrusive aspects. But I urge that we
consider this matter most carefully, understanding that the attend-
ant societal costs could be gtaggering were we caught by surprise.

Chairman Zasrocki. T fully agree, but that does not seem to ke
the understanding of too many Members of the Congress and par-
ticularly some of the press as to what our goal and our intentions
should be as far as the gathering intelligence to cope with many

- other problems as we have but especially the problem of terrorism.

Ambassador, on page 10 you deal with the provisions of H.R.
13387, which provides for automatic applications of sanctions. You
have modified your prepared statement somewhat by instead of
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reading as it reads in the prepared statement, “would, in fact,” you
say it could; ¥ou modified it.

But; at-any rate, despite the State Dapartment’s objectmns to
automatic sanction or sanctions by denial of exports license, which
proposed application would appear to be most troubling? If the
sanction were changed to allow case-by-case consideration of all
commercial exports, would the State Department have the needed
flexibility to employ this policy and would you regard this as a
logical complement to the national security waiver already given
the President with respect to automatic sanctions?

Perhaps you might explain further just why is the State Depart-
ment 80 concerned about automatic sanctions?

Mr. QUAINTON. Surely.

QOur concern, as my testimony indicates, is with the effectivness
of our struggle against terrorism and our ability to change the
behavior of countries who show a pattern of support. One of the
problems which we anticipate is that in many cases of countries
who in one way or another have supported or are likely to support
terrorism in the future, the three sanctions which exist in H.R.
13387 would all be applicable,

There would be other cases in which perhaps only the third
sanction would apply. In that case we would welcome the kind of
flexibility which you suggested might be possible in terms of case-
by-case review of individual exports. ‘

However, where we have a relationship which encompasses eco-
nomic assistance, .trade, and perhaps military assistance as well,
it’s our view that it would be preferable to choose that weapon of
the three which would most effectively bring pressure to bear upon
the country concerned to change its policies, allowing us incre-
mentally to increase that pressure if it were not responsive, so that
you might cut off, for example, impose one sanction and then a
second and then perhaps a third.

This would not be the case with every country one might be
dealing with, but it certainly could be the case with a number of
countries whern there are terrorist problems in the world today.

I would not want to prejudge what countries will -be listed 6
months after the bill is enacted, since the bill is indeed prospective.
But, clearly, the possibility of listing countries where we would
have more than just our trade relationship at stake must be consid-
ered, and we believe that in order %o be effective it would be far
preferable if we could choose the appropriate sanction.

Chairman ZABLOCKI. What would be defined as an appropnate
sanction?

Mr. QUAINTON All of the sanctions which are in the bill we
regard as appropriate, as potentially appropriate sanctions. Wheth-
er all three should be imposed on any one country when a pattern
of support has been determined——

‘Mr. GiLMAN. Would the gentleman yield?

Chairman Zasrocki. Yes. ,

Mr. GiLmAN. I thank the gentleman for yielding.

Mr. Ambassador, in the legislation there is language that per-.
mits the President to suspend the application of any sanctions that

he may deem approprlate requiring only the just reporting of the
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reasons therefore to the Congress. Wouldn't that be sufficient lan-
guage to take care of the situation you are discussiug? .

Mr. QuainToN. It certainly does provide a way under which the
President can waive the sanctions which are in the bill. But to go
through the national security process seems to us to be a cumber-
some and unnecessary one and we believe the more effective and
more expeditious way of dealing with the problem would be to
impose the sanctions which Congress has recommended here on a
case-by-case basis in the light of the circumstances involved.

Chairman Zasrockr. In asking the question, what in your opin-
ion would be the appropriate sanctions, we do provide for three
ganctions; no military or eéconomic assistance, for example, is one,
and ng arms sales is another. But what would be the most appro-
priate? B

In our opinion the third sanction dealing with commeércial ex-
ports would be most appropriate. And I imagine this is the sanction
that gives you the most trouble. .

Mr. QuaiNTON. Again, I am not sure I would call it the most
appropriate. It is certainly the one most likely to be used because
with virtually every country we have trade relations which could
encompass items of potential military significance. So that sanction
clearly will come into play in our dealings with all listed states, I
would think. But the more appropriate sanction in some cases
might be the economic assistance sanction in countries where we
hald no military relationship or no likelihood of making military
sales.

The appropriateness I think is a function of the country con-
cerned. But you are right, Mr. Chairman, that it’s the third sanc-
tion which would come into play most frequently.

Chairman ZaBLOCKI. And as being appropriate, the gentleman
from New York points out that the bill provides a waiver in sub-
paragraphs (b) and (¢): “If the President finds that the interest of
national security so requires.” /

Since we are dealing with section 5, Ms. Lawton, is it my under-
standing that you would want the exact language dealing with
classified information that is in sections 3 and 4 to also appear in
section 5.

Ms. LawTon. Yes, Mr. Chairman.

Chairman Zasrockl. Why do you believe, unless we specifically
include it in the legislation, it would cause any problems? ‘

Ms. LAawtoN. Section 5 requires reports, as do section 3 and
section 4. I think it is clear that the President’s reasons for not
applying a particular sanction to '« country in some instances may
involve national security matters. I have rather assumed omission
of such a provision was oversight, Mr. Chairman, since most of the
_ other bills, both in the House and in the Senate, have the classifi-
cation language in all three sections where reports are required.

I had really sort of assumed it was oversight rather than a
deliberate exclusion of a protection for classified information in
this particular section. L ,

Chairman ZABrockl I would imagine it would become subpara-
graph (f) at thie end of section 5. L

Thank you very much.

Mr. Bingham.
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Mr. BinGziaM. Thank you, Mr. Chairman.
I would like to ask if any of the witnesses can tell us a little bit
-about the history of the bill.

‘Was it initially drafted in one of the affected agencies and, if so,
which agency?

Mr. QuaimnToN. It was intitially drafted, as I understand it, in
Senator Ribicoff's committee, the first version of it in the Govern-
ment Operations Committee.

Ms. Lawron. Sections 10 and 11 were a Department of Justice
bill which was in the Judiciary Committees. But the remainder of
it, as the Ambassador says, came. from the Senate Governmental
Affairs Committee, I believe.-

Mr. QuaiNToN. I understand the taggants provxsmn ig also partly
a Treasury initiative.

Mr. BingaaMm, Where is that found in the bill?

Mr. LAarLry. Section 9 of the bill deals with taggants.

Chairman ZasrLockl. Page 11,

Mr. BincHAM. I notice the bill is entitled, “To Amend the Feder-
al Aviation Act of 1958.” In fact, the first several sections do not
amend that act. They would stand alone as a new title in the code,
presumably. The amendments to the Federal Aviation Act begin on
page 8, and the taggants section is also not an amendment to the
Federal Aviation Act.

Mr. Chairman, might T ask if the Committee on International
Relations has the primary responsibility and is the first of three
committees to which the bill is referred? :

Chairman ZaBLocKI. It is coreferred, of course, to the Judiciary
and Public Works Committees as well. There is some question as to
whether the Committee on International Relations has or should
have primary responsibility. The gentleman makes a very excellent
point that it actually amends the Federal Aviation Act of 1958, and
if we are going to have primary responsibility on the floor, we have
to change the title as well.

As the gentleman points out, the legislation deals with interna-
tional affairs, except for some amendments to the Federal Aviation
Act and the latter sections of the bill.

Mr. BingHAM. On the definition of international terronsm par-
ticularly, isn’t. it true, Miss Lawton, that it might be impossible to
determine whether an act was an act of international terrorism
until after the fact?

Ms. LawTton. Yes, generally Although there are instances where
we have intelligence on planned activities by a group falling within
the international aspect of this definition.

Mr. BincHaM. Well, of course. But there would also be cases
where something occurred and it would be difficult to determme
whether it was, in fact, international or not.

Ms. LawToN. Very dlfﬁcult ‘ '

Mr. BingHAM. I have in mind, for example, the case of- the
capture and holdmg of hostages in the B’nai B'rith building last
year. Offhand, would you say that that was classﬁied as an act of
international terronsm, or not? - v

Ms. LawTton. Not at all, no.. -

Mr. Bingaam. No indication of foreign involvement?

Ms. LawTtoN. Noneésthat I am aware of. .

i
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Mr. BingHAM. But obviously these things are closely related, and
it segms to me government policy in this matter has to be coordi-
nated. :

Ambassador Quainton, does your jurisdiction extend only#to
those areas which can properly be classified as international?

Mr. QuainToN. International, the focus is international terror-
ism, but obviously many of those incidents may take place inside
the United States with international involvement. It's not a geo-
graphic definition, but one which is consistent with the bill here.
But the interagency group on terrorism would not consider domes-
tic hostage situations, which would be legitimately the jurisdiction
of the FBL. They might come very close to the kinds of situations
you are describing. )

But if there were some perceptible international dimension how-
ever small, we would certainly take this as part of our responsibil-
ities. ,

Mr. BinguaMm, What if the terrorism is intended to achieve an
international purpose but otherwise has no international charac-
teristics?

For example, I am thinking of the acts of the Moluccan terrorists
in the Netherlands, which seek to force the Government of the
Netherlands to take a certain type of international action, but
which might not qualify as international in any other sense.

Mr. QuamnTon. That wotld be of concern to us.

Mr. BinguAM. Is that covered in the definition of such an act?
This is not, by the way, a hypothetical question. One can well
imagine actions of terrorists in this country whe are American
citizens, ‘directing their actions against American property or
Amierican equipment, intended to coerce the Government of the
United States into taking a pogition on the Middle East.

Mr. QuainTon. There is on page 3 of the bill language which
says which “intends to damage or threaten the interest of or obtain
concessions from a state or an international organization.” That, of
course, might be the purpose of such an act.

Mr. BingHAM. But it would not necessarily fall within the term-
“state support of international terrorism.”

Mr. QuainToN. No, not necessarily. It might be a private organi-
zation without any state support or state backing involved.

Mr. BingaaM. Mr.. Chairman, I will ke glad to go further on
another round. . o
Chairman Zasrocki. Would the gentleman yield just to pursue
the primary jurisdiction? ' ‘ '
. The title of the bill amends the Federal Aviation Act while the
short title cites an act to combat international terrorism. The short
title could be, “act to combat domestic and international terror-

ism,” to-cover the field the gentleman has been questioning.

We have a problem here. Of course, as far ag the Chair is
concerned, it is not so important who has the primary jurisdiction;
what we do want is a bill which will cope with the threat of
terrorism, domestic and-international. But I wonder what the wit-
nesses would think of amending the short title. :

Is this what bothers you, Jack? - ' : : ,

Mr. BineaaM. No; I was really just trying to clear up in my
mind what the status is. ; ‘
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Chairman ZaAsrLockl. I wonder where it is gomg to be in the
United States Code.

Mr. BiNngaam. This bill actually only amends the Federal Avi-
ation Act in certain limited respects.

Chairman ZaBrLockl. The short title makes it mternatmnal

Mr. Bingaam. But—— .

Chairman Zaerocki. We will deal with this on Thursday.

Mr. BincHaM. Does the short title apply to the entire bill or just
to the first six sections of the bill?

Chairman Zasrocki. The section itself has a short title.

Mr. BincaAM. Yes; but I think it applies to only the first five
sections, because clearly it would not apply to section 6 and follow-
ing where the bill does amend the Federal Aviation Act, and then
section 9 where it amends the United States Code.

Chairman Zasrocki. We will have our legal adviser prepare for
our markup on Thursday how to deal with this technicality.

Mr. QuaiNTOoN. Mr. Chairman, our concern would be only that
the title be descriptive of the bill as it finally emerges. Whatever
appropriate title the committee would choose would be acceptable
to us.

Chairman ZaBrLocki. We may divide the hill into two sections,
amending the Aviation Act and a section dealing with internation-
al terrorism.

Mr. Winn.

Mr. WinN. Thank you, Mr. Chalrman

We discussed the economic, military, and commercial sanctions
which would be imposed against the countries which would demon-
strate a pattern of support for international terrorism.

How would you define a patitern for support for mternatlonal
terrorism, Mr. Ambassador?

Mr. QuaiNTON. I would define it very much in terms that the bill

uses. That is, the provision of any of a number of kinds of support,

whether that be financial, military, logistic, the use of diplomatic
facilities. There are all of these types of support that have been
given to terrorist organizations in the past by foreign governments.

We would be looking, I think, to see whether it was more than
an isolated incident. The bill speaks of a pattern, which requires a
judgment that over a period of time there are a variety of kinds of
support which a country is giving to terrorism. Their judgment
would be necessary in order to make the determination that there
is a pattern of support, and hence that the sanctions provision
would apply.

Mr. Winn. If this pattern would develop in any one field, let's
say because of the economic situation in that country, would yoi
revert or use economic sanctions only or would you use all three of
the main choices?

Mr. QuainToN. The bill as it currently is drafted would ask us to
impose all three sanctions unless the Pres1dent made a national
. security determination not to do so.

Our concern, to pick up a point that the chalrman made a
“minute ago, is that if we elect to use the national security waiver

we may be seen to be excusing terrorist activities. Rather than

being seen to be letting a country off, which is how they might
perceive a decision not to 1mpose the economic or military sanc-
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tions, it might be better to act in a positive context of using an
economic sanction to deal with an economic problem ‘where they
might be most vulnerable, or most susceptible to pressure.

Mr. WiNN. That was my question.

Mr. QuAiNTON. As it now stands, we would have to make a
Presidential national security determination to exclude the other
two in order to apply just the one.

Mr. WinN. In some cases it seems to be that the main problem
behind the terrorism is economic.

Mr. QUAINTON. It ¢an be in many cases.

Myr. WINN. Or it could be in most cases, it seems at least by way
of being interpreted from the news, pohtlcal

Mr. QUAINTON. Surely.

Mr. WiInNN. And nowhere in here do I see, and I apologize for not
having time to have read the entire bill nor to have heard all of
the testimony, although it was obvious that most of you were
cutting your testimony down to fit within a time frame, we don’t
mention political sanctions.

I guess the three main ones, economic, military, and commercial
would all be included in political sanctions. = .

Mr. QuaiNTON. And any one or all three would have a profound
impact on the political relationship between ourselves and the
country sanctioned. There is no question about that, because they
would all relate to mujo areas of its national interest.

Mr. Winn. Let me ask you what system do you have of trying to
analyze various political organizations or terrorist organizations
that take first place credit and blame for some of the acts of
terrorism. Publicly, they want to make it look like they have done
a great job of disturbing the political situation in that part.of the
country, or whatever their problem might be, and they take credit
for it, and later on we find out they really weren’t involved at all.
They Just took the credit for it.

Mr. QuainToN. Of course, there is very little you can do about
this, given the fact that——

Mr. Winn. Do you have a scoreboard?

Mr. QuainToN. We have a scoreboard in the sense that we keep
very close tabs in the intelligence community and elsewhere on
each organization of which we are aware, each incident that they
claim credit for, each individual who is involved. We have devel-
oped and are further refining our profiles of organizations and
individuals, so that if you have a hijacking which is carried out by -
a group of Croatians, for example, we can immediately look to see
what the pattern of their activity had been in the past. So we do
very much try to follow this issue you are addressmg

Mr. WinNN. Along that same line again, do you place in thlS :
record or this scoreboard who the spokesman might be? They seem
to have a consistent system, imost of them, most of the time, of
within a few hours, or even sometimes in advarnce of an-act of
terrorism, between a hijacking, a public announcement or a call to
the blggest newspaper.. Do you-keéep a record 1f there is an identi-
fied spokesman and sometimes there is?

Mr. QuAINTON. Oh, yes, if there were an identified spokesman we
would. If it’s an anonymous phone call there are lots of problems in
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tracking that down and being certain Just where it came from or
whether it's a hoax or not.

“Mr. WinN. I am particularly interested in some of the earlier
skyjackings and some of the acts of terrorism where somebody
called and was representing themselves as being from the PLO and
said this was an act by the PLO and this was only 1 of 10 or
whatever they might have said to the press and, of course, we find
out now as things have developed down through the years that
there are several organizations within the PLO that are vymg for
publicity, press, and political power, I suppose.

That is pretty hard to track down, I suppose.

Mr. QuaiNToN. It is virtually impossible.

Mr. WinN. Virtually impossible?

Mr. QuainTon. Virtually impossible, Yes, we know a great deal
about the PLO and about what the PLO has been doing to support
terrorism in various ways, but if a phone call comes in in the midst
of a bombing or before a bombing or saying this was done by the
PLO and it's anonymous, it’s very hard to be certain what you are
dealing with.

Of course, the Department of Justice can speak to this more
effectively, we get a very large number of hoaxes and calls in the
form of bomb threats. «

Mr. WiNN. What percent?

Mr. QuaINTON. I could not possibly give a figure on that. Perhaps
My, Mignosa could.

Mr. WinnN. You have to check them all out? You keep looking
down at this gentleman. I guess he has the other half of the
answers.

Mr. MieNosa. No, sir. My name is Mignosa, and I am with the
FBI, and we get terribly involved when something happens in the
Umted States, whether it’s done by a foreign group or domestic

I will be glad {o try to answer any of your questions.

Mr. WiNN. He kept looking down and I thought maybe he was
waiting for you to answer the statistical question.. But you had to
check them out, Then I will ask you a question directly.

Whenever you get these calls, you -cannot assume it is a hoax.
You have to assume that they mean what they are saymg

- Mr. MigNosA. That'’s right, sir.

Mr. WiNN. And start checking as best you can.

Mr. MicNosa. We start with the premise it’s all real, and all
credible until we are able to determine that it is not credible.

r. QUAINTON. We have the same approach. overseas when one
of our missions or installations is threatened, we assume it's a real
- threat and try to pursue 1t with local law enforcement as qu1ckly
as possible,

Mr. Winn. ThlS leads into section 7 of the legislation Whlch
. authorizes that the Secretary of Transportation provide security
- assistance concerning aviation secunty to foreign countries.

Mr. Lawvy. Yes, sir.

Mr. Winn. I wonder if you can descrlbe, and I think you prob-
ably did it in the longer version of your presentation, a little bit of
the detail of the’ type of security assistance programs which would
be offered as well 5 the estimated costs of those programs" _
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Mr. Larry. I will be happy to do that.

We think the provision in the bill that contains that authority
for FAA is a very, very desirable one. At the present time FAA ca
undertake such foreign technical assistance only on a completely
reimbursable basis, so we do not have any authorizing legislation
to provide this kind of assistance.

So our primary interest is in having this authorizing, enabling
legislation more so than the dollar amounts that are in there. The

type of technical assistance we have been doing over recent years

has been funded by the Law Enforcement Assistance Administra-
tion or by the State Department——

Mr. WinN. May I interrupt you right there?

Where does the State Department in its line item budgeting,
where do they have that money? Where do they get those funds?

Mr. LaLry. I cannot tell you precisely. But our authorization to
conduct the training is under the International Aviation Facilities
Act, and we have been reimbursed by the country itself, by LEAA,
or by the State Department in these various areas. Now, this may
have gone back some years when it was funded by the State
- Department. But the work has been done and it's done on a reim-
bursable basis by the country concerned, unless there is compelling

evidence that the nation needs the support and is unable to pay for

it; in which case LEAA provides the funds.

The kind of work that has gone on includes our sending technical
assistance teams to various nations upon request. This has been
done with 26 countries which have requested it. In addition, we

provide in-depth briefings for officials from foreign countries and:

we have done this for represeiitatives from 65 countries.

In addition, we have available training materials and procedural
advice and equipment, training for flight crews and airport people,
and we have given that information to some 50 or more countries.

Mr. WinnN. Is that ongoing?

Mr. Latry. Yes, that is ongoing.

Chairman ZaBrockl. Would the gentleman yield at that point?

To what extent is the FAA coordinating efforts with the CIA in

this area?

Mr. LALLy. We have d very close Workm'r relationship with the
CIA, the FBI, and State Department. Al’i of these requests for
asgistance are generally coming from the nation involved through
the U.S. Embassy into the U.S. Government, and the action is
taken in coordination with other interested agencies.

Chairman Zasrocki. Would the gentleman yield further?

Mr. WinN. Go ahead.

Chairman Zasrocki. It is my impression the CIA has research
and development in this area w1th1n its sole jurisdiction. Am I
correct?

Mr. Lainy. Research and development in the area of aviation
security?

Chairman- ZABLockl, Terrorism, security, and the techmcal de-

vices that should be developed to cope with the problem.

Mr. Larry. I am afraid I cannot answer. I don’t think I can give

you an accurate answer on that at this time, sir.
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Chairman ZaBLocki. Ambassador Quainton is now the coordina-
tor. Maybe he can answer in his capacity as Director of the Office
for Combating Terrorism.

Mr. QuainToN. All of the research and development efforts of
the U.S. Government are coordinated, and they are’ being coordi-
nated under the jurisdiction of the working group. N

I could not in open session go into a description of the CIA’s
programs in this area. But, I can assure you that the needs of the
various government departments that have an interest in the most
up to date technology relative to relating airport security and other
areas of combating terrorism are assessed.

Chairman Zasrocki. Thank you.

If the gentleman will yield further, the reason I have asked these
questions is to further add the jurisdiction of this subcommittee,
because if we are going to amend the title we might find ourselves
in conflict with another subcommittee of our own committee.

Thank you.

Mr. Winn. I thank the chairman for that explanation.

Mr. Lally, are you involved in the training of airport personnel?
In other words, the gate people for foreign countries?

Mr. LaLiy. Yes, sir, we make available training aids for them.

Mr. Winn. Training aids? :

Mr. LarLy. We generally do not conduct the training ourselves.

Mr. Winn. That is what I am trying to ascertain. You said you
trained in 26 countries, and then you came right back and men-
tioned training in 65 couniries, ‘1 am trying to figure out the
difference in the training between the two sets of countries.

Mr. LaLny. Well, the first category I mentioned was when FAA
at the request of a nation, sends a team of technical experts into
that country, and they do a survey of their airport and their
airline, aviation activities, and they might demonstrate some train-
ing at the same time. A ;

In the other category I mentioned concerning training, either the
officials come to the United States and they get in-depth briefings,
and visit U.S. airports, or actual training aids, visual materials,
data, procedures are made available to a nation.

Mr‘.?' WinN. How about equipment, in particular, scanning equip-
ment? ,

Mr. Latry. No, sir. .

Mr. Winn. How do the foreign countries which have asked for
-our aid and our training, get scanning equipment made available
to them?

Mr. Larry. We have no provision for giving them equipment or
for financing the purchase of such equipment.

Mr. WinN: I mean, how do they get it? ,

Mr. Larry. Generally they have to buy it on their own.

Mr. WinNN. But can they secure a list from the Department of
State or elsewhere telling them where the very latest equipment is
and where it’s available? ‘ o .

Mr. Larvry. Yes; we maké known the identification of the equip-
ment, its characteristics, maintenance requirements, and training
requirements for operators of the equipment. o ‘

Mr. WiNN. I am trying to get down to what practically everybody
has said here—that the weakness is basically at the airports-in the

| 25648 0- 7955
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screening processor. For the screening, do the manufacturers of
that equipment furnish training experts to go to foreign airpor
and help set up that equipment and see that those employeés
understand how to use that equipment?

Mr. Laivy. I think as a general rule the American manufactur-
ers are anxious to sell the equipment. o

Mr. WinN. I understand that. :

Mr. Lawy. And they will put together a package that will in-
clude training or maintenance contracts, if the other country is
willing to pay for it. L ’

I might add here that many countries believe very strongly in a
physical inspection as opposed to the use of walk-through weapons
detectors or X-ray machines. They think there is a definite psycho-
logical advantage to have a laying on of the hands, so to speak, in
the search and inspection procedures.

In addition, the equipment costs are not prohibitive for most
countries. The costs are not that great. The difference between
good screening and haphazard screening is primarily a question of
will, determination, and supervision, not so much equipment and
dollars involved.

If directors of aviation security at airports are willing to require
that all people be thoroughly screened every night, every day all of
the time, that is where we will see the difference, rather than
reacting in a peak and valley, a rather haphazard approach to
screening, ;

Mr. WinN. Well, veak and valley is just human nature; we get
tougher sometimes when we have had a security problem in the
United States and it reflects on all of us and all airport operations,
and then when we don’t have one for a year, like we did, we went
through a 1l-year period when we didn’t have anything at all, and 1
think everybody got pretty lax.

Mr. LaLry, That is the challenge.

Mr. Winn. Yes; that is the challenge. Also the variation of equip-
ment we have right here in the United States as well as overseas,
all the way from none to some very sophisticated equipment,

Mr. Chairman, I have taken quite a bit of time, but I do have one
more question, if I may, about the difference between the House
and Senate bills. The Senate bill contains a concurrent resolution
provision and it allows the Congress to veto the President’s deter-
mination that the country no longer warrants retention on the list
‘of those supporting terrorism.

1 vgonder if the Ambassador would care to talk about that differ-
ence’ '

Mr. QuaintoN. The administration has strongly opposed in the
Senate that provision of Senator Ribicoff’s bill on constitutional
grounds. Perhaps Ms. Lawton would like to speak to that point, but
we have felt that this would be an extremely unfortunate clause if
the President’s ability to act could be overruled in this way.

Ms. Lawron. If I may pick up on that, it is our view that the

device of the congressional veto, whether it be by a committee, a
single House or even by a concurrent resolution, is inconsistent
with the constitutional provisions on the enactment of legislation.

Now, if the Congress were itself to compile the list of countries,
then the Congress would, of course, be the one to remove countries



63

from the list. But having delegated to the President authority to
compile the list, we don’t feel that it is constitutionally permissible
in the structure of artlcle I and article II to pull a strmg, to say to
the President this is your authority, but if we don’t like the way
you will exercise it we will change it, not by statute, but by a
concurrent resolution over which the President would have no veto
power as conferred by the Constitution. We feel very strongly, and
not only in this bill but any number of others, that that sort of
mechanism is unconstitutional and that there are other ways for
Congress to handle the oversight function and make its views
known to the President very clearly in areas such as this.

Mr. WINN. The only trouble is, and I basically agree with you,
that the other ways are very slow except for a letter or a call.

Ms. Lawron. The statutory ways?

Mr. WinN. The statutory ways.

Ms. LawroN. There are ways other than statutory that the Con-
gress can affect the President.

Mr. Winn. Well, we won’t get into those.

Thank you, Mr. Chairman.

Chairman Zasrocki. The Chair will extend the courtesy to our
colleague who has been & witness now to ask a couple of questions.

Mr. GiuMAN. Thank you, Mr. Chairman,

Mrl Chairman, I would like to address a question to the entire
pane

It's my impression from the testimony, and it certainly is very
valuable testimony to the commlttee, I am certain, and will be
valuable to our colleagues, that there is a consensus in the admin-
istration that this legislation would be a useful tool and that it
should be adopted at an early date.

Am I correct in that analysis from all of your comments with
the exception of the new amendments that you have suggested
with regard to taggants and discretion in opposing sanctions and
reportmg mechanism and the protection of classified material and
protection of law enforcement?

I think those are some of the major areas you have discussed, but
essentially you arée all in accord, are you not? This is good lesigla-
tion and we should move with it at this time. '

Am I correct in that analysis? ,

Mzr. QuainTton. That is our position.

Ms. LawroNn. Yes.

Mr. Larry. That is correct.

Mr. Giman. What is the problem about black powder? From
where is there some objection about a taggant on black powder? I
understand the panel has recommended it. Where is the objection
coming from? I had not seen that.

Mr. KUPPERMAN. I beheve from the National Rifle Assoc1at10n

Mr. GiLmanN. What is the problem about a taggant in black
powder; what objection do they raise?

Mr. Lawry. I think probably somebody from the Alcohol Tobacco,
and Firearms Bureau would be the best source of information on
that or Department of Treasury. But, as I understand it, sportsmen
like to load their own ammunition and they use this black or
smokeless powder, and I think it's also in the distribution, commer-
gial distribution of black and smokeless powder which goes tc more
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people, private citizenry, than a high explosive which goes to a
more rather limited number of users.

Therefore, there is a concern, I believe, that perhaps administra-
tive costs, recordkeeping might constitute a rather onerous burden
in the view of some.

Mr. Gitman. Am I correct then that the taggant includes also .
reporting of sale, is that the problem?

Mr. Lariy. Yes, sir. There is a taggant, two taggants, one is for
detection, that is, for detection of the explosive before it goes off.

~Then there is another taggant which is for identification. After

detonation the debris will identify this substance, which will then
identify the lot, manufacturer’s lot, and then lead you to the source
of supply, so that law enforcement agencies can identify the pur-
chaser and perhaps the user of the explosive.

Mr. GiLMAN. Then there would be a requirement for reporting
the sale?

fl\/{lr. Lawrry, I believe so, yes, sir. I believe so, but I am not certain
of that.

Chairman Zasrocki. You mean before the fact or after the fact?

Mr. HuME. Only from the manufacturers, they have to report the
taggant that goes into the powder at the time of manufacture.
Upon the detonation, there is a metallic element in the tracing,
and they use a magnet that sucks up this dust, which then they
can put under a microscope and it is color codad and they can then
tell from that who the manufacturer was and what lot by a record
that the manufacturer has.

Mr. GiLmaN. Then there is no proposal for reporting retail sales,
is that correct? - ‘

Mr. HuMmE, No.

Mr. GiLman. I think you better identify. yourself for the record.

Mr. Hume. Ron Hume in the State Department.

Mr. GitmaN. I know you mentioned the international agree-
ments, the Tokyo, Hague, and Montreal conventions, and they list,
of course, a number of offenses that provide for apprehension and
prosecution, extradition, and some remedies. But there are only a
few states who have signed. I understand that only some 50 or 55
states have signed or ratified those agreements.

What seems to be the problem in obtaining ratification and what
are we doing about trying to get ratification of those conventions?

Mr. QUAINTON. Let me address that, if I might; Congressman. In
fact, the numbers are somewhat higher than you suggested and, in
_fact, this year, as my testimony indicates, the number of countries
adhering to the Hague convention has gone up from 82 to 93, and
of the Montreal convention from 80 to 89, and we have another 18
countries who have indicated to us that they are fairly far along in
the ratification process. - .

So I think we can anticipate within the next year the number of
countries ‘who are parties fo these conventions will be over 100.

This increased interest in the conventions is the result of a
widespread diplomatic effort which we undertook late last year and
early this year foliowing the Consensus Resolution of the United
Nations General Assembly last November. Our Ambassadors in all
countries where the host government was not a party to either the
Hague or Montreal conventions, have been asked to make very
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strong demarches seeking further participation in these conven-
tions, and we have had some considerable results.

We have supplemented these efforts just in the last 3 weeks in
our search for support for the Bonn declaration on hijacking with a
simultaneous renewal of that request to governments that have not
ratified these conventions to do so. So we have been keeping up a
verylstrong and continuous diplomatic pressure, which has had its
results

Mr. GiLman. I would like to address this question to Mr. Lally.

In the Anti-Hijacking Act of 1974 the President is authorized to
suspend air service to those states aiding and abetting or providing
sanctuary to terrorist activities, but also he was authorized to
withhold, revoke, or impose conditions on the United States operat-
ing authorities of airlines of any nation that does not maintain
international civil aviation organization standards for aviation se-
curity.

Have we done that for any nation?

Mr. Larry. The short answer is no, sir, we have not found it
necessary to do that. What you are referring to are two separate
authorizations. One is a section 1114 of the Federal Aviation Act,
which does give the President this authority to suspend air service
with nations that do not fulfill their obligations under the Hague
convention, and also nations that are found to aid and abet terror-
ism generally.

The second authority is in section 1115 of the Federal Aviation
Act, which gives the Secretary of Transportation authority to
attach conditions to or to revoke the operating rights of airlines
whose countries are not imnaintaining, administering minimal ICAQO
security standards. We have not found it necessary to impose those
sanction actions generally because our experience has been that
most nations have been receptive to U.S. recommendations and
suggestions for improvement, and while there ix a way to go yet in
achieving the desired level of security internationally, progress is
being made without resort to those kinds of uctions.

Mr. Giman. How many nations would you say have not met the
minimum standards?

Mr. LacLy. I think to answer that you have to first look at the
minimum standards. There has been launched a pretty consider-
able effort by the United, States to improve the ICAO standards
relating to aviation security, and most nations have now adopted
civil aviation security programs in accordance with the standards,
and they are administering these standards.

Now, the effectiveness, as I mentioned before, is the key, and it'’s
really a subjective estimate. Nations may not effectively and con-
sistently screen all passengers, all carry-on baggage, all flights at
all airports. Some nations say they will screen only international
flights, others have taken the approach that they are going to
screen only certain flights, or flights going in certain directions.
Qur approach has been that the application of the standard should
be consistent and across the board, and we are making progress in
that record.

Mr. GriLMAN. But we are satlsned that most nations are moving
in that direction?
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Mr. Laiiy. Yes; I think ali nations are definitely moving in that
direction.

Mr. GizMaN. And we find no v101ators‘? :

Mr. Larry. Well, we find problems, and we work to solve prob-
".ims. We have not found violations, and we have not found open
CEy ysition or refusal. If we did find that kind of resistance by other
ralions, we would have no hesitation about considering those sanc-
tion authorities. But we have not found it necessary to do so, so far.

Mr. GILMAN. Actually, our Nation has never imposed any sanc-
tion under any of the conventions or treaties, with regard to terror-
ist activity, have we?

Mr. Lawny. The only sanctions I am aware of; there may be
others on the national scene, but the only two I am aware of are
the two we have just discussed, and the answer to that is, no; we
have not. :

Mr. GizMaN. There are no sanctions in Tokyo, Hague, or the
Monireal convention?

Mr. Lawry. No; the conventlons themselves do not contain sanc-
tions.

Mr. GiLMAN. Thank you, Mr. Chairman.

Chairman Zasrockl. If I may ask a question at this point, and do
it with some trepidation because, Mr. Ambassador, you have just
become Director of the State Department Office for Combating
Terrorism. Many experts in the field of terrorism have suggested
forming a crisis management team with clearcut lines of authority
and direct access to the President to coordinate U.S. Government
responses during terrorist incidents and other crisis.

Now, is your Office of Combating Terrorism equipped to do that?
Would a team be better to coordinate existing resources in various
agencies to combat terrorism?

For example, it is argued that such a team of experts could
engage in a number of antiterrorist activities including contingen-
cy planning or gaming and simulation of terrorist events which
would be a major contribution to antiterrorist efforts.

Is your office equipped to do as well as the suggested team of
experts?

Mr. QuainToN. We are beginning to,

Chairman Zasrockr. Beginning to what?

Mr. QuaiNToN. To do what is expected of us, what I understand
you expect of us.

Chairman ZaBrLockl. Let me ask another question. In your office
are you going to have psychiatrists——

Mr. QuainTon, No; our office——

Chairman ZABLOCKL Another area, how does one determine
what is the metivation of terrorists? This is something we should
thoroughly examine,

Mr. QuainToN. This is a subject which comes up whenever we
have a crisis or an incident. The Office for Combating Terrorism is
there to act as the central coordinating point, and the kinds of
issues which you raised really fit into two different kinds of catego-
ries.

A crisis management team is, in fact, set up every time there is
an incident, whether it was the recent thh)ackmg of a TWA plane
in Geneva, ,whether it was the seizure of the German consulate in
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Chicago. Terrorist incidents which affect the United States trigger
immediately & crisis management team in the lead agency, wheth-
er that is the Department of Justice or in the Department of State.

That team, which is composed basically of the key people of that
agency, may call upon, and does call upon, the necessary people
?om other parts of the U.S. Government that have relevant exper-

ise.

In the case of the recent highjacking to Geneva, we called upon
the State Department psychiatrist. There are other psychiatrists
available in Washington who are immediately available to form
part of a crisis management team.

Where we, on a minute-by-minute basis, deal with the issues
which arise in the crisis, this team is the focal point for dealing
with the foreign government. In the case of the Swiss highjacking
to Geneva, the Swiss Government set up a crisis management team
in Bern, and we were on a direct telephone line to those who were
managing the incident, Where there are issues of policy which
raise important issues for senior levels of the U.S. Government,
these are taken to the Special Coordinating Committee of the Na-
tional Security Council, which brings together at the subcabinet
level the key decisionmakers of the U.S. Government, to focus on
specific issues which need to be addressed in that crisis.

So, we are tied in directly to the President, although we try not
to involve the President in the details of crisis management. That
is clearly not a useful way for him to spend his tiine, and we only
involve the CC when there are interagency issues which are signifi-
cant to very high levels of the U.S. Government.

With regard to the policy and coordination issues, which is not
one department’s responsibility, for example, the subject of appro-
priate training which we might provide to foreign governments in
the area of countering terrorism, this is handled by the working
group. Its 28 member agencies and subcommittees to try to put
together a policy on what kind of training each agency should be
providing. ‘

These are policy issues which will be referred up through the
executive committee to the CC. We do have a crisis management
team concept, and we do have a policy coordination team concept.
These structures now are beginning to work. They have only been
in existence less than a year, so I can’t tell you that they are
perfect or that they are all working smoothly.

But we are beginning to get the kind of coordination and the
kind of cooperation which is essential to an effective counter ter-
rorist éffort. :

Chairman ZasrLockl, What is the number of petrsonnel in your
Office for Combating Terrorism? :

Mr. QuainToN. There are six officers and three staff personnel.

Chairman ZasrLockl. Dr. Kupperman, would you care to com-
ment on the question I asked of the Ambassador? ‘

Mr. KuppErMAN. Yes; I would. :

Mr. Chairman, my primary concerns do not rest with the level of
incidents we have seen so far. If these problems were to continue,
such as hijackings, assassinations, individual hostage events, such
astfﬁxehHanaﬁ-siege, I think we are developing honed tools to deal
with them. « : : o
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For the sorts of terrorist assaults we have seen, the crisis man-
agement techniques that Ambassador Quainton has described are
viable; however, if terrorists begin to change their targets, if the
level of risk becomes much higher, the concept of lead agency
becomes vaguer, the consequences of terrorist acts themselves
become far more potentially pregnant; and the risks to government
become vast. Government must develop the policy options and the
reporting requirements; it must integrate the intelligence functions
with the needed operational tasks. These are exceedingly d1fﬁcu1t
matters to accomplish on an ad hoc basis.

I think that until Ambassador Quainton came on board we were
lacking in foresight. I think he has begun to take progressive steps.

As to the exact form a lead agency concept takes, or the bureau-
cratic location of planning groups, these should not be teérribly
important so long as talented people are available and the contin-
gency planning is undertaken.

An aspect which was not covered directly by Ambassador Quain-
ton, but which the administration is doing something useful about,
is its efforts to deal with the physical consequences of terrorist
acts. The many facets of damage limitation are being integrated
into a Federal Emergency Management Agency, now being formed
by reorganization. The key to contingency planning is experiential
learning. We need to simulate serious events, try to uncover and
resolve the policy and tactical problems that will arise.

I don’t think that we will progress very far until we have tested
ourselves, at least in a simulated manner. Ambassador Quainton
has begun, and I wholeheartedly endorse his pioncering efforts,

Mr. QuaiNTON. Let me say, I have asked Dr. Kupperman, with
his very extensive experience in this area, to begin to work up for
us some scenarios and some exercises wh1ch will begin to put the
U.S. Government through some experience. With higher order of
magnitude terrorist incidents; we hope we will never have to use it
but we .are very much aware of the need to exercise ourselves in
routine kinds of incidents as well as in the higher order of magni-
tude ones, and we are going to be doing that. ,

Chairman Zasrockt. Thank you.

Mr. Bingham.

Mr. BingaEAaM. Thank you, Mr. Chairman.

I understand that earlier versions of this legislation contained
provisions directing the President fully to implement the Montreal
convention of 1971,

Does the administration still support such a directive?

Mr. QUAINTON. I am not familiar with this area.

Mr. Larvy. I recall there was such a provision in the original
version of S. 2236. In my view, and Ms. Lawton will probably
comment more authoritatively on this, it was a redundant provi-
sion because the following provision did just that; and what you
have in the bill before this committee is the provision of law that
will fully meet the U.S. obligations under the Montreal convention.

Is that correct, Mary?

Ms. LAWTON. Yes, yes; we saw basically no point in saymg the
President shall fully implement when, in fact, the- Congress, by
changing the criminal laws relating to h13ack1ng, was fully imple-

" menting.
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Mzr. Bingaam. ‘'Up to now, then, the United States has not fully
implemented? :

Ms. Lawton. Right. We have some jurisdictional gaps in our
preé-;ent criminal statutes on hijacking, which this bill would cor-
rect, '

Mr. BincrAM. I see, ‘

On the matter of taggants, I take it that it is technically feasible
to do what this bill requires, that we do have the capability of
doing that. Does the reference to explosive material include nucle-
ar material, or is that excluded in connection with the requirement
as to taggants?

Ms. Lawton. I do not believe, Congressman, that was intended to
encompass nuclear material. The drafting of most of the taggant
provisions was handled by Treasury, I believe, and the Treasury
Department would not itself have jurisdiction over nuclear materi-

s,

1 think that is quite a different proposition.

Mr. Binguam. I notice that the Senate bill does have a rather
extensive section dealing with nuclear matters, but I am told that
the recommendation is that it be dropped out as being covered by
the Nuclear Nonproliferation Act. Is anyone familiar with that?

Ms, LawTon. Well, it has several provisions. Partly that is true
of the section but also the Senate bill had a number of provisions
which amount to amendments to the Freedom of Information Act,
and it was just a question of whether this was the appropriate
place, and whether they were, in fact, necessary provisions, or
whether proper interpretation of that act would take care of the
same problem. )

Mr. BingraM. You referred, Ambasgador Quainton, to your oppo-
sition to excluding black and smokeless powder, but as I read it,
H.R. 13387 does not exclude those items. Or am I wrong? They are
excluded in the Senate bill. - ‘

Mr. QuaminToN. My understanding is, it was knocked out by the

| Aviation Subcommittee, and we thought it would be very useful to

have it put back in the bill. If that is not correct, we welcome——

Mr. BingaAM. I'don’t se= any omission in this bill. ‘ ‘

Mr. QuAaINTON. My advisers have explained. to me the intricacies
of your system. Because there is separate jurigdiction it has been
;;irop'ped out of the version being considered in a different commit-
ee, .

We would welcome its being retained in the version which you
are considering.

Mr. Binguawm. I seze. v

Now an important matter from the point of view, I think, of our
committee, is the wording of subsection 3 on pagé 7 of the bill,
which is the third type of sanction. It begins, “Approve no export
license for the export of commodities or technical data which have
a potential military application.” I think we understand that. Then
it continues, “or which would otherwise enable a foreign govern-
ment to support acts of international terrorism.” That strikes me

-as pretty vague language. That could be construed virtually to

exclude any frade that might be beneficial economically to-the
other government and, therefore, to contemplate a total embargo.
Does anybody care to comment on that? ‘
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Mr. QuAINTON. It was certainly not our assumption, I think, that
it would lead to a total trade embargo, but would be limited to
those commodities which could be clearly shown to have a direct
relevance to either the military capability of the country concerned

or to its support for terrorism in some form or other. In implement- -

ing this provision we would look at our trade with the country
sanctioned in that light.

Mr. BingaaM, Could you give us an example of what you think is
contemplated?

Mr. QuainTon. Well, for examtﬂ?, communications equipment,
‘which might be destined for the military of the country concerned.
Certain kinds of transport aircraft, perhaps; certain kinds of vehi-
cles which might be used primarily for the transport of heavy
tanks, if you will. There are a number of particular commodities
which can be identified, commercial items which can be identified
as being of potential and direct military use.

Mr. BingHAM. Those would fit under the first category?

Mr. QuaiNTOoN. That's right. Aircraft would be a case which
conceivably could fit under the second element here, which could
be put at the disposal of a terrorist group. It would apply if we had
reason and evidence to suppose that was likely to be the:case.

I don’t have a comprehensive list of commodities which would fit

‘under that element.

Mr. BingaaM. It has been pomted out to me that in order for the
Government to -determine whether items would fall under this
category or not, virtually all exports to that country would have to
be licensed. Is that contemplated?

Mr. QuainTON. No; there is no requirement that all exports be
licensed.

Mr. BincHAM. If there is no hcensmg system, there is no way to
review whether or not something is covered, as in the case of the
Export Administration Act.

Mr. QuainTon. There is, of course, an existing list of items which
require licenses right now, and we can add to that list at any time.
We have that authority today, to add fto the list of items which
require licensing.

Mr. BivagaAM. I think it would be helpful, Mr. Chairman, if a
written answer to this line of questioning could be prov1ded——

Mr. QuaINTON. Surely.

Mr. BiINGHAM [continuing]. Because I do think we have a prob-
lem here, possibly just of drafting, but possibly more complicated.

Mr. QuainToN. Could you clarify the question which you would
like us to reply to?

Mr. BingHAM: I am somewhat bothered by the language there,

“or which would otherwise enable a foreign government to support
acts of international terrorism.” Perhaps it ought to be made more
precise. And whatever it applies to, it may require a system of

~ licensing in order to be used.

Mr. QuamnToN. We will u1vest1gate that.

[The information follows:]

CLARIFICATION OF LANGUAGE CoNTAINED IN SecTioN § oF HLR. 18387

With -respect to the trade sanction contained in Section 5 of H.R. 13387 and the
concern expressed by Congressman Bmgham whether the phrase “or which would
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otherwise enable a foreign government to support acts of international terrorism”
ought to be more precise, I would like to make the following additional comments:
This language is designed to provide the President the ability to make a case-by-case
determination of those commodities which in his judgment should be embargoed in
the light of our particular trading pattern with an offending state. It would permit
the President to deny any exports which would reduce the sbility of a listed state to
support terrorist action, :

Clearly we need and currently have in operation a validated licensing system
which can afford us the necessary opportunity for such review and denial. There-
fore, we would support writing a provision into the bill that would *require a
validated license uder the Export Administration Act of 1969 for exports to the
listed state * * * which have g potential military spplication or which would other-
wise enable a state to support acts of international terrorism * * *.”

Mr. BingraM. It is not much good to simply say exports of X, Y,
and Z are prohibited. You really have to have a system of licensing
to determine what is being exported and what should be approved
or not approved. ,

One final question: Have any of your groups been involved in
examining the question of what organizations should be labeled as
“terrorist organizations” for purposes of immigration? I have in
mind the recent correspondence between some of us and the De-
partment on the fact that the PLO has not to date been designated
as a terrorist organization, so as to bar admission to this country of
any member of the PLO. A number of us feel that in light of the
McGovern amendment adopted last year, it is essential that that
designation be made if PLO members are to be excluded.

Has your group been involved in that?

Mr. QuaiNnToN. We have not addressed that question. There are,
as you know, a number of terrorist organizations that are listed,
and our computer files contain the names of all known terrorists.
Any visa application which falls within those categories is immedi-
ately referred to Washington for review, including to the Office for
Combating Terrorism. ’

As I understand it, the question of the PLO is a very complex
one, in view of the many different kinds of activities sponsored. by
the PLO, which include support for terrorist organizations as well,

I will look into the question of whether the PLO can and should
be listed for these purposes. :

Mr. Bingaam. I know that is under examination in the Depart-
ment and perhaps elsewhere, but may I just say if the Department

wants to preserve the McGovern amendment of last year, I think it

is essential that the PLO be designated as a terrorist organization,
or we lose the whole ball game.

Thank you, Mr. Chairman.

Chairman Zasrccri. Mr. Winn.

Mr. WinnN. I have no further questions, Mr. Chairman.

Chairman Zasrockr. I must come back to the earlier concern I
had about the title of the bill,

Of course, it is basically our problem. I will again repeat, would
you find any problem if the title of the bill would read, “To amend
the Federal Aviation Act of 1958 relating to aircraft piracy, to
provide a method for combating terrorism, to amend the Foreign
Relations Authorization Act for- Combating International Terror-
ism, and for other purposes,” and in the short title to include; “this
act may be cited as the ‘act to combat domestic and international

~ terrorism,’”” and have two titles: Title I would deal with the com-
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bating of international terrorism, and title II would begin on page
8, dealing with the amendments to the Federal Aviation Act.

Mr. QuaimntoN. Title II would not be conceived of as just
domestic terrorism portion of the bill, or were you suggesting th
Mr. Chairman?

Chalrman ZABLOCKI. Well title—

QuAINTON. Because the air safety provisions are very much
part of the effort to combat international terrorism as well.

Mr. Laiiy. The Federal Aviation Act provisions cited here are
international in scope, as well as domestic.

Mr. QuaiNTON. And indee¢ the taggants would be extremely
1mportant to us in terms of our struggle against international
terrorism. They would also be useful to domestic law enforcement
agencies in their investigations.

Chairman Zasrockl. The question in the colloquy the gentlemen
from New York certainly has caused me concern as to whether we
should have two titles. 1 presume our legal counsel will be able to
work this out as to how it will fit into the United States Code.

Thank you, Ambassador Quainton, and Ms. Lawton, Mr. Lally
and Dr. Kupperman, for your testimony today. It was very helpful.

The committee stands adjourried until Thursday, when we meet
to mark up the bill, H.R. 13387.

[Whereupon, at 12:05 p.m., the subcommittee was adjourned, sub-
ject to the call of the Chair.]
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THURSDAY, SEPTEMBER 14, 1978

House or REPRESENTATIVES,
COMMITTEE ON INTERNATIONAL RELATIONS,
. SUBCOMMITTEE ON INTERNATIONAL SECURITY
. AND SCIENTIFIC AFFAIRS,
v Washington, D.C.

The subcommittee met in open markup at 10:25 a.m. in room
H-236, the Capitol, Hon. Clement J. Zablocki (chairman) presiding.

Chairman Zasrocki. The subcommittee will please come to order.

The subcommittee meets today to consider the amendments and
markup of H.R. 13387, an Act to Combat International Terrorism.

. The Chair has four amendments which I will propose to this
legislation based on the hearings we had the other day.

The members have before them a letter to the chairman with
copies to the members of the subcommittee from Senator Abe
Ribicoff and Senator Jacob dJavits, who strongly recommend that
the matter of sanctions in the proposed legislation be kept in the
present form and not weakened.

Do we have a quorum? ,

Mr. Binguam. Mr. Chairman, we do have a quorum for markup,
I believe, one-third. '

Chairman Zagrocki. I thought it was a majority.

Mr. MosarMAN. It is one-third for markup.

You need a majority (four) to report to the full committee.

Chairman Zasrocki. Why don’t we begin reading the bill?

The clerk will read the bill.

Mr. SPALATIN [reading]:

. A Bill to Amend the Federal Aviation Act of 1958 Relating to Aircraft Piracy and
Provide a Method for Combatting Terrorism and for Other Purposes.

Be it enacted by the Senate and House of Representatives of the United States of
America in Congress assembled.

Short, title, Section I, this Act may be cited as the Act to Combat International
Terrorisn. : :

Chairman Zasrocki. Why don’t we stop right here? The Chair
has an amendment to the title. Copies of the amendment are
before-the members. The clerk will read the amendment.

Mr. SparaTIN. The amendment to the title reads:

A Bill to Strengthen Federal Policies and Programs and International Coopera-
tion to Combat International Terrorism.

Chairman Zasrocki. The Chair fecognizes itself for time to ex-
plain. During the hearings I raised a question as to whether the
present title amending only and addressing itself soley to the .

(73)
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Federal Aviation Act of 1958 caused some question as to interna-
tional cooperation to combat terrorism and therefore the staff and
legal counsel prepared the suggested amendment. The amendme
to title I I am proposing moe accurately reflects the purposes afid
effects of the legislation.

The bill for example defines in detail the term ‘“international
terrorism” but does not specifically address itself to domestic ter-
rorism. I believe we should be dealing with both,

The specific amendments to the FAA focus on those sections
relating to international policies and programs. Section VI of the
bill addresses airport security standards. Section VII provides for
an expanded security aviation assistance program for foreign gov-
ernments. Sections X and XI deal with implementing legislation
for U.S. responsibilities as a party to the Montreal convention.

Therefore in view of the fact that the bill deals' with various
provisions I feel that the suggested amendment is more encompass-
ing and more accurate.

The Chair would invite comments to the proposal.

Mr. Bingham. ‘

Mr. BincHAM. I agree with what you have said. I think it is an
improvement.

Chairman ZaBrockr. Mr. Winn.

Mr. WinNN. Mr. Chairman, I agree. I asked you when you came in
if this was worked out. I think it certainly definitely clarifies the
intent of this crucial legislation. :

I move the amendment be approved.

Chairman Zasrocki. Without objection the amendment will be
approved. '

The clerk will read.

Mr. SPALATIN [reading]:

Section II. For purposes of this act, No. 1, the term “international terrorism”
includes any act designated as an offense or crime under——

Chairman Zasrocki. The Chair will entertain a motion that the
bill be considered as read and open to amendment at any point.

© Mr. WinN. So moved.

Chairman ZaABLOcKI. The clerk will read the second amendment.

Mr. SPALATIN. The second amendment starts on page 3:

Strike outf lines 6 through 8 and insert in lieu thereof therefore the following:
“intended, a, to damage or threaten the interest of or obtain concessions from a
state or international organization or, b, to further political, social or economic
goals by intimidating or coercing a civilian population or any segment thereof,
influencing the policy of a state or international organization by intimidation or
coercion or obtaining widespread publicity for a group or its cause and * * *

Chairman Zasrocki. The Chair recognizes himself for the pur-
pose of addressing himself to the amendment. As the members will
recall, when we had the witness from the Justice Department, it
was suggested that the definition of “international terrorism” be
more exact and they suggested some language. This is the exact
language that was suggested by the Justice Department to be
incorporated at this point on page 3, subparagraph (a), change it to
(a) and (b) and adding (b). Line 6, subparagraph 1 is identical to what
is in the bill.

This amendment is an attempt to further define “‘international
terrorism” by assessing the motivation of the terrorists.
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Is there a question?

Mr. Winn.

Mr. WinN. Mr. Chairman, I don't have a question, This is what
we discussed in the hearings. I think the wording again clarifies
the intent of the subcommittee,

Chairman Zasrocki. Mr. Bingham, ,

Mr. BinguaM. I am a little concerned with the breadth of this
definition. If we look at just the last few words it would seem that
it would cover acts intended to further political, social or economic
goals by obtaining widespread publicity for a group or its cause.

Actually, that is too broad. I don’t think we intended to cover
just that. But that is the way I read it. There is nothing “terrorist”
about a group seeking publicity for itself in order to further partic-
ular political, social or economic goals. But, since (a) and (b) are
alternatives and not cumulative requirements, that would suffice
to fulfill the definition of “international terrorism.”

Mr. MourMaN. Mr. Bingham, if I might, this requirement is in
addition to the requirements on page 2 of the bill, that the act be
in contravention of one of the three conventions or that it be an
unlawful act which results in death, bodily harm, forceful depriva-
tion of liberty or violent destruction ‘of property.

It is not simply obtaining pubhcxty 1t would be doing so in the
context of injury.

Mr. SpaLATIN. Violent or illegal actmty.

Chairman Zasrockl. This particular subparagraph deals with the
motivation of terrorists. It is my understanding that sometimes
they are motivated by the publicity that they obtain, the attention
that is brought to their efforts. :

The last two lines are dlrectl'y related to the first phrase, “to
further political, social goals.” ;

Mr. BineaaM. Why do we need a definition of motivation? If it is
going to be this broad, why do we need 1t at all? Intentions are
always hard to prove. -

Mr, SparatiN, In Ms. Lawton’s testimony recommending thig
language, she argues that terrorists seek to influence governments
either by frightening the general civilian population, demanding
concessions or by generating publicity for their cause to bring
pressure to bear on governments.

- I'might also point out that in subparagraph (b) in the lines that
you are addressing at this point, it is limited to those acts which are
considered to be illegal and violent to begin with.

Mr. Bingaam. Mr. Chairman, I don’t want to hold this up now.
Let me just reserve the right, possibly, to suggest an amendment to
the full committee.

Chairman Zasrockl. Any further discussion?

The questmn occurs on amendment N 0. 2 v

All those in favor, signify by saying “‘aye.”

Mr. BincHAM. Aye.

Mr. WinN. Aye. .

Chalrman ZABLOCKI Aye ;

Opposed, “ :

The amendment is adopted.
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Amendment No. 3 on page 6. The Chair doesn’t want to appear
to be railroading this through. Are there any amendments the
members have to page 2 or 3?

To section III on page 4?7 And 5?

To section IV, page 5?

The next amendment will be on page 6 to section V.

. The clerk will read the amendment.

Mr. SpALATIN [reading]:

Amendment 8, page 6, “Strike out line 22 and all that follows through line 8 on
page 8 and insert in lieu thereof the following,

Mr. WinN. Excuse me. Strike out line 22?
Mr8 SeparaTiN. Line 22 and all that follows through line 8 on
page

Section V, (a), With respect to any state which is listed pursuant to Section IV of
this Act, the President shall not provide any assistance under the Foreign Assist-
ance Act of 1961 other than international disaster assistance under Chapter 9 of
Part I of that Act and, 2, shall not sell any defense articles or services or extend
any credit or guarantees with respect to any sales of defense articles or services
under the Arms Export Control Act and, 3, shall review each application for
license under Section 38 of the Arms Export Control Act for the export of
defense articles or defense articles sold commercially or (b), for license under the
Export Administration Act of 1969 for the export of any articles, materials or
supplies including technical data or other information which have a potential
military application or which would otherwise enable a state to support acts of
international terrorism to determine whether denial of such application would
reduce the support of a listed state for terrc.ist actions.

(b), the President may suspect the application of any requirement of subsection (a)
with respect to a listed state if, 1, after consultation with the appropriate commit-
tees of the Congress he finds that the interest of national security requires that
suspension and, 2, he has transmitted to the Congress a report setting forth his
reasons for such suspension.

(c), to devise initiatives to combat international terrorist actions and to-reduce
state support for such actions the President shall exercise such authority as is
available to him in addition to those specified in this section as he deems appropri-
ate.

(d), in implementing this section the President shall take into account the effec-
tiveness of each specific sanction in inducing change in a state’s policy or practices
of supé)ortmg acts of international terrorism, the likely effect of sanctions on overall
United States relations with such state or other states and the effect such sanction
would have on the United States national interest.

(e), the President shall take all appropriate diplomatic measures consistent with
international obligations to support the effectiveness of actions taken pursuant to
this section-in the accomplishment of the purposes of this Act.

(), the President shall promptly and fully inform the Congress of each exercise of
authority granted under this Act.

(g), nothing in this Act is intended to require the public disclosure of information
which is properly classified under criteria established by Executive Order or which
is otherwise protected by law. Such information shall be provided to the Congress in
a wiitten classified report. In such case, an unclassified summary of such informa-
tion shall be prepdred and submitted to the Congress.

Chairman- ZaBrocgkl. The Chair would state that in preparing
this amendment it was intended to delete the disaster assistance
from the automatic prohibition of assistance under the Foreign
“Assistance Act and to include in section V, as we have in sections
IIT and IV, a Presidential waiver.

In domg so the staff and legal counsel used a technical explana-
tion which I will call upon them to explain.

Mr, SparaTIN, Mr. Chairman?

Chairman Zaprockli. I know what you have done.

I want you to tell us why you did it in such a manner.
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Mr. SpaLaTiN. We propose in terms of the first sanction which
appears in the bill in subparagraph 1 on page 6, line 24, as the
chairman pointed out, the deletion of disaster assistance from the
automatic or mandatory prohibition. This recognized that a natural
disaster in a given country is basically an uncontrollable item and
that subsequent humanitarian relief for victims should not be
affected by the propitious or arbitrary action of the state in sup-
port of patterns of international terrorism.

Chairman Zasrockl. Page 6 after line 25, all you are doing is
adding other than the exemption of disaster aqs15tance

Mr. SparATIN. That is correct, Mr. Chairman.

Chairman Zasirocki. And subparagraph 27

Mr. SPALATIN. Subparagraph 2, the language as contained on
page T of H.R. 13387 in our opinion is a little murky. It might be
interpreted by somebody to include commercial sales. We did not
want that impression to be left. So we proposed language as con-
tained in amendment No. 3 to specify that any sale, credits or
guarantees under the Arms Export Control Act, in cther words
government to government transactions, would be covered but not
anything other than government to government.

Chairman ZasrLockl. Counsel’s understanding is that referring to
a specific section in the bill was not necessary?

Mr. MoHRMAN. That is correct, Mr. Chairman,

Chairman Zaerockr The staff will continue.

Mr. SparaTiN. The next modification we propose is in the origi-
nal bill in the third sanction, paragraph 3, on page 7, starting at
line 5 through line 9, involving another mandatory sanction. Based
on the hearings, we felt it was an unnecessary limitation to be
imposed on the Presidént. It did not afford the President adequate
flexibility in trying to influence a given state that has been deter-
mined to be engaged in support of international terrorism. We felt
that the President needed the flexibility to review on a case-by-
case basis those commercial sales referred to earlier as well as
exports under the Export Administration Act that have potential
military application.

Accordingly, the proposed amendment replaces the mandatory
aspect with a case-by-case review by the President.

Chairman Zasrock1. Here is where we depart in this nittygritty
between the Senate version and ours. ,

Mr. BingaaM. I have a question.

Chairman Zasrocki. If the gentleman would yield, the amend-
ments were in compliance with another point you had raised.

Mr. BingHAM, I think the intention is in that direction. I do
wonder however, whether we don’t do need something more here.
This doesn’t clearly say, it seems to me, that where the President
decides that denial of the applcation would reduce the support of
terrorist actions, the license should be denied. Nor does it say that
the type of license required is a validated license.

I would like Mr. Johnson of our staff to comment on this further
because I am not clear in my own mind as to the distinction. I
don’t think it is quite clear enough as to what the intention is.

"Chairman ZasrLockr, Mr. Johnson?

Mr. JounsoN. Mr. Chairman, I would point out that there are
two kinds of licenses required under the Export Administration
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Act. One is a validated license, in which there is an actual applica-
tion for a license which goes through a review: process before a
determination of approval or denial is made. ‘

The other is a general license where there is no prior application
required. The exporter merely ships items which, under the regula
tions, are allowed to be exported, and notifies the Commerce De-
partment after the fact that the export has been made.

Only in the former case of a validated license is a review possi-
ble. So that when you say the President shall review each applica-
{;ion, that automatically means each application for a validated

icense.

It is the intent, I suppose, of this amendment that the President
should take steps to see to it that items which might have a poten-
tial military application or enable a state to support acts of terror-
ism be placed under validated license requirements so that they
could be reviewed.

However, that is not specifically said here, and it would only be
by accident that such an item would currently be under validated
license control to a country which happens to end up on the list of
countries supporting terrorism.

So you might want to consider specifically stating that the Presi-
dent shall establish validated license requirements for any item
which. might have the effect specified in the amendment, in order
that he will have the opportunity to review them.

Mr. BingHAM. Since I think our intention is clear, Mr. Chair-
man, perhaps we could ask Mohrman and Johnson and others of
the staff to get together and work out language. I do have some
qualms about this language, not in terms of its intent but whether
it effectively carries out the intent we have in mind.

We want items of this kind going to countries in that category to
be reviewed for possible denial, and where the item is such that it
would increase the support of the state for terrorist actions, the
license in the normal case would be denied. ;

I think we are agreed on that. But I am not sure this language
says that.

Mr. SparamiN. Mr. Bingham, we thought of that. We used the
word “‘validated license” because the President cannot address him-
self to the general license, the areas that Mr. Johnson referred to.

Mr. BingHAM. But you see, Vic points out that if you are talking
about a general license the President has no opportunity to review
the application because none is submitted. If you want to set up a
procedure whereby the application will be submitted—— -
hMr. SparaTIN. We have to make all general licenses validated
then. :

Mr. BingHAM. No. _

Chairman ZaBLOCKI Isn’t it the case now that a general license
can still be under review, particularly if' there is a military end
item? I know a specific case where it was.

Mr. SparaTIN. I understand, Mr. Chairman, only if by authority
of the executive branch they are required to become validated
licenses. .

Mr. BingHAM. That is the case with Communist countries gener-
ally. What would be wrong in a general way with having these
terrorist countries that are listed under section IV treated for

-
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purposes of export licenses the same way that Communist coun-
tries are treated? Then there would have to be an application and
a review.

Mr. MourMAN. There would be a requirement for s validated
license if it was a listed country and if it was one of those items
that were determined to be having a potential military application.

Mr. BincaaM. This doesn’t say that though.

Myr. MourMaN. Right, That is what you are tryinbg to get at.

Chairman ZaBrLockl. Do we have some language in the report?

Mr. BingHAM. I don’t think we do. -

Mr. MoarMAN. I agree. The language that is in the amendment
does not specify. what the procedure is that is to be followed. It
implicitly suggests that there is to be a validated license because
otherwise the procedure doesn’t work very well. But it doesn’t spell
out that it has to be a validated license. ‘

Mr. Binguam. Even if you put the word ‘‘validated” in, it still
ii.oesn’t state that exports to such a country require a validated
icenge.

Mr. MosrMaAN. I think we could make it clear that for exports to
listed countries of those items ‘with military value potential you
have to have a validated license and that applications for those
licenses must be reviewed on a case-by-case basis to make the
specified determination. If the determination is made that denying
the export would reduce state support for international terrorism,
then you cannot have the license,

Chairman ZasLocki. I am .sure staff and counsel have a clear
understanding of the intent of the gentleman from New York to
fa}dopg this amendment with the understanding that it will be per-
ected. . ‘ :

Mr. MoHrMAN, There is one other item, Mr. Chairman, and I am
responsible for it not being .in the draft. When I discussed this
amendment with the subcommittee staff, it was suggested that the
90-day requirement for Commerce Department action on licenses
under the Export Administration Act should be waived. Inadver-
tently in preparing the amendment that waiver did not get in this
draft.

Would it be the subcommittee's intent that for these applications
the 90-day review requirement would be waived? '

Chairman ZABLocKI. Any objection?

Mr. Winn. No. »

Chairman ZABLOCKI. You can include that.

Any other question on amendment 3, with the understanding
that the suggestion made will be incorporated?

Mr. WinN. Mr, Chairman? ‘

Mr. BingaAM. Mr, Chairman, I am sorry. I was distracted. What
would be the reason for the waiver? :

Mr. SpaLATIN. It imposes an arbitrary time frame of 90 days for:
the President to utilize whatever leverage he may have related to
the export item and recipient country. It allows that time frame

‘to go on beyond 90:days.

Mr. BinGHAM. I think T would be opposed to that. In this whole
field of export controls, we have been trying to speed up the
process of licensing so that our exports are not impeded unneces-
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sarily. We have that 90-day requirement on applications for export -
of strategic goods to the Soviet Union.

Mr. SparaTIN. The feeling was that the requirement was inap
propriate in dealing with a state whose policies you are trying to
influence.

Mr. BingHaM. The 90-day requirement, you will recall, is not
absolute. It simply sets a target which can be extended. So it is not
a rigid limitation. Important as I think this is, I don’t think that
there is any reason why we shouldn’t have a target. You are going
to get criticism of this in any event from the exporting industries. I
think to eliminate the 90-day provision would be a mistake. We
should at least give some indication that we want these things to
be acted on quickly.

Chairman Zasrocxkl. Do we have anybody from the State Depart-
ment to comment on this 90-day provision?

Mr, SparaTiN. I didn’t discuss it with them.

I don’t know their position.

Chairman ZaBrLocki. Is there any problem with leaving in the 90
days and having it in the report that this is not absolute, that it is
a target and can be extended? Keep it as it is. Would that satisfy
the gentleman?

Mr. BineraM. Fine.

Mr. WinN. Mr. Chairman, I have a question on page 2, concern-
ing the President’s transmission of a report tc.Congress setting
forth his reasons for such suspension. Later on it is spelled out as a
written report. Should we clarify that? It could be misconstrued
that he just calls somebody up and tells you.

Mr. MourMAN. I believe the word “transmit” suggests it should
be written. There is no problem with putting “written” in there.

Mr. Winn. I don’t know. I think it could be misconstrued as if he
calls somebody on the telephone he is “transmitting.”

Chairman ZaBrockl. On page 2 he has to transmit to the Con-
gress a report. On the last page under subparagraph (f) we have
another report.

Mr., WinN. Why can’t we just put a ‘“‘written report” in there?

Mz, SpavaTiN., The staff sees no problem with that clarification.

Chairman 7 ABLOCKL Would you add that amendment?

Mr. BingHAM. I think it is an improvement.

Chairman ZABLOCKI. Any other questions? Amendments? Any
other questions on amendment No. 3?

Mr. WinN. I have a guestion on the firgt page. Again; No. 2, has
the State Department any input in that wording?

Mr. SparaTin. No. 2? The second section? -

Mr. WInNN. Yes.

Mr. BingHAM. We do have the suspension.

Mr. SpaLATIN. There is a waiver clause in the same amendment
which they still find cumbersome.

Mr. WiNN. In your consideration with them did they offer any
~ _alternatlve‘?

Mr. SparaTIN. That there would be nothing mandatory.

Mr. WiNN. That is true of the Ribicoff letter. '

Mr. tSPALATIN Ribicoff is arguing against that proposal, that is
correc
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Mr., MourMAN. There already is a requirement in the Arms
Export Control Act that a country which grants sanctuary to ter-
rorists becomes ineligible for sales and credits for a l-year period.

Chairman Zasrocki. All this authority is already available to the
President. T think we are just re-emphasizing it. There is a political
need to pass something.

Mr. Winw. T think it has to be gpelled out, Mr. Chalrman

Chairman ZABLOCKIL Do you want 1t mandatory?

Mr. WinnN. I think it is all right.

Chairman Zarocki. No question?

Mr. WinN. No question.

Chairman Zasrocki. With tlie understanding that was given to
the staff, if there is no objection.

Mr. BiNngHAM. Mr. Chairman, on thls last paragraph (g), for
purposes of discussion——

Chairman Zagsrockr. G?

Mr, SparaTiN. On page 3 of the proposed amendment.

Mr. BingHAM. (g) on page 3 of the proposed amendment.

Chairman ZaBrocki. I understand this is the exact language that
is in sections III and IV and the Justice Department had asked
that it be included, the State Department, so that it would be
consistent.

Mr.- Wimvn, I didn't hear what you said. The Justice Department
did what?

Chairman Zasrocki. Had suggested that the language that is in
section II, subparagraph (c) and in section 1V, subparagraph (c)
should be identical to the subparagraph in section V.

Mr. Bovgaam. It appears to be, yes.

Chairman ZasrLockl. That is all it is.

Mr. Bingaam. What would happen if that information in the
normal course is submitted? Is it kept in committee files?

Chairman Zasrocki. I imagine it would be referred to the com-
mittee or committees that it would be necessary for the President
to devise in classified form to abide by the rules and regulations
when dealing with such information. It depends on the sensitivity
of reports. There are reports that our committee receives that we
keep in our files. There are reports that are brought in and taken
back the very same day. It depends on the sensitivity of the report.

I am sure the gentleman from New York will agree that this
classified information the President is going to share with Congress

~under the provisions of section V is properly submitted in classified

form.

Mr. BingHAM. Is this something close to boilerplate now?

Chairman ZABLOCKL It is. Of course you can always improve the
boilerplate, put another rivet in.

r. BingHAM. 1 will reserve my right to propose another rivet.

Chalrman ZABLOCKL Is there objection to amendment 3 as
amended by the discussion and the understanding given to the staff
to perfect it? :

If not, the amendment is agreed to.

Mr. BINGHAM. MT. Chairman, 1 would l1ke also to reserve the
right possibly to propose an amendment adding a further sanction.
Not that this is a necessary reservation. But I would just like to
indicate my concern about ‘the matter I raised the other day, the
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failure to date of the State Department to classify the PLO as
terrorist organizatior. It might be that it would be appropriate
propose denial of immigration to certain organizations. I dofi’t
know whether it is appropriate here. But that is a subject that is
concerning me at the moment. I might want to propose an amend-
ment either in this part or in some other part of the act that would
rectify that situation. ‘

Chairman Zasrocki. Of course the gentleman and all the mem-
bers of the subcommittee have an opportunity to amend the legisla-
tion further when it will be under consideration by the full com-
mittee or even on the floor.

Any amendment to sections VI and VII? These are not really
within our direct purview. Section IX? Section VIII? Section X?
Section XI?

We have scme amendments to the bill at the end of the proposed
legislation, amendment 4 on page 22.

The clerk will read.

Mr. SpaLATIN [reading]:

Page 22, immediately after line 15 insert the following new section:

“Title, International Agreements to Combat Terrorism. Section: XII, the President
is'urged to seek international agreements to ensure more effective cooperation in
combating international terrorism. High pricrity in negotiating such agreements
should be given to agreements which provide for, 1, establishment of a permanent
international working group with subgroups and such topics as may: be appropriate,
law enforcement, crisis management, which would combat international terrorism
by, (a) promoting international cooperation among countries, (b) developing new
methods, procedures and standards to combat international terrorism, (c) negotiat-
ing' multilateral controls on transfer of antitank and antiaircraft weapons and, (d)
negotiating agreements for technical assistance and exchange of intelligence;

“2, establish a means to oversee implementation of, (a) convention for the suppres-
sion of unlawful seizure of aircrafts, The Hague, December 16th, 1970, @) the
- convention for suppression of unlawful acts against the safety of civil aviation,
Montreal, September 23rd, 1971 and, (¢} the convention for:'the prevention and
punishment of crimes against internationally protected persons, including diplomat-
ic agents, New York, December 14th, 1973 and;

“3, the establishment of common legal prohibitions in the taking of hostages by
international terrorists.”

Chairman ZABLOCKI. "As is obvious, this amendment adds a sec-
tion at the end of the bill which sets forth a list of possible
international agreements the President is urged to seek in comn-
bating terrorism. It iz not controversial. The amendment recognizes
the importance of multilateral efforts and agreements to combat
- international terrorism. Gar efforts would have less effect if not
complemented by similar multilateral efforts. |

Congressional intent is expressed through the kinds of possible
agreements the President might seek: These inciude intelligénce
exchange agreements and multilateral controls on manned portable
antitank and antiaircraft weapons which would be extremely
useful in heading off future incidents with weapons that have a
high potential for use in terrorist attacks. ,

By establishing this “wish list” a strong impetus is established
for the President to pursue future international efforts to combat
terrorism. ' ~ .

Personally I think the President has the same wish. The other
body has this. : , '

Mr. WiNN. The other body has this?

Chairman Zagprocki. Is it in the other body?
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Mr. SparaTin. Yes, , _

Mr. Bingaam. Mr, Chairman?

Chairman ZABLOCKI. Yes?

Mr. BingHAM. I think it is a good 1dea I was a little concerned
as I read over the section on sanctions that it appeared to refer only
to unilateral sanctions. Clearly, multilateral sanctions could be
develpped which would be more effective. Efforts should be made to
make them mult1latera1 So this would take care of that, even
though the word ‘“sanction” doesn’t appear here. I think there
could be language in the report that that is part of the intention,
to cooperate on the matter of sanctions. So I think it is more than
just window dressing. It is a good idea.

Chairman Zasrocki It lends itself to multiple interpretations.

Mr. Winn.

Mr. Winn. No.

Chairman Zasrocki, Take your time whlle we are waiting for the
other member.

Mr. SparaTiN. He just came in, Mr. Chairman.

Chairman Zaprocki. Mr. Winn.

Mr. WiNN. Can I still take my time? I don’t reaily need it.

Chairman ZABLOCKL It is reserved and allocated. Take it,

Mr. BincaaM. Mr. Chairman, let me say something else.

Chairman ZasrLocki. You don’t have to.

Mr. BingrAM. 1 think there is a real weakness in this whole
matter of combating terrorism in the attitude of other nations.
Anything that can be done to strengthen the international—

Chairman Zasrocki I agree. I think we have some very——

Mr. BinguaM. Good language.

. Che}tirman ZasLockl. Good language in the report. We can’t legis-
ate the——

Mr. Winn. This is the point I was going to make. This amend-
ment makes it stronger than report language would. That is about
all it does. We can'’t legislate for other countries.

Chairman ZABLOCKL. It is more than window dressmg

Mr. WinN. That is right.

Chairman Zasrocki. Are there other amendments?

If there is no serious objection to amendment No. 4, it will be
adopted.

Is there objection? -

If not, amendment 4 is adopted

The questmn now occurs on the vote to report HL.R. 13387 as
amended, favorably or unfavorably with the amendments and lan-
guage that will be incorporated as the committee members have
advised the staff to prepare.

The Chair will entertain a motion.

Mr. WinN. Mr. Chairman?

Chairman Zasrocki, Mr. Winn.

Mr. WinN. I move that we vote out H.R. 13387.

Chairman Zasrocki. Favorably?

Mr. WinN. As amended. Favorably.

Chairman Zasrockr. All those in favor, 51gn1fy by saying “aye.”

Mr. BINGHAM. Aye.

Mr. Beilenson. Aye.

Mr. WINN Aye
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Chairman ZABLOCKI Aye

Those opposed, “

The “ayes” have 1t H.R. 13887 is reported out favorably.

I suggest that as soon as possible we schedule a meeting for the
ful% committee to consider the bill as reported out by the subcom-
mittee.

Mr. SpaLaTIN. Would you hke to have this in commlttee print
format?

Chairman Zasrocki. I think it should be in comm1ttee print
form. We still want to keep this number though. We just add
amendments to it.

Mr. SparaTiN. That is correct.

Chairman Zasrocki. By having a committee print it is easier for
the members who are participating in the markup to see what we
have done. ‘

Is there any further business before the subcommittee?

Ch’I‘}}e subcommittee stands adjourned subject io the call of the
air.

Thank you very much.

[Whereupon, at 11:17 a.m. the subcornmittee adjourned, to recon-
vene at the call of the Chair.]
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INTERNATIONAL TERRORISM: LEGISLATIVE
INITIATIVES

WEDNESDAY, SEPTEMBER 20, 1978

House oF REPRESENTATIVES,
CoMMITTEE ON INTERNATIONAL RELATIONS,
- Washington, D.C.

The committee met in open markup at 11:10 a.m. in room H-236,
the Capitol, Hon. Clement J. Zablocki (chairman) presiding.

Chairman ZAsBLockI. The committee will please come to order.
The chairman desires to apologize. We were expecting a vote and
therefore we stayed on the floor. We will begin.

[Whereupon, the committee proceeded in other business.]

- MARKUP-—HR. 13387

Chairman Zazrocki. The next order of business is to begin final
consideration and markup of H.R. 13387, an Act To Combat Inter-
national Terrorism.

The bill has already been acted upon by the Subcommittee on
International Security and Scientific Affairs. All members present
should have before them copies of the committee print and a bill
summary of H.R. 13387, with the amendments adopted by the

subcommittee.
BACKGROUND

In its consideration of H.R. 13387, the subcommittee concentrat-
ed on the problem of international terrorism as it affects U.S.
foreign policy and national security interests. The subcommittee
also explored the definitions of international terrorism as defined
in the bill to provide a clear list of criteria and conditions under
which Presidential actions mandated in other sections of the bill
would apply.

The subcommittee added four amendments to H.R. 13387 as fol-
lows: One, amending the long title of the bill to provide a more
accurate reflection of the purposes of the bill; two, adding a defini-
tion to the list of definitions of international terrorism related to
the motivation of terrorists; three, further amending section 5 of
the bill, which deals with automatic sanctions imposed by the
President on states supporting international terrorism, to provide

" more flexibility to the Executive in dealing with such states while

maintaining the need for a strong, consistent U.S. response. 1
might add that this is a controversial section and we may have

(85
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some debate on it. The fourth amendment urges the President to
seek international agreements to combat terrorism which compie
ment U.S. unilateral actions provided for in this bill.

These four subcommittee amendments have attempted to take
into account’ the important national security and foreign policy
concerns affected by international terrorism. It is my hope that the
amen‘(ilments will have made an important contribution in this
regar

H.R. 18387 is now open for markup and the chief of staff will
begin a reading of the bill.

Before he begins, however, I would ask for unanimous consent
that the subcommittee amendment to section 5 be considered a
part of the original text for the purpose of the amendment.

It is, without objection, so ordered.

Mr. Brapy [reading]:

H.R. 18387, a bill to amend the Federal Aviation Act of 1958, relating to aircraft
piracy, to provide a method for combating terrorism, and for other purposes,

Mr. BingHAM. Mr. Chairman, parliamentary inquiry, please.

Chairman ZapLockl. I recognize the gentleman from New York,
Mr. Bingham.

Mr. BincrAM. I thought the subcommittee recommended an
amendment to the title.

Chairman Zasrock:. Yes; it did.

Mr. Bingaam. It is not indicated here. .

Mr. Mourman. Mr. Bingham, the amendment to the title ap-
pears at the end of the bill. Under House rules, arnendments to the
title are considered after completion of the bill,

Chairman Zasrockr. It is on page 27.

Mr. BraDY [readingl:

Be it enacted by the Senate and House of Représentativer of the United States of

America in Congress assembled, short title, Sectlon One, This act may be cited as
the “Act To Combat International Terrorism.”

Mr. Wourr. Mr. Chairman.

Chairman ZaerLock1. The gentleman from New York.

Mr. Woirrr. Mr. Chairman, I ask that the bill be considered as
read and open for amendment at any point.

Chairman Zasrocki. Does the gentleman from New York ask
unanimous consent on that matter?

Mr. Wourr. I do.

Chairman Zasrockr. Is there objection?

[No response.]

Chairman ZAsLockr. The Chair hears no objection.

Is there any amendment to the sections on page 1, page 2, or
page 3?7

Mr. BingaaM, Yes; Mr. Chairman.

Chairman Zaprocki. The gentleman from New York, Mr.
Bingham.

- AMENDMENT TO SECTION 1

Mr. BincaaM. Mr. Chairman, I don’t have this in writing, but it
is simple enough to explain.

I move that the amendment which the subcommittee indicated
on page .3 not be adopted—in other words, - that we go back to the
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original form, as indicated in the interlined section. The effect of
this is to omit (b).

Chairman ZaBrLocki. The effect of your amendment then would
be to strike everything from line 15 through line 20?

Mr. BingHAM. On page 3, strike from lines 11 through line 20,
and restore what appears from lines 8 through 10.

Chairman Zasrocki. The gentleman is recognized to speak in
support of his amendment.

Mr. BingEAM. Mr. Chairman, I supported the change in the
subcommittee.

Chairman ZaBrocki. Excuse me, I can't hear the gentleman.

Mr. BinaaaMm. We made this change, as I recall on the recom-
mendation of the Department of Justice. Since then, the Depart-
ment of State representatives have indicated their concern about
the language in lines 15 through 20. On second thought, I am
inclined to share their concern. Anything that is unportant to be
covered I think is adequately covered in the terms, “intended to
damage or threaten the interests of or obtaiu concessions from a
State or an international organization.” It is simply confusmg to
talk in terms of “furthering political, social, or &conomm goals”

“obtaining widespread publicity for a group or its cause

It is true that this 1s tied into earlier parts of the definition of
terrorism, but I think it is confusing. 1 am persuaded that the State
Department’s reservatlon;x are valid. I think it would be preferable
to leave (b) out,

We are going to have ¢nough problems with the definitions here
and I think this simply fomplicates it unnecessarily.

Mr. LacoMarsiNo. Wili the gent}eman y1e1d‘?

Mr. Binguam. Yes.

Mr. LacomarsiNo, I didn’t hear the' debate on why that particu-
lar subsection was added, but taking it out, it would seem to me,
would eliminate such thmgs perhaps as the Japanese Red Army or
the PLO attacking airplanes in some third country. Although that
is clearly terrorism, it might not fall within the definition in (a)
because they are not necessarily threatening the interests or ob-
taining concessions from a gtate, as such, or an international orga-
nization. Certainly that is the kind of thing that we are faced with
most often. I would hate to eliminate that from the bill and that
could be the effect of your amendment.

Mr. BingraAni. I don’t think it would be.

I think that clearly such a case as you mention should be covered
but languags in the report could make that clear. I would say that
the organization was intended to obtain concessions from a state,
at the minimum. The PLO could obtain concessions from the State
of Israel, in effect, and could damage the interests of the State of
Tsrael—more particularly the latter, to damage the interests of the
State of Israel.I think that clearly would be the purpose of that
type of activity.

Mr. GooprLing. Will the gentleman yield?

Mr. BingHAM. Yes.

Mr. GoopriNg. Can you think of any part1cular incident to w}uch
sectlon (b) would apply, section (b) as it is expressly written, the
part that you want to strike? What is tl‘e purpose of 1ts getting in
there in that.form?
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Mr. BingaaMm. I don’t think that we thought it through. I think
that the kinds of things we want to cover are covered by (a). When
we talk in terms of obtaining publicity and furthering political
goals, we are getting dangerously close to advocacy and matters
that we might consider constitutionally protected. As I said earlier
it is all tied in to the other parts of the definition.:

I just do not think it is a necessary addition. Mr. Chairman, I
don’t know if it would be appropriate during a markup session, but v
it might be helpful to hear the comments of the Department of
State on this subject. '

Chairman Zasrockr. The Chair would have no- objection. After
all, this section was put in at the suggestion of the Department of v
Justice and the State Department representative was present. He
didn’t voice his views at the time, but if he has second thoughts, I
think we could have the benefit of them now.

If the gentleman from New York would yield, the reasoning that
the witness from the Justice Department gave was that terrorist
acts should include random acts of sabotage or violence designed to
undermine public confidence in government or obtain widespread
publicity. The definition thus makes an important addition to the
types of acts appropriately characterized as acts of international
terrorism. s

Although I have, as has the gentleman from New York, second
thoughts about this, we would welcome the views of the State
Department representative, if he is present.

Brian, we would be glad to hear from you.

STATEMENT OF J. BRIAN ATWOOD, DEPUTY ASSISTANT SECRE-
TARY OF STATE FOR CONGRESSIONAL RELATIONS

Mr. Arwoop. We would agree with Mr. Bingham that subsection
(a) would cover just about any contingency that could be included
under (b) and that under (b) you may be raising questions that you
need not raise. .

Mr. Fields worked on the definition section of this biil and I
would like to ask him to comment.

Chairman ZasrLockl, We would like to know why the section
would be preferably omitted. .

STATEMENT OF LOUIS G. FIELDS, JR., ASSISTANT LEGAL
ADVISER, DEPARTMENT OF STATE -

Mr. FieLps. Thank you, Mr, Chairman.

I responded to a querie to me about the bill and I gave a person-
al opinion. : -

Essentially the language that is contained in (a) and (b) here is
the language found in the Executive order defining terrorism for
the purposes of intelligence surveillance and things of that nature.

In responding to the question, I indicated that this particular
section (b) had been considered when we met with Senate staff to *
come to grips with the very difficult issue of drafting a definition of
international terrorism. At the time that particular part was re-
moved because of the unnecessary broadening that would pick up °
perhaps -certain types of problems that would not properly fall -
within the definition of international terrorism. It could involve
even domestic issues, such as labor disputes and things of that
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nature. If one of the participants in a group demonstrating for
gome economic goal were, in fact, say a Mexican citizen involved in
a protest in gome labor dlspute in California, if there were any
international element, why it just seems unnecessarily broad. I was
stating a personal opinion, and the Department did not take a
formal position on this, I think that it is unduly broad, in my
personal judgment, in applying this.

Mr. Fascerr. Mr. Chairman.,

Chairman Zasrockl The gentleman from Florida.

Mr. Fascers. I would like to ask a question.

In reading the last clause of subsectlon (b), “obtaining wide-
spread publicity for a group or its cause,” the way I read it, it is
not modified by the language “by intimidating or coercing.”

Am I correct?

In other words, you need no intimidation or coercion to come
within the definition of that last clause. Is that correct?

Mr. Fierps. That would be my interpretation, Congressman.

Mr. Lacomarsino, Will the gentleman yield?

Mr. Fascerr. Yes, I will yield.

Mr. LagoMArsiNe. But it would all be conditioned on the lan-
guage on line 7, which says, “if the act of international terrorism

” You have to have an act of international terrorism before you
get into the intentions of it.

Mr. FASCELL Yes, I know. But the puint is that international
terrorism is defined under the act. So, once you do that and you
have any such act, why do you have to redefine it?

Mr, LAGOMARSINO. Because it goes on to say what happens if the
act of international terrorism is intended to do these things. Then
the bill applies.

Mr. Fascerr. The point is, why do you have to have an intent to
do anything? If you have an international act of terrorism, the law
will apply.

Mr. BucHanan, Will the gentleman yield?

Mr. FasceLL. Suze, "

Mr. BucHaNAN. It seems to me that the whole intended section is
a weakness rather than a strength in the bill. How are you going
to an?alyze the intentions of somebody? Why even deal with inten-
tmns

Mr. Fascerr. Right. If you have an act of terrorism, as defined
under the act, then the act either applies or it doesn’t. The minute
you get into definitions it seems to me you change the whole thmg

Mr. Worrr. Will the gentleman yield?

Mr. Fascmir. Yes.,

Mr. Worrr. It is very difficult to prove intent. How are we going
to prove intent in any case?

Mr. FascerLs. Why prove intent? That is the whole point.

Chairman Zasrockt. The Chair would like to state that we are in
the midst of a vote on the House bill regarding ethics in govern-
ment. The committee will take a 5—m1nute recess for the purpose of
voting.

[A. brief recess was taken.]

Chairman ZABrocki, The committee will resume its dehberatmns

on H.R. 13387.
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There is a pending amendment, offered by the gentleman from
New York, to strike on page 3 lines 12 through 20, and to keep in
lines 8, 9, and 10,

I recognize the gentleman from New York, Mr. Bingham.

Mr. BingHAM. I will speak further on the questions that have
been raised.

I think, first of all, that it is essential to have a definition of
intent; otherw1se, any act of violence by a nonnational in the
States say by a Canadian or a Mexican who came into this country
and got involved in violence in a labor dispute, would be covered.

So, I think you have to have a definition of intent. Intent is a
part of many crimes. It sometimes is difficult if not impossible to
prove. In this particular type of situation however, it is very
common that the intent of the terrorist is made known. The terror-
ists want to make it known.

To get back to the elimination of (b), I think, that the case of the
Mexican who comes to California and gets involved in violence in a
labor dispute or to obtain publicity for some purpose might be
covered by (b), without any connection with what we normally
consider as international terrorism.

Mr. GitmanN. Mr. Chairman.

Chairman  Zasrocki. The gentleman from New York, Mr.
Gilman.

Mr. GitMAN. Mr. Chairman, just a point of inquiry. I do not want
to unduly delay this markup or make it more complex.

What would happen if we were to accept (a) and knock out (b),
for example, and we had a situation where a terrorist group kid-
naped one of our industrialists in a country and there is no
demand inade upon our Nation, but there is ransom money sought
of several millions of dollars? He then flees to, say, Kuwait or some
other country and they do not extradite him. Would that be an act
of terrorism under this definition if we had only paragraph (a)?

I ask our State Department consultants to comment on that.

Mr. Fieips. I was negotiating that one, in fact.

Mr. Giman. I ask if one of our businessmen were kidnaped and
ransom money was sought and obtained; then the kidnapers flee to
another country and that country does not extradite them.

Is that an act of terrrorism under the definition of paragraph (a)
if we were to exclude (b)?

The suggestion is to eliminate subparagraph (b) on page 3 and to
leave only paragraph (a). If that happens, is this kidnaping and
ransom and the failure to extradite an act of terrorism? There is
no demand made on our Nation. :

Mr. Worrr. Wouid the gentleman yield?

Mr. Giman. Yes.

Mr. Worrr. I am not trying to take the role of the State Depart—
ment, but the point is made of “threatening the interests of.” It is
in the interest of the United States to protect its citizens and
therefore that would be covered under that provision.

Is that correct?

Mr. Figros. That would be the point on Wh1ch that would hang;
yes, sir.

7



FURTTES

91

Mr. GiumAN. Is that sufficient verbiage to cover that situation?
This is 2 valid problem, one that we have right now. Many of our
people have been kidnaped in the past.

Mr. FieLps. Yes, sir. That language is covered, I think, sir, in the

‘Senate report. Such a situation would be intended to damage or

threaten the interests of the United States.

Mr. Sorarz. Would the gentleman yield?

Mr. Giuman. I would be pleased to yield to the gentleman.

Mr. Sorarz. I gather what you are concerned about is a situatior,
where, say,.a commonly acknowledged terrorist group might
kidnap someone, a private citizen, for the purpose of raising
ransom funds which could then be used to fund the operations of
the terrorist group, and then they flee to some third country which
gives them sanctuary.

Mr. GiLMAN. Precisely.

Mr. Sorarz. Would it not perhaps clarify the intent of section (a)
in terms of the gentleman’s problem, if it read, “to damage or
threaten the interests of or obtain resources or concessions’?

Can we get language in here which deals with that kind of
situation, where they are attempting to get resources for them-
selves rather than political concessions from a state or an organiza-
tion?

Chairman ZaBrockl If the gentleman would yield, I think that
can be clarified in the report. We will also explain in the report
what is intended in subparagraph (b). -

I am sure that the gentleman from New York Mr. Bingham,
agrees t¢ have report language on (b).

“Mr. BingHAM. To clarify what the coverage of (a) is; yes.

Chairman ZasrLockr. We will also include a clarification of the
qupstgon that the gentleman from New York, Mr. Gilman, had
raised.

Is there any further discussion on the amendment?

[No response.]

Chairman Zasrockt. If not, all those in favor of the amendment
offered by the gentleman from New York, Mr. Bingham, so signify
by voting “aye.”

[A chorus of "ayes.”]

Chairman ZABLockI. Those oppesed, “no

Mr. LagomMaRrsINo. No.

Chairman ZasrLockl. The “ayes” have it. the amendment is
agreed to and the bill is returned to its original form.

I recognize the gentleman from Ohio, Mr. Pease.

Mr. PEasg. Thank you, Mr. Chairman.

STATEMENT OF FINDINGS AND PURPOSE

In reviewing the bill and the Senate bill after which it is pat-
terned, I noted that the Senate bill has a statement of findings and
purpose, on page 29 of the Senate bill, which the House kill does
not have.

I have prepared an amendment which would provide a statement
of findings and purpose very similar to that of the Senate bill with

_only one change. I am prepared to offer that amendment.
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I am also prepared, if the chairman wishes, to have the staff
explain why it is that there is no statement of purpose in the
House bill. '

Chairman Zasrockr 1 would inquire of the staff and hope that
they are now prepared to advise us. After all, this bill was jointly
referred to three committees.

The bill was prepared by the principal sponsor, Mr. Anderson of
California. Of course, I understand there are some 50 cosponsors
after him. I believe this bill was prepared separately and is not
necessarily based on the Senate version. We are considering the
bill that was referred to the three committees, including our com-
mittee. The Judiciary Committee, I understand, did not see fit to
include that section, the statement of findings and purpose.

Perhaps the staff can enlighten the gentleman from Ohio. I can
not.

Mr. SparaTiN, I think the chairman has articulated the reason
that bill 13387, as reported before the commitiee, did not have that
purpose in there and the staff did not agree with the framers that
that section: not be on that.

Chairman ZasrLockl. If the gentleman will yield further, we will
go to conference on this and if the bills are different in some
respects, we can accept their statement or purpose and say we feel
strongly that it should be included. We can even include it in the
report, if the gentleman feels strongly about it.

Mr. PeaseE. Mr. Chairman, I believe I would like to offer the
amendment.

Chairman ZaBrLocki, The gentleman from Ohio is recognized.

Mr. Pease. Mr. Chairman, I do offer this amendment and I have
copies.

Chairman Zaprocx1. Does the gentleman from Ohio want a copy
of his amendment read by the clerk or does he ask unanimous
consent that it be considered as read, so that he can explain it?

Mr. Pease. Mr. Chairman, I ask unanimous consent that the
amendment be considered as if read.

Chairman ZABLoCKL Is there objection?

[No response.]

Chairman Zasrocki, Then it is so ordered.

The gentleman from Ohio is recognized for 5 minutes to speak in
support of his amendment.

Mr, Prasg. Thank you very much, Mr. Chairman. i

The amendment that I am offering adds a statement of findings
and purpose on page 1, after line b of the House bill. This state-
ment of findings and purpose is identical to the Senate language
with one exception, and that is paragraph (b)(1), which is a product
of my own work. It would declare an additional purpose of the act,
that being to: .

State that the United States, us a matter of policy, will not accede to the demands
of international terrcrists, will not exchange prisoners pursuant to the threats of
international terrorists, and will not make available pubtic funds as ransom for
international terrorists. :

I think it would be helpful in our deliberations in conference
with the Senate if we do 4dd a statement of findings and purpose. I
think the paragraph that I have added strengthens the response of
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the United States to international terrorism and for that reason I
ask for support of the amendment.

Chairman Zasrocki. Does anybody wish to be heard or have any
questions on the amendment?

Perhaps we ought to have the Department’s spokesman comment
on that?

Mr. Atwoop. 1 think that we shotld not comment on that, as a
matter of policy, Mr. Chairman. [General laughter.]

It i 1sha statement of congressional intent and it would be accepted
as suc

Chairman Zasrocki. The Congress finds that the State Depart-
ment does not necessarily agree. [General laughter]

Mr. Pease. Nor disagree.

Mr. Arwoob. There would be an inclination in these cases—I will
go ahead and break iy rule—there would be an inclination in
these cases to want to look at them on a case-by-case vasis rather
than to have a set rule on how to handle terrorist activities or a
case where a ransom is requested, et cetera.

Chairman ZABLOCKI. Do any of the lawyers on the committee
have any observations to make?

Mr. BucHANAN. Mr. Chairman, I would think that all those who
junket might have some reservations about the conclusions of the
Department. [General laughter.]

Chairman Zasrockr, Did the gentleman say “junket?”

..Mr. Peast. That would leave out all of us, of course.

Mr. BucHanaN. All those who participate.in study missions,
international conferences, and the like.

Chairman ZasrLockl. Your concern, then, is for those Members of
Congress who travel under the auspices of other committees.

Mr. BucHANAN. Absolutely. [General laughter.]

But even those who travel on very important official business,
like the members of this committee, might pause to reflect on the
possible implications of this.

Mr. WuALEN. Mr. Chairman, I think he has an exaggerated
opinion of the value of Congressmen. [General laughter.]

Mr. BucHANAN. Well, I am not sure that the Government would
do anything other than nothing in the case of the Members of
Congress. ‘

Mr. WrgALEN, Agzain, I think that should be on a case-by-case
basis. [General laughter.]

Mr. Worrr. Mr. Chairman, I also think it is determined by
whether or not you have a diplomatic passport.

Chairman Zasrockt. Well, we will all have to have our passports
changed from official to dlplomatlc

Mr. Bingham, the gentleman from New York.

Mr. BingHAM. Mr. Chairmian, I have a question about the inclu-
gion of (1) from a different point of view.

It seems to me that it is a little bit cdd or unusual to include in a
statement of purpose something which in fact should stand by
1tse1f if we agree with it as a statement of congressional intent.

Normally a staterent of purpose, as is the case with (2), (8), and
(4) is simply a kind of introduction to what follows and what
follows is an implementation of the purposes spelled out. :

ey
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In the case of Ne. 1, that is not so. As the gentleman from Ohio
stated, it is by itself a statement of congressional intent.

So, it seems to me that on its merits, aside from that point, it
does raise a number of questions which perhaps should have been
the subject of hearings. It doesn’t fall, I don’t think, within the
scope of the bill as it is presently drawn.

I happen to think that it states a proper policy, and I think it
would be appropriate for the Congress to adopt that policy, but I
am not sure that this is the time or the way in which to do that.

I just raise that question.

Mr. Bucaanan. Will the gentleman yield?

Chairman ZABLOCKI. Does the gentleman from New York yield to
the gentleman from Alabama?

Mr. Bingram. 1 will yield.

Mr. BucHANAN. I was going to propose an amendment to the
amendment, but I will not do so at this time.

Mz. GOODLING If the gentleman would y1e1d I would be happier
with this 1f undsyr (b)(L) you would stop at the end of the first
“terrorists,” whera you say ‘“state that the United States as a
matter of policy Wﬂ%' not accede to the demands of international
terrorists.” I would feel happier if you would stop there.

Mr. BucaaNAN. Mr. Chairman.

Chairman Zasrockr. The gentleman from Alabama.

Mr. BucaANAN. I would just like to move that on page 1, section
(b)1) be stricken and the succeeding paragraphs be numbered ac-
cordingly.

Chairman ZaBrLocki. The gentleman from Alabama offers an
amendment to the amendment offered by the gentleman from
Ohio, to strike subparagraph (b)(1) and to renumber.

Mr. BucHANAN. It is to strike all of (1) and that restores it to the
original Senate language.

I personally feel, in light of the discussion, that that would be
the best.

Chairman Zasrocki. The gentleman from Alabama has read the
chairman’s mind.

All those in favor of the amendment offered by the gentleman
from Alabama to the amendment offered by the gentleman from
Ghio so signify by saying aye.’

[A chorus of “ayes.”’]

Chairman Zasrocgr. Opposed, *

[A chorus of “nays.”]

Chairman Zasrockl. The amendment carries.

Mr. Wourr. Point of information, Mr. Chairman.

Chairman ZasrLockr, The Chair recognizes the gentleman from

«INew York who seeks a point of information.

Mr. Worrr. On page 3, line 22; it says not committed in the
course of military or paramlhtary operatmns

Cgalrman Zarrockr, You are not into the ameudment now, are
you?

Mr. Worrr. I am not into the amendment. I just want clarifica-
tion of that line.

Chairman Zasrocki.- Well, could we clear up the amendment
offered by the gentleman from Ohio first?

Mr. Worrr. Oh, I'm sorry. I thought we had finished with that.
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Chairman Zasrockr. The question now occurs on the amendment
offered by the gentleman from Ohio, as amended by the gentleman
from Alabama.

All those in favor so signify by saying “aye.”

[A chorus of “ayes.”]

Chairman Zasrocki. Opposed, “

[No response.]

Chairman Zasrockr. The ayes have it and the amendment is
agreed to.

The gentleman from New York is recognized.

DEFINITION OF PARAMILITARY OPERATIONS

Mr. Worrr. I just have a question regarding a definition of
paramilitary operations.

Do we consider the Japanese Red Army a paramilitary organiza-
tion? What is the definition of paramilitary? I am concerned about
that because it can cover every terrorist organization that exists.
~ The Symbionese Liberation Army could be considered a paramili-
tary organization, yet they are a terrorist organization.

Are we exempting them with this language?

Mr. BoNKER. Aren’t there any definitions in the bill?

Mr. Arwoob. Mr. Chairman, might I clarify that?

Chairman ZaABLOCKI. Yes.

Mr. Atwoop. The word “paramilitary” appears to mean it is
government sponsored. If it were a totally independent operation,
then it would not be a paramilitary operation.

Mr. Worrr. In other words, I am correct then, not committed in
the course of military or government-sponsored paramilitary oper-
ations. Would that be right?

Mr, Arwoobp. That’s right.

Mr. Worrr. Then 1 thmk we should have something in the report
to that effect.

Mr. BiInGHAM. Mr. Chairman.

Chairman Zasrockr. The gentleman from New York, Mr.
Bingham.

Mr. BingHAM. I think we ought to think about that a little bit. I
had assumed that this kind of exception covered guerrilla oper-
ations directed against military targets, for example, in Rhodesia.
That would not be covered by government-sponsored paramilitary
operations. There are military and paramilitary operations spon-
sored and supported by liberation forces, if you will. But as long as
they are directed against military targets, they would not be con-
sidered as terrorist acts. That is the way I understood it. I don’t
think the limitation of Government sponsorshxp is correct there,

Mr. Sorarz. Mr. Chairman.

Chairman Zasrocki. The gentleman from New York, Mr. Solarz.

Mr. Sorarz. I think Mr. Bingham’s observation is extremely well
taken because lines 21 through 24 on page 3 really provide a
critical distinction between random acts of international terror on
the one hand and the kind of activities which are carried out in the
normal course of a sustained war of liberation, particularly when
they are directed against military targets. 1 think without this
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language we would be going far beyond where we want to go in
this bill. However, Mr. Chairman, I have some residual concern
over the definition of military targets.

We are now exploring the possibility of offering a kind of clarify-
ing amendment designed to give that a little bit more precision. I
understand that the Hague Convention, No. 4, to which our own
Government is a signatory, has language on this, but I have not yet
seen it.

So what I would like, Mr. Chairman, with your $ermission, to

reserve a right to return to this subsection in order to offer a .

clarifying amendment providing a little bit more substance and
definition of military target. I think this might strengthen the bill,
assuming we find that existing international law has established
definitions which the committee would find suitable,

Chairman Zasrocki. If the gentleman reserves the right to pro-
pose such an amendment on the floor. we would like to move this
legislation forward at this time. -

I would like tn ask the chief of staff to read that section of the
report where the Senate addresses itself to this particular point.
That may clarify the intent.

Mr. Brapy [reading):

Acts committed in the course of military or paramilitary operations directed
essentially at military targets are not defined as acts of international terrorism.

During the course of a military campaign or operation, nonmilitary personnel or

facilities unfortunately may become involved. Accordingly, this section excludes
inadvertent or secondary involvement of nonmilitary targets from the definition of
international terrorism. The intent tc exclude infrequent incidents that may occur
in what is essentially a larger military or paramilitary campaign.

However, this does not mean that an act is not covered solely because it was
carried out by a military or paramilitary force or because it occurs in what is, in
reality, a war of terrorism rather than one that is military in nature,

Chairman Zssrockr. I am sure that it is now very clear- to
everybody. [General laughter.]

Well, we can include the gentleman from New York’s tightening
definition of a military target in the report as well.

Mr. Sorarz. If it should turn out that I can’t get the necessary
information before we finish today, I don't want to prevent the
committee from reporting out the bill. But I would like to reserve
the right to offer an amendment either before we finish the
markup today or on the floor, if necessary, in order to clarify what
we mean by military targets..

Chairman Zasrocki. We can also have it clarified in the report,
if the gentleman finds that acceptable. _

Mr. Worrr, Mr. Chairman, I come back to the paramilitary part
of it, which we seem to have lost on the way of the military target.

Having made some study of these terrorist organizations, the one
basic purpose is they have prime targets, and then they have
secondary targets, or targets of opportunity. Those prime targets

might be military targets. When they do not reach the military

target, they abort the attack and attempt to engage in an act of
terrorism against a civilian population. »

The primary act, however, is directed at a military target.

There is .one very important factor here. I know what we are
trying to do. We are trying to see to it that we do not interfere
with the procedures of legitimate freedom fighters and the like,

o e U
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But I am concerned, very much concerned, over these organizations
which consider themselves paramilitary organizations, who are di-
recting their attention against military targets, but yet will not
stop at the idea of using as targets civilian populations in the
course of their activities. I don’t think that that i is covered by the
report that the Senate has given out.

Mr. LaAcomarsino. Mr. Chairman.

Chairman ZaBrocrl. The gentleman from California, Mr. Lago-
marsino.

Mr. LacoMarsiNo. I would like to uomment on a situation where,-
let’s say, the Symbionese Liberation Army declares itself to be a
paramilitary operation and they seize or attempt to seize a nuclear
weapons facility. Then they demand in return as their concesswn
that they be allowed to leave the country.

Certainly that would he an act of terrorism under anybody’s
definition, and yet, under the language of the bill, I am not so sure
that it would be covered:

Mr. FascerL. Well, why would it have to.be?

My. LacgoMmarsiNo. Why would it have to be?

Mr. FascrrL. Yes. Isn’t that a totally internal matter?

Mr. LacoMarsiNo. Not if they seek asylum in some other coun-
try.

Mr. FascerL. That's different. You didn’t say that.

Mr. LacoMARsINO. Yes, I did.

Mr. FasceLL. I didn’t hear you. I'm sorry.

Mr. SorArz. Will the gentleman yield?

Mr. LagoMagrsiNo. I'will yield.

Mr. Sorarz. I think in the answer you gave, the answer is a
nuclear weapons facility would be a military target:

Mr. LAGOMARSINO. So, it would not be covered by the bill?

Mr. Sorarz. Right.

Mr. LacomarsiNo. But it shouldn’t it be, that is my question.

Mr. PasceLiL. This is the problem we are going to have in writing
this bill, at any rate. ,

Ms. CorLins, That's right

Mr. FasceLL. How can you define every possible scénario.

Mr. Chairman, might I make an inquiry? I am having a. little
trouble reading today.

Chairman Zasrocki. The gegtleman from Florida is recogmzed

Mr Fascell.
SECTION 2

Mr. Fascerr. I would like to go back and read section 2, “For
purposes of this act.” Then it says, “the term. ‘international terror-
ism’ includes any act designated as an offense or crime under” and
then it lists a whole bunch of things. It goes into a definition. Then
on line 7, page 3, it puts in a statement which T guess is supposed
to condition the triggering of all of the definitions, I gather.

f%m’I right to so far? It says “if the act of international terrorism
is.” o < :

Then we go to Roman numeral I, it is “intended to” which is a
further qualifying, I suppose, of the definition. The Roman numer-
al I, I guess, is supposed to be an exceptlon, where it says “not
committed.” :
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Do other people read it the same way?

Chairman ZaBLockl. Yes.

Mr. FascerL. Do you read subparagraph (2) by inclusion of the
word “and”’ and line 24, as modified by all the language on page. 4,
down to line 19?

In other words, the exception does not. apply unless all of the
other factors take place. Am I reading that correctly?

Chairman Zasrocki, No. ‘

Mr. FascerL. Well, what does the “and” mean, then?

Mr. MourMaN. Mr. Fascell, there are two definitions contained
in this section. One is the definition of international terrorism,
which starts on line 8 on page 1. The second definition is the
definition of state support of internaticnal terrorism, which starts
on line 1 of page 4. The “and” you referred to is simply connecting
the two definitions.

Mr. Fascerr. Well, what are roman numerals I and II supposed
to refer to?

Mr. MoxrMAN. Those are conditions. To be an act of internation-
al terrorism, three requirements have to be met. It has to be an act
that is described in paragraphs (A), (B), (C), or (D). It could k& any
one of those acts. Then it has to meet the requirements of Risnan
ﬁumeral I; then it has to meet the requirements of Roman numeral

So, there are three requirements basically.

Chairman ZasrLockr. And on page 4, if you would continue.

Mr. Fascerr. Excuse me. If Roman I is an exception——

Mr. MoarMAN. It is a negative requirement.

Chairman Zasrockl. Really, page 4 goes back to page 1, and
section 2, “For purposes of this act.”

Mr. MoHRMAN. That is correct, Mr. Chairman.

Chairman Zasrockl Subparagraph (2) on page 4 is not related at
all to this.

Mr. FasceLL. That’s, Mr. Chairman—it is.very clear. It is about
as clear as the rest of this bill is going to be when we get through
with it. [General laughter.] ~

Chairman Zasrockr. Taking section 2, “For purposes of this act,”
you say, “the term ‘international terrorism’ includes any act desig-
nated as an offense or crime under,” and then it so designates.
Then, on page 4, subparagraph (2) reads: “the term ‘state support
gf international terrorism’ means’ and then you have the explana-

ion,

Mr. Fascerr. Mr. Chairman, may I just go on the record to say
that what I have read so far is awkward and confusing and I don’t
know what it means.

Mr. Burxke. I will join the gentleman in that statement.

Ms. Corrins. Well, why can’t they rewrite this thing?

Chairman ZABLOCKI Out of this chaos, I am sure the wisdom of
this membership is going to prevail. :

Ms. Coruns. Mr. Chairman, why can’t the staff, in light of the
confusion, go back and rewrite this thing and come back with
something that is halfway understandable?

Mr. Brapy. This bill was written and mtroduced by Mr. Ander-
son. It was referred to four committees of the House. It we rewrite

L E S NI



~\

99

the bill entirely, we are going to-end up on the floor with one bill
fighting three committees.

It is that simple.

Chairman ZaBLocKI. It is not our bill.

The Chair would like to state that those members who feel
strongly that they do not understand it will have the privilege of
voting against it. .

The gentleman from New York, Mr. Wolff, is recognized.

Mr. Worrr. Mr. Chairman, there is no reason why we, as a
c?fmméttee, cannot provide a substitute bill for the bill that is
offered.

Ms. CorLins. That'’s right, and that makes sense.

Mr. Worrr. In line with what Mrs. Collins says, it is not a
question of fighting one bill or another; but there are certain
elements in here that are totally confusing. :

You know, I brought up one of them. Here is another position
that was brought up by Mr. Fascell. You will read on page 4, line
11, “providing direct financial support for the commission of any
act of international terrorism” is outlawed. What about the indi-

rect methods? I mean, you can go through every page of this and

you will find that there is confusion that exists.

Mr. WHALEN. Mr. Chairman. : :

Chairman Zasrocki. The gentleman from Ohio, Mr. Whalen.

Mr. WizaLeEN. Mr, Chairman, might T have a clarification on one
question?

Does this bill apply where a state of war exists?

Mr. Brapy. That is the intent, I think, of subparezraph (II).

Chairman Zasrockl That is on the hottom of page 3.

Mr. WHALEN, 1 had forgotten about this until the President
mentioned it the other day. For example, a state of war still exists
between Egypt and Israel and between Israel and other countries.
Would this not apply then to those acts that might be termed
terrorism? : * -

Chairman Zasrockl That is a very good point. '

The Chair would like to state, if it is any comfort to the other
members of the commiittee, that if you have read the Senate ver-
sion, it is not any clearer. I am sure that if we started from scratch
to rewrite our own bill and try to do what we are trying to do, we
would also find ourselves coming up with a bill that oisr colleagues
on the floor may not understand.

Let us try to see if we can salvage something. -

The gentleman from New York.

AMENDMENT BY CONGRESSMAN SOLARZ

Mr, SorArz. Mr. Chairman, I think the gentleman from Califor-
nia had a very good point, and I have just drafted an amendment
which I would like to offer which clarifies it. :

He pointed out quite rightly that under subparagraph (II), if a
terrorist group in the course of a paramilitary operation seized a
nuclear weapon or attempted to capture control of a nuclear arse-
nal, they would be exempted from the coverage of this act. The
amendment simply says, on line 23, for military targets “other
than nuclear facilities.” ‘
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Mr. Chairman, I think if we don’t have language like that, it
means that a paramilitary group which attempts to seize control or
obtain possession of a nuclear weapon, because that is a military
target, would not come under the purview ¢f this legislation. I
think that this is so special and important a situation that we
ought to make it clear that it is not precluded.

Chairman Zasrocki. I think it would be very clear if we could
define or make a clear distinction between paramilitary opsrations
and guerrilla or terrorist or insurgent activities. If we do that, I
think we would be on the way to having everybody understand
what the intent of this subparagraph is.

I don’t think the gentleman’s amendment would zdd any clarity.

Mr. Sorarz. Well, I think it does, siy, because right now, any
operation directed against a military target does not come under
the purview of this legislation, by virtue of the fact that the target
is military in nature. This does not pose a problem in Rhodesia or
Nicaragua or any country like that because they do not have
nuclear weapons. But in those countries that do have nuclear
weapons, if a paramilitary group went in and attempted to seize
control of a nuclear weapon, they would not come wunder this,

Mr. BingHAM. Would the gentleman yield?

Mr. SoLArz. Yes. :

Mr. BinGuAM. It seems to me that the same question arises in
the case of a paramilitary group such as the Japanese Red Army
gomg in and frying to seize a cache of conventional weapons from
U.S. military facilities. The more I look at thls, the more 1 think
we really have a can of worms here.

I don’t think we know the answers.

Mr. LagoMarsiNo. Would the gentleman yield?

Mr. SoLArz. Yes.

Mr. LacoMarsiNo. In support of the gentleman'’s amendment
being as I brought up the subject in the first place, it seems to me
that one of the things this committee has been very concerned
about, and the President has been very concerned about, is nuclear
prohferatmn, with 4 view in mind of stopping exactly what we are
trying to stop with this amendment.

It would seem to me that if anybody could stretcht thls, and you
would have to stretch it, that’s true, to say that a paramlhtary
group could possibly seize a nuclear weap... and be out from under
this act, is ridiculous. I don't think it hurts a thing to have it in the
bi)ll tIt might make very plain exactly what we are concerned
abou

Chairman Zasrockl. I did not intend to express any oppos1t1on to
your amendment,

Mr. CavaNavucH. Mr. Chairman.

Chairman Zasrockt. Mr. Cavanaugh. ’

Mr. CavanNaucH. I don’t have any hostility to clarifying nuclear
supphes and facilities, but I share the view of Mr, Fascell that this
isn't even written in English. The whole section is nonintelligible.
The sentence is paragraph (II) and the “and” at the end, which
refers to some definition of “state support of international terror-
ism,” are disjunctive and nonsensical.

Mr. LacomarsiNo, ‘If the gentleman would yield, T think the

chairman suggested a very simple amendment which would take

R N b s g
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care of that, and that would be merely to add again “for purposes
of this act.” I think that would take care of it.

Mr. SorLarz. Mr. Chairman, would the clerk read the amend-
ments that are on the table?

Mr. CavanAugH. When you read it all together, you can’t come
to a conclusion as to what it means.

Chairman Zasrocki. At the present time the committee is consid-
ering on page 3, subparagraph (II) an amendment offered by the
gentleman from New York, Mr. Sclarz. The chief of staff will read
his amendment.

 Mr. Brapy [reading]:

Page 3, line 23, after “targets” add “other than nuclear facilities.”

Mr. Worrr. I have a question, Mr: Chairman.

Chairman Zasrocki. Mr. Wolff. '

Mr. Worrr. I see nuclear facilities as. an important element. But
. we had a situation only recently whereby the water supply of a
particular country or a city was thireatened.

Mr. Sorarz. But that is not a military target.

Mr. LacomARrsiNo. That's right, it’s not.

Mr. Worrr. Instead of the nuclear facility, perhaps. a chemical
facility. :

Mr. LacoMarsivo. That is not covered either;

Mr. WoLrr. Suppose they were producing arms.

Mr. LagomarsiNo, Then that should be.

Mr. Fascerr. Would the gentleman from New York just yield for
a second, please.

I would just add to the confusion of the scenario. Is the water
system for Washington, D.C,, run by the Corps of Engineers, a
military target? [General laughter.]

Chairman Zasrocki. The gentleman from Ohio, Mr. Whalen.

Ladies and gentlemen, the Representative from. Ohio deserves
your attention.

Mr. WuaLEN. Mr. Chairman, I would like to come back to the
question I posed a few moments ago. I got some ohs and ahs, but 1
don’t know whether I got a specific answer. So let me raise a
. specific example. ‘ A '

f my memory serves me correctly, Syria is still at war with
Israel. If a PLO.group came out of Syria into Israel and attacked a
nucl(;aar facility, would that come under the purview of this legisla-
tion? ‘ :

Mr. Sorarz. With my amendment, it would.

Without my amendment, it does not. ‘

Mr. FascerL. Well, why would it? It’s an act of war. How could it
he covered? :

Mr, WHALEN. I mean, the two countries are still at war techni-
cally. ' ‘ ’ :

Mr. Worrr.- That was my question on the paramilitary part.

Mr. Sorarz. If the gentleman would yield. ‘

Mr. WHarEN. Yes. ~

Mr. SoLarz. I may be wrong, but as I understand it, if a squad of
Syrian soldiers crossed the border in furtherance of the state of
war between Syria and Israel, presumably this would not apply.
But if some Palestinian Fedayun group crossed the border with the
support of the Syrian Government—it armed them, equipped them,
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or trained them, or was offering them a sanctuary-—and they di-
rected an attack against a conventional military target, this legisla-
tion would not come into play. Without my amendment, assuming
there were nuclear targets in Israel and such a Fedayun squad
direcied its atfack against a nuclear facility, this legislation also
would not come into play. But if my amendment were adopted,
then any Palestinian terriorist raid against an Israeli nuclear fa-
cility, assuming such facilities existed, would come under the pur-
view of this amendment.

Mr. FascerL, Would the gentleman yield right thexe?

Mr. Sorarz. Yes,

Mr. Fascerr. I am not arguing with the gentleman about that
last discussion. But just reading the language, “essentially against
military forces or military targets” then you define an exception.

Mr. SoLArz. To military targets.

Mr. Fascgil. To military targets.

Mr. SoLARz. Other than nuciear facilities.

But may I say that if there were a clearly peaceful nuciear
facility in the country, it is already covered under the other part of
this, because that is not a military target—if it is clearly for
peaceful purposes.

Mr. FasceLL. It seems to me that anything a m111tary force goes
after is a military target. I don’t know where a “military target’ is
defined in this bill. If it is not defined, then I am not sure that you
want to write an exception.

Mr. Sorarz. Well, we are working on ar. additional definition of
“military target” which we would hope to get in here, which would
hopefully clarify that because I share your concern about the defi-
nition.

Mr. FascieLL. Why don’t we leave this amendment pending until
we read the definition.

Mr. Sorarz. The point that I want to make to my friend from
Florida is the amendment refers to nuclear facilities in the context
of nuclear targets, and we are talking about clearly military appli-
cations of nuclear facilities. We are not talking abotit a peaceful
- nuclear powerplant. We are talking about nuclear warheads or any
other clearly military application of nuclear facilities which would
otherwise not be covered without this amendment.

Mr. WoLrr. You keep concentrating on the target, which I think
is a good idea. But I also want to have the definition of a military
or a paramilitary group because under this circumstance, if the
PLO. is supported by Syria, which is at war there, then they are
exempted from this bill, and I am concerned about that.

Mr. BucHANAN. Will the gentleman yield?

Mr. WHaLEN. I will yield.

Mr. BucHANAN. I have just one small point.

I assume that while a military target of the PLO in Israel would
not be covered by this, a school bus or a village, any essentially
ClVl(lllan targets, as most of their targets have been, would be covy-
ere

Mr. Worrr. Mr. Chairman.

Chairman ZaBrLock1. The Chair would like to state that if we are
going to try to define a military target, we would probably have to
include bridges, r'ulroads, and almost anything.
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Chairman Zasrocki. 1 would agree with the gentleman from
Florida that in making an exception, as the gentleman from New
York has proposed, it would really open further a Pandora’s box.

Mr. SoLarz. But this tightens it.

Chairman Zasrocki. The gentleman from New York, Mr.
Bingham. :

Mr. Bingaam. My, Chairman, I don't think we are ready to act
on this bill. I think we have two joint committees that are sched-
uled to meet this afternocon at 1 o’clock. I don’'t see how we can
possibly complete action on this bill and I am not sure we are
dealing here with a problem that is so inordinately difficult that
we are not going to be able to complete action in this session.

So, I move that the committee adjourn.

Ms. Cornins. I second the motion.

Chairman Zasrocki. The Chairman did not hear the gentleman’s
motion.

Mr. BingHAM. I move that the committee adjourn.

Ms. Corrws. I second.

Chairman Zasrockl. Let’s not cut off debate.

Mr. WoLrr. Let's go as far as we can.

Chairman Zasrockl. If the gentleman from New York would
withhold his motion for a moment—I am in agreement with him,

- but please withhold briefly.

Mr. GitMAN. Mr. Chairman, this is a critical problem. This is a
problem that the Congress has been wrestling with for a long time.
I think if we shirk our responsibilities an we near the end of the
session, we would certainly be open to a great deal of criticism,
particularly if there were some acts of terrorism directed against
our own Nation, and hopefully that will not be the case.

But, while it is a difficult and complex problem, and I recognize
the problems, I think it is a responsibility of this committee to
address itself*to the problem as quickly as possible, and not to let it
go over for another session.

Ms. Corrins. Would the gentleman yield?

Mr. GoopniNg. I would like to add that after one of the pieces of
legislation that we passed recently on the floor of the House, today
such problems in our country could come very quickly, I would
think, problems in relationship to terrorism.

Ms. Coruins. If the gentleman would yield, I think that we also
have a responsibility to get out responsible legislation. Just trying
to meet a timetable or a deadline is not what we are supposed to be
all about. We are supposed to have at least legislation that is
legible and readable and so forth. Just voting on legislation simply
because the Houseis going to adjourn is not a reason for putting
out trash.

Mr. Gizman. 1 certamly agree with the gentlelady’s objective of
trying ti get a responsible piece of legislation. But in like manner,
let’s not throw up our hands because there is some difficult lan-
guage to wrestle with:

Mr. FasceLL. T agree with the gentleman from New York. May I
be heard for a second, Mr. Chairman?

Chairman ZABLOCKI The gentleman from Florida is Jecogmzed
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Mr. FascerL. Look, we have the Foreign Assistance Act, section
620(a), which has language in it dealing with terrorism. We have
the Arms Export Control Act, section 3(f)(1); and the Foreign As-
sistance Related Programs Appropnatlons Act section 309.

Now, I haye not read this in detail, but as I understand it, what
we are dealing with here is the automatic establishment of sanc-
tions.

Am 1 correct? Is that the main thrust of the bill before us?

Mr. MourMAN. The parts that this coramittee is looking at deal
primarily with the sanctions and also with reports with regard to
acts of terrorism. ,

Mr. FasceLr. But the main operative thrust of the legislation is
legislative imposition of automatic sanctlons, is that correct?

Mr. MoHRMAN. Parts of the bill are in this committee’s jurisdic-
tion. There are other parts that are before Judiciary and Public
Works, which deal with aviation security, attacking of explosives
and so forth. ]

Mr. Fascern, Well, as far as our jurisdiction is cencerned, under
present law, am I correct that authority exists now to impose
sanctions in the event any of these actions now take place?

Mr. MoarMaN. That is correct.

Mr. FasceLL. So, therefore, what we are dealing with is simply
legislating an automatic imposition of sanctions?

Mr. MourMAaN. That is correct.

Chairman ZasrLockl. The Chair would like to make an observa-
tion and a brief statement.

I realize that we will not be able to complete the bill today. I am
firmly. of the belief that much of this bill is really not necessary
from the standpoint of giving the President any authority he does
not now have. But there is a political aspect; the Chair has been
pressured by the sponsors of the leglslatlon in the other body and
the sponsors in this body—and the Chair has prermsed that we
would work the will of the committee on those sections of the bill
that are under the jurisdiction #% this committee. If you reesd the
bill, the committee having pr» eiky jurisdiction would be Public
Works and Transportation., - 4 mgalter of fact, the original title.
showed the bill tc be an ams et to the Federal Aviation Act of
1958 until we broadened . ti sover oyr jurisdiction over interna-
tional terrorism and saw: -

As the gentleman Spars

hsis pointed out, the basic issue in
this bill that we, in oty commiiiter must deal w1th is mandatory
sanctions, That is a very higlily % ¢oversial topic.

I would suggest thut the memlys =—and I know all of you are
interested in combating terrorism, {uternational terrorism—study
the bill very clesely. We will have gnother session, possibly early
next week or as soon as possible. But I do think it is necessary for
this committee not just to disregard this bill and take no action.

Mr. BingaHAM. Mr. Chairman, that was the purpose of my
motion. I did not move to table the legislation. I simply moved that
the committee now adjourn so that members could have a chance
to reflect and perhaps draft amendments that would cure some of
these defects.

Mr. WINN. Mr. Chairman.

Chairman ZasrLockt. The gentleman from Kansas,




105

Mr. WinN.  Mr. Chairman, I would urge the members of the
committee who are interested in submitting amendments, rather
. than coming in here cold, to circulate them to the membership of
the full committee. It would be helpful.

Ms. Coruins. I agree with that.

Chairman Zasreckl. I have another suggestion.

Since the Chair believes that it is preferable that we consider
this in a more manageable framework—and I don’t mean that the
full committee does not, indeed, add to the consideration of any
legislation before it—we could probably meet under the ad hoc
group’s auspices to work out some of the knotty problems. Then we
could schedule another full committee meeting, to which the mem-
bers would be invited.

That would probably resolve the situation.

The Chair will try to confer with the members as fo the prefer-
able dates for an ad hoc group meeting and a full committee
meeting. We will see if we can’t get this bill on the road.

Mr. FasceLL. Mr. Chairman.

Chairman ZABLocK! The gentleman {rom Florida is recognized.

Mr. Fascern. Mr, Chairman, might I request of the Chair that we
be furnished—I just read three laws. I have been advised by legisla-
tive counsel that a lot more laws are now on the books which have
some bearing on this issue. If we could get the citations of those
and just the extracts of the provision or provisions that apply, it
would be helpful for us to see the entire picture.

Chairman Zasrocki. We will do thal and have it available for
our next meeting.

[Whereupon, at 12:27 p.m., the committee adjourned to reconvene
upon cail of the Chair.]

\



INTERNATIONAL TERRORISM: LEGISLATIVE
INITIATIVES

THURSDAY. SEPTEMBER 28. 1978

House oF REPRESENTATIVES,
CoMMITTEE ON INTERNATIONAL RELATIONS,
Washington, D.C.

The committee met in open markup at 12:10 p.m. in room H-236,
the Capitol, Hon..Clement J. Zablocki (chairman) presiding.

Chairman Zasrockl. Although we need four add1t10nal members
to adopt amendments, we can discuss them.

The committee will please come to order. We meet this afternoon
to continue markup of the bill H.R. 13387, to amend the Federal
Aviation Act of 1958,

I think we all recognize by now that this is a very comprehen-
sive, controversial, complex piece of legislation which has been
jointly referred to three separate committees for consideration,

including our own.
PREVIOUS ACTION

As the members will recall, during the previous markup session
on this bill the dlscussmn focused on sectmn 2, Wthh attempts to
define the terms mternatmnal terrorism” and “state support for
international terrorism.” At that time numerous questions were
raised as to the actual effect of these provisions and their possible
interpretation. Many believed the language of this section was both
confusing and imprecise. It was suggested that the staff try to work
out more broadly acceptable language in a revised draft, which
would then be considered by the ad hoc group at a working session
at which all committee menibers were invited to participate.

The ad hoc group met for. this purpose on Monday afternoon.
After considerable discussion and debate it agreed to recommend a
further revised draft, copies of which were distributed to all mem-
bers of the commlttee on September 26. o

This draft which we are now considering is an attempt to accom-
modate the concerns expressed by the committee members and is
the result of extensive consultation among committee staff mem-
bers, our legislative ¢ounsel, and responsible, knowledgeable execu-
tive branch officials. Only after Brian Atwood got into the act did I
know that I could add the word “knowledgeable.”

Before consideration of another section of the bill I hope we can
dispose of this section.
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REVISED SECTION 2

The floor is now open to any members who wish to address this
matter or ask questions about-any of the section 2 provisions.
Every member has before him or her a two-and-three-quarter page
revised section 2. I don't believe we need to have the chief of staff
read the revised section. I presume the interested members, having
this section before them, are familiar with the provision. However,
as a precaution so we will not act in the dark, I will ask the staff to
explain exactly where the differences lie.

Mr. SparariN. Revised section 2 in front of you is an attempt to
clear up some of the questions the members raised the last time we
had the full committee markup in terms of trying to find what was
and wasn’t defined as an act of international terrorism and trying
to define what was state support for acts of international
terrorism.

On page 1 of section 2 revised, the openmg lines there, 2, 3, and
4, that addresses itself to & very important part and that is the
mtent of the party conducting the acts and that intent must apply
in order for the act to eventually be declared an act of internation-
al terrorism by the President for purposes of this bill.

Then, pursuant to those lines, subparagraph (1) on page 1 and
paragraphs (A) and (B) below that define such acts that would be
for purposes of this bill acts of intzrnational terrorism in a broad
general sense.

Starting on page 2 we go into other types of acts that are of-
fenses against three separate conventions which for purposes of
this act would be acts of international terrorism if they have the

intent that is laid out in the first three lines on page 1.

* Finally, the revised section befors you has an exception clause
which states that states engaged in armed conflict, as long as those |
actions are consistent with international custom and practice in
terms of military warfare, that such acts shall not be classed as
acts of international terrorism. That same standard applies to
other armed groups that have acted essentially against legitimate
military objectives except when such an action is in an effort to
obtain nuclear weapons, weapons-related technology, or other
weapons or substance of mass destructive capability.

Chairman ZapLockl. Are there any other questions?

Mr. BrooMFIELD. Mr. Chairman, I weould like to ask a question
regarding the situation as far as the frontline group outside Rhode-
sia. How does this affect them? Apparently; this is drafted in such
a way as to indicate they would not be considered in this categery.

Mr. SparaTiN. If they would be engaged in a military action
directed essentially against military objectives then that would not
be an act of international terrorism.

Mr. BrooMFIELD. What about the situation that Was recently——

Mr. SranaTiN. The downed plane? - .

Mr. BroomrieLDp. Yes,

My, SparaTiN. If the evidence indicates they had. reason to be-
lieve that that downed plane had some military significance, the
downing of the plans would not be an act of international terrci-
ism for the purposes of this bill.
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But the act that dllegedly took place pursuant to that when
civilians were taken out of the plane and then allegedly shot, if
those facts are all true, that probably would be, that would be an
act of international terrorism for purposes of the bill, the second
act, because it would not be a legitimate military obJectlve to
ehmmate those people under those circumstances.

Mr. BucuanaN, I don’t think we ever should have passed that
thing on suspension a couple of weeks ago, removing the duty on
imported worms. That opened up ancther can of worms.

I must say, I think the staff has made substantial improvement
on this portion of this particular can of worms.

Chairman Zasrock1. I tend to agree with the gentleman from
Alabama except this is not an imported can. It is a domestic
variety of night crawlers.

Mr. BucHANAN. I stand corrected.

Chairman Zazsrockl. The gentleman from Minnesota.

Mr., Fraser. Mr. Chairman, with respect to that last question, on
Rhodesia, does that come under this clause (iv) on line 217

Mr. Brapy. What page? Page 17

Mr. Fraser. The first page.

I‘ Mr. SpPALATIN. You have to look at the revised sect1on, Mr.
raser.

Mr. Frasgg. This one? That is what I am looking at.

Are we talking about the Rhodesian insurgents? I assume that
comes under clause (iv) because it is supported by another state. Is
that why it would apply?

Mr. SparaTIN. Yes; that is correct.

Mr. Fraser. But it wouldn’t fall under ‘the other first three,
would it? :

Mr. SparaTIN. No; I believe not.

Mr. Fraser. So it would come under (iv) because some of the
frontline states are giving support.

Mr. SPALATIN. Are receiving support.

Mr. Frasgr. What does it mean that the act is supported" 1
have difficulty believing the frontline states would have supported
the act itself, if it is true, murdering these people.

Mr. SparaTin, If the evidence would not document that, then it
would. of course not apply. The determination would have to be
made by the President. If the facts so indicate that the Popular
Front groups supported that act. Even if the act happened it would
still be reported as an act. It would not necessarily be reported as
supported by anybody.

Mr. Fraser. By another state?

Mr. SparaTIN, That is correct.

Mr. BucHANAN. Mr. Chairman?

Chairman Zasrocki. The gentleman from Georgla :

Mr. Fowrgr. In the revised section I don’t see where—do you
have to exercise violence or something in here? ~

Mr. Brapy. That is in subsection (1).

Mr. Fowwrer. Looking at 2(B) why would that not cover an-eco-
nomic boycott?

Mr. Brapy. Sanctions are 1mposed in a different section of the
bill. It comes cn iater. These are definitions.

Mr. SpALATIN. The definitions of terms.

35-6490 =79 ~ B
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Mr. FowrEr. I see. Where in section 5?

Mr. SparaTIN. Section 5 of the committee print.

Chairman ZaBLOCKI. Page 8.

Mr. FowrLer. How many other committees have jurisdiction?

Chairman Zasrockl. The other committees that have jurisdiction
are Public Works and Judiciary. They are the other two commit-
tees.

Mr. FowrLer. We are having hearings on international terrorism.
The subcommittee chairman and I share that committee also. First
time I had seen this. 1 didn’t know from whence it came. Mr.
Buchanan and I were just talking about that.

Chairman Zasrocki. This bill originated in the Senate. The prin-
cipal sponsors in the other body were Senator Javits and Senator
Ribicoff. The principal sponsor in the House is Congressman An-
derson of California. There are about 40 sponsors.

The question occurs on the revised section 2 of H.R. 13387,

The Chair wili entertam a motion.

Mr. BucHANAN. I move the subsitute be adopted.

Chairman Zasrocki. All those in favor signify by saying “aye.”

[A chorus of “aye’s.”]

Chairman ZABLOCKI. Aye.

Opposed, “no

[No response.]

Chairman ZaBLockl The “ayes” have it.

We have made some progress.:

SECTION 3

Section 3, Report on Acts of International Terrorism, page 4 of
the committee print. I presume the committee is operating under
the agreement that we will not have the bill read but considered by
sections and page.

Any amendments or questions to section 3?

-~ Mr. BucHaNAN. Mr. Chairman, it was my understanding that
the gentleman from Chio, Mr. Whalen——

Chairman ZaBrLockr. That comes on page 8.

We will protect the gentleman.

Mr. BucaanaN. Thank you.

Chairman ZABLOCKIL. Any questions or amendments on Section 4:
List of States Supporting International Terrorlsm‘?

Mr. GimMaN. Mr. Chairinan?

Chairman ZasBrockr. The gentleman from New York.

Mr. GuMaN. The gentleman from New York, Mr. Wolff, has
several amendments to section 4, beginning on page 6. He has been
detained for about 5 or 10 minutes. He asked me to inquire if we
could pass over section 4 until he is present.

SECTION 5

Chairman Zasrocki. We shall pass over section 4 and return to
that section when the gentleman from New York, the eloquent,
able, and knowledgeable Member from New York, Mr. Wolff, re-
turns.

Section 5, page 8.
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Mr. BucHaNAN, This is the section where the gentleman does
have an amendment. I don’t know if—— ,

Chairman ZaBrockl. Mr, Whalen isn’t able to be here, I under-
stand. A very good substitute, and cosponsor of the amendment,
will present it—Congressman Don Pease. ‘ :

Before we consider amendments, I will very briefly ask the staff
to explain section 5 and what the mandated provisicng iu the
section entail. .

Mr, SpAaraTiN, Section 5 has various sanctions that the President
would have to impose immediately after he has placed a state on
the list that has been datermined by the President to havé demon-
strated support for patterns of international terrorism.

The first mandatory sanction that would have to be imposed
would be all programs under the Foreign Assistance Act except for
disaster relief, all military sales under the Arms Export Control
Act on a government-to-government basis, and the third sanction
which was mandatory when the subcommittee considered the legis- -
lation 2 weeks ago was modified to be placed in a discretionary
basis. That provides for a case-by-case review by the President of
exports licensed under the Arms Export Control Act. It also pro-
vides for prior consultation and subsequent certification %o Con-
greig if he waives any of the mandatory sanctions I just mentioned
earlier.

That is basically a very general summary of that section.

Chairman Zasrock1. Mr. Pease.

AMENDMENT TO SECTION 5

Mr. Pease. Yes. My, Chairman, I would like to offer an amend-
ment which I believe the staff is or has already circulated. This is
an amendment I am offering on behalf of Mr. Whalen, who cannot
be here this afternoon, - :

It starts out on the bottom of page 8. Essentially it provides for a’
substitute subparagraph (1) under section 5(a). The import of it is
to eliminate mention of cutoff of economic aid and limit the cutoff
to military assistance and to IMET aid, international military edu-

Eg’giim training, those two parts of the Foreign Assistance Act of
. I

[The document referred to follows:]

Page 8, strike out line 24 and all that follows through line 2 on page 9 and insert
in lieu thereof the following: :

(1) shall not provide any assistance under chapter 2 (military assistance) or
chapter 5 (international military education and training) of part II of the Foreign .
Asgistance Act of 1961; and S :

~ Mr. Lacomarsino. Will the gentleman yield?
- Mr. Peasg. I would be happy to yield. Lo

Mr. LacomarsiNO. I understand what the gentleman is trying to
do. But it would seem to me that if the amendment is adopted you
are going to take away real sanctions that would be available
against a number of states that you would not be able to touch
with this at all because most of the states, as I understand it, that
are in a position of even being suspected of karboring terrorists,
and fall under the purview of this act are states with which we do
not conduct military assistance programs or provide military train-
ing. So what is left? R -
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Mr. Peasg. Mr. Chairman, the gentleman makes a good point.
But in actuality, most of the nations that we suspect of harborin
terrorists don’t receive any military aid or economic aid from
So from that point of view this whole section does not have very
much influence. I guess we are talking about other nations of the
world that might get on the list by harboring terrorists for one
reason or ancther. We want to provide sanctions against them and
give them pause, make them think twice about doing that.

But I think we need to retain some flexibility with our economic
aid policy. And, as we all know, the purpose of our economniic aid is
to help the poor people in those poor nations. I am not sure that
the poor people in these countries should bear the brunt of our
sanctions for the failure of their government to act to combat
terrorism.

I would be happy to yield to my colleague from Alabama.

Mr. BucHANAN. This is the first time I have seen the Whalen
amendment. -I understood it was intended to give the President
some flexibility on enforcement so that when there was an overrid-
ing humanitarian concern that he could waive that.

Mr. BroomFIELD. John, would you yield?

Mr. BucHANAN. Yes. ‘

Mr. BroomrieLD. I want to join in what he is saying. I think we
ought to be coming out with a strong act. But by giving the Presi-
dent some flexibility, it really ought to be applied to both economic
and military if we are really serious about doing anything about
terrorism.

Mr. BucHANAN. You might add a waiver if the interests of the
United States or humanitarian concerns somehow——

Chairman Zasrockr The gentleman from Ohio.

Mr. PEAsE. Mr. Chairman, if I can reclaim my time, I would just
point out that the President already does have the authority to cut
off economic aid as he wishes or any kind of aid and even in this
bill, page 10, lines 15 and 16, devise initiatives to combat interna-
tional terrorist actions and to reduce state support for such actions,
the President shall exercise such authorities available to him, in
addition to those specified in this section, as he deems appropriate.
So he clearly has the ability to cut off economic aid. if he wishes as
a lever to use against terrorism. )

But what this amendment would do would be to relieve him of
the obligation of cutting off economic aid in the event that a
country was put on the terrorist list. . ~

Mr. Sorarz. Would the gentleman yield?

Mr. Pease. I would be happy to yield. ‘

Mr. Sorarz. Thank you. I think our friend from California as
usual has raised a serious and thoughtful question because obvious-
ly there are a number of countries around the world which either
do or may in the future harbor terrorists with respect to which we
don’t have any economic aid program and with respect to which we
are not selling any arms. .

So the question is, what penalties do we have against them? But
if you consult the latter part of the bill, you will find that under
the terms of this legislation the Secretary of Transportation has
the authority with respect to an offending country to suspend the -
rights of any American airline carriers to fly into that country. So
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there is a potential penalty which can be invoked against other
nations even if they neither receive economic assistance nor are
interested in making military purchases from our own country.

Consequently the adoption of this amendment would not with
respect to those countries with whom we have a developing rela-
tionship but with respect to whom we don’t have a military rela-
tionship completely eliminate the possibility of any kind of bilater-
al sanction because the Secretary of Transportation would have the
right to suspend airline flights into that country.

Mr. BucHANAN. Mr. Chairman?

Chairman Zagrockr. Mr. Buchanan.

Mr. BucHANAN. I would like a vote on putting the overall sanc-
tions in but giving him some kind of specific waiver. He is the one
who has to find them guilty in the first place. He could find them
guilty and waive both, I would think. I think it would seem strong-
er to include the economic in the sanctions but give him the clear
authority to waive,

Mr. Pease. Mr. Chairman? .

Chairman ZaBrockl. If the gentleman would yield, your concern
is that we do not make it mandatory on the President to impose
santions and then as an afferthought to use his waiver authority.

- This is what we want to prevent. We should give him the discretion

before the sanctions would be——
Mr. BucHaNAN. Then why not make it both military and eco-

nomic?

Mr. Sovarz. If the gentleman will yield, I am informed that on
page 10 of the bill, beginning on line 5 through line 12, the Presi-
dent has precisely the waiver the gentleman is talking about. He
has the right to waive any of the penalties which would otherwise
be invoked by virtue of this legislation. , »

So from your point of view, if the gentleman’s amendment were
defeated the waiver would already be there.

Chairman ZaBrockr. Mr. Fraser.

Mr. Fraser. Mr. Chairman, the waiver requires the interest of
national security, which is not a very large loophole.

‘There is another section where the meaning is not clear. I invite
your attention to line 18 on page 10. It says: .~ :

In implementing this section, the President shall take into account the effective-
ness of each specific sanction * * *, the likely effect of sanctions on overall U.S.
relations * * *, and the effect such sanctions would have on other U.S. national
interests. ) v
.. The way it is worded in this context it is not clear whether this
is a separate and additional waiver authority. Is it intended to be?

Mr, SparamiN. It was an attempt by the staff to recognize that if
you impose mandatory sanctions, sometime in the future, given
circumstances may dictate that international security conditions
other than combating international terrorism would overplay the
national security interest in combating terrorism. So it tries to
widen the national security waiver loophole a little bit in terms of

_recognizing in advance that he may decide to utilize that waiver.

Mr. Frasgr. I don’t think it quite does that the way it is worded. .
1 would say that if (d) were effective, maybe it.is but it doesn’t

sound like it, it sounds like a vague injunction to the President but - a

it is not a specific- waiver authority. But if it were I would assume
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it would probably take care of the problem. But I think the waiver
up above is too tight.

Mr. Pease. Mr. Chairman, might we request the views of the
State Department if they kave a representative here?

Chairman ZaBLockl., There is an able representatwe, Mr.
Atwood.

STATEMENT OF J. BRIAN ATWOOD, DEPUTY ASSISTANT SECRE-
. TARY OF STATE FOR CONGRESSIONAL RELATIONS

Mr. Arwoop. Thank you, Mz, Chairman. The views that we have
relate to the automaticity of this section. It is rather awkward to
have to apply a sanction to a country and then have to waive it
because we send exactly the opposite message to the world than we
want to send. We are not trying in any way to excuse terrorist
activities that a nation has been engaged in. So our concern is that
the sanctions would be applied automatically. It would also lessen
the impact of applying the sanctions in a positive way if they are
simply applied automatically.

What we are really concerned about is the kind of situation
where we are engaged in negotiations with countries to try to
resolve the conflict. The conflict may be the very cause of the
terrorist activity. Some people may interpret it as a war of liber-
ation. In such a case we don’t want our negotiations disrupted
because of the need to apply sanctions against the country with
whom we are negotiating.

So our concern is with the effectiveness of the bill in dealing
with terrorism, the preblem of international terrorism. If the sanc-
tions have to be put on automatically they have less of an impact
in dealing with the terrorist problem. And if they have to be
waived because of a situation wherein our national security or
other interests are involved, then we send the wrong message. We
send -the message to the world that we are trying to excuse the
terrorist activity when that may not be the case.

Mr. BUCHANAN. Are there no cases in which that would apply to
military aid? Would it only apply where economic aid is involved?

Mr. Arwoob. Frankly, Mr. Buchanan, our position is that we are
against automatic sanctions entirely. 1 will be very frank and say
this is a compromise solution which is acceptable to us for two
reesons. We don’t feel there are many countries that have a mili-
tary supply relationship with us in the world that would be en-
gaged in this kind of activity and if there were such countries we
wouldn't want to continue such a relationship anyway.

‘So this is a compromise which I understand is acceptable to some
of the sponsors of this legislation and it certainly is acceptable to
the administration,

Chairman Zasrockr. Further questions?

Mr. Fraser. I would like to ask the staff about section (d). Are
they convinced that that provides a broader waiver authority?

Mr. SpaLATIN. In our opinion it puts in words, statutory lan-
guage, a reflection of the fact that ;there is an element of arbitrari-
ness in something that is mandatory in a conceptual sense so that
- when you have to apply that mandatory sanction sometime in the
future, make sure that when you do so that the pr1mary purpose of
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the sanction, which is to combat international terrorism, is pre-
served and not offset by other international considerations.

Mr. Fraser. How do (b) and (d) differ?

Mr. SpaLaTin. (b) is an attempt to advise the President that if he
wants to suspend the waiver, that prior tc doing so he consult with
Congress.

Mr. Fraser. What about (d) then? How does that differ?

He can do it without consulting Congress?

Mr. SpaLATIN, No; not according to this bill.

Mr. Frasgr. I am trying to find out what authority (d) confers on
the: President.

Mr. Brapy. I would say that (d) refers back to (o), to all provi-
sions of this section.

Mr. MouarMan. I think (d) modifies three different parts of this
section. It is relevant to subsections (a), (b), and (c). Under (a) where
we talk about denying munitions control licenses and denying ex-
ports, there is a standard of reducing state support; on (b) there is
a waiver of the mandatory sanctions under (a); in (c) it calls for
other sanctlons, and (d) is mtended to say that in each of these
instances in figuring out what is appropriate conduct you take
these factors-into account.

Mr. Fraser. Can the President, using the authority of (d), refrain
from’imposing' sanctions under (a)?

Mr. MosRMAN. (d) is not an authority. It is sort of like report
language. It is saying ‘“when you exercise the other authorities of -
this section——

Mr. FrasEr. Where there is discretion, exercise it in accordance
with—but it doesn’t by itself confer any new discretion.

Mr. MosrMAN. No.

Mr. Frasgr. So (d) doesn’t really de anything in that sense.

Mr. Peasg. Mr. Chairman?

Chairman ZaBrLocki. Mr. Pease.

Mr. Pease. Mr. Chairman, I think the point raised by the gentle-
man from Minnesota is somewhat aside from the main thrust of
the amendment before us. I think he raises a very good point. I
have a lot of trouble with section (d). I don’t understand what it
means either. It seems to invite the President to take into account
these factors in deciding whether or not to impose what is supposed
to be an automatic sanction and invites him to take those factors
into account in deciding whether or not the United States has a
national security interest involved in section (b).

I think that is not good. It is ambiguous. Either we have a
national security interest or we don't have one. The President
should not decide whether we do or do not depending on his deci-
sion as to whether the effectiveness of such ‘specific sanction is
going to be to induce change in the state’s pclicy or not. That is
really beside the point.

Mr. BucHaNan. Will the gentleman yield?

Mr. PEask. I would be happy to.

Mr. BucHANAN. It seems to me that if the gentleman s amend-
ment is adopted then it alleviates the problem uf the narrowness of
the waiver because then national interest might be the only appro-
priate grounds, if you are just talking about mlhtary aid in the
first place _
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Second, it may mean it is not necessary to have a section (b). I
would be pleased to listen to why you would need one. But should
the amendment be adopted, we are only talking about military aid
in the first place.

Chairman Zasrockr. Mr. Gilman.

Mr. GizMaN, Mr. Chairman, if I understood M. Atwood’s comi-
ments on this measure, there are very few nations who harbor
terrorists with which we have any military ass1stance Is that
correct?

Mr. Arwoob. That is what I was saymglf

Mr. GimaN. Esgentially then if we take away the economic
sanctions and we don’t have any military arrangement with these
countries, what are we sanctioning? What is left to sanction?
Where is our penalty? Would you explain that to me, Mr. Atwood?

Mr. Arwoop. There are hopefully very few countries with which
we have an economic assistance relationship that would engage in
this kind of activity. But it is not a question of percentages. It is a
question of the rare instance when we do have such a relationship
when that country is extremely important to us in trying to resolve
a conflict situation or through negotiation.

Mr. Fraser. What about Syria?

Mr. Arwoop. 1 would rather not comment on specific countries
at an open session.

Mr. FrRASER. We give them——

Mr. Atwoop. The authority already exists to impose not only
these sanctions but other sanctions.

Mr. GiLMAN. But essentially we have less of the military ar-
rangements than we do have economic arrangements with some of
these countries. There are a lot more countries that harbor terror-
ists where we have some economic arrangements with them. Isn’t
that so?

Mr. Atwoop. You are requiring me to get into a discussion of
how this bill would be implemented after all the legislative history
is in. It is very difficult now to speculate on how the definition
included in this bill would apply to countries.

Chairman Zasrocgi. The reply to the gentleman is that as of
now, countries that have a record of harboring terrorists are not
receiving economic assistance.

Mr. Atrwoop. That is what I am worried about, gettmg into the
trap of having to say which countries harbor terrorists. According
to the bill’s definitions, that criteria may change for making those
determinations after the bill is enacted.

Mr. GimaN. Mr. Chairman, what I am concerned about and
what I think the committee should be concerned about is that if we
are seeking to penalize countries that harbor terrorists and you
take away economic sanctions and since there are very few of them
that have military arrangements with us, you have very little left
to penalize. So I would urge us to try to keep both economic and
military sanctmns available to us.

Chairman Zasiocki. Mr. Bingham asked: to be recognized.

Mr. BingHAM. My. Chairman, first with respect to the question
raised by Mr. Buchanan, I wonder if he wouldn't be helpful in
- offering this as a formal amendment. Instead of say in implement-
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ing this section to suggest, say, in implementing subparagraph (a)
(3) and (4) of this section and (C) of this section.

Mr. BucaaNAN. That is a good idea. :

Mr, BinguaM. Line 18, page 10, strike the section and insert
subparagraphs (A) (8) and (4) and (C) of this section.

Mr. BucHANAN. That is better,

Mr. BroomrieLpd. Why shouldn’t all of (d) be taken out?

Mr. BingHaM. I think this is helpful to indicate what we are
trying to get at if we are trying to get at not punishment but some
change in a State’s policy. 1 think it is worth putting in there, that
it certainly should apply not only to those areas that are discre-
tionary. ,

Mr. Bucaanan. Would the gentleman yield?

Klr. BingHAM. Yes. ;

Mr. BucHaNAN. It is a good amendment. I would hope the gentle-
man would oifer it. When we dispose of this at the proper time I
want to offer a substitute for this one though. You will probably
vote it down. But I will offer it.

Mr. BingraM. I don’t have it written out.

Chairman Zasrocki. If you will hold your amendment until we
dispose of the amendment pending.

The gentleman from New York, Mr. Wolff, is recognized.

Mr. Wovrrr. Mr. Chairman, it seems to me Mr. Gilman has a very
important point, If we are just writing legislation with the idea of
presenting a bill and indicating that we are trying to write into the
language a condemnation of terrorism, that is one thing,

If we are really trying to make meaningful a piece of legislation;
however, I think there ought to be some sanctions. If we go back to
page 10, lines 5 and 6, they give the President on a security basig, a
very easy out for anything that he wants to do. Therefore these
amendments of limiting the sanctions to either economic or mili-
tary aid are really superfluous.

We should see to it that we make it as strong as possible rather
than as weak as possible so that the President can make a determi-
nation if there is any security interest involved and then he can
suspend the application of the requirement.

Why should we go into the question of limiting this to military
assigtance? We don’t give military assistance to any country that is
involved with harboring terrorists today. We don’t have military
sales, Why should we take an action such as this, which is really a
very cosmetic approach to a very serious problem?

Chairman Zasrockl. Mr, Lagomarsino desired the floor.

Mr. Lacomarsino. I just wanted to ask Mr. Bingham a gquestion.

Mr. Bincaam. I am withholding that.

Mr. LagoMarsino, Your amendment is not a substitute?

Mr. BucrHANAN. I have a substitute.

Mr. BingaaM. No; simply clarifying—— -

Chairman Zasrockr. The gentleman from Alabama hag an
amendment?

SUBSTITUTE. AMENDMENT TO AMENDMENT TQ SECTION 5
Mr. BucHANAN. Yes; I have a substitute amendment. Page 8§,

strike out line 24 and all that follows through line 2 on page 9 and °
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renumber. the following sections, which has the effect of striking
the whole mandatory aid section altogether, rather than delineat-
ing between economic and military. I would point out that if we do
that you still have on page 10, line 13, section (c): )

In' devising initiatives to combat international terrorist actions and'to reduce

state support for such actions, the President shall exercise such authorities availa-
ble to him, in addition to those specified in this section, as he deems appropriate.

He already has these authorities if he chooses to use them. Why
not strike the whole mandatory thing rather than cut it in two? If
we are not giving economic aid to many of these or any we know
of, if we don’t have military aid to many or any, the question may
never occur. But it strikes the whole mandatory language and
leaves the whole thing discretionary. :

Mr. WoLrr. He can do those things now.

What do you need this bill for?

Mr. BucHANAN. I don’t think you need this bill at all.

‘Mr. WorrrF. I strongly feel that he needs this bill. I think we
have to put into the bill some of the elements exhibiting the
leadership that is expected of the Congress and hasn’t been exer-
cised until now.

Mr. BingHAM. Where does the gentleman strike?

Mr. BucHANAN. I am striking section 5(a)(1) and renumbering
the other and that is saying the President shall not provide any
assistance under the Foreign Assistance Act of 1961 other than
international disaster assistance under chapter 9 of part I of that
act, I am striking all of that mandatory language.

I am still saying he can’t sell defense articles and he shall review
the application and he shall do all the other things in the bill. But
I am taking the mandatory aid cutoff out of the bill and leaving it
to his discretion.

Mr. Sorarz. Would the gentleman yield? I was under the impres-
sion that that was what the Whalen amendment offered by Mr.
Pease did.

Mr. BucHANAN. No; he leaves the cutoff of military aid manda-
tory. But makes the cutoff of economic aid discretionary. I am
saying if you are going to follow that, follow it all the way.

Mr. GiLman. Will the gentleman yield?

Mr. BucHaNAN. Yes.

er. GiLmaN. Where does the President have authority to cut
o [ ——

Mr. BucHaNAN. He has it in existing law.

He can cut it off now.

Mr, GiLmaN. For this purpose, for agts of terrorism?

Mr. BucHanNAN. Yes; if he sees fit,,

Mr. Sorarz. Will the gentleman vield?

Mr. GizmaN. Can we clarify that?

Mr. BucuHanAN. If somebody from the executive branch or the
staff can clarify that, he has that authority, does he not?

Mr. Arwoop. Yes; under the Foreign Assistance Act he can cut it
off for national interest purposes, not just terrorism. But there are
some terrorism provisions in the law as well.

Mr. GiLMAN. Both military and economic aid?

Mr. Arwoob. Anything, yes,

Mr. LacomarsiNo. Will the gentleman yield?
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Mr. BucHANAN. 1 yield.

Mr. LacoMArsiNo. I thank the gentleman for yielding. I like
your amendment a lot better than the amendment offered by my
friend, Mr. Pease. However, 1 think I will also vote against your
amendment. I am going to vote against both proposals becauge I
like the bill better than either amendment. But I do believe your
approach is better than that of Mr. Pease. ‘

Mr. SoLarz. Will the gentleman yield now? I am still trying to
understand the difference between the original amendment and
the substitute. As T read the original amendment it strikes out the
language on line 24 on page 8 through line 2 on page.9. That
means that it eliminates the mandatory application of economic
3%3 sanctions, which is what I thought you said your amendment
., Mr. BucHANAN. But then it inserts language that reimposes the
sasiction of military aid. I am not reinserting that.

Mr. Sorarz. I see. In other words the Pease amendment also
eliminates the mandatory cutoff of military aid whereas yours——

Mr. PEASE, It retains it. .

Mr. Sorarz, What is the difference? :

Mr. BucHanaN. He retains the mandatory cutoff of military aid
and military training, I just cut off the mandatory feature altogeth-
er as it pertains to aid. ;

Mr. Sorarz. You would not make mandatory the cutoff of mili-
tary training and military assistance éither?

Mr. BucranaN. I don’t think we are going to be dealing with
anything where that ig the case. I am just being consistent.

Mr. Sorarz. 8o under your amendment everything is optional in
terms of the cutoffs. .

Mr. BucuananN. Everything is optional under the cutoffs.

Mr. Sorarz. Whereas in the Pease amendment the cutoff of
military aid and training is obligatory and the cutoff of economic
aid is optional. ,

Mr. Worrr. Would the gentleman yield?

Mr. BucHANAN. Yes,

Mr, Worrr. Since the President, as you have indicated, has au-
thority and past Presidents have had authority, do you know of
any President that has cut off anything on the basis of terrorism?

Mr. BucHaNAN. That is one of the many areas where I lack
expertise. ’ ;

Mr. WoLrr. Maybe we can get that,

Chairman Zasrockl. I have an instant case that I was interested
in: An Oshkosh truck sale te Libya was canceled. The export li-
cense was canceled, under the already strict provisions of current
law. There are others: Argentina.

The gentleman from Ohio, Mr. Pease. C-

Mr. PEASE. Mr. Chairman, I hope I am not being disloyal to Mr.
Whalen in his absence. But I think there is a lot of merit to Mr.
Buchanan’s amendment in light of the discussion around the table.
What I think we need to keep in mind is the need for some
flexibility. As the bill is written now, if the President puts a

. country on the list of countries which are harboring terrorists, he

has no choice but to cut off economic aid unless he can come up
with a national security angle.
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Chairman ZasLockl. Would the gentleman yield at that point? If
he has to take that into consideration, he might not even put the
country on the list.

Mr. Prasg. That is right. I think we are inviting the President to
be hypocritical and not put a country on the list or else come up
with a national security angle which does not really exist, in order
to avoid cutting off economic aid to some small country, perhaps in
Africa, where it is most likely to happen, and for that reason I
think flexibility is important. Mr. Whalen, I think, thought it was
especially important not to cut off economic aid because of the
obvious implications for poor people. : :

But the point has been made about military aid, that countries
with military assistance wouldn’t harbor terrorists anyway. So I
think if that is the case, removing that section altogether is prob-
ably a good move.

Chairman Zasrocki. Mr. Bonker. Before I recognize you Don—
actually the military sales cutoff on page 9, subparagraph (2) is
retained in the language: “shall not sell any defense articles.” And
under the Military Assistance Act Congress——

Mr. Pease. The President has clear authority to cut off military
aid under other sections. We don’t need it here.

Mr. BoNkEeR. I would like to offer an argument in favor of the
Buchanan approach calling for nonmandatory provisions. I would
cite an example with Egypt where much of our U.S. aid both in
terms of arms sales and economic assistance could be jeopardized
on the basis of criteria set forth in the bill. For example, in 1973
Egypt actually assisted Palestinean terrorists to the point of har-
boring those terrorists who killed our U.S. Ambassador and other
Embassy officials in the Sudan. Technically Egypt would qualify
under the provisions of this act for retaliation.

Mr. Worrr. Would the gentleman yield at that point? Egypt was
not giving sanctuary to those people at all. Egypt had them incar-
erated and was rendering them punishment, whatever that punish-
ment might be.

Chairman Zasrocki, What is the wish of the members?

That we dispose of this amerndment?

Mr. Fraser. Mr. Chairman, I would prefer a somewhat different
approach that I think woulid cover all these problems. I would like
to have the waiver which now is tied to national security instead
tied to the language of subparagraph (d) and I would leave econom-
ic aid sanctions in place.

Mr. Bucaanan. Would the gentleman yield?

Mr. FRASER, yes. .

Mr. BucHANAN. That does not meet the simple concern of the
administration, as I understand it, which is that they would have
to first find and then waive, make it look like they don't really
mean it, a slap on the wrist. , :

- Mr. Fraser. As 1 understand it the finding comes when: the
country goes on the list and that is not affected by anything we are
doing in this whole section. That list goes under section 4. We don’t.
keep them off of the list by anything we do in section 5. Am I right
about that? A - ‘

Mr. Brapy. Once they go on the list the sanctions are automatic.
-This is what the administration objects to, the automaticity of the
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sanctions, that they have to impose the sanctions once they put the
country on the list and then if there are policies or other reasons
for taking them off they have to make a determination.

Mr. Fraser. That goes to my point because when we say the
President may suspend the application of any requirement and the
requirement is sanctions—I am reading that from page 10, line 5—
and instead of saying ‘“national security” I would like to tie it into
the language of subparagraph (d) which is much broader and from
some points of view considerably weaker. But I think it is more
realistic in relation to U.8. foreign policy inferests.

So I would simply change line 9 to read that if he finds under
subsection (d) the U.S. interest requires such suspension. That it
seems to me deals with all kinds of problems, all the problems that
are raised. -

Mr. BucHANAN. I still think you are going to put the President
in a bad posture. Are you going to retain the consultation? Then he
comes in and consults and then he——

Mr. Frasgr. I think that is OK. Once they go on the list, that is
the big problem for foreign policy. ‘

Chairman ZaBLock:i. For purposes of parliamentary procedure,
does the gentleman from Minnesota offer an amendment to the
substitute amendment to the amendment? '

Mr. Fraser. Whichever accomplishes the purpose.

Chairman Zasrocki, The Chair would find it most helpful if he
understood the gentleman’s amendment. v ; .
Mr. Fraser. I can tell you what the amendment is, whether or
not it is in the nature of a substitute. In any event, Mr. Chairman,
it would be that.on page 10, line 9, strike the words “the interests
of national security” and insert in lieu thereof ‘“under subsection

(d) that U.S. interests.”

Chairman Zasrockr. The Chair would suggest the gentleman
withhold his amendment until we get to that section because it
does not directly relate to the amendments before us unless the
gentleman has another comment. '

I think we would have to dispose of the amendments that are
pending—the amendment of the gentleman from Ohio and that of
the gentleman from Alabama. , '

Mr. Bucaanan. I don’t see what is wrong, Mr. Chairman, with
disposing of my amendment as a way to remove the mandatory
* gection. If it fails, then you have the opportunity to vote on the
Pease amendment, which is a partial removal of mandatory sanc-
tions.

If they both fail, you can move to the direction of the gentleman
from Minnescta. :

- I would like to make one more brief appeal for my amendment.
You have all the other language in this bill. The President has the
‘authority under other law. We are addressing the subject and.
calling upon him to take the action that is in his power already to
combat international terrorism and I think that is enough.

I urge the adoption of my amendment. o

Mr. BingaaM. Would the gentleman yield?

Mr. BucHanAN. Yes. . ,

Mr. BingHAM. One question about the gentleman’s amendment,
why would he leave paragrapk (2) at the top of page 9 in so the
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mandatory prohibition of any sale of defense articles but no man-
datory suspension of military assistance?

Mr. BucHANAN. Frankly, I am doing the same thing the gentle-
man from Ohio, Mr. Whalen, did in that respect. I am just trying
to do here what the traffic will bear. I can’t imagine the President
proceeding with sales. I would vote for an amendment to knock
that out too.

Chairman Zasrocki. There are only five countries and the Con-
}glress approves these sales. So, there is no need to have them in

ere.

Mr. BuuHANAN. I don’t think so.

VOTE ON AMENDMENT TO SECTION 5

Chairman ZABLOCKI. The gentleman from Alabama’s amendment
is a clearcut way of cleaning up this bill so it will be really
workable. But if the members want to think about it, we could go
vote and come right back.

Mr. Peasg. I am ready to vote.

Chairman ZasrLockl. The question occurs on the amendment of-
fered by the gentleman from Alabama, the substitute offered by
the gentleman from Alabama to the amendment offered by the
gentleman from Ohio, Mr. Pease.

All those in favor, SIgmfy by saying “aye.”

[A chorus of “ayes.”’]

Chalrman ZABLOCKI Aye.

Opposed,

[A chorus of “noes ]

Chairman Zagsrocki, The Chair is in doubt All those in favor,
signify by raising their hands,

Opposed?

Nine to five. The substitute is agreed to. ‘

All those in favor of the amendment offered by the gentleman
from Ohio as amended by the substitute offered by the gentleman
from Alabama, s1gn1f;y by saying “aye.”

[A chorus of “ayes.

Chairman ZABLOCKI Aye.

Opposed, “n

[A chorus of “noes."

Chairman Zasrocki. The amendment carries.

We will go to vote now and come right back.

[Whereupon, a brief recess was taken.]

AD HOC STUDY FORCE

Chairman Zasrocki. The Chair would like to suggest that we
resolve ourselves into an ad hoc study task force until we have a
quorum and continue dlscussmn of the bill. That is the only way
we will finish.

The gentleman from Minnesota has a pending amendment.

DEBATE ON PROPOSED AMENDMENT

Mr. FRASER. Mr. Chairman, I don’t think my amendment is
significant anymore.
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Chairman Zaprocki. 1 thought it was earth shaking the first
time.

Mr. Fraser. It was at first.

I don’t think I will bother to offer it at this point.

Chairman ZaBrockl, The gentleman from Ohio, Mr. Pease.

Mr. Pease. Mr. Chairman, I think the gentleman from Minneso-
ta is correct. His proposed amendment to subsection (d) no longer
means a whole lot. I think the same could be said of subsection (b),
which begins on page 10, line 5. .

Chairman ZABLOOKI. That subsection (a) was just deleted.

Mr. Pease. There is nothing left of subsection (a). Well, there is
too. There is the sale of defense articles. But items (8) and (4) under
paragraph (A) are not really requirements. It says he shall review
this and review that. It is not really mandatory. I am wondering
whether we might, from a draftsmanship point of view, be better
off deleting subsection (b) altogether, allowing subsection (d) to be
the general escape clause for the President.

Mr. Bingaam. Will the gentleman yield?

Mr. PeAsE. I will be happy to yield.

Mr. BinvgaaMm. It seems to me that so long as we maintain an
automatic prohibition against the sale of defense articles and serv-
ices as we do at the present time that the waiver under (b) is
necessary and degirable.

If we are to eliminate the prohibition of sales, I think I would
agree with the gentleman that (b) would no longer be necessary.
But since we do have that automatic sanction still in the bill 1
think (b) is——

Mr. BucHaNaAN. Will the gentleman yield? Of course, the other
alternative would be, as the gentleman implies, to remove the

-temaining automatic——

Chairman Zasrocki. I didn't quite understand’ tl ¢ gentleman
from New York to make that suggestion.

Mr. BingHAM. I did not so mave,

Mr. Pease. Mr. Chairman, if that is the case, I guess my own
preference would be to back off and leave (b) in because I do think
that (a)(2) serves some purpose.

Chairman Zasrockl. It is now (g)(1).

Mr. Prasg. It is now(a)(1); yes.

Mr. Worrr. Mr. Chairman?

Chairman ZABLOCKI The gentleman from New York, Mr. Wolff

AMENDMENT—NEW SUBSECTION C

Mr. Worrr. Mr. Chairman, I have an amendment. I don’t know
what the procedure is now since we are acting as an ad hoc group.
But I have an amendment that I think goes to the heart of the bill
since we have now made certain changes in the bill at the request,
I take it, of the State Department, to give them certain degrees of
license that they require. My amendment singles out the one state
which is an acknowledged supporter of terrorism.

On page 10, immediately after line 12, insert the following new
subsection (c) "and designate existing subsections. (c) through (g) as
subsectlons (d) through (h), respectively:
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(c)(1) In addition to complying with any other requirements of this section which
may be applicable, the President shall deny all applications for licenses under
section 38 of the Arms Export Control Act for the export of defense articles or
defense services to the Libyan Arab Republic, and shall prohibit all exports under
the Export Administration Act of 1969 of articles, materials, or supplies, including
technical data or other information, to the Libyan Arab Republic, until the Presi-
dent determines that Libya no longer demonstrates a pattern of support for acts of
international terrorism. i . 3

(2) The requirements of this subsection may be suspended in accordance with
subsection (b).

Mr. FrASER. Are we selling them material now?

Mr. WoLFF. yes.

Mr. Frasgr. Military? ;

My, Worrr. Quasi-military. We are giving training also to some
Libyans, which was the subject of an Anderson article recently.

Mr. Fraser. Are we selling them anything that might come
undeyr this?

Mr. WoLFF. Yes.

Mr. BiwguAM. This would be a total embargo?

Mr, Worrr. Yes; a total embargo.

Mr. FrRASER. Arms exports?

Mr, BinguaMm. All exports.

Mr. Worrr, Under the Export Administration Act.

Chairman Zasrockr. In other words it would be any export by
any private company to sell trucks, Oskikosh trucks. The gentleman
doesn’t expect my support. ‘

Mr. Worrr. I would expect that the gentleman would put the '
whole question of terrorism ahead of his own provincial interests.

Chairman Zasrockr. Oshkosh is not in my district.

1t is a matter of principle.

Mr. Worrr. T might for the purposes of presenting this say that
Libya’s involvement has included the October 1972 massacre at the
Munich Olympics, the hijackers of a Lufthansa aircraft in October
1972, the hijackers of a Japan Airlines Boeing blown up in 1973,
the terrorists who attacked the TWA. plane at Athens Airport in
August 1978, the terrorists who attempted to shoot down an El Al
plane outside of Rome, these were all accepted activities the Lib-
yans have acknowledged responsibility for, the terrorists who com-
mandeered a train from Czechoslovakia bound for Austria in Sep-
tember 1973, the hijackers of the BOAC plane, November 1974, the
kidnapers of the OPEC oil ministers in December 1975, the guerril-
las of the Philippires and Thailand, and the revolutionaries in
Chad. and Ethiopia that have been acknowledged by Mr. Khadaffi
as being supported by him, the Black September organization that
is being supported by the Libyan Government, the Eritrean Liber-
ation Front with financial support in their struggle.

In terms of support that countries can give to terrorists, perhaps
the most abrasive and frustrating to other countries is providing
refuge and asylum. Examples of Libyans providing sanctuary to
terror groups include in August 1974 members of the Japanese Red
Army were given asylum in Libya after holding 51 persons hostage
at the U.S. Embassy in' Malaysia. Carlos, the notorious terrorist,
htgsoll))%eél given Libyan refuge afier the raid on the Vienna meeting
0 .




125

There is an article from the New York Times of July 1976 which
goes into all of the aspects of the terrorist organizations and the
acknowledgment that Libya has contrlbuted very substantially to
the forces that continue to disrupt the peace in Lebanon.,

Khadaffi has allocated $100 million to Black September and $40
millionr to the El Fatah group.

Numeri blames Libya for the aborted coup in his country as well.

Therefore, 1 think if we are talking about a question of having
an amendment or a bill that has some degree of semblance to
attacking the question of terrorism, I think that there can be no
question that this amendment is not only in order but should be
passed, especially in view of the fact that there is a clause in it
which gives the President the opportunity of withdrawing this
provision at any time he wants to.

Mr. Bucaanan. Will the gentleman yield?

Mr. Worrr. With pleasure.

Mr. BucHANAN. In essence, isn’t the gentleman making a finding
against Libya? ‘

Mr. Worrr. I don’t think I am making that finding.

I think the world has already made that finding.

Mr. BucuAnaN. I am saying that we the Congress are making a
finding——

Mr. Fraser. Would this cut off all trade?

Mr. Worrr. It would cut off all sales to Libya.

Mr. BucHANAN, All exports.

Mr. DErwinNski. Can any of our Foggy Bottom people tell us the
answer to Don’s question? Does this mean sales or trade?

Mzr. BingHAM. My understanding is 1t would prohibit all exports.

Mr. BucHANAN. It says “all exports.”

Mr. DErwinskr. All exports?

Mr. BucHANAN. Period. , '

Mr. Derwinski, Period. In other words, agriculfure exports?

Mr. BincéHAM. Any of them,

Chairman ZasLock1. Any. It would add to our imbalance of pay-
ments.

“Mr. Worrr. And it would add to our balance against terrorism.

Mr. DErwinski. Do I understand we are technically not in ses-
sion anyway?

Chairman Zasrocki. We are not in session.

Mr. Derwinski. I apologize for being late. Will you forglve me if
I make a brief comment. It seems to me that there are three
possibilities. One is I understand Steve Solarz will be in Libya in 2

weeks and he may solve the problem.

hCha}’lrman Zasrocki. Under this law, would Steve be able to go
there .
Mr. FRASER, Or get out? ‘
Mr. Derwinskl. He would be able to go there. He is not trade.
Chairman Zasrocki. Not an export product.
Mr.  DErwinskl. The second thing is that it seemed to me,
Lester—and I don’t mean to be facetious—if you-are to argue this
point on the floor you had better be better prepared than a Jack

- Anderson column in view of Anderson’s fumblmg of White House

stories the last week or two.

35<649 0 = 79 = 9
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But the serious point I would like to make is this: Wouldn’t it be

better if you slapped half an embargo on Khadaffi? If it doesn’t
work, follow it up 6 months later with an absolute embargo. It
seems to me that the all-or-nothing-at-all approach is tough for a
lot of Members who don’t condone anything he does. You may wish
to allow for a couple of very practical exceptions. I.am just throw-
ing that out as a thought. ;
. Mr. Worrr. The situation has existed for a long time now and
nothing seems to help. And especially in view of the situation that
has developed in the Middle East today, I think if this would be
offered on its own without this bill, I think it would ‘have merit
because I think if we have as an objective of setting an example on
the subject of terrorism, this is perhaps the least we can possibly
do to evidence to the world that we really mean business when we
talk against terrorism. ’

It is not as if the Libyans had committed one act. I should like to
have the ear of the gentleman from Illinois. The litany of terrorist
activities that have involved hundreds of people actually who have
been killed as a result of the support of the Libyans is reported far
beyond that which has been written in an Anderson column. I only
mentioned that as an aside.

The important element here is that we have a long history of
support for terrorist activities by the Libyans including, I might
mention, terrorist activities that occurred in the north of Ireland
that have been supported by Mr. Khadaffi.

Mr. Derwinskl. I think everybody agrees that Khadaffi is the
most, probably ranks with Amin as the most irresponsible head of
state now in authority.

That is not the issue. I think the issue is can we in this bill
address the very special problem the Government of Libya poses.
Can we achieve the goal everybody would like to have, which is the

end of Libya sheltering terrorists without having to go to the

complete detail of your amendment? That is the question.

Mr. Worrr. There is no other nation in the world that has in the
form of giving sanctuary, giving support, to terrorists what Libya
has done, not even Amin. .

Chairman Zarrocki. Would the gentleman yield? The gentleman
from Ilinois compared Khadaffi to Idi Amin. Of course, we passed
a resolution barring imports, including coffee, from Uganda. We
get oil from Libya. Do you think we ought to boycott 0il?

‘Mr. Frasgr. Mr. Chairman, what is the procedure?

Are we going to informally adopt amendments?

Chairman- ZaBrockl. The ad hoc group would suggest amend-
merits to the full committee when we meet again.

Mr. Fraser. I gather it won’t be this afternoon.

Chairman Zarrocki. Not this afternoon. It appears that some
members don’t intend to come back.

Mr. Frasgr. I get that impression. o :

Chairman ZABrocki. It appears the majority of members is so
enthusiastic about this bill that they could care less what is i~ the
can of worms. I might add to the gentleman from Alabama; TL s is
the first time I would be for some population control—on worms.

Mr. BucHANAN. Mr. Chairman, I won’t even try to wiggle out of
responsibility.
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Mr. FascerL. I am glad I came to this meeting, .

Chairman Zasrockl. I would advise the gentleman from Florida
we had a most entertaining afternoon. We have accomplished a
great deal. We have completed section 2. Now we are on section 5.

Mr. Frasgr. Mr. Chairman, Mr. Solarz had left with me a substi-
tute for the amendment by Mr. Pease on airports. I don’t know if
fve are going to get into that or not. If we aren’t, I was going to

eave.

Mr. BuceanaN. The amendment is not before us since we are
meeting informally.

Chairman ZasLockr. We are discussing it, trying to ﬁnd some
merit in it.

Mr. Worrr. I appreciate the chairman’s witty comment.

Until we have hearings on Northern Ireland, Mr. Chairman, we
will never really know what Mr. Khadaffi is domg, since we have
not been able to held hearings on Northern Ireland.

Chairman ZaBrocki. Would the gentleman suggest a show of
hands so we will have something to show to the full committee—if
you want to gage your support?

Mr. PritcHARD. I have contacted the State Department on the
sale of Boeing planes to Libya. Libya is now trying to make a
decision whether they will buy the air bus or buy Boeing planes. In
the past they have always had Boeing planes in their commercial
air fleet. If they go to the air bus, then they go to the parts and go
to the training, and if 2 or 3 years from now we want to make a
switch back, it is very difficult to make a switch back.

You have a range of products that they buy from America. I
think you have to leave some flexibility to the administration to
decide which levers are best. To make a blanket prohibition, it
seems to me: s not going to get the result that you want.

Mr. Worrr. If the gentleman would yield, there is an escape
clause in here. The escape clause says that the requirements of this
subsection may be suspended.

Mr. BuceaNAN. Would the gentleman yield? We have just re-
moved most of the mandatory features from this bill. We are
coming bhack with an even broader mandatory feature for one
country. I share your feeling. It is as bad as you say about what
Libya is doing. But you are imposing a much broader mandatory
section directed against a single country than we have in the bill.
You are putting the President in the position of having to waive—
we import some 10 percent of our oil that we import from Libya.
We sell many products to Libya.

The President would almost certainly have to waive, which puts
him in a funny position to be waiving requirements aginst the
worst bad actor around. I think it is better not to 1mpose that
burden on him in the first place.

Chairman ZasrLocki. Mr. Bingham.

Mr. Bingaam. Mr. Chairman, I certamly agree with the charac-
terization of the Libyan Government that Lester has presented to
us. I think it is unique among nations. I think it is worse than
Uganda in this respect. I have some qualms about naming a coun-
try. But they could be overcome. if this was somewhat limited and
before we have any kind of a vote here, if we have an informal vote
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on the amendment, I would like to informally propose an amend-
ment to the amendment. :

Chairman ZaBrockl. The informal amendment to the informal
amendment offered by the gentleman from New York is in order.

Mr. BingHam. To eliminate the references to exports under the
Export Administration Act. In other words it is really a trade
embargo, an export embargo, to eliminate those three lines after
the first reference to Libyan Arab Republic.

l\éllr FascerL. In other words the language from Republic to Re-
public.

Mr. BucHANAN. Yes,

Mr. BingHam. I don’t suppose we export any defense articles.
There might be some merit in putting it in. But to legislatively call
for a total embargo in exports, particularly at a time when we are
concerned about exports, trying fto follow a sensible policy with
regard to reduction of the trade deficit and the possible impact on
our oil imports, this would militate against a reference to——

Mr. Fraser. Would the gentleman yield? If your amendment
prevails, wouldn’t the balance of this be covered under the act as it
is now written?

Mr, BingHAM. Yes.

Mr. Fraser. So we wouldn’t need the amendment. o

Mr. BinguaaMm. There would be some virtue I think in singling out
this particular government.

Mr. BucHANAN. It seems to me if you are going to do anything
about Libya you could just simply have a congressmnal finding
that Libya does fit the description in this act. I don’t know whether
you want to do that or not either.

Chairman Zasrocki. In the report.

I am looking for some good reasons to vote for this. I don't want
it to be further encumbered with amendments which make it im-
possible to support.

Does the gentleman from New York desire an expression of
recommendation before the full committee? Would the gentleman
accept the informal amendment to his informal amendment?

- Mr. Worrr. If that be the will of the committee.

Chairman Zasrockl. All those in favor—this is informal, you
understand, it is not binding—of the mformal amendment of the
gentleman from New York, Mr. Bingham, say “aye.’

[A chorus of “ayes.”]

Chalrman ZABLOCKI Aye.

Opposed, “

[No response ]

Chairman ZaBrocki. The amendment, offered by the gentleman
from New York as improved by the amendment of the gentleman
from New York, Mr. Bingham, is now the next question.

All those in favor, 51gmfy by saying “aye.”

[A chorus of “ayes.”]

Chairman Zasrockl. Opposed, ‘

" [A chorus of “noes.”] ‘

Chairman Zaprocki. The “ayes” appear to have it.

It doesn’t make much difference.

Mr. BucHANAN, Was that an informal ruhng, Mr. Cha1rman"

Chairman ZABLOCKI Are there any other provisions of the bill?

’
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Mr. Wolff, T understand you had some to sectmn 4, You may
have better success.

Mr. Worrr. The bill is in such shape now I don’t think anything
will help it. So I won’t offer any.

Clifurman Zarrockr. No, your amendment didn't crlpple it that
muc

Mr. Peasg, My. Chairman? _

Chairman ZasrLockl Sincerely, if we really want an antiterror-
ism bill we had better bring one up that we can get some support
for. I want to point out this bill is probably never going to be
enacted in this session of Congress anyway. On the Senate side, it
is going to be very difficult. There will be a filibuster, I guess.

Mr. BrAapy. Somebody said there is one Senator who has a hold
on the bill right now.

Mr. Worrr. Abourezk has put a hold on the bill.

Chairman Zasrocki. I do think in the other body they have
progressed with some type of terrorism bill. It is almost mandatory
for us to take some similar action in this area. I am supportive of a
bill that is practical and workable and which will accomplish in
the end what we desire.

We have a problem with this bill, not only in our committee but

‘in other sections that we fortunately don’t have to deal with.

Mr. Peasg. Mr. Chairman?
Chairman Zasrockt. The gentleman from Ohio,

AMENDMENT TO SECTION 7’

‘Mr. Peasg. Mr. Chairman, I have an amendment to section 7. On
page 14—which I had distributed previously to members of the ad
hoc committee and I have additional copies here for our other
members who are present——

_Ch’?‘irman ZaBLocKl. Is this the section with reference to explo-
sives?

Mzr. Pease. No; section 7: Aviation Security Assistance.

Chairman Zasrocki, Since this involves foreign governments, it
would be under our jurisdiction.

Mr. Prask. I have copies in case anyone needs copies.

Mzr. Chairman, members of the committee, I was troubled when
reading through this bill that the language on lines 6 to 11 in the
bill as it came to us allowed the Secretary of Transportation, I
guess, to provide for the payment of subsistence and expenses for
travel within the United States for foreign nationals. And then it
says ‘“The Secretary may require a foreign government to reim-
burse the United States for all part, or none of the cost of provid-
ing such technical assistance.”

I can see why it would be useful from the standpoint of protect-
ing our citizens against terrorism for us to provide technical assist-
ance to other nations to improve their airport security. But for the
life of me I can’t understand why U.S. taxpayers should bear that
expense.

It seems to me if another nation operates an airport, part of the

“normal expenses, like providing airport landing lights or paved

runways, is prov1d1ng adequate security as specified by internation-
al agreements.

pres
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For that reason.]l have offered this amendment which makes
clear that while we can provide technical assistance it should be on
an at-cost basis.

Chairman Zasrocki. The problem is it would foreclose any aid
for.certain countries unless they would agree to pay for it.

Mr. Pease. Only aid relating to airport security. It would not
affect any other aid.

Chairman ZABLOCKI. It is not a very large amount, is if, that
would be involved in this type of technical assistance? I hate to
bring it up in this type of meeting. But when Aldc Moro was
kidnaped, we were unfortunately unable to provide the kind of
assistance which might have been of benefit to Italy because of
certain restrictions.

I am just wondering whether it is wise to put such restrictions on
agsistance to foreign governments for their aviation security.

Mr. FascerL. Mr. Chairman, may I inquire?

Chairman ZABLocKI. Yes.

Mr. FascerL. I notice that this section applies to the Sécretary of
Transportation. If the mandatory nature of the gentleman’s
amendment were to be included, would that preclude the ongoing
bilat;eral aid programs we now have under AID for the same pur-
pose?

Mr. MongrMAN. I believe Mr. Pease’s amdendment only applies to
assistance that is provided under this section.

Mr. FasceLL. So the Secretary of Transportation couldn’t do it.

It would take a bilateral foreign aid agreement to do it.

Mr. MourMAN. To. the extent that that type of assistance is
authorized,

Mr. BivgaaM. Isn’t this type of assistance actually glven in the
program?

Mr. Fsscern. I thought it was. I am trymg to refresh my
memory.

Mr. Brapy. I will have to check. I don’t think we have any
assistance under the AID program, If we do, it is probably adminis-
tered by the Federal Aviation Administration.

Mr. BucHanNaN. Do we have an FAA person here, Mr, Chairman?

Mr. Brapy. Somebody from the FAA?

Mr. Pease. Mr. Chairman, if I could seek leave, there is a bill on
which I am very much involved. I may have to pick up and leave in
? moment. I trust the committee will dispose of this matter in a

air—

Chairman Zasrock1. We will not &ispose of it at all.

There is some question in my mind, Don, if your amendment
would really be in order for our comnuttee because, as was pointed
out, it applies to the authority of the Secretary of Transportation.
We are to deal with the sections of this bill that deal with interna-
tional terrorism where the State Department is involved. Your
amendment would more properly be in order under the jurisdiction
of the Public Works Committee in my opinion. But I am not sure.

The gentleman from Minnesota.
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SUBSTITUTE TO PEASE AMENDMENT TO.SECTION 7

Mr, Frassr. Mr. Chairman, I have a substitute which Mr. Solarz
left with mie, which would continue the prohibition and the re-
quirement for reimbursement but would be open for waiver if the
country receives assistance under the Foreign Assistance Act.

Mr. BucaANAN. You mean to the Pease amendment?

Mr. Fraser. Yes, which effectively would allow a waiver if the
country is geiting foreign asisstance.

Mr. FasceLL. It seems to complicate it to me, Don.

Mr. BUCHANAN., That: is getting it back to what we were trying to
get out of.

‘Mr. ¥asceLL. That is right.

[The document referred to follows:]

Page 13, line 23, 1mmedlately after “Sec. 7.” insert “(a)” on page 14, line 6, strike
out “The becretary and all that follows through ‘‘assistance.” in line 11 and
immediately after line 11, insert the following new subsection:

“(b)(1) Except as provided in paragraph (2), technical assistance may be provided
to a foreign government under this section only if that government reimburses the
United States for all of the costs of providing such assistance.

“(2) In the case of a country receiving assistance under chapter 1 of part I of the
Foreign Assistance Act of 1961, the Secretary of Transportation may provide for the
payment of subsistence and expenses for travel within the United States for nation-
als of that country who are receiving aviation security training in the United States
under this section and may waive the requirement of paragraph (1) W1th respect to
assistance provided under this gection to the government of that country.”

Mr. WorLrrF. Mr, Chairman, 1 have another amendment that re-
lates to aviation.

Mr. Fasceril. Excuse me. I don’t think we ought to recommend
this amendment, Mr. Chairman. As a jurisdictional problem there
is the guestion about which law is involved. I am talking about the
Pease amendment.

Mr. BucuaNan. I would hope we wouldn’t recommend it.

Chairman Zasrocki. No recommendation. .

Mr. Worrr. Mr, Chairman, to go back to page 10, linie 17, I have
a recommendation for an amendment that follows the Bonn ac-
cords on international terrorism, the Bonn air accords that were
reached and agreed to by the United States, Britain, Canada, West
Germany, Italy, and Japan.

On page 10, line 17, immediately before the period insert “, including the authori-
ty granted by section 1114 of the Federal Aviation Act of 1958 to suspend air

services, both direct and indirect, between the United States and the state which is
supporting international terronst actions.”

This does not mandate a cutoff. What it does, it supports the Bonn
agreement to which we are already a signatory.

Mr. FascerLL. The exact language?

Mr. Worrr. The exact language of the Bonn accord.

This was in the orlglnal Senate bill.

Mr. FasceLr. We don’t really need it. It doesn’t hurt.

Mr. Wovrrr. I think it will strengthen the President’s hand.

Chairman Zaprocki. When the committee meets we will consider
it. The gentleman of course will have an opportunity to present his
amendment.

Mr. Worrs. Under the same circumstances.

Chairman Zasrockr. There are so few here, 1 don’t think we
should make a recommendation. I see no problem with it.
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The 84 hoc committee is adjourned. The full committee of the
House liternational Relations Committee is adjourned, subject to
the call of the Chair. ‘

[Whereupon, at 4 p.m., the committee adjourned, to reconvene at
the call of the Chair.] ‘



INTERNATIONAL TERRORISM: LEGISLATIVE
INITIATIVES

THURSDAY, OCTOBER 5, 1978

House oF REPRESENTATIVES,
COMMITTEE ON INTERNATIONAL RELATIONS,
Washington, D.C.

The committee met in open markup at 11:05 a.m., in room
H-238, the Capitol, Hon. Clement J. Zablocki (chairman) presiding.

Chairman ZasLockl. The committee will please come to order.

This meeting was called in the hope that we would have a
quorum to mark up H.R. 13387. Seven members are present. A
phone check indicates that 17 intend to come to the meeting—
glhlchunumber is two less than the quorum necessary to report out

€5

It 1s quite obvious to those of us who have attended the markup
meetings that we have had difficulty getting a quorum. This indi-
cates and certainly demonstrates a lack of interest in the bill.

Therefore, the chairman can come to but one cunclusion, that we
won'’t report fhe bill out. At the last meeting I said that we would
hold one more meeting. That is this meeting; that if a quorum did
not appear, we would have no alternative but to let this bill die in
committee, and I presume the Judiciary Committee will make a
similar decision not to report it out.

The Chair will entertain a motion.

Mr. Worrr. Mr, Chairman, on the question for a moment, I thlnk
it is certainly not your fault. I think it is a sad travesty that here
we are engaged in all sorts of momentous decisions like building
dams that aren’t needed, and a lot of other things that take up the
time of the Congress, and when it comes to a serious question such
as this where lives are at stake, we cannot bring to the floor a bill
that is so important to the international community.

Recently, when our subcommittee was in Japan, the Prime Min-
ister said it was of extremne urgency that some international effort
be made to take care of the question of terrorists. During the time
you appointed me to serve at the United Nations, the same situa-
tion obtained. They have tried interminably to get a resolution
before the United Nations on the question of outlawing terrorism.

Here in this body we could not get a bill out.

There are certainly very difficult questions to be answered when
it comes to the question of terrorism, but it seems to me we have
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not discharged our responsibility, either as a commiftee or as a
Congress, if we do not bring out some sort of bill.

1 am not in favor of the bill we have today unless it is amended
in certain ways to put teeth in the bill. Merely to have palliatives
will not suffice to protect the world against these pecple who
threaten the world with anarchism and that is all it is.

If we are to have a system of international laws, we have to do
something to band together with the other nations of the world in
order to establish a respect for law and orderly procedures.

I only make. this statement because it is really a great disap-
pointment, after years and years of work, that we in this House
cannot come together and bring a meaningful piece of legislation
out that will alleviate some of the problems that are involved in
terrorism. .

I know. there are some people to whom the question of the
delineation of terrorism itself is anathema because they feel that to
talk about terrorism is to deny legitimate freedom in their ability
to operate, but I don’t think we can associate violence with any
legitimate needs.

I think this is the problem we face as a committee and as a
Congress, that we are acceding to both sides of this question, people
who seek to deny the rule of law to operate in the international
community.

Mr. Burxe. Mr. Chairman, 1 would like to make a few state-
ments, since apparently my good friend, Mr. Wolff, sometimes likes
to make these political arguments. I would like to say, first of all,
when the gentleman talks about those projects or dams that
weren’t essential, I happen to have one in my district that I think
is a very essential item and the Public Works Committee had
numerous hearings on all of these and it wasn’t until late in the
session, ‘as Mr. Wolff knows, that the President interjected his
position and there were arguments and debates on the House floor
with regard to the Presidential amendment.

Let's at least get back to this. I think all of us know there is a
need to provide some legislation to combat terrorism but when 1
hear that we should do it in quick order, such as this bill which
came to uy at a time when the session is almost at a conclusion,
without any actual hearings, its being a bill with which we have
strong disagreements, the bill put out by the Judiciary Committee,
to me this becomes political legislation, poor legislation and not
good legislation.

The reason you are not getting a quorum, I think most of the
people feel that on a line item where we are getting ready to
adjourn any legislation we put out now will be poor legislation and
not really solve the problems we really have.

In my opinion, I think it is time to talk about what we need, but
this type of legislation isn’t something new that we need. o
International terrorism has been going on to my recollection for
a very, very long period of time. In fact, there was a plane hijacked
over to Cuba years ago where the fellow took his son and he had .
asylum over in Cuba. He subsequently came back to this country

and is now serving time. ‘ :

So when somebody talks about how we are not doing our duty at
this last minute, it may be proper to say that, but the time to do
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anything in legislation is early in the session—if this is good legls~
lation and intended to be good legislation.

I take a bit of offense at what Mr, Wolff said, even though heis a
very good friend of mine and I sometimes enjoy what I call a little
debatmg with him.

Nevertheless, I think it is wholly unfair for one of our committee
menabers to presume that any member of this committee isn’t
interested in solving the problem of international terrorism. I
think you have deine an excellent job of trying to get the commit-
tee—I think we sat down before on line items concerning this and
we know we can’t get together with the Judiciary Committee. In
faci, the language in the bill most of us don't even understand.

So I think when we get down to writing a good bill, have hear-
ings and can vote out a good and proper bill, then we will have
done in my opinion justice to the American people and the world
at large. But certainly not following the practice of k1ck1ng the
bills out for political reasons just before we recess.

Mr. Peask. I would like to express myself to my good friend from
Florida. I accept his statements on water projects upon which I am
not qualified to comment. I make no comment one way or ancther
about them.

This bill did come to us very late in the session. It was clearly
unacceptable to the committee in the form in which it came. I
think we have worked very hard in the last 2 weeks to try to put it
in acceptable shape. It is a difficult area and there are problems
remaining. I don’t think we have to brand ourselves as failures just
because we can’t get a bill out at the last minute.

I think what the lack of a quorum really says is, not that this
committee is unwilling to deal with terrorism, nor that there is not
a solutlon to terrorlsm, but that the bill we have before us at this
point in the game is not the right solution, or at least is not a
solution that most of the members feel comfortable with.

There are many bills which die in the last few days of the session
which have come back in the next session, been worked on and
passed. I personally hope that this is one of them.

Chairman ZaBrockl. Perhaps I should have clarified what I said
in my opening statement about a lack of enthusiasm.

We have had difficulty in getting members to attend to form a
quorum. That is because many members perceive that the execu-
tive branch and the President already have the authority to deal
with terrorism, and most members feel that if this bill will not go
anywhere, Why should they come to this meeting when they could
spend their time more productively elsewhere.

I note, further, that we are already in October with just a short
while left in the session; we can come back in January. Our present
efforts are not completely wasted. In the next session we can
produce a new bill. I think this committee has perfected the legisla-
tion that was introduced in July to a great extent, and I think it is
now understandable, or certainly readable.

Additional perfecting amendments may also be offered. It was
not, I am sure, the intention of the chairman, or the members who
have introduced amendments, to weaken the bill as the gentleman
from New York has indicated.
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I think our intention was to bring out a bill that enjoyed broader
support and more general acceptance. :

I am confident that if we do not act on this bill, it won’t cause
additional terrorism.

Next session we can begin early and make this one of our prior-
ity pieces of legislation. We will let it be known that the reason we
didn't report it now, late in the session, is because we, indeed, want
to report out a bill that will not only be workable, but effective,
and one of which we can and will be proud.

Mr. Worrr. Mr. Chairman. o

Chairman Zasrockl. You don’t have a Public Works project.

Mr. Worrr. I have one in my district. I just alluded to that
because of some of the high priority interests shown by individual
members, and the like, and, I think, T can agree with virtually
everyone who has spoken here as to the desires of the individuals
to provide something meaningful. :

You indicated that the President has the authority. Unfortunate-
ly for the most part Presidents haven’t exercised the authority that
they have and that is why there is a proliferation of the amend-
ments to appropriations bills to which I would like to see an end,
where there is legislation put on to the appropriation bill which
seeks to accomplish what should be in a piece of basic legislation.

Second, T think when it comes to the question of terrorism and
the high priorities we give to human rights, I think there can be no
more basic human right than fo be able to be free from a terrorist
act and on that basis I am happy to hear the chairman say that it
would be a priority item for this committee, for the next session of
Congress. '

Mr. Peasge. I move we adjourn.

Chairman Zasrocki. Without objection, the committee will stand
adjourned, , ;

[Whereupon, at 11:20 a.m., the committee was adjourned.]



APPENDIX 1

ResponNses BY RicHArp F. LALLY TO QUESTIONS SUBMITTED BY
THE SUBCOMMITTEE ON INTERNATIONAL SECURITY AND SCIENTIFIC
AFFAIRS

Question. What is your view of the security standards established by the Interna-
tional Civil Aviation Organization (ICAO) for its 140 member states?

Answer. Annex 17 to the Convention -on International Civil Aviation was adopted
by ICAO in 1974 to provide international Standards and Recommended Practices for
aviation security. At the time of the adoption of the Annex, the U.S. hailed. it as a
most significant forward step and we continue to believe that the Annex provides a
sound basis for developing international aviation security programs. We would like
to see the Standards strengthened, and we are working through ICAO to do this;
however, it is important to realize that regardless of the quality of the Standards,
the conscientiousness with which these Standards are:implemented on a day by day
basis is the key to any effective security program.

Question. What is the U.S,, as a member of ICAO, doing to upgrade these Stand-
ards in the ICAO framework? -

Answer. Annex 17 contains both Standards, which require adhererice by member
states, and Recommended Practices. The Secretary of Transportation, Brock Adams,
in a speech to the ICAQO Council on November 3,.1977, urged the upgrading of
several Recommended Practices to Standards; and the adoption -of several new
Recommended Practices. On November 8, 1977, these U.S. recommendations: were
formally presented to ICAO. Subsequently; a iumbear of our recommendations were’
adopted as proposed amendments to Annex 17 by the ICAO Committee on Unlawful
Interfererice (CUI) and by the ICAO Council, and were submitted to the member
states for comment in May 1978. All comments were due back to ICAO in August
for review and action by the CUI. A brief summary of the amendments is enclosed.

What are the proposed changes to the ICAO Annex 17—Security? The “applicabil-
ity” provisions of Annex 17, which now states that security measures should be
applied “in proportion to the threat,” would be changed to state that a contracting
state “should determine the level of threat, kéep it under constant review and apply
security in conformity with the provisions of Annex 17.” o

Two current Standards (which are required actions) would be slightly strength-
ened; and, of most significance, six “Recommended Practices"” (which are advisory in
nature) would be elevated to Standards. These include providing for the special
guarding of any aircraft that is liable to be attacked; preventing unauthorized
access to aircraft; supervising movement of persons between a terminal and an
aircraft; adopting measures to protect cargo and baggage; requiring frequent airport
surveys; and examining articles suspected of containing explosives or incendiary
devices. Finally, six new Recommeénded Practices would be included in the Annex.
These include such measures as the development of training programs and the use
of security measures for cargo aircraft. )

Question. What has been the ICAO member response, individually or as an.
organization? )

Answer. The responses of a solid majority of member states have indicated sup-
port for the most recent proposals of the ICAO Council. Many have included
suggested changes in the language which appear to be intended to further strength-
en the proposals. The Committee on Unlawful Interference (CUI) is tentatively
scheduled to begin the review of these comments on October 26 for final recommen-
dations to the Council. .

RED



APPENDIX 2

RespoNSEs BY HoN. ANTHONY QUAINTON TO QUESTIONS SUBMITIED BY
KHE SUBCOMMITTEE ON INTERNATIONAL SECURITY AND SCIENTIFIC
FFAIRS

Question. Could you provide for the record a brief description of all internal and
external research funded by various Executive Branch departments and agencies on
terrorism and managing terrorist incidents? .

Answer. There follows first a list of those terrorism research projects funded by or
through the Department of State, and second a compendium on research projects on
terrorism and airport security funded by the Legal Enforcement Assistance Admin-
istration. ‘

Strate DEPARTMENT FUNDING OF RESEARCH ON TERRORISM

During the years 1975-1978, the following projects were funded:

1976—Contribution of $15,000 to a study of the Legal Aspects of international
terrorism. This fairly comprehensive project was done under the auspices of the
American Society of International Law. It brought together the work of 11 legal
scholars and other specialists who mainly locked at the problem of terrorists’
threats ‘and societal vulnerabilities and international responses for the prevention
and control of terrorism. Legal Aspects of International Terrorism (American Soci-
ety of International Law, John Lawrence Hargrove and others). .

1976—Contribution of $8,300 to a conference of legal scholars and other experts
who were brought together for a critique of the first draft of the study of Legal
Aspects of International Terrorism. The purpose of this conference was twofold: (a)
to expose the findings of the study to critical review before it was put into final
form; and (b) to communicate the study’s recommendations to a number of Washing-
ton officials as soon as possible.

1978—Professor Murphy of the University of Kansas Law School assisted Ambas-
sa?fplﬁ’IIlSh?;%nZ 0(M/ CT) in Congressional hearings on anti-terrorism legislation—Ribi-
coff bill— X )

COMPENDIUM OF LEAA COUNTERTERRORISM PROJECT SUMMARIES

1. Research on Terrorism. :

The following projects represent research supported by LEAA to provide basic
research on domestic and international terrorism for the benefit of state and local
law enforcement agencies and, in many cases, by Federal agencies participating in
the National Security Council/Special Coordinating Compmittee (NSC/SCC) to
Combat Terrorism. ' )

The first six projects listed were funded by LEAA on the recommendation of the
NSC/SCC or its predecessor, the President’'s Working Group/Cabinet Committee to
Combat Terrorism.

(a) “Mass Destruction Crisis Management Study.” $100,000 Interagency Agreement
(IAA) with U.S. Arms Control & Disarmament Agency. Work performed 1975-76.

The purpose of this projéct was to provide a preliminary assessment of operation-
al problems facing the U.S. Government in the event of a terrorist threat to employ
an agent of mass destruction. It culminated in recommendations for substantive
govérnmental actions.

The following issues were considered: The development of a range of credible
terrorist mass destruction threat scenarios that could confront the U.S, Government
and the international community; the identification of major deficiencies in the
then-existing management system for coping with nuclear or other mass destruction
terrorist threats; and the development of a model interagency process for dealing
with such threats.- The study culminated in a classified report on these topics, and
identified areas for further research. )

(b) “Mass Destruction Crisis Management II.” $75,000 Interagency Agreement with
U.S. Arms Control & Disarmament Agency. Work performed 1976-77.

This project assessed the credibility of threats to use mass destruction or lower
order threat agents by terrorists, It was a follow-on to research initiated in the
project referenced in (@), and resulted in a classified study of threat credibility.

(0) “Anti-Terrorism Research and Equipment Development.” $115,000 ¥nteragency
{‘s’grlrge%ent with U.S. Arms Control & Disarmament Agency. Work performed

This project developed analytical efforts to assess terrorist threat credibilities in
order.to provide a basis for decision-makers at various levels of government regard-
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ing sophisticated terrorist threats. The study resulted in two classified reports on ~
the range of devices available to terrorists and offered suggestions for developing
government management systems to deal with terrorist threats. Discussion of Feder-
al government policy to contain and combat international and domestic terrorvism
were included. An unclassified version of the report, “Facing Tomorrow’s Terrorist
Incident Today,” was made available through LEAA’s National Criminal Justice
Reference Service and the Government Printing Office.

(d) “Research on International Terrorism.” $182,000 Interagency Agreement with
the U.S. Department of State. Work performed 1975-78.

This project represented one of the Federal Government’s first major initiatives to
perform basic research on international terrorism. LEAA undertook this study on
the advice and recommendation of the President's Working Group/Cabinet Commit-
tee to Combat Terrorism. The purposes of this interagency agreement were: To
pérform basic research on international terrorism for use by Federal, state and local
gavernment officials; to convene two conferences on international terrorism, for the
purpose of stimulating further research in the academic and private sector, as well
as to provide a forum for the exchange of views between academic, Federal, state
and local government officials; and to enable travel by Federal officials to interview
individuals formerly held hostage by terrorists and government officials who man-
aged terrorism incidents. ‘

(e) “Research on International Terrorism IL" $225,000 Interagency Agreement
with the Department of State. Work performed 1978-79. :

This IAA continues and expands previous. efforts in understanding and respond-
ing to terrorism, and will provide problem-oriented research and practical measures
regarding legal initiatives, crisis management and behavioral research concerning
international terrorism. It includes four studies: Analysis of available benefits to
victimsg of terrorism attacks; analysis of Council of Europe Convention on the
Suppression of Terroristic Crimes; a conference on selected legal aspects of terror-
ism; and related research. With regard to crisis management, two tasks will be
accomplished: case studies of 5-7 international terrorist incidents, and development
of a “lessons learned” manual for use by public officials. Work will also be under-
taken on the behavioral aspects of terrorism, includin% seminars concerning applied
research, development of group profiles, and state-of-the-art surveys, Provision is
also made for publication and dissemination of research under this JAA and for
related travel. i

() “Legal Aspects of International Terrorisin.” $30,000 Interagency Agreement
with the Department of State, Work performed 1975-77.

This project analyzed selected legal problems involving international terrorism,
and surveyed the laws of over 100 foreign nations concerning international terror-
ism, It culminated in a two-volume report on selected problems, The report will
shortly be published. .

(&) “Terrorist Research and Management Staff (TRAMS)."” $250,000 Interagency
Agreex?ent with:the Federal Bureau of Investigation. Work performed 1976 to the
present, :

This project established a terrorist research and management staff in the FBI
which initiates and correlates research and gathers data relative to negotiations and
the decision-making during terrorist incidents. Additionally, TRAMS, now known as
SOARS (Special Operations and Research Service), provides. consultation to state
and local authorities regarding terrorist negotiations; and provides training to state
and local law enforcement authorities in counterterrorism and hostage negotiations.

(h) “Disorders and Terrorism—Task Force on Disorders and Terrorism.” $260,445
grant to American University Institute for. Advanced Studies in Justice. Work
performed 1975-77. : .

This project resulted in development of recommended standards and goals for use
by law enforcement and other agencies of government in the prevention, control,
and reduction of civil disorders and acts of terrorism. These standards and goals
have been disseminated widely through government, academia, and law- enforce-
ment agencies, and is available through GPO and LEAA,

(i) “Threat Analysis in Terrorist and Criminal Activity.” $52,400. Interagency
agreement with the Federal Bureau of Investigation. Work performed 1977 to
present; and “Psycholinguistic Analyses of Coercive Communications.” $20,000 JAA
with Federal Bureau of Investigation, Work performed 1975-76.

These two projects developed psycholinguistic techniques .applicable to the analy-
sis of threat communications in both active and past FBI cases involving extortion,
kidnapping, suicide, assassination, hostage barricade situations and terrorism. Data
is evaluated to profile the perpetrator’s character, predict the outcome of a case,
and suggest apprehension and interrogation strategies.
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() “Special Seminar on Terrorism in Puerto Rico.” $74,457 grant to the Puerto
Rico Crime Commission. Work performed 1978.

This project provided special training and assistance to the government of the
Commonwealth of Puerto Rico concerning the threat of terrorism, both internation-
al and domestic. The grant was made at the special request of the Attorney General
of Puerto Rico, and focused on developing an operational plan for containing and
combatting terrorism on Puerto Rico, if and when it should occur.

(k) “Needs Assessment Study: Terrorism in Dade County, Fla.” $45,000 grant to
Florida Bureau of Criminal Justice Planning and Assistance. Work Performed
1978-present. . )

The objective of this project is to develop an operational plan for Federal, state
and local law enforcement agencies which will enable them to develop a coordinated
response to the problem of Terrorism in Dade County, Fla. )

) “Political Terrorism and Law Enforcement Strategies.” $45,144 Fellowship
awarded to profezior Abraham Miller, Department of Political Science, University
of Cincinnati. Work performed 1976-77.

This project analyzed the operational patterns of terrorist groups and strategies
and tactics used by law enforcement officials in dealing with these groups. The
project was international in scope, and focused primarily on hostage negotiations.

(m) “International Narcotics Control Projects.” $81,100 IAA with Department of
State. Work performed 1977 to present.

This project dealt primarily with international narcotics trafficking. However, one
component of the project is. possible development procedures for extradition of
international narcotics traffickers and terrorists between the U.S. and several Latin
American states.

L. Airport Security—Counter Skyjacking and Related Activities.

The following projects were devised to improve airport security at U.S. and at
selected international airports. Each has application to the problem of skyjacking,

(@) “Training of State & Local Law Enforcement and Foreign National Airport
Security Personnel in Airport Security Techniques.”

Interagency Agreements with the Federal Aviation Administration; current IAA
runs through FY 78, and is for a total of $462,000. LEA.A has funded this training
program since 1973, Since that time a total of $1,100,483 has been obligated. Of this
total, $69,000 has supported the training of foreign airport security personnel.

The purpose of this #aining is to provide civil aviation security training to U.S.
state and local law enforcement and foreign airport security personnel. A large
segment of the training is devoted to counterskyjacking techniques. To date, ap-
proximately 1,500  U.S. state and local law enforcement officers, and 77 foreign
nationals from other nations have varticipated in this training.

(b) “International Airport Security Surveys.” $82,620 Interagency Agreement with
the Federal Aviation Admiuizstration. Work performed 1976 to the present.

Under this project the FAA conducts security surveys at foreign international
airports. The immediate purpose is to identify deficiencies and recommend improve-
ments in an airport’s security; the ultimate objective is to reduce skyjacking world-
wide. Five surveys heve been undertaken to date, at'the following locations; Bogota,
Columbia; Quito, Ecuador; Cairo, Egypt; Rabat, Morocco; and Ankara, Turkey.

(c) “Airport Weapons/Explosives Detector System.” $70.000 Interagency Agreement
with the Federal Aviation Administration. Work performed 1976-77 with LEAA
funds; FAA is still testing system at this date.

The purpose of this project was to develop a prototype:low-power X-ray device
which could be used to screen checked baggage in air commerce through the use of
metal and explosives detectors. The results are not yet complete. A prototype has
been constructed and. tested; tests show that it accurately identifies metal objects
resembling weapons and explosives. ‘

(d) “Training Civilian Law Enforcement Officers/Dogs—Airport Security.”
$583,344 Intergency Agreement with the Department of the Air Forcé. Work per-
formed 1972 to the present, )

This program has provided training for approximately 40 civilian law enforce-
ment officers and dogs in patrol dog handling and explosives detection.

(e) “K-9 Program.” $25,000 Interagency Agreement with the Department of the
Army. Work performed 1972-73. .

LEAA and the Army developed and tested through this project the first set of
“gniffer dogs” trained to identify explosives and narcotics. LEAA’s “bomb dog”
program developed from this project; dog teams are now 1n use by law enforcement
agencies and at airports in the U.S. and overseas. .

() “Weapons Detectors/Magnetometers.” $200,000 Interagency Agreement with the
National Bureau of Standards. Work performed 1973-74. g
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This project developed standards for walk-through and handheld metal detectors
for use at airports. The results. are the screening devices in use at airports today,

Question. Could you describe in detail our security activities with respect to U.S.
diplomatic installations?

Has thig effort included better security around the perimeters of such. installa-
tions, including high fences, increased numbers of security personnel, etc.?

To what extent have U.S. Government employees been trained to recognize poten-
tial problems of physical security? .

Answer. The Department’s Office of Security is responsible for a broad range of
programs designed to combat terrorism and provide security to U.S. diplomatic
facilities and personnel abroad, :

To carry out its mission, the Office of Security has approximately 135 professional
officers asgigned abroad. These officers are responsible for physical, procedural, and
personnel security, and for providing technical support services.

The Department's program includes such features as perimeter lighting; fencing;
public access controls, the use of bullet resistant materials, partially armored vehi-
cles (and fully-armored vehicles in selected instances); the temporary assignment of
additional security personnel in high threat areas; walk-through metal detectors;
intrusion alarms; and closed circuit television. Marine Security Guards perform
their traditional role of providing internal security at diplomatic facilities. At many
posts the host country has provided police protective services; where circumstances
warrant, local guard services may be contracted.

Foreign Service personnel are required to attend a mandatory Terrorism Seminar
at the Foreign Service Institute prior to departure on an overseas assignment. The
points made in this seminar are reinforced by security briefings provided at, and
tailored to, the post of assignment. Where critical situations have arisen, special
teams of security officers have been dispatched from Washington to re-brief employ-
ees abroad. Slides, lectures, films, and practical exercises in defensive driving are
presented.

To insure prompt response to rapidly developing situations, the Office of Security
mans & 24-hour Command Center. This operation is staffed with professional security
officers and intelligence analysts, and is able to provide immediate guidance to the
field. It maintains a tracking and locator system to facilitate contact with security
personnel, both- domestically and abroad, and it has extensive communications
capability with other government agencies.

Question. What further steps have been taken by the U.S. or the other parties to
implement the agreement?

Answer, Representatives of the seven nations which participated in the Bonn
Summit Declaration on Hijacking met in Bonn on August 1 and 2 to develop
procedures- for prompt and effective implementation of the Declaration. At that
meeting we agreed on the basic outline of a consultative mechanism. to manage
response to specific hijacking incidents. We also agreed on procedures for soliciting
support from additional governments for the objectives of the Bonn Declaration.

Since the meeting we have undertaken, with our Bonn Summit colleagues, diplo-

matic demarches in virtually all the countries of the world, We have sought formal
support from other governments for the Bonn Declaration, accompanied by some
form of public announcement. To date, some twenty additional countries have
voiced public or formal support for the Declaration. A significant number of other
nations have expressed support in principle while studying the legal and political
implications of affiliation. )

A second meeting of experts on the Declaration took place in Ottawa on October 3
and 4, At Ottawa we further refined procedures for the consultative mechanism,
evaluated the results of worldwide diplomatic demarches, reviewed monitoring pro-
cedures on recent hijacking incidents and studied a number of legal issues relating
to the implementation of the Declaration. We are pleased at the cooperation which

has been developed among the summit countries and the momentum whicli has

been maintained behind the Declaration.
Question. Has the length of time for prosecution of hijackers or the return of
hijacked planes been defined before suspension of air service would be invoked.
Answer. A key element of the procedures now being finalized for the post-

hijacking consultative mechanism is that phase dealing with fact-finding coupled
with determination of compliance or default. In that phase such factors will be

weighed as whether the state of concern has established jurisdiction over the offense
for purposes of prosecution or extradition, whether a request for extradition has
been received, and whether passengers, cargo and aircraft have been allowed to

continue their journey, Though no time frame has been established before enforce-;
ment measures are to be invoked, the decision to do so will be taken in consultation”,

© 35-6490-79 -10
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with the other natjons supporting the Declaration and without unreasonable delay.
We believe the evidence that a state does not intend to prosecute or extradite the
offenders or return the aircraft should be readily discernible..

RQuestion. Why didn’t the sanctions extend to extradition of hijackers as well?

Answer, The anguage of the Bonn Declaration with regard to enforcement meas-
ures is as follows: “In cases where a country refuses extradition or prosecution of
those who have hijacked an aircraft and/or do not return such aircraft, the heads of
state and government ~re jointly resolved that their governments shall take imme-
diate action to cease all flights to that country.”

Clearly, failure to extradite a hijacker comes within the purview of the Declara-
tion and will trigger enforcement measures by nations supporting the Declaration if
hijackers are otherwise not prosecuted.
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APPENDIX 3

StaTEMENT OF HON. RicHARD J. DAvIS, ASSISTANT SECRETARY OF
THE TREASURY

I very much appreciate the opportunity to appear
before this Subcommittee in order to discuss the ex-
plosives tagging provisions of H.R. 13261 an "Act to
Combat International Terrorism." With me today are

“Mr. J. Robert McBrien, my special assistant for matters
involving terrorism and intelligence, and Mr. A. Atley
Peterson, Special Assistant to the Director of ATF
for Research and Development. Mr. Peterson, who has
served as Chairman of the Advisory Committee on Explo-
sives Tagginhg since 1973, will present more specific
testimony on how tagging works.

If adopted, this legislation would provide Treasury
with the necessary authority to reguire that all non-
military explosives carry unique elements —- taggants
-- which permit identification and detection.  Identi-
fication taggants would remain intact after a bomb ex-
plodes and enable the type of explosive used to be
identified and traced. Detection taggants would enable
the presence of a bomb to be established before it ex-
ploded.

While we have proposed certain modifications to
the provisions.of H.R, 13261, the Treasury Departhent.
strongly urges the adoption OFf explosives tagging legis-
lation, It would provide us with critical tools in the
battle against terrorists and others who use explosives

(143)
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"illegally: it would help .us appréhend the bomber,
and ‘it would help save lives and preserve property
by preventing explosions from taking place. Our
proposed changes, however, would explicitly require
that taggants be safe, available and technologically
acceptable before we may require them to be inserted
in explosives.

Bombing is a particularly vicious and indis-
criminate crime, and it is a clearly deliberate
act of violence. One does not, in a moment of in-
tense anger, grab his bomb from a closet and blow- -
up his spouse or neighbor. The bomber actively has
to acquire the knowledge of how to make a bomb; he
has to fabri:sute the explosive device; and he has to
plant it. This is a calculated, planned and in-
disputably intentional process. At the same time
the conseguences of the bomber's acticen are severe:
death, injury and the destruction of property. For
these reasons we believe that we should do all that
we legitimately can to meet this problem.

The Treasury has lthercefore been working in
recent years to determine whether explosives tfaggants
could be developed to assist in the investigation
and prevention of bombings. A technical advisory
committee, including all Federal agencies interested
in explosives control and the Institute of Makers of
Explosives, the Sporting Arms and Ammunition Manu-
facturers' Institute, the International Association
of Bomb Technicians and Investigators, the American
Society of Industrial Security, the Airlines Pilots
Association and representatives from various universi-
ties was created in 1973, In addition, because of the
importance of technical expertise in this arca, Aerospace
Corporation was retained in order to provide technical
systems management. While Mr. Peterson's statement
includes more detail on the technical status of the
program; as a general matter we are rzady to tag the
cap-sensitive explosives ~-= that is, the dynamites,
watergels and slurries -- for identification. If the
facility for manufacturing those taggants was built,
we could begin the identification tagging today. But
it will not be constructed until the taggant manufacturer
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knows that ‘it will have customers, and the explosives
manufacturers will become customers only by Congress -
passing legislation which requires that they use '
taggants. We believe that the production facility

will be finished and producing taggants within 12 to

18 months after the law is enacted. It also appears
that the availability of sufficient numbers of taggants
is theg only technical constraint on identification
tagging of most high explosives.

If this legislation were to pass, the expectéd
implementation date for identification tagging of
other explosives is:

-- Black and Smokeless Powder, June 1980
-~ Detonators, September 1980

-~ Cast boosters, September 1980

-~ Fuse and Detonator cord, January 1981.

Progress is also being made in the detection
tagging area. Our experts believe that pilot detection
tagging can begin in late 1979 for dynamites, water gels
and slurries. Testing should have been completed by
then since much of the applied research and advanced
development are already in process.

For other detection tagging we ‘have projected
the practical readiness for national implementation
as follows:

-- Black and Smokeless Powder, March 1980
-~ High Explosives and Detonators, April 1980
-- Fuse and Detonator cord, September 1981.

It is clear that the addition of identification
taggants to commercial explosive materials or theix
boosters will better enable law enforcement authori>-.
ties to trace the explosive material from a bomb
scene to its last recorded owner and, hopefully, to
its ultimate user. The chances of solving more
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bombing crimes will be improved when identification
tagging is introduced. In addition many valuable
investigative hours now necessarily spent attempting
- to identify the last legal owner of the explosives
involved can be saved.

From Treasury's percspective, the vital issue as
to identification tagging is whether the crimes solved
and the deterrence established will be worth the effort
and costs of requiring the identification taggants.

In order to assess this as objectively as possible,
Management Science Associates was asked to study this
guestion. While acknowledging the difficulty in
assessing the impact of any program before it begins,
the study concludes, and we believe, that the value
and cost effectiveness of identification tagging is
clear.

With tagging, bombers can only lose. And we
believe the costs for the manufacturers, dealers and
users of explosive materials will be entirely reason-
able. ‘An inflation impact study was conducted by
Aerospace Corporation in March 1977. It found that
the tagging program would not have a major inflationary
impact.

The possible price increases in explosives as a
result of tagging for identification were estimated at
merely one-and-guarter cents per pound of explosive; and
while research on detection tagging is still continuing, we
believe it will be less. Ultimately, when identification
and detection taggants are combined into one micro-unit,
there should be more cost reduction.

If identification taguing is a real benefit to law
enforcement, a successful detection tagging program is
critical. The bomb is intrinsically a weapon of terror.
Bombing is a crime that is carried out secretly and
without warning. A bomb is small and lightweicht. It
can be hidden easily. Through a time delay mechanism
or -2 motion~activated detonator, it can be concealed
(ox mailed) and then abandoned by its creator. The
bomber can.choose his explosive device; select his
target, and plant his bomb. But once he has left it,
every passerby becomes a random target as it explodes
without warning.

e
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The need, therefore, is to develop the ability
to detect the presence of a bomb before it explodes.
Substantial progress in developing a working capability
to tag explosives so that they may be detected before
exploding has recently been made. And it is this part
of the tagging program from which the greatest direct
benefits to the public safety can be expected. With
detection taggants added to explosive materials and
with detection devices placed at high target value
locations, we can go beyond solving bombing crimes
only after the destruction has happened and begin,
through pre-detonation dis¢overy, to prevent bombings
from occurring. The MSA study suggests that the cost-

benefit of this form of tagging is less certain than

that for identification tagging. Its analysis makes
clear, however, that if one considers just the high
risk, potential targets -- airports, planes, public
buildings -- then the benefits are clear. In addition,
when one considers what detection tagging can do ——
save life and limb -- the essentiality of going forward
with this program becomes clearer.

I would now like to discuss some of the points
that have been raised during hearings. Initially,
it has been suggested by some industry representa-
tives that the Federal government should buy the
tagging materials and distribute them to the explo-
sives manufacturers. There has also been a sugges-
tion that the Government should bear the liability
for any adverse results of explosive tagging.

It is the Treasury Department's belief that the
Federal government should not interpose'itself in
the commercial chain and create an artificial and
unnecessary "middleman" between the producers of
taggants and their customers, the manufacturers of
explosive materials. The function of Treasury's
Bureau of Alcohol, Tobacco and Firearms with respect to
the explosives industry should be to develop the require-
ments and to monitor the execution of the tagging pro-
grams, The BATF function clearly should not be that -
of an unnecessary, bureaucratic intruder in the At
marketplace. We believe either role -- that of dis-
tributor of taggants or insurer of manufacturers --
should L& reserved for private enterprise where it
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will be accomplished as guided by normal market forces
and business mariagement interests. Any involvement
of the Federal government in this "middleman" role is
unnecessary and would create an unfortunate. precedent.
In addition, the problem of administering a program
in which the government is liable for a defective
explosive caused by a taggant only, cannot be overesti-
mated. Establishing this casual connection would be
extremely difficult and accomplish little other than
increased legal fees for attorneys. We sincerely

hope the Subcommittee will not add any requirements

of this sort to H. R. 13261. '

In hearings on this issue certain groups have
sought to eliminate black and smokeless powders from
the coverage of the tagging program. Mr. Chairman,
we believe that this attempt should be strongly
‘resisted. The issues raised are not real; they are
based on fancy, not fact. As discussed below, black
and smokeless powders are used in a substantial
percentage of bombings. When so used they kill; they
injure; they destroy property. The failure of the
Congress to include these two forms of explosives
would serve as an invitation to the terrorist and the
criminal to rely more and more on these unexplainably
excluded powders. The entire intent of the tagging
program would be undermined.

Those urging this-exception have raised two prin-
cipal arguments opposing the use of taggants on black
and smokeless powders. First, it has been arxrgued
that we are seeking to impose tagging requirements
for black and smokeless powders before it is safe and
feasible to do so. That is not true.

The Senate antiterrorism bill, S. 2236, contains.
language to ensure that tagging will be safe to users
and weapons alike and will not be imposed prematurely.
That is in subsection 12(t} of S. 2236. We drafted
that language for the Senate bill, and it is the amend-
ment which we most strongly urge be adopted for H. R.
13261. We are committed to the standards set by that
provision; we will adhere to them; and even if they
applied. ‘Taggants for each class of explosives should
not be required until the all arcdund safety, perfor-=
mance guality and environmental impact of the tagged
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explosive are established through rigorous research

and testing. In. addition, a tagging requirement should
only be imposed if the taggant itself has the requisite
longevity, survivability, and uniqueness to accomplish
its task. The tests conducted to date -- which have
been carried out by the explosives manufacturers
themselves -~ have established that the identification
taggants w111 be safe indefinitely.

It is because tagglng technologyv and the readi-
ness -and adequacy for implementation varies according
to the type of explosive, that we have recommended in
all Treasury testimony that tagging legislation should
inelude greater dlsc1etlonary authority and flex1b111ty
for the Secretary in determining what explosive materials
should be tagged and when. But as soon as these con-
ditions are met for each c¢lass of ex91051ves, it is
important that we have the authority to require the
inclusion of these taggants as. soon as possible.
Maximizing the safety of our people requires no less.

The second major aspect of this false issue
regarding black and smokeless powders is the charge
that Treasury is seeking to achieve gun control
through ammunition control. Again, that is not true.
We ‘are well aware of the controversy the notion of
gun control generates, . This is not a gun control
issue, and you should not allow yourselves to be
deceived into believing it is.

We stated during our Senate testimony, and
reaffirm today, that we are not seeking to require
the introduction of taggants into small caliber,
commercially produced; fixed ammunition. The contents
of commerc1a11y manufactured fixed ammunition are rarely
found in bombs and are generally impractical for the
bomber to use.

. It is not appropriate, as some have done, simply
to refer to black and smokeless powders as "propellant
powders. The impression  conveyed by this expression
is that blac¢k and smokeless powders are used only to
fire bullets and that somehow they lose their character
as a favorite implement of bombers and acquire inno-
cence by being used to propel ammunition. ' That is
not true.
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The fact is that the same type of 1, 2 and 5
pound cans of black and smokeless powders used by some
sportsmen and musketry enthusiasts are the sources of
the second most commonly used explosive fillers in
bombs. Black and smokeless powders are explosives; they
blow-up. T

Let us examine the facts. We have prepared brief
comparison tables in order to demonstrate clearly that
our information on the use of black and smokeless pow-
ders in bombs is not mere conjecture; and indeed, agrees
conservatively with information developed by the FBI.

The incidence of black and smokeless powder bombs in
1977 has been monitored by BATF and the FBI separately.
Since the reporting of bombing crimes on a nationwide
- basis is not perfect, there are some differences in
their final data and the FBI reports a higher percen-
tage of incidents involving black or smokeless powder
bombings, If all reported bombings are used as a basis,
including incendiary devices and the unidentified
explosives, BATF reports show black powder use at
12.4 percent and smokeless at 7.4 percent -- a 19.8
percent total. FBI data reports 15.6 percent for
black powder, 17.8 percent for smokeless, to equal
~a total of "33.4 percent of bombings.

If we calculate the percentages for repvorted
bombings only when the explosive is identified, we
£ind: black powder eguals 18.2 percent (FBI)} to
22.5 percent (BATF) "and smokeless powders account
for 13.5 percent (BATF)to 20.5 percent (FBI); these
total to 36.0 percent (BATF) and 38.7 percent (FBI).
If we exclude incendiary devices from these data and
use only "explosive bombs," we have BATF reporting
31.3 percent for black powder, and 18.7 percent for
smokeless powder, a total occurrence in 1977 bombings
of 50 percent. The comparable FBI statistics are:
24.2 percent, 27.3 percent, and a total of 51.5
percent. '

The incidence of death and injury from bombings
was calculated on the basis of BATF data by MSA for
the period April 1975 through July of 1977. .In that
study, black and smokeless powders accounted for
18.8 percent of the 388 recorded injuries. That
equals 73 injuries.
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Among the 78 fatalities, black.and smokeless powders
were responsible for 19.3 percent of the deaths, that
is, for B8 deaths. BATF's latest statistics, covering
January 1976 to May 1978, show that.black and smokeless
powders are responsible for 12 percent of the bomb
deaths in that time and 20 percent of the bomb injuries.

The MSA study also examined the types of targets
of bombings: and the explosives used against them.
Black powder accounted for, amondg other bombings,
27.2 percént against schools, 12.9 percent against
private residences, 8.5 percent against vehicles,

6.4 percent against transportation facilities, and
10.4 percent against Federal, State and local govern-
ment.  Smokeless- powder accounted for:

Schools : 14.7%
Private Residences . 10.3%
Vehicles ' 10.4%
Transportation Facilities 6.4%
Fed., State local govt. 13.3%

Black powder was. not used against law enforce-
ment agencies but smokeless powder was used in 12.5%
of those bombings.

As these various figures show, the truth about
black and smokeless powders is that they constitute
a very major part of the bombing crime problem,
While they certainly do not carry the explosive force
of dynamite and other high explosives, they are a
significant part of the bombing problem. Black and
smokeless powdexrs are found, along with other explo-
sives, in the bomb factories of domestic terrorists
and other criminals. FBI figures reflect that in
1977, 90 percent of the domestic terrorist incidents
in the United States tock the form of bombings., BATF
investigators believe that every known terrorist
group in this country has, at some time or another,
used black and smokeless powders. Just recently an
Associated Press story of July 13 described a case
in which New York Police uncovered what was reported
to be a FALN -~ the Puerto Rican terrorist group. --
bomb factory. Among the explosives found on the
scene was black powder. :
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The proportionate use of black and smokeless powder
in bombs is very significant. Only 400,000 pounds of
black powder are commercially available to the public
each year out of 600 million pounds of: cap~sensitive
explosives. The mathematics are simple: 'black powder
represents only 0,067% of the total available commercial
explosives, but it is used in 12 to 16 percent of the
bombings. Thus, its use in crime is several hundred
times greater than its proportional availability.

Smokeless powder is very similar. It represents
only 0.83% of the total cap-sensitive commercial
explosives available (5 million pounds out of 600
million pounds). Yet smokeless powder is used in
7.4 (BATF) to 17.8 (FBI) percent of bombing crimes.
Again, its criminal use is very many. times greater
than its proportional availability.

Mr, Chairman, as I said above, if black and smoke-
less powders arxe not included within the taggant pro-
gram, if, as in subsection 12(u) of H. R, 13283, a
naarly identical bill, they are excluded from tagging,
then the explosive materials used in a major propor-
tion of current bombings will not only escape these
safeguards, but the criminal-terrorist will also be
provided with an obvious alternative to those explosives
which can be traced or detected through taggants. We
do not believe this result can be justified to the
hmerican people.

It is our view that this legislation should re-
quire the insertion of taggants in all types of cap-
sensitive commercially available explosive materials
which are used in crimes. The Secretary would then
have the authority, applying the standards in the
proposed language, to impose the specific requirement
for each class of explcosives within a reasonable time
after the taggant for that class has been successfully
tested and is available. ' The Secretary would exempt
those classes of explosives not yet ready for tagging.

/
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Mr. Chairman, the benefits of tagging are c¢lear.
It will not, however, provide a panacea, instantly
solving the problem of explosives crime. Identifica~
tion tagging will help solve some bombings, not all.
Detection tagging does not mean that all bombs will
immediately be detected. Together, however, they will
meaningfully advance our ability to deal with the
bombing problem, and may deter some from using this
deadly instrument. Those would be major advances.

One thing is clear, however: the extent to which
tagging will help counter bombing crimes will be
largely influenced by how quickly and how many forms
of explosives are tagged. It is critical, therefore,
that as soon as technology allows, the requirement
that a particular class of explosives be tagged should go
into effect. One class of explosives is ready to be
tagged now; others will be shortly. We, therefore,
urge that this legislation be passed during this ses-
sion. We can then minimize the delay in getting
tagged explosives into the marketplace and maximize
our ability to apprehend those who uge bombs and to
save the lives of their intended victins at the earliest
possible time., -
The Treasury Department deeply appreciates the
attention which the Subcommittee and you, Mr. Chairman,
are giving to the problems of bombings by ‘terrorists
and other criminals and the tagging of explosives. to
. help fight this severe crime problem. We believe that
‘all responsible Americans share a desire for all explo-
sive materials commonly used in criminal and terrorist
bombings, when operationally feasible, to be regquired
to contain both identification and detection taggants.

We will gladly work with the Subcommittee to
-achieve a final version of H.R. 13261 which will ac-
complish our mutual goal of a workable scheme for re-
quiring the tagging of explosive materials for iden-
tification and for detection.

That concludes my statement, Mr. Chairman; I will
be happy to answer any questions the Subcommittee may
have. .
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STATEMENT BY CHARLES F. TURNER, ON BEHALF OF THE SPORTING
ArMS AND AMMUNITION MANUFACTURERS’ INSTITUTE

My name is Charles Turner. I am a Technical Adviser
for ‘the Sporting Arms and Ammunition Manufacturers' Institute,
usually referred to as SAAMI. I am also a member of.ATF's
Advisory Committee on Explosives Tagging. = SAAMI is a non-profit
trade association composed of 1l producers of sporting firearms
and ammunition and smokeless propellant powders. The central
purpose of SAAMI is to provide a forum for the ind;stry to
consider technical matters that bear upon the ;afety of fire-

arms and smokeless propellant powders,

With me today is Richard Downing, Manager of DuPont's
Potomac River Works in Martinsburg, West Virginia and Price O.

Gielen, SAAMI counsel.

I. INTRODUCTION

The prevention of bombings and the apprehension of
criminals who use explosives or smokeless powder in acts of
terrorism and destruction is supported by all law-abiding
Americans: As producers of smokeless powder, SAARMI memberé
are particularly concerned about the illegal diversion of
their product from its intended use in ammunition for hunting
and target shooting.

H.R. 13261, as introduced, doeés not include smokeless
powder. Smckeless powder, as a component of ammunition, is
exempt from Title XI of the Omnibus Crime Control Act of 1870.
18 U.S.C. § 845(a) (4). However, the issue of whether detection
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‘or identification taggants should be required for smokeless
powder sold in cannisters to handloaders of ammuniﬁion has been
raiged by testimony before and information submitted to the Sub~
éommittee. ' k

SAAMI will present information on the effects such

a requirement would have upon the manufacture and distribution
of smokeless powder. Such information will betﬁe; enable
the Subcommittee to consider whether there would be any benefit
to law enforcement agencies sufficient to justify the attendant

problems and costs.

A. Differences Between Smokeless Powder and Explogives

The significant differences between blasting explosives
and smokeless powder must be recognized. The differences lie in
the nature of the products, their distributioﬁ-and their use.

Blasting explosives are used for their explosive gqual-
ities for blasting operations in mining, quarrying, construction and
other commercial activities. In contrast, the purpose of smoke-
less powder is to propel projectiles from firearms.é/

The significant differences in the marketing ahd distri-
bution of explosives and smokeless powder are a result of their

respective natures and uses. Blasting explosives are sold in

1/ 'There are many different smokeless powders. To achieve
ballistic specifications tailored to propellihg over 1000
different shotgun, rifle, revolver and pistol loads, the
grains of smokeless powders are formed in a large number
of sizes and shapes and bulk densities.
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large quantities to a relatively few persons. The total market
for cap-sensitive explosives is approximately 600 million pounds,
while the total market for all high explogives is 3.7 billion
pounds per year.

Smokeless powders are sold in bulk to commercial loaders
of ammuniition: Smokeless powders also are sold thrdugh a complex
distribution chain in small amounts to £irearms owners, toc gun
clubs and to police departments. These individuals, gun clubs
and police departments form what is known as the handloading
trade., The National Reloading Manufacturers' Association estimates
there are three énd one~half million handloaders. The total
market for smokeless powder sold to the handloading trade
is only 4~to=4.5 million pounds per year: The issue raised
before the Subcommittee .is whether the smokeless powder sold-
to the handleoading trade should be subject to tagging under
the proposed legislation.

Typically an individual handloader will purchase a 1./2
pound or 1 pound cannister of smokeless powder. With new or used
cartridge cases, he will load his own ammunition. Handloading
ammunition is lass expensive than purchasing factory loaded am-
munition. Handloaded ammunition can be tailored to provide the
specific charge desired by the individqal for hunting or target
shooting.

ﬁandloading is of great importance to the nation's

sportsmen and hunters. The National Reloading Manufacturers'

vl
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Association estimates that 1.4 billion centerfire, metallic and
shotshell loads and 4.2 billion rimfire cartridges were hand-
loaded in 1977.

Conseqﬁently, it must be recognized that the regulation
of smokeless powders is not regulation of commercial explosives.
It is regulation of ammunition powder purchased by law-abiding

firearms owners.

B. Adding Taggants to Smokeless Powder

With that background in mind, the issue can be placed
in a better perspective. The basic differences in the nature and
uses of explosives and smokeless powder appear. to explain the
different incidencé and impacts of criminal bembings using these
materials. ATF has testified before the.Subcommittee on Criminal
Laws and Procedures of the Senate Judiciary Committee that the
explosives "known as dynamites, water gels and slurries" are re-
sponsible for a great majority of the deaths, injuries and prop-
erty damage caused by such hombings. In contrast, ATF testified
that because bombs made of smokeless and hlack powders, "produce
a low-order explosion, loss of life, injuries, and property dam=
age are small."é/ In fact, ATF statistics demonstrate that bombs
made of smokeless powder cause 2.6 percent of the fatalities from
bombings {based upon figures for April 1975 through July 1977).

The FBI reports that all bombings in 1977 resulted in 22 fatalities.

1/ Testimony of A. Atley Peterson of AIF before the Subcommittee
on Criminal Law and Procedures of the Senate Committee on
Judiciary, September 14, 1977.

35-649 0 = 79 - 11
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The use of smokeless powder in criminal activities

should be of concern to the Subcommittee, our industry and the

public. - However, ATF's past testimony suggests that the benefits E
of tagging smokeless powder may be quite limited. The Subcommittee
should carefully weigh those benefits against the éroblems and
‘adverse consequences of taéging smbkaless powder. ;
Mr. Rex Davis, while Director of ATF, testified before the 3
House Appropriation Committee on the relative vaiue of detection
tagging and identification tagging. He stated that "the abiligy
to detect the presence of explosives prior to detonation offers
the higher degree of protection to life and property." The
utility of identification tagging is limited to "the ability ’ : o

to trace the source of explosives."é/

The addition of identification taggants to smokeless
powders sold in cannisters Sor reloading raises the following
pxoblems: o .

(1) It will be at least 18-to-36 months before preliminary
tests with the only identificat?on taggant currenily available
will provide information as to whether taggants may cause
fouling, ignition or other cpér;tional problems with firearms.

(2) Identification taggants cannot be added to
smokeless powder during the normal manufacturing process without a

significant proportion of powder being rendersd unmarketable.

1/ . Treasury, Postal Service, and General Government Appropriations
for Fiscal Year 1978: Hearings Before the Subcommittee on
the Treasury, Postal Service, and General Government Appropriations
of the House Committee on Appropriations, 95th Cohg., lst
Sess. 321 (1977) (statement of Rex D. Davis, Diréctor of ATF).
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(3} It is unknown whether a sufficient variety of
identification taggants ¢an be developed to match the numerous
different grain sizeé and shapes and densities of smokeless powders
such that taggants will not stratify in shipping or be easily
separated from the powder by those inclined to use smokeless
powder for criminal purposes. ‘ .

(4) The monopoly position which would effectively be
granted to the producer of the identification taggants could
result in exorbitant prices being charged for taggants and in
serious disruption of the manufacturing of smokeless powder.

‘{5) The recordkeeping raguired of manufécturers, distri~
butors, jbbbers and retail outlets for smokeless powder alone would
cause a significant increase in the price of smokeless powder. It
can be conservatively estimated that rebordkeeping requirements
only for manufacturefs, distributors and jobbers could incre;se
the price of a 1 pound cannister of smokeless powder, currently
selling for between $6 and $2, by $.80. We have not been able to
quaﬁtify the cost of recordkeeping for rétailers, but .the dealers
we have consulted believe it would be significant. There.wauld be
additional costs at all levels of distribution which would
significantly increase the price of smokeless.powdér. The
additional costs to manufacturers would include the cost of
taggants; of storing and inventorying téggants of ‘all different
8izes and shapes and densities; of actually physiéally blending
taggants into the powder; and of powder rendered unmarketable
by its failure to meet ballistics specifications after the

éddition of taggants. The additidnal costs to distributors,
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wh&lesalers and retailers would include the cost of storing powder
in such a mannér to facilitate recordkeeping and inventorying, and
time spent with ATF providing tracing information.

(6) A lot of smokeless powder will typically be distri-
buted,ta 10,000 to 20,000 sportsmen for handloading. It is ques-
tionable whether such a list of ultimate users would be of any
benefit tn law eﬂforéement agencies investigating thé criminal
misuse of smokeless powder. ’

Many of the serious logistic problems which would be
eéncountered in adding identification taggants to smokeless pow~
der would not be involveﬁkin adding detection taggants because
detection taggants are nof uniquely coded. The recordkeeping
and storage for the uniquely coded identification tagged powders
would not be necessary for detection tagged powders.

However, as Aerospace Corporation testified beforg the
Subcommittee’on Criminal Laws and Procedures of the Senate Judiciaxry
Committee, the technology for an effective detection taggant
is only in the very early stages of research and development.
Neither the technology for detecting the taggants nor suitable
substances for the tagéants have been developed.

While detection taggants would not pose mapy of the
problems of identification taggants, there are majdr technical
and economic questions yet to be resolved. The natu:e‘of these
issues can be illustrated’by ATF's consideration §£ éfomatic
amines as detection taggant.material. Amines can‘decompose inte

. ammonia gasés. Ammonia is known to produce’stresskcr;cking. A
brass cartridge case exposed to ammonia vapors over a éeriod of
time could,faii upon f£iring ahé possibly result in a serious in-

jury to the shooter.
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In SAAMI's view, the primary focus of any future
development program should be on detection taggants. However,
until further research and development programs are completed,
there is no basis for legislation requiring the addition of
detection taggants to smokeless powderé.

SAAMI urges that H.R. 13261 be amended to specifically
exclude identification tagging of smokeless powders.‘ There are
major questions és to the technical feasibility of adding identi-
fication taggants to smokeless powder.  The c¢ost of manufacture
and distribution of smokeless powder with identification taggants
will greatly increase the cost of this important pfoduct t;ﬂgports—
ﬁen. The ability of law enforcement agencies to ;nvestigate bombing
incidents and apprehend criminals will be enhanced, at best, onlf

marginally.

II. TECHENICAL IDENTIFICATION TAGGANT RESEARCH ON BALLISTICS IMPACT

Representatives of SAAMI and its member companies met in
January 1978 with Aerospace, to discuss the feasibility of adding
identification taggants toc smokeless powder sold in cannisters
for handloading and to develop the testing program that should be
conducted to determine what effects the addition of taggants. to
smokeéeless powder would have upon the technical operation of fire-—
arms. There was agreement that a great many ballistics character—
isties could be influenced by the‘ﬁresence of taggants in smoke-
less powder and that the effects of taggants could vary by‘types

of powder.

[N
N
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To develop a testing program which could be conducted
within a reasonable period of time, it was agreed that the ini-~
tial testing should be limited to those adverse effects from the
presence of taggants in powder which, on the basis of the limited
information now available, are judged to be the most likely to
occur and to be the most deletarious to proper and safe operation
of firearms. The test program, therefore, focuses on fouling of
shotguns and centerfire rifles and ignition of ;mmunition for
centerfire pistols and revolvers. From‘over 50 different smoke~
less powders available to the handloader,. 9 powders were selected
for evaluation in thisg first stép test prdﬁram. To evaluate the
possible impact on safe operation of Eirearms, pressure, velocity
and in-barrel-time uniformity will be measured for each test fire-

arm,.

The initial test program requires that a total of 2@9,000
rounds. of ammunition be loaded with smokeléss_powder containing
taggants and fired in.7 differeﬁt types of firearms. Olin Corporation
(Wincheéter-Western Division), Federal Cartridge Corporation and
Remington Aims Co., Inc., have each submitted proposals to Aerospace
Corporation to participate in the test program but to date have
received no response. The test program will be conducted and
completed in approximately 18-~to-36 monthsvafter contracts with
Aerospace are executed.l/ Bbth SAAMI and Aerospace rgcogﬁize that
the initial test program may not produce definitive resultsrand

that further testing may be required.

1/ A detailed explanation of the testing program is set forth in
the minutes of the January 19 meeting, which is attached hereto
as Exhibit A.
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III. ADDING IDENTIFICATION TAGGANTS TO SMORKELESS POWDER

A. Manufacturing Process

Understanding the effects upon smckeless powder manu-
facturing which would result from requiring the addition of iden=
tification taggants requires some knowledge of the significant
elements of the manufacturing process.

Step l. The compouenk materials for smokeless propel—
lants are measured and physically mixed to give a desired composi-
tion. The components‘ire nitrocellulose (nitrated cotton or wood
fibers), solvent, nitrcglycerine (used - in double-base powder),
stablilizers and burning rate control agents.

Step 2. The mix is granulated; with both the size and
shape of the grain ca;eﬁully controlled and varying b; type of
powder. .

Step 3. The solvent is removed. (The only function of
the solvent is to dissolve the nitrocellulose to facilitats mix-
ing and granulation.}.

Step 4. The material is screened to remove fine parti-
cles and particles that may have been malformed or which adhered
to other particles.

Step 5. The grains are coated with ballistic control
agents to ensure a proﬁe: burning ra;e and to act as antifouling
and antiflash agents.

Step 6. ‘The grains are dried.

Step 7. The powder is tested for ballistic characteris~

tics.  The powder is now considered a preliminary powder or blending
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stock powder. Some or all of a preliminary powder may be rejected
and recycled for reworking through earlier process steps to modify
its ballistic characteristics. ‘

Step 8. The powder is glazed with a graphite coating.
The coating eliminates static charge build-up which presents a v
fire hazard due to the possibility of a spark being'generated.

Step 9. The powder is subjected to guality assurance
tests to ensure proper physical, chemical and béllistic proper-
ties.,  If specifications are not met, the powder must be reworked.

-, Step 10. The powder is passed through a screen to re-

move cﬂips, dust and other impurities..

Step 11l. The powder is blended with other powders of
known characteristics to obtain a particular powder type.

Step 12. The powder is passed through a screéen o re-
move chips, dust and other impurities. ’

. .Step 13. The powder is tested to determine if quality
assurance and ballistic specifications are met. If such specifi-
cations are not met, the powder must be reblended or reworked.

The schematic drawing on the following page illustrates

these steps in the manufacturing process for smokeless powder.

B. Point At Which Taggants Could be Added.

For several reasons the only possible point in the nor-
mal manufacturing process for the introduction of taggants into
the powder is Step 11, the blending operatiorn. First, there would

| be an extreme hazard of explosion if taggants containing a metallic

+
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substance were introduced inteo the process prior to Step 6, dry=~

ing. Second, all machinery through which the powder with taggants

passes will be contaminated with the particular taggant. To avoid
this contamination, and the resultant mix of taggants, the tag-
gants should be added as late in the process as possible. Third,
if taggants were added at an earlier point and a powder failed

to meet the quality assurance or ballistic specifications tested
at Step 9 of the process, it would not be possible to recycle or
rework the powder. Upen recycling, the powder would be mixed
with powders which were intended to receive different taggants.
Fourth, the size of a lot of powder tagged with a particular
taggant could best be limited if taggants were added at Step

L1, -

There are major manufacturing problems with adding,
taggants during the blending operation. The blending operation
is the most crucial step in the process for meeting product
performance specifications. The characteristics of smokeless
powder are very carefully controlled for the purpose of allowing
the handloader to achieve pracisely the same ballistic results
time~and-time again for like powder types purchased at different

times.

l. Reblending and Reworking Powders.

Quite often a powder must be reblended to produce an
acceptable final blend. In such a case reblending could result

in a mixture of different taggants.

[
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It is not feasible to plan production in such a way
to. ensure thaé a rejected powder can be reblended with a powder
containing only identical taggants. Reblending will require lots
witﬁ specific properties that are compatible with the characteris—
tics of the powder to be reblended. Those lots may have been
produced, blended and tagged many months earlier,

Complete or partial reworking of powder ubon its failure
to meet the Step 13 tests for quality assurancé and balligtic char-
acteristics is not unusual. Reworking of rejected powder from dif-
ferent blend lots, often a necessity, wauld result in a mixture of
taggants. #further, reworking tagged powder through the early pro-
cess steps would raise the same problems as an original addition
of taggants at those steps.

If reblending and reworking oé tagged powders were not
possible, many thousands of pounds of tagged smokeless powder might
have to be destroyed annually. The problem could be alleviated if
there were a gquick and efficient method for removing the taggants
from the powder, However, unless this method were a secret process
or device which could not be easily duplicated, terrorists alsc
could easily remove the kaggants.

Assuming a method of vwemoving taggants during manufact-
uring were found, manufacturing costs and prices likely would be
increased significantly. A production lot of powder typically
varies between 10,000 to 20,000 lbs., and ranges from 5,000 to

50,000 lbs. This is a sizeable amcunt of material to handle
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and process for any purpose.

2. Screening and Stratifving of Powders,

The necessary variation in the size and shape of smoke=
less powder grains results in a serious chstacle to identifica- a
tien tagging. Smokeless propellant powder is used to power well , .
over 1,000 different rifle, pistol and shotgun loads. The re-
quired burning characteristics to give proper velocity to the
projectile{s) and stay within specified standard pressure levels
is coentrolled by the physical size and shape of the grain, the
chemical cﬁmpositicn and the surface coatings. Thus, grain size
‘or shape must be precise within a particular production lot
of powder, and must be precise from lot to lot for a particular
powder type.

There are approximately 30 different sizes or shapes of
powder grains. Powder grains may be spheres, flakes, or perfor-
ated cylinders. The spheres can vary in diameter from about one
1/100 to 3/100 of an inch. The flakes can vary in diameter from
about 9/1000 to 1/10 of an inch. The thickness of flakes varies
from 3/1000 to 1/10 of an inch. The ;ylinders are most always per-
forated, with one to seven perforations. The cylinder diameter
ranges from 2/100 to 5/100 of an inch for powder used in small-
arms, but can be one inch or more for artillery ammunition.

The length is usually three or four times the diameter. Apatt
from shapes or sizes, there are approxiﬁately eighy different
specified bulk densities for powder grains. The dens. ties range

from 0.45 to 1.2 gm/cc.
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For some powder types, screening of the blended powder,
Step 12 of the manufacturing process, would remove any taggants
not of the same size or shape as the powder. To prevent removal
of taggants by screening, by vibratim;'settling, or by pouring
the powder through an airstream, the taggant must be a good match
to the size and density of the powder; The total number of com=
binations formed by the different shapes, sizes’ and bulk densities
would be approximately 200. To adequately match these powders
could require as wmany as sixty to seventy different taggants.

Apart from inviting removal by a terrorist, failure to
produce the necessary variety of taggaéts could result in the use
of taggants which are not suitable to the present manufacturing
process or which stratify in cannisters Hurinq shipping and stor—
age, Stratification of taggants- could allow use of powder thought
to be tagged without taggants actually being in the powder placed
in a particular bomb. Also, a hand loader could suffer a misfire,
and possibly a blown-up firearm, by using pohder with an extra-

ordinary concentration of taggants.
3. Unknown hazards.

It is not possible at this point in time to assess other
hazards or problems which may be created by the introduction of
taggants into the blending and packing operations. ‘As an example,
airveying (conveying with moving air through tubing) is commonly

utilized in packing powder. It simply is not known whether tag-

Py
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-gant materials would create hazards, such as hot spots, when mov-

ing through this type of systenm.

C. Source of Taggants

l. Production of Taggants.

The only source of identification taggants'is currently
the ‘31 Company ("3M"). 3M'recently testified before thé Subcommittee
on Criminal Laws and Procedﬁres of the Senate Judiciary Committee
that it would require two ye&rs lead time before it could begin
production of identification taggants 'on a regular basis. However,
when 3M provided this estimate, it had been focusing on high
explosives and did not know the variety of taggants that would be
necessary for smokeless pdwder. Because ‘of the heterogenous nature
of the grains composing high explosives, taggants added to
explosives need not be any particular size, shapé or density.
Assuming 3M could develop taggants with the sizes and densities
to match the numerous different powder grains found in partiéular
Smokeless powders, it would seem that its lead time. for production

would be significantly greater than recently estimated,

2, Supplvy of Taggants.

It should be immediately recognized that 3M would hold
a monopoly position over the suppiy of .taggants. Although no
person would be leQally barred from competing with 3M, the prac-
tical barriers to entry into the market would be enormous.

The presence of a monopolistic supplier of a product

which the law would require smokeless powder manufacturers to
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purchase and incorporate into their product creates numerous prob-
lems. Any serious disruption to the supply of taggants -- due,
for example, to a strike of M workers —— could result in a dis=
ruption of corresponding length in the manufacture of smokeléss
powder, - Of equal significance, the price charged for the tagygants
may be exorbitant. The expense of producing the taggants may be
high due to the necessity of producing so many different sizes
with different bulk densities. Market control by a single pro-

ducer might well substantially increase that price.

IV. SMORELESS POWDER DISTRIBUTION

A. The Market Structure

As Aerospace stated in its 1973 Annual Report, "Explosives
Tagging and Control”, prepared for ATF,

The smokeless powder chain is quite complex.
Excluding from consideration sales to the Armed
Forces or to commercial ammunition loading com—
panies, and concentrating on smokeless powder
sold in cannisters at retail for hand-locading,
there is a total market of 4 to 4.5 million
pounds per year. Hercules sells to 9 National
distributors; Olin sells to 19+ and DuPont sells’
to 9. The distributors sell t6 hundreds of job-.
bers and compete with each other on this level.
(Aerospace Annual Report at 3-23.).

The nine master or national distributors for Hercules Incorporated
sell powders to between 500 and 600 distributors and jobbers. E. I.
DuPont de Nemours & Coméany master distributors sell powders to
approximately 500 lesser distributors who, in turn, sell to over
20,000 jobbers. The retail outlets for smokeless powder are

the many thousands of federally licensed dealers, The ultimate
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consumer, the handloader, normally buys a 1/2 pount! or 1 pound
cannisteF of powder, k

As noted earlier, a production lot of smokeless powder
is typically between 10,000 and 20,000 pounds, with a range of
5,000 to 50,000 pounds. & given lot of powder will normally be
distributed by the manufacturer to more than one national or
master distributor.é The master distributors will sell powder
from a particular shipment to numerous lesser distributors and
and jcbbers.2

The jobber normally markets po@der in small quantities
to retail outlets in his local marketing area, ind may ship powder
in very small quantities to such outlets throughout the country.
A 25 pound case of powder (containing 25 one-pound cannisters)
purchased by a jobber might be shipped by the jobber to 25
different dealers. The retail dealer purchases handloading powder
at frequent intervals and in small quantities becausé of prevail-
ing government‘regulations regarding shipping and storage of pow-

der,

B. Effect dn the Usefulness of Taggants

The complex structure of the smokeless powder distribution

1/ A typical Bercules Inc. bill of lading is attached hereto
as. Exhibit B and shows a sale of 33,839 pounds of 21 different
products with 2000 pounds being the largest quantity of any
single powder.

2/ Exhibits Cl through C6 are tyvpical bills of lading for

Hodgdon Powder Company, the largest distributor of smokeless
powder, which repackages powder under its own brand name.

35-649 0 = 79 - 12
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s&stem would have a profound effect upon the usefulness of the pro-
posed identification taggants program. Any given lot of smokeless
powder sold in cannisters will typically pass through at least four
lavels of distribution béfore finally being sold throughout the
United States to thousands of individuals buying 1/2 peound and 1
pocund cannisters, We question whether in this situation there would
be benefit to law enforcement from the presence of identification
taggants in smokeless powder which a terrorist ;ses in a bomb.

The last recorded purchasers of a given lot of powder
would frequently number close to 10,000, A given lot could be sold
to 20,000 or more handloaders. These legal purchasers would most
likely be spread throughout the United States. It is difficult to
conceive what benefit law enforcement personnel could obtain from
expending the resources necessary merely'to compose a list of the
10,000 or 20,000 purchasers, much less to.conduct a meaningful inves-
tigation to determine which cannister so purchased was misused. The
large number of ultimate purchasers greatly enhances the possibility
of harassment, intentional or not, of law-abiding dealers and handloaders.

It is particularly difficult to conceive of benefits from
identification tagging in light of two elements of the factual situa-

tion surrounding past terrorist bombings; factual =lements highlighted

both in the February 3, 1978 Report of the Subcommittee on

Criminal Laws and procedures of the Senate Judiciary Committée
"Control of Explosives," and the recent testimony before that Sub-

committee of Glen D. King, Executive Director of the International

Association of Chiefs of Police. First, terrorists typically use
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;telen explosives.i/ Second, terrorists often brag about the
bombings for which they are responsible. The need to.investigate .
10,000 to 20,000 or more innocent purchasers of smokeless powder
Ls reduced, if not eliminated, where the fiéld of suspects is
narrowed significantly by the guilty parties' own actions.

Apparently the members of the smokeless powder industry
are not alore in their inability tc foresee tangiblé benefits 4
from the use of identification taggants. Neither ATF, A€rospace,
nor the International Association of Chiefs of Police, have provided
a specific explanation of the aid to law enforcement personnel £rom
adding identificaticn taggants to smokeless powder. In addition, the
scenarios for benefit to law enfgorcement personnel from tagging set
forth in the cost-benefit study prepared‘for ATF by Management Sciences
Agsociates are totally inapplicable to smokeless powder. Quite frankly,
it appears that the possibility of adding identification taggants to
smokeless powder has been raised only becausée the idea sounds attrac-
tive when congaidered superficially. Its appeal is lost upon evaluation
of the realities of the ballistics, manufacturing and distribution of

smokeless powder.

V. RECORDKEEPING
A. Manufacturers

The burden of maintaining a recordkeeping system suffi-~
cient to allow law enfofcement personnel to trace a lot of tagged

powder would fall most heavily upon distributors, jobbers and re-

1/ Although the Subcommitiee's Repoxt and Mr. King's testimony

T - report incidents of stolen explosives, as opposed to smokeless
powder, presumably the terrorists who choose to produce bombs
from smokeless powder operate in:a Similar manner.
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tailers of smokeless powder. - A manufacturer only deals with its
own powder, A majority of master distributors and most jobbers
and retailers purchase and sell more than one manufactuteé's powW-
der. The manufacturers have automated recotdkeéping systems., ' A
large majority of distributors and most jobbers and retailers do C
not.
The precise cost of recordkeepingyfor a p;rticular manu-
facturer to allow tracing of a Lagged lot of powder would depend v
upon the information currently placed in the manufacturer's record-
keeping system. We have estimated that the recordkeeping cost for

the manufacturers would be between $.05 and $.10 per pound of powder.

B. Distributors and Wholesaleis or Jobbers

Mr. Robert Hodgdon's testimony before the Subcommittee on
Criminal Laws and Procedures of the Senate Judiciary Committee con-~
cerning the recordkeeping costs and other problems presented to dis~
tributors and wholesalers of smokeless powder from the proposed

taégant program is attached hereto as Exhibit D.
€. . Retailers

For retailers major changes and additions to records
and procedures would be necessacy. The taggant identification
numbers on the product would have to be checked against the ship—~
ping documents. Record books would have to be organized or cross-
indexed by taggant numbers and powder types, rather than simply by

" powder types. In turn, iscoming powder would have to be inventor-
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ied by both taggant numbers and powder types. Finally, powders
would have to be grouped in stofaqe‘by téggant number énd powder
type, rather than by type alone. Storage space for powders will
necessarily increase because there likely will be numerous tag-
gant numbers for each tyve of powder, and powders must be stored

_in'such a way that taggant numbers are visible for inventory
checking.,

Upon selling powder the clerk would need to locate the
proper powder type and taggant number page or section in the record
book.  This sequence would be repeated for each different powder
type purchased and for each differently tagged cannister within a
particular powder type.

.The time to execute periodic record checks and inventor-
ies would be increased by the need to identify powders by taggant
numbers. Each time ATF would request the names of all purchasers
of powder with a particular Eaggant, the clerk would conduct a
search of the records and provide the names and addresses of pur-
chasers.

Thé retail dealers have been unable to provide an exact
cost figure for recordkeeping. However, in light of the numerous
additions and changes to their current procedures, the zost could
be significant.

Nore.—Attachments to this statement are retained in the subcommittze files.



APPENDIX 5

STATEMENT BY JOHN J. O’DONNELL, PRESIDENT, AR LINE PiLoTs "
AssocIaTION

Mr. Chairman, I am Captain John J. O'Donnell, President of the Air Line
Pilots Association (ALPA), whizh represents 50,000 professional airline pilets
and flight attendants.

I am grateful for the opportunity to present our views to this committee.

I am even more grateful that yru are considering legislation to combat the grow-
ing scourge of international terrorism. Unfortunately, we live in a time when a
few warped and dangerous individuals can place the 1lives of hundreds of inmnocént
persons in jeopardy.

Terrorists are usually willing -~ sometimes even eager -- to sacrifice
themselves for whatever cause they subscribe to. They have no concern for their
hostages, regarding them only as mere aids in achieving an objective.

The growing supply of sophisticated weapons and explosives -available today

to terrorists makes them even more dangerous, For eéxample, Mr. Chairman, we know

(178)
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there are small surface-to-air missiles available right now to varidus terrorist
groups. We also know of at 1east two incldents in whicﬂ terrorists with these
nisailes have been artested n.ar alrpoxrts. It is only a question of time until
someone uses such a migsile to shoot down an airliner and murder the innocent
persons on board.

Even more frightening is the prospect that some of the large amount of
auclear material availsble will find its way to a terrorist group. Sooner or
later, innocent residents of a ecity will find themselves facing nuclear destruc—
tion not from a hostile nation but from a small band of fanatics.

Some may ask, what does terrarism have to do with commercial aviatian?

The answer {4s: quite a lot because airliners and their passengers are one of
the most attractive targets for terrorists.

The reasons for this attraction include the following:

- Airlines are highly ddentifiable with their country. Most are government-
owned, and even privately-owned airlines such as Pan American and TWA are widely
considered to represent thelr countries,

~ The place of attack can be selected from a variety of airports considering
such factors as security arrangements, closeness to the destination and political
gtance of the government.

~ Modern airliners cost up to.$50 million. Where else can something so
valuaﬁle be taken so easily?

- The aircraft are relatively fragile and can be easily disabled or destroyed

“with a few dollarsg worth of easily obtainable materials.

- There will be as many as 400 passengers of different nationalities on a
single flight. They make invaluable hostages.
-~ The hijacked aireraft provides the terrorist with a fast, rellable means

of escape to almast any part of the world.
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~ One of the goals of terrorists is publicity., Atfrcraft hijackings and
airport terminal attacks are proven world-wide attention-getters.

Because terrorism today is frequently international, there are some who
gay the United Nations is the proper body to deal with it. However, the airline
pilots of the world have been struggling for more than eight years to find measures
to block the terrorism that threatens us and our passengers. Many of ouxr efforts
have been in the forums of the U.N., and they have been without success.

We have been forced to conclude that the U.N. has neither the will nor the
way to take effective measures against international terrorism. The only prac-
tical method, we have decided, i3 firm action by a few powerful nations,

The legislation you are considering, H.R. 13387, is an example of the kind
of action we are talking about. We are pleased and relicved that the Congress
is taking action now on the vital issue of international terrorism.

For too many years, Mr, Chairman, airliine pilots have been pleading for
diplomatic solutions to the problem of international hijackings, and for too
many years the United States has been merely talking about it,

Meanwhile, internationaX terrorism has continued to grow like a cancer.
Because we have an effective security system in this country, we tend to overlock
the fact that aireraft hijackings are still with us. There were 30 throughout
the world last year; exactly twice as many as in 1976.

Adrline pilots believe legislation is sorely needed to cope with the growing
number of hijackings and other incidents of international terrorism. As drafted,
H.R. 13387 would give the President and the Cabinet a nimber of tools that can
be used effectively and flexibly in dealing with terrorists, countries that: aid
them and foreign alrports that have poor security.

The Houde bill is similar in many ways to one that Senator Ribicoff has
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sponsored in the Senate. TFour committees have already reported the Senate bill,
and we expect it to be passed shortly.

Sections 4 and 5 of the House bill, which require the Prgsident to identify
publicly those countries that support intemnational terrorism and to take action
against them, provide an appropriate mixture of firmness and flexibility.

There are only a few countries that, in the language of the bill, "have dem-
onstrated a pattern of support for acts of international terrorism." :Libya and
Algeria are two that come quickly to mind.  But even one countiy supporting ter-
rorists is too many. We hope that firm action by the U.S. and other countries
will cause these outlaw nations to change.

We believe that Section 6 on improving security at foreign airports will
have a major~im§£ct on aircraft hijackings. Effective screening of passengers.
before boarding is the most Iimportant single action foreign governments could take
to cut down on hijackings.

Such screening now takes place only in a few countries, such as the U.S,,
the United Kingdom and Israel. Security in most of the world is usually non-exis-
tent or at best ineffective.

The figures speak for themselves. Of the 25 hijackings iavolving foreign
aircraft last year, the Federal Aviation Administration found that 21 "oceurred
because of weak passenger: screening procedures.”

Incidentally, to illustrate the scope of intemnational terrorism, those 25
hijackings took place in 17 different countries, and the hijackers boarded the
aireraft -at 24 different airports.

The requirement that the Secretary of Transportation display prominently in
U.S. airports the names of those foreign alrports that have inadequate security
will help publicize the lamentable security situation in most of the world.

U.5, airlines are already required to screen passengers boarding at forxeign
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alrports. In some instances, our airlines have been increasing their share

of passenger traffic hecause people prefer to fly on the airline with less chance
of being hijacked. - That has caused some reseutment on the part of some foreign
governments and ailrlines. '

Mandatory screening of passengers would do ‘away with that competitive edge
for U.S. airlines, but it would make flying safer for all of us.

Another move that will make flying safer is the use of éxploeive taggants,
There are two types ~- identification taggants that tell investigators what kind
of explosive was used after the explosion occurred, and detection taggants that
enable hidden explosives to be detected before they go off.

Detection taggants will make it much easier for airlines and security officials |
to fight the growing threat of aircraft sabotage. Our main concern is that legis-
lation require detection taggants. Identification taggants are helpful and should
be required also, but they will not aid the victims of an explosion on an aircraft,

Detection taggants are not yet fully developed, and it could be as long as
three years before they are in production. On a cautionary note, Mr. Chairman,
legislarion should not require use of detection taggants befare effective ones
that cannot easily be clrcumvented are developed.

We consider Sections 4, 5 and 6, dealing with nations that support terxrorism,
posgible sanctions against them and airport securlty to be the heart of any anti-
terrorism legislation. We strongly support them, and we urge you to act promptly
s0 that this needed legislation may become law this year.

That is our goal. No one disputes the need for effective legislarion such
ds H.R. 13387 to combat internationdl terrorism. As I mentioned eariier, the
Senate is expected to ﬁass a similar bill shoxtly.

Frankly, we are leéss optimistic about the prospects for H.R. 13387 iIn. the
~House. Time is slipping away rapidly. The 95th Congress will be history in a

few weeks, There is much to be done before this important bill can pass the House
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of Representatives.

We commend you, Mr. Chairman, for your leadership in scheduvling d subcommittee .
hearing and mark-up, and we expect the full committee will act promptly on this
bill.

On behalf of the afrline pilots and the millions who £ly with us; I urge you
to hged our plea and make the necessary. efforts to get a bill passed in this Congress.
We have been -terrorist targets too long, and for too long our pleas 'ﬁave been ignored
Now we have a fine opportunity to obtain effective legislation. It would be tragic
1f all of us do not do our part in securing passage of H.R. 13387.

We announced at a meeting of the world's airline pilots earlier this year
that Senator Ribicoff had introduced anti-terrorism legislation, and the pilots
responded wii:h a standing ovation., That illustrates the depths of feeling airline
pilets throughout the world have on this legislation. We would like to convey their
deep appreication and thanks to you, Mr., Chairman, and the members of the subcommittee
for your efforts on behalf of H.R. 13387.

We at ALPA are ready to assist you in any way we can. . Thank you very much,

Mr. Chairman, for the opportunity to be heard on this vital legislation,



APPENDIX 6
STATEMENT OF THE AIR TRANSPORT ASSOCIATION OF AMERICA

The Air Transport Association of America, which repre-
sents virtually all of the scheduled airlines of the United
States, commends the Subcommittee for focusing on legisla-
tive changes to strengthen Federal policies and programs for
combatitip terrorism. We are pleased to have the opportunity
to submit a statement on H.R.133é7, the proposed anti-terror-
ist legislation.

Airline security offiecials throughout the scheduled
airline industry have dedicated-their efforts over the last
several years to achieving the highest possible level of
security for U.S, airline operations world-wide. Mosf,
importantly, they have not been alone in striving toward that
goal; they have worked side-by-side with equally dedica . d
security experts in our government, with'the strong encour-
agement of the Congress and every Administration, in what
has been described as one of the finest examples of govern-

ment/industry cooperation in many years.

(184)
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We were deeply gratified by the agreement reached at
the economiC'sumﬁit two months ago; promising immediate
action by seven of the major aviationvpowers of the world,
to cease comnercial air service to or from any country that
harbors airline hijackers. We look forward to the early

implementation and expansion of this dramatic accord to all

civilized nations.

Scope ot the Problem

While the number of hard core international terrorists

is actually quite small (perhaps only a few hundred),  their
despicable actions, fed by instant globa} publicity, have
seriously affected many elements of government, business and
the general public, Ambassadors and military attaches,
Prime Ministers aﬁd other public officials, as‘well as pri-
vate citizens, have been slain, banks robbed, planes, ships
and trains hijacked, and public, commercial and residential
buildings and automobiles bombed.

Airceraft hijackings by terrorists and other criminals
have received massive publicity, yet they constitute a small
percentage of the problems. For instance, of the 151 hijack-
ings of U.S. aircraft since 1988, four could be ascribed to
terrorists. In the last seven years, there has been only
one terrorist hijacking of é U.S. ajircraft. Fortunately,
and due in substantial measure to the achievements of govern-
ment/industry aviaigon teams around the world -- with the *

U.S. among the acknowledged leaders -- aircraft hijackings
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by international tefrorists'declined dramatically after the
peak year of 1970. The trend was awdy from the formidable
barriers efected by most of the world community against
aviation terrorism and toward what have become relatively
simpler, more easily accomplished forms of terrorism, such
as bombing, incendiary attacks and armed assaultl

We recognize the fact that there has been an increase
in the number of foreign hijackings in the past year. And,
as long as we face the dreadful experience of one aircraft
sabotage, or one successful hijacking, or any other mindless
act against the users and operators of civil aviation, we
face the challenge of enhancing the unified effort to thwart
these vicious crimes against mankind. We understand that

to be the focus of the Subcommittees deliberations.

Current Aviation Propgrams to Counter Terrorism

In exploring ways to meet the challenge, it is useful
to consider what has been done to date.. The aviation-related

aspects of terrorism represent a matter of serious concern

to the airline industry as well as governments. Consequently,

the deterrent programs in place today were developed by the
aviation industry in conjunction with governments. All U.S.
carriers operate undér a standard security program approved
by the Federal Aviation Administrition. ©Each year the member
- carriers of ATA spend more than one hundred million dollars
on screening of inFernational flights (bothyto and from the

United States) and domestic flights. " The FAA regulatory role
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includes inspection of the security operations of 411 U.S.
carriers as well as the foreign carriers flying to, from or

within the U.S..

International Airport Inspection Program

This activity is supplemented by the inspection pro-
gram of the Security‘Advisory Committee of the International
Air Transport Association (IATA) whose membership includes
over 100 of the world's major international airlines. IATA
has developed and promulgated its own airport security stan-
dards for international airports. At the invitation of the
governments involved, in—depth’security surveys under IATA
sponsorship have been conducted at airports throughout the
world. This is an ongoing program in which ATA memﬁer carrier
security experts frequently participate; indeed, Mr. Steele,
Director of Security of TWA, and Mr. Sullivan, Viece President,
Audits and Security of Pan American were members of a team
that recently conducted a security survey at a large foreign
airport.

IATA Resolution

Another significant act by the world's airlines was
the passage of a resolution of IATA's Annual General Meeting
held in Madrid last November, calling upon the international
Civil Aviation Organigation (ICAO) to amend the Chicago
Convention by incorporating the Tokyo (Crimes Aboard Aifcrnft),
Hague'(uijucking}‘and dHontreal (Sabotuge) Conventions therein

and applying the provisions requiring expulsion of member
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states failing to ratify the amendments 5o incorporated.

A further important step in building uniformity and
security discipline worldwide was a June 2, 1978 message
from the Director General of IATA to the presidents of all
member ‘airlines urging them to make every effort to obtain
commitments from.their governments to implemént IATA recom-
mended security practices, particularly the sterile concourse
concept for screening passengers.

We endorse the IATA‘message and we are certain that,
where -possible, machine sereening through a sterile concourse
would enhance security at the world's airports.

ICAO Actions

The airline industry strongly supported the proposal
by Secretary of Transportation Afams, as presented to a
special meeting of the ICAO Council, urging that the highest
priority be given to the October 1977 ICAO Assemhly resolu-
tions on security, that a variety of security measures for-
mulated by ICAO be upgraded from recommended practices to
worldwide standards, and that the promising program of
regional aviation security seminars be increased and expanded,
Qur industry also wholeheartedly applauds the United Nations
Resolution condemning aerial hijackings, énd other acts of
violence Against civil aviation, and calling upon all states
to improve security érrangements at airports and rgtify or -
accede to the Tokyo, Hague and Montreal Convéntions.

Carrier Scre¢ning

As cain be seen, much has been done by the carriers,

o
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by the U. S. Goveramment, by IATA, by ICAO, and by the UN to
insure recognition of the universal need for quality deter-
rent programs. In addition, there is‘increased carrier
recogn?tion that they must provide security for their flights,
whether or not governmentis participéte. Fortunately, a
willingness of foreign authorities to grapple with the
security problem is the general experience. However, in
situations where the performance of airport authorities has
appeared inadequate, our carriers, as well as those of other
flags, have taken it upon themselves to provide the necessary
personnel and equipment to insure safe and speedy transpor-
tation for our passengers and cargo. Atvtimes, these are

individual carrier undertakings; at other times, joint efforts.

* ok k

The section of H.R. 13387 that impacts most directly
on airline operations and therefore is of particular interest
to our industry is the proposed aﬁendment to Section 1115
of the Féderal Aviation Act of 1958 relating to security
standards in foreign air transportation. Section 11l15(a)
would reqﬁire the Secretary of Transportation to assess
periodically the effectiveness of security measures at foreign
airports. These aséessments would be made in consultation
with the appropriate aeronautic authorities of the concerned
foreign government. We believe that provision should also
be made for consultapion with the U.S. flag carriers serv=

ing that airport sinct the member carriers of ATA would be

35-649 .0~ 79 ~ 13
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willing to provide additional security, if necessary, to
remedy deficiencies in the security measures at the airport.

As mentioned previously, our corriers have taken it
upon themselvés to provide personnel and cequipment to
enhance security at some foreign airports and would ke wil-
ling to extend this practice to other locations where it
proves necessary. In short, we believe that a viable alter-
‘native to withholding or revoking the operating authority of
any carrier to engage in foreign air transportation at an
airport would be to permit the carrier or carriers to supply
the manpower and equipment to get the job done.

Section 1115(d)(1) sets a six moqth time limit fox
remedial steps to be taken by a foreign government prior to
publishing in the TFederal Register, and posting noticus at
U.S. airports, the names of the foreign airports where
security measures arelfound to be below ICAO standards, We
believe that in most instances the six month period would
be adequate, but there could be occasions when additional
time would be required. Ve believe that H.R.33387 should
be amended to cover such situations, especially since
interim measures by carriers may heip to bridge any time-gap.

The airline industry heartily supports Secfioh 7
. which authorizes aviation security assistance to foreign
governments.: Expert, impartial surveys of international
airports and well-conceived training programs in aviation
security for foreiﬁp nationalsg are to the mutual advantagé

of 2ll countries. '
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Section 8 gccommodates the extension of existing
security measures to charter flights.  We are pleased to
advise this Subcommittee that the regulation iequiring
screening of public charter flights became effective on
July 25 and, to the best of our knowledge, no significant
problems have surfaced.

Section 9 would require mandatory use of identifica-
tion and detection taggants in the manufacture of explosgives.
The girline ;ndustry has always supported such a program and
strongly endorses the proposed provision. Turther, the air-
lines urge that an even greater empbasis and priority be
given to the research and development effért for detection
taggants in keeping with our primary goal of crime preyvntion.

Sections 10 and 11 set forth the penalties, includ-
ing civil pé¢zalties, for aircraft sabotage, damage or inter-
ference with the operation of an aircraft, acts of violence
against crew members or passengers, aircraft piracy, conveying
threats and imparting false information concerning attempts
to commit crimes such as sabotage, air piracy and damage to
aircraft. The airline industry has long supported the
Depaftments of Justice and Transportation in efforts to
obtain such penalty provisions, and we therefore endorse
these provisions as well.

In addition, Section 10 sets Iorth certain other amend-
ments of our Criminal Code, cccasioned by U.S. ratification

o ‘

of the Montreal (Sabotage) Convention.  laving provided an
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adviser to the U.S8. delegation in the development of the

Montreal Convention, the Association is particularly

conscious of the wisdom and dedication which went into its
formulation. The airline indusiry wholeheartedly endorses
these amendments and any other steps necessary to insure
full U.S. implementation of this important treaty.

A subject that is allied to crimes against aircraft, -
and a source of concern to airline security officers, is
the carriage of loaded weapons in checked baggage.

The Civil Aviation Security Service of the Federal
Aviation Administration recently amended Part 121.585 of
the Federal Aviation Regulations on the carriage of weapons
aboard aircraft. A copy of the amended regulation is
attached, and we request that the attachment be included in
the record.: One of the provisions in the amended Part 121,585
is that '"no certificate holder may knowingly permit any
passenger to carry, nor may any passenger carry, while aboard
an aircraft being operated by that certificate holder, in
checked baggage, a loaded firearm."

The member caxrriers of the Air Transport Association
strongly supported the Notice of Praoposed Rule Making that
led to amending Part 121.585 of the Federal Aviation Regula-
tions:. One of the reasons for this strong support is that
in November 1976, un employee of Frontier Airlines was killed
when a firearm discharged accidentélly while checked bagguge

was in the process of-Dbeing transported to an aircraft,

’
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And just last month, an employee of Ozark Adir Lines was
wounded when a loaded handgun dischurged in a passenger's
checked luggage during baggage makeup handling in St. Louis.

A violation of the FAA reégulation could result in a
civil penalty of up to one thousand dollars. We believe
that carriage of a loaded forearm in checked baggage is a
criminal offense and we strongly urge that a federal law be
enacted to insure that people who carry loaded firearms in
baggage to be checked aboard a commercial aircraft are duly
punished.

We believe this could be accomplished by inserting
after the word "knowingly'" in Title 18, Section 922(&) of
the U.5. Code the following: "to cause to be transporfed
aboard any common or contract carrier for movement in inter-

state or foreign commerce any loaded Rirearm or...."

Additional Suggestions

Member carriers of our association have alsc asked
that we relay. to the Committee three suggestions to enhance
the efforts to combat terrorism:

(1) Continue the recent improvement in the Federal
Government's collection, evaluation and dissemination of
intelligence information.

(2) Seek the cooperation of the news media in order

to avoid the reporting of terrorist actions in such a manner

"as to aid or abet tefyorists during an ongoding incident or

to encourage future acts of terrorisn.
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(3) Urge that Interpol, with its membership of more
than 100 natiofis, give high priority to the investigation,
apprehension and prosecution of criminal terrorists as well

as the improvement of security at the world's airports.

We thank the Subcommittee for the opportunity to sub-
mit this statement and will be pleased to forward any

additional information reguired.



APPENDIX 7

RESPONSES BY THE DEPARTMENT OF JUSTICE TO QUESTIONS SUBMITTED
BY THE SUBCOMMITTEE ON INTERNATIONAL SECURITY AND SCIENTIFIC
AFFAIRS :

The followiig is in response to questions submitted
by captioned committee following testimony by Deputy Assistant
Attorney General Mary C. Lawtorn, Office of Legal Counsel,
Department of Justice, and Section Chief Sebastian S. Mignosa,
Terrorism Section, Federal Bureau of Investigation (FBI).

It should be noted Question 3 is being referred to the
Department of Justice for response.

1) There has been major concern about proper
Federal-state coordination in handling terrorist incidents.
If, for example, an airline hijacking were to occur in a given
city, what would be the roles of the following agencies and
authorities: ‘the FBI? +the FBAA? the State Department?
the Interagency Working Group on Terrorism, the Executive
Committee of the Working Group, and the National Security
Council? the local law enforcement authorities and appropriate
airline officials?

By virtue of Title 49, Section 1472, Subsection (o},
U. S. Code, the FBI of the Department of Justice has investi-
gative jurisdiction with regard to Subsection (i) (Aircraft
Piracy) of the Crime Aboard Aircraft Statute which deals with
the commission or attempted commission of Aircraft Piracy which
is defined as any seizure or exercise of control by force or
violence or threat of force or violence or by any other form
of intimidation and with wrongful intent of an aircraft within
the special aircraft jurisdiction of the United States. An
attempt to commit Aircraft Piracy should be within the special
aircraft jurisdiction of the United States even though the
aircraft is not in flight at the time of such attempt if the
aircraft would have been within the special aircraft juris-—
diction of the United States had the offense of Aircraft Piracy
been completed. ) :

"special aircraft jurisdiction of the United
States" includes the following aircraft while in flight -
“a. civil aircraft of the United States; b. aircraft of the
national defense forces of. the United States; c. any other’
aircraft within the United States; 4. any other aircraft
outside the United States - (1) that has its next scheduled
destination or last point of departure in the United States, .
if that aircraft next actuwally lands in the United States:
or' {2) having 'an offense,' as defined in the Convention
for the Suppression of Unlawful Seizure of Aircraft, committed
aboard, if that aircraft lands in the United States with the
alleged offender still aboard; and e. other aircraft leased
without crew to a lessee who has his principal place of
business in the United States, or if none, who. has his .
permanent residence in the United States; while that aircraft
is in flight which is from the moment when .all external doors
are closed following embarkation until the moment when one
such door is opened for disembarkation or in the case of a
forced landing, until the competent  authorities take over the
responsibility for the aircraft and for the persons and :
property aboard."” : :

(195)
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On February 26, 1975, a Memorandum of Understanding
between the Federal Aviation Administration (FAA) and the FBI
was signed by the Director of the FBI and the Administrator
of FAA outlining the authorlty and responsibility with regard
to law enforcement activity in aircraft-hijacking situations.
This Memorandum, in effect, gives FAA exclusive responsibility
for, the direcétion of any law enforcement activity iavolving
these offenses when an aircraft is in flight, that is from
the moment when all external doors are closed. followiny
embarkation, until the moment when one such door is opened
for disembarkation. In those instances in which FAA, after
having fully considered the expressed wishes of the pilot in
command, the responsible official of the airline operating
the aircraft, and the FBI, determines that law enforcement
action is appropriate, they shall request the FBI to advise
as to the appropriate methods to be used and, after FAA
approval, take the law enforcemént action that is required.

i)
.~

N

When the airceraft is not in flight, that is prior
to the momert when all external doors are closed after
embarkation, and after the moment when one such door is opened
for disembarkation, the FBI shall make the decision to take
law enforcement ‘action in these situvations. The FBI shall
give full comnsideration to the expressed wishes of the pilot
in command, the responsible official of the airline operating
the aircraft, and the FAA prior to initiating action. The
decision of FAA shall prevail in those instances where a
questlon arises as to whether an aircraft is in €light or is
not in £light.

Since the FBI has primary jurisdiction for hijacking,
the Department of State would assist in the area of inter-
national travel by representing the United States abroad in
terrorist situations. ILocal law enforcement authorities would
serve in an assistance role as required and directed by the
FBI. Appropriate airline officials would provide assistance
as needed during the incident t¢ include technical data
regarding the aircraft. The Int@ragency Working Group on
Terrorism, the Executive Committee of the Working Group; and
the National Security Council are advised of the occurrence
of ‘the terrorist incident and would provide assistance as
needed during the incident as well as directives from the
President regarding ramifications of the particular incident.

. 2) In the event of a nuclear threat from terrorists
in a given city, what would be the role of the following:
the FBI? DOE and/or NRC? the Interagency Working Group on
Terrorism, the Executive Committee of the Working Group, and
the National Security Council? DOD and other appropriate
agencies? :local law enforcement authorities?

The FBI derives dits jurisdiction to investigate
nuclear incidents, which are of a -criminal or terrorist nature,
from various criminal statutes under which the FBI has investi-
gative jurisdiction. These statutes are primarily the Atomic
Enexrgy Act of 1954, Title 42, U. S. Code, Sections 2011~ 2281,
and Extortlon, Title 18, U. S. Code, Sections 873 and 875-877.
The FBI is also the lead agency in combating terrorism within
the United States and, as such, would gather intelligence
1nformat10n whlch might prevent a nuclear 1nc1dent from .
occurring. - A

A
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The Atomic Energy Act gives the FBI jurisdiction
over various areas dealing with special nuclear materlal,
by~product material, and atomic wedpons. Within this Jjuris~
diction is the control of communication; receipt and
unauthorized disclosure of restricted data; and the unlawful
possession, transfer, or receipt in interstate commerce of
special nuclear material, by-product material, or atomic
weapons. The Act also'covers trespassing and photographlng
©of Department of 'Energy or Nuclear Regulatosy Commission
installations.

The Extortion Statute deals primarily with
threatening messages which contain demands for ransom or
reward coupled with threats to do injury to persons or
property. Nuclear extortions deal exclusively with the
threatened us€ of nuclear material if the extortionate
demands are not met. Special handling of these matters is
necessitated@ based upon tlie need to establish the credibility
(both technically and psychologically) of the use of this
material.

In anticipation of an incident involving a nuclear
devicde or nuclear material, or a threat to use a nuclear
device, the FBI maintains comprehensive plans which permit
a rapid and well-coordinated response. Thesé plans bring
preselected personnel into management and control of any
incident at the earliest possible time and make full use of
all necessary resources available to the Bureau. Integrated
into the FBIHQ plans are the contingency plans of each field
division, which include predesignation of specially-trained
Agents who have been identified to the Department of Energy
(DOE) and Nuclear Regulatory Commission (NRC), so as to allow
them immediate access to highly classified areas or information
if necessary.

To aid in coordination of the combined efforts of
FBI, DOE, and Department of Defense/Exp1051ve Ordriance
Disposal (DOD/EOD) personnel in the event of a nuclear
threat incident, the roles assigned to each agency are

* defined in a Memorandum of Understanding between the FBI

and the Energy Research and Development Adninistration (now
DOE). To ampllfy the éxisting FBI~DOE agreement and to more
clearly define the role of DOD personnel, a Memorandum of:
Understanding between the FBI, the DOE, and the DOD is
presently being drawn up.

In addition to the actions which are Yo.be taken
by participating agencies, which are set forth in ¥he Memo-
randum of Understanding, the following. procedures are followed
to assess the credibility of the nuclear threat:

Upon receipt of the extortion commiunication, it is
immediately furnished to DOE Headquarters which; through its
scientific laboratories, provides a technical credibility
assessment of the threat.

A psycholinguistic analysis' of the content of the
communication provides informatior as to whether or not the
writer or writers of the ‘communication have the technical
background and behavioral traits to use a nuclear device.
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Following the psychollngulstlc and technical
assessments, a decision is made by the FBI as to whether or
not DOE's Nuclear Emergency Search Team (NEST) group should
be asked to initiate search procedures to locate the nuclear
device. The search is conducted utilizing sophisticated
technical equipment designed to detect the presence of an
improvised nuclear device through the location and identi-
fication of radioactive emissions: Once the device is located, 1
it becomes the responsibility of DOE scientific and EOD
personnel to render the device safe. The FBI is .in overall
command of each of thesé situations from their inception to
their ultimate resolution,

~

In August, 1977, a joint FBI, DOE, and DOD exercise
designed to evaluate nuclear threat 1ncrdent contingency
procedures was successfully conducted.

In the event of any loss or theft of nuclear
weapons or materials, the FBI will institute essentially
normal investigation procedures, committing whatever resources
are necessary.

Therefore, in a situation of a nuclear threat from
terrorists in a given city, many different Government agencies
are involved to provide technical assistance and advice and
other law enforcement authorities would necessarily be
involved contingent upon the magnitude of the threat posed
by the terrorists. Both the National Security Council and
the Interagency Working Group on Terrorism would be advised
regarding the events as they occur for their assessment of
the situation and its ramifications. The contingency plans
for each FBI field officve provide for liaison with and
assistance of other Government agencies and law enforcewment .
authorities for terrorist incidents.

4) A recent Politics Today article has made mention
of a secret CIA memorandum that predicts that the United
States will experience major terrorist attacks beginning
within the next 18 months. The article also states that
because of domestic security investigations guidelines, the
FBI is presently unable to collect meaningful intelligence
on terrorist groups to prevent terrorist incidents from
occurring. Would you care to ccmment on this report and its
validity? Have the guidelines hamstrung the FBI in this
effort? How have the recent personnel cutbacks in the FBI
affected the antiterrorist effort?

It would not be appropriate, nor is it within the
purview of the FBI to comment concerning the validity of.a
memorandum which emanated from the Central Intelligence
Agency (CIA). Analys1s of a CIA memorandum may be obtained
by addreSSLng the issue to CIA.

Terrorism in the United States, while not as
rampant or violent as in other parts of the world, continues %
to exist and poses a real threat to security of this Nation.

Stephan T. Possony, Ph.D.; University of Vienna;
Professor, International Policies, Georgetown University;
Senior Fellow, Hoover Institute on War, Revolution, and Peace; - o«
member of the American Council on World Freedom, presents the -
pogition in his book, International Terrorism - The Communist
Connection, 1978, that although the United States has been free
of international terrorism as evidenced recently by factions of
-the Japanese Red Army, Baader Meinhof Gang, Red Army Faction
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of Burope,; and Italian Red Brigade, this immunity to terrorism
will not continue because of the ease of entry into the

United States and the fact that the political problems in

San Juan, Puerto Rico, and Canada; as well as overtures to
establish diplomatic relations with Cuba, will cause terrorist
activity to increase.

Commander James Francis Nevill, Commanding Officer
of the Antiterrorism Squad, New Scotland Yard, recently
touréd the United States as a guest lecturer on terrorism
and states that he sees an analogous terrorist situation in
the United States as existed in London, England. At the time
the Irish Republic Army chose London as their target, minimal
resources were being allocated to terrorism and the collection
of information regarding individuals and/or groups advocating
violerice. Thus, New Scotland Yard had to respond in a
reactive manner to combat terrorist activity. The United
States is vulnerable to terrorist activity because of the
ease of entry into the Country and the apparent ease by which
false identification, weapons, and explosives may be obtained.

On September 21, 1978, Palestine guerrilla groups
announced in Damascus, Syria, that in response to the
Camp David Summit peace initiative, attacks will be made by
Palestine guerrillas on the United States and other Western
countries, citing the fact that the base of operations for
these attacks will be moved and targeted against the United
States.

Therefore, due to. the liobility, access to false
identification, availability of weapons and explosive material,
and the funding of terrorist groups, it is apparent that no
country will be immune from the specter of terrorist activity.

The Attorney General Guidelines for Domestic Security
Investigations are not known to have had any adverse effect on
the FBI's efforts or ability to deal with terrorist activities.
The investigations of those individuals and organizations
undertaken in accordance with the Guidelines are a necessary
part of the FBI's response to.potential terrcrist acts and have
as ‘their purpose the identification of the problem before it,
in fact, possibly results in terrorist activity.

Domestic security investigations have been responsible
for the development of 1nformatlon'concern1ng the involvement
of individuals or groups in criminal actions leading. to
eventual prosecutive action. As an example, on September 22,
1977, Allan H. Randall, a successful labor attorney in San Juan,
Puerto Rico, was shot to death. The same date, a communigue
was located stating Randall was guilty of crimes against the
Puerto Rican labor movement. Discovered on the communique
were latent fingerprints. Based on- -the FBI's prior domestic
security investigation of a domestic terrorist group, the
identities of a number of individuals considered likely
bombing suspects were complled. ‘Comparison of the latents
located on the above communique with the fingerprints of these
individuals determined that:they belonged to Miguel Angel
Cabrera Figueroa, an organizer for the Brotherhood of Teamsters
Labor Union in Puerto Rico.

The President's Fiscal Year (FY) 1979 Budget
submission to Congress for the: Domestic Security and Terrorism
Program requested 283 positions; 276 work-years, and -
$9,869,000, ‘The budget authorized by Congress for the
Domestic Security and Terrorism Program consists of 375
positions, 365 work-years, and $11 422,000.

PSR,
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L. This will allow the FBI to remain the principal
United States Government agency responding to terrorist
actions since approximately 99 percent of all terrorist
activities fall within the investigative responsibility of
the FBI.

5) ' Section 9 of H.R.13387 calls for the incor-
poration of identification and detection taggants into
various explosives and regulates the sale, manufacture,
transportation, receipt, distribution, import, and resale of
explosives in order to provide that such explosives contain
such taggants. Do these taggants, particularly with respect
to black and smokeless powders, contribute significantly to
the apprehension of terrorists who use such powders in
bombings? In general, how would such a provision for all
explosives make identification of suspects much less difficult?
Do you regard taggants as an extremely useful tool in law
enforcement?

. Black and smokeless powders are frequently used
as the explosive charge in improvised explosive devices or
homemade bombs. Based on information reported to the FBI,
these two products were the explosive charge in 1,386
improvised explosive dévices during the two and one<half
years ending in June, 1978. Therefore, th: FBI favors tagging
black and smokeless powders along with all other explosives
when technology permits.

Placing taggants in explosives to permit post blast
identification of the explosive and the obtaining of certain
tracing data will be of assistance to law enforcement.  However,
it is mot possible for anyone to estimate the value of a
tagging program in terms of increased apprehensions or decreased
bombing incidents attributable solely to the tagging program.

3) A difficult jurisdictional problem would seem to
arise in terrorist -incidents which originate abroad but
terminate in the U.S. - Under the Montreal Convention a number
of actions are required of the U.S. to fulfill its obligations
as a signatory including establishing jurisdiction over a
number of offenses when committed in the U.S. or involving
U.S. property. ) :

—--In a case such as this, what would be the appropriate
roles of the following: i )

the Justice Department?
the State Department?
any other authorities or agencies?

As to terrorist incidents which originate abroad but
terminate in the United States, or which ocecur outside the
United States, the Department of Justice throughk the Federal
Bureau of Investigation would usually advise the Department
of State that the ‘terrorist is within its custody. The
Department’ of State upon receipt of information that the
terrorist is in custody within +this country would then advise
the foreign country or countries whose citizens may have been
in any way involved in the terrorist incident or whose interests
may have been affected by such a terrorist incident or in whose
Jurisdiction such a terrorist incident occurred or was continued.
The above-mentioned foreign country or ¢ountries may request
that the Department of ‘State extradite the terrorist. In such
an instance, the Deépartment of State should coordinate any
request for extradition with the Department of Justice. The
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latter could recommend that the Department of State approve
the réquest for extradition of the terrorist by the interested
foreign country and the Department of Justice upon receiving
notice of such approval would instruct the United States
Attorney having venue over the terrorist to seek the issuance
of a warrant of extradition. If, however, the Department of
Justice determines that prosecution of the terrorist would be
appropriate under the circumstances, the Department of Justice
would instruct the United States Attorney having venue over
the terrorist to initiate prosecution proceedings and inform
the Department of State of the action taken. Upon receipt of
such information, the Department of State should relay this
information to the foreign country or countries concerned.
Also, if one of the states has concurrent jurisdiction over an
offense arising out of a terrorist incident, it may bé appropriate
for the Department of Justice to contact the state authorities
concerned and endeavor to obtain the agreement of the state
authorities to accede to extradition or federal prosecution as
may be appropriate under the circumstances.

In addition to the above, the appropriate roles of other
agencies in response to the terrorist incidents mentioned above
are as follows:

(a) The Federal Aviation Administration should be
notified by the Department of State so that it may determine
what impact; if any, such a terrorist incident would have
on the security of American carrier aircraft and, if so, the
FAA should initiate appropriate measures to prevent similar
recurring incidents from affecting the security and operations
of BAmerican aircraft.

{b) The Immigration and Naturalization Service should
be informed of the terrorist incident so that it may take
action to determine whethex or not the terrorist is a citizen
of the United States, oxr if the terrorist is in fact a citizen
of the foreign country which he purports to be a citizen of
or another foreign country.

(c). The United States Customs Service should be notified
so that it may examine the possessions of the terrorist for
the purpose of determining whethexr or not Customs laws ox
regulations were violated.

0f course depending upon the circumstances leading up
to-and surrounding terrorist incidents, other agencies such
as the Drug Enforcement Administration, the Bureau of Alcchol,
Tobacco and Firearms or the Department of Agriculture could
also have roles to fulfill with reference to terrorist
activities which may fall within the cognizance of those.
agencies.
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