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EXECUTIVE SUMMARY AND GUIDE

Computer-related crime is defined for the purposes of this manual
as any 1illegal act for which knowledge of computer technology is
essential. Prosecutors are well advised - to treat cases .involving
computers within the context familiar to them and the courts. They
should minimize technical aspects that may confuse lay persons-and thus
lead to reasonable doubt, acquittals. Therefore, the purpose of this
manual is to provide prosecutors‘ and investigators with both the
simplest, - most straightforward means of successfully prosecuting
computer—-related perpetrators and the technicfl context when needed.

The manual is written for prosecutors and investigators who know.

little about computer technology and those with extensive technical
knowledge. For lay persons, this manual i3 an aid to determine when
technical expertise should be used and how to interact with the people
who provide {t. The investigator or prosecutor experienced in computer

technoiogy will find much information that will assist in dealing with

the most sophisticated of computer-related crimes. '

To facilitate understanding in using the manual, it is recommended
that the computer technology novice start first by studying Section VI,
"Overview of Computer Technology,” and using the glossary of terms in
the front of the manual. The glossary also provides a quick reference
for other readers encountering unfamiliar technical terms in the text.
The glossary was derived frowm commonly used definitions and from legal
definitions in computer-related crime laws and legislative bills. A
cross-reference index at the back of the manual will assist readers in
locating a specific subject.

The manual is written in a form combining legal, technical, and
investigative concepts. The first four sections of the manual follow
the typical order of events for prosecutors and investigators in
handling a criminal case. The sections ‘are Classifying the Crime;
Experts, Witnesses, and Suspects; Discovering the Crime; and Making the
Case. Each section 'starts with a description of the content of that
section, how it may be used, and its relevance to 1investigators and
prosecutors. Those searching for the law applicable to computer-related

crime should read Section V on computer-related law. It was written by

an attorney for attorneys and provides legal citatioms.

Appendixes A through C include: copies of computer-related crime
laws and proposed computer-related crime legislation as of the date of
this writing. Some of this material will be out of date rapidly as
legislation progresses. Therefore, the state ,1legislature for any
particular bill should be contacted to ensure that thﬁ most recent
information is obtained. Appendixes D through G “supply backup
information for subjects referenced in text.
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The summary of this manual presented below describes the contents
of each section and the appendixes. This summary also serves as another
aid for identlfying and locating a specific subject for more detailled

'informstion.

SECTION I: CLASSIFYING THE CRIME

The nature, scope, definitions, classifications, and history of
computer-related crime and experience with 1t are encapsuled in the

first five subsections. The £final subsection explains 12 technical’

methods used to perpetraté computer-related crime, 1including data
diddling, Trojan horses, salami techniques, ‘superzapping, logic bombs,
data leakage, and piggybacking. Following the description of each
technique is a table indicating potential perpetrators, methods of
detection, and the kinds of evidence most likely associated with each.
The skills, knowledge, and access of potential perpetrators in 17
occupations and likely vulnerabilities they may take advantage of are
provided in Appendix D. The methods of detecting crimes and obtaining
evidence are discussed in more detail in other sections of the manual.

Computer-related crime is the same in name as other familiar types
of crime,- including fraud, larceny, embezzlement, theft, sabotage,
esplonage, vandalism, burglary, extortion, and conspiracy. However,
relative to the occupations of perpetrators, environments, modi
operandi, forms of assets lost, time scales, and geography, many
computer-related crimes differ significantly from traditional crimes.
The nature of business, economic, and white-collar crimes is changing
rapidly as computers pervade the activities and environmments in which
tilesé crimes occurs Computers are therefore engendering a new kind of
crime in which they play four roles as objects, subjects, instruments,
and symbols for deception. Based on a study of 669 cases of Ctomputer~
related crime over the past 20 years, the incidence of computer-related
crime {s "increasing rapidly. This reflects the proliferation of
computers in all segménts of business; local, state, and federal
government; and in soclety in general. At the same time, prosecution
experience 1s increasing rapidly; hundreds of cases involving computers
to varying degrees are currently being prosecuted.

SECTION II: EXPERTS, WITNESSES, AND SUSPECTS

Although considerable emphasis is focused on technical aspects,
computer-related crime 1is basically a “"people” problem. Therefore, to
assist investigators and prosecutors with the people aspects of
computer-related crime, this section describes the roles of computer
technologists, with special emphasis on the computer security specialist
and EDP (electronic data processing) auditor who can provide technical
assistance.

Of equal importance to investigators and prosecutors are the

various kinds of suspects in computer-related crime. Therefore, this
section also‘deals with vulnerabilities of computer systems to crime

t
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perpetrated by people in specific occupations. Characteristics of known
computer criminals and aids for interviewing suspects are included.

The use of experts in the investigation and prosecution of
computer-related crime, as in any other technical field, is particularly
important. The best sources for obtaining experts are the wvictim’s
technical staff, the computer manufacturer of the equipment used, other
organizations that use identical computer equipment and similar computer
programs, local wuniversities, computer technology consulting services.
and setvice bureaus haying similar equipment.

Distinctions are made among computer technologists who specialize
in electronics, programming, and operations and also among data
providers, users, systems analysts, and programmers who specialize in
scientific/engineering information and bucsiness applications.
Organizations are also discussed that use computers to conduct their
business; manufacture cemputers, computer prograums, and supplies' and
provide computer services ‘a8 a business.

SECTION III: DISCOVERING THE CRIME

The purpose of this section is to lead the investigator through the
unique physical environments of computers, operational procedures, and
vulnerabilities in the use of computers to provide the necessary
insights and familiarity to be effective in discovering a computer-
related crime. To this end, the first three subsections describe the
operational, physical, and computer-usage environments the investigator
is likely to encounter. The last subsection describee points in
computer centers that are susceptible to criminal acts. ‘ ’

O

This section provides a relatively technical description of the

functions 1in a computer center. The discussion of the operation of the

. equipment and of physical facilities particularly emphasizes the

safeguards and controls that may be violated in the perpetration of a
crime. Descriptions of 11 typical computer~generated, periodic  reports
about the operation of a computer are presented as a valuable source for
discovering evidence of a crime. A description of computer usage in

science/engineering and business applications provides a basis for the -

subsequent description of computer system functional vulnerabilities:

taken from actual experience and physical locations of vulnerabilities.
This provides the investigator with the potential sources where
criminals acts are most likely to occur. The section concludes with a
discussion of the natural forces that can be used successfully to cause
substantial damage to fragile computer systems. Various forces, such as
magnetic fields, projectiles, heat, cold, moisture 'and chemicals, are
identified. ’

SECTION IV: MAKING THE ‘CASE s
o This section is designed to aid in the practical application of
. technical knowledge of computers to the case developuent and prosecution

S
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of computer-related crime. Investigators and prosecutors are _assumed to
already be trained 1in investigative and prosecution techniques.
Therefore, this section focuses only on those aspects of case
development that require /ipplication of knowledge about technology,
environments, job responsivflities, operations, and security provisions
with regard to computers as described in previous sections.

Generally, before proffered physical evidefice can be admitted 1into
evidence, certain foundational “preliminary facts” must be proved by the
party seeking admission. These preliminary facts are to be contrasted
with the . facts sought to be proved by the evidence. Quite obviously a
principal defense tactic will be to attack ° admissibility based upon
foundational issues, ' an attack to which the prosecutor is particularly
vulnerable. The prosecutor may,have to match his experts with those of
the defense. Therefore, the more knowledgeable and competent experts,
who have been more directly involved in the evidence-producing processes
and who are the more effective witnesses on the stand, will prevail. A
team approach to the development of a technically complex case 1is
recomuended. A team comprising an 1investigator, a - proseciitor, a
computer expert, and an EDP auditor would be ideal.

Therefore, the discussion 1in this gection concentrates on
computer-related evidence. A detailed step-by-step method of producing
computer-generated reports 1s presented to ensure that the integrity of
the production methods and the contents of the reports will not be
easily challenged. Caring for evidence in the form of magnetic tapes
and disks is also discussed. There is a subsection on legal definitions
in computer technology and another on propriety rights of computer
programs, evidentiary problems with computer records, admissibility of
computer printougp as evidence, and computer records as the basis for
expert testimonys

Practical recommendations for prosecutors conclude this section.
The discussion .covers such factors as expert witnesses” testimony,
technical presentations, immunity, and judges” wunderstanding of the
technology. Technical presentations in a court can sometimes be aided
by using analogies: phonograph records for magnetic disks, typewriters
for computer terminals, food recipes and player piano rolls for computer
programs, and combination locks for terminal access passwords. Computer
tield jargon such as software, firmware, bits and bugs should be avoided
because of ambiguity of these terms. Visual aids, such as pocket
calculators ' to 1illustrate input, output, storage and number
representation and installation of a computer terminal in the courtroom
also can be used to demonstrate-time-sharing concepts.

One of the traps a prosecutor may face 1s the challenge to his
claim that a computer was involved in an alleged crime and that a
computer crime law is applicable. Basic advice is to minimize the
computcr®s role and to prosecute on the basis of the criminal law most
familiar to the prosecutor and the court. For example: taking a
computer program may be prosecuted as a simple property.theft. On the

viii




-

other hand, it may be .reasonable to make the case for a program theft by
presenting definitions of what constitutes a computer program &nd what

~constitutes taking it from a computer storage device in object form or

in uncompiled form 1n source code. A more detailed knowledge of
computer technology is required to understand the applications in this
section than in the other sections; therefore, it 1s advisable to first
have a good -grasp of the contents of Section VI.

SEQTION V: COMPUTER-RELATED CRIME LAW

. The purpose of this section is teo aid prosecutors by identifying
and summarizing existing state and federal statutes and proposed
legisliation applicable to ‘computer=related crime. Prosecutors  have

stated that statutes have been found .that are applicablé to the .
prosecution of all cases of computer-related crime ' coming to their.

attention. However, the laws were not written in anticipation of high-
technology crime, and in some cases prosecution has been difficult and
obtuse.

The need=for laws directly applicable to computer~related crime has
recently been recognized, and they “are currently under development.
Hence, new laws are being adopted at such a rapid rate that a completely
ticely discussion of computer crime law is difficult. Accordingly, this
section is expected to’ be partially obsolete by the time 1t is
published, and updatea ‘of this section will be needed soon thereafter.
The urgent need for a summary of applicable law, however, justifies the
writings ; )

Appendixes A, B, and C supplement this section by providing copiles
of computer-related crime, federal and state statutes, and current

" legislative bills. Appendix G is a reference to. legal action in

selected cases providing brief descriptions of 133 cases reported since
1972. The list is not represented as being complete, either as to
nutibers of cases or to disposition of any given case. Instead, the
intent is that the references will provide a starting ‘point for
prosecutors who have similar fact patterns.

p

SECTION VI: OVERVIEW OF COMPUTER TECHNOLOGY

Prosecutors and investigators probably will seldom encounter cases
requiring the detailed information presented in this section. If they
do have such cases, expert assistance should usually be obtained. The
information presented in this section not only will aid in dealing with
these experts, -but also will prepare prosecutors for the possibility of
the defense introducing technical concepts in a trial.

This section describes what makes a computer work, theQ data
structure, and the coding of input data to a computer. It also provides
explanations of computer programming techuiques; programming languages;

computer systems structure; data communications and teleprocessing; and .,

the concepts of batch, real-time, on-line, and time-sharing wodes of

0
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using computers, This sl>tion also uses many dlagrams and photographs
to aid in further understanding oi the technology. Appendix F provides
examples - of <computer terminal printouts from sessions using three
national time-sharing services. Detailed descriptions of the contents
of the printouts provides a basic understanding of on-line interaction
with a computer.

CONCLUSION
) This manual 1s the first comprehensive document designed
specifically to aid investigators and prosecutors in dealing with
computer-related crime. The subject 1is nearly as complex and
comprehensive as forensic medicine and is also expected to be an equally
common subject in the criminal Justice community. Capabilities and
specialized experts within the criminal justice community will evolve ‘ds
conmputer technology becomes a significant focus for business-related and
~-white~-collai® crime. Much new literature will follow the publication of
this first definitive manual on the subject. In the meantime, it 1is
anticipated that 1t will be a useful document readily available to all
prosecutors and investigators in the criminal justice community.
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GLOSSARY OF TECHNICAL TERMS

0

This glossary provides, in layman”s terms, the contemporary

meanings of the specialized data processing terms used in this manual.

The glossary may be used as an independent source of information to
clarify terms the prosecutor encounters both in investigation and in
court. Where useful, definitions have beea. extracted from ather
recognized glossaries and computer crime legislation.; The prosecutor
can readily note that a definition is from a computer crime law or bill
because it 1is enclosed in quotation marks. The numbers following some
definitions refer to the source, as is listed below.

- The entries are arranged in alphabetical order; special characters
and spaces between words are ignored. Acronyms are placed in the same
sequence as other terms, agcording to their spelling. When two or more
terms have the same meaning, definitions are given only under the
preferred term. Other relationships between terms are set forth at the
end of the definition, as are cross-references. Upper case terms in
definitions refer to terms also defined in the glossary.

GLOSSARY CITATIONS
[1] Florida Computer Crimes Act (See Appendix B).
[2] Colorado Computer Crime Act (See Appendix B).
[3] Arizona Criminal Code, 13-2301 (See Appendix B).
[4] Proposed California Senate Bill No. 66 Introduced by Senator
Cusanovich; December 5, 1978 (See Appendix C).

APPLICATION PROGRAM;‘A COMPUTER PROGRAM, written)for or by a computer

user, that causes a COMPUTER SYSTEM to satisfy his purpdses.

APPLICATIONS PKOGRAMMER: One who designs, develops, DEBUGS, installs,
maintains, and documents APPLICATION PROGRAMS. o

ASSEMBLER: A COMPUTER PROGRAM that translates COMPUTER PROGRAM

instructions written in ASSEMBLY LANGUAGE into MACHINE LANGUAGE.

ASSEMBLY LANGUAGE: A SOURCE LANGUAGE that includes symbolic MACHINE

LANGUAGE ~statements in which there is a one-to-one correspondence with
the instruq7done in the form nf MACHINE LANGUAGE of the computer.

{ : ‘
ASYNChRONOﬂ} ATTACKS: Taking advantage of the asynchronous nature of

couputer UPERATING SYSTEMS to perpetrate an unauthorized act, e.g.,
confusing the queuing of johs awaiting servicing.

! xxdidd
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AUDIT TRAIL: A sequential record of system activitids that 1s sufficient

to enable the reconstruction, review, and examination of the sequénce of
states and activities surrounding or leading to each event in the path
of a transaction from its inception to output of final results.

BASIC (Beginners All-Purpose Symbolié Instruction Code): An algebra-like

computer programming language used for problem~solving by engineers,
sclentists, and others who may not be professional PROGRAMMERS.
Designers of the language 1intended that i1t _should be a simplified
derivative of FORTRAN. ¥

BATCH PROCESSING: The processing of DATA or the accomplishment of Jobs

accumulated 1in advance 1in such a manner that each accumulation thus
formed is processed or accomplished in the same computer run.

BIT (BInary digiT):

(1) 1In the binary numeration system, either of the digits 0 or 1.
(2) An element of DATA that takes either of two states or values.

BYTE: A sequence of usually 6 or 8 BITS operated upon as a unit and
often part of a computer WORD. This sequence may represent z» character.

CHECKPOINT RESTART: A point in time or processing sequence in a’ machine

run at which processing is momentarily halted to make & record of the
condition of ail the variables of the machine rum, such as the position
of input and output (I/0) tapes and a copy of the coutents of working
storage. This process, in conjunction with a restart routine, minimizes
reprocessing time occasioned b' “ichine or other failures.

-~

COBOL  (COmmon Buainess-Oriented Language): A HIGR-LEVEL computer

programming language designed for business data processing.

COM (Computer OQutput Microfilm):

(1) hicrofilm that contains DATA that are received directly from
computer-generated signals.

(2) To place computer-generated DATA on microfilm.
(3) A recording device that prouduces computer output microfilm.

CUMMUNICATIONS ENGINEER/OPERATOk: One who operates communications

equipment including concentrators, multiplexors, modems, and 1line
switching units. Ordinarily, this person reconfigures the

. comuunications network when failures or overload situations occur.

COMPILER: A COMPUTER PROGRAM used to translate a _COMPUTER PROGRAM

expressed in a problem~oriented language (SOURCE CODE) into MACHINE
LANGUAGE (OBJECT CODE).

\
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COMPUTATION BOUND: The state of execution of a COMPUTER PROCRAM in which

the computer tiwe for execution is determined by computation activity
rather than 1/0 activity.

Contrast with: I70 BOUND

COMPUTER : . o

(1} "...an internally programmed, automatic device that pérforms data
processing." [1]

(2) "...an electronic device which performs .logical, arithmetic, or
memory functions by the manipulations of electronic -or magnetic
impulses, and includes all input, output, processing, storage, software,
or communication facilities which are connected or related to such a
device in a system or network."” [2]

(3) "..san electronic device which performs logic, arithmetic or
memory functions by the manipulations of electronic or magnetic impulses
and includes all input, output, processing, storage, software or
conmunication facilities which are connected or related to such a device
in a system or network." [3]

COMPUTER ABUSE: Any incident associated with computer technology in

which a victim suffered or could have suffered loss and a perpetrator by
intention made or could have made gain.

COMPUTER CRIME (See COMPUTER~KELATED CRIME)

COMPUTER NETWORK:

(1) "...a set of related, remotely connected devices and communication
facilities 1including more than one computer system with capability to
transmit data among them through communication facilities. ([1]

(2) "esethe dinterconnection of comuunications lines (including
microwave or other means of electronic communication) with a computer
through remote terminals, or a complex consisting of two or more
interconnected computers.” [2]

(3) "..ian interconnection of two or more computer systems." [4]

COMPUTER OPERATOR: A person who operates a computer, including duties of

monitoring system activities, coordination of tasks, and the operation
of equipment. ‘ ’ ‘

COMPUTER PROGRAM:

(1) "...an ordered set of ‘data representing coded instructions or

1*1 statements that when executed by a computer cause the computer to
" process data.” [1] ’

=




(2) "e+..a series of instructions or statements, in a form acceptable to
a computer, which permits the functioning of a computer in a manner
dgsigned to provide appropriate products from such computer system." [2]

(3) "e+..an ordered set of instructions or statements, and related data,
when automatically executed 1in actual or modified form in a computer
system, causes it to perform specified functioms." [4]

COMPUTER-RELATED CRIME: Any illegal act for which knowledge of computer
technology is essential for successful prosecution.

COMPUTER SECURITY SPECIALIST: A person who evaluates, plans, implements,
operates, and maintaius physical, operational, procedural, personnel,
and technical safeguards and controls that are related to the wuse of
CONPUTER SYSTEMS.

COMPUTER SYSTEM:

(1) "...a set of related, connected or unconnected computer equipment,
devices, or computer software.” [1]

(2) "e.e.a machine or collection of machines, used for governmental,
educational, or commercial purposes, one or more of which contain
computer programs and data, that performs functions including, but. not
limited to, logic, arithmetic, data storage and retrieval,
comaunication, and control.” [4] ‘ ' :

CPU (CLentral Processing Unit): The device in a COMPUTER SYSTEM that
includes the circuits controlling the interpretation and execution of
instructions. The term may also refer to the portion of the computer
that contains its control, logic, and sometimes internal storage.

CRT (Cathode Ray Tube): A device that presents DATA or graphiecs in
visual form by means of controlled electron beams. This electronic
vacuum tube is much like a television picture tube. '

DATA:

(1) DATA are a representation of,facts, concepts, or instructions in a
formalized wanner suitable for communication, interpretation, or
processing by humans or automatic means. DATA may be representations,
such as characters or analog quantities, to which meaning is, or might
be, assigned.

(2) DATA may be defined as any representation of fact or idea in a form
that is capable of being communicated or manipulated by some process.




e

(3) "...ia representation of information, knowledge, facts, coancepts, or
instructions, which are being prepared or have been prepared, in a
formalized manner, and are intended for use in a computer system or
computer network."” [4]

Contrast with: INFORMATION

DATA BASE: An organized collection of DATA processed and stored 1in a
TOMPUTER SYSTEM. -

DATA BASE ADMINISTRATOR: An‘individual with an overview of one or more

DATA BASES, who controls the design and use of these DATA BASES.

‘Responsiblities are the addition, modification, and deletion of records

and frequently the security of the DATA BASE.

DATA COMMUNICATIONS: The transmission, reception, and validation of

DATA.

DATA DIDDLING: The unauthorized changing ¢f DATA before otr during their

lnput to a COMPUTER SYSTEM. Examples are forging or counterfeiting
docuuents and exchanging valid computer tapes or cards for prepared
replacements. :

DATA ENTRY AND UPDATE CLERK: A person who adds, changes, and deletes

records in computer-stored DATA BASES by means of a computer terminal,
or manually updates punch cards or entries on input data forms \for
computer input. K

DATA LEAKAGE: Unauthoriied, covert reuwoval or obtaining copies of DATA

from a COMPUTER SYSTEM, e.g., sensitive DATA may be hidden in otherwise
innocuous looking reports. This 1s a deliberate act whereas DATA
seepage, the provision of DATA or information to unauthorized
individuals, is accidental. :

DATA SET (See FILE)

DbMS (Data Base Management System): A computer APPLICATION PROGRAM or
set of prograus that provides STORAGE, retrieval, updating, management,
and maintenance of one or more DATA BASES. ‘

DDA (Deputy District Attornmey): An assistant to a District Attorney.

DEBUG: To detect, loéate, and remove mistakes or malfuncticns from a

COMPUTER PROGRAM or COMPUTER SYSTEM.

DIRECT ACCESS: A method for the retrieval or  storage of -DATA, by

reference to their addressable location in a STORAGE device, rather than
to their location by position in a sequence. v o

Contrast with: SEQUENWTIAL ACCESS

2y
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DISTRIBUTED PRdbESSING: Electronic data processing (EDP) performed in

computers near or at the sources of data and/or near the users of
results where the data processing might otherwise be performed at a

single, central ‘site removed from datd sources or users.

EDF (Electronic Data Processing) AUDITOR: A person who_ performs
oporational computer, COMPUTER PROGRAM, and data file reviews to
determine integrity, adequacy, performance, security, and compliance
with organization and generally accepted policles, procedures, and
standards. This person also may participate in design specification of

applications to ensure adequacy-of controls; performs data processing
services for auditots.“

_ EFTS (Electronic Funds Transfer System): A computer and

TELELOMMUNICATION network to cxecute a wide range of monetary transfers.

FACILITIES ENGINEER: A person who inspects, adjusts, repairs, modifies,
or replaces equipment supporting computer and terminal iacilities, €ege,
air conditioning, light, hnat, power, and waters

FILE A collection of related DATA records treated as a unit. For
Jample, one line of an invoice may form an item, a complete invoice may
form a record, the complete set of records may form a FILE.

Synonym: DATA SET.

FIKNMWARE (computer jargon, not recommended for use): A COMPUTER PROGRAM '

thiat 1is considered to be a part of a computer and not modifiable by
computer OPEKATING SYSTEM or APPLICATION PROGRAMS. It often makes use
of computer instructions not available for normal:programming. It is
often called a microprogram. The name 18 derived -from other jargon
terms, SOFTWARE and HAKDWARE.

FORTKAN (FORmula TRANslation): A higher 1level programming language"

primarily used to write COMPUTER PROGRAMS that tend to- be more
engineering- or scientific-oriented rather than business-oriented.

FRONT-END PROCESbOR A special-purpose computer used to reduﬁe the work
Toad of the main computer ‘primarily for input, output, and data
communications functions.

HARDWARE (computer jargon, not recommended for use): The computer and

all related or attached machinery, such as mechanical, magnetic,

electrical and electronic devices,. used in data ptocessing. !

Contrast with: SOFTWARE

xxviii
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HIGH-LEVEL LANGUAGE: A programming language that is independent of the
structure of any one given computer or that of any given class. of
couputers. Some particular languages are designed for jipecialized
applications. NS

Contrast with: ASSEMBLY LANGUAGE

INFOKMATION The meaning that a human assigns to DATA by means of
conventions used in their representation. '

See: DATA

o

INSTRUCTION: A statement appearing in a COMPUTER PROGRAM that specifies
an operation and the values or locations of its operands.

INSTRUCTION LOCAT1ON: The place or address where DATA in the form of an
INSTRUCTION, may ke stored within a COMPUTER SYSTEM.

INTERACTIVE: The mode of use of a COMPUTER SYSTEM in which each &ction
external to the COMPUTER SYSTEM elicitse a timely response. An
interactive system may also be conversational, implying ;a2 continuous
dialog between the uger and the COMPUTER SYSTEM.

I1/0 BOUND: The state of execution of a COMPUTER PROGRAM 'in which the
computer time for execution is determined by I/0 activity rather than
couputation activity.

Contrast with: COMPUTATfON BOUND

JCL (see JOB CONTROL LANGUAGE)

JOB: A set of DATA and COMPUTEK PROGRAMS that completely define a wunit
of work for a computer. A job usually includes all necessary COMPUTER

PROGRAMS, mechanisms for linking COMPUTER PROGRAMS, DATA, FILES, and

INSTRUCTIONS to the OPERATING SYSTEM.

JOB CONTROL LANGUAGE: A programming language used to cod¢’: job control
statements. A job control program is a COMPUTER PROGRAM that 1s usel by
the COMPUTER SYSTEM to prepare each job or job step to be run.

JOB QUEUE: A sequenced set of JOBS in COMPUTER STORAGE artanged in order
‘of assigned priority for execution by a computer. : ~

JOB bLiUP CLERK: A person who assembles jobs. This task includes
compilation of DATA, COMPUTER PROGRAMS, and job control information.
This person requests that JOBS be executed, requests media libraries for

necessary DATA, physically places jobs and DATA into JOB QUEUES, handle&’

procedures for reruns, and possibly distributes output to users. ¢

xxix
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LOAD AND GO: A computer operation method by which higher leJel language"
programs or JOBS are entered, prepated for execution, and immediately
executed. . R

LOCAL PROCESSING: Data: processing that 1is conducted near or at Vihe
~user”s location, rather than at a remote CPU. : v
-LOGIC BOMBS: A COMPUTER PROGRAM residing in a computer that is executed
at appropriate or periodic times to determine conditions or states of a
COMPUTER SYSTEM and that facilitates the perpetration of an unauthorized
act.

. s LOOP: A sequence of INSTRUCTIONS in a COMPUTER PROGRAM that is executed
- Tepeatedly until a terminal condition prevails.

e MALHINE LANGUAGE: A computer programming language that is used directly
LR . by a computer, without having to pass through a translation program,
such as a COMPILER. o o

i

MAIN STORAGE: The fastest access STORAGE déevice i1in a COMPUTER SYSTEM
where the storage ! locations can be addressed by a COMPUTER PROGRAM, and
INSTRUCTIONS and DATA can be moved from and into zegisters in the CPU
from which the INSTRUCTIONS can be executed or from which the DATA can
be operated upon.

Q
MASTER FILE: A FILE of DATA that 1s used as an authority in a given JOB
and that : is relatively permanent, even though its contents may ‘change
from run. to run. -

MEDIA LIBRARIAN: A person who fileis, retrieves, and accounts for OFF-

LINE storage of DATA on disk, tape, cards, or other removable data

. STORAGE media. The person provides media for the production control and

2 o job set-up areas and functionms, ‘and cycles backup files through remote
’ STORAGE facilities.

, MEDIUM: The material, or oconfiguration thereof, on which DATA are
@ ‘recorded. Examples-are punched paper tape, punch cards, magnetic tape,
’ ‘and disks.

o . - vy

MEMO UPDATE: A FILE wupdate procedure whereby MASTER FILES are not
directly nodified to reflect each transaction. Irstead, pointers to
other files are used to keep track of updates to specified records.

* . Pointers are used .periodically to obtain the data to merge with and.
update a MASTER FILE.

5 T MEMORY (See MAIN STORAGE) )
NICR (Magﬂetic Ink Character Recognition): A standard machine-readable
type font printed with magnetic ink on documents such as bank checks and

Y " ‘deposit slips tbat can be directly read by machine.




MIS (Management Information System): An integrated man/machine COMPUTER
SYSTEM for providing INFORMATION to support the operations; management,
. and decision-making functions in an organization.  Ordinarily, the
' system utilizes management and decision models, and a DATA BASE.

MODEM (MOdulatox-DEModulator) A device that modulates and demodulates,

signais transmitted over DATA TELECOMMUNICATION facilities. This
transformation, i.e., conversion of . digital signals to analog signals
and back again, is necessary for use of common voice-grade telephone
lines for COMPUTER communication purposes. :

MULTIPROCE&SING The use of two or more CPUB in a COMPUTER SYSTEM under
integrated contxol. J I

MULTIPROGRAMMING: The concurrent execution of two or more PROGRAMS

accomplished by sharing the resources of a computer.

NETWORK (Sée COMPUTER NETWORK)

- @
OBJECT CODE: Output from a COMPILER or ASSEMBLER that is. executable
MACHINE LANGUAGE.

Contrast with: ,SOURCE CODE.

OCR (Optical Character Recognition): The machine identification of
printed characters through use of light sensitive devices.

Oontrast with: MICR

ON-LINE The state of devices or computer users in direct communication
with a CPU. Also a COMPUTER SYSTEM in an INTERACTIVE or TIME-SHARING
mode with people or other processes.

Contrast: OFF-LINE
OPERATING SYSTEM: An integrated collection of COMPUTER PROGRAMS fesident

in a‘ computer that supervise and administer the use of computer
‘resources to execute jobs automatically.

OPERATIONS MANAGER: The manager of a computer facility responsihie for .

the operdation of the COMPUTER SYSTEM. He may also be responsible for
the = maintenance, specification, acquisition, modification, and
replacement of COMPUTER SYSTEMS or COMPUTER PROGRAMS. o

P

e 9
OPERATOR (See COMPUTER OPERATOR)

PERIPHERAL E IPMENT OPERATOR: A person who operates devices peripheral
to the COMF . that performs DATA I/0 functions.

( — ‘ 0
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PIGGYBACKING: A method of . gaining unauthorized physical access to

guarded areas when control is accomplished by electronically ot
wechanically locked doors. TFor example; a .person may follow another
through the doors “although he does mnot possess the required
authcrization to pass. Electronic piggybacking occurs when a computer
or terminal covertly shares the same communication line as an authorized

user. The host computer, to which they both transmit, ,is unable to

distinguish between those  signals of the authorized and those of the

urauthorized user.

PIN (Personal Identificetion Number): A password that must be entered

by a COMPUTER . SYSTEWM ussr to gain access to a specific, APPLICATIONS
PRUGKkAM. Most often the. term is associated with retail computer banking
devices such as Automated Teller Machines (ATMs). : .

PL/1: A High-Level computer programming language designed for ose in a
wide range of business and scientific compuo 2r appxecations. '

kOS (POINT-OF—SALE) TERMINALS: Computer terminals used for transaction

recorning, credit authorization, and funds transfer and typically are .

situated within merchant establishments at the peint of retail sales.

PRODUCTION PROGRAM: A PKOGRAM which has been'DEBUGGED and tested and 1is

- part of a library of programs used for data processing.

considered no longer in the development stége. Such a PROGRAM is often

[

PROGRAM (See COMPUTER PROGRAM)

PROGRAMMER: A person who engages 1in designing, writing, and testing

computer PROGRAMS .

. PRKOGRANMING MANAGER:" A - person who manages computer PROGRAMMERS to

design, develop, and maintain computer programs.

REAL-TIME: The actual time during which a physical process transpires.,
Also a computet\operarion mode in which a computation takes place during
the-actual jtime that the related physical process transpires in order
that resu@cs of the computation can be used in_ controlling “and
monitoriis%the physical process.

KEMOTE JOB ENTRY (KJE): Submission of jobs through an input unit that

‘has access (to a computet through a DATA COMMUNICATIONS liak.

&EMOTEpPROCESSING: Data entry and partial or corplete, proceeéingf near -

the point of origin of a transaction. Remote processing systems
typicdlly edit and prepare DATA input before transmission to 8 central
computer.

CRS
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RoM (Read-Only Memory\* A semiconductor storage vdevice_ in which ,the

‘data content is fixed‘ readout is nondestructive, and DATA are retained.

indefinitely e€ven when ' the power 1s shut off. In cortrast, RAMs
(Réindom-Access read/write Memories) are' capable of read and write

‘operations, have non-destructive readout but stored DATA 1s lost when

the power is shut off.

RPG (Report Program Generator): - A High-Level computer ;programming
Tanguage that is report-rather than procedure-oriented. PROGRAMMERS
describe the functions desired of the computer by describing the output
report.

Egg BOOK: A document containing INSTRUCTIONS for COMPUTER OPERATORS
detalling operations set up procedures, job schedule checklists, action
‘conmands, error correction and recovery instructions, I/O dispositions,
and system backup procedures. Al

SALAMI TECHNIQUES: The unauthorized, covert process of taking small
anounts (slices) of money from many sources in and with the aid of a
computer. An example is thé round down fraud, whereby remainders from
the computation of interest are moved to a favored account instead of
being systematically distributed among accounts.

SCAVENGING: A covert, unauthorized method- of obtaining information that
may be left in or around a computer system after the execution of a JOB.
Included hers.is physical search (trash barrels, carbon copies, etc.)

and search “for residual DATA within' the ' computer STORAGE areas,

temporary storage tapes, and the like).

SECURITY OFFICER: A person who evaluates, plans, implements, 'operates,
and maintains  physical, operational, procedural, personnel, and
technical safegnards and controls. ‘ :

SEQUENTIAL ACCESS: An access method for’ storing or retrieving DATA
”%cccrding to their sequential order in a STORAGE device..

Contrast with' DIRECT ACCESS

SINQLATION AND MODELING IN'l CRIME The use ot a computer as a tool for
planning or controlling & crime. An 1instance of this would be the
simulation of an eéxisting process to determine the ' possibility of
success of a premeditated crime. " : Co

.SOFTWARE (Jargon, not recommended for use):«" Computer Software means a
set of computer’ programs, procedures, and associatel,documentation
concerning the cperation of a computer system.f [1] L\“ B

Contrast with: COMPUTER PROGRAMS , OPERATING SYSTEH R '

o
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bOURCE bODE INSTRUCTIONS in a computer programming language that are-
used as input for a COMPILER, interpreter, or ASSEMBLER. '

i

Contrast with:J OBJECT CODE- ( i

devices, concurrently with execution of other jobs, in a format for
later processing or output operations.

STORAGE :

1
i

SPOOLING: The reading and writing of DATA for 1/0 on auxiliary STORAGE

(1) The action of placing DATA into a STORAGE device and- retaining them

“ for subsequent use.

(2) A device used for retaining DATA or COMPUTER PROGRAMS in ‘machine-
readable and retrievable form.

STORAGE CAPACITY: The number of BITS, characters, BYTES, WORDS, or other

units of DATA that a particular STORAGE device can contain.

SUPERZAPPING: The unauthorized use of wutility COMPUTER PROGRAMS that

violate vcomputer access controls to modify, destroy or expose DATA in a
conmputer. The name derives from an IBM utility program calleu
"Superzap.” ‘ .

SYSTEM (See COMPUTER SYSTEM)

SYSTEM ENGINEER:‘Avperson who designs, configures, tests, diagnoses,

assembles ana .disassembles, and repairs or replaces COMPUTER SYSTEM
devices and components. : K

SYSTEMS PROGRAMMER: A person who designs, develops, installs, modifies,

documents, and maintains OPERATING SYSTEM and utility programs.,

L;TELEPROCESSING The processing of DATA that are received from or sent to

remote locations by way of telecommunication circuitse
v :
TELEPROCESSING MONITOR: A computer OPEKATING SYSTEM program that

controls the transfer of DATA between the communication circuits and a
conputer and often does the user polling (turn-taking among users) as
well.

TERMINAL ENGINEER: A person who  tests, diagnoses, , assembles and

Y

" disassembles, repairs, and replaces terminals or their components.

N



TIME~SHARING: A method of using a computing system that allows a number

of users to execute programs concurrently and to interact with the
programs during execution. A time-shared computer is used by several
ugers at once.

" Related term: BATCH PROCESSING

;
0

TRANSACTION OPEKATOR: A pérson who opérates a colmputer transaction

terminal by entering transactions for processing by a COMPUTER SYSTEM. -

An example of such a device would be a POS TERMINAL.

TRANSACTION SYSTEM: A COMPUTER SYSTEM that is used for processing

transactions in a prescribed manner controlled by APPLICATION PROGRAMS.

‘TRAP DOOR: A function, capability, or error in a COMPUTER PROGRAM that

facilitates compromise or unauthorized acts 1n a COMPUTER SYSTEM.

TROJAN HORSE: Computer INbTRUCTIONS secretly inserted in a COMPUTER \

PROGRAM so that when it 1s executed in a computet unauthorized acts are

performed.

UPDATE—IN-PLACE!VA method for the modification of a MASTER FILE with

‘current DATA each time a transaction is received in a COMPUTER SYSTEM.

Contrast with: DMEMO UPDATE

UTILITY PROGRAM: A COMPUTER PROGRAM designed to perform a commonly used

function, such as moving DATA from one STORAGE device to another.

B,
%

WIRETAPPING: Interception of DATA COMMUNICATIONS signéls with the intent

to gain access to DATA transmitted over communications circuits.

WORD: A sequence of adjacent characters or BITS consideted as an entity
in a COMPUTER.



FOREWORD

Like most prosecutors, I -was wholly unprepared on the fatal morning

‘'when my boss told me to write a search warrant for the recovery of a

computer program that a citizen was complaining had been stolen. ' The
following hours convinced me that I had much to learn, and but for luck
we may well have had to leave unredressed a theft that was later valued
at $0.5 million. Computer use has expanded in the 7 years since People
ve. Ward, and the reported thefts have increased ‘Even more. The
prosecutor. who bélieves that even intricate crimes must be brought to
ground no longer has a choice: <Computers are part of all our lives, and
the information they carry is as important to the lives and plans of the
people we serve as 1s clean water and safe streets.

There is no question that fﬁe beeping 1little boxes are not our
usual fare. A good fingerprint, prymark, or powder trace is much easier
to deal with (and sometimes show up in these computer-related -crimes,
too). But they are part of the world in which we enlisted, and we have
no more ethical justification to dodge them than our predecessors had to
avoid horseless carriage crime. Moreover, you will discover that you
can handle a computer-related crime without a masters in math, even as
an engineering degree is no prerequisite to nailing an auto theft, nor a
pathology minor to dispatching a murderer. Computers are not that
difficult. Indeed, as Section IV herein makes clear, the biggest hurdle
to prosecution is being ensnared by the jargon: the electronic red
herring gambit is easly thwarted with a little confidence.

And that, in my opinion, is the great value of this manual. A
novel it 4is not; but approached as a basic text, it will reward your
reading and enhance your skills against that certain day when the" case
of computer-related crime is-laid on your front counter.

Donald G. Ingraham
Senior Trial Deputy
District Aziorney
Alameda County
California
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SECTION I CLASSIFY!NG THE CRIME

This manual for investigation of computer-related crime aud for
prosecution of the perpetrator addresses a new kind of crime. The
purpose of this manual is to prepare the investigator, prosecuter,
judge, auditor, computer security specialist, and potential victiis to
deal ' with the new technology of computing and 1its attendaiit
ramifications wherever they are associated with intentionally caused
losses. This was a consideration in the preparation of the manual in
this first effort funded by the U.S. Department of Justice, Law

‘Enforceuent Assistance Administration (LEAA).

Experience and legislative interest have shown that basing the
treatment of computer-related crime on computer technology is of value
for the criminal justice and business coumunities; Many computer-
related crimes can be prosecuted successfully without delving deeply
into the technology. hany wmore of them, however, are sufficiently
different from traditional crimes relative to the occupations of
perpetrators, environments, wodi operandi, forms of assets lost, ‘tiume
scales, and geography to identify the subject as a unique type of crime
that wartants explicit capabilities and action.

A. THE NATURE UF COMPUTER-RELATED CRIME

Business, economic, and white~collar crimes are changing rapidly as
computers proliferate into the activities and environments in which
these crimes occur. Computers are engendering a new kind of crime._,

The introduction of new occupations has extended the traditional
categories of criminals to include couputer programmers, computer
operators, tape librarians, and electronic engineers who function 1in
environuwents that are new. Whereas crime has traditionally occurred in
environments of manual human activities, some crime is now perpetrated
inside computers 1in the specialized environment of rooms with raised
flooring, lowered ceilings, large grey boxes, "flashing lights, moving
tapes, and the hum of air-conditioning motors. ‘

The methous of committing the crime are newe A new jargon .has

developed, idenctifying automated criminal methods such as data diddling,
Trojan horses, logic  bombs, salami techniques, superzapping,
piggybacking, scavenging, data leakage, and asynclironous attacks (see
Section I:¥). The forms of many- of the targets of computer-related
crime are also new. Electronic money as well as paper money and plastic
woney (credit cards) now represent assets subject to intentionally

caused loss. DMoney in the form of electronic signals and magnetic

patterns is stored and processed in computers and transmitted over
telephone 1lines. [oney 1s debited and credited to accounts inside
conputers. In fact, the computer is rapidly becoming the vault for the
business comwunity. hany other physical asscts, including inventories
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of products 4in warehouses aﬁd of materials leaving or entering

factories, are represented by documents of record inside computer

systems.

The timing of some crimes is also different. Traditionally, the
time of criminal acts 1s measured in minutes, hours, days, weeks, months
and years. Today sc¢ie crimes are being perpetrated in less than 0.03 of
a second (3 miiliseconds). Thus, automated crime must be considered in
terms of a.new time scale because of the speed of the -execution of
instructions in computers.

- Geographic constraints do not inhibit perpetration of this . new
crime. A telephone with a computer terminal attached to it in ong part
of the world could be used to engage in a crime in an on-line computer
systew in any other part of the world.’

All these factors must be considered in dealing with the new crime
of computer abuse. Unfortunately, however, the business community,
constituting all businesses, government agencies, and institutions that
use computers for technical and business purposes, is neither adequately
prepared to deal with nor sufficiently motivated to report this new kind
of criwe to the authorities. Although reliable statistics are ,as yet
unavailable to prove this, computer security studies for the business
comnunity and interviews with certified public accountants have
indicated that few crimes of this type are ever reported to law

_ enforcement agencies for prosecution. On the one hand, many businessmen
complain that even when they do report this crime, prosecutors
frequently refuse to accept the cases for a ..variety of reasons,
including their lack of understanding of the technology and their
already heavy case loads. On the othir hand, prosecutors and
investigators -indicate that the victim”s records and documentation of
crimes ~associated with computers in the business community are
inadequate for effective prosecution.

Be DEFINITION OF COMPUTER~RELATED CRIME

Computers have been involved in most types of crime, including

fraud, theft, larceny, embezzlement, bribery, -burglary, sabotage,

.. espionage, conspiracy, extortion, and kidnapping. Criminal justice
%;:;:S\Egencies having limited experience with computer-related crime have
generally thought of it as crime that occurs inside computers. This

narrow definition has recently broadened as the proliferation of
computers into most societal functions proceeds at an increasing pace.

The public media have added to the confusion through sensationalized, -

distorted, often incorrect reporting by journalists and their sources
who do not sufficilently understand the technology.

<]
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Computer-related crime is not well understood in the ecriminal
Justice and business communities, and no consensus on its definition
exlsts. One definition is that it is a form of white-collar crime
committed inside a computer system; another definition is that it is the
use of a computer as the instrument of a business crime. An application
,0f the former definition is making unauthorized changes to a computer
program to transfer funds from inactive accounts into a favored account
and then “legitimately” withdrawing the funds. ~ .

The definition of computer-related crime should be based on the
problem that tieeds to be solved. The problem addressed is twofold: how
to reduce the incidence of any type of crime in which a knowledge of
computer technology 1s needed to understand the intentional acts that
result in losses and how to successfully prosecute the perpetrators.
Whereas this 1s now predominantly a white-collar crime, the criminal
justice and business communities must be prepared to deal with any
illegal acts based 6n an understanding of computer technology. A study
of 669 reported cases of computer abuse over the past 8 years has
revealed that couputers are involved in an increasing number of crimes
of all types except murder and person-to-person street crimes. {1] The
proliferation and use of personal small computers make even the latter
crimes subject at least to the indirect involvement of computer
technology.

The broadest definition of computer ¢rime is called for. The term
"crime" 1is used here (as is usual) as a convenience to mean "alleged
crime” because no harmful or antisocial act is a crime wuntil a court
declares 1t 8o by convicting a party for violating a law. Three terms
have been used to describe the subject: "computer abuse,” “"computer
crime,"” and “computer-related crime.” Computer abuse identifies the
broad range of intentional acts from which something can be learned to
make organizations that use computers more secure. [2] Computer abuse is
any intentional act involving a computer where one or more perpetrators
made or could have made gain and one or more victims suffered or could
have suffered a loss.

Computer crime is a common term used to identify illegal computer
abuse; however, it implies direct involvement of computers in committing
a crime. Therefore, we adopt the term computer-related crime that
conveys the broader “meaning of any illegal act for which knowledge of
computer technology is essential for successful prosecution. This
definition is based .on the scope and nature of the particular problem
being addressed. The crimes and alleged crimes may involve :computers
not only actively but also passively:when usable evidence of the acts
reside in computer stored form. The victime and potential victims
include all organizations and persons who use or are affected by
computer and data communication systems. People about whom dataﬁ are
stored and processed in computers also are included.

4]



<y

=

Computer~related crime goes far beyond business, white-collar, or
econonic crime. It could include violent crime that destroys computers
oy their content or jJeopardizes human life and well-being because they
are dependent on the correct functioning of computers controlling
sensitive processes. '

Computers play four roles in crime:

o Object--Cases include destruction of computers or of data or
programs contained in them or supportive facilities and
resources such as air conditioning equipment and electrical

" power, that allow them to function.

o Subject-—-A computer can bé the site or environment of a crime or
the source of or reason for unique forms and kinds oi assets.

o Instrument--Some types and methods of crime are  complex enough
to require the use of a computer as a tool or instrument. A
couputer can be used actively such as in automatically scanning
telephone codes to ryake unauthorized use of a telephone gystem.
It could also be used passively to simulate a general ledger in
the planning and control of a continuing financial embezzlement.

o Symbol--A computer can be used as a symbol for intimidation or
deception. This ¢ould involve the false advertising of
nonexistent services, such as in dating bureaus.

"All known and reported cases of computer-related crime involve one or

more of these four roles.

The dimensions of the definition of computer-related crime becitoe a
problem in some cases. If a coumputer is stolen in & simple theft where
based on all circumstances it could have been a washing machine or

‘willing machine and made no difference, then a knowledge of computer

technology is not necessary, and it would not be a computer-related
crime. However, 1if knowledge of computer technology is necessary to
determine the value of the article taken, the nature of possible damage
done in the taking, or the intended use by the thief is at issue, then
it would be a computer-related crime. To illustrate, if an " individual
makes a fttelephone call to a bank funds transfer department and
fraudulently requests a transfer of $10 million to his account in a bank
in Zurich, two possibilities occur. If the clerk who received the call

~was deceived and keyed the transfer into & computer terminal, the funds

transfer would not be a computer-related crime. No fraudulent act was

; related directly to a computer, and no special knowledge of computer

technology would be required. However, if the clerk was in collusion
with the caller, the fraudulent act would include the entry of data at
the terminal and would be a computer-related criwe. Knowledge of
computer technology would be necessary to understand the terminal usage
and protocol. These examples indicate the possibilities of rational
conclusions in defining computer-related criwe. lowever, more practical

2
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conslaerations should not make ‘such explicit and absolute decisions
necedﬁéry. 1f any information in this manual is useful for dealing with
any kind of crime, 1its use should be - encouraged. ‘Finally, as the
. eriminal justice community has begun to understand from' experience the
involvement of computers across all types of crime, the definition has
broadsned. It is expected that the results ¢f efforts funded by LEAA
will establish a conseénsus on a broad definition of computer-related
crime to cover the current and anticipated experience.

C. A CLASSIFICATION OF ULOMPUTER-RELATED CRIME -

A classification of computer-related crime is based on a variety of
lists and models from several sources to produce standards for

categorization. The classification goes beyond white-collar crimes

because, as stated above, computers have been fourd to be involved in
robbery, larceny, extortion, espionage, and sdbotage.

Senator Abraham Ribicoff”s recent Senate Bill (8240) to amend Title
18 of the U.S. Criminal Code (see Appendix A) is an omnibus crime bill
making crimes of unauthorized acts in, around, and with computer and
telecéommunication systems. He identifies four main categories of
computer-related erime: [3]

o The {ntroducfion of fraudulent records or data into a . computer
system.

o Unauthorized use of computer related facilities.
o The alﬁerat;on or destruction of information or files.

o The stealing, whether by electronic means or otherwise of money,
financial instruments, property, services, or valuable data.

A computer abuse study has 1dentified categories 1in several
dimensiong: (2] -

o Categorized by“type of loss: physical damage and destruction

from vandalism, intellectual property, direct f;naucial gain and
use of services.

o Categorized by the role played by computetd. object of attack,
: unique environment and forms of assc¢ts produced instrument, and
symbol. L

o0 Categovized by type of act relative to data, computer programs,

L%
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.and services: modification, destruction, diieclosure, and use of °

servicess -

o Catéﬁorized by type of crime: fréud, theft, robbery, larceny,

erson, embezzlement, extortion, conspiracy, sabctage, and,

"~ esplonage. 4
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o .Categorized by modi operandi: physical attacks, Y talse data
~ entry, superaapping, impersonation, wire tapping, Piggybacking,
* social engineering, scavenging, Trojan. horse attacks, trap door
" use, asynchronous attacks, salam] techniques, data leakage,

logic bombs, and simulation.' ’

2 . These classifications can be developed into a set of complete,
octailed descriptions and models of computer related crime. They can be
useful for a variety of rosearch and practical purposes in investigation
and prosecution of computer-related crime,

D. HISTCRY OF COMPUTER-RELATED CRIME

Computer abuse started with the- *mergence of computer technology in
the late 1940s. As the number of people in the computer f£ield began to
increase, the facet of human - nature of doing. harm to soclety for
personal gain took hold as it does with any segment of the human- .
population; the problem of crime became especially .acute as computer
technology proliferated into sensitive areas in society. This occuired
~first in military systems and then. in engineering, sclence, and finally
business applications. ;

The first recorded computer abuse occurred in 1958 [2]. The tfirst
federally prosecuted computer-related crime, identified as such, was the
alteration of bank records by computer in Minneapolis in 1966. Table 1
is a computer-produced index of collected cases of computer abuse. [4]
Some fraction of the 6569 cases can be considered to be ' computer-related
crimes (where illegal activities have been proved).

Pursuit of the study of computer-related crime and computer abuse
has been controversial. In 1970, a number of researchers concluded that
the problem was peyely a small part of the effect of technology on
soclety and was wut worthy of specific, explicit-rssearch. The increase
in substantial losses associated with intentional acts involving
computers proved the fallacy of this view. The explicit identification
of computer—related crime as a subject for research and development  of
preventative measure. in criminal justice suffered a similar fate in the
mid-1970s. Researchers _argued that computers should not be the focus in
a study "of various types of crime. They believed the involvement of
computers should be subordinate to the study of each specific type | of -
crime, both manual and autonated. The uniqueness of characteristics oz
- computer-related crime across all the different types of crime 'was not
considered sufticient to warrant explicit resgearch.

The formal study of computer abuse was started in 1971, “The first

___national conference on computer abuse and a compténensive report were

completed in 1973. [2] Since then, many reports, papers, journal
articles, and books have been published describing the research. [5]

The interest of the ctiminal justice conmunity began in response to

“increasing - numbers . of cases and . actionl by criminal justice
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"] COMPUTER ABUSE CASES i
04/13/78 . : INGEDENCE AND LOSS BY TYPE®OF CRIME (YEARLY)- Lo
R R TYPE 27 : TYPES TYPE 4 - S
P = INTELLECTUAL PROPERTY . FINANC) AL . UNAUTHORIZED ALL TYPES
VEAR . PHYSICAL DESTRUCTION DECEPTION AND TAKING  DECEPTION AND TAKING ’ USE OF SERVICES o
NO.OF . KNOWN AV.LOSS NO.OF KNOWN AV.LOSS NO.OF KNOWN AV.LOSS NO.OF KNOWN  AV.LOSS TOTAL AVERAGE
CASES; 'LOSSES PER CASES; LOSSES PER CASES; LOSSES PER CASES; ' LOSSES PER TOTAL  KNOWN L3S
SOF FOR .CASE, X OF FOR  CASE, X OF FOR  CASE, X OF FOR  CASE, CAZES  LOSSES
. JOTAL TYPE ) TYPE)1 TOTAL TYPE 2 TYPE 2 TOTAL TYPE3 TYPEQ TOTAL TYPE 4 TYPE 4 o
1988 - - - . - & - 1 o8 a a - - - - 1 ‘
1989 - - - - . - - t o8 278 278 - - - - 1 278 277
1962 2 0% - - - - - - = e - - - - 2 -
1963 1 60X 2,000 2,000 - - - - 1 508 8 - - - - 2 2,081 1,042
1964 1 17% - - 2338 2,500 2,500 3 505~ 10D 0o - - - - 8 . 2,600 . 1,300
1968 - =~ - - = - 1 138 - - 4 0% 126 63 3 38 - - o 126
1966 1 2333 a a .- - - 2 67% 28 ¢« - - - - 3 28 9
1967 2 Do% PH @4 - - - - - - - - 2808 10 0 4 10 s
1968 1 e - - 3258 7,203 9,602 6B0% 6,251 1,313 2 17% - - 12 12,454 2,078
1969 4 208 2,000 2,000 8 40% 1,003 334 4 20% 6 2 4 zo0% 2 .2 20 3,011 376
1970 8213 3,600 900 6 168 6.849 1,969 13 343 8,910 810 11 20% - - 38 19,353 967
1971 7128 - - 2034% 09,844 1,641 2441% B5.943 540 6 14% 381 175 89 16,137 649
1972 17 23% 11,148 2,230 19 26X - 180 30 19 263 2,080 257 18 25% 107 217 73 14.s24 518
1973 10 13% 4 2 26 95% 26,702 2,435 28 37% 206,274 11,460 11 16% 7 1 - 78 233,066 6,474
1974 7 10% 2,010 1,008 20 27% 2,197 439 34 47% 3,952 168 12 168 3 3 7 a.162 247
1978 © 6% ns 56 21'25% 91.670 13,056 49 56% 5,513 176 9 1% 14 5 84 98,312 2,006
1976 & 8% 1,110 370 19 32% 49,465 7,066 30 51X 2,026 78 5 ex - - 5 32,601 1,461
977 14 168 2,282 322 ' 16 188 17,946 2,091 44 81X 47,801 1,319 13 18% 184 77 87 - 67,883 1,330
078 10 24T 2,523 841 13 1% 300 50 17 40% 12,384 626 2 B3 - - a2 18,207 633
1979 2 102 - - 11 sos - - 4208 ‘200 200 3 16% - - 20 200 200
TOTAL 97 145 26,761° 636 185 2a% 218,932 9,322 264 42% 302,661 1,462 703 168 646 32 869 546,001 1,683
A ( ("
( L
”;‘.'. (: &
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KNOWN LOSSES: IN THOUSANDS OF DOLLARS ‘ ‘ ¢ . i
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‘ organizations, including the FBI Academy, Criminal Justice Confetences

on white-collar. and organized crime, National District Attorneys

Assoclation Economic Crime Project, local FBI offices, and the: National‘

College of District Attorneys. In 1976, the FBI established for its

- agents a 4-week training coursé in Investigation of computer-related

‘crime laws based on the first Ribicoff bill. Current state ‘legislation.

.,

crime and another for other agencies in 1978.

In 1976, as a result of the increasing frequency of cases, .Senator
Abraham Ribicoff and his U.S. Senate Government Affairs Committee became
aware of computer-related crime and the inadeyuacy of federal criminal
law to deal with it. The committee produced two reports on its research
[U.S. Senate 1976, 1977], [6, 7] and Senator Ribicoff introduced the
first Federal Systems Protection Act Bill in June 1977. As the result
of U«Ss Justice Department comments and hearings on the b11ll in June
1978 (8], the Bill was revised and a new bill, S240, was introduced into
the current Congress (see Appendix A). On the state level, Florida,
Michigan, Colorado, Rhode 1Island, and Arizona have computer-related

on computer-related crime is provided in Appendix B  and proposed
legislation in Appendix C. > ’ L

A

Kecent research has produced a number of publications on computer-
related crime. Among them are: “Operational Guide.to White-Collar Crime
Enforcement, On the Investigation of Computer Crime"  [9]; "Manual for
Prosecution of Computer-Related Crime” ([10]; and “"Computer Crime
Investigation Manual,"” published commercially. [11] ° ' :

Computer-related crime has been portrayed fictionally in fsevefal

novels [12, 13], motion pictures, and television dramas. Two comic

strips, Dick Tracy and Steve Roper, have depicted fictional stories.
The computer-related crime aspects of a massive insurance fraud were
dramatized by the British Broadcasting System. NBC TV News and CBS 60

" Minutes have had special segments. Several nonfiction trade books have

been published, .and articles have appeared in all major magazines and

newspapers. Unfortunately, the public interest and sensationalism'
associated with computer-related crime has made folk heroes of the .
' perpetrators and caused significant embarrassment to ‘the victims.
Prosecutors have sometimes benefited from the visibility of their cases .

and the high conviction rate.
E. INVESTIGATION AND PROSECUTION EXPERIENCE

Extensive field work preceded the writing of this manual. In
pAr" -Qlat, several weeks were spent interviewing 44 prosecutors and
investigators in the Los Angeles District Attorney’s office and several
prosecutors 1in offices in New York City and Philadelphia. Their
experiences in prosecuting computer-related crime and more than 50 cases
were documenteds A questionnaire_ survey of 49 prosecutors was also

conducted. {l14] The information obtained has been used\as the basis - for

parts of this manual.
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The ‘initial reacticn. to inquiries about deputy district attorneys”
(DDAs) experiences with computer-related crime is that "we have had no
computer-related crime cases."” Further discussion usually indicated that
they have had several crime cases in which computers had been involved
to a significant extent, but DDAs had - failed to classify them as
computer-related crimes. There was general sgreement that there will be
an 1increasing number of computer-related crimes. Moreover, the
defendant and his defense attorney understand the technical aspects of
the computer involved in the case; therefore, it is important that the
prosecutor also understand, them.

. - X
F. COMPUTER-RELATED CRIME METHODS AND DETECTION

Investigdtors and prosecutors should deal with computer-related
crime as much as possible in the context of their experience with other,
more traditional, crime. However, when computer technology plays a key
role that cannot be avoided, a thorough understanding of criminal
uethods involving computers is essential. In addition, being aware of
the types of people who have the skills and knowledge to use these
methods, like%y evidence of their use and detection methods .can be most
helpful. ‘

This section describes 12 computer-related crime methods in which
computers play a key role. Although several of the methods are far more
complex than the nonexpert will understand in detail, these brief
descriptions will aid investigators and prosecutors to comprehend
sufficiently to interact with technologists who can provide  ‘the
necessary expertise to deal with them. DMost technologically
sophisticated computer-related crimes will use one or more of ‘these
methods. However, mno matter how complex the methods, the crimes will
still fit into the categories familiar to the prosecutor. For an
explanation of the technical terms used in this discussion the reader is
referred to Section VI, "Overview of Computer Technology,” the glossary,
or the index.

Like most aspects of computer technology, a jargon describing the
now classical methods of computer-related crime has developed. These
are the technical methods for some ¢f the more sophisticated and
automated computer-related crimes. The results are modification,

" disclosure (taking), destruction, and use or denial of use of services,

computer equipment, computer programs, or data in computer systems.
Depending on the meaning of the data, kinds of services, or purpose of
the programs, the acts range over many known types of crime. The
methods, possible types of perpetrators, likely evidence of their use,
and detection are described below.

l. Data Diddliqg

This is the simplest, safest, and most common method used in
computer-related crime. It involves changing data before or during
their input to computers. . The changing can be done by anybody
associated with or heving access to the processes of creating,

9
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recording, transportins, encoding, examining, chzcking, converting, and
transforming data that wultimately enter a computer. Examples are
forging or counterfeiting documents; exchanging valid computer tapes,
cards, or disks with prepared replacements; source entry violations;
punching extra holes or plugging holes in cards; and neutralizing or
avoiding manual controls.

“Q Data are normally protected by manual methods, and once data are in
the computer, they can be automatically validated and verified. Manual
controls include maker-checker-signer roles for trusted people with
separation of responsibilities or dual responsibilities that force
collusion to perpetrate fraudulent acts. Batch control totals can be
manually calculated and compared 1in the computer with matching
computer-produced batch control totals. In this method, data are
batched into small groups, and data are added together to produce a sum
that is the control totale. Another common control is the use of check
digits or characters imbedded in the data based on various
characteristics of each field of data (e.g., odd or even number
indicators or hash totals). Sequence numbers and time of arrival can be
associated with data and checked to ensure that data have not been
removed or reordered., Large volumes of data cam be checked by using
utility o*¥spnc1al—purpose programs in a computer. Evidence of data
diddling ¥~ discovered data that do not correctly represent data as
found at sources, lack equality with redundant or duplicate data, do not
match earlier forms of data by reversing the manual prccesses that have
been carried out, control totals or check digits that do not check nor
meet validation and verification tests in the computer.

A typical example is the case of a timekeeping clerk who filled out
data forms of hours worked by 300 employees 1in a department of a
railroad company. He noticed that all data on the forms were entered
into the timekeeping and payroll system on the computer included both
the name and the employee number of each worker. However, the computer
used only employee numbers for processing and even for looking up
employee names and addresses to print on payroll checks. He also
noticed that outside the computer all manual processing and control was
based only on employee names, because nobody identified people by their
numbers. He took advantage of this dichotomy of controls by filling out
forms for overtime hours worked and using names of employees who
frequently worked overtime but entering his own employee number. This
was never discovered, and his incoite was increased by several thousand
dollars every year until by chance an auditor examining W-2 federal

income forms noticed the unusually high annual income of the clerk. An-

examination of the timekeeping computer files and recent timekeeping

data forms and a discussion with the clerk’s supervisof revealed the
source of the increased income. The clerk was confronted with the

evidence and admitted his fraudulent activities. The clerk”s activities
were not sophisticated “but surely represent a data diddling computer-
related crime. Well-designed timekeeping and payroll .systems wuse the
first few letters“of employees” .names appended to their identification
numbers to reduce the likelihood of this type of crime.

10
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Potential data diddling perpetrators are employed in different
kinds of occupations. Table 2 summarizes these potential perpetrations,
the methods of detecting data diddling; and" the sources of evidence.

N

Table 2
DETECTION OF DATA DIDDLING
Potentialé?erpetrétore '~ Methods of Detection Evidence
Transaction participénts Data comparieon“ . Data documents
: ’ ' Source

N

Document validation- , Transactions

Data preparers
, e Computer—readable

"

Source data supplids " Manual controls : Computer data media
‘ i ~instrumentation analysis  Tapes .
, ~ Cards
Nonparticipants with ‘ Computer validation and Disks
access , verification exception Storage modules
Reports analysis Manual logs,
- ' journals, and
Computer output ‘ exception reports
Integrity tests ' - Incorrect computer
output ) ‘

2. Trojan Horse

The Trojan horse method 1is the covert placement of computer
instructions in a program so that the computer will perform unauthorized
functions but usually still will allow the program to perform its
intended purposes. This is the most common method in computer program-
based frauds and sabotage. Instructions may be placed in production
computer programs so that they will be executed in the protected or.
restricted domain of the program and have access to all of -the data
files' that are assigned for exclusive use of the program. Programs are
usually constructed loosely enough to allow space to be found or created
for inserting the instructions. ‘

There are no practical methods of preventing and detecting Trojan
horse methods 1if the perpetrator 1s sufficieantly clever. A typical
business application program can consist of over 100,000 computer
instructions and data. The Trojan horse can also’ be concealed among up
to 5 or 6 millions of instructions in the operating system and commonly
used utility programs where it waits for execution of the target
application program, inserts extra instructions in it for a few
milliseconds of execution time, and removes them with no temeiﬁing
evidence. Even if it is discovered, there is no indication of who may

11



have done it except to narrow the search to those programmers who have
the necessary skills, knowledge, and access among employees, former -
employees, contract programmers;’ conaultants, or employees  of the
computer or software suppliers. However, the perpetrator may be
continuing to benefit from his acts by converting them to economic gain
directly or through accomplices. If the conversion to "assets can be
determined and traced, there 1is a chance of apprehension using this
method. ’ ' ‘

A suspected Trojan horse might be discovered by comparing a copy of
the -operational program -under suspicion with a master or other copy:

~known to be free of unauthorized changes. Backup copies of production

programs are routinely kept in safe storage, but smart perpetrators will
make duplicate changes in them. Also programs are frequently changed
without changing the backup copies, thereby making comparison difficult.
Utility programs are usually available to perform comparisons of large
programs, but their integrity and the computer system on which they are
executed must be assured. 7This should be done only by qualified and
trusted experts.

A Trojan horse might also be detected by testing the suspect
program with data and under conditions that might cause the exposure of
the purpose of the Trojan horse. However, the probability of success is
low unless exact conditions for discovery are known. This may prove the

-existance of the Trojan horse, but usually will not determine its

location. A Trojan horse may also reside in the source language version
or only in the object form and may be inserted in the object form each

~time it is assembled or compiled~-e.g., as the result of another Trojan

horse in the assembler or compiler.

The methods for detecting Trojan horse frauds are summarized in
Table 3. The table also lists the occupations of potential perpetrators
and the sources of evidence fo Trojan horse crime.

e

Table 3

'DETECTION QF TROJAN HORSE CRIMES

Potential Perpetrators . Methods of Detection Evidence
Programmers having Program code comparison Unexpected results
detailed knowledge of ‘ of program execu-
a suspected part of a. Testing -of suspect program tionm
program.and its purpose . ,
and access to it Tracing of possible gain Foreign code found
' from the act in a suspect program
Employees

Contract programmers
Vendor“s programmers

~ Users of the computer
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3. Salami Techniques

An automated form of .crime involving the theft of small amounts of
assets from a 1large number of sources 1s i1dentified as a salami
technique (taking small slices without noticeably reducing the whole).
For example,  in a banking system the demansl deposit accounting system
for checking accounts could be changed (using the Trojan horse method)
te randomly raduce a few hundred accounts by 10 cents or 15 cents by
transferring the money to a favored account where it can be legitimately
withdrawn through normal methods. No coantrols are violated because the
money is not. removed from the system of accounts. Instead, a small
fraction of it is merely rearranged: The success of the fraud is based
on the idea that each checking account customer looses so little that it
is of little consequence. Many variations are possible. The assets may
be an inventory of products or services as well-&s méney. -

One salami method in a financial system :*is known as the "round
down" fraud. The round down fraud requires a. computer system
application where large numbers of financial accounts are processed.
The processing must 1nvolve the multiplication‘'of dollar amounts by
numbers--such as in interest rate calculations. This arithmetic results
in products that contain fractions of the smallest denomination of
currency, such as the cent in the United States. For example, a savings
account in a bank may have a balance of $§15.86. Applying the 2.6%
interest rate results in adding $0.41236 ($15.86 x .026) to the balance
for a new balance of $16.27236. However, because the balance 18 to be
retained only to the nearest ceant, it is rounded down to $16.27, leaving
$0.00236. What 1s to be done with this remainder? The interest
calculation for the next account in the program sequence might be the
following: $425.34 x 0.026 = $11.05884. This would result in a new
balance of $436.39884 that must be rounded up to $436.40, leaving a
deficit or negative remainder of $0.00116, usually placed in parenthesis
to show its negative value ($0.00116).

The net effect of rounding in both these accounts, rounding down to
the calculated cent in the first and adding 1 cent in the second, leaves
both accounts accurate to the nearest cent and a remainder of $0.0012
($0.00236 - $0.00116). This remainder is then carried to the next
account calculation, and so on. As the calculations continue, 1if the
running or actumulating remainder goes above 1 cent, positive or
negative, the last account is adjusted to return the remainder to an
amount less than 1 cent. This results in a few accounts receiving 1
cent ‘more or less than the correct rounded values, but the totals for
all accounts remain in balance.

This is where the creative computer programmer can engage in some
trickery to accumulate for himself a fancy bit of change and still show
a balanced set of accounts that defies discovery by the auditor. He
merely changes the rules slightly in the program by accumulating the
rounded down remainders in his own account rather than distributing them
to the other accounts as they build up.
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Using a larger number of accounts shows how this is done. First,
if. rounded down correctly, 1t would be as shown in Table 4. [15] The
interest rate dapplied to the total of all accounts, $3,294.26, results
in a new total balance of $3,379.91 ($3,294.26 x 1.026) and a remainder
of §0.00076 when the new total balance is rounded. This 1is calculated
by the program as verification that the arithmetic performed account by
account is correct. However, note that several accounts (those marked
with an asterisk) have 1 cent more or less than they should have.

Now suppose the programmer writes the program to accumulate the
round amounts into his own account, the last account in the list. The
calculations will be as shown in Table 5. The totals are the same as
before and the verification shows no tinkering. However, now the new
balances of some accounts are 1 cent less, but none are 1 cent more as
in the previous example. Those extra cents have been accumulated and
all added to the programmer”s account (the last account in the 1list)
rath