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THEEROSION OF LAW ENFORCEMENT INTELLIGEN CE—
CAPABILITIES—PUBLIC SECURITY

WEDNESDAY, SEPTEMBER 28, 1977

U.S. SewaTe,
Susconarrrtes oN CriviNaL Laws anp ProceEpures
or Tie COMMITIEE ON TIE JUDICIARY,
Washington, D.C.

The subcommittee met, pursuant to notice, at 11:30 a.m. in room
3110, Dirksen Senate Office Building, Senator Orrin G. Ilatch (acting
chairman of the subcommittee) presiding.

Stafl present: Richard Schultz, connsel; Robert J. Short, investiga-
tor; and David Martin, analyst.

Senator Harcm. The subcommittee will come to order.

Today’s hearing is part of the subcommittee’s ongoing investigation
into the erosion of law enforcement intelligence and its impact on the
publie seeurity.

In the course of this investigation, it has been brought to the sub-
committee’s attention that the erosion of law enforcement intel-
ligence has seriously affected the ability of industry and business
concerns to implement effective personnel security and corporate
security programs.

To find out how serious and how widespread the problems weve, the
subcommittee established contact with the American Society for In-
dustrial Security, an organization which I believe embraces the sub-
stantial majority of professional security officers in the private sector.

The subcommittee is grateful to the American Society for Industrial
Security for its cooperation in bringing together the panel of security
experts who are participating in today’s hearing.

QOur witnesses today are, in the order in which they will testify:

Mr. Donald Duckworth, director of corporate security for the
Norton Co., Worcester, Mass. Mv. Duckworth also serves as chairman
of the Committee on Privacy of the American Society for Industrial
Security.

Mr. Henry Englisch, assistant secretary in charge of security of the
Insurance Company of North America’s Marine and Aviation Serv-
ices, Philadelphia, Pa, Mr. BEnglisch is chairman of the Transportation
and Security Committee of the American Society for Industrial
Security.

AMr. Thomas Ruane, securityr manager of Avon Products, New York,
N.Y.. and a regional vice president of the American Society for In-
dustrial Security.

Mr. Lindsay I. Baird, a private consultant on computer seenvity,
who also serves as chairman of the Computer Security Clonumittee of
the American Society for Industrial Security.
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And Mr. Jan Larsen, manager of corporate security for the Pfizer
Co., New Youls, N.Y.

(Gentlemen, we are most grateful to you for coming here. I have
only one observation to make before we take your testimony.

1t has become a popular pastime on the part of certain elements
in our society to dewngrade private enterprise, to bait big business,
and to regard the special problems that confront our business cor-
porations as things divorced from the interests of the American public.
It is my conviction, however, that no such divorce exists.

In the field of security, especiaily, it is obvious that what affects the
security of private enterprise impinges in a direct and palpable manner
on the welfare and security of the American people.

A terrorist attack on a utility company or an oil pipeline could
impose untold suffering on millions of Americans.

Similarly, a terrorist attack on a major industrial computer center
could conceivably put scores of thousands of Americans out of work.

The American people also pay for every cargo that is hijacked, for
every act of embezzlement or pilferage by dishonest employees, and
for the enormously increased security costs resulting from the break-
down of personnel security programs. They pay these costs for the
simple reason that they have to be passed on to the consumer.

Your testimony, I know, addresses itself to all of these problems.

Gentlemen, before we proceed with your testimony, will you all rise
and be sworn as a group ?

Do you swear to tell the truth, the whole truth, and nothing but the
truth so help you God ?

Mr. Liarsex. T do.

Mr. Ruanz. I do.

Mr. Duckworti. I do.

Mr. Bamp. I do.

Mr. Exariscm. I do.

Senator Harcm. Our first witness is Mr. Donald Duckworth.

The hearings that we've held in this subcommittee have been
startling as we've gone into various problems in the matter of law
enforcement intelligence and its impact on the public security.

We're very interested in the testimony that you folks have to give
today. Tt will be printed and disseminated. Some of the testimony that
has been given in the past has, I think, done the American peopls a
great service, beeause it has been printed and cirvculated. People in this
country are starting to realize some of the disadvantages that every-
body in this country is presently undergoing as a result of the lack of
security information and the erosion of intelligence enforcement activ-
ities in our country, caused by the misapplication and misinterpreta-
tion of certain laws—or caused by laws that are, in themselves, too
stringent under the civcumstances,

So we want to welcome you to this subcommittee, and we will be
very appreciative to have all of your testimony.

I\Ir.IScnU 7. My, Ducloworth, please proceed with your prepared
remarks.
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TESTIMONY OF DONALD R, DUCKWORTH, CHAIRMAN, PRIVACY ARD
INFORMATION MANAGEMENT COMMITTEE, AMERICAN SOCIETY
FOR INDUSTRIAL SECURITY

My, Ducrworrm. Thank you.

My, Chairman and members of the subcommittee, I am. Donald R.
Duckworth, chairman of the Privacy and Information Management:
Comumittee of the American Society for Industrial Security.

My appearance at this time is on behalf of the officers, directors, and
members of the American Society for Industrial Security—commonly
referred to as ASIS—concerning the impact on security programs
in private and public organizations of the erosion of law enforcement
intelligence-gathering capabilities.

Security programs in private and public organizations are designed
and maintained to protect the personnel, facilities, information, and
other assets necessary to accomplish the purposes for which an orga-
nization is operated.

By purpose and design, these security programs aim to provide
protection primarily by prevention of loss, by prevention of unlawful
activities, as well as prevention of fires and accidents.

ASIS is a professional society founded in 1955 of security executives
and administrators in over 3,000 business, industry, and govern-
ment—education, financial, and health care—organizations having
requirements for security and loss prevention programs for the pro-
tection of personnel, information, facilities, and other assets.

Our worldwide membership currently numbers 10,000 individuals
organized in 102 chapters—both in the United States and other in-
ternational areas.

Our society, as an organization, does not espouse a particular posi-
tion or give testimony on public issues unless:

First, the special knowledge and experience of the professionals in
the field of security is directly applicable to the issue.

O, second, the programs for the protection of assets and personnel,
which are the managerial responsibility of security professionals, are
directly affected.

We feel the society’s contribution to the development of public issues
is most valuable by identification of members whose programs and
organizations, whose knowledge and firsthand factual experience, are
most pertinent to a particular issue.

Then, by encouragement and liaison efforts, we bring them together
with other disciplines, organizations, and public officials for the inter-
change that can produce increased understanding and better decisions
by all parties concerned.

Consistent with that usual role, we have worked to assist this present
hearing through members and their organizations who are serviously
concerned with the adverse impacts on time-tested security and loss
prevention programs, of the erosion of law enforcement intelli%ince-
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knowledge and experience gained in eperating such programs, are
able and well qualified to cite and illustrate the practical effects of
decreased capabilities in intelligence-gathering functions of public
law enforcement agencies.

We appreciate the opportunity to be here today to convey the secu-
rity professionals’ general, great concern as to the serious consequences
of adverse development affecting law enforcement intelligence-gath-
ering capabilities.

Based on our memberships’ special area of experience, as well as
general public experience of events in our world today, we ervision
two major adverse consequences if intelligence-gathering activity and
information by authorized law enforcement agencies is less than ade-
quate to prevent or protect against criminal threats that realistically
exist.

One consequence of less-than-adequate capabilities would be a crip-
pling impact on the effectiveness of security and loss prevention pro-
grams in business, industry, and government.

The further consequence we project, if the effectiveness of programs
which protect people and property are reduced, is that it will become
increasingly difficult, even doubtful, that the basic values necessary
for the general welfare and for economic growth in a free society can be
preserved.

That concludes my statement, Mr. Chairman,

ASIS is most grateful for the opportunity afforded to appear and
provide this background to the specific information that security pro-
fessionals and the companies they represent are well qualified to sup-
ply on the issue under consideration by this subcommittee.

Myr. Scaurrz. We thank you for your statement, My, Duckworth, on
behalf of ASIS.

If wemay, let’s move to the statement of Mr. Englisch and give you a
little breather before you present your other prepared remarks.

Mr. Englisch, would you proceed ?

TESTIMONY OF HENRY ENGLISCH, SECRETARY, MARINE AND
AVIATION SERVICES, INSURANCE CO. OF NORTH AMERICA,
PHILADELPHIA, PA.,, AND CHAIRMAN OF THE TRANSPORTATION
AND SECURITY COMMITTEE OF THE AMSRICAN SOCIETY FOR
INDUSTRIAL SECURITY '

Mr. Excriscu. Thank you.

I am honored by the invitation to appear before the Senate Subcom-
mittee on Criminal Laws and Procedures to express my beliefs regard-
ing the erosion of law enforcement intelligence and its impact on tle
public security.

Constrained in my personal area of security experience to the subject
of transportation security, primarily the security of goods in transit, I
will restrict my contributions to those areas.

My primary duties at present involve the guidance and direction of
a field force of transportation specialists who, among other duties, pro-
vide consultative services to shippers and carriers insured by my com-
pany in a continuing effort to reduce the loss of cargo in transit.

-~
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As physical security of cargo is a significant part of our working
considerations, I have become a member of the American Society for
Industrial Security.

Maving served 8 years on the Transportation Security Committee of
the society, I am presently chairing the committee.

In 1976, I was appointed a member of the National Cargo Security
Council, & counterpart group of the Interagency Committee on Trans-
portation Security—ICOTS-—chaired by the Department of Trans-
portation.

The council provides the interagency group with viewpoints of the
private sector regarding transportation security.

I am also a member of the %argo Loss Committee of the American
Institute of Marine Underwriters.

In these three related areas of activity, it has become increasingly
apparent to me that the erosion of law enforcement intelligence has
had a deleterious effect on the maintenance of transportation security.

Considering cargo security, it is evident that theft-related loss of
goods in transit is an area of major loss. From my company’s experience
alone, we estimate that some 33 percent of cargo loss is related to theft.

I would like to interject & comment hers raised on a publication of
the company that is afforded to shippers, carriers, and interested
parties. It gives a statistical breakdown of loss in cargo, which has
been compiled by my company alone.

While it doesn’t cover the entire industry, we feel our experience
is significant and large enough to make this & valid indication of the
cargo loss statistics,

Mr, Scrurrz, Would you identify the source of the data?

Mr. Evcriscr. This was published 2 years ago. A new copy is in
progress right now.

Mz, Scrunrz. From which page will you be quoting ?

Mr. Excruiscr. Page 38 of the publication: “TPorts of the World,”
10th edition.

Mzr. Scirunrz. Thank you.

Mpr., Encuisc. We feel, also, that a considerable portion of cargo
theft is a result of collusive effort between employees of transportation
companies and between those employees and employees of cargo
shippers and receivers. Of course, and not to be excluded, are
employees of periphery industries, snch as insurance companies and
agents, cargo brokers and banks—all of whom have access to cargo,
insurance, and credit documents which in turn can be used for hi-
jacking, theft, and pilferage purposes. .

In this connection, availability of criminal record information on
prospective employees is, in my opinion, essential to transportation
industry employers.

Further, the efforts of law enforcement agencies in combating
cargo crime are rendered less than effective due to the deterioration of
intellignce exchange between the agencies.

Cargo in transit can be simultaneously loeal, intevstate, and inter-
national in nature.

It is relatively easy to recognize that employee collusion can
extend across city, State, and National boundaries. .

Accordingly, criminal information intelligence from many juris-
dictional sources is vital to the effective control of cargo theft.
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Perhaps an example would be pertinent.

A high-value air cargo shipment destined to a European consignee
may well be subject to a number of en route landings and even an
exchange between carrying airlines before arriving at a destination.

Through collusive effort, a conspirator at an on-the-way stop, hav-
ing been notified of the presence of the target shipment on a particular
flight, could effect removal of that shipment for later disposal. The
loss would not be evident until the aircraft arrived at a distant transfer
or delivery point.

It is obvious that cooperation between law enforcement agencies in
widely separated cities and States is essential to the prevention and
control of this type of crime.

The lack of free and responsive transmission of eriminal intelli-
gence in these situations can only serve to malke the efforts of criminals
more effective.

When one realizes that a considerable amount of what could be
termed sensitive cargo is constantly in transit in all transport modes,
it becomes evident that with limited security capabilities, the pur-
poses of terrorist groups may well be served.

Nuclear fuels and explosives are examples of cargoes that could be
seized and used for terrorist activity or extortion purposes.

Just o few weeks ago we had a situation in the State of Florida in
which a pesticide was introduced into a municipal water system with
fortunately no deaths involved to my knowledge, but a situation of
areat consequence.

The ability to obtain quantities necessary for this type of terrorist
and extortion activity usually rests in the transportation act—where
duo to lack of security a similar material might be obtained from a
rail car, a platform, or through collusion with an employee of the
shipping and transportation company.

This alone, in my opinion, is significant enough to warrant close
scrutiny of the hazardous materials in the transportation chain to
insure that they do not get to unauthorized persons.

All transport modes—urail, motor, air, and marine—are subject to
the cargo theft problem. But even greater hazards exist—those which
include disruption or destruction of trangportation facilities—which
could be perpetrated for extortion orv terrorist purposes or to inter-
dict defensive eflorts on the part of our military forees.

Recognizing the gravity and impact of interference with the un-
interrupted flow of passengers and cargo over our national transpor-
tation network and through its interfaces with the international trans-
portation systems, every possible effort must be made to insure the
security of those systeins.

Employees of the transport industry are frequently entrusted with
the safety and security of literally hundreds of lives and major dollar
values at any given time,

T submit that this speeial trust is of a magnitude and gravity rarely
matehed in other industries, Accordingly, the confidence placed in
these employees by the public must be based on the highest order of
proven reliance and competence.

Our law enforeement agencies must be permitted maximum reason-
able latitude in the development, exchange, and use of eriminal in-
teliigence in connection with activities which may interfere with the
secure operation of our national transportation facilities.
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This latitude must extend to prior erimninal activities of employees
ol transportation and periphery industries and to the current aetivi-
ties of individuals, organizations, and groups impacting on or threat-
ening the physical flow of commerece.

A free, rapid, and continuing exchange of criminal intelligence
hetween law enfovecment agencies at all jurisdictions—local, State,
national, and international—is crucial to the safety and security of
the people of the United States of Ameriea,

Mr. Scurvrrz. Mr, Englisch, could you give us a few more details
on the Florida extortion case?

Mr. Excriscin At the present time I'm only aware that the situ-
ation occurred. There apparently was a commereial pesticide, which
is usually labeled as a hazardous cargo, depending on its nature. It
was appavently obtained by the people who perpetrated the case, and
at this time it’s under investigation. That’s as much as I can offer.

Mr. Scrreraz, There wasn’t extortion involved or a money demand
made?

My, Exeriscrn, Not that I know of. That’s correct.

Mr, Scrrvnrz. ITas there been an arvest in the case?

Mr. Exariscr, Not yet.

Mr. Scrrvnrz, What is the extent of the injuries, if you know?

Mr. Excriscin, There were no injuries indicated, But tainting of a
eity’s munieipal water supply immobilizes this resource, and there are
very significant expenses until it's cleaned up. It might be termed a
near-miss.

My, Scrrvraz, Thank you,

My, Duckworth, we will return to you for your statement as rep-
resentative of the Norton Co.

My, Duerworrtn Thank you, Mr. Schultz,

I wish to thank the subcommittee for this opportunity to express
my views on the erosion of law enforcement intelligence capabilities
and the impact that this erosion has had on the security function in
tho private sector,

TFor you to truly gain an appreciation and understanding of my
perspeetive and the views whieh I will present this morning, I believe
that it is incumbent upon me to provide you with some insight into the
husiness which I represent as well as the nature of the function which
I perform in that organization.

Norton Co. is o multinational industrial manufacturer with 23,000
employees and 110 plant locations in 26 countries. It is the world’s
leading manufacturer of abrasives and abrasive products, the world’s
largest maker of diamond drilling and coring bits for gas and oil ex-
ploration, and the leading maker of diamond mining products in the
[nited States.

Other products inclade personal safety equipment, insulating seal-
ants, medieal, and scientific plastic components, ehemical process prod-
uety, and industrial eeramics,

Norton's 1976 total sales were $750 million,

Now that you he +» some understanding of the organization in which
I work, let me take you into the world of the corporate security direc-
tor and acquaint you with what I do and how I do it in that world.

28-404--78

2]
rs




102

Before proceeding, let me preface my comments by stating that the
basio functions which I am about to describe are not wnique to me or
Norton Co.

Although techniques, methodologies, and managerial emphasis often
vary widely from company to company, I am confident that the bagic
objectives and principles of the security function which I will degeribe
are generally illustrative of and applicable to the vast majority of
security executives within the private sector today.

I believe that I can best begin this odyssey by quoting from the in-
troductory paragraph from Richard Cole’s text: “Protection Manage-
ment and Crime Prevention.”

The protection executive, contrary to mass opinion, is not a private protector
of the law who titillates the imaginntion of the general publie with his courageous
deeds. He ig instead a business executive given the job of protecting corporate
nssets, His most definite and challenging responsibility is predicting the oppor-
tunities for the loss of corporate assets and reducing those opportunitles to man-
ngeable proportions,

Gentlemen, this is a point which I cannot overstress.

I do not, nor in my opinion do any of my colleagues, view oursclves
as part of the eriminal justice system and I do not appear before you
in any implied or quasi-law enforcement role.

Rather I appear before you, first and foremost, as a professional
business manager—albeit, one with a rather unique and esoteric
specialty.

Iowover, the terms that T normally deal in are those of risk
management, cost effectiveness, return on investinent, and profit and
loss—all terms of the business world.

As the staff executive in my company with the responsibility for
development of n protection program for our entire enterprise, both
domestically and internationally, you will more often find me behind
a desk formulating policy statements than involved in some form of
investigative derring-do in conjuwiction with some law enforcement
agency.

The essence of the functions which I perform centers around :

First, an identification of the security vulnerabilities of various
categories of corporate agsets to loss;

Socpnd, an assessment of the probabilities of those losses occurring

Third, an evaluation of the criticality, generally in financial terms,
to the organization if one of those losses occnrred ; '

And, fourth, after relating these factors, the development of specific
countermeasures, ranging from sophisticated and costly computer-
based alaxrm systems 'to the utilization of security guards to prevent
losses from occurring.

The emphasis of the function, then—and I cannot stress this point
too highly—is that of prevention, and the scope is as all-encompassing
as those multitudes of conditions which may result in asset loss.

Inherent in this loss-prevention approach is the never-ending need
for information,

T tal ked o few moments ago about security vulnerability probability,
and criticality with the end result being the development of security
countermeasures to prevent loss from occurring, Crucial to the sucess-
ful development of these countermeasures is an acevzate assessment of
the first three, which can only be obtained through information.
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Again, bear in mind that just as I am concerned about loss resulting
from criminal activity, so too am I equally concerned about loss result-
ing from such diverse conditions as fire, expiosion, hurricanes, torna~
docs, and so on,

This same thought also holds true in my need for information. Not
only am I concerned about the availability of information which can
assist me in preventing loss from the criminal act, but I am equally
concorned about such diverse information as weather forecasts, fire
protection data, and so forth.

At this point, I can only hope that your concept of the corporate
security director is scen in the context of the businessman legiti-
mately preoccupied with a task of asset protection accomplished
through loss prevention techniques.

Before leaving this discussion of the nature of the security function
in the private sector, T wonld like to make one final point concerning
a basic principle of security adhered to by the majority of security
practitioners,

It can best be made by queting from Knight and Richardson’s text:

Tug Scorr AND LIMITATION OF INDUSTRIAL SECURITY

No property right takes precedence over personal liberty or dignity, simply
beeause the property right is based upon personal Lberty and dignity and not
vice versa.

However, there is no necessary conflict of interest in this particuiar. The prop-
erty right can be safeguarded and the individual Qignity preserved by the
adherence of each to ity proper prerogatives,

As for the security funetion, it must base the design of its control upon a given
view of the nature of the human person or personality—and be careful to avoid
a surreptitious psychiological reversal of the order of precedence.

At this point, it now seems appropriate to focus my cormments on the
one conditien which, in terms of probability and criticality, generates
our most serious vulnerabilities and is, of course, the very reason for
our being here today.

The condition is obviously crime and, more specifically, the signifi-
cance of crime and its infinite variations as a threat to American busi-
ness today,

I contend that, because prevention is such a vital part of the work
of the security professiona%, I cannot meet my responsibilities and pro-
tect the assets of the company that I work for without access to needed
facts about crime and criminals.

In particular, there are three extremely crucial criminal threats
about which T need to receive information in ovder to effectively per-
form my duties—terrorism, organized crime, and technology theft.

I will acldress each of these areas separately, but first let me tell you
of th? position that I, as a practicing security professional, find myself
in today.

Ther:g is not one criminal justice agency with which I deal—and these
range from local municipality police forces to Federal investigative
agencies—that is not prohibited from furnishing information to the
private sector, with but exceedingly limited statutory exceptions.

The erosion of law enforcement intelligence capabilities. especially
as it impacts upon the private sector, quickly becomes a moot point to
be debated internally within the law enforcement community as far
as the private sector is concerned.
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Asa Portune 500 manufacturer with a diversity of products, my com-
pany represents several potentially special target areas in which the
absence of lmowledge about those who might commit crimes, as well
as the nature of the criminal activity itself, is dangerous to the point
of being foolhardy.

Yet wo have no formalized information exchange. Police often are
able to identify new crime trends but generally have no way to provide
that information to those in industry who might benefit from it.

Last week, in preparation for my appearance here coday, I queried
several officials of law enforcement agencies, ranging from local to
Federal, with which I maintain close liaison to determine their
thougrhts in this area.

All unanimously agreed on the following points:

Trirst, their intelligence-gathering capalnlities had been drastically
reduced—in some cases, to the point of being nonexistent.

Second, this reduction or erosion in their intelligence capabilities
was generally attributed to a combination of the four canses identified
on page 11 of the annual report of the Internal Security Subcommittes
for the fiscal year ending February 28,1977,

Third, the primary reason mentioned was the enactment of the
TFreedom of Information Act and the Privacy Act.

Fourth, information developed concerning a specifie threat direeted
against my company would generally be passed only if there was a
“elear and immediate” danger,

And, ffth, there should he some institutionalized method for infor-
mation transfer hetween the police community and the private sector
due to the commonality of interest.

Consequently, T have two veal concerns today. My first and most

imperative is that of the need for intelligence to enable me to antiei-
pate end prevent erime in the performance of my job.
The second concern is more general but just as real, A concern that
Iaw enforcement intelligence capabilities }mvo been weakened to the
point that they can no longer even warn me of a “clear and immediate®
threat which places corporate assets, to include people, in immediate
jropardy.

Togic scems distorted when, in the face of rising erime and the
inability of traditional measures to deal with that fact, the business
community is effectively foreclosed from taking limited but mean-
ingful action designed to prevent erimes, not invade privacy.

No better example illustrates this point than that of terrorism. Al-
though terrorism represents only a small portion of the crimes com-
mitted against business, its very nature evolees a viseeral reaction quite
different. from other forms of crime, and the corporate organization
finds itself volnerable to this threat throughout its operations.

Several months ago, a series of hombings occurred in Massachusotts.
One, in particular, was dirceted against a major company, allegedly
because of its business involvement in South Africa.

Since Nocton Co, also has business interests in South Afriea, it
seemed logieal that we also might he confronted with this type of
ineident, ‘ '

When laeal, State, and Federal law enforcement agencies were
questionce:t abont the nature of the threat, the probability of addi-
tional bombings, the likelihood of us being a potential traget, sus-
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pects® identities, description of perpetrators—in short, any informa-
tion which would assist in an effective development and implamenta-
tion of additional countermeasures—the same old refrain was heard:
No information available, probably couldn’t be released if it was avail-
able, no intelligence-gathering capability existing, intelligence unit
disbanded, reduced, ineffective. In short, no information collected and
none available,

A terrorist could have gone to work fov us that day fov the express
nurpose of infiltrating our ovganization, preparing intelligence data
on the target—us—and assisting in the execution of the terrorvist act.

In all probability, I would have never known it and the counter-
measures which have been painstakingly thouglit out would have heen
totally ineffective, simply as a result of our being wnable to develop
acenrate, credible information on the threat,

The area of organized crime is very similar, Like other major com-
panies, wo do business with a wide variety of concerns ranging from
the very small to the very large.

We recognize the widespread existence of organized crime and its
inereasing trend to use legitimate businesses as fronts and covers for
illegal operations as well as to launder dirty money.

Towever, in today’s climate, it is practically impossible to do any-
thing other than worry since we ave in a position of vecognizing the
general threat but unable to obtain any information to counter any
specifie. threats that might be posed against Norton (Yo,

Let me give you another specific example to indieate why I feel that -
my fearis real,

Recently, during the process of performing a routine review of a
small concern which we were contemplating using to establish a na-
tional manufacturer’s representative system for a particular product:
line, it was discovered that one of the principals in the firm ran afoul
of the legal system and was currently on probation for a number of
vears after having pled guilty to several counts of falsifying accounts
receivables to illegally obtain loans.

That much was part of the open record and obviously raised many
legitimate concerns on our behalf about the veputability and integrity
of the principal and his company. ' ‘

Tpon o further in-depth review, the prineipal provided a perfect-
ly plausible reason for the action which, although not justifying the
action, certainly provided some major mitigating and extenuating cir-
cumstances.

ITowever, the overall picture developed as a vesult of our invest
gation efforts also fit the clagsie picture of ovganized crime involve-
ment.

Result : The perfeet dichotomy. Solution : None.

TWhen we attempted to move out of the open court records and
further explore the situation through Ilaw enforcement agencies, we
were stymied.

The same old refrain: No information available; if it was, not re-
leasable.

T again ask the vhetorical question : TTow can you effectively prevent
loss of assets from criminal activity if you ave unable to determine
that there is, in fact, criminal activity ?
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Technology theft also presents us with a very real threat and cor-
porate fear, Our information and proprietary processes are the very
lifeblood of our business and often represent the competitive edge
‘which we enjoy in the marketplace.

Additionally, some of this very same technology is also vital to our
national defense.

A recent article by Clarence M. Kelley, Divector of the Federal
Bureaun of Investigation, on the subject of domestic industrial espi-
onage stated:

In summary, the threat of espionage efforts, foreign and domestie, against
American industry represents a very real danger., The I'BI will vigorously com-
bat this threat within its jurisdiction; however, it is incumbent upon American
industry to strengthen its own defenses against all espionage acts inimical to ita
own and the nation’s interest.

Believe me, we would like nothing better.

Again the dichotomy. We recognize the general threat but are
hampered from obtaining information which would enable us to
develop the specific threats, the knowledge of which is essential for
effective security planning.

Let me provide yet another example to demonstrate our paradox.

An emigre from an Eastern Bloc country goes to work for Norton
Co. in an abrasives engineering position. The position is basically an
entry level one, and the individual obtains the position based upon
an application indicating some rudimentary education and experience
in this area.

The position is basically nonsensitive in that it does not provide
access to proprietary information or processes, and it does not provide
aceess to classified defense information.

After several months in the job, performing in an acceptable man-
ner, the individual is considered for a position which will provide
access to proprietary technology, although not defense information.

About this same time, reports are passed to the security director
indicating that the individual in question appears to have a far
greater understanding of abrasives technology than was earlier
apparent from his resume and work experience.

Exceptionally qualified employee or industrial spy? Who knows?

It is almost impossible to obtain any information or intelligence
on this individual. The only way that I could visualize any type of
hackground check boing accomplished by a Federal investigative
agency would be in the event that the person would require access
to classified defense information.

In today’s modern business environment, especially in the com-
pany that operates on an international basis, this type of incident is
all too often the norm, and we often find the situation even more
ambiguous due to the complexities of the environment.

Current restrictions on law enforcement intelligence capabilities,
combined with the lack of formalized information exchange needed
by the private sector, all but ties our hands in cases like this and
often does a disservice to both the company and the individual.

Let me conclude my remarks by stating that as a member of the
business community, especially as o member charged with protection
of his company’s assets who, while not a public law enforcement




officer myself, feel that I still have a real and legitimate need to know
if criminally inclined individuals are encroaching upon my company’s
sphere of activity.

I do not feel that the right of my company to protect its assets by
trying to anticipate and prevent erime is mutually exclusive with the
individual’s right to privacy. To this end, I am deeply concerned
about the dangerous erosion of law enforcement intelligence capa-
bilities, especially because of the impact that this erosion has on an
alveady-grim situation.

If corporate security efforts can be identified as a form of business
crime prevention and crime prevention can be defined as the anticipa-
tion, recognition, and appraisal of criminal threats, and then the
initiation of specific action to remove or reduce them, then I believe
that you too will share my concern since we will be unable to do it
without a strong information flow.

In William K. Lambie’s book, “The Defenseless Society,” he makes
this point quote eloquently.

There is a whole segment of our society that * * * between them they have
put shackles on legitimate snti-crime efforts that are reflected not only in
escalating crime statisties but in the succession of roadblocks thrown in the
way of all those who are trying to do their jobs more effectively.

If they are successful, we may be able to live with the gociety that results,
but it will most assuredly be s defenseless society.

Thank you.

Mr. Scxorrz. Thank you, Mr. Duckworth,

That was a very thoughtful statement and somewhat provocative,
It will prompt questions later which we will address to the full panel,

Mr. Ruane, would you proceed at this time?

TESTIMONY OF THOMAS F. RUANE, JR., REGIONAL VICE PRESIDENT,
AMERICAN SOCIETY FOR INDUSTRIAL SECURITY, FORMER IN-
VESTIGATOR, U.S. POSTAL INSPECTION SERVICE, AND CUR-
RENTLY CORPORATE MANAGER OF SECURITY, AVON PRODUCTS,
INC, NEW YORK, N.¥.

Mr. Roane. Thank you.

My name is Thomas K. Ruane, Jr., regional vice president, ASIS—
the American Society for Industrial Security. I am a former investi-
gator for the U.S. Postal Inspection Service and am currently corpo-
rate manager for security for Avon Products in New York,

Mr. Chairman, I would like to take this opportunity to thank the
Senate subcommittee for their invitation to testify at these hearings
on the erosion of law enforcement intelligence and its impact on the
public security.

There is no_direct impact on public security because, in the past,
prior to Freedom of Information Act and Privacy Act of 1974, few
agencies in the Federal Government disseminated any intelligence
to the private sector without court orders or signed releases from the
interested parties. _

The public security concern is what has happened to intelligence-
ir,\atherfinlg 7'since the Freedom of Information Act and the Privacy

ct of 1974,
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There is a definite need for clarification on many parts of this legis-~
lation. There are too many gray areas in the interpretations of what
can be gathered and what cannot.

I have heard from some Federal agency sources that they do not
collect any type of intelligence any more because at least that way
you cannot get into trouble. This attitude can affect the future secu-
rity of every citizen.

Terrorism has become a major concern to national and multi-
national companies, and they would like law enforcement to have as
much intelligence as can be obtained; hence, I hope that this type of
intelligence is being collected and documented.

The Departments of State and Commerce have done an outstanding
job in this area in the past with a direct result being the saving of
countless lives and untold millions of dollars in property damage.

The use of informants has eroded considerably because of the possi-
bility of exposure through the Freedom of Information Act.

Intelligence collected from informants by law enforcement agencies
has been used to prevent dishonest acts against the Government and,
in some cases, saved corporations loss of merchandise and money.

Prevention of crime has become the watchword in the world of pri-
vate security as opposed to apprehension.

This erime prevention concept is the function of a whole new de-
partment in the Federal Bureau of Investigation. They have asked for
the cooperation of industry to assist in the reduction of crime.

If such cooperation between (overnment and industry is accom-
plished—and I feel sure it will-——there should be a marked reduction
n white-collar erimes which has shown the largest statistical increase
in the past § years.

Undercover investigation has eroded because of lack of funds to be
used to make purchases of illicit merchandise from known felons.
LEAA has funded many State and municipal law enforcement agen-
cies for the creation of task forces against organized crime.

These groups have closed down large-scale illegal trafficking in auto-
mobiles, boats, and other artifacts. These groups have identified the
participants in these illegal marketing schemes.

Presently, Federal Government agencies have minimal funds to
carry on this type of intelligence so very little is being done. This is
and should he a concern to all public security-minded citizens.

In summary, the importance of public security goes far beyond the
points T have raised, but I would hope that in some small way I have
provided some food for thought for your committee.

Thank you.

My, Scrorrz, Thank you, Mr. Ruane.

TESTIMONY OF LINDSAY L. BAIRD, JR.,, INDEPENDENT SECURITY
CONSULTANT AND NATIONAL CHAIRMAN OF THE COMPUTER
SECURITY COMMITTEE, AMERICA SOCIETY FOR INDUSTRIAL
SECURITY, WASHINGTON, D.C.

Mr. Batrp. Thank you.

I appreciate the opportunity to appear before you and express my
beliefs regarding the erosion of law enforcement intelligence capabili-
ties and the actual/potential impact upon industry.
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1 have read both the annual report, Report No. 95-20, and the com-
mittee print entitled “The Trans-Alaska Pipeline™ of the subcommittee
to investigate the administration of the Internal Security Act and
other internal security laws as well as the testimony of Glen D. King,
§x&egi)tive director, International Association of Chiefs of Police—

I am in complete agreement with the concerns expressed by the wit-
ness whoss testimony 1s contained in these documents.

I do not wish to restate problems that have already heen addressed
but rather to bring to your attention to an avea of criminality that can
and will have a profound impact upon the operational efficiency and
profitability of industry. The topic I wish to address is white-collar
crime—computer style.

I am very much concerned about our industry’s ability, as well as all
Jevels of government, to properly safeguard vital assets and highly
private or economically valuable information. My concerns are the
protection of computing systems from accidental, malicious, criminal,
or unauthorized manipulation of systems, files, and data.

The Privacy Act of 1974 does and, I assume, the actions Congress
may take on the recently released recommendations of the President’s
Privacy Protection Study Commission will have an adverse impact
upon industry’s ability to counter these threats. )

A T.S. News & World Report articl , June 13, 1977, “How the
Mafia Invades Business” provides some insight as to the criminal
intelligence needs of both law enforcement and industry.

Mr. Bullock, chief of the Ilinois Bureau of Investigations, re-
sponded to the question: What's the next field for the organized crim-
inal to conquer?

He responded as follows:

We kunow from our sources that figureg in organized crime have expressed
great inferest in moving into computer fraud. They are taking a very, very
strong look at it and they are prepared to move promptly, Someday we are
going to read about one hell of a heist,

Mr. Bullock has justifiable concerns. The Department of Commerce
estimates that current losses from computer fraud exceed $100 million
per year. I firmly believe, based on information developed in vecent
years, that actual annual losses may approximate §1.5 billion in 1977.

The greatest vulnerabilities to the security of assets and sensitive
information resident on computing systems are people. i

The most secure physical environment offers little protection against
dishonesty, deranged, or disgruntled em{)loyees. The only measures
by which an individual can he evaluated are past and current per-
formance in education, business, and society.

The Fair Credit Reporting Act and the Privacy Act of 1974 have
impacted on our ability to determine the reliability of data processing
employees, as well as all others, that 811 positions of trust.

The Privacy Act of 1974 has all but sealed criminal records; how-
ever, industry has a legitimate and pressing need for selected crimi-
nal history information.

True, criminal history records are inaccurate and the release of
nonfactual records can and does cause harm. Flowever, would not our
society as a whole be better off if all criminal justice agencies were
required to maintain accurate records about an offender and the final

23-464—178——3
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disposition of a case, as opposed to sealing or otherwise hiding an in-
dividual's criminal record in the name of privacy ?

T helieve that it is very important to speculate as to what the poten-
tial losses in the avea of computer crime may be. No one knows the
actual dollar losses of either assets and/or information experienced by
industry or government.

I know from personal experience that industry is reluctant to report
computer crimes to law enforcement agencies. The reasons given
for not divulging criminal activity include embarrassment, loss of
public image, and the potential for a stockholder’s suit.

Computer manufacturers also do not want to announce the number
of criminal attacks that have been made against their equipment
configurations.

T believe most, if not all, computer manufacturers have. at one time
or another, addressed the problem of computer evime. The customer
engineers »nd other manufacturing maintenaunce technicians are usu-
allv one o. the first persons a data process manager calls upon when a
problem develops. Good, factual information is in all prohability
available; however, T doubt if it would be voluntarily disclosed by
most.

In 1974, T cochaired a computer securtity seminar with a computer
manufacturer’s representative. Duving. his presentation. he reported
on the results of a year-long computer crime study his company con-
dueted in 1973 for their own internal use, The results were alarming.

T took rather detailed notes on this presentation, and a year later I
wrote to the speaker and asked him to confirm the accuracy of my
notes.

This letter, dated October 7, 1975, as well as a second letter dated
January 27, 1976, representing confirmation were not answered. There-
fore, T cannot attest to the deturacy.of my original notes. However, I
have every reason to believe that they are-evurect.. e

My notes were as follows:

One, a study pertaining to dishonest employees in a data process-
ing environment was conducted in 1973,

Two, between 20 and 30 events of dishonest activity were reported
each month during this year-long study.

Three, the average per-event loss approximated $674.300.

Tour, 85 percent of the subjects identified in this study were not
prosecuted.

Five, only one in five of the subjects referred to the courts received
asentence imposing confinement. :

Six, the odds of a person going to jail are 1 in 83.

This study is very interesting in that a Mr. Don B. Parker, then
with Stanford Research Institute, reported in 1973 on the vesults of
his study into computer abuse. :

Mz, Pavker received a grant from the National Science Foundation
to do a study on computer crimes.

He reported in November 1973 that his work to that date had de-
veloped information about some 148 incidents of.computer abuse.
The earliest incident occurred in 1964. Parker was able to obtain
dollar-loss data for only 65 of these cases. The total losses were $90,-
514,000. This equates to an approximate average loss per computer
crime of $1,392,000. It is noteworthy that the Fquity Funding Life
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Insurace fraud losses of some $2 billion was not included in Pavker’s
figures (Computer Abuse, by Don B. Parker, Susan Nycum & S.
Steven Oura, November 1973, Stanford Research Institute).

It is important to note that Parker only found 148 incidents of
computer abuse during his original study. This covers a time span
of some 914 years. FHlowever, the computer manufacturer's study indi-
cates that not less than 240 nor more than 360 cximinal events ocenrred
during a 12-month period. This suggests that we are only seeing the
tip of the computer-abuse iceberg and that we do not Imow the true
dimension of the problem.

The February 23, 1976, edition of Crime Control Digest reported
on a paper Mr, Parker prepared for delivery at the 142d annual meet-
ing of the American Association for the Advancement of Sicence. In
this paper he provides an update on his work in the avea of computer
abuse. I shall quote portions of this article:

Parker said that he had amassed a collection of 380 reported cases on com-
puter abuse, including a case in which a programet took 4 program from hig com-
petitor's computer over & telephone circuit.

Parker said his study, based on interviews with 17 “perpetrators,” showed:

Bight cases involved financial gain averaging $500,000 per case and ranging

from $1,400 to $1.500 million.
Hnlf of these cases involved collusion, Eleven of the 17 held positions of

trust,
Half the eases involved manipulation of data into or coming from computers.

The others involved more technical efforts in which programs were changed and
dain manipulated within the computers,

TFor 15 of the perpetrators, their acts represented fascinating challenges. They
looked upon their activities as a game with the computer system.

The perpetrators drew a line between hurting people, which they saw as im-
moral, and harming organizations, which they could easily rationalize,

Generally, the perpetrators twere aggressive, eager, bright, quick-witted aund
gregarious. They exhibited all the characteristics that would make them highly
desirable employees.

T have assumed that users of computing systems manufactured by
vendors other than the one that conducted the study must have ex-
perienced similar criminal ‘ctivity in proportion to their manufac-
turer’s share of the national market. -

The number of computing systems currently in use today are ap-
proximately five times as many as in 1973,

An article entitled, “Coming: Another Revolution in Use of Com-
puters,” appearing in U.S. News & World Report of July 19, 1976, is
my source. I will provide a copy of that page.

The mathematics involved in computing the probable 1977 losses
due to computer abuse are simple; however, the result is astonishing.

There are in excess of 680,000 computing systems in the United
States today. Assuming that there were approximately 150,000 sys-
tems in 1978, one can extrapolate, after assigning several other as-
sumed values, the expected number of criminal attacks on the current
total computer population. These computations suggest that some
2.200-plus criminal events may take place this year, and the potential
loss can reasonably be expected to exceed $1.5 billion. ‘

Whife-collar crime—computer-style—is a logical ared to be ex-
ploited by organized erime and other groups, '

The U.S. Senate. Committee on Governmental Operations, in its
staff stady of computer security in Federal programs, February 2,
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1977, found two areas of computer operations which are in immediate
need of improving security policies and procedures,

These problems are, first, those concerned with the distribution of
funds; and, second, those which offer the opportunity to divert highly
private or economically valuable data.

While this report deals with problems in Government, it does ree-
ognize that the private sector has similar problems—personnel and
physical seeurity. The committee also found that computer crimes,
especiaily those which divert funds or economically valuable data, ave
likely to become the prevalent white-collar erime in the future.

T would like to emphasize that one statement. :

The committee recommended that computing systems that distrib-
ute funds and/or process highly private or economically valuable
data be categorized as critical-sensitive because of the harm or loss
that could result from criminal abuse, unauthorized access, or manipu-
lation of data.

A second recommendation calls for reform in personnel security
practices to insure that qualified and trustworthy individuals are se-
lected vo work on sensitive computer operations.

In this instance, they are recommending that personnel working
with Government critical-sensitive computing systems be subjected to
an in-depth full-field background investigation.

The Federal Government is starting to recognize its vulnerahilities,
and it has the statutory anthority and resounrces with which to initiate
corrective and protective measures.

However, we in the private sector are not that fortunate, as crim-
inal records, criminal intelligence, accurate investigative consumer re-
ports, factual prior employment history. et cetera, are either not au-
thorized for release or are not readily availahle.

Our legislators have more than adequately protected the rights of
the criminal community; however, they have not yet addressed the
rights of their vietims—both citizens and industry.

The May/June 1977, article in Computer Security—*You may
have to hire aleoholics or drug addicts in the data center unless . . .”
plus newspaper and radio veports on FIEW’s rules banning job dis-
crimination against the handicapped concern me very much,

Handicapped, as I understand HEW’s interpretation. includes al-
coholics and drug addiets. Attorney General Griffin Bell ruled that
these categories were, indeed; included as handicapped. Must we then
have alcoholics and drug addicts working in critical-sensitive data
processing positions that invelve the distribntion of funds and highly
private or economically valuable data?

I trust and pray that this is not the case.

The Government may exempt its agencies from this mandate to hive

the handicapped via the critical-sensitive designation; however. there
are no such procedures that I know of that can be legally applied in
the private sector.
. Information about alcoholics, drug addicts, criminals, and so forth,
1s exceedingly difficult to obtain now : however. industry has a need and
& right to know about the individuals that they place in positions of
great trust. 4

The private sector needs information—factnal eriminal histories
and consumer credit reports, selected criminal intelligence when it



113

may or will impact on a particular business, background data, and so
forth—if it is to protect its assets.

The Congress and the courts have been overly concerned with pro-
tecting the rights of the misfits in our society. They now have more
rights and privileges than honest, law-abiding citizens. It is about time
someone started restoring the rights of both good citizens and in.
dustry to be safe and secure in their homes and businesses.

There is one more area of concern that I would like to address be-
fore I'terminate my prepared remarks,

The subject is terrorism in data processing environments,

All too frequently we read in our newspapers and view with disgust
on tfcllevision the barbaric actions of terrorist groups throughout the
world.

In my judgment, what we are currently reading and seeing is but
the tip of the iceberg. Both industry and Government are becoming
more and more dependent upon computing systems for their day-to-
day activity. I can no longer speak with authority about Govern-
ment’s dependence upon computer resources; however, I can address
industry’s dependence upon this singular resource for efficient and
profitable operations.

The total loss of computer power for a period of 3 to 5 days can
reasonably be expected to have catastrophic impnet upon many com-
panies. The severity of any interrnption in the availability of this
business tool increases at unbelievable rates the longer systems are
disabled or unavailable for normal operations.

It is my firm belief that we will witness within o relatively short
time an attempt by an activist group to achieve their ends, whatever
they may be, by either holding a corporate computing system hostage
or destroying a critical subset of a system with threats of disabling
other components,

Italy within the past 12 or 13 months has been subjected to 10 at-
tacks against corporate and Government computer centers by armed
terrorist groups.

A front page article in Computerworld, August 29, 1977, provides
some insight on how a small dedicated group of Communists can
disrupt vital processing. and cause millions of dollars in damage.

These problems may Be associated with Europe teday; however, I
fear that radical groups may attempt to hold either & major corpora-
tion or Government data center for political or monetary ransom.

‘Witnesses before this committee have identified o few of the radical
groups and the thrust of their movements. Are we to let them, in the
name of privacy, fair credit reporting, equal employment rvights ac-
cording to the newly defined handicapped, and so forth, allow these
groups to operate without surveillance in our demoeratic society?

There may have been abuses on the part of law enforcement and
other intelligence-gathering agencies in the past. However, today they
are almost totally ineffective due to the operational and administra-
tive cg{lstraints Federal, State, and local legislative bodies have placed
upon them.

pInmgine what the consequence might be if o radical group oceupied
the Social Security Administration’s (SSA) computer center a fow
c%aysdbefore the monthly checks to millions of Americans were pro-
duced.
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A. threat to destroy the 80-odd computers located in the SSA main
data center alone will create sufficient fear in the hearts of man, HEW
officials, the legislature, and the American people that the Government
would most likely negotiate.

The results, undoubtedly, would be a victory for the terrorists and
a resounding defeat for our system of government. )

Gentlemen, I have not appeared betore you today with the thought
of trying to reverse or otherwise overturn existing legislation. My
purpose in speaking is to acquaint you with some of the problems
we in the private sector and you in the Government must be ready,
willing, and able to address now and in the future.

Life, liberty, and the pursuit of happiness are the concerns of all
of us. IHowever, we must have vealistic and prudent measures by
which we can collect and exchange meaningful and factnal informa-
tion about those individuals and groups that may intend to commit
crimes and/or attempt to foreefully change our form of government
against the will of the majority.

Thank you.

If Tmay, I would like to add a few items.

Mr. Short asked me if I had any documents T would like inserted
in the record, I provide copies of those that I have with me and
send you copies of those T have at home.

Mr. Scrrvvrz, If yow'll identify them, we'll ask that they be included
in the record.

Alr. Barrn, The first one is “Identifying Computer Vulnerability,”
a reprint from Nata Management, June 1974.

An article entitled, ¥Auditing Around the Computer Center,” ap-
pearing in Security Management, September 1976, This is the ASIS
publication. ‘

. L will provide a copy of the Computerworld, August 29, 1977, art-
icle captioned, “DP Center Bombings Plague Italy.”

I have provided Mr, Short with a résumé detailing my professional
hackground. That may be used as the committee sees fit ; however, I do
request that my address be deleted from it if it is used.

That is all Thave at this time. sir.

Mr. Serrorrz. Those documents, pursuant to the order of the Chair,
will be acceptedt €or the record,

[The materi:i referred to may be found in the files of the
subcommittee, j )

Mr. Scuvrrz. Mr. Baird, just one brief question before we turn to
Mpy. Larsen.

Is there no computer hardwave available by which to preclude un-
anthorized access to computers ?

Mr. Bamn. No, sir. The technology is such today that we cannot
insure the inviolability of the computing system. Perhaps in 8 to 10
vears we may. The equipment manufacturers, I believe—I do hope—
ave addressing this problem.

Mr. Watson, then chaivman of IBM-—International Business Ma-
chine Co.—several vears ago, announced publicly that TBM was going
to spend multimillions of dollars on an investigation, review, and
evaluation of computing systems security. problems.

. A report has heen issued. I prefer not to comment on the content of
it at this time, It is quite a large report.
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Mr, Scuwnrz, I thank vou.
Maybe we can hold this subject matter for the whole panel.
Mr. Larsen, it we might licar from you now.

TESTIMONY OF JAN ¥, LARSEN, MANAGER OF CORPORATE SECU-
RITY, PFIZER, INC.,, NEW YORK, N.Y.

My, Lazrsux. T am honored to have this opportunity to appear before
the Senate Subeommittee on (riminal Laws and Procedures to pre-
sent this statement based on my experience on the erosion of law en-
forcement intelligence and its impact on public security.

I am employed by Pfizer, Inc., as manager of corporate security.
Phzer is an international, research-based company with 130 manu-
facturing and veseavch locations in 21 States and 37 countries. Net
sales are about $2 billion.

Corporate divisions include Roerig, Pharmaceuticals, Coty Cos-
meties, ITowmedica, Leeming/Pacquin, and Quigley.

Asmanager of corporate security, I am vesponsible for the company-
wide conduct of internal and external investigations involving em-
ployees and others, It is my responsibility to manage these active in-
vestigations and, if necessary, evaluate the availability and reliability
of private outside investigative services and direct and control their
efforts.

My security functions do not differ in many ways from the inves-
tigative work of many law enforcement agencies, as they may involve
theft, frand, subversive activity, sabotage, and other activities detri-
mental to the company.

T also have to maimtain an effective Haison with my company's legal,
personnel, public relations, labor relations, and other divisions,

In addition, I have to maintnin a strong liaison with all levels
of law enforcement in ovder to do my job effectively.

One basic responsibility of the seeurity organization of any com-
pany is to conduct investigations involving a loss of company assets.
The basic premise on which security investigations are conducted is
that the investigation be completely unbiased. The reputation of em-
ployees is very important; therefore, allegations are disproved as well
as proved,

Any cutdown on the effectiveness of law enforcement hurts every-
one. ‘There is a definite need for intelligence agencies to exchange and
coordinnte information regarding various criminal activities. Much of
this information can prove invaluable to industry if properly used.

In the areas of personnel records and reviews of criminal back-
ground checks, there is a strong desire to eliminate applicants with
poor reputations and undesirable backgrounds. Keeping such people
out of our organizations may prevent many future security problems.

Law enforcement agencies are highly conseious of the adverse effects
a criminal history can have on the life of an individual who wishes
to avoid future criminal involvement. Corporate personnel organiza-
tions are equally concerned of the confidentiality of an employee’s
personnel record.

Years ago, it was a rvoutine matter for personnel departments or
security organizations to conduct criminal background chocks on
prospective new employees. Criminal checks for new employces are
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no longer required by Pfizer—nor are they available. Applicants are
screencd by personnel on the basis of the applicant’s own records, ref-
crences, and the personnel interview.

During a 3-year period, I personally cannot recall an instance where
a criminal background check for a new employee was necessary, except
in cases where a Department of Defense clearance is necessary—in
which case these employees are investigated by the U.S. Government.

I believe we have been fortunate in our selection of personmel.

ITowever, industry can benefit from receiving certain law enforce-
ment intelligence information. Information on tervorvists, radical
groups, organized crime, and receivers of stolen property, all of which
may affect the company’s operation, is extremely important informa-
tion to evaluate in order that the company can put up an adequate
defense.

Intelligence information on organized erime could prove invaluable
to many companies located in arveas which are targets of organized
crime.

(Gambling on eompany premises is of great concern to corporations.
Gambling has been with us as far back as anyone can remember and
certainly is with us today in all forms. Security organizations are
realistic in thinking that gambling will never be eliminated, but we
do try to minimize it.

Gambling creates potential inroads to various company locations
by organized crime, Many large plants are made to order for large-
seale mambling operations of the type controlled by the well-organized
eriminal element. .

As with drug pushers, members of organized crime will take ad-
vantage of a workingman in an industrial climate, certain that he
isnot an undevcover law enforcement agent.

Almost without exception, where there is widespread gambling,
there are loan sharks. When these elements are together and organized,
this can result in dishonesty among employees under pressure to meet
gambling losses and other indebtedness.

Organized crime attempts to worm its way into industry in many
ways. Today large corporations are diversified and acquisitions of new
companies take place quite frequently. Before an acquisition or merger,
a corporation must be convinced that the company has no ties to or-
ganized crime. ' -

Law enforcement: should be permitted and encouraged to ‘assist
corporations with the available intelligence information on a routine
basis if an inquiry of this nature were to be made. o

Almost every major firm in the United States has increased its
security in the past years, including plant protection guards as well
as trained security investigators. Many new housing developments
and shopping centers have their own private or contract security
force. Security personnel at airports have more than doubled. Pur-
chasing of security havdware, cameras, alarms, et cetera, as well as
inereased use of fancy motion detection equipment, et cetera, has also
inereased. o _

This foens on increased privato security is going on in spite of the
fact that every major law enforcement agency has added to its per-
sonnel, and most aveas of law enforcement have received aid from
the Law Enforcement Assistance Administration.
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Inereased security protection is brought about mainly by muanage-
ment acutely aware of the increase in erime. There is also a growing
fear of personal safety, especially among executives who have high
visibility, while representing their corporations.

Tho medin has also been a factor in the inerease of security protec-
tion by letting the public know that existing law enforcement organiza-
tions are iefficient in coping with terrvorists and ériminal elements,

In today’s climate when there is a general lack of confidence in the
criminal jnstice system in dealing with criminals, it seems that pro-
tection rather than prosecution is the surest solution. Much of this
can be avoided by effective law enforcement cooperation.

Thank you.

My, Sciiorrz, Thank you, My, Larsen.

Your prepared statements have a central theme,

One, as corporate security oflicers you ave vitally concerned with
the protection of assets and revennes; and that you rely upon informa-
tion to make management decisions by which to protect these assets
and revenues.

"The subcommittee has received testimony and evidence clearly show-
ing that there is today an erosion of the law enforcement capability
to gather intelligence.

sentlemen, the law enforcement community gathers intelligence
from people such as you who ave policy setters and who have an mput
into the way a company is managed.

Tell us, if you will, have you been precluded from cooperating with
thia law enforcement agencies?

I don’t mean to put you on the spot. but it is a two-way street. You
would like information and you would like help. Are you able to pro-
vide information freely to the law enforcement people?

Who wonld like to start out? This is a panel question for all of you.

Mr. Duckworth ?

Mr. Ducgworrm, My, Schultz, the decision on whether or not to
release information in our company—especially rvegarding individ-
uals—is basically a discretionary decision, It’s made by our personnel
manager, or someone within the personnel department.

That discretionary decision generally is based upon the nature, pur-
pose, and a subjective evaluation of the legitimacy of the request.

If the response does not seem to meet this subjective criteria estab-
lished by the personnel manager, then the request would be turned
down; and he would require the information to be subpenaed or ob-
tnined Ly other legal action, 4

That has happened, and we have complied, obviously, with the
subpena.

If it seems that, based again on this admittedly subjective evalua-
tion, the request is legitimate, the information will be provided.

This must be caveated, I think, with the point that the information
that’s released is also subject to his diseretionary review. The agency
making the request, if it’s legitimate, may or may not get what they
are actually looking for.

T think that this illustrates a point that is extremely important
and crucial to this subcommittes. There is a sense of caution which
pervades both industry and the law enforcement intelligence organiza-
tions or law enforcement todny. I think that that sense of caution is
basically as a result of the existing privacy legisiation.

28-404T78—dl
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In industry, perhaps it is not a direet result, owever, the con-
fusion factor that has resulted within the public sector as a result of
the privacy legislation has caused this sense of cnution on hehalf of
industry.

T believe in many cases it has practically turned normal relation-
ships into a mere paralysis of effort or interface between the law ¢ n-
forcement agency and industry.

My, Serrurnrz, Are you saying that the same peliey applies between
companies, as between company and law enforcement officials and
agencies?

Mr. Dvexworrit. For the most part, T would say that it does.

T think that the majority of companies are extremely hesitant to
reveal any more than the minimum they think they can get by with
another company.

M. Scrrurnz, Mr. Bairvd, vou had a comment ?

Mr. Bamp, My, Schultz, I'd like to amplify Mr. Duckworth’s com-
ments that pertain to information flow between companies.

As an independent consultant, I get around and visit quite a few
different companies during the course of my business.

I find a very severe reluctance on the part of the corporate personnel
managers to make available to another company adverse information
about an employee that has committed some form of criminal act
within that company.

The rule--the unwritten rule-—seems to be that companies will only
divulge the date of employment, the job title or position, and the
date of separation, and often nothing more,

A few companies I have been in would make an additional statement
as to whether or not the employee is rehirable—and no more.

Most criminal activity in my area of specinlization—data process-
ing—-Dbased on that 1973 study, indicates that as many as 85 percent of
the subjects were not brought before o bar of justice.

That being the case, thire are no criminnl records.

Industry’s reluctance to report computer erimes is also o part of this
problem.

Currently before the Senate i Senate bill 1766, which is entitled:
“Federal Computer System Protection Act of 1977.”

This bill is a giant step forward in providing legislation applying
criminal sanctions against computer eriminals. However, the law, in
my judement, does not go far enough.

The State of Florida has formed a special investigative unit. T he-
lieve it’s titled “The Strategic Investigntions UTnit.”

Illinois has their specialized crime-fighting unit. And the TBI has
entered into the computer erime area with a training program which
was recently announced and shown on the NB(* News broadeast this
past Monday evening.

These are three ngencies that are now looking into the problems
asgocinted with computer erime.

Towever, there was some talk not very long ago that the Flovida
unit might be disbanded or have its computer crime function taken
away from i, because it was not receiving any reports of crime.

In my judgment, the legislation before the Senate neceds to be
amended to apply the same criminal sanctions against the manage-
ment of a corpovation and/or its data processing manager for the
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failure to report to the proper authorities eriminal activity of some
magnitude,

Wehave a long way Lo go.

Mr. Scuunrz, In other words, you're saying that there should be a
mandatory requirement to report a erime, once determined, )

My, Bamn, Yes, sir. I believe that the vehicle is the Senate bill
1766. It applies to many-~it makes it 2 criminal offense to abuse com-
puting systems that are engaged in interstate cominerce or covered by
Tederal legislation, such as the Banking Act, defense contractors, and
things of that nature. It covers a wide multitudo of systems,

But, yes, I think that the legislation shonld require and make it a
penalty not to report these crimes.

The stockholders of companies, for example, ave the losers, as is
the consuming public. We pay for these crimes in the form of a tax-a

rather hideous tax, called Increased price of goods and services.

The stockholders are cheated out of, perhaps, additional earnings
that should be distributed to them.

We're paying a very heavy tax for crime--not just in the data proc-
essing area, but throughout all the industries ropresented here and
that ave represented by the American Society for Tndustrial Security.

That covers the whole ball park. !

;\II':I Senvorrz, Your recommendation will, of cm&'r'stx be noted in the
record.

T am aware of 8. 1766, though I am not intimately familiar with all
the provisions. ' ) ) .

Congress is, and has been, careful to not unnecessavily legislate in
the arca of private enterprise. To make it o erime to fail to report a
violation of computers—it's worth exploring. I'm not sture how yon
would enforce that. That would be one of the problems.

At what point do you determine an entry has been made in the
computer?

T don’t want to get into this, because I’m not an expert in computers.

But is there another comment ? Mr. Duckworth?

Mr. Duerwortr. I would like to say, from industry’s perspective,
that I think we would concur with your comments, My, Schultz.
I think it would be very difficult, for the most part, for us to ascertain

_in these cases that perhaps a crime had occnured.

I think that what you might find is overlegislation in this field,
which perhaps could be handled by some of the large companies. But
TI’'m not too sure if any small company would be able to comply with
that recommendation.
17M1é- Sorvurrz. In any event, Mr. Baird, you are supportive of S.
1766

Mr. Bamo. Yes, sir; my support is theve.

Mr. Scirorrz, My, Lavsen ¢

Mr, LiareEN. I feel that it is not a deterrent to crime if an employee
is apprehended in s criminal act and he kmows that his criminal
history will not follow him. This kmowledge should give him a secure
feeling and possibly an incentive to continue in his area of crime
to kmow that if and whenever he is apprehended his erime will remain
a seeret. T have my own thoughts on the cataloging and rvetention of
criminal records, Depending upon the seriousness of the crime, records
should be made available and vetained for certain periods of time.
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Serious crimes should remain on recwid for a longer length of time
and minor offenses should remain on records for only brief periods
of time. Repeat offenders or offenders of various crimes would have
their records available for longer periods.

Mpr. Scrrorirz, Is there any other comment ? Mr. Ruane?

Mr, Ruane. I would like to say in the personal area, to include
security, that there are many portions that we have to contribute to—
not only as an employer but as a security force within corporate.

The question was asked: Do we interchange information with law
enforcement agencies?

In most cases, when I conduct an investigation and bring that in-
vestigation to a successful conclusion through litigation, and the
finding is on behalf of the corporation and against the defendant,
we disseminate that information as to the amount of revenues obtained
by that defendant through illicit trafficking. We return that informa-
tion over to the Internal Revenue Service for their evaluation and
possible prosecution.

Mr. Sorurrz, Thank you.

The subcommittee has received information and testimony that, in
fact, the law enforcement people—not as a general rule but in certain
areas—have become reluctant to record the general intelligence in-
formation that they obtain in their day-to-day activities. By recording
it, T mean to reduce it to writing and memorandums and to file it.

Of course, this makes for an even more dangerous area, because they
are working out of their hip pocket—swhat they remember. And when
they pass it on, the information might becomse distorted.

My question to you is: As corporate security officers, if you were
provided with raw intelligence data, do you have the capability to
analyze it, to use it, or to hold it in such a manner that it is intelligence
and not something that would get out and hurt private individuals
or employees of your own company? Could you handle it? That’s the
basic question. What would you do with it?

Mr. Duerworrs. My understanding of intelligence is that it is proc-
essed information that has already gone through an intelligence cycle
in which that information has been analyzed and rated in terms of its
accuracy and credibility. The source has been identified and also given
some form of rating.

‘What I'm indicating is that intelligence, as I understand it, is refined
data or refined information. And that’s one type of information that I
think I would be looking for—information that has already gone
through the intelligence cycle and is provided to us.

Raw data I don’t think I could use—and I don’t think that I reall
want it. I would ba quite concerned about any type of activity which
would simply pass me raw data.

Mr. Scrrurrz. T submit there ave different kinds of intelligence in-
formation. One example—a man has been convicted of bank robbery
twice and has done 10 years in prison—as opposed to an officer com-
ing to you and saying, we have information that an individual was
a member of the Weather Underground and that he participated in
three bombings and he now works for you.

I am distinguishing between raw intelligence data as it relates to
vonr need to know, and how yon would handle it and whether you
are equipped to handle it.
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It would be nice if you had documented testimony and a conviction
record #11 in a nice, neat package. That's not too hard to handle.

I'm talking about the difficult one, where it is in fact raw intelligence
data—perhaps unsubstantiated.

Mr. Ewcrisca. I might suggest that what has happened in this
connection is that the recipient of informal information of the nature
that you describe, as opposed to a specific report and a signed intelli-
gence document authorized and certified by an agency, has become &
situation very few people would ask for—for the simple reason that it
is not going to be given to them on an informal basis.

If it is given to them informally, there will be an informal personal
comment: “You've got it; that’s it; don’t come back to me about it”
sort of response.

It has developed between industry and law enforcement and between
industry itself of a general reluctance to even look for this informa-
tion for the simple fear of placing yourself or your company in a
linble position.

An 1ndividual can see, as can the company, the costs and time
ingolved in this type of pursuit are totally unacceptable to an industry

oday.

As a result, you find that personnel officers and secuvity officers will
refrain from even attempting to obtain information on that basis, for
the simple reason that they cannot use it.

‘We've reached the point that many of our personnel and security
people have stopped asking for it.

Employee appﬁcations and the information you get from the em-
ployee himself—ivhat can you gain from that today? I assume that it
is very little.

I’m sure you're aware that you are no longer allowed to ask a per-
son’s age, marital status, or anything like that. The closest T’ve scen
to being specific is an entry saying: Are you under 1¢ w over 407

In a situation like this, you look back and say: Fiuve we been dam-
aged by not having been able to get this information?

In most cases, you will find that you can’t say: Yes; this level of
crime has ocourred in my company since we stopped doing this. Tt is
very hard to pinpoint.

I do say it is a sleeping giant oi great proportions.

. 'The pervasive effect of the ability to get into a company because that
information is not available is a precursor to problems of the future.

The unfortunate fact is that not enough significant incidents have
occurred that can be traced to the shortage of intelligence information.

The security and personnel people are being deluded into a sense
that everything is fine.

I'd like to use & very trite observation here. It is just like saying:
‘Why install fire alarms, because we haven't had a fire recently.

We're in that position. It’s not there; it’s not being offered. We've
reached the point where we’re going to ask for it.

I think this is detrimental to the public interest.

Mr. Scaurrz. You bring up a very important point.

Of course, though we are thankful for the absence of any great
catastrophe which would require s management decision based on
intelligence or sceurity which we don’t have, the problem is, Should
that occur we probably would be required to shoot from the hip to
come up with an answer to cope with it.
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That is basically what we are concerned with here today in this
hearing. .

Mr. %Izu‘tin, did you have some questions which you wanted to aslk?

My, Ducexcworrn. May T return to your original example for a min-
ute?

Mr. Scrauinz. Yes.

Mr. Ducrwortir. I would like to use that example to perhaps take
vou through a scenavio in which you might find a security officer work-
mg,

The fivst part of the example that you used—an individual having
an arrest record with convictions—is generally available to us today,
especially in most jurisdictions. I think that we have no problems in
handling that. That is fairly self-explanatory.

In your second example, I also agree with you that there is certain-
ly a difference in types of information but submit that it is equally
important, if not more important, for us to have knowledge of the
individual cited in the latter example.

Perhaps it’s a matter of semantics and our having trouble defining
oxactly what we talk about in terms of intelligence. ’

To go back to my days in intelligence operations, in Army intelli-
genee particularly, we evaluated both the source and the information.

T seo that the latter example, to me, falls into that type of category
in which the intelligence unit would provide an evaluation of the
sonree as well as an evaluation of the information.

T also sce that the benefit then that the security function derives
from having that information is that you can then begin to more
accenrately assess the threat as well as develop effective countermeas-
ures,

In addition to that, you have the potential at that point in time for
deciding that if you want to pursue additional preventive measures or
additional security measures on your own, for example, you might ini-
tiate a more in-depth investigation using your own resotivees.

It might—take the form of a truth verification Aevice or it might
take the form of some type of so-called honesty test.

And even if you chose not to use one of these alternatives, you would
still have the knowledge that you have a potential threat; and then
vou eould possibly develop more conventional countermeasures in a
particular area.

You might vefrain from assigning that person, for example, to a
position in which he might have unrestricted access to certain types
of assets where the potential for loss is great. .

Given the set of circumstances postulated in the Weather Under-
graund example, there are an infinite number of sceurity precautions
which could be taken based upon that information without infring-
e upon the individual’s personal rights. Without that information,
the options that you have become quickly limited. '

T do not advocate unlimited passing of raw information without
some constraints nor do I condone or accept the “right” of a terrorist
organization to homb or otherwise destroy my company’s property.

Tt secms to me that the question is not one of our haste need for this
type of information or even our societal “right” if you prefer, but
rather the form of the information transfer and the safeguards and
precauntions ascociated with this transfer.




123

Mr. Scruraz, I would have to conclude, though, that you would
resolve all doubt in favor of your company.

Mr. Duexworrr. Absolutely.

Mr. Bamp. I’d like to add a comment to M. Duclkwortl’s remarks.

e made mention to truth verification techniques that ave cur-
rently available to industry as well as government.

One of the recommendations of the President’s Privacy Protection
Study Comunission is that the Congress outlaw any and all use of truth
verification techniques as a violation of an individual’s privacy.

In this case, as deseribed by Mr. Duckworth, we ave trying to verity
the tauth of a condition by whatever techniques technology has given
ustoday. :

I'm :{fmid that this will b~ further erosion of industry’s ability,
as well as Government’s ability , to protect its assets.

Mr. Scrrurrz, Thank you, Mr. Baird,

Mr. Maxtin, did you have some gquestions?

My, MarTin. Yes. I have a question for Mr. Englisch first and then
some questions for the panel. .

Mr. Englisch, you provided the subeommittee with a chart which
indicated that there had heen a good deal more cargo theft as a
percentage of total cargo loss in recent years than there was, let us
say. 10 or 15 years ago.

Mr. Exerison. Yes.

Mr. Marrin. I don’t happen to have the chart in front of me, but
I think it starts with the year 1973 or 1974.

It starts with 1973.

Mr. Excrisom. Yes. .

Our chart reveals that they are in 5-year groupings of statistics
which represent the loss that we could categorize as theft, reported
by our insureds in the cargo area.

These are policies covering the cargo.

There has been a significant increase, starting in the years 1951
through 1955, of 24 percent estimated, through the year group 1969
through 1973 of 33 percent. .

We are presently gathering statistics for the next edition which
should appear in mid-1978. Trends right now indicate that that 33
percent will be substantisted—if not increased slightly. -

You must recognize, however, that these statistics are based on re-

. portable losses; losses reported by our insureds.

As a cargo policy will have it, they arve tailored to each individual
insured having different deductibles, for example.

Quite frequently, we’ll have a major company making shipments
with a deductible of $50,000 for any one loss. This means that any
loss under that is paid from that client’s operating expenses. It is not
reflected in our statistics.

0 So, again, we may be showing you the upper portion of an iceberg in
is case.

I'm swe yowre familiar with the program egainst cargo theft,
which initially began in 15 selected cities in the United States, of a
group operation between law enforcement agencies and private in-
dustries and the Department of Justice. Later it was transferred to the
Department of Transportation.

In this area, we have been attempting to work on a cooperative basis
in these various cities where cargo theft was identified as a problem,
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The results have been spotty. In some places, there has been im-
provement in communication and exchange of information. But pri-
marily information so that you could take eflorts of a positive nature—
inereased physical security and fencing and lighting and so forth—has
improved the situation somewhat.

But really the area of the collusive effort between people who are
designing an effort to remove cargo from its normal track continues,
in my opinion, quite unabated. It is a significant problem.

I might address an additional remark, if I may, which relates to a
subject matter Mr. Duckworth just pointed out. That is, the action
you take within your own company in receiving informal information
on & particular employee,

One of the suggestions is that you might restrict that person to a
particular type of work where this issue would not create further
problems.

If you do this, you must do it in full knowledge of the present re-
quirements of the affirmative action program, recognizing the person’s
carcer path will be tested by audit from time to time to determine if
there is any diserimination against this particular employee.

Unless substantiated by specific eriminal records, it is going to be
very diflicult to preclude a citation against your company in that area.

Again, here is another area which impacts the decision of the secu-
rity executive of the company in his approach to solving the problem.

The end vesult appears to be a greater dollar investment in hurdware
to attempt to preclude this type of crime, as opposed to removal of
thae threat source.

Inother words, you build a wall.

Mr, Strorr. You almost have to have a convietion then before you
actually can act ?

Mr. Exarasemn. I would say, yes.

Mr. Marmin. Suppose an employee is caught in the act of pilfering.
He’s arrested and indicted. At that point could you provide such infor-
mation to another company if he applied for employment in another
company?.

Mr, Tincrrscr. Not until a conviction was obtained. We would say
that the individual left our employment.

We could not say that the man is guilty of anything until he is
found so guilty. In so doing, I open my company up to a state of being
liable for our actions. ‘

Now he may be discharged, and he may accept this discharge or he
may not. If he is discharged in the cargo area, quite frequently, the
next day, he’ll be working for another company because he is replaced
by other private employment means. He may go through a local or
whatever he works for. '

But he may find himself an indicted person for a year or more before
his case comes to trial and working in an area where there is similar
accessto cargo.

My, Marrix. Neither his previous employer nor the law enforcement
ageney can provide this information about his arrest and indictment
to hisnewemployer?

" Mr. Tinorsom. T have not personally been in a situation very re-
cently to have to have gsked that quesfion. But I must admit that it
would be a very interesting question to ask if T could get an affirmative
answer. ‘

Mr. Bamp. May I add to that, Mr, Martin ?
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There ave two recent experiences that I've had with clients:

In one instance, 2 young man attempted to sell his company’s cus-
tomer name and address Liist to competitors. He was asking $2 per
name and there were in excess of 297,000 names on the list.

He was apprehended and indicted ; however, the personnel policies
of his former employer were to only confirm dates of employment, job
title, scope of work, and date of termination.

I was physically present in the personnel manager’s office when o
call was received from a prospective employer. That's all that would
be verified.

I asked why wasn't the caller advised that this individual was not
subject to rehire or that he was currently indicted.

The second instance I°d like to bring to your attention is another
ares in which a superior——

Mr. Suronr. Excuse me. Before yvon go on, what was the response
to that? Why didn’t he say that he was indicted? That's public in-
formation, ,

Mr, Bamp, It’s public information: it's covporate policy; and they
did not want to become involved.

In this instance, what we’re doing is just passing on from one em-
ployer to another unsuspecting employer an individual who has cer-
tainly demonstrated by his actions some question as to his trustworthi-
ness.

In the second incident, an accounts receivable supervisor manipu-
lated the data processing environment for personal gain. It wasn't
very much—$3,000. ‘

After the event was discovered, by accident, the employee was dis-
charged. Later on the employer found that this employee had three
arrvests warrants outstanding—one for prostitution, and perhaps drug
involvement; and another one for fraud; and I don't recall what the
third was.

The point I wish to make is that this was only discovered after
the employce had talken this company for several thousand dollars.
_ There is a pressing need for information, gentlemen. It is just not
readily available, The climate today is such that companies are very
reluctant to ask questions. ‘ I

Mr. Excrisar. May I offer a simple hypothetical case in which. an
cmployee is found leaving the compound with cargo. ,

Let’s assume it’s a managerial person. The state of affairs at that
point in time is that he resigns. L . L,

A few days later you get a request as to the background of this
cmployee, because he’s looking for another job and has applied with
a different company. . - : ‘

You are in the position now, having discharged the person or having
him resign of his own volition, that he has left. Now what can you
tell the prospective employer? : ' o

Leb’s presume you say you asked him to resign beeause he stole cargo.
You are now placing yourself in the position where that employee, if
he loses the job he’s applying for because of your statements, it is not
unbelievable that he would take legal action against yonr company.

That’s what happened. , .

Mr. Marriy. Could you move the microphone » little bit closer to
you, sir. We're having trouble hearing you. ‘

I have just a few more questions. 1t is pretty late. We will try to

o

wind up as rapidly as possible.
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You have all made the point that incustry and business ave encoun-
tering ineveased secuvity difficulties as a result of the privacy legisla-
tion and the erosion of law enforcement intelligence.

You have told us, as a vesult of this, you have had to vastly increase
expenditures for security purposes, piling on more security hardware
and substantially inereasing your security personnel.

Would vou be willing to venture an estimate, based on your own
experiences and what you've heard from other people in the security
field, of the increase in expenditures for security purposes by cor-
porations over, say, the past 5 years?

Mr. Bamo. I°d like to respond to your question.

One, I think it’s impossible to develop a comprehensive dollar value
or percentage increase in those costs.

Within the last year or two, I do not recall my source, the security
industry was rated as one of the three top growth industries in our
Nation.

I believe that will give you some feel for the magnitude of this
problem.

Mr. Strorr. I heard today on the news that there are as many private
security officers in the United States as there ave police or law en-
forcement officers today.

Mr. Rvaxe. In the hardware area. on Long Island, there are about
25 known companies who deal in clectronic surveillance equipment,
whether it be T.S. manufactured or in other countries such as Ger-
many and Japan.

These companies have grown from about a $60,000 company—the
one that I'm thinking of specifically has grown from a $60,000 com-
pany to a $7.5 million company within a period of about 31, years.

That’s just one company.

Mr. Excriscrr. I might also interject, although it doesn’t relate to
hardware, our own society—the American Society for Industrial
Security—has essentially doubled its membership in the past 5 years.
It has gone to 10,000.

This, I think, is a very good bellwether of corporate interest in the
security area.

Mr. MarriN, In short, if you can judge from your own member-
ship, the number of security personnel throughout the Nation has
prohablv doubled over the past § years.

Mr. Encriscr. Yes.

Mr. Ducrworrrr. I would say that. I would also like to cite a report
by Frost and Sullivan, a research firm loeated in New York, which
made a comprehensive study of the entire security market. That con-
sists of hardware. software, personnel, alarm systems, and the whole
spectrum that we talk about when we talk about countermeasures. I
don’t have the specifies, but it also could tell you that it was one of the
fastest-growing industries in the United States. By 1981, if my memory
serves me correctly, the tetal market would have tripled in size.

So T would suegest that the Frost and Sullivan report—or a sum-
marv—could be included in the record. if the record can remain open
until T can forward you a summary of that report.

My, Marrry. If vou ean provide us with a copy of the report, T
think it might be nseful to include the summary in the record, or in
the appendix to the record.

[The material referred to will be found in the appendix, p. 131.]
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My, Marrry. I'd like to ask this question : .

It we keep on adding to our security hardware every yoqr—~adghng
security guards at every industry and every place of business—isn't
there » danger that as o vesult of this exaggevated regard for privacy,
it will ultimately transform our country into u garrison society ?

Mr., Barp. 1'd like to answer that, Mr, Martin,

I think we're pretty close to being there vight now:. )

Industry is very much concerned and so is the individual citizen.

I, for example, have had my home burglarized twice. I personally
have had to go out and spend approximately $1,200 to put in an alarm
system to protect my home and property.

The elderly in many of our cities live in great fear, They are attacked,
robbed and beaten on the streets and even in their homes, It is not
unconnnon for senior citizens to equip their homes with all sorts of
locks and devices to keep intruders out. Unfortunately, these fortresses
are in fact their prisons.

Industry is also expending large sums on guard forees, fences, locks,
alarms, et cetera, in their attempts to protect their property.

Yes; I think that we are rapidly approaching a garrison environ-
ment.

Mr. Exocriscin. T would emphasize this by suggesting that if you
ever have the opportunity to sit with the truck drivers approaching
a terminal in the Port of New York area, you will find that he is
stopped at the gate, his cargo compartment is searched, the front com-
partment is searched, and he is driven to a special holding area that
1s constructed just for holding incoming truckers.

e debarks from his truck and he and his documentation are photo-
graphed. Ie is then put into a waiting room nntil his truck is called
to pick up its cargo.

He picks up the cargo, e gets o cross-signature check of three
separate signatures for the cargo he's about to leave with, As he
approaches the gate on departuve, his truck is agnin opened and
inspected to see that it has the cargo that is on the bill of lading he
carries. The driver’s compartment is again searched. Aud only then
is he allowed to depart the terminal.

I submit that if that’s not a garrison, I don’t know what one is.

Mr. Ruaxe. The systems have been compromised, and that’s why
wae’re here.

With all of that expertise and providing the security methods at
hand, we know that the systems have been compromised to the tune of
about $1 billion a year in transportation. So we really come back to
a people problem that has escalated in the last 20 years I’d say. People
have not been able to distinguish a moral code that has eroded to a
sitqaé;ion that must necessarily force industry to make a garrison
society.

lIl'?BIARTIN. T want to be sure I understand what you're driving at.

Are you saying that additional hardware is not a substitute—an
adequate substitute—for a good personnel security program supplied
with adequate information ? ’

Mr. Roane, That is correct.

Mr. Exerrscir Just because this gavrison I've just deseribed exists,
it doesn't mean that the cargoes are still not stolen,
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Wo may recognize that the driver approached the terminal with an
oviginal bill of lading that was obtained by bribe and through his co-
conspirators he has timed his arrival to beat the actual pickup truck
and makes the ripoll, so to spealk, in that fashion.

Again, it is in periphery industries as well. It is not just the trans-
portation industry itself.

Mer. Bamrp. I’d like to state, gentlemen, that we have fundamental
problems—I think an attitudinal problem—on the part of our society,
or at least many members of our society.

I have here, once again my favorite source, the U.S. News & World

weport of April 28, 1976, an article, entitled : “Ten Days to Rip Off
Society.”

This news magazine surveyed a number of newspapers in some 16
cities during a 10-day period.

It is reporting on fraudulent and illegal activities on the part of
citizens, many of which we were taught by our parents to respect and
admire—doctors, lawyers, politicians, and appointed officials.

T will include this article with my material.

TWhat I’'m trying to point out is that we have an attitude problem
in our country where ripping off the system is almost an accepted way
of life today.

This attitude creeps throughout our society.

Wao also have a mobility factor. Transportation is a mobile item.
C'onunodlities are moved by truck. But people move also. We have a
great deal of human mobility in our society. This mobility and the
existing restrictions on the exchange of information presents a situa-
tion in which both law enforcement agencies and employers are almost
totally unaware of an individual’s criminal background. This is espe-
cially true when people move from one State to another.

Mr, Martin. I would like to amplify the question with an additional
question, :

TWhen vou create a situation that makes it easier for people to rip off
society, doesn’t this, in effect, encotrage them to rip off society?

Mr. Bamb. Yes, sir. Very definitely. ' :

Once again, I would just like to talk about the data processing area.

There are very bright technicians that work in this area, and they
don’t view manipulating computérs and the assets stored in them
as being a criminal act. \ N

Quite often they view it as: I’'m not hurting anybody. It’s only the
oo]mpnny or government and they would never miss the little that I
talke. T
* So this does increase this problem wherever you go. ,

The unfortunate thing about society is that there is no such thing
as swift and just punishment—or very little of it. :

Mur. Larsen. T would like to refer to an earlier comment regarding
increased security. It appears as a bit of irony that many companies
have facilities and warehouses that have millions of dollars worth of
inventory and raw materials that must be protected. Thousands of
dollars ave spent on security hardware and then the company relies on
the protection, alertness, and honesty of a contract guard who may re-
ceive less than $3 an hour. This guard may be an individual in which
the guard agencies themselves have not been able to do a background
security clearance. Many companies are faced with the problem of
having to put security on security.
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Mr, Ruane. It is actually a fact that 3 weeks ago in the State of
Tlinois, where we have o branch operation, one of the security officers
on duty on a weekend went to his car on five oceasions and had about
51,000 worth of jewelry in the back of his car when we made the appre-
Lension of him. The total loss over a 10-week period by this guard was
inexcess of 860,000,

Tt can’t be emphasized enough—and Mr, Short said-~that there are
more private security officers i the United States, or as many, as the
legitimate law enforcement agents in the United States.

So they ave a viable force that has to be dealt with, And the indus-
try has to deal with it ingofar as having intelligence to let them malke
the proper decision as to where and how and why an individual can be
put into & position of trust for the protection of industry on the whole.

Mr, Ducrworrir. We can perhaps reduee this to simplistics. We
earlior mentioned o gorrison society, and a ripoff society. Without a
doubt, and we all agree, that’s what we have today. Who suffers in the
corporation ? We all do.

The thing you have to understand from our point of view, and the
point of view of any business, is the fact that not onty do we represent
the formal structure of employees and management but in effect we
represent all the shareholders and indirectly the consumer.

When we talk about crime affecting the corporation, we are talking
about the fabric of our society, and we are all affected—from em-
ployee, to shareholder, to consumer.

The title of the hearing on the letter I got was the “Erosion of Law
Tinforcement Intelligence and Its Impact on the Public Security.”

I thought that was extremely apropos because our various orga-
nizations are the public,

To me, the crux of the argument is that we need the information
that, if nothing else, provides us with the knowledge of o clear and
immediate danger—as I characterize it—that something is going to
happen in the organization ; that crime is going to affect it in any of its
myriad forms.

That is erucial to our suceess and, consequently, erncial to the sue-
cess of our companies and to the public sector.

Mr. Smort. You stated in your opening remarks, Mr, Duckworth,
a concern, and I quote:

That law enforcement intelligence capabilities have been weakened to the
point where they can no longer even warn me of a clear and immediate threat
which places corporate assets and people in immediate jeopardy.

So if this happens, then yon are completely out of business.

Mr. Ducxworrir. Absolutely.

Mr. Excrsci. If it would interest the subcommittee, T might com-
mend a short film that was made by CBS, I belicve, as part of their
%60 Minutes” program in early 1962, o

The title of the 20-minute segment of the program is called *Thiev-
ery on the Waterfront.”

In that film, one of the people who testified before this subcommittee
was interviewed in the film and made some comments,

I would just like to offer the observation made by Mr. Louis Tyska.
who at the time was a private security man who subsequently became
director of cargo security for the ULS. Customs Office.
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ITesaid:
We are competing with a business——
Addressing the thievery business on the waterfront—
that is very difficult to compete with because it has a very low overhead.

I submit that the magnitude of crimes and the magnitude of orga-
nized effort to broach the transportation system in cargo crime may
be without parallel.

My, Marmin. I have one quick question I'd like to ask in the form
of & summary.

I want to make sure that we understand what has been testified to
today.

It scems to me from your testimony that there exists a four-way
freeze on the exchange of intelligence.

Trirst, private business concerns are fearful of divulging informa-
tion about employces and clients to law enforcoment, agencies; and
they don't do so ordinarily unless they are confronted with a court
order.

Second, one industry cannot provide information about a former
employee to another industry, even where the employee in question
has been dismissed for theft and indicted.

Third, private industry cannot do a background check of any kind
with law enforcement agencies, even in the case of applicants for sen-
sitive positions, unless they are working on defense contracts.

And fourth, our law enforcement agencies themselves frequently
don’t have any information because of the near freeze on the exchange
of information between Federal, State, and local agencies.

Would you say that’s an accurate summary of what we*ve been told?

Mr. Exarascrr, I'd agree with that.

Mr. Ducxworrtn Yes, sir,

Mr. Bamo. Yes.

Mr. Scuorrz, Gentlemen, we thank you for your testimony, in-
dividually and collectively. And a special word of thanks to youn, M.
Duckworth, for your efforts in putting the panel together under the
anspices of the American Society for Industrial Security.

We will continue our hearings and look forward to concluding them
perhaps early next year in connection with the erosion of law enforce-
ment intelligence-gathering capabilities,

We did not intend to pub corporate security under the spotlight
today, but we do appreciate your willingness to come in and testify
and let us understand what some of your problems are in dealing
with erimo and intelligence-gathering generally.

The Congress does not. legislate in a vacuum. They do need to know
what your problems and your interests and your needs are.

For assisting in our inquiry we thank you.

We'll stand adjourned, subjeet to the eall of the Chair.

[Whereupon, at 1:30 p.m., the hearing was adjourned, subjeet to
the call of the Chair.]




APPENDIX

(From Private Security, “Report of the Task I'orce on Private Seeunrity,
National Advisory Committee on Criminal Justice Standards and Goals, Law
Iinforcement Assistance Administration.)

SeerioN 6.—THE HISTORY AND DEVELOPMENT OF PRIVATE SECURITY IN TIE UNITED
STATES

Although the greatest growth in the private security industry has occurred in
recent years, o review aud understanding of the historieal aﬁpects that led to
this growth are important, Through the review of the history, the present day
stato of the industry can be better tinderstood.

EARLY HISTORY

The concepts and securlty practices tlmt form ¢he basis for modern American
security can be traced to early Ingland.!® Colonists settling in a new and alien
land banded together under a system of mutunl motectmn and accountability
that stemmed from early Anglo-Saxon times” Prior to American independence,
protection of the colonists and their property was the responsibility of town con-
gtables and sheriffs, supplemented in many towns, in English tradition, with
watchmen who would patrol the streets at night. These watchmen remained
familiay figures and constituted the primary security measure until the estab-
lishment of full-time police forces in the mid-1800s.

To ensure adequate protection, most local governments formalized the watch
system and required each adult male inhabitant to serve a period of time ag a
watechman, A watchman's tour of duty usually began at 9 or 10 o’clock in the
evening and ended at sunrise. During their tcurs of duty, the watchmen often
encountered flres, Indian attacks, wild animals, runaway slaves, thieves, aud
grave robbers. They were expected to cope with these incidents and maintain
order by quelling disturbances, arresting drunks, and enforcing the curfew. The
watchman’s job became increasingly difficalt as industrialization and urbanizo-
tion spread, Without training or legal support, and with little or no pay, most of
those chosen to stand duty as watchmen would hirve others to perform this un-
pleasant, thankless task, And, although the task of protecting their communities
had become more difficult and demanding, watchmen were vilified and down-
graded in the eyes of thelr fellow colonists.?

As security problems kept pace with the rapid growth of the country, public
pressure mounted for incrensed and more eflective protection, Attempts were
made to add daytime complements to support and supplement the night watch-
men, hut it soon became apparent that the wateh system was neither adequate
nor efficient, This realization led to the formation of public police departments
with fulltime, paid perqom:el The first public police force in the United States
way established in 1844 in New York City, and by 1858 police departments had
been set up in Detroit, Cincinnati, Chicago, San Francisco, Los Angeles, Phila-
delphia, and Dallas. Altnough these early police departments were generally in-
eflicient and often corrupt, and their personnel poorly trained, they represented

Green, and R. I‘nr‘hor “Introduction to Security.” Los Angeles, Calif,: Security
Wi m-ld I’ub]isblm, Co
2 e H, S, and L, D I’nr:nuo, “Sceurity Management Systems.” Springfield, I
(‘lmrlng (‘ 'I‘homns. 1“;74
2 Peol, J. D, “The Ston ot Trivate Securlty.” Springfield, Il : Charles C. Thomas, 1971,

p. 16
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a vast improvement over the old watchmen system, The Civil Serviee Act of
1883 was instrumental in reetifying many problems of the carly police depart-
ments,

The emergence of publie police departments, however, did not mean the end of
private citizen involvement in the protection of life and property, Publie law en-
forcement agencies were in their most incipient stage and could not keep pace
with the mounting problems of corime in their communities, The incidence of
erimes against property bad become acute. The coupling of these faets foreed
industrial and business organizations to recognize the need for some form of
effective security to protect their assets, hug, in the 1850's major components
of the private security industry were developed in answer to this need.

Allan Pinkerton formed the North YWest Dolice Agency in 1855 to provide
protection for six midwestcern railroads, and the Pinkerton Protection Patrol in
1857 to provide a private watchman service! For more than 50 years, Pinker-
ton’s was the only company in the country engnged in interstate activities, sueh
as the provision of security for many of the railroads. Pinkerton's also provided
security fov industrial concerns and wasg even hired as an intelligence-gathering
unit for the Unjon Army during the Civil War. Today, Pinkerton’s, with numer-
ous services and activities, ig the largest security organization in the world,

In 1868, Bdwin Holmes began the first central office burglar alarm operation,
which evolved into Iolmes Protection, Ine. When the American District Tele-
graph Company (ADT) was formed in 1874, use of alarms and detection devices
spread to provide protective sarvices through the use of messengers and telegraph
lines. By 1889, the use of electric protection for industrial and commercial enter-
prises in New York Otty was well established.

In 1859, Washington Perry Brink formed his truck and package delivery
service in Chicago, He transported his first payroll in 1891, thereby initiating
armored car and courier service, By 1900, Brink had acquired a fleet of &4
wagons, Seventy-five years later his security business was grossing more than
$50 mllion in revenue each year.?

During the 1800s, with the westward expansion of the {™nited States, railrond
lines moved into sparsely settled territories that had little or no public law
enforcement, Traing were subject to attack by Indiang and roving bands of out-
Iaws who robbed passengers, stole cargo, dynamited track structures, and dis-
rupted communieations. In order to provide adequate protection of goods and
passengers from the constant dangers, various States passed rathway police ncts
that enabled private railroads to establish proprietary security forees, with full
police powers, for the protection of assets, In many towns and tercitorvies, the
railway police providead the only protective services until governmental units and
law enforcement agencies wore established! By 1014, U8, railway police mun-
bered between 12,000 and 14,0007 Although raflway police have been associated
with publie law enforcement for a long time, they ave, in fact, private security
forces granted law enforcement powers,

At the turn of the century, labor unions began to proliferate and to use strikes
as a forceful tool for change, Because many factories were located in arens that
had no effeetive publle police forces eapable of maintaining order, private secu-
rity agencies were called in by management to quell the disturbances surrounding
strikes and to protect lives and property. During this period, two firms were
established that are now major security corporations. In 1908, Baker Industries,
Inc., entered the first control and bhurglary detection equipment business. That
same year, the hend of the FBI's predecessor agency, the Bureau of Investign-
tion, formed the Willilam J. Burk- International Deteotive Agency, naw a multi-
national corporation with 117 U.S. offices and more than 30,000 ecmployees,

INDUSTRY FORMATION

Prior to and during World War I, the concern for security intensified in
Ameriean industry, due not only to urbanization and industrial growth but alvo
to sabotage and espionage by politically active nationalists, Security sorvices

4 Morn, Feank, “Discipline and Disciplinarlans: The Problem of Pollee Contenl in the
Formative Years.,” a paner prosented at the nnnunl meeting of the Amerlean Historienl
Asgaclntion, Dec, 28-30, 1975, nn, (-7,

& Knkalik, T. 8., and Sorrel Wildhorn, The Private Police Industry: Its Nature and Extent,
R-R70/D0OJ, Washington, D.C, ¢ Government Printing Office, 1972, Vol, II, pp. 48-49,

¢ Position paper presented to the Private Security Task Foree by the Police and Seeurity
Sestlon of the Arsoclation of American Raflroads. Washington, D,C,, Dee. 6, 1975, np. 2-3.

T Post, Richard S., and Arvthur A, Rincshuvg, Sccurity Adminfatration: An Introduction,
Springfield, 111, : Charles C. Thomas, 1970, p. 6.
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expanded to meet the demands, but tapered off when demands lessened after the
war, renching a low point during the Depression era.

At the end of World War I, there were other significant developments in pri-
vate security. A Burglary Protection Council was formed and hgld its first meet-
ing in 1921, the results of which thrust Underwriters' Laborntories into the busi-
negs of establishing specifications for, testing of, and certifying burglar alarm
gystems and devices, .

During the 1940's, World War II proved to be a signiicant catalyst In the
growth of the private security industry. Prior to the awarding of national
defense contracts, the Federal Government required that munitions contractors
implement stringent and comprehiensive security measures to protect classitied
materinls and defenge seerets from sabotnge und espionage. The FBI nssisted
in establishing these security programs. Additionally, the Government granted
the statug of anxiliary military police to more than 200,000 plant watchmen,
The'~ primary duties ineluded protection of war goods and products, supplies,
equiy ment, and personnel Local law enforcement ngencies were responsible for
their training, As n result of the heightened emphasis on security within the
gover hent/military sphere, indust:y became inereasingly aware of the need for
plant security, and its value in protection of thelr assets.

Aftor the war, the uge of private gecurity services and produets expanded from
the area of defense contrvactors to encompass all segments of the private and
public sectors, For example, in 1954 George R, Wackenhut and three other former
JBI agenty formed the Wnekenhut Corporation ns a private investigative and
contract security firm, In just 20 years this firm has established itgelf as the
third-largest contract guard aud investigative agency in the country. Wackenhut
also provides central station alarms, screening of passengers in airports, and
most recently, security serviees for the Trans-Alaska Pipeline,®

Wackenhut achieved its growth, in iarge part, through the nequisition of small-
er contract seeurity firms, as did the William J. Burng International Detective
Agency. Baker Industries used this technique (notably in the ncquisition of Wells
Targo) to expand beyond its electvonic detection and equipment origins into
guard, armored car, patrol, and investigntion services. (lLodny Baker Industries’
security guard and armored ear service groups accouns for about 25 percent of its
revenues,) Burng uged its gequisitions and industey reputation to move into cen-
tral station alarmg and electronic security equipment. Pinkerton’s. on the other
hand, concentrated on guard and investigative services and achleved most of ity
growth internally.*® Other companies developed along similar lines; these were
selected merely fo illustrate the historieal growth patterns of the earllest private
security firms,

Proprietary security, although not as visible ag contractunl and other forms of
kecurity, has experienced equal if not greater growth, F'rom an historleal aspeet,
the greatest growth occurred as a result of World Wars I and IX, with the in.
ereased governmental concern for heightened security for contractors,

Although no accurate data are available, Federal Government regulation has
been a significant factor in the growth of proprietary security over the years,
Another major factor has been the increased awareness of companies of the im-
portance of crime reduction and prevention as it relates to company property.
In regponse to thig need, hoth small and large companies have increased pro-
prietary security functions. Thus, it can be concinded that the growth of proprie-
tary security has paralleled that of contractual security.

INDUSTRY COMPOBITION

Several market studles suggest (on the basis of reported earnings of the pub-
licly held corporations engaged in private security) thaf a balf-dozen firins con-
trol more than §0 percent of the total market for protective services and products.
fl;his statistie, however, doeg not present the true growth trends that are occur-
ring,

One study indleates that since 1939, when industry records were fivst kept, move
than 2,400 new firms have entered the private security field, The number of such
firmg doubled in the 9-year period from 1963 to 1072 In Figure 6, some of the

3 Green and Parber, op, ¢it., p. 27,
“_' 11))7;;5 %%(al Report to Sharcholders, the Wackenhut Corporation, Coral Galles, Fla.,
AMireh 8, .

10 Kakallk and Wildhorn, op, cit,, pp. 46-40.

i1 Nosgov, W., “The Securlty Enforcement Industry.” Merrick, N.Y.: Morton Research
Corporation, October 1975, 1. b1,
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major firms are categorized according to security service and product lineg®?
and shows that several companies are diversified in the types of services that they
provide, More importantly, it illustrates that the growth of private security has
become technologically intensive over time, A number of firms appearing in Figure
 were not originally active in the traditional business areas of private security
(i.e., guards, investigative, armored car and courier, and central station alarms).
Moreover, some of these firms' major activities are in other industries, such as
consumer products, electronics, data processing, and engineering.

An analysis of the data from a 1975 security survey in St. Louis (Appendix 2)
offers further support that major firms do not control the private security market-
place. This survey indicated that there are only eight major national security
firms or their subsidiary companies providing contractual guard, armored car and
courier, investigative, and alarms services in this major market area. Their em-
ployees represent about 28 percent of the total number (1,962) of contractual,
licensed private security personnel in St. Louis supplied by contractual secu-
rity comparies. The remaining 77 percent (1,611) are provided by ‘78 local con-
tractual security companies.

Sufficient resources were not avallable to determine if this same situation exists
throughout the United States. However, if St. Louis is representative of other
market areas throughout the vountry, it is questionable whether a few major na-
tional firms consistently control more than half the total market for protective
services and products, The number of guard, investigative, and other protective
service contractual firms, as shown in Table 1, also sugzest that smaller firms
with fewer than 100 employees have experienced significant growth in this area.

TFigure 6. Aajor Publicly Held Firms by Type of Security Product and Services

Contract Guard & Investigative:
Allied Security

ATO (Advance Industry Security)
Baker Industries (Wells Fargo)

Burns
Guardsmark
IBI Security

Loomis (Stanley Smith Security)

Pinkerton's
Servigsco (N.B.)
‘Wackenhut

Walter Kidde (Globe Security)

Armored Car Services:
Baker Industries
Loomis
Pittston (Brinks)

Fixed Security Bquipment :
American Standard (Mosler)
ATO, Inc.

DieBold
Walter Kidde

Central Station Alarms:

ADT

Baker Industries

Burns

Holmes Electric Protective
IToneywell

Morse Signa] Devices
‘Wackenhut

Proprietary Alarm/Access Control
Systems:

ATO

Honeywell

Johnson Control
Pittway (ADBEMCO)
Walter Kidde
‘Westinghouse

Closed-Circuit TV :

Ampex

Babcock and Wilcox
Bell and Howell
General Blectric
Honeywell

Motorola

Panasonic

RCA

Sony

Source : Research activitives of the Private Security Task Force, 1975-1976.

12 The firms selected for Tigure 1 were extraeted from Hstings by the marketing reports
of publiely hold ~rivate securitv firms that aeccount for n substantial share of the markoet
for securlty ser ¢ and product lnes, In contract guards and investigators, for cxample,
only those firms annually enrning at least $7 million from these services were Hsted. These
firmy colleetively, then, would be consldered the major firms,
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TABLE 1,—NUMBER OF PROTECTIVE SERVICE BSTABLISIMENTS BY SIZB OF
EMPLOYMENT

Unit change

Firm employment 1967 1073 1967-73
1 to 3 employees. 838 960 122
4 to 7 employees 443 662 219
8 to 19 employees 498 874 376
20 to 49 employees 366 800 4384
50 to 990 employees 172 421 249
100 to 249 employees 155 204 139
250 to 449 employees 63 114 61
500 plus employees 23 87 . 34
Total 2, 558 4,182 +1, 624

Source: ‘“The Seccurity Bnforcement Industry,’ the Mor! m Research Corp., October 1975.
TECHNOLOGIOAY, IMI AUl

Technology has played an important role in the growwn of the private security
industry. For example, with the application of advanced technology to the
security industry, even one of the oldest security devices, the lock, was subject
to revolutionary changes: combination locks, combination time locks, delayed-
action time locks, combination locks with surveillance and electronic controls,
and eventually access-control systems that use the technology of television and
minicomputers.

The same advances in electronics technology that improved the quality of
television and radio have had significant impact upon the security market,
broadening it to include additional consumer areas. This new technology has
fostered the development of large-secale, totally integrated security systems run
by computers that control not only access but also refrigeration, heating, air-
conditioning, and fire detection. The progression from vacuum tubes to transistors
to today's subminiaturization age of hybrid integrated circuit technoiogy has
played a major role in the growth of the industry.

Additionally, technological advances have reduced component cost and size,
lending tc the introduction of security measures now commonly in use, such as
low-light-level, closed-circuit television cameras and electronic article-surveillance
devices. A number of recent technological advances in electronics and com-
munications engineering have not yet been applied to the development of security
products and systems. Electronic security will likely become more prevalent as
applications are developed and become cost effective.

Other factors, in addition to the -‘sing crime rate, account for this technolog-
jcally intensive growth in private security services. For example, the Insurance
Services Office recommends that insurance companies offer a premium credit or
reduction when commercial and industrial property is protected by burglary and
detection systems certified by Underwriters’ Laboratories. The Federal Bank
Protection Act of 1968 mandated increased security measures and equipment
for Federnl banks after they had sustained 23 deaths, 61 injurles, and $15 million
in losses from robberies, burglaries, and larcenies in 1987.°

In some instances, the sheer magnitude of an organization’s assets requires
highly sophisticated security measures. For example, various art museums in
the United States and Canada employ advanced security technology to protect
their §$7 billion collective investment. In fact, nearly half the budgets for special
exhibitions at major art museums, as well as 10 to 20 percent of normal operat-
ing budgets, are expended for security measures.*

Most market estimates project that, with the “encroachment by electronie tech-
nology,”* growth rate for guard, armored car, and courier services will be
modest compared tc the 10 to 12 percent annual growth of the past few years.

1 Davis, Alberts. “Bank Security—It is the Law,” Industrial Security, October 1969, p. 5,

1 pfeffer, Irving, and Xrnest B. Uhr, *“The Truth About Art Museum Insurance,” Museum
Yews, Vol. 52, No. 6, March 1974, p. 23,

15 Little, Arvthur D., Ine. “Qutlook for the U.S. Safety, Fire Protection and Security Busl-
ness,” Cambridge, Mass, : ADLI, January 1973, p. 23,
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INDUSTRY TRENDS AND REVENUES

The private security community is ften referred to as t_he private segurlty
industry—and for good reasons. According to one 1974 estimute, exp.ey(h‘tu‘res
for the provision of private security in this country has reached $6 Dbillion
annually.?® This figure includes proprietary or inhouse security, as well as con-
tractual private security products and services. . o .

Quantifiable data concerning the size of the private security industry in terms gf
number of irms, personnel, and revennes vary within the research reports avail-
able. This is understandable because very litile baseline data are avallahlef. .

The following estimates give some idea of the magnitude of the seeurity in-
dustry ; Two recent market research studies place the es_'timate of secur}tg serv-
jees and products provided to clients by private firms in 1075 at $3_billion. A
study by Arthur D. Little, Inc., also estimated revenues of $3 billion in 1975 for
“gecurity products and sevvices,” based upon a growth rate of 12 percent per
year.¥ Based upon estimated revenues of $2.5 billion in 1974 for “loss prevention
products and services” and a projected growth rate of 10 percent apnually, a
study by Trost and Sullivan, Ine, estimated 1975 revenues of $2.8 billion"

In a 1970 study of the nature and extent of private security, the RAND Cor-
poration found that $3.3 billion was expended in 1969 for “security services within
the private sector,” including $1.6 billion for inhouse services. This figure
breaks down to $800 million for equipment, $540 million for contract guards, $128
million for armored car service, $120 million for central station alarms, and
$80 million for investigative services.

Both the Arthur D, Little and Frost and Sullivan market research reports esti-
mated that contract guard, investigative, and armored car and courier services
account for approximately one-half of all revenues. A market study by Morton
Research Corporation estimated total revenues for the provision of protective
sorvices at $2 billion in 1975, on the basis of total revenues of company growth
trends and service sector growth patterns.”

A large number of persons are employed in private security. For example, the
RAND Report (Vol. I) stated that in 1969, 222400 persons were employed in
proprietary or inhouse security functions and 67,500 as contract guards and in-
vestigators.® Frost and Sullivan, in their 1074 study, indicated totals of 226,300
inhouse private security personnel and 71,200 contract guards and investigators.®
The Morton Research Corporation report estimated the total number of private
guards, watchmen, private police, and detectives at 350,243 in 1970, using occupa-
tional characteristics information from the U.S. Bureau of the Census.® 'This
figure apparently includes persons employed in the primary occupation of the
categories considered quasi-publie police and guards and satchmen employed
directly by governmental entities,

Various studies indicate that the number of private security personnel in this
country currently by far exceeds the number of local sworn police pergonuel,
For example, a recent study in Cuyahoga County (Cleveland, Ohio) found 8,900
private guards and detectives compared with 4,150 sworn police officers.* Con-

1 *The Losing Battle Against Crime in Amerlea,” U.S. New. Y
LXXCIL, No. 25 Dec. 16, 1074, b, 45 ' Nows and World Report, Vol.
17 Tittle, Arthur D., Ine. op. cit., p. 28,
A ::‘(1;‘1-(1):3& and .;nlllvn 1, In¢., “The Industrial and Commercial Security Market," New York,
nreh 1975, p, 2.
1 Kakalik, I. 8., and Sorrel Wildhorn, “Private Police in the United g Y
%3;'0}\“;1&;15\ntions',“ R-~869/D0J, Washington, D.C.: Governmente(P%tgttf:g Igf!lll(&fgﬁg’?él,
IRt .
2 Nossov, op. cit., . 2.
M Kakalik and Wildbhorn, op. eit, p. 11,
# I'rost and Sullivan, Inc,, op, cit., p. 116,
31 Nossov, op, clt., n. 24,
tn t’; leg)o_zn'_nun, Dennis T. “I'lhie Other Police.” Cleveland, Ohlo : Governmental Research Insti-
) g
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sidering that 1,000 of those police officers moonlight as private security officers,
the number of private security personnel is even larger.

The contention that private security personnel outnumber public law enforce-
ment officers is further supported by the results of Private Security Task Force

surveys conducted in two cities—New Orleans and St Louis.”™ Because police

department Mcensing of private security personnel is required in these two cities,
it was possible to obtain reasonably accurate figures for the number of licensed
private security personnel. This 1975 study revealed that private security per-
sonnel outnumber public police. In New Orleans, there were 4,187 licensed private
security personnel and 1,418 police officers. In St. Louis, the number of licensed
private security personmnel was 2,977 ; comumissioned police officers numbered 2,177,
In addition to the number of licensed privaie security presonnel, approximately
43 percent of St. Louis police officers (1,000) have approved secondary employ«
ment in private security.

During the 15-year period from 1960 to 1975, there was a dramatic 2,312 percent
increase in the use of contract guards in St. Louis, as measured by the change
in numbers. At the same time, there was a significant decrease in the number
of inhouse guards as a percentage of total private security personnel, During
this same 15-year period in St, Louis, the number of private security personnel
increased 263 percent, while the number of commissioned police officers increased
only 11 percent.

The Private Security Task Force also gathered employment figures for private
security. (A summary of that effort is in Appendix 0.) The most significant
conclusion reached by this research wag that there are at least a million persons
presently employed in private security. .

Although there are problems inherent in comparing sets of figures and deter-
mining the validity of data, the important point is that the delivery systems
for providing private security services and products ave a large-growth industry,
Americansg are spending increasing amounts of money, over and above public
law enforcement expenditures, to protect themselves and their property.

Much of the growth of private security can be attributed to a rising erime rate,
coupled with the fact that public law enforcement does not accommedate the
specialized needs of business and industry for asset protection. The average
annual growth vates of gecurity services and products over the past several
years of 10 to 12 percent has approximated the annual increase in the rate of
crime, 28 measured by the FBI Uniform Crime Reports. According to preliminary
reports for Crime Index offenses in 1975, crime in the United States rose by
O percent in 1975, as compared with 19742 Robbery and aggravated assaunlt
increased 5 percent each; larceny-theft, 12 percent; and burglary, 7 percent.

As crime-related losses in business communities grew to an estimated 321.3
billion in 1974, total expenditures for security were projected at $6 billion
(contractual and proprietary).” The sales of contractual security services and
products advanced rapidly in the 15-year period from 1958 to 1973: from $428
million to nearly $2 billion® (See Figure 7.) In the 5 years from 1967 to 1972,
total protective service receipts increased from $522 million to $1.4 billion”

As mentioned earlier, market research studies by Arthur D). Little and Frost
and Sullivan estimated the 1975 sales for security products and services at
approximately $§3 billion. Figure 3 outlines the major user segments of this
market. These composite figures are based on the rather consistent market

25 “Characteristics of Licensed Private Securtty Personuel in Two Amerlean Clties: New
QOrleans, Louislana, and St, Louls, Missourl,” See Appendix 2 to this report.

26 “RRT Uniform Crime Reports,” January-Tune 1075,

7 1.8, News and World Report, op, cit., p. 82,

* Datn for Figure 2 was compiled using Predicasts, Inc., data for security sorvices and
products, excluding fire-detection equipment, See J. S. Kakallk and Sorrel Wildhorn, “The
Private Police Industry : Its Nature and Extents" R-870/D0J, Washington, D.C.: Govern-
ment Printing Oftice, 1972, Vol, I, p. 81,

2 Naossov, ap. elt,, pp. 2--3.
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Figure 7. Growth of Private Security (Sales of Products and Services)

$1.92 Billion

$1.15 Billion

$662 Million i

$428 Million : !

1958 1963 1968 1973 //

Source: RAND Corporation, The Private Police Industry: Its Nature and
Eatent, R~870/DOJ. Washington, D.C.: Government Printing Office, Vol. II, 1972
I 31,

13

estimates made by Predicasts, Inc, the RAND Corporation, A, D, Little, and
Frost and Sullivan,

In reviewing Figure 8, it is significant to note the enormous cost of crime in
selected areas of each market segment :

® Industrial and transportation segments account for 50 percent of the

total market. The U.S. Senate Select Committee on Small Business fixes annual
curgo theft at $2.6 billion.®

3 Prost and Sullivan, Ine., op. cit,, p. 55.
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Fiqure S.—Major Market Segments for Private Security Products and Services.

Industrial/ Transportation
50%

Institutional/Residential/Other

£0%

Financial/ Commercfai/Retail
30%

e RMinancial, commercial, and retail interests represent approximately 30 per-
cent of the total market. The U.S. Department of Commerce citeg $6.5 billion in
retail losses from crime during 1975, and the FBI Uniform Orime Reports
placed nonresidential losses from burglary at $423 million in 1974 Discount
department stores report that losses of cash and merchandise would reach $846
million in 1975 And the hotel-motel industry estimates millions of dollars lost
during 1875 to souvenir hunters alone®

» Ingtitutional, residential, and other areas comprise the remaining 20 percent
of the market. The U.S. Senate Juvenile Delinquency Subcommittee Report esti-
mates that the cost of vandalism in the schools—$500 million annually—is com-
parable to the “entire investment for textbooks for our nation’s schoolg,” ¥

The foregoing classification represents those industry segments that have re-
mained the principal users of private security, but the industry has expanded
and contracted over time to meet various other demands, For example, railway

a “Crime In Retailing.” Washington, D.C. : Department of Commerce, August 1975, p. VII,
a2 “IPBY Uniform Crime Reports,” 1974. N

33 ‘Store Thieves and Thelr Impact,” Mass Retalling Institute of New York, 1974,

% “Hotel-Motel Men ‘Suffer In Sllence.” Security Systems Digest, Feb, 18, 1974, p, 1.

3% “School Crime at Crisls Stage,’ Ohicago Trivune, January-February 1974, p. 25,
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police reached a record number of between 12,000 and 14,000 personnel in 1914
as railroads spread across the country, but their number hug now reduced to
approximately 8,500, The use of commercial aireraft skyjacking as a §errorish
and extortion technique created an additional need in the transportation industry
for private security personnel. The air transport industry has engaged in point-
of-departure screening of airline passenger and baggage for explosive devices
and weapons at all prineipal U.S. airports since December 1972, Largely ag a
result of these mandatory screening procedures, there has not been a successful
skyjacking of a commercinl aireraft in the United States since their institution.

Terroristic acts, however, have continued to increase in other segments qf 80-
clety. ‘The FBI reported 42 persons killed, 242 persons injured, and $23.4 xml}_ion
in property damage from 1,574 bombing incidents in the first 9 months of 19767
These figures show the largest increase in deaths, personal injuries, and property
damage since 1972, when the FBI established the Nntional Bomb Data Center
to monitor such incidents. A majority of these bombings, especially those involv-
ing extensive property damage, were directed against corporations. Companies
have had to initiate elaborate, and often costly, procedures to protect their ussgts
and key executives. For example, private security firms, as mentioned in Section
1, provide an estimated 20,000 persons as bodyguards and frequently install elec-
tronic devices to aid in protecting corporate executives, other VIP's, and their
families and personal property. .

Despite its growth, periodic expansion into other areas, and increasingly
sophisticated products, the private security industry continues to center most of
its services in the areas from which it originated in the 1850s: guards, investi-
gators, and armored car and courier services. These services, according to the
Arthnr D, Little, Ine, market report, continue to account for nearly 50 percent
of industry revenues (Figure 9). The market study by Morton Research esti-
mated the service mix among protective services, based upon the percentage of
total receipts by type of service in 1974: detective agencies (including contract
suards and watehmen), 61 percent: avmored car services, 17 percent; burglar
and fire alarm services, 22 percent.*

BECURITY TRADE ASSOCIATIONS

The growth of private security services and products has been aceompanied
by a growth in security-related national trade associations. Currently, there are
more than 30 private security trade organizations, plus a number of security
committees or divisions of major national associations, such as the American
Bankers Association, the Association of American Railroads, the National Asso-
ciation of Manufacturers, the American Hotel and Motel Association, the Amer-
ican Transportation Association, and the National Retail Merchants Association,®
(See Appendix § for o listing of security-related associntions.) There are also
numerous State and regional security associntions. Functionally, the irade
associations cover the full range of private security activities, with one or more
in areas such as alarms, armored cavs, credit card fraud, private detectives,
computer security, edueational security, detection of deception, insurance, and
security equipment,

The American Socfety for Industrial Security (ASIS), a professional society
with a membership, in June 1976, of about 7,000 security executives, supervisors,
and administrators, has made significant contributions to the professionalism ot
the private security industry. To further the objectives of crime prevention and
the protection of assets, ASIS is concerned with all aspects of security in the
private sector and emphasizes the education and professionalism of its members
through publications, workshops, and seminars., The ASIS Foundation, Inc., was
established as o sepavate organization in 1966 to receive grants and donations
Tor programs to further upgrade security professionalism,

CONCLUSION

Private forces have been used to provide security in America from the earliest
coloninl times. Tiven with the establishment of public police forces, many husi-
nesses and industries sought the assistance of private secenrity services to provide
additional protection for their property and assets. Industrialization, urbaniza-

2 Amerlenan Association of Rallroads, op. cit.

37 PRY National Bomb Data Center Reports,” January-September 19735,
3 Nossov, op, cit., n, 5.

» sSecurlty Letter,” Vol. V, No. 18, Part II.
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tion, and prewar and postwar security demands intensified the need for addi-
tional protection. Many contractual private security companies and proprietary
forces emerged in response to this need, resulting in a substantial growth of the
industry. Advances in electronie technology have also contributed significantly to
the industry’s growth pattern,

Fraure 9.—Private securlty products and services revenues.

Other

25,5% Lighting Equipment Equipment

§ Fixed Security Equipment

Alarms/Communications Equipment

intrusicn Detection Alarms Services

Central Station Alarm

Armored Car/Courier

Personnel
Services
Guards/Investigalors

Source: A, D, Little, Inc, “Estimates of Sales to Bnd User—1975,” Outlook for
the U.8. Safety, Fire Protection and Security Business, January 1973,

Today, as a vesult of ever-riging crime rates, coupled with the enormous
demands placed upon publie law enforcement agencies and their lack of adequate
resources to deal with these demands, private security has become a multibillion-
dollar-a~year industry, and the number of private security personnel surpasses
that of public law enforcement in many localities, Moreover, present crime and
financial statisties indicate that the industry will continue to experience signifi-
cant growth in future years. Security trade assqciations have similarly grown
in size and number, and the American Society for Industrial Security has made
significant strides toward professionalism of the field.

However, even though it can be established that the Investment In private
security services and products has grown significantly, very little attention has
been devoted to research in this area, accounting for the inability to provide
concrete figures on its exact extent and revenues. 'this paucity of information
is highlighted throughout this report in the inferest of establishing a rellable
datn base for future focus on upgrading the industry and its components.
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