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AUTHORLTY RS . o

The research and documentation fepresented by this report was

accompllshed through the Equipment Syatems Improvemtnt Program (ESIP).

x‘sponsored by the National Institute for Law Enforcement and Criminal

f site analyst for ESIP for the Chief of Police, the author was a principal

- Anaoeles, California, Philadelphia, Pennsylvania and more than f:fty

Jnstice. Specificaély, the author has worked in a dual role of technical

f

assistance to the Chief of Bollce in Columbus, Georgla, and as a field

in the design and 1mplementation of Project CARES (Columbus Armed

Robbery gpforcement §ect10n); for ESIP the author was assigned task

. 816P entitled "Analysis of Equipment/Equipnent Systems in Detection/

Reporting" which includes a study of parameters and uses of porﬁable,

’-police owned alarms as a tool for pollce seleceive enlorcement.
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SCOPE

ThlS survey concenerates on alarm systems which are owned and

' Lactically deploved by police in selectlve enforcement activ1t1es.

‘The sys_em, hereafter refe red to as Portable, Poliice Owned Alarm Systems

(PPOAS) is typifled by those presently in use ln Tampa, Florida, Los

u'

‘.-other munlcipal and county law enforcement agencies. These systems are

being used primarilytx:effect on—scene_ggprehens1on of commerical robbers
and burg]ars'by allowing improved response-fime to these crimes. After
a likely robbery or burglnry target has been SGIected by policc a

portable alarm system is surreptitiously 1nsta11ed. The owner and/or
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" according to the police schedule. Police units désign

police ownershib further restricts the scope of this survey. As

. e ot Lo . R
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employee is trained to perform some functions to operate the alarm such

as activating a variety of sensors and arming and disarming the alarm

ated as responding

[

I

units respond to alarm signals which are normally transmitted over the

" police radio system. The system of intgﬁgst here  includes the Operatox,

gensors, a logic component, a message generator, power supply, outputy

‘ﬁonitor and respondirig police units. (Figure I)

The scope of this survey is refined in the definition of the

‘PPOA System. . The characteristic of portability defines eguipment,

programs, and applications which are founded on tactical deployments of

A_alarm equipment for selective, crime specific enforcement. Consequently,

" the survey specifically excludes programs and equipnents which require

permanent installation of alarm components. The characteristic of
w\’ . .

o

. opposed to police subsidized programs, wherein financial and procurement

assisténcé are pfovided'by the police to eﬁéourage commexrcial ownersbip
bf a ﬁérticular alarm system, this survey is cﬁncerned only\with‘pro~
grams aﬁd equipment.éhich are 6waed, operated, and controlled by the
police égeﬁcy; Although the nagional expefience shoﬁs some époradic
use of PfOA, for ériﬁes'other than commercial robbery and burglary

the éurvey concentratés on thesg crimes for simplicity.

_EJ "Finally, although some interviewees cited PPOAS fdr its crime

.

prevention and/or deterrence ef{fects the survey concentrates on

apprehension; this concentration is justified.since all known programs

using PPOAS seck apprehension of offenders and none have actually
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attempted preventlon/deterrence strategies. o -

PURPOSE

. The erpose of this survey was to &ocument wiLhin oné source a _ :

"7 collection of the. ational cxperience with PPOA Sygtems. Further; t; o -
’de;elop recommendations for fgrther studyvand actions fpr the National

A Inséitute, should pribrities éictate a continuing effort in this .A fi:< .
:-épecific area. Finélly, the survey ié‘éxpected to be informative fo

'those who con%emplate the use and/or development of PPOA Systems in

the sense that it documents guidance provided by experienced users. = B

"METHODOLOGY S

I
S

'The surﬁey began with a nationwide search to identify users and

suppllers of PPOA Systens., The‘identificationcﬁfsuppliers was re-~ -

B

stricted to flrms which have supplied PPOAS ‘to pollce and/or offer

a standard off~tﬁe~shclf product. It 19 estimated that this survey

ddentified at 1east 90 percent of PPOAS users and suppliers (7 firms; , =

56 law enforcement agencies). None was deliberately excluded. Inter-

_natfonal activity wifh~§he PPOAS concept was ﬁlso'sought but the search

T O s A e TR
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proved fruitless.

In October 1973 a letter requesting additional informatlon on

-

3
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P

prograus and products was sent to both users-and suppliers. The

v,

1] Sporadic use of PPOAS were noted during the survey for auto theft, ' it
theft from auto, extortion, vice stake outs, vandalis sm, police . oy -
building sccurity, residential and vatiom home burglary, court room = -
security, larceny, and personal security of dignitarics and police. :
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Block diagrém'of Portable Police Owned Alarm System (PPOAS)
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responses to these inquirles were used to determine a schedule for .

-~visits and interviews by the author on criteria of the amount of

erperience with PPOAS, unique products and programq, and indicaflons
of the degree of expected cooperation.
In general, the interviews which were conducted sought to establish
" both the equipment and operational features of programs ihvolvieg‘
«T”féPOAS, the philosophy here being that consistency among independent
4~}ideve10pers and users is aﬁ indicatioe ef agreement upon a particular
issue. On the other hand the interviews sought anomalies, 1nnovat10ns,
and. problems with partlculal interest to satlsfy the purpose of
. dissemination experience to others. Finally,.the study ;s supplemented
o eith the aethor's pragmatie day to day experience.as a principai in

Project CARES _an actlve Columbus (Georgla) Police Department p103ect

1ﬂhich 1vrorporates the use of PPOAS.

LIMITATIONé
The author's actual "hand on" experlence with PPOAS and programs

’;;’for their use is 1im1ted to experience with Progect CARES. AConsequently;
| ‘in some'cases, the experience reported here is not natlonal'an scope
»nat& no deubt.suffers from theAuniquense ofithis environment.’ These
-: caees are inaividually identified innthe text which‘follows.
Further, the survey suffers from a general non~availability of

evaluative information rcgarding the effectiveness and utilzty of PPOAS.
* Those bits and pleces of data which do exist 'are presented, but
freéuently are couched in a plea to the reader's intuition. These

. * . . .

’
t

A8
d (N
- %y

Ve Ty F R T i mefds

(o



" police owned, alarm systems.

_ REPORT ORGANIZATLON

' H
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limitations are the source of recommendations for further study and

1

action.

Section 1T BACKGROUND is a an encapsulation of a PPOAS dpvelo?»

. ment, implementation and results in Bakersfield, Californla. This
." . example is used since Bakersfield is credited with the first application

~of the concept and equipment which are basic to the survey of portable,

Section IIY, PPOAS COHCEPT is a generic formalization ¢f the -

 -PPOAS concept and includes assumétions and hypotheses of asset and

other perinent information.

Jiabilities. The formalized concept is followed by discussions oi each

. of the assumatlons and hypothesis in turms of user experience.

~.

,?i Section 1V, SYSTEM DESCRIPTION provides detalls of each conponent

of a generic PPOAS block 01agram.
‘Section V, characterlzes the users and manﬁfacturers of PPOA

Systems and refers to appendixes which contain lists of contacts and

-

Section VI, LESSONS.LEARNED uses the concept and system description

‘as a framesork for c1ting the national experie1ce evoked by the survey.

Included are subsections on program plannlng, Implementation suggestions,
and General Lffectiveness of PPOA Systems.

The- final section summarizes the findings of this survey and

.
[3
.
3

makes rccommendations for actilon.
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B t. .t . SECTION II e
* . BACKGROUND . L
" STAKEOUT = o i ETI ;

gence regarding planned criminal activities. Also poiice are often

e préssured to respond so:criminal epidemics such as concentrated strings

T or comme;cisl robberies or burglaries. These situations often éivé

g rise:to a pslise response coﬁmonly referred to asra stakeout during
which officers attegpt to observe a.crime covertly and apprehend the
.perpetratof(s) at.tﬁe‘crime ssene. Thesé stakeout oﬁerstions are
:éﬁtremely labor intenSive, normally csssuming the resources éssociated
with two or more pollce offlcers for each geogzaphlcal location eypected
" to be the object of the ant1c1pated criminal act3v1ty Little is Lnow

" about the effectiveness or efficiency of sLakeout activities as compared
with other pos;ibls polics alternatives,.however, on the surface then
aépear to consume: a disproportionate amount of resources ss compared

with the results achleved. (Ref 62) The facL remains, however, that

ost police departments are compelled for a varlety of ‘reasons to

2

" ~;; 'conduct temPOIary stakeout act1v1t1es. ”- .' b

U peoas CONCEPT e “f";:';' _;'>" - ;°-'”
‘,455 ' ,,?‘ . The development of the PPOAS concept began in Bakersfleld

lix" . * California almost 12 years ago. The basic idea is as follows: (a) The

\
v

polibe deﬁartment would procure a number of portable alarm systems which

e would be placed surreptitiously in potential commercial robbery and

. burglary[taﬁgets. (b) Employees of these business cstablishments would

‘
. N . . o




_to respond in time to apprehend the offender(s) at or neax the scene

. . . . A . e I
B . -

operate xobbery seosors and/or arm the systeﬁ for burglary during'the

~Lourse of closing the business. (c) The portable alarm would broadcast

an alaxm message directly over the police radio allowing police units

:~of.the crime. . . . e e _ L e P N T SN

During 1962-63, Officer John Ovens, Bakersfield's police radio

technician, constructed 150 woice radlo alarms" from surplus motor-—

cycle radloo which had become obsole*e when Harley Davidson converted

"their motorcycle electrlcal systems from six to tweélve volts. Officer

Ovens procured the obsolete radlos from Bakersfield and other neaghbor—

- ing departments; removed receiver components, instzlled timer circuits,

converted to an AC power source, and added an inexpensilve tape recordcr.

The entire process required about one man day of labor and less then

\\

$100 oflparts per alarm. (Ref. 1) Over t@e past eight years, an

. average of 120 of these alarms have been in continual use by the.

BaLersfleld pollce.

The Bakersflelo effort with PPOAS does not appear to have been

‘program or project oriented. There is no recollectlon among those

intervieved of stated objectives, formal planning, or serious evaluations.
Rather, the construction of the voice radio alarms was riewed as an |
opportunity for pragmatic solution to rising robbery and burglary rates
and os a more efficient method of condoctipg stekeout activities. Conse~
quently Bakersfield Police have oollected data on the voice radio alarm

L 4

effectiveness only sporadically to satisfy specific needs such as false
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8larm surveys, funding and budget justificatdions for city boﬁncil,:i

requests for informatlon from other departments and correspoﬁdeﬁce

with the Federal Communicatlons Commiésion. Conseéuently,'dufing the
' c&urse of interview, conservat?ve estimates of effecti&eness were re—
- quested and are presented_beléw as an indication of the general effect— , o

iveness of this basic PPOA concept over the past ;1412 Years.

o 1.5 minute average response time (Time from
S “.- ... °. wolce radio alarm broadcast to arrival at B
LWt - - scene of first .responding unit) - :

.© 100-150 TFelons appreﬁended each year (approximately
L - 90% burlars; 107 robbers) _

.4_} 80-857% 'Conviction rates o ; .“;‘ f ’ "ﬂr.
. f~::1,000 Casez in 1}~12 years of qperation
- *é}l~4/l False Alarm to Valid Aiarmlratio (Ref; 1)
'_'In additoﬁ to the abové estimates, it was observea that the voic?
1.;édia.alarms were'ver§ much a part of.the 1éw gaforcement effort in
’ Bakersfieid and in.fact are considered an essential togl (Ref. 49).
': Host of tho;é intefviéwed have accepted the concept cited'above as a e
'.valié and moré efficient alternéfive to stakeout ope;ations.
’ iha‘iext which foilows formalizes and expanég upon tﬁe PPOAS céncépt
éndisu@mafizes the natiénal experienée\accumu;ated by later uéerslana

manufacturers. '
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SECTION IIL- oo S
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PPOAS COWCEPT . L

The PPOAS concepL is based on numerous inherent assumptlons and

'hypotheses. The followling paragraphs rcpresent a generlc formalization

of these and plov:dc thc framework for presentation of the eypcrience

derived by the survey.

- BASIC PREMISE

The babi” conept of the PPOA Systh is related to tot al response

- time or that period of‘time which begins with perpetration of crime

until arrivél of thé police. .Reéponse time may be categorized .in terms

of contllbutors, e.g., in a commexcial IObbLly of a convenience store,

the following scenario is typical:

Offenders/Robbers contribute to response time by holding:

the victim at gun point while the money and other contraband
are gathercd; during this time the victiwm/employee is
-prevented from communicating his plight to police; offenders/
robbers may further impede reporting of the crime by
physically detaining and/or threatening him and/or disabling
communications devices (telephone) which would be used to
access police service; ’

Victims/cmplovee contribute to response time depending ‘
on his access to a communications device and how quickly
he uses this device to contact police;

Police contribute to response time depending on call receipt

and dispatching policy and procedurcs, beat structures, travel

time, physical environment, availability of units, etc.;

“Tradltionally, police have sought 1mprovement in response time
through the reduction of the pollce contribution to total response
tine. . L ' . Ll

The following paragraph, extracted from the Detxoit Police

Ve




Departments' final reﬁoré 6n'ﬁevelophent of Electronic Robbery Stake—

»

out Alarm System, is indicative qf the futllity of the traditional

" approach:

"In his attempt of affording the utmost of policé.aésistance to A

,4§he Qictim of the crime, the police officer has'traditionally found

" that the one element most needed on his part was the one element most

beyond the officer's control; a fore—waining that the crime is being

perpetrated. Customarily, the call. for help is consequential after

the fact of the crime i.e. the crime has been perpetrated, the criminal

gone, the police will come. ‘With this rule of thumb in force, detect-

ion and prevention of the crime is (except in too few cases) non-

exlstent.
o Like@ise, any protection from physiéal abuse to be offered the

victim is non-~existent. Furthermore, apprehension of the criminal is

now made more difficult. His apprehension now becomes a matter involv~

.~ ing the tedious process of investigative work conducted by the Detec—

. ~tive forces. Even then, should the culprit be apprehended, and regard-

less of the amount of evidence produced ox high quality investigative

work performed, the fact of the matter remains that nothing insures a

court conviction quite.as well as when the perpetrator is apprehended

. while in the act of committing the crime.” (Ref. 57)

”Eé'The PPOAS concept, however, offers opportunities to reduce the

e
LIS

response tima contributions of the offénder; the victim, and the police.

The p:incipal.advgntage.perceived is that total response time can be

reduced by providing a convenient, efficient, surreptitiously alarm




. ) B v

device which can be activated by the xobbery victim'or, in the case

+0f burglary, by the offendexr himself.,

{ ASSUMPTIONS

LR TN

! ‘ The workabllity of the concept is bascd on several ba51c assump-
tions.

(1) that police can successfully identify commercial robbery

' and burglary targets by using historical data, crime analysis,
. and intelligence sources. (This implies that certain
.commercial establishments are more attractive to offenders

than others); . : . o

~ (2) that employees, managers, and owners of gelected target
: businesses can be trained as w1111ng operators of a
pollce owned alarm system;

{3) that through the combination of high equipment reliability

-'and control and administration by police, false alarm

.rates can be significantly lower as compared w1th commexrcial
alarm systems. .

ASSETS

T

Given that the assumleons cited above are true, séveral benefits
can be expected from implementation of the PPOAS concept: T

° (1) Average total response time to commercial robbery
.. and burglary calls can be significantly reducu with
use of YPOAS; ’
(2) " Reduced total response time provides for a higher 3
- porportion of on-scene arrests which in turn will

develop sounder cases, higher clearance rates,

better conviction rates and lower administrative

court costs as a result of a higher proporLlon of

- guilty pleas,

(3) use of TPOAS in lieu of individual . policc officcrs ‘on
stakeout offers significant cost savings in accomplxshing ,
- a stakeout operation; . o ' '

.
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_ o (4) lower false alarm ratcs will eldcit a more pyrposeful, .
TEent . ambitious and accurate police response to robberies and

burglaries in progress;

e
o
i
.
&
a3
By

(5) portable equipment allows a scheme of deployment which

. employs. and takes advantage of mobility and tactical ' i ,%.f
surprise; this scheme will enhance opportunltlps for ;
on-scene apprehensions; | - . e N

‘(6)'4Use of PPOAS will advantageouély affeét‘the crime rate ofVﬁ _
- those offenses to which it can be applied. T i ¥

e

JOS) o - R St

LIABILITIES | f" o e T T e T T
"The PPOAS concept also crcated several operational llabllltles.

(1) - the situation created by police arriving at crimes in .
© . progress increases the probability of a violent confron- : -
tation during which, police, victims, bystanders and offend-
‘ers may be injured; - -

".{2) there is a possibility thot Jmplementation of the PPOAS
~..:eoncept will or will appear to be comvetltlve with local
+' commexcial alarm companies;

(3) inherent in the PPOAS concept is the possibility that the )
responding uniis weuld apply unreasonable force if the . Uy
" PPOAS are used to summon help for reasons other than a T
. felony. Tor example, a misdemeanoxr such as shopllftlng or
: marely a suspiclous act. :

(&) ~there appears to be some chance that police actions evoked
by use of a PPOAS could result in legal liability of the
municipality unless it 'specifically limits its liability.

The following section on lessons learned comments:on .each’ of the

. N Ve
‘ . . . . . .

.+ assumptions, assets and liabilities formalized above.

T
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. scarcity of data.

~ discusses the experience of selected users.

. : i . Do -
LESSONS LEARNED e - N i

This section suffers from a general lack of evaluailve iﬁforﬁation SRR

of the PPOAS concept and equipment. It 15 significant to mention also
Lhat ‘the literature is basgically void of detailled cxperlence of PPOAS

users. The follow1ng paragraphs use. the assumptions and hypotheses . ”.,”w;;

stated earlier as a framework for conveying the experiencerof selected

users. Lessons must be presented informally because cf the general

WORKABILITY OF THL PPOAS CONCEPT

As mentloned above, the workablllty of Lha PPOAS concept depends
on three assumptions- (1) The capability of police to select targets

with high potential as a robbery or burglary target; (2) Willingness

R

and trainability of employee/manager and owners of these targets; and

(3) false alarm rates significantly lower than commerical counterput . e

- alarm systems. The text which follows repeats the assumptions and then

(1) that police can successfully identify commercial

) robbery* and burglary tarpgets by*using historical
data, crime analysis, and intelligence sources.
(This impliecs that certain commerical establishments R
arc more attractive to offenders than others);

With regard to prediction of commercial robbery targets, several

.

findings of a study of Commercial: Robbery in Columbes, Georgia are of

interest, First and perhaps most significant, it was found that an

extremely small portion (57) of the businesses' in Columbus account

for 72% of the commercial robberies; this portion consists of con-

. ! . : .
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dn 1969 occured in convenience stores, liquor stores and gashstatibhs.

: robbery targets and geographical locations, time of day and week, and

o ' -

venicnce stores; package liquor stores,'and;seryicestations'(Ref. 62) .

The Phoenix, Arizona Police found that 607 of armed %obberies réported

Tt

E N R - . P ' i

(Ref. 70). Good correlations are also suspected between commercilal

numbyr of employees/potentlal witnesses (Ref 6?)

“The 1everage avallable to a PPOAS user in pledch*on of robbery

v targets without doubt is~a function of the particular user's environ- .

. can be identified with reasonable success. S

" evident in Philadelphia's experience. There, performance in robbery

target prediction apﬁears to have degraded with time {Ref. 18).

"to commercial robbery target selection. Detroit provided some quanti-

" fication of the problem? R PR . f7l<,--‘ xf

PR in a small area that have a high holdup potential. Usually

ment; however, the consensus of users is that commercial robbery targets -

‘Several users cited problems which indicate the predictive capa-

"bility of police may decay as the criminal comnunity learns of the PPOAS

program. Tor emample, Phoenix implies that degradatlon of success In. ' R

predicting the probablllty of a robbery was caused by dlsrurbancw of

patterns caused by an active project (Ref. 20). ,Another"example is

Botﬁ Birmingham and Detroit.reported general probléms with regaxd

-f}h5 . "It is virtually impossible to locate then business places

~4n a group of ten there will be three or possibly four businesses
. that have had a high holdup ewperlence" (Ref 57)

" With regard to prediction of comme101al burgJary targers Cedar

Rapids provided some quantified results. Co

. .
o . L]
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"Past burglary experlence 1s a good predictor of - e
future burglaries. The locations selected for 3 b

alarms because of past burglary experience had a
burglary rate of 197 as compared to 9% for all
other business locations in the city." (Ref. 74).
The fact that Cedar Rapids'system is not portable nor tactically
deployed indicates that policé might might expect even better success
in commercial burglary target selction with the flexibility offered by
PPOAS.
. Disruption of burglary patterns by<institu£ion of a PPOAS. operation

and subsequent learning In the criminal community appears to be less

severe than in the case of commercial robbery. Two long term programs,

_whicﬁ concentrate on burglary, Salinas (3 fears) and Pakersfield (12

years), have demonstrated only nominal degradation in performancé over
the years (Ref. 41, 1).

SPECIFIC LESSONS AND RIMEDIES

Two known PPOAS usexs have lost some control of tbe.target selection -

.

" role. Pressures from organized businessmens' groups have succeded in

obtainiﬁg throﬁgh political means, relatively long term "temporary"

installations of PPOAS. The implication of this lesson is that
Birmingham suggest that their difficulty with target selection

can be explained by loss of covertness during installation and testing

of PPOAS:

: .

"We havéiconcludcd that part of the prdblem of unsubcessfully

placing the transmitters may be attributed to an inorxdinate amount

L
o
"

s

.

.




of activity at these locatlons by. the offlcers who are YEQPOHJlble fur Lhe

ainstallation and the testlng of the system. Although the officers are in

plain clothes, the amount of time thait they are requixed to be at -the

BRI
N S

particular locations probably has caused potential robbers to become
suspicilous. ) . . .. B Rt
Several factors cause the of‘lcers to spend considerable time at

the individual locations: the initial installation is rather time

‘consuming; the owner, operator or employee that will activate the
transmitter switchtmdét be dnstructed in its operation; the system

"must be tested on regular basis, etc.

We are now attempting to overcome some of these problesm. To

begin with, our initial equipment was completely battery operated; we are
now acquiring converters to provide for the use of regular 110 volt

N . S .
outlets. This will eliminate visits to the locations for the purpose

of changing or recharging batteries. Also, testing of the alarms are

nov being conducted by phoning the businesses and instiucting the operator

to a~tivate the alarm at a certain time for‘testing purposes. These
. type problems should be carefully considered prior to yduf installation

* " of the system." (Ref. 29).

Flnnlly, Jackson M1431551pp1 concluded that publicity of SIMDAC

T, affected target selection success. In an early portion of this program
BT was concluded that SIMDAC deployments ro a partmcular portion of the

city simply caused the climlnal communlty Lo concentrate on other

areas. (Rcf;'64).
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(2) that ecmployees, managefs, ¥nd otners of ¥elected Yarget

businesses can be tained as willing operators ¥f a police owned

alarm system.

s 3

Users agree‘fhat this assumption is representative of pérhaps the
"' weakest I1dink of éhe PPOAS concept. = - e ‘ IR e Jiﬂ%
“ With regard to the willingness of managers/owners and cmployees
.the,conCensus ;f users is that at 1eaét initially, excellent cooperation

can be expected. Detroit prepared a questiomnaire to survey potential
user businesé's éttitudes about the PPOAS'concept pfiér to proceding with . -
syséem design; Analysis of the questionnaire allowed the following con-

clusion:

YIt was found that the full cooperation could be expected from
the majority of those selected to participate in the alarming of
their establishments (both proprietors and employees)." (Ref. 57)

Of the 24 respondents to the questionnéire:
'(a) 1007 indicated wi}lingneés to participate‘in.a ;obbery alarm
sfstem progfaﬁ. . . | ’
(b)‘ 81% indicated no anticipatiéﬁlof difficulty iﬁ;getting
eﬁployeés to activate the s&stem; ;
(e ‘962.inéicated that ;hey would activate the alarm at the first
Apportunitf; |

-/ (d). 95% indicated that, during their most recent experience as a

. commercial robbery victim, they would have been able to activate a device

placed somewhere on their person; and - B ;

(e) . 707 iudicated that they could have safely made movements with

their hands including thouching their belt or putting their hands in

their pocket (Rg(t,Sb).



Several other users have cited general'willingness:of proprieﬁbrs

.

and employeés to initially support a PPOAS program (Ref 1, 29, 54).
As a practical mgtter, however, proprietor/employce willingness
 and éooperativeness,4expécially in commercial robbery applications,
. are in guestion by eXp;rienced users. For éxample, Tampa reported:

. "The sensors requiring human judgement prior to activation ,

- created considerable consternation. JFear of being detected

‘.Y, while activating an alarm was by far the greatest pioblem"
. (Ref. 73), . ’

f;Eveﬁ.Deéroit, whose.questionnaire indicated validity of the assumption,

.

* was very pessimistic after accumulating some experience. Detroit's
final report stated:

" "The weak link in the operation is- the operation of the
- body scnsors by the business employees. It has been
- determined that for any degree of success it is
absolutely necessary that s body senscr be worn and be
- activated as soon as the holdup is suspected. None
of the sik legitimate activations were triggered by
a body sensor. There has been a resistance to
-wearing of body seusors. People object to the incon-
venience of concealing the sensor on their person
and at times employ this objection to conceal a fear
for their safety, which they believe would be in -
jeapardy if the holdup man discovers the sensor on::
their pexson.'" (Ref. 57). ’

N :Almoétball~PPOAS usexrs concentrating on coﬁmercial robbery have

i “iﬁdicatea‘concerﬁ that emplo&ees make it know that the tuéiness is
alarmed. .jé;ksonville cited an anecdote which illustrates this

. éoiné. The Sheriff's department placed PPOAS in a group of potential

-‘rabbery fargéts. One target had been especially prolific. No

rohb?rieé were.expefiénced in fhat target d;ripg the® three weeks the °

alarm was installed; however, this target was tobbed three times
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in the week following removal of the PPOAS. Jacksonville concluded that

employee had provided information xégarding the presence of the
alamm which ultimately became avallable to the criminal commgnity;

(Ref. 62).

Tampa cited the following experienc after having installed PPOAS

in several high incident robbery targets.

"Then for some unknown reason, there was a decrease in
reported offenses before the first alarm related arrest

- could be made in what was previcusly our high incident
area. In attewmpting to find a cause of the aforéementioned
decrease, we believe the human factor entered into the
plcture once again. Store employees informing the route
salesnen that they were now equipped with the alarm and
the salesmen theu going to other stores and asking if they
had the equipmeni. -We, of‘course, do not know this
happened, but it is plausible." (Ref. 73).

"Detroit reported that alarms were pi ced in several targets
which had very.high~commercial robbery experience, Generally, the-
robberies ceased when the alarms vere installed, and employees making

it known that the business is alarmed was cited as a major factor for

‘cessation of the holduos. (Ref 57). . ' Q'

" Some data is available from Phlladelphla wmth regard to erployee
performance as PPOAS operators in robbery appllvablon qulng

1972 and 1973 there were 23 robberies for which police cited '

employee performance as the reason for the robbers' escapes.

These incidents can be roughly described as follows:

66% - employce activated the alarm after the robbexr(s) had fled;
172 - cmployee did not activate the alarm at all;

17% - cmployee purposely did not activate the alarm at all or
o /-' .

-

“activate 1t late.

.
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It should be ﬂointed out that these figures for the most partf
'?;éfgpresent the‘performance of bank tellers sincé Philadelphia has concen-
 rated iks PPOAS use on bank robberies. (Ref. 18) |

'.'Employee willingness and performance as PPOAS op;ratoré in
~"c'ommercial-bv.trglen:y depioyme&t§ appears to be less important‘with regar&
éo aacrifice of program secreéy. Here the problem has been one of fals

"alarms creatéd by careless or improperly instructed employees, More

:detalls of this problem are presented in the paragraphs .which féllowo

‘_.(3) "that throﬁgh Lhe‘combination of high equipment reliaﬁility

and control and adminigtration by pollceiffal e alarm

rates can be significantly Jower as compared with commerCLaL
alarm systens.

:‘:It appears that this assumption éan be cénfirﬁed by‘the.éxéerienceA
of‘PPOAS users and others. Sevefai progrgms cperating with~emphésis
on commericai Eobber} and others emphasizing commercial burglafy have
demonstrated 51gn1f1cant 1mprovements in commerc1al alarm systems
'in false alarm rates. .
". Specifically:

(a) Philadelphla recorded only seven false alarms durlng
TR 1972 and 1973 a period when a total of 73 wvalid
©*» . . robbery alarms were received; (Ref. 18)

“*"(b) Cedar Rapids' interim report stated:

False alarms can be reduced to an acceptable figure..
During the first year of operation the false alarm rate
for alarms under thls experiment dropped from 79% to
52% and probably can be reduce further. The police
patrol force has accepted this rate very well for they
are catching burglars. (Rcf 74),

{c) Salinas has averaged a 507 false alarm rate during a 3 L
yﬂar period (Raf. 41), '
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(d) Bakersfield estimates every third alarm message
represents a valid alarm (Ref. 1) and;

{(e) Jackson indicaltes-that, in essence, their false alarm

are limisted to opening and closing times of target
businesses (Ref. 26).

- Several users have reported tr remendous problems with equipment

-

_generated false alarms. Detroit and Tampa reported -extremé problems
with false alarms generated by body worn sensors and as a result of
equipment reliability and installation procedﬁresy Durlng DELTOIt 8

cperatlonal experlence with PPOAS the £0110w1ng categ01lzatlon of

PPOAS activations was reported:




“sa?

Accidentél'activation - 'v . ‘g{ ;t*f "> ,ff 105 '
Honest legitimate activation - heldup, " ...“' ;
fear of holdup, etc. : 6
Activation for non—valié reasons (alarm; )
used to summon'police for other crimes) _ “-' IQ
Equipnent malfunctiﬁn' L e . 27 -
Miscellaneous ~. ower failﬁreA: | - i R 4 .
Unkn;wn | . - S | ,‘4:_.'rf.,; o "J - _jé}ﬂ
oy Lo . N . '_i 175

" (Ref. 57)

:6peration of the system (Ref. l; 18, 41.)

The programs which have experienced problems with high false alarm

rates can generally be described as those whiclh included:

'(a) equipment development;

(b) a large number of different types of sensors including

body worn sensors; and

. (c) extensive installation efforts.

On the other hand, those programs which have succeeded in minimizing false
alarms have for the most part used production equipment with one or
wo unsophisticated sensors such as switches, foot treadles. and trip

lines and have minimized technicalities requirxed for installation and
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PPOAS ASSETS TR e T A

paragraphs use these assets as a framcwork for dlSCUSSlOﬂ OL user

experience. .

-respbnse.time pertains only to that period of time from the onset of

.Philadelphia, police c1ted an average of five minutes police contri~

’

If the workability of the PPOAS conept is assumed, several

specific assets are hypothesised to accrue to useis, The ;ollowing

ba e cmdRaa s e i eawa r somaaad e e . D

1.) Average total response time to commercial robbery and burglary calls
can be significantly reduced with use of PPOAS.

It should be reemphisized that here the discussion of total

.

a commercial fobbery or burglary until the arrival of the first police

vnit. Consequently contributions to response time from delays and in- .

" decisiveniess of the offender{s) and victim(s) as well as police contri-

butions are:considered.

Thcorgctigaily if it is as;umed that the PPOAS will ailow redﬁc~
tioﬁé.in response tiﬁe in some cases then it folloﬁs that'avérage total
response time Will‘be reduced. The question remains, however, of the
signlfncance of the resulc1ng reductlon. |

Users attest almost unanamously that significant geductlops in. ' . ' -§€
total response time have accrued through use‘of PPOAS. In several "‘ s

programs, for exawple, before and after data are available. Inu

bution to total response tlme to conmerc1a1 robbery calls. Since
implementing the Wireless Alarm System'Prog?am, average police contri-
butions to total response time is estimated at less than. thrity seconds., - oo

(Ref. 20) Tests ?un in Detroit (sample size 132) showed that the

RN
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average police contribution to total response time was 52 seconds

in deplouyments which ranged from targets being several blocks apart up

to 1 75 miles apart. {Ref. 57) In Tampa police contribution to ‘commer-

cLal response tilme averaged three to five minutes without STAVS and

" 45 = 60 seconds with STAVS. (Ref. 36) Similar experience is evident

in Birmingham, Bakersfield, Lns Angeles, Jacksonville, ete. (Ref. 7,

i, 33, 63).

.;‘Fdrther, if the PPOAS‘system is actiﬁated sometime durimg the
robBery tho offender;s.and victim‘s‘oootribution to ootal response
éime io redmced} Little data exists on how often the employee/victims
is'willing.oo activate the PPOASJ' (See assumption #2) Also, the .
relative success of senéors designed to activate the PPOAS -through
the robber's aotionqg e.g. removinw currency from a cash register.
money clip sensor, is unknown. However? most users agree that the
victim's and offendeffs average contributiom to total feéponoe time
is reduced through use of PPOAS. - . DR

© Some data was reduced by the author from Pn;ladelphla Wlmoless
Alarm System incident reports. Thcse data show that 637 of the time

tha PPOAS was activaLed sometime durlng the robbery by ‘either the

offender or the v1ctim/employee during 1972 operations. (Ref. 18).

‘.Again, the resder is cautioned that Philade1>hia PPOAS operators are

' normally bank tellers and may not exemplify the typical PPOAS operator.

Both intuition aud expelience indicate that average total response

time to commercial burg]wries is reduced through use of PPOAS. In

X



these cases the offender is actuéily the Opérator of thé PPOAS. PPOAS
users report average total response time to commercial burglary
incidents in which the PPOAS is employed as follows:

'Bakersfiela -~ 1.5 minutes (ref. 1)

Columbus ~ Less than one minute (ref. 753) o RT_.“: J
. Hayward ~ Less than one minute (ref. 51}
'féalinas ~ 3 minutes (ref. 41)

" 2.} Reduced total response time provides for a higher proportion of
- . on-scene arresis which in turn will develop sounder cases,
clearance rates, better conviction rates and lower administra-
tive court costs as a result of a highex proporition of guilty

pleas;

A study conducted in Miami examined 49 unique factors of robbery
for correlation with case clearance statistics. The following comment

"is quoted from this report: . ' . .

.,

The speed of the police response (from time call received
_at communications room to arrival of police unit) is the most
gignificant factor in the police process in clearing a robbery
.case. It appears far more significant than all other elements
. 0of the pplice process in handling a robbery case. (ref. 39)

‘The above stated assel of TROAS use has been realized by each of
- " ﬁhe fPOAS ;SEISa .Almbst withoqt exceptioA, suspects of'commercial
xcbberf asd burglary.arresteq on the ;cene of the crime have pleaded'
gﬁilty. . ‘

. Although users onPPOAS ;re nearly unanimous with regard to this
- ‘asset two examples, one each for commercial robbery and burgiary, ;re
preseptéq in the paragraph which follow. o .

* Past arrest results of commerclal robbery on scene apprehensions

effected by Tampa's Selective Enforcement Unit using STAVS have been
. ’ . N i '
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‘reported as follows: : . B . . . .f T

. asset.

™

"It is evident from the data that on-site arrests resulted
in a much higher rate of conviction than arrests resulting
from investigation by detective units. This 1is particularly
" .true of the SEU clearances of convenlence store robbexy. The
very low rate of no-disposition cases for on-site arrests leads
to confirmation of the fact that the on-site arrests are quickly.
‘resolved via judlclal disposition.
SEU personnel reported that offenders apprehended during a
robbery almost always tended to plead quilty when confronted with

-the .evidence." (ref. 36)

Results cited by the Salinas Police Department of a PPOAS

‘- program aimed primarially at commercial burglary:

"Our alarms were first put into the field in the early
part of 1570, and during this first vear these alarms were
apprehended, were caught inside the building and saved the
tax papers the expense of a trial as all of them confessed
prior to a court trial." (ref. 41) '

.Sunsuquently, 37 more burgiary suspects have been avpreaendgd

at the crime scene and all but two have pileaded guilty. These two

vere conv1cted by a jury. (ref 76)

3.)’ use of PPOAS in lieu of individual police officers on stakeoul
" offers significanl cost savings in accompllshlnr 4 stakeout

oEcratlon

:,uArguments fhat.thé PPOAS is a more efficient method of accomplish-
ing a stakeout vis a vis traditional methods are quite convincing.

Sev:ral users have documented their arguments with regard to this

+

In Philadelphia prior to the implementation of the Wireless Alarm

System Program, the primary policc tactic against armed robbery was 50

. two man stakeout teams. Each team was dcploycd to stakeout one, or

occasionally when the_physical layout permitted it, two businesses
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judged to hqve high potential as robbery Largets. The cost of this .

~approach was clted as more than $1,000,000 annually exclusive of super—.

viqory costs. (Ref. 20)

With the uge of PPOAS, Philadelphia attained signifluant cost

—~dan e e dmms e e R T T LI PP e e e 4 e g L R T P

*savings: . . . X : A -

’

' "Thc 10 systems requestéed (costing $146,445 for equipment,
plus $260,145 for persomnel) will provide protection equal
"to that provided by 150 teams (cosing approximately $3 800,000
annually)v (Re£¢ 20)

.ee.by iHGLallan these systems at 10 "high risk" areas around
the city, the Stakeout Unit will be able to provide protection '
on a city wilde basis, utilizing only 21 men (one sergeant and
.. 20 policemen). As mentioned before, this same degree of protec-
~tion would vequilre at least 300 men using the "'standard scheme"
{Ref. 20) .

Los Angeles' Robbery Homocide Division using their RATS Sysiem
cites a SOZ decrease in man hours expended on stakeouts.

;o In most JnsLances, a squad of ten men and a supervisor can’

- cover all eight RATS locations. Without the use of the alarms,

a total of 16 to 24 men plus supervisors would be needed to
cover the same loucations. On expanded use of the RATS alarms,

_ the same squad of ten men could cover approximately 15 locations,
depending on the area to be covered. With the use of 30 ox 40
RATS, the Metro Task Force could be used as responsc units in
conjunction with their regular duties. (Ref. 71)

[N B [REEEY . A * - . N

, Note: Typically, in a stakeout using RATS responding units are on

fOOto . A\l R R . . . . > . '\
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Several meditm and small sizéd departments which are new users . s

of PPOAS have cited this cost saving asset'even though, at the time

of the survey, little or no success in on scene apprehensions had been

obtained. Tor example, Coos Bay stated: ’
"To date we have not any success in second guessing where a L
burglary may occur but our paid overtime in the area of e ‘
- ...:..r stakeouts has been drastically cut.'"(Ref, 77)
» 7.+ Furthery Chula Vista Police stated: ; ~
. To date, we have had only two "hits'" on the alamms. In
"7 . .both dnstance the suspects were apprehended on the scene,
"+ o .I'm sure if we had more units to deploy our apprechension rate
would be substantially higher. However, the alarms have more
. -+ than paid for themselves just in man-hours saved that otherwise
- would have been expended on stakeouts. (Ref. 406) -
The survey resulis contain additional examples which verify
cost savings available through the use of PPOAS. On fhe basis of the - )
- mnational erxperience, users of PPOAS can expect considerable reductions
in the resources required for stakeou: operations.
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(4) ‘lower false alarm rates will elicit a more purposeful; ambltlous
‘"and "accurate. police response.to in=progress robberies and burpglaries.

Discussions with policemen engapged as responding units in Jackson-

ville, Tampa, Columbus, Philadelphia, Bakersfield, and Los Angeles,

.- have convinced the author that:

f(a) Police quickly perceive lower false alamm rates demonstrated
..« by TPOAS; and

'; . {b) BHighe?t priority and urgency are afforded PPQAS.alarm messages

”l_through both department policy and individual officer inltiative; .

and -
‘.'5 (e} Pbiicé éiso peréeive the increased risk pf"ﬁiolgnt_confron-
tatibns'with a felon who is surprised iu‘the midst of a
- criminal act; |
'.Léwer féiéé‘élarﬁ.ratés ﬁﬁssible with PPOAS ;s'compared with com-
mercial alarmjsystemé increase the odds of apprehension of suspects.
Officexrs engaged as résponding.units appear to be favorably motivated
by increased oppcrtunipy for apprehension. As mentioned ab&vé, .
ngar’Rapids ﬁatro}meh were Quite happy with false élarm‘rgtes as.
high‘as 797rgééauée "théf'are catching burglarsb (Ref. 74).
Even Detréit's SEAR.Progﬁam, which experienced the highes; falée
alarm raté of ény ptoggam surveyed concluded? ‘ |
. "False‘ala?ﬁs #ave noﬁ béén a majof praoblem. They have acted
‘as a trainiﬁg exercise for the equipﬁent and personnel"” (Ref. 57)
In sgm the;national experience spggesﬁs that indivianl of ficer
initiative created by the perception of improvea apprehension oppor=

tunity .can be molded through training to achieve purposeful, ambitious,

and sccurate response to PPOAS alarm messages.
PUON » N '.:;t: «
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" target prediction. The advantages of mobility and tactical surprise-

5.) DPortable equipment a]low, a Qchcme of. deployment whlch cmployes ‘
and takes advantape of mobillity and tactical surprisc; this

scheme will enhance opportunities for on-scene apprehensions:

Although no data was found in Lhe survey to supporL this asset of

PPOAS "several intuitive arguments can be made.

. f The principal argumént resides in the eviﬂéﬁce presented above‘
w;tﬁ regard to both génefal and speéific learning about police PPOAS
agctivities fo the criminal community (seé assumptions {1 and‘(é)).

This evidence indicates that rends and patterﬁs avallable to police as

“alds in prediction of compercial robbery and burglary targets are disrupted

by active programs. Logic dictates that anticipation of these disrup—

tions, or even quasi-random deployments, along with a scheme mobility and
tactical surprise will enhance opportunities for on—-scene appreheunsdions.
Also, it is not uncommon for pollce to receive information on

plannéd commercial robberies and burglaries or they may actively seek

such information from informers and informants as an alternative to

are though to be of particular value'in these scenarios.

6.) Use of PPOAS will advantag eouslv affect the crime rate of those
offenses to which it can be applied.

This asset of TPOAS use is probably the most important in terms

. \ L
of value to law enforcement agencies; however, little evidence is- -
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available upon which to surmise whether benefits in crime rate

L.
(.11‘

reduction actually accrue to PPOAS users.

e
Tha abqencc Of":V7~w&Land complehenine evaluation of this aspect
] alaw

of the PPOAS concept rcpresents a severe deficiency. . ' ' N
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" the hypstbesis that this ldiability accrues to PPOAS users. The,

:fconfroqud by responding police.

progr m impact on crime raLes was accomplished by The MITRE Corporation. ;- R

.Consequently,‘results are necessarily cautious regarding STAVS impact

.primary concerint applies to commercial robbery in which armed offenders,

'errests is used for intﬁitive argument. This study showed:

The most serious evaluation of program success in terms of PPOAS

This study sought. to resurect programs data and consequently did rnot have

the benefits of directing data collection through expefiemental desigm.

on the city~wide,conmercial robbery problem. (Ref. 36)

PPOAS Liabilities .. . R

Along wiLh the assets discussed above use of PPOAS creates several
Tisks and hazar ds, These h}poLhesized 1{ab111tles are discussed in 7 » ; S

terms of intuitive argument and user eyperLence in the paragraphs Co C

- . . - . L L

which follow.

1.) the situation created by police arriving at crimes in progress ' =
increasces the probability of a vieolent confrontation during
which,‘police, victims, bystanders and oifenders may be injused;

Ry

Both intuitive arguément and actual experience can be used to support =

already stres sed by the 51tuatlon of the crime they are commlttlng, are

A Miaml Police Department study of factors involved in robbery

» ’ .
(a) police encountered resistance only 2% of the ’
- time when arresting robbery suspects;

' [ K

"(b) in 6% of the cases, robbery suspects were armed

Jfan
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‘when arrested; however ;ﬁ

o ' . T

. (c) in 647 of the cases offernders were armed during ) J

" perpetration of the robbery. (Ref. 39) it
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~ Using this infbfmation, and assuming there is good correlation
between the likelyhood that a suspect will resist arrest and the

cdﬁdition of being armed, tﬁe odds of violent confron;?tion vould

L. o

appear to be drastically Increased during on-scene arrests of commer-

"+ efal robbery suspects..
The'only data which could be collected was taken from Imcideut

. xeports concerning Philadelphias' use of PPOAS. A review oﬁ» 73.

.

“'1972 and 1973 PPOAS incidents showed:

v | . Robbers shot.

Police Officers shot

Robbers injured in struggles’

Police officers injured in struggles

W oW W O N

Shootings in which no one was injured.

' ‘From‘thesg

N

figures it appears that the odds of some sort of
#iplent confrontation are at least 1/10 wher offénders are surprised

during the act of commerical robbery.

v,?hiladelphia FPOA Prograﬁ administratofs stated‘that such con*"~
: frontation, especlally shootouts, had detremental effects on the
" police repﬁtation‘and that employee operaﬁorZCOOPeration had suffered.
* . Turther, gs cited above (agsumptioﬁ 2) the indications of a t;end
toward employec/operators purﬁo%efully refraihing from activating the
fPOAS until after completion of the robbery are thought to have been
’;aﬁged by publicity of such violent confron;ations. (Ref. 18).
* Other users have ﬁcen successful in av;idiﬁg shoutquté.and other
forms of v€6hﬁ;t700nfrontation during ou—sceﬁe arrests of coﬁmcrciai’

.xobbery offenders. Tampa for example i{a prbgrcss report on STAVS

¥
.
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operation stated:

3

"The operation of the system in a manner that did not alert the

- eximinal until his apprehension enabled the twenty-nine (29)
subjects to be arrested without injury to the complainants, the
pclice, or the criminal, which Is very gratifying." (Ref. 73)

Thls record suggests‘that Lhrough.development ofhtaetlcs and s
" iraining ~af respondingfuniﬁs'violent confrontations‘during on-scene‘
afreste can be minimized. |
‘_'A sﬁudy feing eoeducﬁee by the Internatio;al Associatien of
" Chiefs of Police should be of interest.for current end pgtential
_users of PPOAS. This study is dirécted at thé problem of vioienee‘

.

during on-scene apprehensions of robbers. The report entitled "Robbery

Events: A Risk Reduction Manual for Police," should be available in

draft form in iate sumnmer 1974,

(2) JYhere is a possibility that implenditation of the PPOAS cdéhcept
- will ox will appear” to 'be competitive with local commercial
alarm companies:

Several users have cited difficulty'with PPOAS programs as a

result of commercial alarm companles perception that pollce are

competlng in the’ alarm'market' howeveL; experience has shown that
programs whlcn adhere to short term 1nstallations and which avoid
T ‘permenant installatlons can ouccessfully cope with this problem.
:TWO usees; .alinas‘ana Jackson, cited prollfcration of commerciai
alarm demaud among bu41uesses which had been tcmporary recipients of

‘police owned equipment (Ref. 25 51) Obviously-nroliferation of

commercial alarm systcms is an isaue vieved differcntly by police,




the supplicrs, and the consumer; it is not addressed here. ,f”]'
(3) Inherent in the PPOAS concept is the possibility that the responding
" wmits would apply unreasonable force if the PPOAS are used to Gummon
help for recasons other than a felony. Yor cxample, a misdemeanor
such as shoplifing or merely a supicious act.

-As discussed abové, the arrival of police at a commercial rébbery '

in progress is thought to greatly increase the probability of a wiolent

. confrontation. The problem here is that in spite of dinstructions pro-

vided by poiice, the employee operators of PPOAS historically have |
activated these alarms.f;r reasons other than robbery in progress. VFér'
exampie, in 1972, the Philadelphia Wiréless Alarm System, althoﬁgh

used eﬁclusively for commexrcial roéﬁery was gctivated 40% of the time
for offenses other than robbery such as_lérceny, bad checks, or ghop~
lifting, or even because thé employeé/opefator‘thought a customer ioqked

suspicious. Similax observations have been made in Detroit and Tampa.

~.

N

The Detroit SEAR alarm was activated for reasons other than conmercial

.

,5robbery.more often than-it was activated for commercial robbery despite

specific, repeated instructions to employee/operators that improper use

could be tragic. (Ref.‘57).

The n;tional expe&ienée indicates that police Qsé of PPOAS cfeatés'
a reasonable force dilevma of approaching a scene where experience has
ého&n high ;dds of a violent confrontation witﬁ a fleeing felon yetvé
goéd chﬁnce that.the suspect has comuitted what may be a misdemeanor,
or an éct which looked suspicious to a nexrvous clerk.

(4) There appears to be some chance that police actions cvoked by
use of a PPOAS could result in lepal liability of the municipality
*runless it ‘specifically limits its liability.
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Although evidence is scarce in the PPOAS user éémmunity, there '
aEpears to bela poséibility of legal actlons against the police or,
mﬁnicipal user of PPOA systems. Poor respounse time, ;51funcg§ons of the
equipment, extension of unrcasonable force could be constructed as
poliqe negligence. Two cases are known where such liability Qaghimp;iéd.:
- In oﬁg case a proprietor of a business which wds roﬁhed claimed the
city wés'-;iable for the.full.ﬁééunt of the robbery loss due to the
ﬁegligeﬁt acés and/or, omissioqs’in the discﬁarge of the official§
(police) dut& to protect citizensbén distress. {(Ref. 35). In this
case police responge time to the robbery in this case had amcunted
to 40 minutes due to a number of‘eiplaiﬁable problems. In the second
case, Kelly Vs.‘Kbrger Compauy, the‘plaintiff‘s wife was shot and
Rille@ by a rdbbery éffender while a customer in the;defendent's
store. ﬁuring the robbery a clerk activated a silent alarm whicﬁ
brought the police to éhe éccne. The custonzr was taken hostage and
inténtionally shot while being pursued by the police. The court
ruled jf there is an épportunity t¢ comprehend the danger? ﬁeéligence
can then Becomé a jury question. (Ref, 61).

fhe séecificioutcowe‘of these civil actions is unimportant; the
lesson ﬁéée is that the courts have and appaféntly will consider
suits_résulti;g frém'PPOAS system malfunctions and risky situations

.which become more probable as a consequeﬁce of PPOAS system use.

-



SECTION IV S L

PPOAS Components ’ .;;iv’ . ?g;g.z

Figure 4-1 is a generic blogk diagram of the PPOAS S&stem whicﬁv:

is>§sed to explain the basic c0mponénta 5 variaﬁions, and cha:acterié~

tics. The format of the paragraphs which follow is designéd ;o firstﬂ '

clte detalls of the Baker;field voice radic alexm followed by additilons, -
modifications, accessorial capabilities and sophisticétions added bf

the varlous users and manufacturers. Jaréon'and technical terminolog?,

perculiaxr to the field of electronics has been avoided purposely. |

OPERATOR

,Referriné to Figure 451, theuoperator of the Bakegsfield system

) < ‘n') 9 i .
is normally the propricitor as an employee of a -gamty business, a

principal of a\gghool, or in some cascs, police officcfsg Iﬁ a typic#l
installation, ha&ing selected a possible commercial rebbery or burglary
tayget, a patrol officer makes an initial'survey of the premises,
installs the alarm, and instructs the operater in functions which
include sensor activation and arming the alarm. Police dnstruction to

‘the operator ewphasized a false alarm free operation and the fact

that the installation is temporary and under control of the police

department. c . | s ?
A

System development of this component has included several approaches, '2

: “

Several programs using PPOAS have concentrated heavily on training of ;%
the target population of small buisness'operations/imployees. (Ref. {g

RN

47, 54). Numerous users have  concluded that the operator is perhaps

- o
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the weakest link in the entdire PPOAS System. Thebéperator/cmployeé
if not properly trailned and controlled cén sacrificg covertness of
the program and endanger thémselvesa responding police, and bystanders.
Users of PPOAS cited numerous antidotes where in operat&r/empioyees
frustrated or compromised‘the éolicé mission Dby improper operation of

the PPOA SysLem. The classlc is the operator/employee‘who brags

about his ability to summon pOllCG and demonstrvates the ability to

acquaintances and customers.

"

As a supplement to training of operator/employees, several users

" have established threshblds for the number of false alarme which will
‘be tolerated. When this threshold is exceded the system is simply

removed and relocated to another'target premiseq (Ref. 18, 25, 41).

lmpernng and the damage to the police. owned equipment: and a

mission has becn CONmOT1 . Seve1a1 users have devised doLumentc to be

. signed by auLhoxized agents of selected talgct businesses which

bU\) { (PSS
establish llablllty of "the bwisnezs for damage to eqLmeent caused by

_negligence° (Ref. 25 54)

SENSORS
\ i , R

The Bakerfield system uses two relatively simple sensors almost

exclusiyély. For commercial robbery applications an extra no sale

button installed in the cash register is used as a robbery sensor. TFor

commercial burglary inst111ationu, a monofilament trip line device is

“employed. This sensor conslsts of a two pound test fishing line’ fitted

with a plastic tab which deactivates a microswitch when disturbed. The




[ ) : : : " B : : : : . f

‘trip line ig stretched across doorways, hallways, or attached to ltems.

Officers depend on experience, history of‘illcgal pbints of entry to

the premise and common sense in locating trip line sensors.

A wid?éelectiog of sensors.has been used in conjunctibn with N
PPOA Systems, Figure 4«2 shows the types of sensors which have been
included in selected programs, and illustrates the variety of solu~
tions wﬁich have been a@témptad; The experience of users with xégard‘
to sensors can be summarized with several generaliries. It :ppears
that users have been overly optomistic'regarding the general utility
and Eéliabilityvqf the more soéhisficated sénsbré.such as microwéve,;
infrared, ul?rasoﬁic, aﬁbustiq,‘etc., which are sensitive to the environ-

.ment of the a]armed 3remlse. Several prog“"m; Fa ;e indicated that
sophistilcated sensors, while attractive in concepf; are not prac=—

_fica1~for repetitive teﬁporary installgtions; consume disproportiouate
amounts of time for installation, and are more subject to falsing. The
classic»example‘is the Tampa.STAVS Program. This program has the DRV

largest and most éophisficéted sensof complement of any PPOAS,pfogram

known. (See’ Tigure 423 . After e;tended opérations, exbluéive'use

of floor treadle or +ape sw1tch placed adjacent to cash reglsters and

a manual switch located in a back room office or store room has

evolved. Several of the more sophlstlcated 5ensors purchased for

‘commercial burglary applications have never'begn used and are viewed : o

as sunk costs by program administrators., (Ref. 36)., ° T Rt
Perhap§ the most significant advance which related to sensor - : N

)

N ]
> . . W



TYPE OF SENSOR

RCBBERY SENSORS

Czsh Register (Last Bill) X X X X
Cash Re?ister (Bo Sale Buttoén) X
Tloor Treadle or Tape Switch X X. X x X
Undercounter Button X
Exployee (Pocket Durress Button) X X X X X
Eqployee (Waist Belt) X
*Lmployee (Pocket Money Clip) X X i X
BURGLARY/iNTRUSION SENSORS
Microwave X
Infared X
Ctrasonic X X
Vibration’ X E
Mass o X

vacoustic £ E.

*System for the Improvement oz
Detection and Apprehension of
Criminals - .

: Operational Seasors
E: xperimental Quanties

Figure 4-2: Types of sensors
in'selected PPOAS Programs.
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Federal Communication Commission Rules Subpart E of Part 13, Low Powen

" upon the environmental conditions where it is used, but for the purpose

other parameters is somewhat crude, interviewees suggesi that actual

-connection to the cowponenets shown in Figure 4-1 which are normally

P o R : £
» . B 5
components has been the use of equipments which allow a selected .

premise to be alarmed without wire connectionsg betwgen scnsors'and thé
other equipment compon/entse This feature, was develoéed Infieially

bf Mr. Ch;rlcs A. Holt for the Los Angeles Remote Alarm Transmission
System (RATS). Holt's design used small,’inexpensive garage doox e ':E

opener type transmltter¥s and recelvers, hereafter referred to as lccal

transmltiers and local receivers. These devises are built under

Communication Devices which provides for unlicensed operation of garage

door controls and other similar miniature transmitters. (Ref. 56).

The range of -thils type of transmitter varies considerably depending

of the PPOAS concept as applied to commerical robbery and burglary is

N

normally adequate. Althoug a discussion of range without mentioning
range capability is somehwere between 100-300 feet. Holt's concept
allows the local transmitter itself to be sued as a duress button ox

when connected to virtually any othexr type sensor; as a wireless

packaged.together and inconspicuously placed in the alarmed premise.

The Detroit aud Tampa Yolice Departments continued with this con~
. v (X

cept, apparently independently. (Ref. 38, 57). The Tampa/Martin

‘Marictta joint venture added the dimension where by several garage door

opencr type local transmitters were tuned to unique frequencies such

o



.

that thelr signals could be disfinqnished and processed dlffercntly

by the logic component (see Figure 4~1).

'

[

L

" This capability al ows

P

sensors to be classified accordmng to thelr use and propenoify For

Fert hal,

N falsing. For example; sensors can be cl“ﬂ. 1fd

ed as day (robbery)/

’ night (bu*glary) Fayuker, 1t is vell known that some intrusions

sensors arxe more subject te false alarms than others. By using a

" pumber of different iocaL transmitters, an alarm p»“01lty system

L,

A

can be built into logic circuits whereby the more reliable Sensoys

®

.

‘are givcn thber‘credlbllwty than oLher sensoxrs which have hlgher

£als¢ng rates.-

With the description of Improved methods for sensor installiation

~

. duress senscrs is configured as a waist belt.

~ described above a number of ‘innovations for personal body mounted

The user activates

the sensor and sends an alarm by pushing out his stomach. (Ref. 38).

A body worn pocket money clip transmitter, and antenna combination

has been used For 51tuar10ﬁs wherein the potential victlm, eg., a
Tm\/dﬁ/\‘/

bervice stat¢01 agbeﬂ&ydn

1emov1ng a apec1flea bill from the clip.

e,

can activate a sensor and send alarm by

(hef 30) In gencral

" the concentrat ion appears to have been on development of sensor/

local transmitter combinations which will allow more covert

"activation of the PPOA equiﬁment.

.

Little developnent of intrusion sensoxrs for specific use with

PPOA systems is known; rather commercially.évaildble sensors such

[

as those listed in Figure 4-2 have been used.

has recently iseued'a Material Need for an improved Facility Intrusion &

’
i

e

L

However, the U.S. Army

-
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Detection System (FIDS) which will include development of improved
duress sensors. Specifically, duress sensors wh;nh are activated
atwyalological,
aubomatically by phyenfo&vgrcu&~man1£estﬂtmona of stress in the

wearer are to be developed. (Ref. 58)"

'.iLOGIC
The logic component of the Balersfleld system nonuLsts of a
timing circult which céntrcls the message génerator s0 as to comply
with Federal CommunicétionsiCommiésion {FCC) rules and regulations.
The term logic is uoed.rather loosely here to describe the

. Corm AT Z.
PPOAS component shown in figure 4-1. This compsnfﬂfp%-may accomplish

4
two functions:

1« Txmlng and control of the message generator and output
) components to satisfy FCC rules conLalned in Part 89;

2. Elimination of false alarms Lhrough the use of "AND/'"ORY
cilrcuits time gates, etc.

The PPOAS.as defined in this paper falls under Part 89 of the'
FCC rules (Publiclsafety Radio Services) which 'are concérnéd
pfimaril} with 1icensing of transmitters and receilvers .to insure
electromaénetic compat;bility are well known and are not stressed
here, Howevgr, one portion of Part 89 applies specifically to
PPOA type systems. Specifically, present rules permit the use of
land-mobile police frequenciles for remétc alarm signaling purposes

as long as alarm messages (voice and non-voice) do not excede six

scconds 1in length and are not repeated more than five times. (Ref. 59).
, : : ‘ ; ,
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Recently, the Téchu;cal Scandards Branch of ;he FCblinte%bretéd'
‘gﬁhe rule to reqﬁirc that the alarm transmitter be #urned off after
éach six second message and turned on againlfox each subqoquenr
message (Ref. 49). Consequentlj, to be compliance with Palt 89,
PPOAS must include timing logic to turn the alaxm transmitter off
’  and on each six se;onds and fail safe timers to insure the 4~30
seconds transmission périﬁds are not exceded.
The second function of';he logic component is eliminaﬁion of °
-sensor'generated féise alérms. The Tampa/Martln Marietta STA&S and

~ Jackson, Mississippi 'STMDAG Systems have provided most of the ex-
perience in this area. The Tampa System garage door opener type
transmitters which were built so as'to provide three unique sighals.

’,The Logic COmponenL in STAVS was deﬂq gnd “to proccss each of Lheu
signals dlfferently. That is, the three unlquely tuned transmltter
Lyncs are used to establish an alarm priority system and to controlk

- the mosqage genhrator, and output compz%f;dts and to operate acccssory

* evlidence collection equipment. Exhibit 4-1 is a table reproduced

from a Martin Marrietta proposal to the city of Jacksonville, Florida, ‘

' . . . . - . .
It is included here merely to illustrate the use of logic circuits to

. eliminate sensor cause false alarms. The class A, B, and C alarms

correspond to the three uniquely tuned garage door 0penef type
transmitters. "L , S
' e s aixunaﬁﬂu&g
The Tampa SlAVS Program has essentially - ﬁbeﬂdewed the use of

Soral

Socal- transmitters and the logic circuits for false alarm screening

-

(primaxily because of waintainability and reliability of the equip—

R

2



TP

ENHIBIT ol .’ -1
; PROGRAM/CONTROLLER FUNCTIONS

Illistrations of Logic component of PPOAS

B g U I

designed to lower sensor caused fals

)

Clasg A Alarm Received .

Within three (3) seconds, the transceiver is
activated, telephone dialer starts dialing and video
tape recorder-started operation continues for one {1)
to ten (10) minutes as determined by master tlmer
setting or until reset manually

Class B Alarm Received

A single Clzass signal of three seconds minw-
imum and not SLStalned for more than ten (10) seconds
duration will initiate operation of the video tape re-
corder only and estzblish a window or timing gate coin-
cident with the video tape recording operation. The video
tape recorder will operate 30 seconds and shut off auto-
matically unless a second signal is received. Receipt of
another Class B signal within the timing window will init-

iate both radio znd telephone alarm transmission along with
continuante of the video tape recorder operation., Operation-

will.continue for the duration preselected on the master
timer or until reset manually. A Class B signal sustained

for ten (10) or more seconds will actuate the video and tape
recorder at three seconds and initiate both radio and tele-

phoné alarm transmission at the end of ten (10) seconds.

Operation continues for the duration of master tlmer °et- a

ting or until reset : anuallye

Class C Alarm Received

The alarm processor will not respond to Class C
signals while in day setting.

se alarms.

NIGHT SETTING =

Class A Alarm Received

‘- ‘Operation is identical to day setting.

Class B 2larm Received

One or nore ﬁlass B signals will start
a 30 second timer. the end of the 30 csecond
a window will open through vnich Class B si
can pass toyinitizte radin and telephons &
This windov 4
which time}phe video tape recorder will cperate,
and tvo seperate Class B signals or a single
Class B signal sustained for ten (10) seconds .
or longer will initiate alarm transmission.

Class C Alarm Reéeived

Class C =ignals are elevated to Class B

" signal status in night setting. Operation

is as described above.

‘

Source: Reference 60

71l remain oven for 120 seccnis éuring



HMESSAGE GENERATOR

the voicc message voices considerably from user to user, but basically

e * . . . s 3
' . . ) - b )
-

-

, mént.) (Ref. 36). However, several cities which have receatly

" taken delivery of PPOA Systems are continuing the development of - -

false alarm screening logic fumiions. (Ref. 28, 47; S54.) -

The Bakersfield system uses an inexpensive reel-to-reel tape

reconder to generate a pre-recorded alarm message. Yhe message

gives the type of offense and name of business and is repeated six

- times as specilfied by the FCC.

> : ‘ : \ :
3
The message generatoxr compoﬁéné& has been the source of a major
branch in the design and use of the two basic Eypes PPOA systems~
Digitral and Voice.

v

Digital‘messagg generators normally use tome reeds oxr frequency

shift keying (FSK) to generate a comgiznatioh of tone and time coded

alarnm signals. Typlcally, the more sophlstlcated digital message

C.c—m.ﬁ A QQ
generators (also calied encoders) ~comite a message which includes a
security tone aad multdi ple, discrete, time cor¥related tone bursts
wvhich can includé an address (coded identification of the alarm
location), a test function, and a power monitor fumction. (Ref. 6, 13).

Voice message generators, on the other hand, use either a tape ‘ 2

recorder or deck tc generate a voice alarm message. The content of

serves to idenLify the locations where the alarm has been placed

The recorder varies also depending on the supplier, however,
[] B o‘('
most use a medium quality brand name cass ctte type recoxder. In

W . 6&4W3
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addition, most supplicrs lave begun to usé endless cassettes which

.
“

are consldered more reliable.

As a final mote, two ancomalies were encountered in Detrolt and

Los Angeles PPOAS. The Detroil systems message generator component

generated both digital and voice messages in a fail safe, redundant

design. The Los Angeles RATS system which uses a iépe fecérder fér
message generation has two—track capability. |
 ovrrUT

The Dakersfield radio voice alg#m; as mentioned.above, incofw
porates a motorcycle radiovtransmitter which is the only source
of system output. The taped message is.broadcast on police frequency
allocated to the patrol division.

The output Component of PPOA% equiément has taken several forms
and”providéé“for ﬁuﬂgerous functions. The prima%y item, however,
is a transmitter which " transmits the alarmjmessage (either voice
or digital) eirher airectly to responding units or o some centralized
reéeiver station. ‘Most of the usefs.surveyed use existing licénsed
land~mobile frequentcies for these transmission; Iﬂ] Those users
whose eduipﬁ\ent transmits a voice alarm in most casés depend oﬁ self
dispatching of respon@ing units. That is.mobile units designated
to rgspond to.the alarm noxmally do so upon hearing the alarm
meséage.oﬁ their radio without instruci?bvs from a pélicé dispatcher.

On the other hand, those departménts using PPOAS which transmit

-diglital alarm messages normally depend on central dispatching schemes,
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There are several reasons cited for selection of digital.systems.EvIn
several casecs, the use of digital signaling has been selected on
the basis of overloaded existiné communications channels. Others
apparently have chosen digital over voice systems as a result of
the ¥CC's fending action t; restrict the allowed message lengﬁi for
iuﬁattendgd alarms. (Ref. 59, 78).

Normally, users of PPOAS with digital output have adopted
centralized dispatching échemes° ée;tralizéd dispatch is necessi~

-.6’/{ ClianAy
tated beesuse digital output must be decoded before it is useful.

Consequently, an additional equipment component: normally call:d’gg?
 annunciator is required. This component is discussed under MONITOR.

In additon tof}ansmitting the alarm meSsage, the output .component
may provide gpr: (1) activating evidence collection equipment svch as
caméras, vide; fape equipment, or tape reéordersg (2) » operating a
telephone dialer to establish a telephore line conneétioh betweén
the alarmed busine;s sé that a police officer can listen to acfivities
taking place in the business: (3) activating a roof fqp Dbeacon ox
otﬁer visible local gla;m to aid responding units.(llelicopter ;nits).

(Ref. 37).

POWER SUPPLY

Power for the voice radio alarm is prpvided by a 110 volt

oulet in the premise selected for alarming.

. .
. 0

[4] Although several have applied forx a separate frequency allocation
for PPOAS, the FCC has authorized only one known request; this was
for the Jackson Mississippl SIMDAC Program,
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Most PPOA equlipments have incorporated AC/DC power supplies :
ffgwhereas the Bakersficld system was AC only operations. The ratdon-

‘ale for battery operation with trickle or float chargingis that

the filtering of 117 AC power sources is electronilcally complex, expensive\
» o —— %

e = e

L e Uy L PRV

" “Jand not alvays succeésful in eliminating spurious signals and inter—
ferences which could affect other componenets of the FPOA equipment.

Most users and suppliers have chosen an.AC/DC power supply and’

»

“normal operation om DC. T o

- ONTTOR L
- The Bake;sfieid voice radic alarms are monitored directly by
_patrol division beat cars through their standard mobile radio equip-
ment. Thé'd}spatcher also monitors alarm messages to provide backup
and record keeping fitncticns. )
The monitor function follows the basic branch in types of PPOAS
mentioned above under MESSAGS GENERATOR. PPOAS using a voice alarm
. may be monitored on portable or mobile.radio'equipmeﬁt by uniformed
patrol division units, as in Bakersfield,.or by dedicated units
: ' U eL00 '
operating undercover. In other words; the ~dixn.alarm messages are
nonitored by standérd policé communications system.
S&stems which use digiéal message generators require an addi-
‘tiénai monitoring'component normally called an annunciator. This

component decodes tho coded digital message and displays the iuforma-

tion conteﬁﬁ in useful form. The annunciator for digiﬁhl PPOAS is

/




" . . !
normally a éentral, permanent installation at the communicationé
center of the using agency, howvever, one mdnufartulcr hag designed
and manufactures a portable mobile annunc:ator whicﬁ can be placed
in a police car or located in a storefront command point in the

.Qicinity of the stakeout targets. (Ref. 55). Two cther manufactqrers
are confamp]ating annuniators for use by each of the responding unite
CRef 6 67). This capability would allow the'digitél PPOAS to
operate without a requlrement for central dlspatuh ing of xespondlﬂg

‘ 7l

- units. However, addltlonal porLabJe'mothox componenus would -widd

be required. = '; .

_RESPONDING UNILS

As mengiéned above, Bakersfield patrol division beat units:
dispatch themselves tovthe scene upon hearing the voice alarm
nessage. | |

Severéi differéng typés'of responding units have been observed
@n the user commugity. Theée include uniformed patxol division beat
cars, defective‘units? tactical units and specially trained_police
.perssnnel dedicted.to a PPOAS program. . ' _ : !

The qcheme which uses normally dnploycd beat: carg as responding
uhits is‘more commont In the small and Medium-sized departments. The
larger‘departments ha&e narmally specialized the ¥esponding uniﬁs either
by drawing fxom investigative or tactical squad manpowexy ox providing

dedicatcd personne] for PPOAS programs. *



PPOAS USERS & EQUIPMENT MANUFACTURERS -

PPOAS USERS
& total of 56 law enforcemsnt agencles which have used or are
planning use of PPOAS were ldentified in this survey. Appendix I pro-

vides a list of these agencles along with contacts where known,

The subgroup of PPOAS users represents a very broad range of law

enforcement agen cies. PPOAS have been purchased and utilized by a

police force oF a town of as few as 4, OOO residents (Ienachapi Cali-~

formla) as well as by 1a1gu police depaxtmentq such as LAS Angeles,'.
Detroitg and Philadelphia. In addition, one program was noted in
thch 3 counties and 3 municibalities have joined in.é regionalhpro~
gram for use of PPOAS.

Users of PPOAS can also be characterized according to geographic

regions. Therc appears to have been a disproportionate amount of

activity with the PPOAS concept in California and Florida than else-

. where in the nation. The proximity of active programs and/or manufac-

turer's plants appears to have influenced the development and prolifera-
P Ppe: ¢ I ¥

tlon of PPOAS programs,: Fiéure 3-1 shows the geographicgl distribu~
tion:of‘agencies using or planning use of PPOAS. |
- As wouid he suspéctcd, the more ambitious'equipment development
éfnjects have been instigated by the larger agenciles such as Los'
Angeles, Detroit, Jacksonville, and Tampa police departments; howevgr,
several medium sized departments, Bakersfield, California, Columbus,
Georgla, and Jackson, Mississippl have spongoréﬂ major‘dcvelopment

of the PPOAS concept (ref. 1, 54, 27).



In general, the communication of program results to the law x

enforcement community has been extremely poo.Lje ‘With the marginal
exceptions of company.sales brochures, occasional newspaper articles
"and grant applications, the literéture is virtually veid of substan-
cive material regarding PPOAS érograms, The Detroit Pollce Depart-
meqﬁ's final report oﬁ the devélopment of éanlectrohic Robbery Stake-
out Alarm,:ref. 57, is thought to be the most complete document
"évailable; howevér, thls report has not been publisheﬁ outside depart~
ment/grantvadministration circles. The MITRE Corporation is preparing
a report on the Tampa'STAVS (Sensortized, Transmitted Alarm Video éySn
tem) project. (Ref. 26) . |

g Prospective users of PPOAS appérently do seék out the experience
of other ééencies using PPUAS; however, it appears that nofmally these
acﬁiyitie; g?e&reséricted by budgets and lack of knowledge regarding
the state;ofuthe-art natlonally, Good busineés practice dictates
that refeyénces and feferralsqfrom manufacturers' sales representatives
ingiude satisfied customers. The author noted that it is extremely
difficult to_identify and 1earﬁ from programs branded by;their ingti-—

gators as unsuccessful or failures.

*ry



" PPOAS EQUIPMENT MANUFACTURERS

The surve§ ldentified 7 coﬁpamies which are currently involved

4n varying'degrees with the PPOAS market. Appendixb2%identifics these

c0mpanies and provides addlcsqes sys tems names and contacts where knowno

. Several characteristics and generalities are evident as a result

of the survey. TFirst, there appears to hava been only sporadic

attempts at marketing of PPOA equipments. This is somewhat surprisiug

in light of the general attractiveness of a PPOAS to law enforcement

agencies, It would appear frow the broad range of users (very small

agencies to very large sophisticated agencies) that the national mar-

ket would be significant and substantial. enough to interest even the

larger electronics firwms. One possible negative stimulus to industry
interest is a pending change to FCC rules and regulations regarding

the use of public safety radio frequencies for secondary, unattended

~alarrﬁing purposés. (Ref. 59) "Proposed changes which are pending at

publication of this survey would decrease the current limit for trans-
mission time allowed for broadcasting alarm signals from six seconds

to two seconds. This'change would require the use of digital signaling

-and thus the segment of Lhe industly which buildu PPOAS using voilce

.alarm mcqqage: has adopted a wait and see dttitude towvard new deClu,

invenLory, and marketing, (Ref. 1, 66, 67; 68). Another, and perhaps
more significant reason for the appalent lack of iInterest in the PPOAS
narker is the genernl lack of evaluative information. This deficiency

in discussed in more depth in Section VI, PPOAS PROGRAMS. Finally,
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the general absence of national marketing efforts may be due in parﬁ

i 'ﬁo the fractured and decentralized nature of the alarm and security o .f'
' imdustxy in general. A glénee at the Thomas Register,illustrates the o E
h . large number of small businesses participating in alarm system endea- -
‘vors (Ref. 3). o f"« o . R -
_ ?“YTT The second characteristic relates to developmené of PPOAS equip- ‘ '
‘ méﬁt;' It is interesting to note that very little private capital has ‘
Eéen;invested in the develofment of improvements to PPOAS.equipmenta .
"'Tﬁé ngeral government through LEAA grants and Depariment of Defense i
éontracts has been theAprimary sp§nsor of PPOA eguipment: deveiopments
(Ref: 8, 27, 37). L o
e ‘ : - : '
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OPERATIONAL REQUIREMENTS L -
The accumulatiog of experience f%om the PPOAE vser community suggests
g Gynthesis of operational feqﬁirements. In many‘cases these requirements
traﬂslate conveniently to éystem/equipment requiremeﬁtsl In other

cases the cperational requirements should be allowed to influence program

administration in the form of training programs, operational techniques

‘and procedures, strategies, and tactics. In these cases specific admini-~

strative techniques accumulated by the PPOAS community are offered for

consideration. The following paragrpahs list and comment on these specific

‘operational requirements.

COVERT OPERATIONS - o -

" Throughout the national experience there has been consistent coacern

- regarding program covertness. This feature is sought to preserve the

-

4inherent value of a tactical, strike force, type enforcement which utilizes

the elements of surprise and uncertainty against the potential offender.

The critical aspects of the covert operation appear to be the vehicle

el

_used by and the appearance of the respénding effdsass, the time requ’red

. for installation, testing, and preventative maintenance cf a PPOAS and

_the reporting and publicity afforded to an apprehension which occurs as

N

a result of successful alarm use.

In Columbus, Georgié, the Police Department has conducted several

1

experiments which demonstrated the difficulty of obtaining a truly covert

operation. Several alarms were deployed in a field test mode as commercial
robbery alarms; rental cars used were exchaungéd every other day; officers

dressed to conform to the styles prevalent in the target areas. The

€ TR
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resgults of these excrclses were quite disturbing. Intelligence sources
'%ﬁpwed that the PPOAS deployment was well known by the criminal commuqity
in a matter of days. Although some instances thougﬁglzo be.;obbcry
casing operatings were obsepved, commercial wobbery essentially stop-
ped iﬁ the city for about 2 weékeol Furﬁhcr; several iInstances wefe
obsclved which were 1huughL to be area recnnnaissanog actions during
vhich respondlng units were acLua]ly sought out during a casing opera~
tion° (Refn 62) In_Jacksonville, Florida, the Sheriff's Deparhment
alarmed aisét of rébbefy targeéé,“one.of which has been particularly
prolific. No to@ﬁerics were ekﬁerienced in that target during the time
. the alaym waé installed, but it ﬁas hit three times‘in the week affer
@ the alarm was remcved. (Refc 655 There are numerous other examples
"in'the expe;iénbe of othéf departﬁents which are'ﬁllustrative of the
necessity fér covertness. |

‘ Several u%efs cited the necessity of avoiding’difect bublicity.df
. the FTOA program and eqnipmnnt operation. (Ref, 18;25) Each of these
users have program'objectives which favor apprehension of offendefs '
‘nnd feel that publicity wi]l arm the criminal with Pnowlcdge of the
program oufficient to cause him to shift his actlvitie to crime
other’ than ropbery or burglary or perhaps to avoid portions of the city

vhere alarm havé been installed (Ref. 25).

[ 4
i

unipment characterisLics which derivc from the rcquircmpnt fox

’

covertness are as follows;'
I Fquipment dcsigns should seck to minimize thc time requiled

for installation of equipment compcnonts,

RS L e




Aclothing, and headwarc. (Ref., 37 54)

2. EquipmentAshould be designed so that preventive maintenance

st . (e.g. replacement or charging of battéries) can be avolded

| during an entire temporary installation cycle. This period
Is estimated at 30 45 days of unattended opexation, '
3. .Equ;?ment qhouLd be inconwp4cuously pqckaged Los Angeles

suggested nestable contalners such that an officer delivgfing

“and retxieving the equipment would appear to have entered the

garget business and departed with the same container, (Refa-33)

dé ‘Equipment designs should allow for a test function which can
be performed‘without officers visiting the alarmed -premise;
5. Equ;pment deelgns should strive to maxlmlze rellabllity and

’ minimize equ1pment genezdted false alarms.

'.nSpécifié Eoﬁnﬁermeasufes which ha&e been ugéd by the PPOAS use;
community to¥imptove program convertness are listed below:

31. The uée of s£gtionary stakeouts for responding units, é.g.,
éaréges of vacaﬁt houses; st;rerooms of a centrally located tafget;
employee break room of a business. (Ref. 18)

2. Uue of 10nta1 cars contracted for with a stipulation for
fréquent exchange of vehicle. (Ref. 54) .

:3. Use of frequcntly changed disgulses such as facial hair wigs,

4. General abstinence from publicity of any sort especially in
reporting gucpessful apprehensions can be explained w;thout mention

of the PPOA system, (Ref. 1, 18, 41)

N
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3. It 1s suggested that the unit operating the PPOA System seek
‘iﬁterdepartmental assistance frém a speclalized unit which operates
undercover. The narcotics squad provided invaluable assistance in

covert operations In the Columbusg, Georgila project. .

b

.

O, (Some departments have provided trainiﬁg to_proprietors’pf
.v"ﬁargét businesses on hiring policy where a contract janltoxr service
wag tﬁought to be the source‘of criminal. intelligence about PPOA.instal;
liétioﬁs, (ﬁefa 54, 63)
7; in'bne program, a press qénference was conducted, an overview
' df the PPOA éfogram presented ‘and cd0peration of the press.requested

‘ané granted.' (Ref. 54)

- ) T8, 'Several other users do not volunteer inforﬁation regardigg
tﬁé techniquééfané equipment used when a successful apprehension is

E made, Thése users explain to the press that police were acting on '

© prior Information or responding to an alarm without providing details,

. (Ref, 18, &1, 49, 51) . - VLR
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SIMPLICITY OF OPERATION R . 3 *. )‘/f;

This requirement 1s one of the moxe importanL reported here. The

experience of practically every user surveyed points to 51mple and

»:"v"‘

%, "". ”

traight forward operation of the PPOA equipment,
The most dfamatic iilustrationé of this issue are complled in the
experience of Tampa's STAVS system and DeLroxL' Electronic Robbery -
Sts keout Alarn System. Tampa's experience is summarized in Reference 36:
"Unlike the intended concept of having equipment that
was highly mobile and which could be transported from
~place to place easily, the STAVS equipment appeared to
be quite the opposite. The installation appeared to

be complex and relatively dimmoble." (Ref. 36)

Detroit reported that in the early stages of their program.with

regand to problems encounhered after Lhe ?POA svetem was operational:

'?1.. ‘In attempti ing to use the aldrm sta ion in its entirety
" .as it was designed, even a simplified instruction booklet
" proved to be very complicated to non-technicians.

-2, Set up‘'time of the alarm stations proved to be very
time consuming. ) s

B R T (Rt 57
Los Angeles c;ted smmpllcity of; opelatlons as an.absolute operatlonal

requ*rement Intervieweys there stated that simplicity is requixed not

‘only to reduce installation time for preservation of covertness but also

to reduce traiﬁing-gequirements for police and employeef/operators. (Ref 33)

PHYSICAL SECURITY

Several dcpartmentq have lost PPOA equipment to the criminal com-~

.munity. (Ref 1, 25 75) The motive for these thefts 1s not clcar, but

it is suspnctcd that eiLher thn criminal wa ntcd a PPOA for examination
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_and development of a defeat tactic or the appearance of the equipment:
wés such that it was an attractive burglary ltem, {L.e., en expensive
looking electronlc device).
The Jmplications of this experience are that equipment designs
should provide for physical security and be inconspicucusly packaged. S e

Theft alarms were incorperated in the designs of Tampa’s STAVS and

Jackson®s SIMDAC. The STAVS system incorporated a mercury switch sensor

@

internal to the alarm processor which causel an alarm o be broadcasi to
responding units, (Fef. 38) The SIMDAC system included an electraonic

giren internal to the alarm processer which activates by a swtich when

the slarm processor 1s lifted from the surface on whilch 1t rests. (Ref 25)

Other systems have lncorxporated design features whereby an adlarm message '
-w\» ) R : . ‘.
1 is broadcast 1f.the 117AC power source is disconnected. Finally one user
has considered securing equipment to a structural component of the alarmed -
‘building with radlock and chain.
: : : -
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MAINTENANCE OF POLICE CONTROL C e r
Absolute control of target seiection aétivities and retention 65 |
the flexibility and mobility afforded by a PPOA system is desirable.
This control may be‘challanged by local pressuré groups and individuals
“and through insistance that.a.particular group of business or residences
be provided with PPOA_equipﬁént. InAtwo munic%palities several alarms |
‘had been "Captured" by an influential group of Eusinessmen; in another,
the aﬁerage Installation perio@s can be measured in yéars %éther thén
days or weeks., ’ : . o R . :. B
Intuitively, the two suggéstions are made toward the solutlon to
" this problem; (1) Police administrators inva position te resist tﬁe
above mentioned pressures should be well armed with positive>arguments
for maiﬁtaining necesséry target selection control and flexibility of

the system. (2)'A demonstrated record of the tactical advantages of

mobility, flexibility, and surprise ghould be maintained.

Lt B RTIRE. T .
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TAMPERING AND PHYSICAL ABUSE L
Tampering and physical -abuse Dby employee/éperators‘and police

officers respectively dictates a rugged design of PPOAS eqdipment com-~

‘poniente.,

' Océasionallyn equipment has been phygically damaged by employée
éaﬁpéring;.in other casés 1t Is thought that tamperiﬁg with extexnai
coﬁtéols and settings may have resulted in false alarms and or fallure
of tﬁa alarm to.activate duriné an actual burglary ox réhbery; In
Columbus$ Georgia, for examp]eﬁ field testing of two PPOAS for about
2 monthQ resulted in physdical damage to both alarm processors. The

extelnal antennas of both PPOAS were broken cff and "disappeared".

Further, equipment receilves a good measure of wear and teayr through

"cycles of installation, removal, trausport, reinstallation, ‘etc., plus

continuous testing. Mechanlcal features such ag switches, containers,

connectors; etc., should be designed to accommodate contlnual use,

Ekperience shows that pollce are not gentlc with equipment.

To cope with tampering by employee/operators several users have

:prépared release forms which hold the responsible party liable’ for un-
reasonable abu se or negligent damage caused' to PPOAS equipment (Ref. 25,

S 54)._ Also it appears that the number of external controls should be

minimized and that containers for equipment components should be made

in accessable to unauthorined pPrbonS.'
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FALSE ALARMS ' S RS ' T

The gubstance of thils lssue is to the PPOA concept. ?POAlequip~
gént should outiperform its commercilal alarm’counterparé in tctms of
holding false alarms to a minimum. The obvious rcasons ﬁor this is
that respbnding units become lax iﬁ thedr procedure, quickly lose c6n~
.£idence in the system.aﬁd wastevconsiderable police'rgsour;es iﬁ'
responding to false alérms. Turther, when a unit responds to a false
alarm Jn a business equipped with PPOAS, the covert éspects of the
operation suffer. The national experience indica;es that equipment
i ) »‘generated false algrm; can be minimized once a PPOA system is debugged;
.thereaftery most falsiﬁg is.a reéﬁlt of employee Earelessness;’there .
are, howevef, reported instances where the alarm is deliberately set
©off by an employee to reassure himself of prove to a bystander of
friend that thg‘police ﬁill respond quickly at his command. | , ; - .;
:It‘is suggested that an employee/operator profile be developed ‘
and that this profile should heavily influénce procedures for trailning
.prospeetive PPLAS emﬁloyee operators, Columbus, Georgig, for example,
“found that:the typical'employge of the commercial robbery.targgk (con-
‘venience grocery‘store) earns minimum wége and is‘typically a transient

- employee (turnover of employees in convenleice stores average about

- 70% every quarter). (Ref. 62)
g In éoping with false alarm problems<s§veral administrative tech%
ni;ues have been empldyed: | : S . : R
1. Many departments have established a ﬁalse alarm limit policy,

" whercby the PPOA equipment is removed after 1, 2, or-3 alarms. (Ref. 1, T

© 51, 76) R : oo P T R



" (Ref. 54)
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2. At least one decpartment installs PPOA equipment only after:

"an initlal intexview with proprietor/employees has shown that care

and cooperation in the operation of the alarm can be expected. (Ref. 25)

3. Some PPOA users have specified logic circuits in the alarm
processor which screens out false alarms as a functien of the type of
sensor which is activated. (Ref. 24, 37, 47, 48, 54, GO)

4. Most users carefully instruct proprietor/employecs. in false

~alarm free operation of the PPOA equipment upon installatiom.

‘5. One department has instituted a management control mechanism

is which a moving average of false alarms is compared with a xeasonzble

threshold whichk 1f exceeded will bring about management action.

.

. 6. One user instructs employeefoperators te immediately call

the volice if the'PPOAS 1s accidentally activated. (Ref. 42)
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12,

13.

14,

15.

16.

REFERENCES
| L
Visits and interviews with police department personnel, Mr. David Light,

Lieutenant Edward Miller, and Captain John Ware, 2 and 3 January,
1974, BakerGficld California. .

Letter from Secretary General J. Nepote, International Criminal Police
Organization, 29 November 1973, Saint-Cloud, France.:

“Thomds Register, pages 107- 112 Alaxm SysLems, 1973.

“a

"New Alarm System to Begin Service," Mineral Wells Tndex, 2 Jvly
1973, Mineral Vells, Texas.

'"Buxglafles on Dullne in Mw," Hxneral Wells Index, 14 AngSL 1973,

Mineral Wells, Texas.

Company Brochures #'s SE-~372B, SE-382, SE-388, SE-406; and price

. ist, SECODE Electronics, undated, Dallas, Texas.

" "Robbery Suspecﬁbshot, Killed in West End Chase," Birmingham Fevs,

2 September 1973, Birmingham, Alabama.

Company Brochure "Tac II Alarm System," Bell and Howell Communication

Company,; undated, Waltham, Mass.

1972 Progress Report, "Law Enforcement Phototype Equipment Develop-
ment Task No. H. 722," Martin Marietta Aerospace Corporatiou,

T 8 February 1973, Orlando, Florida.

Techniczl Data Sheet, '"ABAR Ant;~Burg1ar§ and Robbery System,"

Martin Marletta Aerospace Corporation, undated, Orlando, Florida.

11}

Company Brochure, ''Varda-Silent Radio Alarm," and price list, The

Company Brochure, '"Mason RA-2 lligh Speed Radio Alarm," F.G. Mason
Engineering, Inc., undated, Fairfield, Connecticut. .

Company Brochure, NO. R3-11-05 Motorola Alarm Report System for
Surveillance and Property Protection,' Motorola Communications and
Electronics, Inc., undated, Schaumburg, Illinois.

- "System Comparisan-Space Protection Devices," Advanced Devices

Laboratory, Inc., undated, Santa Clara, California.

ADEMCO Catalog No. 74, Alarm Device Nanufactulmn? Company, 1973
New York. :

Company Brochure and Price List, "Rechargeable Power Gupﬁly.
Connac Corporation, Septumber 1973 0ld Saybrook Connecticut.

e (
L



"'.,J

17.

18.
.19,
20,

23,

Company Brochure and Price LisL Crime Eye, Inc., undated,
Phoenix, Arizona

Vists and Interviews with police department personnel Inspector
Robert Miller, Captain John Lee and Sargeants Charles McFadden
and Ray Deckart, 26 and 27 December, 1973, Philadelphia,; Pennsylvania.

H

"New Alarm Helps Stakeout Cops Catch *Em in the Act,” Philadelphia

W Daily News, 5 June 1972, Philadelphia, Pennsylvania. '

-Application for Subgrant, “Wireless Alarm Systems," Philadelphia
_ Police Department, May 1971, Philadelphia, Pennsylvania.

Letter from Captain R. L. Orr, Phoenix Police Department, Subject:
Concentrated Robbery Reduction Program, 2 Fovember 1973, Phoenix,

"+ Arizona.

C 22,

23.
24,

"7 . Subject: : Police Alarm System, 27 June 1972, Jackson HlSSiSSlppl.

25,

26.

27.
28,
.29,

30'. "

- Letter from Officer D. C. Olive, Stockton Police Department; Subject: ' .
. Booby Trap Prnject, 12 November 1973, Stockton, California. .

; Kﬂntucky

. Jackson, Mississippi.

~Subject: SIMDAC Alarm Systems, 1 November 1973, Jackson, MlSSlSSlppl.

. Depavtment, 1971, Jackson, Nl sissippi. . L IR R

Visdt and Interviews with police debartment personnel SavgcaﬁL
Cliarles Moore and Officer -John Klrkwood 4 December 1973, Louisville,

Letter from Inspector Ben Shearer to Capital Security Services, Inc., -

Visit and InLcrv1ewo with pollce depdftment personnel Inspector
Ben Shearer and Officer Jim Hachllllan, 5 and 6 December 1973,

Letter from Inspector Ben Shearer, Jackscn Police Department, k

Application for Grant, "STMDAC Alarm System,' Jackson Police

Bériie MécArthur 8 report on SIMDAC.

Letter frdﬁ Chief James Parsons, Birmingham Police Department,
ubjcut. TAC II Alarm System, 13 Novcmer 1973, dlrmlngham, Alabama. ' .

"Electronic Robbery SCakeout uystem,' Detroit Police Department, ) L
undated, Detroit, Michigﬁn. . o - BV

Lettcr from LneuLLnant Lconard Cllppert, Subject: SEAR alarm,
Detroit Police Department, 3 November 1973, Detroit, Michigan.




I
3
P

32,

33,

34,

Letter from Chief E. M. Davia, SubJect" Remote Alarm Transmiésion
System, Los Angcles Po3icc Depaltment 21 November 1973, Los Angeles,
California. , ]

Visit and Interviews'witﬁxpolice department personnel,” Mr. Carles A. Holt

and Sargeant B. G. Malone; 4 January 1974, Los Angeles, Californla.

Holt, Carles A. "Proposal—Reﬁ6LévAlarm Transmissions System 'Rats'",

Los Angeles Police Department, undatcd TLos Angeles, California.
Cg/truﬂ IC’{AJ

Application for Grant, “Intruder Alarm Project, i Torrance Police

. Department, undated, Tarrancc, California.

/xéft Repk"/; arpe1 nd Roth, HITREU ampa\ Stavs. .
N

" Application for Grant, "Sensorized Transmitted Alarm Video System,"

Tampa Police Department, October 1971, Tampa, Florida. -

- Propusal for "Semsorized Transmitted Alarm Video System" prepared
. by Martin Marietta Corporation for the Tampa Police UepartmenL

- August 1970, Orlando, Florida.

40.
41,

42,

430

44,

45,

46.

47,

- "A Study of Factors Involved in Robbery Arrests," Miami Police
Department, undated, Miami, Florida.’

Letter from Mr. Ray Bray, Subject: Use of VARDA Alarm, Concoxrd
Police Department, 7 December 1973, Concord, California.

Letter from Detective Paul Scott; Subject: Use of Radio Alarms,

~Salinas Police Department, 10 December 1973, Salinas, California.

Letter from Sargeant Dennis Cochran, Subject: Use of VARDA Alarm
System, Tulsa Police Department, 6 December 1973, Tulsa, Oklahoma.

Letter from Chief Ra&mond Davis, Subject: Use of Radio Alarms,

‘Santa Anna Police Department, 8 December 1973, Santa Anna, California.

Letter from Chief Johm Smith, Subject: Use-of Radar Alarms, Tehachapi
- Police Department, 12 December 1973, Tehachapi, California.

Letter from Corporal John Bushmaker, Subject: Use.of VARDA Alarms,

.Co65 Bay Police Department, 14 December 1973, Coos Bay, Oregon.

Letter from Captain V. M, Seilveno, Subject: Use of VARDA Alarm

System, Chula Vista Police Department, X4 December 1973, Chula Vista,

California. v L T,
! N - ,

Application for Grant, "Anit-Burglary and Robbery Project (ABAR),"

Jacksonville Office of theLSheriff, undated, Jacksonville, Florida.



48,

49,

. 52;

23

54,

55,

56.

57.°

58,

.59,

60. "

'i
Application for Grant, 'Reglonal Elechonlcs Robberv/Burglary :
Detection Equipment,' Panama City Folice DepartmenL January 1972,

Panama City, Florldao

Letter from Chief R. 0. Pricc to Mr, James Barr of the: rederal

Communications Commission, Subject: Docket 19662, Bakersfield

Police Department, 2 March 1973, Bakersfield, Califormia.

. Letter from Captain E. N. Smith, QUbject? Information on VARDA
‘Burglary and Robbery Alarm, AmaLlllo, Texash

Letter from Detective Jay Thomzs, Subject: Use of VARDA PorLabLu
Radio Alarms, Haywood Police Depavtment, 1l January 1974, Haywood

California.

Novattana, Term, Theoretical Analysilis of Intrusicn Alarms Using
" "Two Contemporary Sensors, Stanford Research lnstitute; February

1973, Menlo.Park, California.

“The Protection of Egtablishments Handling and SEdring Funds

““Against Theft, XXX11lird Session of the Gunera‘ Assembly, Intolpdl

* October 1964, Caldcas, Venezuela.

Application for Grant, "Columbus Armed Robhery Enforcement Secticn -

- Project CARES," CoJumbus Police DePartmenL March 1972, Columbus,
Georgia. ™., : o

Company Brochure, "TAC II Portable Security Systems," Bell & Howell
Communications Company, undated, Waltham, Massachusetts.

Bulletin OCE II, '"Does My Transmitter Need a License?" Federal
Communications Commlssion, Offlce of the Chief Engineer, July 1873,

‘kathngton D. C.

Development of Electronic Robbery Stakeout Alarm System, Final

Report, Detroxt Pollce DepartmunL, 3 February 1972 Detroit, Michigan.

Barker, Ben C. Jr., Joint Serv1ve Interior Intrusion Detection Svsktem,
U. S. Army Mobility Equipment Research & Development Center, February
1973, Fort Belvoir, Vlrginla. .

'Mcmorandum Onlnion and Order "and ‘Notice’ of 'Proposed Rulé ‘Making,

FCC. Docket 190062, Federal Communications Commission, 29 December 1972,

J WashingLon, D C.

*

‘Anri~Burg1nrv nnd Robbery (ABAR) qv tem Spﬂcificatioh, Martin Maricetta

Aerospace, February 1973, Orlando, Floxida.
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62,

- 68,

69.

70.

71

72,

"PORTS - Customer - Dury, Kelly v. Kroger Co, 10th Ciic. 484 ¥.2d
1362", United States Judicial Review, December 1973, larrisburg,
Pennsylvania, -

Gunn, Lawrence G, Commercial Robbery in a Medium-sized Clty:
Columbus, Georgla, MITRE Technical Report {6508, The MITRE
Corporation, 1 November 1973, lcLean, Virginla.

Visit and Interview Jacksouville Sheriff's Department personnel,

‘Sargeant T. C. Sims and Officers Sharky, Gould and Dovox, Fchuaxy

1973, Jacksonville, Florida.

‘Review of SIMDAC Performance Under LEAA Grant No, 70-DIF-221,

The HMITRE Corproation, /7 February 1973, McLean, Virginia.

: pol::.c\_ Tave for Training Purposcs, VARDA-Silent A'arm_Company

unda*ed LakeLsfweJd Callfornia‘

Viqit and Intelview with VARDA Pompany, Mr. George Mous, PresL~

dent, 2 and 3 January '1974, Bakersfield, California.

Visit and Interview with Wood Ivy Systems Corporation, ifessrs.
Reese Ivy, Robert Diamond, William Beens, Rabun Wood, October
1973 and Maxrch 1974, Winter Park, Florida.

Te%ephoﬁé“coﬁversations with T, G. Mason Engineering, inc.,
Mr. F. G. Mason, President, November, 1973.

Guon, Lasrence G, "Project CARES: Columbus Armed Robbery

Enforcemoent System,'" MIVTRE pamphlet #M732-224, The MITRE Corpora-

" tion, December 1973, McLean, Virginia,

Lamsorn, Patricla 4, "A Concentrated Robbery Reduction Program',
FBI Law Enforcement Bulletin, December 1971,

Rats Alarm System, notes for budget justification, Los Angeles

Police Department, January 1974, Los Angeles California.

Review of °TAVq Performance under LEAA Ho. 70-0F-170, The MITRE
Corporation, 26 January 1973, HcLean, Virginia.

. Discressionary Grant Progress Report' (1 April 1972 - 31 May

1972) Tampa STAVS, Tampa Police Department, June 1972, Tampa,

- Florida.

- h"")j‘,"«‘_ .3,




75,

76,

77,

[ K
¢ “ L *
.

Installation, Test and FEvaluation of -a Large-Scale Burglar Alarm
for a Municipal Police Department (Interior Report), Cedar .
Rapidg Pollce Department, December 1971, Cedar Rapids, Iowa.
Telephone conversations on speclfic commercial burglary appre~
hensions with Director Wesley E. Mott, Project CARES Director,
‘June 1974, Columbus, Georgila. : o '

4 [ .

Letter from Detective Paul Scott, Subject: Use of Radlo Alarms,

. Salinas Police Department, 5 February 1974, Salinas, California,

’

Letter from Corporal John A. Bushmaker, Subjectt: Use of Vanda
System, Coos Bay Police Department, 14 December 1973, Coos Bay,
Oregon, ; .- - :

MITRE TGL~ Subject: Proposed Rules Making on Part 89. Sy

Roth can provide can provide date subject etc., for reference.
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Captain Al Texry, SPD Patrol - ' SRR
Larry Guun, Director ' L ‘r‘m
Law & Justice Planning chlca '

Staxeout Alazna Progran

Soxa time ago, I promlsed to shaxre seome thoughts on your stakcout '
alaxrm project and to rastato gsome of the pailosophy which is inhexrent
in the original concept. I°va divided my thoughts inte thé Ffollowing
scctionst: I. Generalitices about Successful Projects; II. Projoct
Goals and Objectives; LYY, Evaluaticon: IV. Opcratzuns Pelicys and

V. Inplemantation nggcﬂzzonwu

I. Generallities about Succossgfiul Projects

tfilthout a lot of ewplanation or <

Lt raferences, allovw me
to sinply state my bellafs about the
¢}

ial elemants of
successful projects in general. P project should be
viewed as an integral part of the t!'s overall Innrove
‘ment progran. With regard to this element vou have geveral
things going for wyvouw. Thig projact £its very nicoly with the
traditional apprehension oriontation of patrol and it will bhe
run by patrol in its entirety. Further, it represants ona of
the few logical choices foxr usae of preventive patrol itine.
Finally, more apprehensions ave expected, accoupanied by lower
costs per apprehensieon. : -

The second elsment is a vpersonal couamitnment of a core of command

staff and leadsrship., At the outset, conceptual presentations
by the LJI?20 were enough to achiava this element. ¥Yon ashould
strive te reinfoxce thie slement throughout the projact.

Third, the project should satisfy some need of the rank and
filc officer. X think we agrec that tbhis elerent should drive
tha operational dosign oX tho project. You should be awaxe
that there will be attenpts to dilute the patyrol officara®
autonony and respongibillity both internally fron the patrol
chain command and axternally f£from other devartment divisions:
in fFact, you may have to defeond against oxxtra-dopartmental
influence. Exanples include suggestions that CID can select
targets better, saturation deployment of alazing ‘on a geographic
basis, and deployment of alarms to satlnxy a publlc raelations
-phonlem oY partliculax prosauro group,

Fourth, the project should satisfy some nced of the communitv.
Ouz analyses show burglary and robbery, the -tarqgets of this
prejoct, as prierxity target erimes. These analyses show that
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Flfth, ths projoct chould be deslgned to a

'i'f;:z. Coaviction rates for burglary and robbery will be

. [ e L g kS o
l" A o . ) A * s LT . el S : v ;e

OOy . Ve e < ) RSPt FOR

“ I . N

o ‘t 1

. . i
£heo loval of fear/intelerance gonaratod, tha froquoncy, tho 2
ancunt of lossz/injury and the availlability of pointo of inter- o '
vantion to roduco those crirmos arae among tho biggoat in the '
City. Our planning informasnion shows that 4f you make 100
arroats for burglary with tho-alasrme, thoit group of ofiaendcers
will have bhoen arrasted before fox 149 burglariaes, 67 larceniaes,
42 vrobborles, 40 aute thefts, 28 assauvltos, 23 nargotics of-~
fonses, I3 rapes and about 50 other miscellaneous fvlo»ieuo
Convictions will be obtained in practically all cases,

ttain continuing
support. You have a real advantaygo in thig alament. Tha

City Council haz alyrecady given £ull f£inancial support o the

project. OMB has acceptad the logiec 0of continuing costzs. In !
@asoence, you have an iastitutionalized project at the ountsat. :

Sixth, evaluation chould bo intaaral to *ha desiga of tha
project, not an aftexthought, L thinx from commants you navae

made to me in tho recent past that we axe in preclze.agracmant

on aevaluation. XILJIFO has excollaont copceclity in ovaluation.

wo will toke the responslbility for evaluating the project

and, i1f succaess i1s shown, bocoms advocates for you for coan- o
tinuved oxr expanded Iunding and emphasic. ‘ i

Goalg, Obijececitives and Target Performance Hoasurosn

-

a, Goals

Le To idncreasc the arrest and convicetion of commarceclal
burglars and zobbers. i

2. To reduce theo axtent of commercia; buxglary.

Bs Obiectives

le "Onesconoe” arxrxest ratags will be significantliy Iincreasad
for burglaries and robbarles occurrxing 1in dusinesses
with stakeout alaxms when compaﬁod to xataes for aon-
cn. . equipped buslnesaoa.

slgnificantly higher and foxr moxec serious chargas in .
arresta rasulting from stakeout alaxrms than £fox othe
burglary and robbery arrests,

3. Poersonal injurien to police, ofZandera, victims, and

' bystandexrs will not be significantly greater in oilthorx
nuimbar ox gevoxilty for arrcsts made in rocponse to
ctakoout alaxaa than for arresta producad through
othor means., ' 5

-

s ey

.
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4. The cost of the stakeout alarm project will be lowex
than the estimated cost of using police-present
stakeouts in producing the arrests achieved by the
‘project within the first year of operation. o o

"5, Commercial burglary rates will be significantly re~

~ - duced when compared to the pre=procject period and
other comparable jurisdictions. (A statistically
significant measurable impact upon robbery is not *
anticipated through this project since it is antici- ’
pated that the majority of stakecut alarxrms will be
used for burglary detection.) S ‘

Qe Targelt Performance Measures

These have been included primarily for your use as

.project manager. I envisiocn a monthly progress report

which will allow you to control the project and wave a

red flag foxr problem areas. I°'m suxe you will want to

add to the list.

l. The ratio of false to valid alarms should prokahly
begin at a rate. of about 5 to 1 and decrease over the
first year to a steady state of 2-3 'to 1.

\,\ .
‘ ' /1 \SN\ '
* Ratio of 4/1 %W%%%% :
JF False 'alarms 3/1 .

# valid alarms 2/1
: L/1 |
ALL validf i

Months

.

e . ' ' . . .
" 2s You should expect at least one on-scene apprehension :
Ny per alarm per year with 'some improvement ovex time. ' "

. 100

#‘apprehehsioné ‘85
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3. Initially, officers will attempt to concentrate .
robbery stakeouts. Fecause of the response time : .
of a system using beat officers to respond, average
response time will not be good enough to systemati-
cally make apprehensions. My wview is that optimum
deployment will be 90% burglary/lO% robbery deploym
ment.

“100}

. ’ . 90] oo oo e e e e o
) Cgol L /¢¢¢p¢'
% Alarms 70 .
Deplovyed. foxr 60; e )
Buxglary 50 yff#ﬂé
) ' 40
.30/
20 '

o . ) 12
Project Months

. 4o In robbery deployments the odds of offenders being
armed with personal firearms is about 75 perxcent.
Officers arriving at the scene can apparently choose
between risk avoidance or shootout. In burglary o
there 'is less risk but the project manager should )
have a progress reporting mechanism to ensure xisk
avoidance policy is being carried out. Two extremes
are cited as guidelines:
Program 1, == shootouts between police and of-
o « fenders in 10% of on-scene arrests
{Philadelphia)

Program 2 == no shooﬁouts_between police and
offenders in 35 on-scene apprehen=-
sions (Tampa) ' . Lot

". 5, Response time should be an element for management cone

' trol. While Major Connery can provide a.better esti-
mate .0of what your expectations should be, the latest
information he gives us indicates travel time to
emergancy calls is now rxunning about 3.60 minutes.

I T

6. You may also wish to monitor tampering and damage .
to equipment, theit of aquipment, the frequency with
which alarms arxe xémoved for cause, etc. 5

1] N .
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7. Pinally, 1f tho evaluation 43 to be valid, vou wiltl
need a moana of monitoring the accurzacy and comploto-
ness of data collection. ' S

Evaluatlon Degign

Objectives 1, 2, and 3 will ba ovaluatad by comparing arreot,
convictlon, and dnjury Iinformation from burglary and wobbary
cagaes involving stakcout alarms wivh a randon sawrpling of an
cquivalant number of cases occurring during the uana time
peilod. Comparison data will be obtainaed from official polica,
prosacutor and couxrt records,

Por objective 1, an incrcasae of on-scene arrests, additloacl .
data will be collectod to documant the wanner in wanich stakoout
alarms cause increased en~scene arraests. Since lt 1a amsunod
that the alarms -willl reoculi in decreasad polico rasponse tina
which will in tuxrn increase thoe likelilicod of arwmiving while
the offaendsz is still on the ceene, two measuros will ha impox-
tont in verilfying this assumption. The first is the response
time beltwesn the iInitial commlssion of a crime and the polico
arxival, For the alarm sites, this will be ths timae hetwean
the alarm broadcast and police arrival. TPox non-alarm sites,
this time pariod will be f£rom the initial reporting of the
crime oceurrenca by victins oy obscervers to pelico arrival.

The second measure which is anticipated to have a cruecial ef-~
fect upon how gquickly officers respond to alarms broadcastod

by tho stakeout equipnent is the falue alarn rate zand the Toa-
sona for such falge alarma., Information on responso timo will
ba collactad from dispatch records whilec false alarm meanuras
will be maintained in oquipment logbooks (see data collacticon
forns) . ’

Higher conviction rates and more serious charxges {objective 2)
arc assumed results of the following factors: (1) moxre on-
scene arrosts will occur; (2) on-mcaenae arrosts reoult In mora
gufficiont logal cases;y; (3) on-scene arrests and more guffi-
ciont cases raesult in moro offonders admitting guilt; (2) on-

‘scone arrasto, nmora suffilcioent caseyw, noreo admissions of guilt

will rosult in lesg plea bargainiag: and (5) as a banafiit o¢
thase factoxs, court dispositions should show higher convicw
tions, for more sexrious charges, and ba reachad in a shortax
period of time. '

.
N 54

Inbordar,to verify the string of assumptlona outlinad abova,
the following additional data on both stakecout alarm cases .
and a random selaction of other casqs,will ba collactod.

‘le On-scone arrosta: from data to eovaluate objectiva 1.
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% 80 hours a waek x 10 weaaks)oe

.
i
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2. Lagal pufificicncy: 'the numbexr of cacoes acceptad
for prosocution out oI the auvnbaor of arxxests fox ' ..
burglary and xokbory. ’ ‘

4., Admitting gullt: thoe aumbor of arrested offanders S
that admit guilt out of Lhe nunboxr arrostod fox Lot
‘burglary and zobbexye.

4. Tlea bargaining: +the numbexr of cases plea baxr=
' gainad out of tho total nunbex oz cases accepted
for progecution,

R R

-8, Thae timo intexval betwsen arrest anJ aourt aimyasﬁv
- tion. B

6, Prial chaxrge and court disposition,

Objactivae 3, no sigrnificant incranse of awrxast rolated in- '
Jurlas, will be aevaluated by arrest reports resulting fLrom
stakeout alarm and non-stokeout alarm cases.. Risk of iInjury
will bae assesgssced by deotermining (1) the number of persons
injured to any esxtent, and (2} the extent of injuxics that
ocour.  Thoe socgond maasuro will be broken into 4 categories:
injury not regulring more than fLirst alild: injury requiring
madlical attantlon; injury reguiring indtial hos pltali zationg

and deata.,

Ohjectiva 4, loweraed stakeout cosnt, will be compuied by com~
raring the aequipment and prxodect personnel costa for one your
with tho porsonnal cost of cstablishing a two=-man stakeout

for tho porilods covered by stakeout alarms which result in an
on-scaong arrest. TFor examplo, if an alaxan 4is placad in a;
particular site and activatsd for 80 hours a week for a period
0f 10 weeoks and thon broadcasts an alarrm that results in an
on—~acona arrest, tha cost of nmaking that arrest through con=
vontional stakeout procodures would be 1600 manhouxrs (2 porsons

Objective 5, reduction of commercial burglary rates, will be

.evaluatod by conparing pro= and project~period ratos in Seattle

wwith ratog from comparnblo jurisdictions. This non-~equivalant
control group design will allow an asscessment of the axtent

to which commorcial burglaxry rates arxa boing raduced by projoect *
oporation as opposed to more Jeneaxal rogionql or national o
factoxs influoncing crime ratos,

In addition to the information cited above, data.will be gol-
loctod to monitor operational and placement difificultieasn,
@alntonance roquixoments, mechanical roliability, storoe ownuox/

« employoo training dind operation of cquipment, damage to aquipmant

v
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' C. Draft data collection forms are attached. Thiec 4o the data -

caused by migtroatment, miagssae of cquipment, and (if it ™
¢ccurs) rcasons for storo owners refusing placoment or ra-
quosting removal. It is anticipated that the majority of
thaoge data requirements will be met by maintaining an equip-
mont logbook and alarm activation report {gee attachoed formz}.

Operations Policy

The following are soma suggasted rulas of thumb for formulating
opexrations policy: o ‘ ' -

A. Xeep things gsimple. Attenpts to cope with overy contine-
geney will be counterproductive. Murphy®s Loaw will be in
‘effect at all times and if you spend a lot of effort
trying to plug all the holes, atteantlon to objactives
will suffear. ; :

B, IEmployeces/proprietors/nmanagers of conuerclal establishments

' will be the weak link in the stakeout alarm system. Veory
simply, this element will consume more timo and contribute
nore proklems than any other.

C, Publiclty? My thinking in this aspect 1s unclear. Pub-
licity could contributa detexreonca at the aexpense of appra-
~hensions. % think I would favoxr testing the apprchenslon
"strategy first and add publicity at the begiinning of the
fecond yvear of operation. -

Implenentation Suggestions .

A, Publicity. If vou opt for minimizing publicity, a press
conferenca could he held anncuncing tha project, giving
genaral’ information, and asking for cooperatlon on no
publicity. Tim Burgess tells me thia could woxk in
Seattle and it has worked elsowhere. )

B. City liability. I've attached a draft relcase form which

' will release the City fronm liability and serve as a da-

tarrent to tampering and property damage. I would suggost

o that you ask Joo Coleman to reviow this and obtain a ra- T
_vlew for you from the Coxpoxration Counsel. ’

L3

wa would necd to carry out the evaluation deouscribod in III
above. You may wish to add some 0of the managemant contyxola
suggested in XI.D. '

D. YLatter to commerclal alarm companies. I've drafted a lotter
fronm the Chiaf to alarm companies which should preonpt
complaints about the Department compoting with profit malkors.
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Don Vert can also taka Qour cace to the associatlions and

individuals as he alroady has the forum for this exchanga.
You should, howevor, convart Vert or con Vert bhaforxa ’
asking him to do this as I suapect he still favors tha ' .
TAC IX oquipnment with dodicated wesponding units.

B Implomentation pre~test. It may be worthwhile Lo test
) your plans on a4 snalloxy scale than Clty~wida. In-this way
You ray save on trxaining resources by having raiined opora-
tions procodures, data collection, training agendas, opera- _
. tions policy, etc. . . :
LGG:in " ’
Attachmants ‘
\'i‘
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_ ATTACHMENT #1
AUTHORIZATION AND ACKNOWLEDGEMENT ;
-

THIS AGREEMENT made between the City of Seattle and the Proprietor specifieﬁ below:
v';cm The Seattle Police Department agrees to temporarily install and maintain a
portable alarm system on the Proprietor's premises located within the City limits of

Seattle, Washington.

Y

2. This system when préperly operated will report an alarm directly.agd in-
stantaneously to the Seattle Police Department.

3. The Propfietor agrees that in theievent of failure.of the sysﬁem to operqte
properly, there is to be no right of action against ﬁhe Ciéy of Seattle ox any of its

officers, agents and employees for damages resulting therxefrom, and in consideration

of the City's installing said equipment, the Proprietoxr waives and discharges and

disclaims all claims or causes of action for damages or righit to such claims and
cavses arising out of or in any way connected with such equipment or the use thereof.

‘4. It is agreed that the system remains the préperty of, and under the control
" \." . N
of the Seattle Police Department. oo

-

5. Tt is further agraed that the Seattle Police Department may disconnect the

system and remove said equipment from the premises at any time.

- 6. The Scattle Police Department will be responsible for all repairs and main-
" tenance of the equipment, resulting from normal wear and tear, but retains the right

to recourse in cases of negligence and abuse.

0

* Btakeout Alarm Serial # ' © fThis day of , 19
Date Installed o Business.Name

Businaess Address

g

e . . . b oy ..
» . . .
Date s . [ D Y S T I R S ) . cres

(Authorized Signature)

WITNESSES : o
b v e e e e s Geve ave aeie ese e e wee aen e ‘ . (Position)

PR



- " ATTACHMENT #2 ‘ e

STAKEOUT ALARM LOGBOOK

. Alarm Number

Officer Assigned To

Car Beat _ Watch

Date Assigned

- Date Equipment Returned.

WS ot ot et arr e e G (s B e B i S S0 S g S S S ot S S A Bk ek S D e B S A 9 I S G S s d L S P et S S

TO BE FILLED QUT BY BEAT PATROLMAN
INSTALLATION, MAINTENANCE SHEET

,(Complate‘items 1, 2, 7, and 8 if alarm broadcast not receivable by dispatch)
(If business deoes not want alarm installed, complete items 1, 2, 3, and 3a)

Installation Record

1. Name of business . A ! Date installed

2. Address _ : . Date removed

3. Type of business

3a. If refuse installation, reason why

© 4, Owner/Manager

5. Liability agreement signed by

6. Setting: Burglary Robbery

7. Installation time required

8. Did installation requlre relocatlon (ves/no) or hlgh—galn antenna (ves/no) for
dispatch to recaive blgnal?

9. What hours will alarm be used for? Sunday Thursday
: Monday Friday
Tuesday “ Saturday M
Wednesday ' :
10. Sensors used; Number Type "
- Je .
3. : . '
4. o

11l. Reason for installing alarm at this location - ' '

R N . S R STTERIF T P ()



- ¢y . v 2
.12, Training owner/employees: - Person Time Spent
' = 1. , ' ‘ .
, 3:: ! , o ’ o s i
B 4, . ' ) . v
5. - c V

132. Dates equipment tested:

1l4. Service, maintenance required:

Date Reason - Time period equipment out of service for repairs
1. :
2.
3. .
4. N
... -15. Alarms: - Date Time . Reason Case # if approopriate
Lo ' :
2.
3.
4.
5.
16. Incidents/offenses not signaled by alarm: Date Time Offense Case #
. . . 0t . ‘ lo . R .
2.
3.

17. Reason equipment removed:

' .

18. Comments regarding equipment installation at this location:

L e e o



la.

27

étakeout alarm: Valid ' ‘ . ' ¢

If control case, or alarm not activated: How discovered/reported’

False
Did not work

p : )
R ‘.
.

STAKEO&T ALARM INCIDENT DATA SHELET

Indicate if this case is:
Ao, Stakeout Alarm’'# __
B. Contxol case

.OffenSe

Case number

Date .

Time

Target: Business Name

Address

Response time:

a.
b.
c.
d.
e.

£,

Time of alarm broadcast/91] operator receive call
Time of dispatch assignment to unit ’
Time unit arrive at scene

(Alarm broadecast/call received): Before During

-

If alar. after offense, how long after occurrence

Remarks:

After (circle one)'

Complete this section if false alarm, otherwise go to item 9

i

If human erroxr:

i. Which sensor

ii. Yocation of sensor

iii. How tripped

iv. Why tripped

v. Remarks

If improper installation:

i. Component(s) ~* ' i

ii. Type of unit

dii. Who installed

a



K i 2-
b, IXf improper installation (continued):
5 iv. Was installation modified by emﬁldyeés? L - L ‘

Ve Remarks

i

~ @y IL faulty equipment:

1. Component(s)
" ii: Serial number(s) .
iii. Specific problem(s)
iv. Name of part(s)
V. Part serial number(s) if applicable.
AVl- Re},narks. . . . . . P N .

9, Complete this section if valid alamm, otherwise go to item 10.

a. .Sensor activated
b. Iocation . ; .
¢. Activated by:. offender owner. employee other (circle one)
d. If after, how long after?, ' ' o :
" e. Remarks o

10. If incident occurred and alarm not activated, give xeason:

If control case, or alarm not activated, how was incident discovered, reported?

[} . b
.

11. Arrests/Clearances - . : L . ' C : Coe _.;
a. Where and when: check all appropriate L ' ' : v

¢ 1. At scene ’ . ‘ | i

ii. Near scene = , : ' : .

iii- Same day . '

iv. Result of arrest on another charge
v. Other (specify)

. ‘ ‘ B
N »
B . ] N
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-

13.

14.

15.

No

D

Who injured? Indicate number of persons iﬁjured and type injury

Injuries? Yesn .
e
). Officer
2. Victim
3. 3Bystander
4. Offender

Describe circumstances/injuries; . extent of medical attention:

ﬁumber

Type Injuries

‘L“ e

Description of offense: ‘attach copy of offense report

Arrest Disposition

a.
h.
C.
d.

eﬂ
f.

. g

Name .
Race/Sex/Age/DOB
Arrest Date

Prior Arrests/Dates,

Admit guilt? .

SPD disposition
this axrrest
Date )

Prosecution Data

C.
d.

(=

£.

Charge/Superior or

Municipal
Accepted for prose-
cution? Date

If not accepted, why?,

Plea bargain? If

yes, what conditions

Trial charxge
# continuances re-
quested/acceptied,

who request, reasons’

for

.

b

Suspect #--- -

2
e R
3

2

.........

5



A% . 4
Couxt Data : : .
- ' Suspect #
L ) 1 2 . 3 -

- a. Judge hearing case . 5

+b. Defendant counsel, , '
i private, public . .
Plea, guilty/innocent

d. Trial by jury/judge ; .
e. Date trial began/ended )
' £, Disposition . :
g. Sentence ~ - {
. \ * M . . .
. = ‘ . '
e - ' v : . '
' . Gty
| . y x R
. ‘ :'.“*" . '.
. irivig
' . e
- : 1 s
. . . ’ .



ATTACHMENT {43

DRAFT o | L - .
IGG:jn : e . - S
7-30~75 ' : .~

John Dce Saqurity Services, Inc.

e e s e e s
S Rt g e et #1480 e St e e s T D s By St St S

Seattle, WA, -

Dear Mr. Doa: -

Ed

The City of Seattle has appr oprlated funds for purchase of police owned alarm
systems for use in stakeouts. We are currently Laqug deélivery on this eculpment4and

it will be placed in service during August, 1975.

As I montioned above, the alarms are portable and have been designed for temporary’

use. The average installation period is estimated at‘ days; Fhey-wili be moved
frequently to maintain taccical and surreptitious denloyment.

The purpese of tﬁis iletter is to infornm yéu that the Police Depértment is not in
competition with any private entérprise and will adhere to ivs current policy of nct
making any r&commeﬁdaficn for or against a particular brand.of equipment or company.
.Our'sole Purpose ig to detect and apprehend criminals. |

There ls‘substantnal ev1dcnce available from o;her cities using porLable nolice-

wned alarms that those businesses who parcicipate in pollce alarm projects are more

inclined after a fempcrary installation “o ;eek permanent. assistance in commeréial
alarm marketplacé. .

If you have further questions atout our operations, please feel free to inquire.

Sincerely yours,

. .

. e

AL ferry
Project Director








