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I N T ROD U C T I O'N 

The privacy and Security Plan is intended to be used both· 

for official compliance with Department of Justice regulations 

and as an instructional document in the State of Maine during the 

implementation period. For this reason, an effort has been made 

to include relevant background data and a discussion of the con-

cepts and issues which have i~fluenced the development of the 

Plan. The Introduction includes these sections: 

• Scope of the Plan 

, , 0 

System Component Interrelationships 
State Central Repository (SBI) 

Definitions 

Current Status 

Each of these aieas is ~xamined in reference'to the imple-

mentation of the provisions of Title 28 of the Department of 

Justice regulations, May 20, 1975 and Barch 19, 1976. 

SCOPE OF THE PLAN " 

In the development of the Privacy and Security Plan an effort 

has also been made to identify the maximum number of crimina~ justice 

system requirements and relationships. During the development 

process it became apparent that this approach will assist in 

irnplem~ntation and will serve the best interests of the State. 
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~Thp. intent of the federal regulations has already had an impact on 

some operational practices. For eXCL~ple, the Maine State Police, 

State Bureau of Identification [SBII h~s sharply curtailed dissemina-

tion to non-criminal justice activities. It is expected that the 

procedures, when implemented, will have an impact on the whole 

criminal justice system and its interaction \~ith the community. 

This app~oach has resulted in ~~e identification of issues 

and gaps and has opened up potential considerations for the future. 

Some of the elements '\'lhich are addressed include the following: 

~ The interrelationships among the components 
of the criminal justice system 

c The role of the central state repository [SBI] 

o Current issues and future applications 

Each of these elements is discussed briefly. Current opera-

tional definitions are also included in this section. 

System Component Interrelationships 

The use of criminal history ~nformation occurs in·various 

ways throughout the criminal justice system. Nhile each com-

ponent of the system uses information for its own purposes, each 

also contribut~s to the completeness, accuracy and currency of 

. the total individual criminal history record. Each system com

ponent creates information which has'unique qualities. When 

assemb:~d, however, the information from each component creates 

the. complete criminal history record on which all components rely. 

The basis for the operational procedures is to insure that 

the criminal records are complete and accurate so that they are 
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credible for the purposes for which they are used either as 
. ' 

current source documents or as historical reference documents. 

The challenge of achieving the objectives of the rrivacy 

and Security Plan runs parallel with the challenges associated 

with the development of the information system: to meet variou~ 
~, 

needs, time frames, applications I and responses of the components' 

of the criminal justice sys~em which originat~, use, and exchange 

criminal history infor=:lation. 

The principles of privacy and security apply to each of the 

criminal history record users. The scope of the interactive 

relationships associated with the in-process flow of information 

is indicative of the need for a total system~pproach in the 

P7ivacy and Security Plan.' 

, For example, arrest informat'ion which is 'recorded \olithout 

disp'ositio~ information in a criminal history at the Bureau 

-
of identification loses a great deal ot its value for subsequent 

• 
prosecution use., and. all of its value for non-criminal justice 

uses. 

I . 1 State Centra Reposltory 

The Stat~ central repository is authorized by statute to 

maintain compre~ensive state-wide criminal ~istory record 

information files. It has the capacity to provide criminal 

1 The Maine State Police, State Bureau of Identification is the 
Central Repository in Maine in.accordance with Title 25, Part 
4, Chapter 193 of the Maine Revised Statutes Annotated [MRSA]. 
The terms central repository and !1SP/SBI are used interchange-
ably in the Plan. . 
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identification and criminal history record services to criminal 

justice agencies in the State. The Plan' assumes that the com-

plete and accurate record of the individual subject will be 

maintained.at the central repository (MSP/SBl) and that each of 

the other components of the criminal justice system will contribute 

to the record through the disposition reporting mechanisms 

of the state. The problems associa,ted \·lith timely disposition 

reporting are discussed in the Plan. 

The statutory provisio~ for the reporting.of dispositions 

25 MRSA 1542, 1547 is in accordance with the federal regulations. 

Disposition reporting practices 'are the subject of continuing 

review in the system. A court disposition reporting (CDR) system 

exists and is being reviewed for improvement with the Court 

Administrator. 

The Plan provides that dissemination to noIi.,,:,criminal justice 

agencies will be accomplished after the inquiry to the state reposi-

tory and that this inquiry-dissemination process will be recorded at 

both the local and State level. These are some r~!>traints in existe~c .. 
at present concerning inquiry and dissemination of information to 

non-criminal justice agencies. The P.lan extends these conditions to 

the local level. Criminal history information, lacking di?positions, 

is not fur'nished by NSP/SBl to non-criminal justice agencies. 

The immediate operational information requirements of local 

law enforcement and prosecution, associated with, for example, 

detention, diversion, bail bonding will continue to be served 

by local information and the simultaneous acquisition of wanted/ 
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warrant information. Fingerpri~t submission to MSP/SBI, and 

the FBI, following arrests enables the local jurisdiction to 

acquire a current, complete criminal history record, annotated, 

if appropriate, by the State repository, to reflect pending disposi

tions. It is also possible for the local agency to indicate no need 

for the re.cord. 

" ..... ~ 

Current Issues and Future Applic~tions 

In developing the plan, current practices were examined in 

agencies across the criminal justice spectrum. Discussions and 

on-site reviews took place with agencies of law enforcement, 

prosecution, defense, c~urts and corrections. The nature of 

agencies included state and local representatives, and large 

and small activities across the State. 

The research for the plan, fo~ example, covered the State Bureau 

of Identification which has received a 9rant since 1973, of LEAA 

funds, for the development of a revised record keeping ,system. 

In addition there ,,,ere on-site visits', extensive discussions and 

system l:"evie'l,'ls \'1i th two large Police departments [Portland, 

Bangor): two county sheriffs [Cumberland and Penobscot]: the 

State Police Headquarters [Augusta] and a detachment [Orono]; 

• 
an adult correctional institution [South Windham] and a juvenile 

institution [South Portland]; District Attorney (Prosecutor) 

Bangor and Clerk of the Court [Bangor]. Maine does not have a 

Public D,efender System but discussions on the defense function 

were held with defense attorneys. The requirements of the 
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Privacy and Security Plan 'were the subject of discussion with' 

the Committee on privac1,and Security. 

While current compliance pertains to certain LEAA funded 

activities tfie scope of eventual implementation is intended to 

cover the spectrum of criminal justice agencies in the state. 

In anticipation of implementation, several data collection forms 

were developed which will be used as'continuing documentation 

devices. These are included as Figures 1-1 and 1-2. 

The proposed Plan includes operational procedures in each 

'of the areas required by Title 28,of the federal regulations. 

This emphasis on procedures is in accordance with the LEAA 

guidance provided during the regional meetings and with the LEA..z\ 

Planning instructions. 

l~n effort has been made t.o assess the current situation i 

identify issues and requirements and propose procedures which 

will meet the needs of the State. 

It is clear that the concepts related to Privacy and Secu-

rity of criminal history information are interrelated to the 
o .. 

whole structure of the Criminal Justice Information System. 

Further, it is clear that Privacy and Security are "public 

issues" of intense interest to both members of the criminal . 
justice system and the non-criminal justice community as well. 

Final resolution of some of the issues will be difficult 
, 
in the absence of specific Federal and State legislation. The 

deregul~tion of dissemination and' security reflect this problem. 
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For this reason both an internal .training program a'nd a publi.c 

education program are propose~ in the Plan 'as well as efforts 

"lhich tie the Privacy and Security Plan wi th the standards and 

goals program. There are also links to OBTS/CDS development. 

The Plan reflects the results of a preliminary review of 

the statutes, authorities, policies and procedures within which 

the .system in Maine is operating. ~gainst these there has 

been a review of proposed resolutions and legislation and a 

general analysis of the potential impact of the federal regula-

tions on State procedures. 

There are a number of procedural changes underway in Maine 

which have brought the criminal justice system more closely in 

compliance ~'1i th the specific requirements of the' federal regu-

lations. For .example, there has be:;!n a historic deficiency 

in the acquisition and recording of dispositions. Based on MCJP~~ 

grant suppor:t the MSP/SBI has imprC)ved this area over the last 
o 

2 years. A continuing program is unden-lay to reduce the num-

'bers of· criminal histories in the central repository which 

lack dispositions. This is a major concern to the State both 

in terms of the present system and in the development of the 
. 

OBTS/CDS program. The Plan takes account of the disposition 

reporting needs and the current efforts of the MSP/SBI, the 

Court Administrator, and district attorneys. 

Another specific need is for clarification of expungement, 

purging and sealing practices. This need, for example, has been' 
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expressed by the MSP/SBI, prosecution, corrections and the local 

law enforcement agencies. Based on the impact of the federal 

regulations and the expressed need within the State there has 

been a revision of ±he Maine law [25 MRSA 600] on expunge-

ment.* 

To comply with the intent of Title 28, a number of compo

nents 9f the 'criminal justice system have placed restrictions 

on the dissemination of criminal history information. Examples 

of these are Maine State Police, Portland and Bangoi Police Depart-

ments. There has been some reaction, to these constraints, from non- . 

criminal just~ce organizations which have become accustomed to 

receiving criminal hist~ry records or name checks. This public 

response reflects the·need for the development of standards for 

access and dissemination which do not now exist. It also reflects 

the need for addressing this public issue with an education program. 

It indicates also the l'~eed for establishing a specific organiza-

tional responsibility for accomplishing these matters in a consi?-

tent manner throughout tbe State. 

The Plan addresses these issues and needs through proposed 

options which indlude the: 

o establishment of organizational roles and 
responsibilitie~ 

o development of user c?tegories 

o definition of conditions of access 

o contractual arrangements with users 

* Major objections have been .raised by law enforcement officials 
and the press to both the federal regulations and the Maine 
revised criminal code on expungemcnt. 
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There is in the new law a categorization of use of infor-

mation by agencies which are responsible for professional.pr 

technical licensing. The clarification of this area includes a 

co~tinuing review of Title 32 of the Maine Revised statutes. 

This will be in accordance wit.h 16 HRSA 603 and 604., 

. The current proce'jures which enable an individual to access -. ~, 
and revie\-l the criminal history information pe:rtaining to him are 

limited to the first step of record revieiv. There are no formally 

established standard procedures for correction, administrative 

appeal and judicial review. The proposed Plan sets forth specific 

procedures for these actions and provi~e5 the forms to initiate the 

procedures. The fo~m extends the current procedures of' the MSP/SBI. 

As these examples indicate there are a number of policy con-

siderations, organizational needs and procedural issues which are 

inunediately apparent. These wil]: influence the ultimate charac-

ter of the State of Maine Plan. Other specific needs which are 

not completely provided for in the State system and which are 

suggested in the Plan include: 

o the need to establish a state Privacy and . 
Security Appeals Boa=d to resolve both indi
vidual and organizational appeals related to 
criminal history information 

o the·need for the development of standardized 
audit procedbres which will enable system 
reviewers to follow both procedures and indi
vidual case studies throughout the system from 
the state to local operating levels and indi
vidual recipients of information. 

o the need fo~ dissemination logs which accomplish 
control requirements without intruding on 
the effeotiveness of current operations or ~he 
capacities of small staffs. 

I - 11 
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'Definitions 

The definitions listed below are cited for the purpose of 

standardizing the term's used throughout this Plan. The defini

tions have been derived from the provisions of Title 28, from 

the SEARCH proposals and from'current usage in 16 MRSA 601. 

Administration of Criminal Justice 

. " Pc~formancc of any of the fol1o\-I~ng activit.ies: dctection~ 

apprehension, detention. pretriitl rcl?asc, post-trial release, 

~rosecution, adjudication, correctional supervision, or 

rehabilita~ion of <lccuscd-pC-;.t"sons or criminal offcnd~r.s. The 

admin5stration of criminal justice shall include criminal identi-

fication activities and the collection. storag~, and dissemination 

of crilnina), histor.y record information. (16 l1RSA 601 (1) .) 

Executive Order 

s. Bxccutive order. "Executive orderll mean!> on ordcr of the Prc!lidcnt of 
the United States or the Governo:, of this State which has the force ot law 
lind Wllich is published in a manllCr permltting rcgulur ~ublic ncccs:s thereto • . 

Person 

6. Person. "Pcrson" means a human being o't a corporation, p~e~hip 
or unincorporated association. .. 

Criminal Justice Agency 

'3. Criminal justice n~cncy. "Criminnl justice a~en~y" means those agen- . 
des at ?-ll levels of Federal or S~;:lte Government " .. hich p:zrform as their 

, principal function, activities. relating to crime prevention, including- rc:scafca 
pr the cpot1!;orship of rC5C:lr'ci1; the npprehco51-cn. prosecution. ~djudic:ltion. 
inearccnltion or rch::lbilitat~on of crimi:1:!l oacndcrs or tl:c collection. storage. 
dissc11)innlion or usngc of criminal history recorcl illformation. 

I 1- 12 
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Agencies included are: 

Enforcement 

,Courts 

P~osecution 

RepClsitory 
"" .. 

Corrections 

Probation 
and Parole 

SPA 

Department of Public Safety - State Police 
County Sheriffs 
MUnicipal Police 
Special Police 
Supreme JUdicial Court 
Superior Courts 
District Courts 
Probate Courts 
Department of httorney General 
Dis~rict Attorneys 

state Burcnu of Identification 

Department of Mental Health and Corrections 
County Jails 
l-1unicipal Jails 

Department of ?·1ental Health and 
Corrections ~ Division of Probation 
and Parole 
Maine Criminal Justice Planning and 
Assistance Agency 

Criminal Histo£~ Record Information System 

A system including th~'equipmcnt, facilities, procedures, 

agreem~n~s, anJ organization thereof, for the collection, pro

cessing, preservation, maintenance or dissemination or criminal 

history record ·information, whether <lutomated or non-automated. 

Public Record 

Data recorded by public officers in consequence of public 

dutics r at the conclusion of relatively formal and usually public 

proceedings. For the purposes of lhis plan, the information, 

related to a criminal bffensc~ which is reasonnbly contcmpora-

neous, and does not include a record of criminal history may be 

considered a public record. Clerk of' the Court records and 

papers filed with the court are public records. [Court Rule 79). 

I 13 
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• 
This definition is intended to reaffirm the continued character-

istic of public access to public records, such as Clerk of the 

Court Records, which is provided for in the Maine Revised Statutes 

and Rules of the Court. 

Disposition 

Information disclosing the conclusion of each stage of a 

criminal~procceding from arrest through th~ judicial process, 

(including appeal) to release of the individual from the criminal 

justice system. Information disc~osing the termination of pro

ceedings in process and the reasons for termination. Information 

disclosing postponement and the reasons for such p~stponcment. 

Primary disposition types for the State of Haine System will be 

La\'l Enforcement dispositions; Prosecutor dispositions; Court, and 

Corrections dispositions. 

Criminal Justice"S~stem , 

That part of govcr"h~cnLal jurisdiction that enCOnlpilSSeS the 

broad functions of police, prosecution, dcfcns~ criminal courts, 

probation, cOl:rcctional institutions, ~nd p'i3rolc. 

Criminal Justice Information System 

• 
Any system or components thereof, whether automated or 

manual, including the personnel, equipment, facilities, procedures, 

agreements and organiza"tions thereof, for the collection, storage, 

proccnsiug, dissemination and release of offender records or 

information. 

• I 

I - 14 



-. 

At present there is no automated component of criminal histories. 

Future components and applications will include the f'.1aine system of OBTS,' 

CCH, a Court Disposition Rep'ort (CDR) System and the Maine Compre

hensive Data System [CDS] which will have automated componency. 

Criminal History Record Information 

I~rormation collected by criminal justice agencies on indivi

duals consisting of identifiable descriptions and notations of' 

arrests, detentions, indictments, informations, or other formal 

criminal charges, and any disposition arising therefrom such as 

sentencing, correctional supervision, Dnd release; does not include 

identification information such as fingerprint records or photo

graphs to the extent that such information does not indicate , 
* invQlvement of the individual in the criminal justic~ system. 

For the purpose of this Plan criminal history record information 

does not include conviction's 'for violation of fish and game lay,s 

or municipal ordinances where the fine docs not exceed $50. 

(4 HRSA 564). 

Individual Privacy 
" 

The legal and common right to be safeguarded against a per-

sonal ,intrusion as a result of having sensitive personal informa

,tien ~ome into the posses~ion of an unauthorized receiver. 

This definition is derived from court decisions which emphasize 

the right of the individual to be protected from unwarranted intrusion. 

For example, Maine Statutes prohibit or limit the use of electronic 

surveillance in 15 MRSA 710 and 712 and in l7-A MRSA 511. 

* There are, for example thousands of fingerprint cards in the SBI 
file which are associated '\'1i th non-criminal acti vi ties including 
civil defense precautions taken in World War II. 
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~ecurity 

Th~ protection of informntion in storage or transit from 

.unauthorized ilC'::e!;s, tnmpc1:ing, or destruction through accidental, 

negligent, maliciou~, capricious, or hostile means. 

System Security 

'. 
The ~~llity to restrict the nvailability of specific informn-

tion to authorized individuals, and thc ability to physically 

protect all parts of the.> system, including the data, the system 

that proccsses that data, and the racility from any form of 

hazara lhat might endanger its integrity or reliability. System 

security also invol\'cs the ability to insure that system person-

nol arc selected with~ue regard for security requirements. 

Dissemination 

The transfer of criminal history record information to indi-
. . 

viduals and agencies othe.>r than the criminal justice agency ,,'hich 

maintains the criminal history information. Includcs confir~ation 

of the existence or non-existence of a criminal history record. 

Includes interagency transfers in writing, orally, by machine, 

radio, personal exchange, mu.il or any other manner. Does not 

include intra agency transfers of information such as dispositions, 

charging or processing transfers. 

The reporting,of a criminal justice transaction to a St~te, 

local or feder~i r~~usicury is nu~ ~ aissemina~10n of information. 

Dissemination means use of and access to in fo:r.m""t:5 n)"\ ;:I.n.n 

transmission of information, whethRr o~""llYI in w~it:ina or bv 

electronic means. [16 MRSA 601(4)]. 
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Non-Conviction Data 

"Non-conviction data" means arrest iriformation without disposi-

tion if an interval of one year has elapsed from the data of arrest 

and no active prosecution of the charge is pendingi. or information 

disclosing that the police have elected not to refer a matter to a 

prosecutor, or that a prosecutor has elected not to commence criminal 

proceedi~gs, or that proceedings have been indefinitely postponed, 

as well as all acquittals and all dismissals. [Section 20.3(b) 

Title 28]. Non-disclosure pr.ovisions are incl·uded in 16 MRSA 603 

and include pardons. 

statute --
An act of Congress or state legislature. Maine statutes are 

identified as Haine Revised statutes Annotuted [NRSA]. 

Act 

The Omnibus Crime Control and Safe Streets Act, 42 USC 3781, 

et seg, as amended. 

CURRENT STATUS • 

The current status of privacy and security procedures in 

Maine is reflected in part in the Certificate of Compliance for 

the Central Repository, Maine State Police~ State Bureau of Iden

tification, which is included as Appendix A. 

In addition to specific procedures of the MSP/SB~, there is 

in all components of the }1aine Criminal Justice System which have 

been reviewed to date: 

o ·A conscious effort to observe principles of 
privacy based on established rlaine concepts of 
fairness. For example, the Portland Police 
Department general order on the release ahd review 
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of police records 'has been in existence since 
May 1974. The purpose is lito implement and 
protect const~tutional guarantees of privacy.1I 

e general agreement on the need for consistent 
policies and procedures, and preferably state 
legislation, to reinforce local procedures and 
general orders. 

The privacy and security needs and issues in Maine are 

generally in areas which involve the interaction of several 

components of the criminal justice system. For example there are 

specific needs: 

o For more complete reporting and recording 
of disposi~ion informntion. This process 
involves law enforcement, prosecution and the 
courts. 

o For clarification of expungement policies and 
procedures. This involves the legislature, the 
attorney general, courts, clerks of courts. and 
law enforcement which may be resolved by PL763. 

. 0 For consistency in the policies and procedures for 
disseminati0n to non-criminal justice agencies. 
This process involves the executive, legislature, 
attorney general, ~aw enforcement, courts, and 
community. To be developed .in accordance with_ 
25 MRSA 603, 604. 

o For improVed secririty, among all recipients, of 
criminal history information. This will involve 
particularly, agreements and r~sponsibilities 
bet\'leen law enforcement agencies and non-crimi'nal 
justice users. 

o For improved physical secu~ity and access 
restraints in a number of records center locations. 
Improved conditions will involve budget and funding 
conside~ations between law· enforcement agencies and 
local governments. 

In the succeeding chapters of the Plan procedur~l areas are 

discussed in terlns of requirements, standards, current status and 

the identified needs. These wiil be the subject of planning or 

implementing actions during the next two years. 
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II 
. o R G A N I Z A T ION A L COM MIT MEN T 

This Cl?apter suggests some of the options and relationships 

available for the administration of the Privacy and Security 

~lan. It includes a discussion of associated roles and respollsi

bilities, including: 

o The Governor 

o 

The Maine Criminal Justice Planning 
and Assistance Agency 

The state Bureau of Identification 

o Local User Agencies 

o Local Agency Personnel 

o Relationships 

Each-of these is discussed below. 

THE GOVERNOR 

There are a number of provisions in Haine law which pertain 

directly or indirectly to matters pf privacy, confidentiality and 

the balance of individual rights and the needs of society. Among 

these are the recently enacted P~blic Law 763; 5 MRSA C34l; 

26 I1RSA 3; and l7-A HRSA 511. Tnere are also many judicial 

decisions in Haine which reaffirm individual rights of privacy 

in various contexts. In the decision of State vs Crider (1975), 

'~he court re~ffirmed both the concept of the citizens private 

property and "reasonable expectations of privacy" against 

official intrusion. 

The Governor's commitment includes an interest in the 

activities and standards which will insure that the policies 

and procedures of the plan reach fruition. As part of this 
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objective, roles and responsibilities for the management of pri

vacy and security matters are to be identifi~d.l 

There is a requirement to establish a lead role for several 

functions which are inherent in the management and implementation 

of the Privacy and Security Plan. These activities include the 

following: 

e Insure that system audits are conducted 

o Establish standards for non-criminal 
justice agency access to criminal history 
information in accordance with 16 MRSA 
603, 604. 

o Refine procedures for Individual Challenge, 
Correction and Appeal. 

e Prepare an annual revision o-f the Privacy 
and Security Plan. 
" 

• Report annually to the Governor on the 
status of the privacy and security of 

~criminal history record information and 
other related criminal justice informa
tion system matters. 

Each of these elements is dis9ussed below. 

Audits 

In order to insure system conformance with the operational 

procedures of the Privacy and Security Plan, afrangements will . 

. b~ made for regular and periodic audits to be conducted by the 

criminal justice system agencies or by "outside" reviewers. In 

the event discrepancies are identified a schedule for corrective 

action will be issued and monitored. [Section 20.21(a) (2); 

20.2l(e) D.O.J. Reg. Title 28]. 

ITllc prerogatives of the Governor in relation to the adminis
tration of the' Privacy and Security Plan are noted in Section 
20.21 of D.O.J. Title 2S'and the associated commentary on 
Section 20.21. 
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. 
Access by Non-Criminal Justice Agenci~s 

Arrangements will be made to develop access and dissemination 

standards to provide consistent guidance for determining the con

ditions under which non-criminal justice agencies will have access 

to criminal history record information. The standards and proce-

dures ~ill be develcped in accordance with the provisions of 

16 MRSA 603, 604, S~'.ctiQn 20.21C D.O.J. Title 28 and Court Rule 

79 a~ appropriate. 

Refine Procedures for Individual Challenge, 
Correction dna Appeal 

Within the procedure described in this Plan for the "Indivi

dual Right to Access and Revievl ll is the right to appeal a decision 

by a criminal justice agency not to make requested changes. 

Procedures will be established for reviewing unresolved requests 

in ord~r to effect the provisions of 16.MRSA 606 and 'comp1y with 

the provisions of Section 20.2l(g) (3) D.O.J. Title 28. 

Annual Plan Revision 

An annual revision to the Priv~cy and Security Plan will be 

developed and presented to the Governor and LE~ .. for approval. 

l>1odifications will be based on tlie year r S assessment of ,progress 

made in meeting the plan's objectives,· problems encountered, and 

nm'; ideas developed. [Section 20.23 D.O.J. Title 28] • 

Annual Report, 

An annual report on the conduc'c of activities proposed wi thin 

the Annual Plan will be submitted to the Governor for his reVie\·l. 

Included will be an assessment of the degree to which objectives 

were reached, a listing and discussion of problems that became 

prominent, incidents worthy of note, new developments that have 

occurred, statistical and fiscal reporting data con~e~ning 

implementation and recommended actions. Copies will be made 

available to the Judiciary and Legislature. CHaine Initiative] . 
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MAINE CRHUNAL JUSTICE PLANNING AND 
ASSIST~NCE AGENCY 

Organization: The Maine Criminal Justice Planning 
and Assistance Agency was originally established in 1969 
as an agency of the Executive Department r under the name 
of Maine Law Enf6rcement Planning and Assistance Agency. 
By law, trie agency consists of a Board of Director s of 
bet\oleen hlelve and thirty members appointed by the 
Governor, for terms of tVlO years, including, ex officio, 
The Attorney General, the Chief of the Maine State Police, 
the Director of the Bureau of, Corrections of the pepart-

,ment of Mental Health and Corrections, the state Planning 
Director, the Chairman of the Joint Legislative Judiciary 
Conullittee and the Chief Medical Examiner. The rema.i..ning 
members'include representatives of units of local govern
ment, sheriffs, representatives of groups dealing with 
juvenile delinquency and'representatives of the community 
generally. The Directors appoint an Executive Director 
who is responsible for the procurement of the necessary 
operating staff to carry out the responsibilities of the 
agency as mandated by federal LEAA guidelines and policies 
established by the Board. The HCJPl\1\ is established by 
5 MRSA 315. Executive Order EO 5-69 also provides that 
MCJPAA \vill "carry out any duties as may be assigned to 
it by the Governor from time to time." In accordance 
with 16 .t-1RSA 601 the r-1CJPAA comes "lithin the definition 
of a ,criminal justice agency through its "research and 
sponsorship of research. II 

The organizational relationship of the MCJPAA in the Execu

tive Department is illustrated in Figure 2-1. 

The MCJPAA admin'isters -the federal Lavl Enforcement 
Assistance Administration (LEAA) program for the state 
of Maine. It is empowered to act as the State's plan
ning agency with regard to the federal Omnibus Crime 
Control and Safe Streets Act of 1968, the Juvenile 
Delinque!lcy Prevention and Control Act of 1968 and the 
La\,l Enforcement Revenue Sharing Act of 1973, and is 
authorized to make grants for planning and for improve-' 
ment of law enforcement consistent \'/i th the intent of 
these Acts to any agency or organization in law enforce
ment and criminal justice, administration activities. 

In addition to developing the Comprehensive Criminal Justice 

Plan, the spectr,um of MCJPAA initiatives and funding reflects 

the involvement of this agency in every relevant area of Maine 

crimlnal and juvenile justice. Comprehensive program assistance 

includes youth services activities; revision of criminal laws, 
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evidence rules review; court unificat.ion; general court improve

ments; public defense projects; staffing and education support for 

Prosecutors; corrections and institutional programs; development 

.of statewide police communication system; CJIS pla.nning and develop

ment; develo'pment of the !·1aine Comprehensive Data System; study. 

of law enforcement at the local level. 

The MCJPAA is in fact an integral component.of the Maine 

criminal justice system, capable of interacting with the func

.tional components of the system, with state agencies and with 

local governments in the context of Maine law. 

The respon~ibilities of .the HCJPAA, and its operating 

committees, for privacy and security matters and CJIS matters 

can be established in this context. For ex~mple, it would be 

possible for the MCJPAA to assume responsibility for the train

ing and public education proposed in the Plan [Chapter VIII] 

'and to develop these programs through an arrangement with the 

Maine Criminal Justice Academy and the seven Regic:}al Planning 

units. 

Similarly the MCJPAA could assume certain responsibi.lity for 

the proposed audit program [Chapter VI] and assist in the d.·:velop

ment of :this program with the State Department of Audit, the 

Department of Manpower Affairs, the Department of Public S~fety 

[State Bureau of Identification] and the localoCriminal Justice 

agencies. 

THE STATE BUREAU OF IDEN'l'cTFICATION 

The State Central Repository MSP/SBI for the collection, 

: maintenance and dissemination of criminal history information 

: carries major operational responsibility for the actions and 

; procedures described in the Privacy and Security Plan. Specific 

areas of responsibility are anticipated to include: 
...... ---
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.. 

• To assure security'of the central 
repository facility~ 

o 'To assure adequate identification and 
verification of need to know and/or 
right to know of all requests for access 
to criminal history record information. 

o To assure adequate record keeping of 
all accessed and/or disseminated crimi
nal history record information materials. 

To regularly purge, s~al or expunge 
criminal history materials, as speci
fied by the State regulations or' 
court orders. 

o To assure thai.: onJ.y accurate and 'com
plete record information is disseminat~d, 
as appropriate. 

c To notify prior recipients of erroneous 
'information as errors become known. 

In addition, in the management of driminal history records 

the focal role of the SBI is established in 16 MRSA 1541(4) 

which provides that the SBI, with the approval of the Attorney 

General "shall make ••• rules, regulations ~nd for~s for taking, 

filing, preserving and distribution of fingerprints and other 

criminal history record information .... " 

, Each of these responsibilities is detailed within the proce-

dures chapter of this Plan. 0 

ROJ .... E OF LOCAL USER AGENCIES 

In accordance with Maine law, many local agencies will" 

receive access to criminal history records. In receiving the 

authority to access, these agencies agree to accept certain 

specific responsibilities within this system. These responsi

bilities are listed below: 

.... 
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o To assure that proper security is pro-
vided for criminal'history record infor
mation. 

Q' To assure proper use, within the proce
dures outlined in this plan and verified 
in a User Agreement, of all accessed 
criminal history record information. 

o To assure the proper recorp~keeping of 
all accessed criminal history record 
information materials. 

To regularly purge or seal criminal his
tory informQtion as specified in a Users 
Agreement or by court order •. 

. 0 To assure pro~er prohibitions goVerning 
access tO'juvenile records. 

o To assure the proper training of all 
personnel involved with criminal history 
record information prior to their use, 
of the information. 

The specifics pertaining to local agency responsibilities 

are enumerated within the proqedural chapters of this plan. 

ROLE OF LOCAL AGENCY.PERSONNEL 

Within each of these.local u~er agencies, individual persor.~el 

handling·criminal history record information are accountable for 

its proper use. Responsibilities include: • 

: 

c Assuring that accessed criminal his
tory record information is limited to 
the use for which it was provided. 

• Assuring the timely return or destruc
tion of accessed information as soon 
as the stated need is ,met. 
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RELATIONSHIPS 

The identification of organizational relationships related 

to privacy and security is best accomplished in the context of 

,thi bbjectives of the total criminal justice system. For example, 

tllq ~anagement requirements related to privacy and security are 

inth~ral infor~ation system requirements. Decisions in each 

cOffibonent of the criminal justice system are dependent on the 

aVc~"lability and sharing of accurate, complete and timely infor-· 

maL4on. Eve~~ serious effort to develop a comprehensive criminal 

'ju~~ice information system [CJIS] is eventually 'faced with knotty 

issJtes related to authorities, responsibilities and separation 

of jibv7ers as \"ell as economic feasibility .. Efforts to resolve 

tho .. ~ issues in a unilateral manner usually incur turbulence in 

the inplementation process. Efforts to resolve the issues 

thr'-:!gh ;utual agreements incur initial problems of organizational 

str4tturing. For'instance,'it is not universally acceptable 

in 11crine to have additional organization~l levels imposed on 

the ~riminal justice system. 

However, a comprehensive system 
fo:r L_.L.~ +-her an P _ effective coordinating . 
aut.ll~rity. This is reflected in the 

approach generates a need 

mechanism or a single 

introduction to the MCJ~AA 

de~~tiption of the Comprehensive Data System [CDS]: 

"Since the enactm~nt of the Omnibus Crime 
Control Act and Safe Streets Act of 1968 and 
the subsequent Omnibus Crime CO.ntrol ]l..ct of 1973, 
there has been an increasing awareness of the 
need to create an orga~ized structure for coor
dinating the development of information systems 
and utilizing the collected data for management 
and. administration, including planning and 
fiscal considerations, for the criminal justice 
system." . 
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When this issue involves the additional element of centraliied 

computeJ:' operations, the necessary trade off and compromises be

come more difficult to achieve. For example, the bill, LDl559, 

.(April 1975), \'lhich proposed the establishment of a "Commission on 

Criminal Data System Policy" provided that: 

"It shall be the responsibility of the 
Commission to re'commend and oversee the 
development and implementation of a criminal 
data", system for the Sta tc of Naine." 

This legislature was not approved by the Maine Legi~lature. 

Internal Organizational Logic 

There are three factors \,;hich influence ,the:: manner of address

ing privacy and security. These are the nature of law making in 

Maine, the organizational style of the State government and the 

status of the Maine Criminal Justice Plarining and Assistance 

Agency. 

Maine is a legislation oriented state. The Legislature pro

vides the law making function for the state and counties. In 

addition some state agencies have ~imited authority to enact 

regulations and local law making is accomplished by the legi5-

lative body of the municipalities. 
" 

This characteristic results in an interactive enforcement 

process which can be consistent throughout the state when the 

statutes are well conceived and \'lidely understood. This charac

teristic also imposes a quality restraint on any system to 

insure that programs and program management are consistent with 

the needs and the exi~ting organizational structure including 

state/local relationships. 

In this structure additional organizational agencies are 

generally constrained. The interaction process of law making 

and enforcement is por.trayed in Figure 2_2. 2 

2LocalLaw Enforcement, a study jointly sponsored by the Southern 
Maine Regional Planning Commission and the Haine Law Enforcement 
Planning and A~sistance Agency [HCJPAA] 1973. 
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Th~ organization of the state government is included in 

Figure 2-3 to portray the relationship of the HCJPAA.to the other 

agencies of state government. As in the legislative and enforce

~ent process the state organization is structured in a manner in 

which considerable voluntary agency interaction is possible to 

achieve common obj ecti V\~s. 

In this legislative-organizational structure the HCJPAA·has 

evolved from a "unique ll agency to an integral component of the 

state/local system. The MCJPAA Boards and Committees have repre

sentation. from the legislature a~d judiciarYi from relevant state 

departments such as Public Safety [state Police], Corrections 

and state planning; from local exectitives of law enforcement, 

juvenile programs and elected officials; and "from citizen and 

community groups such as educators, businessmen and MCLU. 

A geographic distribution of urban/rural is accomplished 

through the Regional Planning Units [RPU]. This relationship 

also increases the spectrum of possible I-lOPAA - local activities 

through the provisions of 30 MRS 229 [4501-4503]. 

The interactive programming of MCJ~AA with other state . 
agencies is reflected in such examples as juvenile projects 

[including youth services Bureaus] with human resources agencies; 

education projects [such as the criminal justice curriculum 

project for teachers]; and,mutual manpower efforts such as CETA 

funding for criminal justice personnel. 

The evolution of the MCJPAA to its present position in the 

criminal justice system is indicative 'that the programs and ,the 

methods to achieve the program.objectives thus far have been 

consistent with the internal legislative and organization l.ogic 

of Maine. 
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'In planning for CJIS ·and Privacy and Security of information 

systems these activities are to b!~L co:nsidered in the context of the 

larger obj ecti ve of MCJPAi\ which is to improve th~~ quality of 

justice in Maine. through its concern with the improvement of the 

total criminal justice system. Information systems development, 

and privacy and security procedures, are among the major require

ments of the system to accomplish the primary objective in the 

perspective of priorities and resources. 

2DS-privacy/security Relationships 

Maine is developing the procedures an& interactions for the 

shared use of criminal justice information through the coordinat-

. ing mechanism of the HCJPAA Comprehensive Data System Com.'Uittee. 

In the process differing requirements are being examined which 

~ange from operational needs [offender tracking, OBTS] to sys

tematic reporting and planning needs [UCR, MAS]. 

Il:. addition, there is recognition of the variety of practices 

in the Maine criminal justice system which vary from the large or 
, 

I urban departments to the shirt sleeve practices of smaller rural 

conununities. Future shared information 'system development is 

'expected to evolve ·from the basic relationships which cave been 

established. 

In this context, there is an internal logic for the organ

izational p.laceme~t of privacy and security management in the 

CDS framework. During the pl~nning period the structure and pro-

.cedures can be refined to provide a b~lanced program of implemen

tation of the privacy and security plan. In this way, privacy 

and security policies -and procedures related to access standards, 

audits, individual appeals and system support, for example, 

will be in the perspective of Maine law and consistent. with 

bther characteristics and functions of the Maine criminal justice 

system. 

These relationships ~re portrayed in Figure 2-4. 
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l-iembership on the Privacy and Security .Commi ttee reflects the 

relevant interests in privacy and security matters including organ

izational, professional and citizen groups. Membership terms can 

rotate in a manner similar to the MCJPAA Board of Directors. 
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COM P LET ENE S S AND ACCURACY 

Completen~ss, accuracy, timeliness and control of criminal 

history record information are the qualitative goals of the Plan. 

Each procedure is directed in some way toward the achievement of 

these goals .. 
" ....... 

'. 

REQUIREHENTS 

The basic requirement to insure completeness and accuracy 

q£ criminai history information is included'in the Crime Control 

Act, PL93-83. Section 524(b) of this Federal Act provides in 

part, that: 

.(b) All criminal history information collected, 
stored, or disseminated through suppo~t under this 
title shal~ contain, to the maximum extent feas
ible, disposition as well as arrest data where 
arrest data is included therein. The collection, 

.·~tora~e, and dissemination of such information 
shall take place under procedures reasonably 
designed to insure that all such information is 
.kept current therein; . 

This provision is developed .in section 20.21(a) of the 

federal regulations and establishes the criteria and guidelines 

for complet'eness and accuracy of criminal history record infor

mation. These are listed below. 

. Complefeness 

The elements of completeness are defined in section 20.21(a) 

(1) and include provisions th~t: 

• 
o 

Complete records shall be maintained at 
a central state repository' 

Central repository records must contain 
all disposition information within 90 
days after the disposition has occurred. 
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In ordinary circumstances only complete records, containing 

arrests and dispositions, should be disseminated. To insure that 

thi~ occurs, the regulations require procedures which provide, in 

ordinary circumstances, for criminal justice agencies to query 

the central repository prior to dissemination of any criminal . 
history record information. This inquiry condition may be "laived 

if information is required for immediate operational purposes 

prior. to the .. ;t.ime \'lhen the central' 17eposi tory can respond. This 

situation could occur, for example, in the cycle of days related 

to the request for and receipt of complete criminal history 

transcripts. In these cases, local information which may be 

technically incomplete could be used to meet immediate criminal 

justice needs pending receipt of central repository records. 

Accuracy _ 

The elements of accuracy are defined in section 20.21(a) (2) 

and include prOVisions that: 

'0 Records do not contain erroneous infor
.mation and that erro:cs be ·minimized 

through, 

~ Procedures to verify or validate data 
entries and to audit datn collection, 
storage and use. 

To insure that the provisions of accuracy serve both the criminal 

justice system and the individual, the federal regulations require 

i:hat prior recipients of criminal history information b,e advis~d 

of inaccuracies which are found and subsequent corrections which 

are made. 

CURRENT STATUS 

The current status of the completeness and accuracy require

ments is revie\1ed in reference to: 

• Central reposit?ry information management 

• Disposition reporting 

e Information verification 

o Inquiry before dissemination 
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~entral Repository Information Management 

The State Bureau of Identification [SBI] is the central 

rep9sitory in the state for all .criminal records. The staff of 

the SBI receive and classify incoming fingerprint cards, ans,~er 

criminal record inquiries and maintain the following files: 

0 Master criminal fingerprint file 

0 Criminal record folder file 

G Criminal.mug file 

0 Court abstract file 

0 Personal fingerprint files 

(;) Laboratory case file 

Q Photographic negative file 

0 Modus Operandi (H. ~. ) file 

The Bureau, created by an act of the Legislature in 1937, is 

responsible for the maintenance of all criminal records generated 

within Maine and out-of-state records which conCern this State. 

It handles requests for criminal records information from law 

enforcement agencies and courts and correctional facilities 

throughout the country_ SBI also maintains phdtographs and 

negatives; court abstract cards which provide information on 

court transactions, and a criminal fingerprint card file. 

The fingerprint file, with the associated supplemental 

record and disposition report, provides the source documentation 

for criminal records information. The file includes almost 

300,000 cards. 

The central and focal role of the SBI, as the central 

repository, has been reinforced by current legislation. 

Paragraph 4 of 25 MRSA 1541 [1976] provides for the SBI to 

establish the rules and regulations for the management of criminal 

history information. This section is as follows: 
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"4. Rules and Regulations. The Commanding 
Officer (of the state Bureau of Identification) 
shall make and forward to all persons charged with 
any duty or responsibility under this section and 
sections 1542 [recording of fingerprints, photo
graphs, palm prints], 1544 [Uniform Crime Reporting), 
1547. [Court abstracts] and 1549 [violations]: rules, 
regulations and forms for the taking, fil~ng, 
Ereserving, and distribution of fingerprints and 
other criminal history record information as provided 
in this chapter. Before becoming effective", such 
rules, regulations and forms are to be approved by 
the attorney general. II 

Based on the refinem~nts \·:hich have occured in the SBl 

·since 1974, including the LEAA/NCJPAA funded records management 

program, the State of Maine is in compliance with federal require

ments. Priority actions have been, and continue to be, directed 

toward improving disposition reporting and data verification. 

As a result, the credibility and functional value of the SBr 

transcripts (rap she~t] have improved markedly throughout the 
. 1 

system including law enforcement, prosecution and court purposes. 

An indication of the types and volumes of SEI activity, related 

to criminal history activity, is included in Figure 3-1. Maine 

criminal justice system actions are oriented closely to legis

lation, attorney general opinions and judicial decisions. The 

current legislation, prov~ding for the interactive dev~lopment 

of rules and regulations between the SBI and the attorney general, 

will continue this current practice and should facilitate the 

evaluation of consistent procedures through the Haine Criminal 

Justice System. Some of the current procedures are inc.luded in 

this Chapter. 

I For example, the special efforts made by the SBr to support 
the requirements of the prosecutor functions are reflected 
in the curren~ effectiveness and responsiveness of the SBr 
~o the Penobscot District Attorneys office • 
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FIGURE 3-1 

T~PES AND ANNUAL VOLUME OF SBI CHRI ACTIVITY 

Type of Activity 

Fingerprint cards received 

Recorded Number 

Fingerprint cards classified 
and searched (no previous record] 

Fingerprint cards matched 

Final disposition sheets received, filed l 

Photographs anc negatives received and filed 

Out. of State records received and filed 

Additional record sheets received and 
filed (individual previously on file] 

Court abstract cards received and filed 

Inquiries [record checks] processed 
. 2 

Expungements processed [6 month] 

1 Prior to full operation of current procedures 

2 Under provisions of 16 MRSA 600, now repealed .. 

.. 

.. 
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Disposition Reporting 

Disposition is defined in the federal regulations as meaning 

"information disclosing that criminal proceedings have been con

cluded .•• " To be complete, a criminal history record should 

include all 'dispositions that have occurred from arrest to final 

release of the individual from the cognizance of any segment of 

the criminal justice system. Thus, an effective disposition re

porting system should include procedures for reporting disposi

tions by every component of the criminal justice system. The 

objective of the system is to insure that the record maintained 

in the central repository contains "information of any dispositions 

occuring within the State within 90 days after the disposition has 

occured." 

While an effective disposition reporting system must be based 

on a legislative mandate, it also includes a high degree of coopera

tive effort and administrat.ive discipline. The cooperative actions 

must exist between state and local agencies and at the local, 

reporting, level among the various components of the criminal 

justice system. The system·dicipline includes timely and 

thorough reporting of system actions. The operation of the dispo

sition reporting system is facilitated by common forms, consistent 

procedures and system monitoring. 

The Maine disposition reporting system consists of a number 
o 

of interactive elements which include: 

.. 

~ Local agency disposition reporting 
forms/procedures 

• The criminal fingerprint record [form 13.63Rl 

o The additional record and final. disposition 
r~port [form l3.66R] 

o The abstract of court record of criminal 
violation (Court Abstract) [form 13.76]· 
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The complete disposition reporting process inc~l;:ldes the name 
. "," 

lists of disposition information,- furnished -regularly to the SBI 

by correctional agencies, and the SBI transcript [form 14.40] which 

includes a request that missing disposition data be furnished to 

the SBI if known by the local agency. Each of these forms and . 
procedures reflects a provision of current statutes including: 

25 MRSA 1541(4); 25 MRSA 1542(3,4); 25 MRSA 1544; 25 MRSA 1547; 

34 MRSA 1679. 

Local Agency Forms/Procedures 

While local agency forms vary in the State all forms now 

include sections for the recording .of initial disposition data. 

Figure 3-2, is an example of an arrest report \'lhich includes a 

section on "Disposition and Release Data". It is general practice 

in Maine for the individual officer, or an officer designated as 

"court officer", to insure that initial disposition information 

is acquired from within the agency, from the prosecutor or from 

the courts and recorded. To the extent possible~ within the 

time constraints for the prosecution and court proceedings, final 

disposition information may be availabl~ for submission to the 

snI ''lith the first fingerprint card. To insure that dispositions 

are recorded the Sheriff of Penobscot County maintains a Disposi

tion Control Log in \'lhicr:L' each of'fense is monitored on a daily 

basis. This log is used t~ monitor delinquent disposition and to 

report disposition information to the SBI in accordance with 25 

·MRSA 1542.44. 

The success of this stage of the 'disposition reporting,sys

tem depends on a close and persiste?t interaction among law 

enforcement officers, prosecution and the courts. The focal 

responsibility for reporting is on the law enforcement agency. 

• I 
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.FIGURE 3-2 
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The Criminal Finqerprint Record ------ --------~.--~------------

Maine statutes, 15 MRSA 1542(4) requires that the fingerprint 

record be forwarded to the SBI w.ithin 5 days of the date of arrest • 

. The standard form is SBI l3:63R. This form provid~s for the 

reporting o£ a~rest and court disposition data if available within 

the 5 repo~ting days and a specific instruction (6) for follow 

up disposition reporting. Form l3:63R is included as Figure 3-3. 

The Additional Record and Final Disposition Report 
. 

The form used to rBcord additional information and final 

disposition information related to an earlier submission is SBr 

form 13:66R. This form is included as Figure 3-4. 

This form provides a multiple basic record, including finger

prints, which permits disposition information about cases in pro

gress to be recorded in a consistent manner through successive 

stages of the crimina.l justice process. 

The Form l3:66R procedures require reporting of the ultimate 

disposition by prosecutor or courts [note and instructions land 2]. 

However, experience to date indicates that the most consistent . 
reporting occurs when the local law enforcement agency inter~cts 

closely with the prosecutor and courts in the follow up and 

recording of disposition actions. 

Disposition monitoring and delinquent disposition follow up 

is facilitated through this reporting process. Cases awaiting 

court, or other, action can be identif";'ed in a pending status. 

An example of a pending disposition filed with the SBr is i~cluded 

in Figure 3-5. 

The Court Abstract 

Maine statutes require that the Courts report the final 

judicial dispositions of motor vehicle and criminal violations. 

The statute pertaining to criminal history information is 25 

MRSA 1547 which provides that: 
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0 ADDITIOI-!/.L RECORD 
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J.UI:U&!a. !tic. 01330. 

(Ste inslruction, on ronr~e oide)· 
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"gency. tile I'ru~l'eulur or thl' ,·0\'1 ( h:\Vil'~ juri"dictlon. (lNTr.HI:.! Ul~POSITl(j:\, 1::FOr.
MA'fION. e.J: .. Hl::I.EA:-:I·;n (,=, I:n:-:n. $lI()t!l.ll :\(,T Il~; 5t:n:.IlTI'ED.) 11:~ ~r.;D.1Er:::1"S 
NAMI.;. CO!,\'I'HIBU'I'Olt A:\,j) AItl!E!,;T l\C:·lHEll shoulJ l'{! N(:.cLl~· the .s.~me as l!".e!, "1'Pi'",r 
on the finJ:crprinl ~anl IN 'I'll!:: FII.F!,; OF Till: SUI. The 51:1 numl·~r sho:l!J 0" in~icated. iC 
lIlO\\,II. Agrncy ulli",::t"'y makin..: fin~1 disp<l.ition w,lI compidt! alid m~1 form to: :;tate Du. 
reau 0: Identification. JG lIospital St ... ~u~u~U1, ;IiI', ouao 

!. The a"t;;linJ: nj!cnry shoul.1 fill in all :lrre~l nata on left side of form nnd obtain the lins:er 1m. 
prc~51rlfls or lhe ril:hl four finl:'rl':! simu1tll,,~ou,ly. This ~hnuld ~ dane ~t the !'oo'm~ time n.1 the 
full act oC finr.,·rllrint~ arc taken on the nrr~'11 (In!!c",rinL c:lrd. If the am'.l i. (lI~PJscd of by 
~he arr~~tin{: 1I~~r:cy. n~ "h~rc lhe urrstce is fl'k"Ul'fi .... ·ilhoul ch:!r!'le. then the Arre~tlnl: 
.,;en:y ehoulJ fIll in this fin .. r ,Jj~I<l,ition nnJ m~iI form to Sill It!ent:ncnli'ln l);-·ision. Of 
C'lurse. it linlll eli"I",,,ti,,n i~ k,:"wn whrn 'nrrr~l (Inl:"r;mnt card i. submltLed it .hould bt, noW 
thereon 1'1011 thi~ Ilirm is t"~n unncc,··;~:!ry. In the C\'clIl the c:.:Ie I(IX:S to the prClsccutor. this 
fonn ,hould be forwanll'<l lu the prosecutor with I'"estcc's eMe file. 

a. When alT1'~trd \X'rwlI ('on\'kted or cllter:. I:uilty plea III Ic~ser or diUerent offtn~e than thaI 
chtlri:cd ~hell ,'riS'onnlly hrr~.I~d, thl~ informA(,on 3hould w clearly indicaUod. 

•• It b "I!ftlly Im!'nr!"nl fur <om",leti"'n of flubjrcl', "''eord in SRI Idrntifirn!;on Di\'ision fill'S thAt 
FlnQllli~P<'~il;un IIrl"'rt "" sl"mittC'tl in t\'cry instance ... ·hcre flncerrnnt.a preYlousl)' forr.·\lTd. 
ed ~dth"ut lillAI G'~I"""LIOII noLeJ thcrl'On. 

So lnC:R\e~ ",here ~n inelh·ilhl.1 i< knm'n 11\ h"~c finr-errri"ts .Irudy c>n file .. ilhin SOl. ,~is ( .. rm m"y t>e 
.'1('(1., Mil MADDI! ICI:-I.\1. ~1'(:(lItU HI'I'I)lt I M "' h~u ,,( Ihe." ar •• ,1 11II~"rrllnl "~rj ,1,1"" IJ,(~1~., In 
luth in\tnnccs. inh:rirn ,ft'P'''\lfI\\" ,0"'ru1.1I1,'" .. ' 'c, (.'fth In r.lra~r;tph t. u ~1I0LLn ~c ,"1'lIlllte,·,1 .... ht:n 
aeen..'nry::IS it ... "ulll 1>,' "~II: .1 1'0 11,,· ~"." hOl:~r(1"nt ",r".1/ ,wh 1\ Ih~ Col,e. h.rOl1J;lo<>lhh.,uIJ 
abo b~ "Iililell in 1~I'\lflilll: filial "1\1",,"iulI 1OI"'01J,,,'n .. hen II becomes ;lvall.t~e. 

" In all cues .. ·h~re ("rill 13;MIt i. SU1'01illl:<I, i"I:lu';on o( ,b. ro~ht (our lingNl'rints is of nlrcmc imp'lrIan~e. 
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FIGURE 3-5 

i 

~ ADDITIONAL .RECORD 
CHECK ONE: and 

o FINAL DISPOSITION REPORT Leave Blank 
Note: This vital report must he' prepared on each individual whose arrest finl:'erprints have been for
warded to the sm Identification Divh:;ion without final cii:lposilion noted tnereon. If no finnl disposi
tion is available to arresting ol!cncy, also obtain subject's rit!:nt four iini:.;>r impressions on this form, 
complete left side and iorwarci the iClrm when cnse referred .to prosecutor and/or courts. Ar,ency on 
notice as to final diRposition should complete this form and submit to: Director, ·State Bureau oC Identification, 3G Hospital St., 
Augusta, Me. 0-1330. 

(Sec instructions on reycrse side) 

8m No. 
~~;;J-

Name on Fingerprint Card Submitted If.) SBI 
Last ~'irst Middle 

Date of Birth ___________ Sex ---__ 

Fillgerprint 
Classification 

ConlrilJutor oi Fingerprints 

Kennebec SO 

Arre.st No. 

Offenses Charged at Arrest 

OUI 

FORM: 13:li6 R 

ME 0060000 

Date Arrested or R~eived 

Filll!.l Disposition 8: Date 
(If convicted or subject pleaded guilty to lesser charge, Include 
this modification with disposition.) 

Pending. So.Kenn.Dist. 

This F017,1 Submitted B~': 
(Name, Title. Agency, City & $'- ~..!) 

Title 

j.~~~~ 
Check if reply requested: 0:· .:::::~~ ,. 

.', . \ 
\ 
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§ 1547. Coutis to submit crimi.n:11 records 

Every court in e\'ery case wherein a pC!l'son is convicted of 
the "iolation of any crimlnal statute shall forthwith transmit to 
the Stale Bureau of Idc!!1tificntion an alJstl"nct, duly certified, 
setting forth tr:creln the nnmes of the parties; the ncm~l'e of the 
offense, the date of lwc: ~'ing, the pleo, the j~dglr.e:lt and the re
sult. For this purpose the State BUl'eau of Identification shall . 
furnish to said courts proper aostract forms. 

The form presently in use for this purpose if form 13:76 

which is illustrated belm.., in Figure 3-6. 

FIGURE 3-6 

, 

STATE OF ~IAl~E 
ABSTRACT OF COt:RT RECO.Iill OF CnJ:'.Il:\:\L YIOL\ TIO~ 

RESPO~DENT _________ -=---___ _ 
DOCKET NO. _______ _ ADDRESS NO: _____________ ST. 

CITY or To\VN_--'-___________ _ 

ARlmSTING OFFICER DATE OF nlRTH ____________ _ 

. PLACE OF OFFENSE ___________ _ 

DEPARTMENT DATE OF OFFE~SE:.-. __________ _ 

• 
OFllENSE 

-------------------~------------~---.-------DATE OF lIE..-\J\.I:'\G PLE. .... JUDGE:-'1 & .... 'T 

1 hereby certify that the foregoing is a true abstract from the records 
o[ the Court holden at 

Superior 

Municipal 

Trinl Justice 

District Court 

~ .. 

o 
o 
o 
o 

ATTEST 

.III 13 
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Corrections Dispositions 

The final element· in the disposition process relates to 

.~arole transactions. Maine statute. 34 MRSA 1679 provides for 

the reporting of this information to the SBI as follows: 

§ 1679. Recor{1s forwarded to State roIiee 

.. When a person who has been convicted under TItle 17, sec~ 
t!ons'1951, 3151, 3152 or 3153 is pCirolc~l, the warden 01' supcrin~ 
((Indent of the instit.ution sh~ll fonvard to the State Police a copy 
or his record and a stu tcment of facts necessary for full com
prehension of the ca~e. \\'henever <Iny prisoner, who has becn 
rollvicted of an offense uncier Tille 17, sections 1051, 3151,3152 or 
~153 is discharged in full execution of his sentence, the \Varden of 
the State Prison shall make anci fOl,,\yard to thc Sbt::: Police a 
copy of the prison record of said prisoner together with a sLate
ment of any fact or facts \vhich he may deem necessal.~~ for a full 
COmprehension of the casco 

R.S.ID54, c. 149, § 17; 1957, C. 387, §§ 1,21. 

Information'Verification 

There has be~n an extensive effort at all levels of the 

system to improve record keeping prac~ices and procedures in

cluding the validating and verification of input data. This 

effort h~s b~en influenced by the standards program, ~he develop

ment of the Maine UCR System, professional qualifications of 

state and local records managers and records refinement projects. 

The quality of la\'l enforcement records is reflected in example::; 

such as the Portland PD and Cumberland County Sheriff's off~ce, 

the Bangor PD and Penobscot County Sheriff's office and the 

Records Section of the State ~ureau of Identification • 

. III 14 
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The local verification practices include supervisory re

view of offense reports and source information; records checks 

and data checks; verification o~ case file and index informa

tion. Local district attorney's encourage accura~y and complete-

ness and the Maine Courts on occasion provide judicial admoni-

tion concerning the sufficiency of documents submitted to the 

court. For example, a superior court recently suggested the 

follo\,ling: 2 

We are satisfied the search ,.;arrant in the 
instant case was properly issued. A good and 
sufficient affidavit which was physically attached 
to the 'Vlarrant ivas the affidavit on 'vhi'ch the 
District Court Judge bottomed his conclusion that 
probable cause existed fqr the issuanc,e of the 
warrant. 5 

5While in the future it might be helpful if the 
warrant described the affidavit in greater de
tail, i.e., gave the name of the affiant, the 
date it was executed, and the name of the offi
cial before whom th~ oath was taken, w~ have no 
difficulty in the instant case relating the 
affidavit to the search warrant. 

Departments have instituted records purging and records 

disposition programs to dispose of informationoand files which 

do not contribute to system precision or need. The SBI, for 

example, has a continuing purge program and in the process of 

file reorganization in the state repository [1974-75] removed 

more than 300 cases of material no longer considered necessary. 

1 state of Maine vs Alton Bunker a/k/a Samuel A. Bunk~r, 
February 13, 1976. 
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Beginning in February 1975, ~ standardized verfication a~~ 

quality control program was initi'ated by the SBI for all finger- ',' :. 

print card, additional record and disposition submissions. The 

SBI policy provides that: 

With the receipt this date (2:26:75) of form SBI: 
1-75 the following policy is herewith established 
within SBI. 

Upon receipt of a fingerprint card or final dis
position sheet which is deemed unacceptable for 
any of the reasons enumerated on the form, the 
item will be returned to the contributor accom
panied by the aforementioned form with the 
deficient area checked. 

~f the contributor is a member of this department, 
the return \·d.ll be made to the Commanding Officer 
of the involved Troop. 

A log will be maintained indicating date, contri
buting agency, and reason for return in order to 
identify problem areas so that quality of sub
missions may be improved. 

Standard Form SBI 1-75 [Figure 3-7] is used for deficiency 

corrections. In addition, technical advice and assistance are 

provided to the extent possible as requested. 

Inquiry Before Dissemination 

In the Maine la\'l which provi'des for lithe Control 'of Access and 

Disclosure of Criminal History Record Information ll
, dissemination 

is defined as follows: l 

"Dissemination means use of and access to 
information and the transmission of information, 
whether orally, in writing or by electronic 
means." 

, 
Section 602(3) of the same stat~te requires that disclosed 

information be complete. A complete criminal history record is 

one nwhich indicates the final disposition of the arrest, deten

tion, information indictment or other charging document." 

I 16 MRSA 601(4) 1976. 

III - 16 

• 
• .~ r 



MAINE STATE POLICE 
STATE BUREAU OF IDENTIFICATION 

AUGUSTA, MAINE 04330 

Contributc'r: 

: Enclosed notification of arrest/fingerprints arc being returned to you because of 'reasons indicated below: 

( ) 
. ( ) 

( ) 
( ) 
( ) 
( ) 
( ) 
( ) 
C)' 
( ) 
( ) 

( ) 
( ) 

( ) 

( ) 

Arrest number omitted/not clenr/incomplete. 

Date of arrest not' gh·cn. 

Arrest charge not listed. 

Complete descriptive data omitted. 

Name and si!,1J1ature differ. 

, 

Name not shown at top of print-signature illegible. 

Name of subject missing. 

Date of birth not given/not cIear/incomple~c 
Finger impressions not 011 card. 

Apparently mailed to us by mistak~ \ 

i:~~~~~/~~:t S:::i
l
::: ~~e;o~rb:~~~~~~:sJ·O:~ .. ~sf;ce. ~Iea~e list contrilJut?r and return 

Indicate correct sex of subje~. \. 

Finger impressions on attached\d/s arc iden ... tical witll I lose on file for subject of attached 

record; however, the descriptive da~ on the artached card/s e"r;dently pertain to another indhidual. 

Descriptive data on attached fingerprint cardls ~re similar to that on file for subject of attached 

record; however, finger impressions ar~ot ide2tical. 

Finger impressions are idelllical with t~~~lr'llle for SBI Number .' . however, 
name and description are similar to information on file for SBI Number __________ , 

A copy of each record is attached. 

() Your attention is called to the fact that these prints are not cbssifi:lblc. 

After making appropriate changes or additions, please re-submit. 

,. 
Encl. Records Section 

State Dureau of Idcntific:ltion 

III - 17 
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The SBI is the only authorized repository of complete infor

mation. While local departments do disseminate information 

locally there is only one comple,te record. The capability exists 

~n the central repository in Augusta to provide fast turn-around 

responses to, agency inquiries. The major constraint on the 

universal application of the prior inquiry process is a large 

volume of activity which could delay routine response times. 

In extraordinary circum~tances, pa~tial information can be pro

vided'by the central repository staff by telephone to kno\vn and 

properly identified criminal justice personnel or information 

could be supplied through an administrative message using the 

telecOmmunication system to terminal locations. The extent of 

the prior inquiry process is reflected in the 30,000 inquiries 

mode in 1975 to the SBI by local agencies. 

CONTINUING PROCEDURAL DEVELOPHENT 

There will be continuing emphasis on accuracy and complete

ness. Actions are anticipated which will insure bonsistent dis

position reporting. Based on experience to date it is likely 

that expanded and refined use will. be made of the multi~le 

fingerprint card and disposition record. The use of the court 

abstract recorc:. \"ill be reviewed to determine the most efficient 

manner of court reporting in the'developing OBTS structure. 

In the disposition system flov! the formal conclusion of 

each level 'of proceedings, will be reported as a disposition to 

the state central repository, for inclusion in the individual 

criminal history record. Dispos,i tion reporting may be indirect 

in some cases. Prose9ution dispositions for example can be 
, 

effectively reported to law enforcement agencies for forwarding 

to the central repository. This technique will capitalize on 

,the practices already in existence in which local departments 

assume the responsibility for acquiring a major amount of the 

disposition information from the prosecutor and court. The pri-. ' 

mary objective is to insure that all disposition information is 
, , 

complete and is, reported in a timely manner. 
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The disposition reporting system ,'/i11 be consistent with the 

proposed standard for accuracy and completeness. This standard 

(17) states, in part, that: 

o Each criminal justice agency should adopt 
operation procedures reasonably designed 

"to insure that dispositions, and other 
additional or corrective information per
tinent to original arrest records and 
criminal records, are promptly reported 
for inclusion on such records . ....... 

It is likely ~hat there will be additional use of user 

agreements and emphasis on local audit of entries for Complete

ness and Accuracy. Management data is being acquired ,·,hich cl~m 

b~ used to improve accuracy and completeness rates of submission 

to the central repository. As the regulations and procedures 

are developed in accordance with current Maine Statutes it will 

be possible to increase the internal system transfer of effec-· 

tive local practices $uch as delinquent disposition logs and 

dissemination logs • 

. The proces~es of purging, sealing and expungement are 

directly related to accuracy and completeness. The purpose is 

to avoid th~ intentional, inadvertent or improper disclosure of 

criminal history record information. The previous provisions 

of 16 MRSA 600 did result in a variety of inconsistent"interpre

tations and local actions which affected criminal history 

records. Under this section expungement was interpreted by 

different agencies to mean obliterate, annotate, seal or purge. 

Procedures to be developed in accordance with 16 MRSA 600 (1976) 

will be directed toward assuring a consistent response to court 

ordered actions to: 

e specifically distinguish affected records 

o remove records from routine files 

o destroy or obliterate records or information 
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The terms "purge", "seal", and "expunge ll will be defined to 

include appropriate characteristi6s. Examples of definitions are 

indicated belo\-!: 

o Purge 

nPurge is an administrative action determined 
by policy, by relevant legislation, or by 
Court order, to delete and destroy all crimianl 
justice record information identified by the 
executory order, pe~taining to the arrest and 
detention of an individual; all other associated 
dispositions and charges which are not expli-
citly exempted from purging by other court ~ 
Rules (or order), by state or federal legisla-
tion, or by other competent authority.1I 

o Seal 

"Seal is an administrative action determined 
by policy, legislation or court order to remove 
from routine access all criminal history record 
information pertaining 'to'an individual." 

Expunge 

IIExpungement is a court ordered process ... :hich 
directs the removal of criminal history record 
information from the criminal history files. 
An expungernent order can result in the purging 
or sealing of a rec~rd." 

The current legislation provides the framework for continuing 

the development of procedures 'lvhich are consistent and' easy to use 

by all components of the .t-1aine Criminal Justice System • 

• 
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LIM I TAT ION S o N DIS S E MIN A T ION 

As originally published, the Dep~rtment of Justice Regula

tions, May 20, 1975, required specific statutory authority to 

disseminate criminal histor¥ record information for non-criminal 

justice purposes or to non-criminal justice agencies. There wer.e 
" 

specific restrictions on access to information by the news media 

and specific prohibitions on access to criminal history informa

tion in court records. 

The current federal regulations, March'19, 1976, introduce 

a distinction between the categories of conviction data and non

conyiction data and differ~ng limitations on the dissemination 

of these categories. 

28: 

N,on-conviction data is defined in section 20.3 (k) of Title 

(k) "Non-conviction data" means arrest infor
mation without disposition if an interval of one 
year has elapsed from th~ date, of arrest and no 
active prosecution of the charge is pending; or i~
formation disclosing that the police have elected 
not to refer a matter to a prosecutor, or that a 
prosecutor has elected not to commence criminal 
proceedings, or that proceed~ngs have been indefi
nitely postponed, as well as all acquittals and 
all dismissals. 

REQU IREI-1ENT S 

The requirement for establishing limitations on dissemina-. 
tion is included in section 20.2l(b). These provisions are cited 

below: 

: (b) Limitations on dissemination. By 
December 31, 1977, insure that dissemination 
of non-conviction data has been limited, 
whether directly or through any intermediarr 
only to: 

IV - 1 

... 'Jt.o")\... • ~ ~ ,. .~ r 
:~~~~~{ll9.%," ~",,,,,(-,;;")4!«.'Ei!"'¥;f,~~,~~.4$·"Z"$,,~\'t!4~~.~.f!'J'!'!,~4P~JS=\Ei',*,¥.i.f,4f4"'~~,#P.>'J424,'!(A>.r::n;k-'4. i ,($,ke. A A.. CpAN ,t?f'9"!I'i.F 9 ... '1f1i'G'Ai n.Jii'ef .. ,~~, 



t 

(1) Criminal j~stice agencies, for pur
poses of the administration of criminal 
justice and criminal jristice agency 
employment; -
(2) Individuals and agencies for any.pur
pose authorized by statute, ordinance'
executive order, or court rule, decision, 
or order, as construed by appropriate state 
or local officials or agencies. 
(3) Individuals and agencies pursuant to 
a specific agreement \.,i th a criminal jus
tice agency to provide services required 
fo'r-the administration of criminal justice 
pursuant to that agreement. The agreement 
shall specifically authorize access to 
data, limit the use of data to purposes 
for which given, insure that security and 
confidentiality of the data consistent with 
thes~ regulations,'and provide sancti6ns 
for violation thereof; 
(4) Individuals and agencies for the ex
press purpose of research, evaluative, or 
statistical activities pursuant to an agree
ment with a criminal justice agency. The 
agreement shall specifically authorize 
aCCeSS to data, limit the use of data to 
research, evaluative, or statistical pur
poses, insure the confidentiality and 
security of the data consistent with 
thes~ regulations'and with section 5241a) 
of the Act. and any regul.a.tions implementing 
seci-ton 524 (a), and provide sanctions for 
the violation thereof. 
-Copv~ction data may be disseminated without 
limitation. 

pnder these amended regulations, there ar~ no restriction~ 

on the distribution of conviction data, nor on crininal histo+y 

information contained in court re:ords of public judicial pro

ceedings. Arrest information where prosecution is pending also 

·would be available. 

The amended regulations also would no longer require express 

authority to distribute non-conviction records for non-criminal 

'justice purposes, but would permit such dissemination if it "is 

pursuant to and can be construed ,from the general requirement" 

in the state or local ~tatute or order. 
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section 20.20(c) concerning applicability of the procedures 

includes these provisions: 

(c) Nothing in these regulations prevents 
a criminal justice agency from disclosing to the 
public criminal history record information re
lated to the offense for which an individqal is 
currently wi~hin the criminal justice system. 
Nor is a criminal justice agency prohibited 
from confirming prior criminal history record 
in.~orma tion to members of the nei'lS media or any 
otner person, upon specific ·inquiry as to Vlhether 
a named individual was arrested, detained, in
dicted, or whether an information or other formal 
charge was filed, on a specified date, if the. 
arrest record information or criminal record in
formation disclosed is based on data excluded by 
paragraph (b) of this section. The regulations 
do not prohibit the dissemination of criminal 
history record information for purposes of inter
national travel, such as issuing visas and grant-
ing of citizenship. . 

1 The Department of Justice Commentary on these provisions 

is indicative of the relative flexibility now available to the 

State in establishing procedures in this area. 

"The 'regulations, as now amended, provide that 
conviction data may be d"isseminated \vithout 
limitation;. that criminal history record infor
mation relating to the offen~e for which an in
d:Lvidual is currently within the criminal jus",,;, 
tice system may be ~isseminated without limita
tions. Insofar ,as non-convi6tion record 
information is concerned, the regulations require 
that after December 31, 1977, most non-criminal 
justice access would require authorization 
pursuant to a statute, ordi~ance, executive order 
or court rule, decision or order. The regulations 
no' longer require express authority, that is 
specific language in the authorizing statute or 
order requiring access to such information, but 
only that such dissemination is pursuant to and 
can be construed from the general requirement in 
.the statute or order. Such statutes include 
State public record laws which have been inter
preted by a State to require that criminal his
tor¥ record information, including non""'conviction 

IDepa~nt of Justice release, March 16, 1976 • 
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information, be made available to the public. 
Determinations as to the purposes. for which 
dissemination of criminal history record in
formation is authorized by State law, execu
tive order, local, ordinance, court rule, 
decision or order will be made by the appro
priate State or local offic~als." 

The federal regulations, as now amended, remove. the prohi

bition that criminal history record information in cour~ records 

of public judicial proceedings can only be accessed on a chrono

logical basi~: Therefore, court records of public judicial 
-

proceedings whether accessed on a chronological basis or on an 

alphabetical basis are not covered by the federal reguiations. 

CONDITIONS OF D!SSEMINATION ANti USE 

The federal regulations enable the State and local govern

ments to determine the policies and procedures'needed to manage 

the use and dissemination of criminal historY"information. 

General 

Section 20~21(c) (3) of Title 28 provides that: 

. (3) Subsection (b) does not mandate 
dissemination of criminal history record 
,informatio~ to any agenc~ or individual. 
States and local governments will determine 
the purposes for vlhich dissemination of 
criminal history record information is 
authorized by State' 1m.;, executive order, 
local ordinance; court rule, decision or 
order •. 

In addition to this provision there are two additional con

straints established in Section 20.21(c). These are included 

as 20.21(c)(I)(2) of Title 28. 

(1) Use of crimi~al history record 
·information disseminated to non-criminal 
justice age~cies shall be limited to the 
purpose for which it was given. 

(2) No agency or individual shall 
confirm the existence or nonexistence of 
criminal history record information to 
any person or agency that would not be 
eligible to receive the information itself. 
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Juvenile Records 

The regulations establish a prohibition against the dissemina

tion, to non-criminal justice agencies, of juvenile records except 

for purposes of authorized research, evaluation, or statist.ical 

analysis or 'in those instances in which there is an.established 

agreement with a criminal justice agency to provide services to 

the criminal justice system. 

The constraints on the dissemination of Juvenile records are 

included in Section 20.2l(d) which provides that the State Plan 

will: 

"Insure that dissemination of records con
cerning proceedings relating to the adjudication 
of a juvenile as delinquent or in need of super-' 
vision (or the equivalent) to non-criminal jus
tic~ agencies is prohibited, unless a statute, 
court order, rule or court decision specifically 
authorizes dissemination of juvenile r.ecords, 
except to the same extent as criminal history 
records may be disseminated as provided in 
S20. 21 (b) (3) and (4) (research or agreement). 

CURRENT STATUS 

Generally, the practices and procedures of dissemination 

have grm'ln up as pari:. of the criminal justice service ~unction 

but without clear definition or statutory constraint on need 

to know or right to know conditions. Dissemination of informa

tion has also ,been proliferating over the years. The demand by 

n,on-criminal justice agencies for information has probably 

increased, particularly as selective employment practices 

increase. The impact of this is most significant on local 

departments. The use of criminal history information by 

criminal justice agencies has increased as the accessibility 

of information has increased through central record improve

ments. 
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The restraints imposed on the dissemination of information 

have been generated, in large part, by the increased recognition 

of the need to balance the practices of dissemination with con

cern for the protection of individuals through som~ practical and 

acceptable methods of information classification and control. 

There has been considerable activity in Maine directed 

toward the control of dissemination of criminal history informa

tion. This effort has been intensified in the last two years 

in the context of privacy and security considerations, the 

general attitude in Maine toward confidentiality and privacy 

and the concepts of the original federal regulations. Both 

the SBI and local departments for example have imposed constraints 

on dissemination to non-criminal justice agencies. Figure 4-1 is 

an example of an SBI policy which restricts dissemination and 

Figure 4-2 is an example of local departmental procedure. Both 

of these actions were taken before the current Maine legislation 

become effective in 1976. 

Existing Policies ana Procedures 

The concern in Naine with conf·identiality and fairness has 

been a characteristic of a variety of laws, policies and regula

tions. For exan~le, Chapter 197 of the Maine statutes .provides 

for the confidentiality of certain records of the state Bureau 

of Identification. The pertinent par~s of this statute are 

included as Figure 4-3. The exceptions relating to court infor

mation and current [pending] case information are consistent 

with the new provisions of 16 MRSA 6000 The Records statute' 

also includes, in para9raph 16,the enabling provision for an 

annual audit of SBI records. 
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FIGURE 4-1, 

MAINE STI\TE POLICE 
all HOSPITAL !:TRCtT 

AUGUSTA. MAINE: 04330 

STATE BUREAU OF IDENTIFICATION 

.... ~o ...... 

Dear Sir: ." .~ 
Thank you for your rece~~etter reque ti.g criminal 
records informFl-tion pertainin& to theooabove captioned 
individualo(s). \ \ " 

o l'lease be adVised\that due to secourity and privacy 
considera tions conc.~rning t.hose 10!hose :r.ames might 
appear \'lithin our files, 'de ar.e--D-bt °permitted to 
disclose criminal records infor~ation except to the 
subject of the record\~ to authorized agencies Q • 

Should a
O pe~h, he desirous of obtaining his m'm 

record he may d60,so by personally requesting sane 
at this Bureau or by submitting his request by mail, 
including· his signatU-fe inJ:\fUll, date of birth, and 
right thwnb pr·int. .~ , 

If I may be of further ass - ance, please do not 
hesitate to contact mer 

. Sincerely: 

Lieut. Ed·Nard P. vlilson 
Commanding Officer 
State Bureau of Identification 
Maine State Police 

.IV 7 
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FIGURE 4-2 

PORTLAND POLIC~ D£PARTf~NT 

CEllERAL onnEn 74-7 my 29. 1974 

X. PlmPOSE 

To ostoblinh policy and procedur6 with respect to the 
rolease or review ~f records. 

XI. PROCEf)UnE: 
I" 

In order that the depl'!rtr:;r:nt fulfill!! :l.ts rcnpons!bilitics 
with reropcct to the collection, preservation an~ r~leasQ 
or review of reco~rl!l, ~nd so as to implemen: a~d orotDct 
constitutional G~orante~s or privacy, the followinG policy 
:10 adopted. 

-'1., Adults 

A., Unless provided ~or iq,this order, NO departr:;!ntal 
rocords of finaarprinrs, photoGrophs, or prCV~D~S 
criminal or traf~ic activity arc to be release~ 
or rcviel',cd by 1.;;'fO:1!:; other th:lI1 s,,",orn mtlmoers 
of' THIS de?art~ent. 

B. ~eloase or review of records can only be accor:;?
liahcd as authClri::ad belol": 

(1) All I;,:l)!','I!lU:".L, 1::-:0 PS~C:O!:,'.Lr.,:r ,~1'?B:.nS at 
tho Infor~atior./Recor=s Counttlr, preperly 
:ldontifio::s himself, may R.:;VIS·" hi~ own ')er
Ilonal record. 

PE!lI'O:;!; "HO ,SUSHI'!' VIUTT?N R::':lU=:STS OR 
'~IVERS by msi1, seekina releaso of their 
rocoyds arc to be adVised that such r~acests 
or waivers cannot be honored, unless such 
waiver is 110tar:l.:'!ed. 

PURSUt.!I'i' TO A !Er.U£!;T FnOH A PUELIC L:.!! 
E1l7 0RCEI,::':WI' !.G:::::;CY, (C€;. Police D!1oart:::-:':1ts, 
.~1no Polic~, FBI AGency or Co~rt ~6encics) 
tor purponcs of' (J:o-o3cc'Ution, :!r. ••• ~ .. '1'.!:'!.~~.:!r..t; a 
criminal 'case leading to a pros~cutic:1, or 
conructinG an investiGation for probation 
Consideration. 

(4). Governmental and law en~orce:::cnt ar.cncics 
peokinG r~cords checks ef perscns they are 

• considerinG ~or e~plqy:::ent. whan~ce~~Dariicd 
bl" A. NOT:.fUZ:;;D P;'IV:::,a FRC:1 TH::: PEnso:: EE~l;v 

• l:UVESTIG.\Tr:O 'lrc to recclve only records 
01' COllVICTIO::S and !:OT rccords of arrests 
wboro NO CO:N!G7IO~1 was obt .. in,:d. For 
purposes of this polic~ bail ~arfeitur~s 
ore to b~ con~i=QrQd u~ convictions. Rc=ord~ 
01' crrc'st!: which h:lva no disoo:::iti"en arc 
to be released om .. Y to public n;;encics s~ch 
os listed in Paracraoh~-(J) a~ove, and THE~ 
ONLY 1'or those reosons li:::ted in B-(J). 

:::XCE:FTIO:~S TO PAMGRI,PHS 3- (1), (2), (3) ane:! 
(4) oro where the rol~ase of records is 
r~Quirod by L~V (ca. Visa, Passoores, 
l:mmicrat!en, Prison Visits). !:1 these cases 
tht" Relea!." Pi~IV-:n OR n:::;C\U::;ST ~ust bo:
ll9Tl.RIZO:!l. If' R-:!cor~s $ectier. o.:?rsonr.cl 
ruceive a ro:-quast that opp'::lrs to : .. 11 ~-!th-
1n thi- cxccpt~on cl~u~o, bu= ~oc spcci!~
cally mentioned horoin, they nr~ to o~tui:1 
cloDr~nco f'ro::: the Su~ervisor of the Rvcords 
Sc;ct;ion p'rior 4=~ honorinc tho request. 

c. J!OInbClrs of T!rI~ d"partmcnt, as tloll I!!l r::er::bcrs of 
ANY In", cni"orccr.1c"nt ;1t;c;'ncy, DS d"scribc:J in p~r~
craph :3-(;). --h::> rccci..,c deo:Jort~.::nt .. l records 1:S 
doscribed in this orden, ~RB ROT TO F~SS them on to 
~orsons nOT ~U~HCRIZ~O to rccClivc th~m under th~ 
~roYisions 01' this order. 
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Soc. 

FIGURE 4-3 

CHAPTER .107 

RECORDS 

1(;31. Records confidential. 

.§ 1631. Rccordscollfiuenti:ll 

AU criminnl :lllCl nr.mini~tl"::tti\"c records of the State Police 
and the 13111'cnu of Identification are declared to be confidential. 
except: 

1. Operational reports. Operational reports by th~ bu
reau; 

18. Open court' information. Information ma'C1c. a\'ai1uble 
In open court; 

14.. 'Penuing c~st} informa·tion. Information on pending 
cas~s which \vould not jeopardize the investigation or prosecu
tion; 

15. Further sfatistical reports. Statistical reports by Dh'i
sion of Special Services on truck \\'cights, public utility enforce
mClit and beano; 

16. Audiis. Annual audits. 
Such records othel' than the exce:r5t:ons listed may bc sub

poenaed by a court of record. 
1959, c. 223, § 1. 1971, c. 592, § 37 •. 

HIstorIcal Note 

Derivation: H.S.l!)j·j, c. 15, ~ 5-A, 
11'> ('Meted by l!l;:;!)~ c. 2:?3, § 1. 

LIbrary References 

Recorils e=>1·1. c.J.S. Hccords § 35 ct seq. 

t. 
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The provisions of 5 MRSA 341 . (Figure 4-4] establish limita

tions for the purposes of licensing on the dissemination of 

certain criminal history records [Section 5301]; establish a 

,.. ~. 

time limit of 3 years on the use and effect of certain informa

tion [Section 5303]; and establish an appeal process for an 

a~grieved individual. Each of these provisions has applicability 

in the management of crimin~l history record information. 

Both the SBI and local -departments have established dissemina

tion policy and procedural guidelines which are consistent with 

this Haine legislq.tive environment. For example the SBI issued 

.a series of policy guides in 1975 related to limitations on 

dissemination. Some of these are included in Figure 4-5. 

Restrictions on the dissemination of juvenile information 

exist throughout the Maine criminal justice system. Two policy 

examples of law enforcement agencies are' included below. 

o The June 4, 1976 General' Order 74.7 
of the Portland P.o. provides for 
limited dissemination of juvenile 
police records: 

PORTLAND POLICE DEPART~·lBNT 

General Order 74-7 May 29, 1974 

2. Juvenile Police Records 

A. Juvenile police records are NOT for 
public use and are to be released 
only to Police, Courts, and Correc
tion agencies as defined in Section 
1, paragraph B-(3) of this order. 

o The policy of the SBI is as follows: 

DATE: May 13, 1975 SUBJECT: Juvenile Records 

Effective immediately, juvenile records 
information will be furnished only to 
enforcement, correctional, or welfare 
agencies as set forth in 15 MRSA 2609. 
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FIGURE 4-4 

Cllh1"TEr: 3,1 

OCCUI',\TIONhL L1CmrSE DISQUALifiCATION ON nAS1S 
: 

OF' Cm:'lINAL rmCORO 

, § S30t. EIi~ibility for oc:cupationnllic:c~s~ or pcrmit 

r. Effect of prior c:rimin:!1 convictions. gu!Jjzct to ~tlh~r!c:tion z ':md ::rc
tions 53Ci:! iI!lel 5303, in clct('(mil\il;~ c!:g:bi1it}' for the r.r:l~::ir:G co! :lIIj' 
'occupational licensc or pcrl:1it il'l'lIccl hy t::e Sta:~, thc :!i'prCl;.dilte Iic:c~!;j::!. 
nr.cncy may tal~(' into ccnsidtori1tion co;~",:i~tioa of CCl'l:t:!1 Cr:r::l.'5 \ ... h::h h~· .. e 
110t beell sct il$ic.!e, 1::!rdCll'lctl or ~'XpU;'1g~c.!, bllt stich cO;l\'ic:io~s s1:nU l~ot 
ofcm{e az an nlltoma':c b:!r to being I:":t'nscd or permitted to pr<:cticl! a!ly 
trClde or oc:ctlp:lticlI. 

~. Certain criminal ~.::co!'ds not to be consiclered. The following crimln:!l 
records :;lla1l 1Iot be u$ecl, di:;tribtltctl or dis$cmin:::ted ill conn;?::t:on with <:\1 
1l1)Jllication for:'! license or pel'mit: 

~~ Records oC ,lrreS\ not Iolloweu by a \'iIlicl conviction; 

n., Convictions which hilve been set nsidc. p:mloned or expunged; 

C. Misdemeill10r cO;'1\'ictinn!i not ill\'oldnr: morill turpitllc!l!. tlnle~s Sllch 
~on\,jctiClIIs eli! o.:ctl), ."'nte te. tllc tr:lde ,,;- co.:cllpatioll for wlii..:h the licl!!I~e 
or l}('rll)il is scught: nnd 

D. Mi:;octnt'i1nor cOn\'ictio:l~ fo. which no jnil :;~'IH.ence (;'1:1 \'0: im!)C'~etl. 
\lnle!;s SUdl COI\\·i..::iol1~ liirc('\lr I'c!nt~ to tht' tr.\lle or ol.'cup:lIion Cor which 
(he liccn:::c or l','rtllit i~ l'Clllf.lit. 

§ ~.~o:!. Deni:!l or, re\'oc:ttion oC licenses h~C'allsc of cl'imilln\ record . 
J. Rt':\l'ol1s fot' clclIi.,!, revocation or slI"l't'nsion. Lic:cn;;ill:~ :t::rnC'il''i In:!)' 

rcfu!;c to r.r;1Il1 or n'IlC\'.', or m:,:, :-:II:;I'~:It1 or \',,\'c,l;.: :111)' O\'C'lIjl.lti.1lI:l1 li;;cnsl! 
or pt'rmit for :\I\y one (Ir r.ombill,itiol\ "f th~' fot\ll\\'illl: cnu::~'s: 

A. \\1licll th" nl'plk::nt !I:l~ IH'C'II ('om·klt'll of n CclullY. ClI' :t mis(1etnt':tllor 
'n\'Cllvini~ mllr;!l tllrl'itlldc 01' CClI' \Vili.:!1 it jail :;ClItt'lIfC 111:1)' be illl('O:;cll, :111<1 

EliCh crimin:lI conviction (Iir'ectl). re!ntcs 10 the ~r<lut' or occllp:llion for 
which the liccn~e or permit is :;ou1!ht; btlt only 

n. If tht' licensinr: :t~ency determines, i1Iter complete in'IC'~tir:;!tion, thJt 
(l,e applicJnt foO convicted 11;:)S not been slIfiiciently rehJbilitatcti to war
rant the public trust. 

~. R(:nsoll~ to be stated in wrHtnr,. The 'liccnsin~ nr:enc), sh"l1 explicitly 
,slate in writin~ the rC~lsons fOf a decisiol1 wl:ich prohibi:~ the ;:pplicil:1t fror;'1 
praclici:~r. the trilde or OCclIp:ltion if smh decisiCln is b:Jsed in • .... hole or in pJ(t 
on conviction of ;my crime t1e:.cribctl in :'\I:'sec~i.," T, f'Z!:ilr,raj1n A. For p:lr
J1C1ses or stlbsection I, parar:rOlph B, successful completion of p:,o!Jado;'1 or 
p:lfole :;upt'fvisicn, or fin:ll ui:;c\J:lrr,c from any terril oi impriso:1ment wid:CJut 
IIny sub~cCJtlent ccn ... ic::on, sh<lll con:aitll:c a rebuttable presumption oi suffi
cient l'eh:iuilitalion. 

§ 5303. Time limit on eon!;ider<ltion of prior crimin:ll conviction 

The procedures outlined in sections 5301 :lOd 5302 for the consitlc:':ltion ('IC 
prior criminal conviction ;')s an clement of fitness to pr:::ctice a lice:15ed trilce 
or occUp:ttiOll shall ;:pp:y within :I years of thi: appHcnnt's final disc!l:lrr,e, if 
any. from the correctional system, Bl!yond the 3-y~ar period, exoii enc~r 
applicallts with 110 ;!~di:iori"l convictions ;:re ~o 'ue considered in the same 
rn:mner as applic:ll1ts po:;se::ising no prior criminal record for the purposes 
or Jicensin~ decisions. 

§ 5304. Appe:lls 

Any person wIlo is ;:)gr,rievt'd by the decision or :my licensinrr :l~ency in 
possi1Jle "iolation of this ch:lpter m:ly file a s:a:c;nent oC complaint with lhe 
Adulinistrati\'e Court Juuge Ilesi~n:ltctl in ch:tpters 30t to 307'. 
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FIGURE 4-5 

DATE: Uo.rcll :u, 1?7~ SUDIECT: Crlrninal r.a cord IS 

Record!! infor:natio;l di:locmiJ1oted tr,l thin Buroou io to b3 rcot.1"i~c::1 

oxelunively to crlI:d .. no.l charGc:!, kr:! non-crl.."'1innl no't(!t.~ono cuch 

prior to $.tB loo.ving the l3urcnu. 

Dt..TE: 
Scph 8, 1975 SUDIECT: Non Criminal Justi~e A~ency 

Criminal Records Dissemination 

MTE: 

'" 

Efi'ecti\'c inur.ediately, criminal records infor:::ation .for 1'ihich. 

no final disposition has been reccivDd within one yea:r from 

date of arrest, \'/ill not be released for any purpose OTHER .'j':!:'.1i 

CRIMINAL JUSTICE. RELATED ACTIVITIES. 

Records sent to other than Criminal Justice As;encies \dll be 

stamped II This information does not include any alleged of.fenses 

t:or,wh:i:ch no i'inal di.sposition has been received by this 

Dureau \·lithin one year oi' date of arrest." 

Sept. 22, 1975 SUBIECT: Dissemination _ rron Crir.linal 
~ustice related Agencies 

In complying ,·lith records requests i'ro:n Authorized lwn 
CRnUNAL JUSTICE ae;enc:tcs, inform:ltion disseminated by this 

Bureau 1'Ii11 be limited to ch.::.rges re.flecting convictions. 

; c~ses filed, and cases without final ~isposition Hhere LESS 

: that! one year bas elapsed from date of arrest. 

i 

I • 
: Charges reflecting other than the above, such as 1'101' GUILTY, 

. DI8r·USSED, or char~es over one year old \'/ithout disposition 

or any indication that they.arc still active \'lill NOT be 
I 

.disseminated for NON criminal justice purposes • 
• I 

• •••• u 
• •• , t· •• 

D1'sf,cmination I'or Cnrr.:INAL JUSTICE related purpo!iCS l'rill 

continue to be gover.ncd by current guidelines. 
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Current Legislation 

The official and public interest in privacy and se~~rity has 

been translated into legislation passed by the one hundred and 

seventh Legislature. This legislation which provides for "the 

control or access to and disclosure of criminal history record 

information" contains specific limitaiions on dissemination which 

are similar to those conceived in the federal regulations, Title 

28 of May 20, 1975. The current legislation and the procedures 

cited put Maine in specific compliance with all the conditions 

of dissemination and other requirements in sections 20.21(a) (b) 

(c) (d) (e) and 20.22 (a) (b) (1) I (2) I (5) of Title 28, Harch 19, 1976 .. 

The specific provisions of 16 MRSA 602, 603, 604, 605 and 606 

(4), relating to the limitations .and conditions of dissemination, 

are compared to the requirements of Title 28 in Figure 4-6 and 

three sections are discussed below. 

, 
Permissab1e Disclosure 

The provisions of the Maine law which enables agencies to 

disclose information related to the offense for which the indi·-. 
vidual is "currently within the cr.~_mina1 justice system" [20.20c] 

is included in 16 MRSA 602(3). This provides: 

. '3. Permissible disclosure. Nothinq in th~s subchaoter 

phnll be construed to prevent a criminal justice agency f=om 

c1isclosin..g to the public [i1ct\lLll information concernina t!1:'i! sta,:.~ 

of an investigation, the aoprehension, arrest, release or 

prosecution of an individual, the adjudication of charqcs or the 

porrcctional status of an individual, which is reasonably cont~~~ 

ancous with the event to which the information relates: nor is 3 

criminal justice agency prohibited from confirninq prior criminal 

history record information to members of the news media or any 

other person. when in response to a soecific inquirY as to whether 

~specified date a named person was arrested or had a complaint 

information or indictment returned aaainst him or had disoositio~ 
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FIGURE 4-6 
DISSErUNATION LIMITATIONS At~D CONDITIONS 

FEDERAL REGULAT LONS AND I-1AINE STATUTES - -
DOJ Titlo 2B M':l1:ch 19, 1976 - Milinc statutes/Plan 

Section Subject Cita tion Reference Subject 
-

20.3(k) Definition, Non-Conviction Pis Plan, Page 1 Definitions, Non-conviction 
Data 16 l-lnSA 60~(1,2,3) Non-Disclosure of certain 

Records 

20.20(a) J\gency and Individual 16 ~IRSA 602(1) J\pplicability 
category J\pplicability 

-
fl O• 2O (b) lcformation category 16 

Applica~ili ty 
l-tRSA 602(2) J\pplicabili ty, Exceptions 

~0.20(c) Disclosure of·Current " 16 NRSA 602(3) Permissable Disclosure 
Status 

20.20~c) Disclosure of Specific . 
16 l-lRSA 602(3) Permissable Disclosure 

Criminal llistory 
Information 

20.21(b) Limits on Dissemination of 16 i'\RSJ\ 603 Non-Disclosure of cert~in 
r:on-Co.w ic:: tion Data Records 

20.21(b) (1) Criminal Justice J\gencies 16 HRSA 603(3,A) Criminal Justice Agencies, 
Admin. , Emp10ymunt Admin. of Justice . 

20.21 (b) (2) Ind. , Agencies Auth. . 16 ~msJ\ 603(3,D,E) J\uthorized by CO., CR. , 
Statute, erd • , E.O • Stat.:! Agencies by Statute . 
CR, CO. C.O 

20.2l(b) (3) Specified Agreement for 16 !·mSA 603 (3B) Sp.::.-::ified Agreement for 
Scrvicer. Services 

20.21(b) (4) Research, Evaluation, 16 ~1l1SJ\ 603(3C) Rc!'"cMrch, Evaluation, 
Statist!.cul purposes Sta t1stical Purposes 

-' 

20.21 (c) (1) Use by Non C.J. J\gencies 16 NRSJ\ 604 (2) Use by Non C.J. Agencies 
Li:nit€:d Lind ted 

20.21 (c) (2) No Dissemination or Sec. 16 l>IRSJ\ 604(1) Lind ts Dissemination to 
Disseminution to Non- 16 NRSA 606(4) I~l igible Individual Right. 

- J::ligib1es of Release 

'0.21 (c) (3) State/Local Governments 16 l-IRSI\. 604(lA,G) Establishes Categories of 
Determine Dissemination Eligibles to ReceiveCHRI 
Eligibility 

-
20.21(d) Juveni.le DiGscmir.ntion 15 ~msJ\ 2606, Separate nnd Confidential 

Limited 2609, 2666 Juvenile Records . ----
20.22(b) (5) ListincJ of Categories 16 MRSl\ 603(3) Categories of Non-Criminal 

of NOli-Criminal Justice 16 z..mSA 604(lC,G) justice Eligibles 
Dissemination 

----_ ... ----- ... -_." ...... -.- '.- ....... ---_ .. .. .. - .... __ .. _- ... - .' .. - .......... , ....... _ ... ' -_._---_ .... 

SBI 
Policy 

X 

X 

NA 

X 

NA 

X 

X 

Part: 

X 

X 

Part 

" 

X 

Part 



~n D c.har3in~docum~nt, provided ~h3t the information .disclosed 

is based on data excluded by~ublcction _2, and further provided 

!hat such disclosing criminal justice aa~~cy zhall disclose 

therewith any and all criminal nistorv record information ir. its 

custody or control which indicates the final cisoosition of the 

arrest, detention. information. indictment or other. charai~c 

docl.imcnt. • 

Limitations on Non-Conviction Data 

Section 20.21(b) require~ that by December ~1, 1977, d~ssemina

tion of non-conviction data be limited to four specific categories 

of recipients. This condition is now in effect. in Maine in accord-

ance with the mandate of 16 MRSA 603 which provides that: 

§ 6o~. Nondisclosure of cert~jn records 

.F.xccpt as provided in section 602, subsccti<.'ns 2 and 3, clis:;emin"tion of 
crimino'l history rtcon; inforrm.tioll. whe:tiH':- (.irectly or thrcur;h any btcr· 
ancdii\ry. which rcl~tes directly to iniorm::tion rc.~pLcting: 

1.. Ac~uittn~. A crime for which a person h:ts b-cr.;, ncquitted in nny conrt, 
but excluding ~cquit~altl by rc~son of mel:~l(!l di!ic!~se or deicctj 

2. Pardon. A crime for w11kh a p~rson h:>s been convicted in nny court 
b~t for which a full c:nd free l):lrcion has been gr.:tr."cd i and 

3. Dismissnl of cOIl1!Jl;:i:1t. indictmcnt or idcrm~~!on. A crime for which 
a persall h"5 been ch .... r:;cd by cOn1!Jbint. ir.c!ictt:'lcr:t or i:iforr.nIJo:l .. '.'!'!lch 
6ubGcqucntly h:ts be:cn d:smisscG in .my court r.nu which h::.s not b~C:1 rciniti
nted by u new or rt~!,bo;;cnwnt compl:l!nt, i:1d:c~n1cnt (.r inform(1tion L!.n:i tl:o 
d~smi:isnl too:c place t:io.dt:r circuI:~:;t:nc~3 p;cc1uding the Slate irot:l rcinl~bt
fng such crimin:ll ch;1reC; shL!!l be limited to: 

A. Crimin,,) justice i!gcncic3, for pl~rposcs of th~ ::dministration 0: crifT'.i:lcl 
justice, cxcc:?t l!1<lt :~lch dis3cmir.:ltlon I;; not au=.hori;!cd for beth ~llb5CC
(ion I and st:br.-:!ction ~. wher.: Inc Covernor •.• .. ~cn gr:.nting a £1:11 end free 
pardon cxp!c~sly prl'n':dcs th::t ti:c cri:::i~i11 hi::.tcry r~conl i:;icrm~tio:l 
relating to a crioc !Oi which th:-:t p:mic:1 h:;;; jJ~e:l gr;u:tcd sb'!il net be 
mnde aVi1i1~blc to cljmin~l justicl! ::genc:cs for purpc:cs of udministration of 
crimi nOll ju:>tice; 

B. Persons ~I~'d q~cncics pursunnt to n s!"cdf:c <!~r{'cmcnt with :l criminal 
justic(! :!£:cllcy to prcwidc scn'ic::!;; r('c:uir~d ior t}lC Qc.ir.lIlli:;trotiol! of cnm· 
inal jU:iticc pUrbLl<!I1t to that ~::rCC!nlont. Th;! ~:,rr.<::-ncnt ::i:::ll ::o::diic::lly 
t.uthol"iz-c \lCCl':;S to cat:::. limit ~l!c m:e of (b~ ... 10 m:ruc:.c:; :0:: which r,iv'-l':. 
insure tlcclIrity ,1IlU con!iGCl1li;.:1ity oC thc-c.!ata :llld~pro .. ojdc u:.nctiO:l:1 for vio-
la.lion:; lh~rcof; . 
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C. Pcn:ons and ~r:cnd{::; for ~I:e c:-!prCS3 p'Jrpo!ic of rcnes:rch. (wntur:tion 
or ttntbtk;ll iil.~ivilj,;,s !Jiir:-Hl.:mt to ... n a~r~cm('nt .with :! c:hr.itt::l justico 
lIr,cnC)', 'rho !:sl"cem!.'il.t ~h,:!! ;:;r>::cif.cclly •. tll;::Jri.,--:e ,tetc::::; t·.) dc~~. H::1it th:: 
usc of d2 ta to rcs:!<:rcl 1, (: ..... :;:UCl· ion or; !".! :!t.i~t:cd P:li~JO!:(:J, in!:urc: th~. !)(,:cur
ity and c(jn5~~,.;ntii::1ity of tht:: dn~il ~Ild p::ovidc sanctiC:la fe. violation:! there-
of;' . 

D. Pen·ons Md agencies where: authorized hy court orc1er or cO\.trt ru.le; 
and 

E. Such other state agencics \~'~;k~: 2rc .by statute or. c:':cclith;c o:der (':x
pressly c.:l!o',:ed ~rc(;;,s to s'lch ::nmmd h:::1tory rc::crdl!~h1:-r;:.:ltlon 1:1 o:d(.r 
to cnrr); 'out their 1;;Wlll1 du!ies, . 

In this provision the Maine law is somewhat more restrictive 

than the federal regulations. Section 3A further restricts the 

dissemination of information concer~ing individuals who have been 

pardoned. 

G The provisions of Sections 3D and 3E 
provide for a more res ... rictive dissemina
tion than the conditions imposed in 
Sect~on 20.2l(b) (2) of Title 28. 

Both of these conditions are consi stent ~·li th other .Ha ine sta tu tes 

and the prerogative of the State cited i;l 20.2l.(c} (3). 

Limitations on Dissemination 

. The purposes for which the dissemination of criminal hi;:-:tory 

record information is authorized are defined in 16 MRSA 604 which 
o 

provides: 

§ 604' Limitations on dissemination 

: I. Dissemination to ~g-c:1d~s, Except as pro\'id~d in sec~ion 6cr., r.ubscc
: dons 2 and 3, and inscction 603, cEssemin2.tio:1 of cd!~iar:! hi:nory record in
"formo.tion. whctr.cr directly or thro~lr;h nny interm~cli3ry. :;n.'lll be limi!cd to: 

A. Crimin~1·ju5tice agcncics, for purposes of the o.cimirli:;tration of cdm· 
intll justice; 

B. Crimbnl justice agencies, for purpo:;es of criminal jm;ticc agency em-
, . plo)"ment; 

C. Such other state ar,cncic!l which' require ci-itninnl.hi.~tor)~ record infer
maden to implement ~ st;,.tutc or e>:cc:.ltivc ·o;-der 'th~\.tc:iFr:c:;$lY refers ~o 
erimin"l conciuc:t ::~d ..:ont::ir.!: rp.quir('m~:1j;:i or ~:,(C!'ll::!Uii~ ~:,pr:r.3iy b.::sed 
upon f-uch COr.C!~lct; rrovi(:c~i, that only infu:r:i·:nF.ct:i r.c·~.,itj:::g. to. the c:l:pr::l!l
If rcCcrrcd to crimiIl:.l condt:ct t:l:ly be (iiss~:r:ill;l~cd i' .. ~ •. :.\ :': ': .•. ;. 

_ -.. .. t ... ':.-: ... : .. :1" • ·.~I 
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D. Persons anc1 C1~~ndes pursuant to ~ ~pcdjjc ~:'fecmcnt with a cdr:1innl 

l·usticc agC'l1CY to prc.\'irlc sefvicc'; rcqtllfed :or t:le :.:dtr.iair.trntion o! crim· 
11<11 justkc PUI'!;U:ltlt to that ~:.rccrr:(:!1t. TI:e ;:~rc~mcnt cl~illI s?c,=if:cillly 

J\ulhori..!~ acccs:; to d:>ta. limit the u:;~ of d~lta to pt!q.~I:jr:3 ior whjdl r.i·,'cn, 
. insure ~ccU1ity and cunliticmi:11ity 01 th~ ci~tu .:tlld provide sanctioll::! for 

violatiolli~ thereof: ." 

E. "Persons nncl (!~(lnciC'!\ for the cT.pre:>!! p!.!r!,ose of research, cv:}lc.otivc or 
f.;lti~tical w!tivitks ptil"5\l:lnt to ~n ar.rc:.'n~l.!llt with u cdlll:n~! j~3zice Hf!Cl!CY. 
The ~I{rccmcnt !;h;ll! spccHicJlly :luthorizc eCCCS5 to rl<1t:t, limit the u:;c of 
dati) to rc;.c<:rcb, cvaluativc or st;:t:~ticnl purnc:)C:~. ir.~l!rc tilt! security and 
con!identinli ty of the data and provide /j~nc tion:; for vicl:ltion:; thereof; 

F. Age:1cic!l of Stc.tc :l:1d Fcdernl Government which ;u'C nuthori::cd by 
£tilt\4t~ or c:-:ccmivc order to conou:t in\'c!;til~a~ioi;~ C:~tcrm:ll!n;; cm~loy
mCl1t t:l!itnbillty or clit:ibiJity for security cie,::·,.:-:::!!S ~11':>'.':i:l;:: nCCC:!3 to 
c1ascilico infcfmation. Crimin:!! ;lI:>ticc :Jf;e:lcic::; sl-:.:Jll by r~tlt;::; or regula. 
tions <lpprovcci by thn t~tt()rnc'r' Gl':leraJ prc!;cri; .. c :;UC:l rG".r:oi1<'.blc pro. . .... .. ,.. . 
C~Ollres ns ~rc nccss;:ry to Cl)nr:~r:1 tJlC C:':15!::i1~C 0; :>ucn ac:;cJ!cy $ !;t;!tutorl 
or cxcc\\tivc order authllri:-:ltion :tnd the idelt~itv ~:-:d n~ltho:'i~" of the n~r
E10n requcsting any cri: •• :rl.:11 !l::;~.~ry rCl:o:'d infc'frn::~10:1 in or·.lei' to ill sure 
the fI<;curity nad con!i.:icnli;:lIity of Euch jnforru::tioa; i.nu 

G. Persons nnd ogcncics when ;:uthori.::C'd by court order or court rule. 

f.l. DlG!leminntion to noncriminal justice ag-cr.dc::i. Usc of crimIn::l hbtory 
. record information tii$;;~mh:;:J.l(!d :0 noncrimi:101 justice :1r.:;C::1cics un ;mthorized 

by thi:; Gcctioa sh:lli b:~ li:nitec! to Lh:"! p~!r[lo::;r.::; for ""/bich it was r;ivcn nnd 
611n11 not be clis$cminintcd further. 

'In Maine there has been.a· history of makin9 an individual's 

record available to the individual.concerned. This open record 

., provision is recorded in 16 l1RSA 606 (4) which provides for the 

individual right of release of informati~n about himself. This 

section 'says: 

4. Right of relcase. The pro'Jisic.l~s of this 6ubch3.ptcr $harl in no V73Y be 
com:trued to limit thc rigilt of :l pC::-$or.:. to disscm:r.:.tc, to 2.ny p~n:;ljn or 
agency, criminal history rc.:ord infcrt:1z"tioll pcrt:lilling to himself. 

Juvenile Records _ ....... _--------
There ~re numerous legislative, procedural and regulatory 

restrictions on juvenile records which insure that Maine is in 

compliance \vith section 20.21(d) of the Title 28. Several law 

enforcement departments procedures were previously cited (page 

IV-IO]. Specific statutory restraints concerning juvenile infor

mation and records, ,"hich are in 15 HRSA Part 5 Juvenile Offenders, 

are included in F~qure 4-7. These citations are 15 MRSA 2606, 

15 MRSA 2609 and 15 MRS A 2666. 
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§ 2606. nccortl 

E.1ch jun'nile court ~hal[ kt'.:'p'n record or Pl'oc('cclings to be 
,knowl1 as the "jll\'c'lIik' C'OlIl'l rOl'ol'C!." It shall bC' sl~!)nl'al\) from 
nny Disll'ic:l COlII'll'Cl'ul'll:: nml it shall conlain a Iwh-[ ollllille amI 
descl'iplhm of jllWllil~ Cl1lIl't Pl'ocI'Nlint:s, incltldin;; the disi1osi
tioll oC cadi t:as~, 'l'h~ jUVl'llil:J cOllrt record may bc 11l0illt.tilll'(J 
In nlly place, pl'o\'iciL'd lllat it shall 11111 b~ OPl'll to tile inspcl'lioll 
of the general ptl!Jlic, With ilw cnn;.clll of !he jllVl'llile Cl'lll'l, t1w 

,jU\'Cilile C:Olll't rccord lllay IJ~ ('x:llllim't.! hy a p::n'l:t, gU::l1'Clinn 01' 
other IH.'I'SOI1 \\ hC!m thl! juwl1il\: (,CllII'l mir~ht c1~CIll 10 b~ din-elly 
Jnlereslcrl. 'fhe jl\\'l'lIill' cOllrl l'l'('lll'd Illay b~ u:O:l'l1 hy thl' slaW 
lll'obalioll,!ia:-o!c OniCl'I'S, I he CUIllIIl'I'l;II:C[ Cot .. ll)' .TUWIli!C Pm
b.,lioll Dl'p:ll'tIllcnl, 0\' utilCl' COITl'C'liona!, (':tfl~I'Cl':nenl 01' \\,(,!. 
{tiro &lUlhorilics as a ll1all~I' o[ COllrSt', 1\:0 l'l~c()nl of, and 110 lcs
thnony conc('rnil)~, nny P!'ot:l'et1i:l~ llmlel' ch:lpl(':':; 'l01 tn ,1On 
sh<lll be COIllI1l'flont c\'idL':lC'c in :lny I'I'llc\'eC\in~ otitl'l' than pro
ccc<1in,cf. lllllle]' c-Iwptl'rs ,101 to ·,W~), ('xc-cpt 1 hal juvcnile COlil't 

)'ccol'lls lWl'lailling 10 1110tl'li' \'chid(' \'iolatkllls by jll\'cnill's shall 
be {]'an;;mitlc:cl hy jU\'('nill' l'll1Irl,:, t(,~:cthC'1' with:l summar)' of the 
pel'linclll f;wls c,r Ihe motm' \'('hide \'iolalion, 10 the Secrclar:.' of 
Stnte, nmll>h:tll Ill' ;l(ill1i::~iiJll! in I!\'iclcncc in 1ll':lI'ill~s concluded 
by the SL'Crelal'Y of Statc rC';:arliil1~: motor \'chide \'io!aliolls 01' 

motor vehicle licc'nsC','; :1!1d l'('gi~:lJ'Hliow;, 

§ 2B00. IIc:ll'ings in JII\'CJ!!lC court:; 

'fhcl'c shall bC' 110 1(,]'1115 of the jt1'.'C'II11e C:Olll't, bllt the COlU't 
mny as~jgll 111:1(((']':'; for l1c:ll'ir'6 nl. il!; discretion, JLl'.-cnilc court 
heari..n~s shall lIot be cri!llina! in natlire ;:\Iid shhll he comlllclcd 
tcpnl'ately from nny criminal proceeding, 'rhe il('al'in6s shaJlbc 
held in n room other th:llI tile cli;;II'id COUl'll'OOm \\':'CI'C\'CI' iC'n!iiblc 
and shan be llth'ntc, ('xccpt tlwt jU\'C'nilc COllI't ·hr.al'inr::i rer::\!'d· 
fng motol' vC'hicJc violalions by j1l'.'C'llilc<; sl1:::l1 b~ public and n!:lY 
be .11e:lr<1 in the c1i:-.lrict Cc.llr~;-oom, The judt:e may :\dminislcl' 
aU oaths rcquired hy lnw, 'flip jm',::li!o may be representcd by 
nny p~I'son \'.'ho i" intel'c:;tccl 01' by CCJltn::d. -

July pcr~oll, othel' th;111 nn cllfol'c1'll1ent: correctiollal 01' ",el
Sare oflicinl [ul'llislting inform:! lioll iti ~ 11<1 cJh;clml':~'! of his ollicinl 
functions to :Iny olhcl' CI:forcement, CI):'l'cclioJlal 01' \\'clf~\'e om
cInl, who divulGes 0\' lltlbH;;hc;;, without. the con~cnl of the junmilc 
com't, the n"mc of any jll\'cnilc u:ollghL l' to be hl'C'olI;,:ht hcfol'l! 
n ju\'cniln cOllrt, 01' who, bein~ tll'(:,<cnt ;:.t nny jll\'r.It1]e court Iv:-al'
Jng which is pl'i\':ttl~, cI: ;t11~cs or 11:lb!i:,he~, withoul the CO!:!'C'llt 

or the juvenilc coml, any of lI:c mnt ten; which OCl:LIl'l'Ctl :It snitl 
benrin~ may be [Olllle! f,uilty by thn jll\'cnile C:Olll't of cl'jmitltll 
(Olllcmpt and may be pUlli~hccl by the juvcnile cOllrl acconlin;!y, 

§ 2GGG. SUllcrio. Court nppl':lil'ccortl 

'TIle rccord in th~ ~lIPCI'jOl' CO.Il't of :111 111:1\t(']'!-; transpil'i!l; 
III the SUW~riOI' Cmll'l in ca!':es hefol'c the SllllCl'iOl' Court upon :1Il 
1l.1)PNll from tlte jllcl~~I11Clll oC a jU\'C'!1i!c com! sh:11I be J't'pt !'~1):'I
rate fl'()l1l the olhel' rc'cord:; of th~ Sllpc!,iuI' Court. .Said rccc:rd 
In jll\,l'Ilife 'Ipp,..al C':J"l'::; s}1:t1l not bC! Uj1:'11 to thc illspC'ction oC the 
&ol1(.'rnl l)uhlic, \'.'itll the: CCJll:'('lll of lhe SUr;C-j'jCl' Coml, such 
reeol'd Illay he cxall1il1l'cl hy a Pill'Clll. :;llarclian 01' (lth~I' inlC'l'l'$t
~d p:u'ly, It \!lay 11\' ll.~ccl by tIre slate pl'olJ:1Lion-parolc OmCN'S, 

the ClIIllhrj'Jalld COllllty Jm'cllilC' J>1'l'b:llioll Drpartmrlll ai' oth(,I' 
eon','elioll:!!, ellforcelllrnt 01' \\'clCarc aut horil ics :IS n mattI!!' oC 
eo\tl1iC, No such l'C'C'IlI'd of the SUJll'I'hw COUl'l cOIll'cl'ning' jun.'llilt:' 
oppcnt cnscs may I1c "dmi~~ible (lS cvidl'nr.c in (lily procccdin;,:, 
OUI('X' than JlI'O,'c'nling" ullclcl' clr:lpll'r:; -10 l 10 ,1(j!), t':;c:"ptlhallhc 
Supcl'iOl' Court jllnmi}e :I{l[i(':d 1'1:(,01,,1:; pc\'lainilll! to 1Il0lOl' \'C
hlcle violatiolls by juvt'llik's shalt be t l'nn:O:llIilll'" Ity tlte SUj1el'iol' 
Com't. tOi:clhcl' wil h a :.lllnlll:ll':'; (,f the pl'rlillcnt f:lI'(s oC lite \'io
lation, to the ~1!1:I'l'laI'Y 01 Stall', and ~:I.ta1J Ill' achnir:;iule ill c\'i
denee ill Itc:tl'iw~:; conrlmlcd by !I;c SpCl'et:Il'Y or Slale I'l'!l,l\'(!in!! 
molol' vchicle violalions 01' 1Il0l0l' \'chic:le liccJ\ses antll'c;.::i:ilra- . 
tJons. 
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CONTINUING PROCEDURAL DEVELOPMENT 

within the context of the current legislation additional 

procedures and regulations will be developed to accomplish the 

legislative intent. Particular emphasis will be on: 

o Standards for access to information 

o User agreements 

c Dissemination Records [logs] 

o Notification procedures 

Standards for Access to Information 

One of the outcomes of privacy and security procedural 

development vJ1l1 be the establishment of standards for access 

to criminal history information, particularly non-conviction 

data. It is expected that 'standards will evolve from the 

evaluation'of the provisions of Department of Justice Title 

28 and Ma;ne PL763, the SEARCH model pro~osa1sf the interaction 

of the records disclosure concepts and the varied common prac

tices in the entire state. 

Information v71ll be compiled on non-criminal justice users 

which are authorized to have access to criminal history informa

t.ion. The information wil,l inclu<;1e the authorization" the 

stated requirements, the usual source of the information and 

the current method of obtaining criminal history information. 

At present, the range of methods for requesting information . 
extends from jury lists, to letters, to t~lephone calls. 

The general form for the collection of source information 

on these activities is shown in Figure 4-8., Most of the pro

fessional and occupational licensing ~equirements are included 

in Titles 4, 5, 8 and 32 of the Maine Revised Statutes. 
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Arrangements will be made for a coordinated effort with 

affl,:cted state departments and the' Attorney General to insure 

compliance with 16 MRSA 603(3E) and 16 HRSA 604(lF). 

Use of Standards 

The following actions will be considered in the authorization 

of non-criminal justice agency recipients: 

o Standards'developed ~ith the Attorney 
General will be used to determine the 
eligibility of agencies or individuals 
to acquire criminal history information. 

(.) In cases ~ .. ,hich involve- legal interpre
tation, the ad~ice of the State Attorney 
General be sought specifically. Appeals 
will be considered. 

e User Agreements will be required as appro
priate in accordance with 16 MRSA 603 
(3B, C~ E) and 16 MRS A 604 (lC, 0; E, F). 

The issuance of a user agreement form 
will serve to initiate the process 
through which an agency is certified 
as an authorized user to request crimi
nal history informabion. 

e Authority to access criminal history in
formation may include conditions in whi~h 
the agency agrees to: 

An on-site review of the agency's 
procedures to insure security and 
confidentiality. 
Refrain from secon1ary dissemina
tion of information. 
Accept a follow-on audit of infor
mation use and control practices. 

User f\greements 

Recipients of criminal history information will acquire 

status, as users, before receiving criminal history informatioti. 

In this. approach there should be no recipients of criminal . 
history information which are not covered by state law and an 
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agreement if appropriate. The approach to be taken in the agree

ments is to approximate a contractual arrangement in which the 

sanqtions and penalties imposed by 16 MRSA 605 for breach of con

ditions apply. Through the use of the agreement, the certifica

tion process, and the conditions of dissemination control, users 

can be subject to audit of procedures and security. In this ~lay 

both the integrity of the information can be maintained and the 

criminal history information source agency can be afforded pro

tection against improper use of information. 

Provisions 

It is 'anticipated that the User's Agreement will include the 

following provisions: 

.. ' 

o Executive or statutory designation of tbe 
agency (contractor) responsible for author
izing access to criminal justice and/or 
crirnin~l history information and data. 

o 'statement of responsibilities and obliga
tions of the central repository. 

o Statement of responsibilities and obliga
tions of tt~ User. 

o Provisions for initial, periodic and regu
lar audits .and inspections 

G Detailed statement establishing rights 
and conditions of cancellation of the 
agreement. 

o Provisions for indemnification of Contrac
tor (central repository) and User (veri
fied by Attorney General) • 

. f) Effective dates of au,thoriza'tion, of the 
Agreement, and .dates o£ expiration. 

o Clear and complete statement regarding 
degTee of authorization for access to cri
~inal justice and criminal history infor
mation provided by Agreement and descrip
tion of associated rights and prohibitions . 



, 

• User's acknowledgement of provisions 
of Privacy and Security Plan, associated 
documents, and Maine PL763 (1976). 

8 Clear and complete statement of rights 
to and limitations on, dissemination. 
and maintenance of criminal justice and 
criminal history information follO\ving 
authorization to access. 

o statement of sanctions, penalties, and 
administrative measures incurred upon . 
violation of the Agreement, to include 
procedures to remedy deficiencies. 

Provisions and details of security re
quirements to be observed by User. 

Requirements and standards for User 
facility, operations, and personnel. 

G Requirements and standards for logs and 
records of transactions to be maintained 
by User. 

Dissemination Records 

In· order to insure that the dissemination of criminal history 

information is conducted in a manner which will provide a basis 

for management actions; subsequent corrections and system audits, 

a dissemination log mechanism will be developed for use throughout 

the criminal justice system., 

Dissemination logs are required by 16 MRSA 606(3) to insure 

that corrected information is communicated to all prior recipients 

The dissemination record is also requir.ed to facilitate the system 

audits required by Section 20.2l(a) and 20.2l(e) of Title 28.' 

Because of the naturf'~ of the 1-iaine system it is likely that 

a simple dissemination log, coupled with the extensive personal 

k~owledge of records pe~sonnel at all levels of the system, will 

serve the immediate purposes of dissemination recording8 The SBI 

dissemination log, for example, is a model which incl,ud,es most 

pertinent dissemination data. 
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NAME: SBIfl 

RECORD DISSEl>.llNATJON LOG 'I.' . >.. .. 4' " .~ • 

NO. 
DATE COpy RECEIVING AGEI';CY PURPOSE LAST E)''TRY 

. 

For planning purposes, however, a more detailed mechanism 

will be reviewed for possible future application to meet intensi

fied traffic or additional audit requirements. This detailed 

prqcedure is included in Appendix B. Dissem.ina tion logs will be 

adapted to local.needs and practices co~sistent with meeting the 
&' 

requirements of the system. 

Notification Procedures 

It is planned that agencies which have access to criminal 

history information be made aware of the provisions and con

straints of Maine PL763 and the regulations. The Plan will pro

vide for the orientation of users and specific ~lri:tten notice 

and agreements concerning access, internal use, security and 

destruction of criminal history record information. 

The nptification proce'ss may include a If.~tter to all agencies 

to which user agreements apply, advising them of the regulations 
• 

and the provisions of the Privacy and Security Plan. This letter 

Will outline the Privacy and Security orientation program leading 

to certification as a user. 

The privacy and Security Plan has applicability in some 

degree to all components of the State criminal justice system 

includ~ng agencies not directly sUbjedt to the federal regula

tions~ An objective of the notice procedure is to insure that 

agencies are aware of the Plan and PL763 as it pertains to their 

activities. The notice procedures· may include: 
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7~-~,~,~.>~ .• ,..'l'"'_"_"~'~""-'_ ..•.. ---_-.-~._._ ...... _ ... ,._!Q!OI_"Il'I'I! __ ""I'. ., 
_--. .. __ _ • 0 _ .~"..,. ~~ IiU ». .a. < 4¢ z; at i ~;;"'"",,;;:N~R''!I'"'''''''''''H'''''I'A;''''''' .~4,,~H ..,.. ;i""~\""iWf?U04"!"' __ ""'<'PII!'_~AU,"i.~ •. e~A("'"t>!!""j""'J''':'"",~'"'¥'''!'!4@j!!;<';4I!!+9''i'!''.,,",4?,,'''""""'W{!!!!';; """. 2!'1'1. *""'. 4_""';!i!."!i... ,,,,,". -"" .. {"..;. 4'""'1,S"~""'/i""". f$ ... .,*""t.>.,...,"v~~, . '-J"'I:',"; 







I 

• A series of orientation sessions, using 
the capabilities of the Regional planning 
units 

G Review of current licensing agencies 
eligibility status 

Assessment of current dissemination 
patterns ~nd forecast needs of poten~ 
tial users 

The outcomes of the notice procedures can be: 

e Completion 'of User Agreements 

e Procedural infor~ation guides for 
continuing observance of the provi
sions of the ~rivacy and Security 
Plan and PL763. 

A catalogue of systems and users 
subject to the Privacy and Security 
Plan. 

A notice of sanctions related to 
violation of procedures 

,It is expected that implementation of the Plan can occur r 

in many cases, within the context of existing administrative proce-

dures. Maximum use will be made of "the ex'isting procedures 

currently used for example, by the court administrator [letters, 

court rules]; by the Attorney general [opinions, memos] and by the 

Clerks of court [memos] • 

• 
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v 
I N D I V I D U A LAC C E S SAN D REV lEW 

The subject of a criminal record may be in the best position 

to offer assistance in identifying and correcting mis'takes or 

significant omissions. 

Insuring the right of the individual to review his criminal 

history recori"~~n be a significant factor in establishing the 

credibility and accuracy of the information in his file. The right 

"of review can provide an additional meisure of protection from po

tential or actual harm or injury, caused by the use of inaccurate 

criminal history information. "Harm" to the individual could involve 

"his reputation in which event an action for defamation could occur. 

Personal injury could also mean deprivation of employment/ for 

example, which could be construed as a due process violation. 

The principle of individual access and revievl is complemented by 

the requirement that inaccurate or incomplete records be corrected. 

Both of these principles are now included in Maine Law, 16 MRS~ VII. 

~QUIRE!-H:;NTS 

The principle of individual access and review ha~" been . " 

recognized and incorporated in fed'eral law and the Department of 

Justice regulations. For example, Sec.tion 524 (b) of the Crime 

Control Act (P .L. 93-83) provides in part ,that: 

eoo an individual who believes that criminal 
history information concerning him contained in 
an automated system is inaccurate, incomplete 
or maintained in violation of the title, shall 
Upon satisfactory verification of his identity, 
be entitled to review such information and to 
obtain a copy of it for purpose of challenge or 
correction. 
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Department of Justice Regulations 

Section 20.2l{g) of the federal regulations requires that 

,Maine establish operational procedures to insure the right of 

individuals to review criminal history records concerning them 

(excluding all intelligence and inve'stiga ti ve files) 'for the purposes 

of challenging their accuracy and completeness. These operational 

procedures must include provisions for: 

c verification o~ individual identity [20.2l(g) (l)J 

c reviewing any criminal record iriformation, maintained 
about the individual, without undue burden to ,the 
individual or the criminal justice agency [20.2l(g) (l)J 

G obtaining a copy of sUbjc6t record £or purposes 
of challenge and correction [20.2l(g) (l)J 

o an administrative review and necessary correction 
of any claim by the individual that the informa
tion is inaccurate or incomplete [20.2l(g) (2)J 

o an administrative appeal in those cases which 
cannot be resolved bebieen the individual and the 
criminal justice agency which is maintaining the 
information [20.2l(g) (3)] 

o providing the individual,' upon request, with the 
names of non-criminal justice agencies to which 
subject information has been disseminated prior 
to correction [2D.2l(g) t4)J 

o notification of corrections by the correcting 
agency to all criminal justice agencies to which 
the information has been disseminated prior to 

'corx'ection [20.21(g) (5)J 

The extent of the procedures related to individual access 

and review are new. However I the concept of individual access a'nd 

review for purposes of appeal do~s already exist as part of 

administrative due process. Commentary on these procedures in

cludes the follm'ling I which are to be mad'e part of the planned 

procedures: , I 
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20.21(~) (1). A "challenge" 
under this section is an oral' or 
written contention by an individual 
that his record is inaccurate or in
complete; it would require him to 
give a correct version of his re-
cord and explain why h~ believes his 
version to be correct. While an 
individual should have access to his 
record for r~view, a copy of the record 
should ordinarily only be given when it 
is clearly established that it is 
necessary, for the purpose of challenge. 
Verification of identity can be 
established by the State of Maine 
[The plan proposes the use of finger
prints [all or some] for positive 
identification when ~ccessing state 
repository records.] 

20.2l(g) (5) requires that the 
correcting agency notify prior reci
pients of corrected information. Not 
every agency will have done this in 
the past, but hence-forth adequate 
records including those required under 
20.2l(e) must be kept so that notifi
cation can be made. 

20.2l(g) (6) emp0asiies that the 
right to access and review extends only 
to criminal history record information 
and does not include bther information 
such as intelligence or treatment data. 

The National Advisory'Commission Standard on the Right to 

Reyiew 'suggests that: 

Except for inte1l~gence files, 
every person should have the right to 
review criminal justice information 
relating to him. Each criminal justice 
agency with custody or, control of crim
inal justice information shall make 
available convenient facilities and 
personnel necessary to permit such re
views. 
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The National Advisory Commission standard is amplified in the 

Standards f0r Security and Privacy of Criminal Justice Information 
1 developed by the SEARCH gruup. Standard 14, Access by Individuals 

for Purposes of Challenge, includes provisions for: 

o "individual review of criminal history 
record information concerning him any
where in the State in which he applies 
in person or through counsel (14.1 a) 

o '~'" an appeal hearing ~lith or without counsel 

o a jUdicial review procedure, if appro
priate, after an administrative appeal 
hearing 

CURRENT STATUS 

Legislation changes approved in the current session include 

provision~ which will insure statewide compli~nce with Title 28. 

The provisions of l6.MRSA 606 are included in Figure 5-1. ,. 
Not only is it possible for an individual in Maine to review 

hig records but, a~ the State Bureau of Identification, there is 

a positive attftude of ~ssistance. In this respect, the indi-. 
viduals criminal history is an "ope~ record" to the individual. 

Although individual procedur~s vary among criminal justice 

agencies, this open approach is typical in the State • 

.... Central Repository Procedures 

The Maine State Police have a written operating procedure 

for individual record access and review at ·the State Bureau of 
2 

Identification which enables art individual to revie,., his record. 

1 SEARCH Technical Report, No. 13, October, 1975 

2 MSP/SBI Inter-departmental Memorandum, September 3, 1975: 
REQUEST FOR OIV'N RECORD. 16 MRSA 606 (4) affirms the right of 
an individual to disseminate, without limits i information 
about himself. 
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Flt1URE 5-1 

16 HRSA 606 

~ 606. Right to access and review 

1. Inspection. Any person or his attorney shall have the 
right to inspect the criminal history record information concern
ing him maintained by a criminal justice agency, provioed that a 
person's right to inspect or review criminal history record in
formation pertaining to himself shall not extend to data contained 
in intelligence, investigatory or other information than that 
included \'lithin the definition of "criminal history record infor
mation." Criminal justice agencies may prescribe reasonable 
hours during which such right may be exercised, the location at 
which such right mav be 'exercised and such additionc.l restrictions, 
'including satisfact;ry verification of ide~tity by fingerprint 
compar.ison, as are reasonably necessary, both to insure the 
security and co~fidentiality of the criminal history record infor
mation and to verify the identity of the person seeking to inspect 
such information. Such agencies shall supply to the person or his 
attorney a copy of the criminal history record infornation per
taining to him upon request and payment of a reasonable fee. 

2. Review. A person or his attorney may request amendment 
or correction of criminal justice record information concerning 
him by addressing, either in person or by mail, his request to 
the criminal justice agency in which the information is maintained. 
The request must indicate the particular record involved, the 
nature of the correction sought and the justification for the 
amendment or correction. ' 

~pon receipt of "such request, the criminai justice agency shall take 
necessary steps to determine whether the questionGd information is 
accurate and complete. If such investigation reveals that the 
questioned information if inaccurate or incomplete, the agency shall 
forthvlith correct the error or deficiency and advise the requesting 
person that such correction or ame~dment has been made. 

If the agency refuses to make. the requested amendment or correction, 
it shall advise the requesting person of the refusal and the reasons 
therefor. If an agen6y refuses to make a requested amendment or 
correction, or if the requesting ~erson believes the agency's deci
sion to be othenlise unsa tisfact'ory, the person may seek relief in 
the Superior Court. 

~3. Notification. When a criminal justice agency has amended 

or corrected a person's criminal history record information in re

sponse to written request as provided in subsection 2 or a court 

?rder, the agency shall within 30 days thereof advise all prior 

recipients of such information of the amendment or correction and 

shall notify the person of co~pliance with that requirement and the 

prior recipients notified. ' 

4. Right of release. The provisions of this subchaoter shall 
be in no way construed to limit the right of a oerson to,dlsseminate,. 
to any person or agency, criminal history record information per
taining to himself. 
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The individual may have acces.s for purposes· of review, cor-

'rection or appeal of his record on file with the state Bureau of 

Identification. Upon completion of a simple application card 

ISBI 3-75], and verification of identity through thumbprint and 

personal data, the record is made available for review, to the 

individual, in the Records/ID office of the Bureau. Figure 5-2 

portrays the Maine SBI form. 

Information which is ascertained to be inaccurate, inyalid 

or ificorrect i~ corrected by the SBI staff. An effort is made 

to advise all criminal justice agen~ies, Mhich have received 

the basic record, of the corrections. This no·tificatio.n a'ction 

is. based on the dissemination reoord which is maintained on the 

SBI record dissemination log. This log is i,sslustrated below: 

NAl\ffi: SBIff 

RECORD DISSEMINATION LOG 

NO. 
DATE COpy RECEIVING AGENCY PUHPOSE LAST ENTRY 

-

If the information in the record is challenged as inappro

priate, subject to expungement oi otherwise subject to ~ judici~l 
action over· which the SBI has· no control the individual is advised 

I 

of the process th~ough which corrective action should be taken, 

'or documents acquired, through legal or court action. 

At present the individual is fur·nished a copy of his r~cord, 

if he/she requests one, at no cost to the individual. 
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RECORD REVIEN FaRHAT 

MAlliE 'SThTE POLICE - STATE BUREAU OF IDENTIFICATIO;j 

I hereby request to be sho ... m my criminal reco!'d r if an" .' 
on file within the State Bureau of Identification. 

NAl-1E: OOB -
ADDRESS: 
SIGNATURE: - . 
DATE: - -

-, - " 

'. -. 
: 

SBr 3-7? (Over), Rt. Tmmlb Print 

TYPE OF C017TACT . 
- . -
IN PERSON MAIL (Check One) 

poC1.JHn1T ~~OL 

Technicians Initials , 

COPY ISSUED YES NO (Check One) . 
~ 

, 

" 

.: S.B.I. USE ONLY 

" 
Form SBI 3-75 shall be utilized Hhcnevcr on ind.ividual request~ 

, , 

to be sho\m his m·m record • 

Should the rcqu,c!3t be received by mail, the form \'lill be mailed 

to the requesting party to be filled out and returned to the 

Bureau prior to any such request being honoredo 

Form SBI 3-75 will nc filed in the individuals folder. Forms 

tor which there arc no folders "till be riled alphabetically. 

Statistics will be mnintnincd in order to a11m{ the Bureau 

to detenninc the number of such ;request,;, processed. 

MAINE ST/\TE POLiCE 
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Local Agency's Procedures 

Local police departments have had only minimal requests for 

records review. However, an increasing number of inquiries have 

been received in the last year. There are no known instances of 

an individual being denied a review, but local departments have 

expressed the need for more explicit procedures and forms. Police 

. departments currently direct individuals to the courts for correc

tive action which cannot be mutually resolved. 

Local police departments generally p~ovide an individual 

with records containing criminal history record information in 

th~ files maintained in their local jurisdiction. If the desired 

individual record information pertains to other jurisdictions, 

either in-state or out-of-state, the individual is usually advised 

of the method to obtain it •. Records or logs are not generally 

kept by local police departments pertaining to individual review. 

A' representative procedure l which has been in existence l is 

that of the Portland Police Department. General Order 74-7~ 

Hay 29, 1974 provides for individual reVie\'l in the following 

manner: 

h B. Rel~ase or review of records can only be accomp
lished as autbor~zed below: 

(l) AN I1-mrvIDU:'.L, T"HO PBR50:TALLY ... '.PFS,\RS at 
tho Infor~ation/Records Counter, p~ope~ly 
identifies himself, ~ey R~VI3~ his own per
sonal record. He ~ay take notes of its 
~ontents, but ~ay NOT ~e~ove the record. 
from tho In!~or::;ation/Reco:"ds Co:,mt~r or:
purchase copies of it. The record is to 
romain in tho custody of ~he Department of 
Police. 
PER~ON5 PHO SUB!'fIT t'RITT::'~l R::ClU35TS OR 
l~IVEijS by ~ail, seckin; releasa of their 
roco7ds arc to be advised that such requests 
or vaivers cannot be honored, unless such 
waiver is notar:!.:::ed. 11 

" 
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The pro6ess of' access to and review of individual records 
, ~. .~.' 

may require subsequeht.:· actions of notifications, record correc-

tion, or judicial review. To meet these requirements a relatively 

3tructured format will be evolved consistent with the Maine law, 

the nature of state and local agency administrative practices and 

the procedures which are already in existence. 

Any individual who satisfactorily verifies his identity 

and complies with the rules and procedur~s established for 

individual access and revie\'l in t>laine, will be permi tte.d to 

'ieyiew and obtain a copy 0f, arrest record information or criminal 

history record information concerning him. He may exercise this . , 

right anywhere in the state for the purpose of challenging the 

accuracy or completeness of his record or the legality of its 

existence. Hm'lever, the complete and current criminal history 

is th~ record maintained by the Maine State Police and individuals 

will be encouraged to review the central repository record. 

A record of individual review act~lns will b~ maintained 

as well as recorcls [logs] of dissemination actions. 

Review, Challenge and Appeal Forms 

The initiation, processing and disposition of each'indivi

dual review will be recorded on forms 'developed for these 

specific purposes'. Some examples of relevant forms and their 

purposes are as follm'1s: 

Description 

Figure 5-3 

Individual Request for Record Review 

. Delayed Review 

Completion of Ini·tial Revie\'l, and/or 
Initiate a Challenge 

Challenge Approved by Record Custodian 

Challenge Denied by Record Custodian 

·V - 9 

Form Number 

IR-l 

Part I 

Part II 

Part III 

P~r;t IVA 

Part IVB 

.<iJ ... 
".!I\",. 
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Figure 5-4,5-5 

Appeal of Challenge Denial 

Approval of Appeal 

Denial of Appeal 

Figure 5-6 

Request for out-of-State Record Check 

Verification of Identity 

-. - -------------- ----

, IR-2 

Part I 

Part IIA 

Part lIB 

IR-3 

The individual record reviei.v process is initiated by the 

individual (or his attorney if authorizcq) through the completion 

and presentation of a Request for Record Review. Using the 

example forms ( 'this \·;ould be' Part T I of Form IR~I. [Figure 5-3]. 

The individual will be positively identified, by the agency to 

initiate the review. Identification will ~enerally be by finger

print. The agency official will record the fact of verification. 

, 
Obtaining a Copy 

The revie\oling individual. may make a \vritten summary or 

notes· of the information reviewed or a copy of 'an. individual's 

criminal h~,story record may be fur'nished' to the individual by 

the law enforcement agency in which the review occurs. A 

reasonaple fee may be charged for providing copies of· the recorn. 

When the requestor has completed his revi~w' he will sign 

in the appropriate space provided on Part III of Form IR-l. 

[Page 2, Figure 5-3]. The agency official should also sign 

Part III of Form IR-l to witness the individual's signature • . 
At this point, if there is no challenge the original of Form 

IR-l will be filed in the individual's case record at the 

record repository and the individual may be furnished a copy 

of the form IR-I, III • 
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FIGUIlE 5-3 

STATE OF l·\AINE 
nDIVIDUAL REQUEST FOR CRIlUNAL HISTORY RECORD REVIEW 

PART I 

I hereby request to review my criminal history record, if any. on file 
in the State of for the purpose of determinin~ 
"lhether it 1s a:ccurate and cor..plete. (16 NRSA 606]. 

DOB~ ________________________ __ 

SSN ___________ _ 

SEX ,~~E 

MVO ~fc.f. "'~".~;;i1.ft·:'::,:·J'.,;~: 
" . '" ~·.""l ,J',{.".",,;,,:~' . .;.' .. ~;" ,:(NO.) ". .. :";~: .t~ "~4 ~'}'~,~ 

Current Address 

I understand that I will be able to 
in the office of a state or local ?ol~ce 
'working ho~rs or other announced hours. 
pay, a reasonable fee for costs incurred 
reco~d . 

Printed' Full Harne 

AKA 

(State) 

review my criminal.history record 
Depart~ent durinG normal weekday 
I understand, and am prepared to 
in obtaining a copy of my 

I am prepared to be fingerprinted by the criminal justice agency from 
whom I am requesting the record check to verify that I am the individual ' 
whose reco:-d is being requested. ?'.ll'ther, if I subsequently request a 
record check from the FBI or any other state, I a!.lthor~ze this ar,er.cy to 
fore~lard r..y fingerprints to the appropr~ate out-of-state Police Depart~en,; 
for this p~rpose as required by the state. 

Date Signature 

R. Thumb 

I 1 L. Thumb 

Technician Initials Sequence no. 

PART II 

[For Delayed Review] Sequence tIo. 

I hereby state that I am the' individual whose criminal record I· am 
requesting for reView, and further that I am the same individual who 
appeared at this office on ____________________________ __ 

Sir;nature 

Technician Initials 
(DOB) 

FORM IR-l 
.(Page 1 of 2) V-II 
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FIGURE 5-3 

PART nI 
Sequence No. ____ ~--------------

A. I have completed the r~view of my record, as reque~ted by me. 
I (do; (do not) de~ire a C?py of my record.' 

Slgnature 

A copy (was) (was nod provided to individu.:ll. 
Witness 

(Date) 

________________________________________ ~!~~~~~~~_~~_~2s~sr_~!E~s~~! __ !~~~=! 
8. I hiwe revie~lCd my record, .:IS requested by nle, and beliC!ve the following 

specific information to be incomplete or inaccurate to Lhe best of my 
knowledge : ' 

J hereby request the aforementioned items to be corrected. 
I (do) (do not) desire a copy of any record. 

S,lgnature 

A copy (was) (was not) provided to individu~l. 

(Ontel 

Form lR-l (IIIl 
Copy to IndlVldual 
Original Retained by SBr 

Request Acknowle~gcd: 

signature, Agency Oificial (Date)' 

-------~----~---------------------------------------------------------------
PART IVA 

Sequence No. ____________________ __ 

I, have thoroughly searched all cited items in Part IIlB and reviewed' 
the requests for changes in the criminal record 0: 
and find them all to be of merit. I will make such changes in the record 
within five working cays and notl!y all criminal Justice agencies "'hich have 

'previously been furnished this record and instrl.lct "hem to :;',(I;:e necessary 
changes within 30 days. ~urther, I have provide~ the indivldual with a 
complete list of all non-criminal justice agencies to which his record was 
disseminated in order that he/she may notify thee o~ the need to correct 
their records accordingly. • 

CJ ~gcncl' Officiill (Datel 

Form IR-l (IVA) 
Copy to Ind~v~dual 
Copy to all relevant criminal justice agencies 
Original retained 
-------------------------------------------------------r---------~---------

PART IVB 
S~quence Noo ____________________ __ 

I have thoroughly researched all the cited crieinal history entries 
and reviewed the rcquesL for ch~nr,es listed in Part IIro in the record of 

and find (some - all) of Lhe reouest nct to be valid 
~S~p~e-c~i~f~irc~a~l~l~y~,~t~h-e~f~ollowing items (from the list cited 1n Part IIIB of 
Form IR-l) do not appear to warrant changes to the individual's criminal 
r~cord. 

I have so notified the individual oC my decision and advised him/her 
of his/her right to appeal and the procedures to follow. 

Form IR-l (Ivn) 
copy to IndiVidual 
Originul Retained 
Copy to 

FORM IR-l 
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Initial Charlenge 

If the individual believes the record is incomplete or 

inaccurate, the contested items should be entered in the space 

provided in Section B, Part III of Form IR-I. This section of 

the form will be signed and witnessed to acknowledge receipt. 

A copy of the form will be provided to the individual. 

The individual request for correction, and supporting 

evidence and documentation vlill be revie\ved by the record 

repository by search, verification and matching of all pertinent 

records. Ttie results of the search will lead to either approval 

"of the request or disapproval of the request and notification 

to individual of appeal procedures. 

If a criminal history record, maintained by the MSP/SBI 

or a local law enforcement agency is successfully challenged 

and the record deficiency is the result of a law enforcement 

error the correction"will be ma~e by the MSP/SBI or the local 

agency. 

If, however, it appears that the record deficiency is 

based on court information the challenge will be referred to 

the office of Court Administrator for review and action in 

accordance with established court procedures. . . 

If the request for correction is approved the following 

actions are taken: 

" appropriate changes are made in the indi
vidual's criminal history record 

• the individual is advised 

& all criminal justice agencies to which the 
info~mation has been'previo~sly disseminated 

·are notified of the changes in the record 

the individual is provided with a list of 
any non-criminal justice agencies to vlhich 
"dissemination has been made 

o the local criminal justice agency will 
destroy the uncorrected version of the 
record. 
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The decision of approval can 'be made on Part IVA of the Form 

IR-l.[Page 2, Figure 5-3]. The Form IR-l is signed by an agency 

official, the original is logged and filed and a copy of the Form 

is provided to the individual. 

If the request is not approved the actions are: 

e the individual is notified of the 
decision 

c -'" the individual is notified of his 
". right to appeal 

-
The disapproval decision can be recorded on Part :IV of 

Form IR-l. [Page 2, Figure 5-3]. 

Appeal of Disputed Decisions 

In accordance with the provisions of 16 MSRA 606 an indi

vidual may seek relief of a disputed corrective action through 

the superior court •. Figure 5-4 is an example of the format 
',. 

which could be used to enter an appeal to the court and to 

record the decision and initiate the actions directed by the 

court. Procedures and formats \vill be developed with the 

office of the Court Administrator: 

In the appeal sequence, the action is initiated by the 

individual using Part I of Form ~R-2 [Page 1, Figure 5-4]0 

At the completion of court appeal hearing, Part II of Form 

IR-2 .[Figure 5-4] is completed by the Clerk of the Court 

, stating the decision of the court. A copy of Form IR-2 is 

provided to the individual, a copy is retained by the Clerk 

of the Court and the original is forwarded to the record 

repository for retention in the individual's record. 

If the appeal is granted the contested record, or portions 

of the record, will be amended or deleted in accordance with 

the directions provided. 
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FIGURE 5-4 

STATE OF l-l!\IllE: 
INDIVIDUAL APPEAL OF DECluION 

PART I 

TO: Duperior Court, State of 1-1aine DA'1'E: 

FROM: ~EQUENCF.: 

dC5ire to appeal the action of the 
('Agency) 

I 

, which decided not to change, a~end, 

or delete certain specifically identified. information in my criminal 

history record, as requested by me on In denyin'g 
(DClte) 

my request, the agency provided me \"ith guidance on the appeal proccdure 

and a copy of their decision (attached Form IR-l IV-D). I have reviewed 

the appeals procedure and am prepared to attend and participClte in a court 

h~aring,on the issues still in contention. 

I hereby affirm thClt I am the individual whose record I am requesting 

to be amended or altered and further, that I am'the same individual v:ho 

processed the Form IR-l with my name and signature appeClring on it, 

dated 

ATTACH: Signature (dClte) 

COpy FORM lR-l (lVB) 

Form IR-2 (I) Page 1 of 2 
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FIGURE ~5--~4--------------------~------~---

SThTI:: Or' r,1J\INE 
• ACTION OF ·SUPEHIOR COURT 

PART IIh 

TO: I'L,\INE S'l'l\'l'E POLICE Date: 
SThTE Dum::l,U OF IDENTIFICATION 

}'ROH: Seql1.enCe No. _________ _ 

The State of l,laine Superior Court has heard the appeal applica-
tion of , dated ' , pertaining to changes in sUbject's 
individual criminal history records and finds that .thesc records should be 
ch~n~cd as ~escribed ~eJow: 

Corrections to the criminal history records or this subject maintained 
in your hg~ncy must be mada within 30 days and all prior criminal justice 
agency recipients of the record must be advised to take similar action 
within 30 days. The individual has becn furnish~d a list of p:ior non
criminal justice agency recipients of lhe record so as to allow thesa 
changes to be made in those records, as well.. 

Form IR-2 (IIA) 
Copy to Individual 
Copy retained by Superior Court 

• Original to 
Encl. IR-2 (I) 

PART IrB 

Signilture 
Clerk of the Court 

Signature 
Individual 

(P!l.te) 

(Date) 

TO: HAINE SThTE POLICE 
SThTE DURCAU OF IDENTIFICATION 

FROH: 

Date: _______ ~ __ ---------

Sequence No. ______________ _ 

The State of Haine Superior Court hCls heard the appeal appli-
cation of , dated , pertaining to chanr.es in tr.a 
subject's ~na~v~aual criminal h~story record and bas~d on the information 
presented to this court, finds that there is not sufficient cause to . 
change, modify or delete tho contested data Which now ap?ears in the "recprd. 

The 'subject h~s been informed of this decision. 

Form IR-2(IIU) 
Copy to IndivjduCll 
Copy retained by Superior Court 
Original to 

Enc1. IR-2 (I) 

V 16 

Siqnature 
Clerk of the Court 

Signilture 
Individual 
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(Date) 

(Date) 
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If an appeal is denied by the superior court the individual 

will be advised of this action. If an appeal is denied by an 

Administrative Appeals Board, the individual will be advised of 

the action and the procedure for obtaining relief through the 

super ior court. . 

If it is determined that an intermediary administrative 

appeal mechanism is needed in the state, this procedure can 

include application to a 'State· Board of Appeals. Figure 5-5 

portrays an example. of appeal procedure formats modified for 

this purpose.' 

Out-of-State Inquiries 

The federal regulations do not currently include guidance 

on inter-state procedures for individual access and review. 

However, in instances in which an individual makes a request to 

review records of an 0ut-of-state agency, the review process 

can be initiated by the individual filing a request for Criminal 

Hi~tory Record Review, using Form IR-l. 

Following this filing and positive identification, a . 
records re~uest could be forwarded to the out-of-state agency 

using Form IR-3. Request for out-of-State Record Check. 

[Figure 5-6)-. Enclosures to the ,addressee could include 

fingerprints and Form IR-l, Part I. Upon receipt of the re

quested information, assistance could be provided to the indi

vidual involved to the extent possible. 

Challenges to information provided by out-of-state agencies 

would be addressed by the individual to the appropriate authorities 

in the state holding the records • 

. . 
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FIGURE 5-5 

STATE OF HAINE 
INDIVIDUAL APPEAL OF DECISION 

PART I 

DATE: 

.. ;.,. 

SEQUENCE: 

I hereby exercise my right to appeal the action of the 
(Agency) 

______________________________________ , which decided not to change, a~end, 

or delete certain specifically identified information in my criminal 

history record, as requested by me on In denying 
(Date) 

my request, the agency provided me with guidance on the appeal procedure 

and a copy of their decision (attached Form IR~1 IV-B). I have reviewed 

the appeals'procedure and am prepared to attend and participate in a 

hearing on the issues stIll in contention and i.understand that my only 

appeal of the results of this hearing, if unfavorable to me, is through 

formal judicial action through the Superior Court. 

I hereby affirm that I am the individual wh~se record I am requesting 

to' be pmended or altered and further, trrat I am the same individual who 

processed the Form IR-l with my name and signature appearing on it, 

dated 

ATTACH: Signature (date) 

,COPY FORB IR-l (IVB) 

Form IR-2 (I) , Page 1 of 2' 

V -,,18 
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FIGURE 5-5 

STATE OF HAINE 
ACTION OF STATE BOARD OF APPEALS 

PART IIA 

TO: l-lAINE STATE POLICE 
STATE BUREAU OF IDENTIFICATION 

FnOl-!: 

" Date: 
'. 

Sequence No. ______________ _ 

The Privacy and Security Board of Appeals has reviewed the appeal applica
tion of , dated , pertaininq to changes in subject's 
;ndividual criminal history r":"e-=c-=o-=r=-d;-s--a-n-d finds that these records should be 
chan5cd as described ~elow: 

Corrections to the criminal history records of this subject I:laintained 
in your Agency must be made within 30 days and all prior criminal just~ca 
agency recipients of the record must be advised to take similar acticn 
within 30 days, The individual has been furnished a list of prior non
criminal justice agency recipients of the record so as to allo\~ these 
changes to be made in those records, as well. 

Form !R-2 (IIA) 
Copy to Individual 
Copy retained by Board of Appeals 
Original to 

Enel. IR.,.2 (I) 

Signature (Date) 
Chairman, P&S Board of Appeals 

Signature 
Individual 

(Date) 

------------------------------------------------~-----------------------------

PART IIB 

'l'0: l,lAINE STATE POLICE 
STh'].'E BUREhU OF IDENTIFICATION 

FROH: 

. . 

Date: ____________________ ~----

Sgquence No. __________________ __ 

The Privacy and,Security Board of Appeals has review~d the appeal appli-
cation of ~ dated , pertaining to chancres in the 
subject's ~nd~vldual criminal n~story record and based ~n the in~ormation 
presented to this board, finds that there is nOL sufficient cause to 
change, modify or delete the contested data wh~ch now appears in the record. 

The subject has been informed of this decision and the right and 
procedure to appeal this decision through the Superior Court. 

Form IR-2(IIB) 
topy to Indlvidual 
Copy retained by Board of Appeals 
Original to 

Encl. IR-2(I) 

.' 
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Signature (Date) 
Chairman, P&S Board of Appeals 

" 

Signature 
Individual 

(Date) 
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FIGURE 5-6 

MAINE STATE POLICE 

STATE BUREAU OF IDENTIFICATION 
OF THE STA'r.E OF 

RE: ________________________ __ 
DPOB~: ______________________ __ 

SSAN: ____________ ~------~--
FBI NO: ____________________ __ 

Dear 

The above referenced individual has mnde a request, in accordance 
with the provisions of Section 20.2l(g) 6f the Department of Justice 
Reg'ulations, Title 28, to reviCl-l his/her criminal history recel'd for the 
purpose of challenge or correction. He has requested the assistance of 
this agency in acqu~ring a copy of his/her criminal history record as it 
pertains to ·events occurring within your jurisdiction. In accordance 
with current procedures an initial determination of the individual's 
identity has been made, a full set of fingerprints is enclosed for your 
purposes.' 

If you \'lould provide this dc!,artr.;ent \-lith a copy of the relevant 
criminal history record informaLion Lind the costs incurred for search 
and reproduction, we will assure proper review by the individual 

In the event that the subject determines that a challenge is desired 
by him/her it would be helpful for the individual ,to be a",.are of, the 
appropriate procedures ,[in accordance with Section 20.21(g} of Title 28J 
by,which he can exercise this right within your state. If you would 
inclu.de a copy of these procedures, they will. be provided to the requesting 
indiv'idua.l alon~ with the fonlarded criminal history information. 

Your assistance in this matter is appreciated. 

Enclosures: 
Fingerprint Card 
Form IR-l (Part I) 

Form IR-3 

Sincerely, 

J.tSP/SBl Representative 
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Public Reporting of Procedures 

Upon implementation of the Privacy and Security Plan, a 

public education program can be -initiated for the purpose of 

informing Maine citizens of the right to review and challenge 

criminal history data pertaining to them. The prog~am could 

include procedures describing how and where individual reviews 

can be made, the costs involved, and any other information 

necessary to allow access without undue burden to criminal 

justice agencies or individuals. 

o 

.. 
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AUDIT AND PENALTIES 



VI 

A U D I T AND PEN A L TIE S 

REQUIRE1-1ENTS 

The federal regulations require two kinds of aud'i ts I a system

atic audit and an annual audit. The systematic internal audit is 

required by Section 20.2l(a). This audit is intended to insure 

that criminal history records are compl'ete, accurate, and current. 

The annual audit is required by section 20.2l(e) of Title 28. 

This audit is intended to insure that there is adherence, by the 

p~rticipating a.gencies, to the regulations and operating procedures. 

In support of the audit activity, the federal regulations 

r~quire that records be maintained which will facilitate the 

accomplishment of audits. Dissemination logs, discussed in 

ChapteF' IV, are part of this requirement. 

Systematic Internal Audits 
" 

Systematic internal audits are. to be. independently conducted 

by agencies \ihich main:tain criminal histoLY information. The sys

tematic ~udit is a regular on-going quality control procedure. 

The systematic internal a~dit progFam may include the follow

ing system qualitative goars: 

o Accuracy of vital and initial entry data, 
9f disposition entry, and of all data 

- modifications and deletions. 

• Completeness of vital and initial entry 
data, or disposition entry, and of all 
data modifications and deletions. 

o Timeliness of data submission, disposition 
entry, notifications of incomplete or 
erroneous data, and of authorized modifica
tions and deletions. This includes correc
tive action with regard to delinquent d~s-
positions. . ' 

o Control of criminal justice and criminal 
history record inf:ormation and monitoring 

'of the criminal justice information system. 
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Annual Audit 

The purpose of the annual audit is in effect, to determine 

whether the system is working the way it is supposed to. Section 

20.21(e) requires the following: 

(e) Audit. Insure that annual audits 
of a representative sample of state and local 
criminal jus'tice agencies chosen on a random 
basis shall be conducted by the State to 
ve~ify adherence to these regulations and 
that' appropriate records shall be retained 
to facilitate such audits. such records 
shall include, but are not limited to, the 
names of all persons or agencies to whom 
information is disseminated and the data 
upon which such information is disseminated. 
The reporting of a criminal justi~e trans
action to a state, local or federal reposi
tory is not a dissemination of information. 

A program of annual auditing to include a representative 

random sample of the State criminal justice user agencies is to 

be developed to evaluate the accuracy and completeness of the 

da~a being maintained and the extent of adherence to the plan 

and l,egislative requirements. 

CURRENT STATUS 

Although there is not a formally designated audit program 

in the Maine system, there are procedural activities in the 
, 

State Bureau of Identification and the local departments which 

can be characterized as a systematic audit. 

Daily verification, validation a-nd accuracy checks are 

applied to information in the SBI and other large records 

activities. In addition, the SBI, through the use of the Form 

SBI:1-75, performs a major continuing audit of information 

.entering the central repository. Delinquent disposition audit

ing occurs each time a new entry is submitted on an existing 

c~se and additional delinquent procedures are being developed. 
. I . 
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A similar process of continuing verification in the larger 

.departments includes validation of cross referenced information 

in case files and indices. 

In order to comply with the quality control factors necessi

tated by the collection, maintenance, .and processing of criminal . 
justice and criminal history record information, ind~vidual 

agencies have in effect impLemented systematic internal audit 

procedures uS.ing the qualitative g(jals described above as the 

procedural guide. The procedures for achieving these qualita

tive controls may also include the follow~ng activities: 

\ 

. , 

.. 

'0 

Daily monitoring of criminal justice and 
criminal history data collected, processed, 
and transmitted. 

Periodic or daily. review of data trans
actions, source documents and information 
submitted to prosecutors and courts. 
Monitoring may be periodically followed 
up by specific internal audits of these 
actions and documents. 

General care in the destruction and dis
.position of documents which are outdated 
or no longer of val?e. 

Frequent quality sampling of system opera
tions, source documents and products . 
Close supervision of tasks being performed 
by system pers~nnel and reports submitted 
by officer~. . 

o Vigilance with regard to, and inspection 
'of,' compliance with system and facility 
security regulations and records manage
ment procedures. 

G Dissemination logs are maintained in the 
SBI and are being developed for other 
activities. 
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Although the current legislation [Maine PL763] does not 

address the audit function, audit may be implied in the provisions 

which define responsibilities. In addition 25 MRS A 1631 (16) does 

cite audits. (annual audits) as a condition of the records manage

ment of the SBI. 

Together these elements provide the basis for accomplishing 

the systematic and annual audits of the Maine System. However, 

the actual a?comp1ishment of the audits required by the federal 

regulations w{i1 require additional m~npower and funding resources. 

Proposed Procedures 

A representative random sample of the Stat6 criminal justice 

agencies will be conducted to evaluate the accuracy and complete

ness of the data being maintained and the extent of adherence to 

the plan and legislative requirements. 

Ratios for selection of audited agencies will be used and 

will consider the ~epresentation of various component type 

agencies in the criminal justice system (police, courts, etc.) . , 

the volume of Cril:lina1 history use, geographic distribution and 

size of dep~rtment. It is expecteo that' non-criminal justice 

agencies \'lil1 be audited as appropriate. Volume of use of . 
criminal history information will be the major basis fo~ 

stratification of the annual sample. .The State Bureau of 
I 

Identification an9 LEAA funded agencies will be audited every 

year. In addition, ad ,tloc audits of problem agencies \·Till be 

conducted, as needed. 
. 

The annual audit can be used to evaluate the effectiveness 

of the entire range of operational procedures described in the 

Privacy and Security Plan. 

In this .... ..,ay the audit can be conducted on several levels. 

For some agencies the audit can include an examination of com

pliance with all procedures. On another level, specific proce

dures, such as th~ maintenance of 4issemination logs, can be 

exaniiped. 

'VI - 4 

; C!1 ... 14Q(}',,;c.;,. JP,'_' he, "' i¥idl .. n,') II, . ~(H'tl"",¢I,.'f;_ 



\, 
"'V ,2 

" 

. Annual Audit 

The annual audit will be 'an examination of the extent to . . 
which the system, and participat'ing agencies, are operating in 

compliance with Hainc PL763, the federal regulations and the 

procedures set forth in the Privacy and Security Plan. 

When the Annual Audit Program is completely formulated and 

operational it is planned to include the follovling elements: 

o Designation of Responsibilities 
including Quality Control Officers 

o Announcement procedures 

o Agency sampling techniques 

• Records sampling procedures 

G .pn site visit procedures 

observations 

check lists 

audit lists of sampled record~ 

o Site manager 'critique 

o Follow-up procedures 

o Training and technical assistance 
capabilities and s'ched.:lling 

• Management information control $ystem 

The audit program should include the capability to perform 

system audits of: 

o Procedures 

III Records 

o Dissemination Controls 

o ,Security 

. " 
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There will be occasions when 'deficiencies are of sufficient 

seriousness or gravity that a special aUdit"is needed. This non

routine {or ad hoc) audit may be conducted by the SBI audit team 

on an intensive basis to identify and correct the specific causes 

of loss of quality control. If there is a serious problem which 

seems to indicate a major system deficiency, this may be cause 

for schenuling a complete annual audit at this time. 

Audit Standards 

Standards for audits of the criminal justice system will be 

developed in coordination with the state o~ Maine Department of 

Audit and the Attorney General. Standards for audit can be 
, . 

adapted from the Standards for ~udit of Governmental Organizations, 

Programs, Activities and Funstions (1974), developed by the U.S. 

Comptroller General. Examples of these standards mOdified for 

criminal justice audits are included in Figure 6-1. 

General Procedures 

,The audit program is to be described to individual agencies 

in regular intra system communica~ion media, during training 

sessions and in other communications. Individual agencies to be 

audited, are to be advised prior.to site visits. 

The auditor is to be furnished with documentation and infor

mation concerning the individual agency. In addition, he will 

. have available detailed copies of the criminal history informa

tion furnished by the SBI to the agency and with checklists which 

are subsequently correlated to a AGENCY AUDIT REPORT. Auditors 

will use a check list of DOJ regulations and PL763 to examine 

compliance with relevant provisions"including record accuracy 

and completeness; disposition reporting~ systematic audit pro

cedures; dissemination records; security provisions and the 

individual right of access. 

will be physically examined. 

Source documents, records and logs 

Records will be reconstructed from 

the source document to current disposition. Tracking of documents 

through the sy~tem will be conducted. 
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FIGURE 6"'1 

AUDIT STANDARDS 

GENERAL STANDARDS 

1. The full scope of an audit of a criminal justice 
program, function, activity, or organization should 
encompass the follbwing in the context of the Maine 
Privacy and security Plan~ 

a. An examin~tion of criminal history trans
actions/, records and reports, including an 
evaluation of compliance with applicable 
laws and regulations. . . 

b. A'~eview of confidentiality and security in 
the use of criminal history records. 

c. A review to determine' \"rhether desired results 
are effectively achieved. 

In determining the scope for a particular audit, 
responsible officials should give consideration to 
the needs of the potential users of the results of 
that audit. 

2. The auditors assigned to perform the audit must 
collectively possess adequate professional profi
ciency for the tasks required. 

3. In all matters relating to the audit work, the 
audit organization and the individual auditors 
shall maintain an independent attitude. 

4. Due professional care is to be ~sed in conducting 
the audit and in preparing =elated reports. 

EXAMINATION '?\ND EVALU1\TION STANDARDS 

1. work is to be adequately planned. 

2. Assistants are to be properly supervised . . 
3. A review is to be made of compliance with legal 

and regulatory requirements. 

4. An evaluation is to be made ox the system of internal 
control to assess the extent it can be relied upon to 
ensure accurate information, ~o ensure compliance 
with laws and regulations, and to provide for efficient' 
and effect~ve operations. 

5. Sufficient, competent, and relevant"evidence is to be 
ob~ained to afford a reasonable basis for the auditor's 
opinion~, judgements, conclusions, and reco~~endations. 

Adapted from Standards for Audit of Gov0rnmental Orqanizations, 
Programs, Activities un-cf FllIict~ons, comt>troller -General of the 
United states, January 15, 1974. 
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FIGURE 6-1 

REPORTING STANDARDS 

1. Written audit reports are to be submitted to the 
appropriate officials of the organizations re
quiring or arranging for the audits. Copies of 
the reports should be sent to other officials 
who may be responsible for taking action on audit 
findings and recommendations and to others re
sponsible or a~thorized to ,receive such r~ports. 
Unless restricted by law or regulations, copies 
may also be made available for public inspection. 

2. Reports'are to be issued on or before the dates 
sp~cified by law, regulation, or other arrangement 
and l iri any event, as promptly as possible so as 
to make the information available for timely use 
my. management and by legislative officials if 
appropriate. 

3. Each report shall: 

a.' Be as concise as possible but, at the same 
time, clear and complete enough to be under
stood by the users. 

b. Present factual matter accurately, completely, 
and fairly. 

c. Present findings and conclusions objectively 
and in language as clear and simple as the 
subject matter permits. 

d. Include only factual information, findings, and 
conclusions that are adequately supported by 
enough evidence in the auditor's working papers 
to demonstrate or prove, when called upon, the 
bases for the matters reported and their correct
ness and rcasonableness.- Detailed supporting 
information. should De included in the report to 
the extent necessary to make a convincing pre-
sentation. ' ", 

e. Include, when possible, the auditor's recommen
dations for actions to effect improvements in 
problem areas noted in his audit and to other
wise make improvements in operations. Informa
tion on underlying causes of problems reported 
should be included to assist in implementing or 
dcvis~pg corrective actions. 

fo Place primary emphasis on improvement rather than 
on criticism of the past; c::::itical co;r.J.lcnts should 
be presented in balanced perspective, recogn~z~ng 
any unusual difficulties or circumstances faced 
by the operating officials concerned • 

. , 
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FIGURE 6-1 

Identify and explain issues and questions 
needing further study and consideration by 
the auditor or others. 
Include recognition of noteworthy accomplsih
ments, particularly when management improve-
ments in one proqram or activity Inay be appli-
cable elsewhere. - . . 

Include recognition of the views of responsihle 
officials of the organization, program, function,' 
or activity audited on the auditor's findings, 
c'onclusions, and recommendations. Except \\'here 
the possibility of crime or other compelling 
rea~on may require different treatment, the 
auditor's tentative findings and conclusions 
should be reviewed with such officials. When 
possible, \·,i thou t undue delay, their views should 
be obtained in writing and objectively considered 
and presented in preparing the final report. 

Clearly explain the scope and objectives of 
the audit. 

state whether any significant pertinent informa
tion has been omitted because it is deemed pri-
vileged or confidential. The nature of such in
formation should be described, and the la\." or 
other basis under which it is withheld should 
be stated. 

4. Each audit report containing financial reports sholl: 

a. 'Contain an expression of the dudi tor's opinion 
as to whether the innormatian in the financial 
reports is presented tairly in accordance with 
generally accepted accounting principles (or 
with other specified accou!'ting principles 
applicable to the o~ganization, program, func
~ion, or activity audited), applied on a basis 
consistent witH that of the preceding reporting 
period. If the auditor cannot express an 
opinion, the reasons therefor should be ztated 
in the audit report. 

b. Contain appropriate supplementary explanatory 
information about the contents of the financial 
reports as may be necessary for full and informa
tive disclosure about the financial operations of 
the organization, program, function, or activity 
audited. Violations of legal or other regulatory 
requirements, including' instances of non
compliance, and material ch~nges in accounting 
policies and procedures, along with their effect 
on the. financial reports, shall be explained in 
the audit report. 
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Upon the completion of the audit, a written list of necessary 

corrections to acheive compliance will be given to the agency head. 

The agency head will review the discrepancies list with the 

auditors and annotate his receipt of the list to certify that 

corrections ~an be made, as not~d. 

The program is designed to be a constructive audit in which 

the agency can indicate problems and needs as well as requests 

for assistance. The au~itor docum~nts compliance and needs as 

well ~s discrepancies. In addition to providing a record of the 

agency's status the audit is instructive and could lead to sub

sequent training, technical assistance and corrective action. 

The results of the audit can be recorded on an Agency Audit Report 

. which "is included as Figure 6-2. 

Follow Up Actions 

The credib.l.lity of the audit program is established booth 

through the expertness of the audit process and by the thorough

ness of follow up actions. The audit program should include 

both immi.::dia te follOv1 up I such as on site assistance, and a 

written follow up describing defic~encies or discrepancies \~hich 

require corrective action by the responsible individual. 

Management Information 

The histories of agency audits are recorded in an Agency 

Audit Record (Figure 6-3). This record is designed to accumulate 

status information, corrective aC'cions and follow up transactions. 

The record can be used for subsequent actions or as a suspense 

system to insure that-audit actions are completed • 

. Audit Trail 

" An audit of the total system, from the federal legislation 

to an offense or incident report at the smallest police depart

ment, can be made by examini~g the following categories of 

reference information: 
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FIGURE 6-2 
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FIGURE 6-3 
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.' Operating and Dissemination Record 
Documents 

o Files and Records 

o Data Elements 

G Data Source Docrnnents 

Figure 6-4 portrays the elements which could be examined at 

each agency in an evaluation of system con~ist~ncy and compliance. 

Specific Procedural Audit 

The procedural audits will be primarily directed toward the 

specific examination of the way information is managed to insure 

accuracy, comp~etenessl timeliness and control., This trail will 

generally examine file types, individual records, data elements 

and sources. For example, ~he information ,in an individual sub

ject file in the state central repository can be examined in 

terms of origin, validity, completeness, uses and status. This 

trail will lead from the SBr to the originator, to the criminal 

justice agencies with which the subject has been involved and to 

~g~ncies which have acquired information about the individual. 

The basic information route is through the SBI disposition 

procedure. The second route is through the dissemination log 

procedure. In each case the focus in on the individual record 

and the ~inksare through State identification numbers and 

sequence numbers ,.,hich are recorded at each 1e..,el of activity. 

This type of audit trail is portrayed in Figures 6-5 and 6-6,. 

which briefly portray what the auditor can look for at the 

state Bureau of Identification and operating agency levels •. 

. Security audits will follow a similar and related pattern. 

It is possible to follow a controlled document, such as a trans

sc~ipt [rap sheet], from the state central repository, through to 

'the final user and to determine the date and nature of destruc

tion of the record. 
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FIGURE 6-4 
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FIGURE 6-4 

PRIVACY AND SECURITY AUDIT ELEI-.1ENTS 
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Penalties and Sanctions 

penalties are specified in section 20.25 of Title 28' 

"Any agency or individual violating 
-subpart B of these regulations shall 

be subject to a fine not to exceed 
$10,000. In addition, LEAA may 
initiate fund cut-off procedures 
against recipients of LEAA assist
ance. 

I.e Haine 'Public La},~ 763 there are tvlO penalties specified 

~0 criminal history record information. 

(; In 16 MRSA 605 there is a provision 
related to dissemination as follows: 

','jS. Unlawful dissemination 
;' , 

~ ;'. • Offense. A person is gUilty of unlawful di,sscmin:1tion if he intentional
, '.>r ];J)owingly dis:;cminatcs crimin<1l history r.ccord iniormaUon in violation 

. I '/ ny of the provisi,ons of this subch<lpter. 
·,.,'i' 

, (;Iassifica lion. Unlawful c1isscll1in<ltio)l is a Class E crime. 

In 25 MRSA 1550 there is a penalty 
imposed for failure to comply \'li th 
reporting procedures. as follm-1s: 

Violnticn3 

anticipated that these penalties, and other sanctions 

appropriate, will be included in the agreements developed 

.ri~cd users of criminal history information. 
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VII 

SEC URI T Y 

Although there have been very few kno\,ln incidents in the . 

state involving the loss or destruction of criminal justice 

records, other than as a result of accident, the potential for 

such occurrences continues to exist, and could increase in the 

future. 1 To insure that the subject' remains a matter of con

tinuing attention, additional security actions are underway 

or will be planned in criminal justice records facilities, the 

State Bureau of Identification, and other areas'in which criminal 

history records are maintained or processed. 

This chapter includes a discussion of 'the following elements 

of security: 

G Requirements of Title 28 

o Current Status 

a Security Program Guide 

o Schedule of Implementation 

The concern in this ~hapter is w~th the general concepts of 

developing and rr .. ;lintaining a security program as a substitute 

for the 'separate fragments which provide the current guidance in 

this area. The implementing methods, costs, aQditional research 

and analysis, and detailed regulations will be developed by 

December, 1977. There is a typical schedule in the chapter 

which can be used as a model for actual or selective implementa

tiono 

REQUIREHENTS 

The security requirements for both automated and non-automated 

system operations are defined in section 20.2l(f) of Title 28, March 

19, 1976. 

IFor example see latest (Fen., 1976) FBI,data on bombings of 
criminal justice facilities; curr~nt Congressional hearings; and 
GAO Report [Hay 1976] on security vulnerability of computers in 
the Federal Government. 
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A iisting of these requirements{ portrayed against a current 

status summary in Maine, is included in Figure 7-1 with source 

references. This il1u~tration'also includes references to Chapters 

in the Plan in which the requirements are addressed. Although the 

requirements related to computer operations do not pertain in Maine 
. . 

at this time, they are included as guidance for the ongoing develop-

ment of the OBTS effort and related components of any computerized 

cri~inal history (CCH) elements, or system, which evolves. 

As indicated in Figure 7-1, Maine systems are generally in 

compliance with federal regulations. The areas '\vhich require 

additional actions are identified. The central repository [SBI] 

meets current requirements and additional securi.ty measures are 

planned. , 

CURRENT STATUS 
. 

Maine criminal justice agencies, like other public activities 

in Maine, have not·generally been subject to the hostile eriviron

ment which characterizes the relationships of many urban communities. 

As compared to the "fortress" approach local la\v.enforcement depart

ments ar~~ .inclined to be accessible integral parts of the community. 

The Portland Police Department buildi~g, for example, is a model 

of open, mod~rn, community oriented architecture. As another 

example,'the ancient Penobscot county jail is being remodeled 

[with the assistance of LEAA-MCJPAA funding] as a·people-orien~ed 

county detention center. 

This characteristic of openness and the dedication, of the 

cri=ninal justice system, to the principle of "fairness" are' 

significant. elements 0f system "security". 

The catalogue of agency physical security feat.ures throughout 

the state range from excellent to barely adequate. Security at 

records center of the SBI, for example, includes a visitor log, 

identification badges and escort .in a.building which has personnel 

on duty during 24 hours. Files are locked in off duty hours and 

records are destroyed by shredding •. 
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REQ{J I REI1ENT 
Sec. 20.2l(f) Title 28 

(n S!euritv. Whrrc\'cr crim:n:!1 hi~
lory Tecord lntorlllallon I:; col/r.cted. 
etored, or <.l:~~clllin:,teci. c:leh ::;~alc shall 
In\urc lh:! L lh~ (1'lIn\\ I:U: :'r:,\::a:'-:::nc:lts 
arc snti\ncd IJ~' ~rcu: I~:: r.t;-.:\,::tI'US c:.lah
JJ~h('d lJy Slate Je;::: !alloll. C~ 1:1 Ille lib
fence o( ~Ut!l le~I,J:tl!Gll. b;, I'C;''.l!:,lions 
appro\'cd or l~sue<.l b~' lhe GO','crnor 01 
lhe S\"'\lc. 

CD Whrre COnl;1IHerl;ord c:tt:\ p~oc('~s
inc l~ employed. erfed!'.·'! :1:1/1 techno
Joelclllly :ld\':lIIccd ~otl'.\ :,rc :. nu hard
,--arc dc:.!;:n~ are lll:..titu:cd ttl p:·r,·~:~t 
unauUlorl7.cd ::'ccC!,,:; 10 ~\IC:I In!c: ::I:tt:nn, 

(2) hcce~:; lo eru:lIllal hi:.lOrj· record 
ln1'orlnil.llon sj':;~(:tn f~c.:~:ltl~;:. ~:.'!otcn\s 
opcrallll:! cl:,'iro:lmel1l:', c:lla :':lc con
tctlLs \\'!ictll-:r whl:e:1I u,c Ill" ,:, hen ~Iol'cd 
Sn Il. I11cdl:l lIbrary, :lr.d ~::.t~:ll COCU:1ICn
~tlon is r(':.triclc:1lo :luthol'l~cci 01'1;:11\1-
%allons, I!.lId personnel. 

COMPUTER OPERATIONS 
(3) CA) Co:npul~r o;:crn lJ"I:S. "'h~lher 

dediCAted or !h:ued. wh:C'h ~:Iu;:(ln Crlru
JJ1RI JIl\\lCC Inforu:n.llon ~,·:HC::lS. c;;cralC 
In nccoTd:tl1ce wlll1 }lrcccuurr.s (!c\··~lopctl 
or np;1ro\'cd b;- the 1:.1rl:Cljl:ll:::;; clal:
Jnnl justice aceneles ll1:1L O~",UI'C t!::l~: 

(I) Crlmin:l! hi:;lory rLCJ:',j m!orm:l
(Ion 1s slored b;- CIC eOIl:pulU :n ~\leh 
nunncr UI:lt it cannot te moulfied. de
£troyed. neces~cd. ch:lll!!cd. Jl'.lr:;cd. or 
O\'crl:lid In :lny I:l~!lIon by nOIl-CfIlIllU:l1 
,ustlce lcrm~n:.ls. . 

(Il) OpcT:llion pro;:r::ms arc lI~cd th:lL 
\1.111 prohIbit hlttlliTY. recort! l:pC:l:C~. or 
destruction o( rceol'l.!;. (I'O"n •• IlY 1t::rrJl1:l1 

" other Ihnn crhni!1:l1 )U,.lIce ~~'~lcm ler
mlnals which nrc so cC~::~I::!.:etl. 
~ (III) The dcsl:ucLlon co( records 'Is 
l!mlted to dcsl~rl:ltcu lerm!I:::I!s ::rlcer the 
cllrcct control o( t!te cri;m:::!.! JU~t!cc 
Cleone), rcsl'l01l5lblc (or Cr~:llmr. or stor
Snr. the crlmlnnl h!story record !l:!o:mn.
tlon. 

(1\') Op~r:l tlo~nl prc::::lms nr!: u~~d to 
dctret Rno ~t,::'c tor 1!1I~ n\ltpllt I"f t!~~'l;;
nntl'd crlmln:ll JI1,ticc o!!~nry clII;.lo·:ccs 
I1U \tnrlllthol'l;'~o :ltlcIlWI.; to oCllclr.I!C 
any crlmln:ll 1I1,<:o"y record 1r.(OTlll:1lI0n 
ay:ltcm. pr(\;;r:llll or II!\!. 

(y) Thc \Irorrall\~ ~I'rcinc<l In Ilil ;\nd' 
Clv) DC tltis ~\lll<CC11011 :Ire 1:00" n olll:~ 
to crimln:!1 J\lsll~'r: ,,':cncy CT.I'!f)·:~"~ rC'
"r.cm~I!Jlc rcl' l'1'1lI11:1~1 hl~I"I":: rrc"rel ~::
for.n:'lt!O!l $r~t"'::l con::I)t or U~(!:' .. :dn:\ls 
lind I\~cncl~" r.m$II~::t If);\ ~!l~CIr:C :I"r~e
mCIIL \\'ml l!\c crllll:n:!1 ill.tice a;:e:ICY 
to pro\'idc H:.:h \lro~~'::ms lIr.d Ihe PI'O
crnmls) :lrc ~:l'llt co:ulnll'lu:I:I u:lt!cr 
rn:lXinlllm security cnr.ctl~~:'P5. 

(VI) J>l'o;:~cllrcs nrc in<tllnlctl to r,:;
Eurc th;'\l :tn h:c!l\'ldl~:l1 01° n:,:~nC'~: flU
thoriuo dlrct't nt'cr.~ IS rc~:~o!l'ILJic fot' 
A lh~ physlc:!l ~~C\lrltr oC rn:1I1rl:11 hu
lot'S rt'coroln(c'"ll1:1110fl lIm!t'I' It< control 
or In I!~ cu~t:Jtir nnd n the "rot~cl:cn of 
'llch Infollll:lllo'1 frrm un:\II'.horl~cd :t;:C=. di!closllrc or c\l'!',·mll1!1lll'll. 

"'ill Proceclu:'rs :lrc mrmulrd 10 pro
tC<'t :my crnlr~1 rr;,o~llory (It cIII\lln~l 
hl~ton' I'('cord m(nrn::llIOI1 Irom \J:\au
thoriled lIccr:; .... I!l!~:t. ~:I"Ol:\I:C. tire. 
flooo. \\'Ind, or olher l1:1tural or manmade 
dls:l~tcrs. 

SYSTEHATIC AUDIT 

ell) I. crlm!n:!1 Jmtice ~.t:~ncy 3hllll 
11:1.\'0 tht n;:ht 10 :'IUllll. mOnllOr ~lld 
In.o;pcc:t p\'occdur~s CSI:l!..l!\lwU aho\'e. 

CURRENT STATUS SUl-IHARY 

Regulations, Legislation, 
Security program to be 
developed consistent with 
State and local needs and 
resources 

Planning factor 

Maine in compliance with 
respect to non-automated 
operations 

These elements are planning 
factors for Maine at this 
time 

" -

.' - -
: 

- . -- ... 
- : 

- -. -

o 

Planning factor_for auto
mated operations 

.. 

Systematic audits for non
automated in compliance 

VII 3 

"' 

PLAN 

Chapter 

VII 

NA 

VI 

.,. r 
, ;·~'"«'.MiL,1MUh-M'9',?,,~P43$fh!IM;;k ... E!€~iQt*,YA~~"r 



STATUS OF SECURITY PROVISIONS 

REQU I REi1ENT 

CURRENT STATUS PLAN 

PERSONNEL Chapter 
4--------------I----,,----------------4...::..:.~:.....::.._=_=_4 

HI TI:c c:-J:lll:l:l1 jt:5t:ce a:;z::c,' will: 
fA) Scrtca and ha\'c the 1l,:ht to r'::

Jec:t lor C/Jl;llo::mznt. 1J:l~C~ on I:"o~ 
C:lUM~, all Ilc:r,c,:u:cl 10 b" :'I\::hnrl~~d to 
ha\'C dItC:L :l~cc:s to CI'I:nIll:l1 I!:>tol'r 
ftcol'd b:ormnl:cn, 

tn) HM'C the n::hl to in:ti:l:c or c:l\!.~e 
to be Initl:ltt'd :l(.im::ll:.Lm:l\'C :lC::Oll 
lendinG' 10 the tr:.:l<;a 01' rc:nol':ll o( 
persolinel autho:J/cd to 1I~,~'e t:lrec' :le
cc~s to such lnll)rrr.:ltl"ll · ... I:ere ~uch 1''::1'
:;o:lIlcl \Iol.no tho p.U',I,,:n::S cd li:(;o. 
rr!:lIlations or 0::1('1' sccurllr :CqIU:'C
!lu:nt:> e;;l:lhli~ilN! (or lI:e' col:ccltcn. 
stor.,:;!,. or dl"l~~m!n;lUO:1 cf Cl'lnHn~J hlS
tory rt'con! l:t(c:m:l.tlon, 

NON-AUTm"1ATED 
fe) Institule !ll'oce(/urr.s. where com

puter pr.::ccssltl:: is no~ utll::cd, 10 a~'I:n: 
that :111 inUI\'!dl1:,1 ("I' :o::er.c~· :1I:thnl'lzrd 
direct ncc('ss is rcr.ponf.lble fo. 'II t!IC 
physiCal SCCltl'lLf (If cnm:n::lh:,;:cl'j' rre
ol'd l!lforlll:l.titl!1 w:cicr HS cf)nl:'ol or 1!\ 
Illi eU~lody nnci lUI t!1c ';II otectlon oC such 
info.:ll1:ltlon (ro:n un:l!j~l:ol'I~~d ncce5.~, 
disclosure, or t1issenlln:lt:on. 

CO> lnHitutc p~r.cCdl1~e5, where com
put~r proces~in:: I~ no~ u::!l~cd, to pro
tect :tny ccnU':l1 rCOIoc:tn.y of crlm:r.:11 
hll.ton' record infol'mn!l;)n :.c:n unau
thori7.ed :1.cce~s, ti:c!t, S:li:ol:l;:C. ::rc, 
fiood, wind, or ol~er n:ltu':l1 or m:\.o,
Ill:ltle d!!':1stcI'S, 

eE) Pro\'!c!c ll::ll clil'cct ;\ccess to crim
Innl hfstor)o' Hco~d Init'!'::I:l.I!on :;I::t!l 
he o.\'ail:lblr. 0::1:1 to n\llho~l;:d o:::~~:, 
or cm{lloye~s of :I c:::n!n:11 jl:<tlcc .,"cn~1 
:lnd. ;t..S llCCC:;~:l.lT. tithe:- :\t..:t~lC::iCd pc:.
$onncl c~sentfal to t!1c pro;:cr CpCr!!L!O:l 
of the crlmln.,1 h:HO;-: record 11: fOrlll:\.
Uonsysl.cm, 

TRAINING 

(5) F_'lcb tm\l!oyce ~ .. orl:lnl: 'l\1th or 
b:lvlnc :l~CCSS to crlmln:llllistor;' record 

'Snlorm:lt1o;'\ sh~ be m::de (:::nI:I,~r wah 
the 3ulJ.~lnncc and Intcll~ oC Ihc~c rc;;u-
J~tlOl1s. ' 

AUDITS - ANNUAL 

20.2l{e) 

• 

Maine in Compliance-
25 MRSA 1501, 1541 

Maine in Complaince 
Provisions Include: 

G Title 25 NnSA 

o PL763 April 1976 

Q SBI Operating Regulations 

o Local Department Regulations 

o Access and Dissemination 
provisions of Maine Privacy 
and Securjty Plan 

e Security Program 

Internal review by agency staffs 

Formal Training Program planned 

Audit Program p+anned 
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In the corrections facilities records are isolated and 

accessible only to staff personnel. General security is good 

in Clerks offices particularly in respect to the isolation and 

control of sealed records and juvenile files. A number of 

departments 'are increasing internal controls on record access 

to insure the integ'rity of the record system. On the other hand, 

there are some activities in which files are in unlocked cabinets 

in buildings in which public traffic is unrestricted. 

In addition to the inconsistent patt_ern of ,security practices, 

several examples are indicative of the need for a more ~orrna1ized 

system wide security program. 

o During the time this Plan was, being 
developed, and just prior to an on
site visit, a law enforcement record 
section was nearly destroyed by a fire 
and the resulting smoke and water. 
Records personnel were evacuated. 

Prior to adopting shredders for destruc
tion of confidential material, a number 
of classified documents of a law enforce
ment agenCY"lere blO';vn off a refuse truck 
and retrieved by a ).ocal· citizen ..... 'ho re
turned them to the department. [The pro
blem of dispo,sing of records is common, 
and shredders are not inexpensive]. 

• Because DOD recruiters ,are large users 
of criminal histories this activity was 
examined in the plan preparations. 
During the course of tracking criminal 
history records, properly disseminated,,' 
to a DOD Recruiting office it Has' . 
determined that criminal histories 
[transcripts] are kept in a completely 
insecure environment by the Recruiters~ 

The examples cited reflect the desirability of a plan which 

includes consideration,s of:' 
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o Security events and natural hazards 
. . . ::~~:.~. . 

e '::~':.Complete record security from initiation 
'to final destruction 

o Committment of criminal history record 
users to establish security standards 
and practicese 

SECURITY PLANNING CONSIDERATIONS 

,For the "purposes of a workable organization of security safe

guards, the security pla~ should include ~he following categories 

of countermeasures: 

G Physical security cO,untermeasures 

e Personnel security countermeasures 

o System security countermeasures 

o Facility standard operating procedures 

• Security management 

In an effective program safeguards, or countermeasures, 

should be compatible with security events. An event and counter

measure ma:trix is presented in ~: Lgure 7-2. The Computer Security 

Guidelines for Implementing the Privacy ·AGt of 1974 (FIPS PUB 41, 

dated May 30, 1975) p~oposes a parallel'relationship. Figure 7-3 

depicts the relationship between countermeasures (safeguards) 

and security' program objectives. The underlying concern is to 

balance action with purpose. 

This approach lends itself to a structure in which almost 

all coun~ermeasures'c~n beaccomodated. The final security plan 

can include a description of each countermeasure. 

Security Master Plan 

It will be desirable to have state legislation which estab

lishes the authority and the legislative guidance for the security 

program. 
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FIGURE 7-2 

SECURITY EVENTS AND COUNT~RMEASURES 

. 
,SECURITY . 
COUNTERIvIEASURES 

'" & .;:; § 
~ ."v -~ r'.Co ~ 

SECURITY .C.i ~~ ~ 6
QJ 

~ .00 ~ (Iv'/) 
(J :<-..QJ EVENTS ~ ,0 .t:::;r" 

r£' "Co ~ .q, .q. .q,"'v 0""") ~ 

Accidental X X X' X 

Spontaneous X X X 

Negligence X X 

Malicious X. X 

Capriciolls X X X X 

Hostile Penetration X . X 

Na.tural Disastr-r X 

Personnel Abuses X ·x X X . 

• 

. . 
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FIGURE 7-3 

COUNTER MEASURES AND OBJECTIVES 
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SAFEGUARDS 
0 u J.o u ...... cn'M 

GUIDELINES ~ u ~ Il.! .:; ::> H s:; 
~ ~ .... 

T'hysieal Security 3.0 
lr;nll:~ Cvnt,~1:; :u X X 
St.orage Protection 3.2 X X X X 

Infonnntion ~ranagement Practices 4.0 
Handling of Data 4.1 X X X X 

Maintenance of Records 4.2 'X X X 
Data Processing Practices 4.3 X X X X X X 
Programming Practices 4.4 X X· X X 'X X 

As,<;ignment of Responsibililies 4.5 X, X X 

Procedural Auditing 4.6 X X X X X X 

Systems Security 5.0 
ld/.mtilication 0.1 X X X X . 
Access Controls 5.2 X X X X X 

• 
Access Auditing 6.3 X X X X X X 

Da~1\ Encryption 5.5.2 X X X X X 

F1CURE 1. Technical safcgu.ards a])1)licd to requirements of the Privacy Act 01197.$. 

- . -~----. ..... .. 
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The legislation or an Executive Order could provide general 

guidance on authorities, the establishment. of operating policies, 

the development of standards and specific provisions for the 

development of a system security program. In the consolidation 

of operating guidelines, policies and 'procedures into a composite 

Security Master Plan, the Plan could include components on: 

o . Authorities 

e .... ~ ... Roles and Responsibilities 

o Computer Operations (future) 

e Non-automated Operations (current) 

(\) Personnel 

o Training 

Q Audits 

This master plan can serve as the guide for the development 

of individual agency security plans. All plans can serve as 

operational training tools. A system-\'lide communication medium 

can be used to convey ideas policies, regulations, procedures 

and changes to criminal justice system participants. This 

device could be oesigned as an official. privacy and security . 
publicatio~ to provide information, in loose leaf form, to 

system participants and could be used to keep Privacy and 

Security Plans and regulations updated. 

Security Program Guide 

Because of the variety of local conditions in Maine, the 

plan can provide model guidance and a'variety of elements for . 
differing conditions of location, need and resource constraints • 

. The security procedures can provide that local agencies accomplish 

a security assessment of facilities and practices to identify 

needs, objectives and priorities over the next 2 year period. 

Existing rules, regulations, policies and procedures could 

be assembled in the Security Master Plan along with"sbecific· 

individual plans and priorities.for each participating agency. .. .. . 
The scope and extent of each individual plan can depend on the 

individual agency's size and requirements. Accompanying the 
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plan could be a training schedule "and a multi-year action budget 

to include correction, remedial or maintenance items necessary 

to insure compliance ~lith established security standards. 

The general guide for the security program includes the 

following steps: • 

, . 

o 

... ' ....... . 

Establish a security program 

Resolve that a program is needed; 
determine how much se0urity is 
adequate 

Appoint permanent security officer(s) 

Develop an interim security plan 
(passive and/or active) and security 
regulations 

Implement interim security plan 
and regulations 

~ ·Conduct ~ short-term risk analysis 

Estimate probabilities of security 
breaches and natural hazards 

Identify ",,,eak links II in security 
chain 

,-- "Estimate potential losses 

Predict consequences' of losses and 
determine acceptable level of security 
risks . 

Project annual loss expectancy and 
security breaches 

Implement "stop gap" security measures 

Devise Short-term remedial measures 

Revise Security Plan and regulations 

• Implement security plan and regulations 

o Phase in short-term remedial security 
measures 

e Designate specific and detailed security 
responsibilities for facility personnel 
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• Initiate on-going security training 
program 

AwaFeness 

Procedures 

Responsibilities 

Conduct long-range risk analysis 

Follow steps in short-term risk 
analysis, as appropriate 

Consider relocation of activities, 
if necessary 

Implement costly remedial security 
measures as budget allows, in balance 
with evaluation of acceptable levels 
of securi~y risk . 

Phase in long-range remedial security 
measures 

, 

G Plan for contingencies 

cConduct periodic security audits and 
'inspections 

Audit and .inspect 

Simulate' security breaches and 
penetration 

Report on status ot security 

The total program can be made applicable to either automated 

[future] or non-automated [current] activities by observing the 

applicable component requirements of the federal regulations. 

SCHEDULE OF SECURITY PROGRAH IHPLEt-1ENTATI0N 

Figure 7-4 details a typical schedule of implementation of 

the security program considered in this chapter. The schedule in

cludes ten major steps toward a complete security program to be 

completed in a two year period. Major milestones and .associated . 
documents are identified. The schedule can be adapted to the 

individual needs of specific agencies. For example, the SBI. 

alreadj has in existence: 

. . 
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o Personnel clearance procedures 

• Internal access controls 

o System security devices 

This agency may have additional needs for intrusion detec

tion. A security system for the SBI would emphasize the assemBly 

of a written plan, the periodic instruction of personnel, a con

tinuing security program and audits. 

The sechrity program for the Records and Identification 

section of the Cumberland County Sheriff could p'lace a priority 

on establishing controlled access in a new operating records 

center location and the designation of responsibilities for a 

continuing pro~~am. A requi~ement could be for"as simple a 

thing as a set of file cabinets with hasps and locks [Penobscot 

D.A.] or there may be multiple requirement~ for shredders which 

could be assembled in a cost saving combined purchase through 

"LEAA-MCJPAA funding. 

It is anticipated that the Maine security program will 

emphasize contingency planning and will be practical and economical. 

The need for additional LEAA funding, related to" the security 

requirements of Title 28, can be anticipated primarily for h~rd

ware such as shredders. 

.. 
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IMP L E MEN TAT ION P LAN 

This chapter includes summary schedules which portray the .-
Privacy and Securi~y Plan implementation events, objectives and 

milestones. The utilization of these schedules' can assist in 

the management of the Plan and provide an evaluation mechanism 

to measure implementation progress. From these schedules, 

detailed working ~lans can be developed for each of the agencies 

and officials involved. Included are the following: 

o ~ystem Support Considerations 

o Management Implementation Schedule 

o Estimated Potential Implemen~ation Costs 

G ~1anagement \';ork Plan 

SYSTEN SUPPORT CONSIDERATIONS 

Several system support activities which will b~ considered 

as part of the implementation 'of the Pri~acy and ,Security Plan 

include: 

o Training 

& Public Education 

o Annual Report and Recommended Actions 
.. 

There are a number of written procedures in the 'system ana 

there are operating manuals for the communication net\vork. There 

is also some orientation concerning privacy and security proce

dures and procedural matters for both experienced and new 

employees. 

,Ho~lever, there is at present no formal training at either 

the state or local levels related to the total process of privacy 

ana security of criminal history information and the interrelation

ships with the criminal justice i'nformation system. In responding 
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to the need, at all' levels, for training in privaGY and security 

matters an additional benefit can 'be achieved. Individual 

members of criminal justice syst~ms can acquire an orientation 

in the ~elationships and information flows in the entire syitem. 

This could be a particularly appropriate and timely \vay in whic.h 

to gain common recognition of the new Naine Public Law 763, 

April 1976. 

Maine has had successful experiences with public participa

tion in the standards and goals programs, but there has been no 

occasion for the participation of the public in the criminal 

justice system information procedures. It ,is anticipated that 

there will be an increased in'terest in matters of privacy and 

,security and the response to this interest could be a public 

education program of some economical dimension. 

Training 

A 2 year training program will be considered ,in which criminal 

justice system staff members w,ill receive relevant training to 

implement the provisions of ·this Plan. Training will be designed 

to provide for both attitudinal em~hasis on the concepts provided 

in the Plan, as well as content oriented instruction necessary. 

for implementing the procedures, ·processes, working relationships, 

forms and guidelines. Participants would include staff of relevant 

state and local agencies and departments I incluaing law enforce~ 

ment, prosecutors, clerks of the court, and parole and probation 

officers. [DOJ: 20.20 (f) (5)]. 

Location 

Training sessions could be held 'in a variety of settings, 

under the sponsorship of the Maine Criminal Justice Planning and 

~ssistance Agen~y, which best accomodate the local situation. 

l>1aximum use would be made of the capabilities of the regional 

pla~ning units to assist in planning, scheduling, administering 

the training a~d distributing train~ng materials. 
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COl'ltent 

The content of the sessions could focus on the t\·l0 general 

areas which are included in the Privacy and Security Plan, PL763 

and associated regulations. These t\..,ro major areas are conceptual 

and procedural. 

The conceptual areas will include: 

o The statutory and regulatory framework 
··-',.of the Privacy and Security Plan 

o Operating definition~ of major elements 

o The information inter-relationships of 
the various cqmponents of the cr~minal 
'justice SystGffi 

• Operating concepts of privacy, security 
and public interest 

The procedural areas could include: 

o Applicability of the plan and 'regulations 

G Agency responsibilities 

c Procedures related .to accuracv and com
pletness of criminal history ~ecord 
information 

o Procedures for disposition reporting 

o Procedures for access to crimin~l history 
record information 

.... ". 

. ... '.... "i~"" ~', .. 
o Dissemination procedures and limitatibn~ .~: 

• Operational responsibilities regarding 
info~mation relationships with n6n

'criminal justice agencies 

• 'Procedures related to juvenile records 
and relationships with juvenile justice 
system agencies 

0 Procedures for individual right to review 

• Procedures for individual right to appeal 

0 Procedures for physical and system security 
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e Conditions for purging and sealing 
, . 

o User Agreements and Letters of Access 
, . 

G ':':':Conditions for access to sealed records 

o Audit procedures 

Participant Groupings 

-Attendance will be determined by the content of the session. 

Concern will be given to developing an understanding of the merits 

of effec~ive ~orking relationships among component agencies in th~ 

criminal justice system. Geographic group~ngs will be designed to 

contribute to this effort, as will state agency sessions. An 

, appreciation 6f citizen ~oncerns will be brought to bear through 

the invitation of the press, defense attorneys 'or defender agencies, 

and community g,roup representa ti ves at selected sessions • 
• 

, . Public Education 

Priv~cy and security procedures are public matters which go 

beyond the concerns of indiv.iduals who come into ,contact with the 

criminal justice system to the public in general. There is a 

clear need for public understanding of, the issues involved in the 

collection, maintenance and dissemination of criminal history 

information. There is a need to understand the authorities and 

responsibilities of records custodians; the uses to which info~

rnation can and canpot be made; the manner of individual access 

and review, and the costs of records systems. 

At present, individual local criminal justice agency members 

are providing advice r guidance, and public information concerning 

criminal histories. The plan envisi0ns public education activi

ties similar to those engendered by the Fair Credit R~porting Act 

to insure that the maximum number of individuals are aware of the 

significance of criminal history record information • 
• 
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The program would have the fdllowing objectives: 

G To provide public :informa tion concerning 
criminal his tory rec.ord 'informa tion . This 
will include information on why it is 
maintained and the existing policies through 
which the information is kept secure and 
dissemination is limited. 

o To inform citizens of their'rights to 
review and appeal for the purpose of 
correcting records and the procedures 
for doing this. 

o To develop procedures for assisting 
vulnerable groups. 

~ 'To provide information concerning the 
processe§' of purging and sealing of 
recurds. 

The overall Objective of the program would be to improve the 

operational effectiveness of the criminal justice information 

system through the process of informing the public of the equity 

and security of the system, and the provisions of Maine law.":: 

Annual Report 

An annual report will be prepare4 for the Governor and sub

sequent distribution to the Legislature and Judicial Branch, whjch 
, " ' 

will des'cribe activities associated with achievement of the pro-

gram objectives. The report will identify acc~mplishmentsand 

major areas of public concern or controversy related to the 

, issues of individual privacy and the public interest. The 

report will be action oriented, directed toward gaining support 

for the implementation of activities which have been identified 

as system priorities. 
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MANAGEl1ENT IHPLEl-1ENTATION SCHEDULE 

This is an overview management-level implementation schedule 

that highlights major events and mil~stones. It is organized into 

key functional categories. The major phases include State-level 

Program Initiation; Initiation of Plan Procedures; and Annual Plan 

Revie\v and Hodi.fication. The order of i~plementation can begin 

with the State Bureau of Identification followed by LEAA f~nded 

agencies and offices, and ultimate phasing in of other affected 

user agencies and system components. 

_The Management Implementation Schedule is portrayed in Figure 

3-,1. 'l'he activities reflected in the schedules and ~'lork Plan are 

indicative of the actions planned; or propos.cd, to achieve the 

level of compliance suggested by Section 20.22 of Title 28. 

Provisions for modification of the Plan are structured. into 

the schedule of events. Affected officials and agencies are expected 

to be closely involved throughout the process to insure that signi

ficant perspectives are made available for revision and modification 

of the Plan. Specific opportunities for modification are built into 

the Management Implementation Schedule,' These include policy modifi

cations, operational.modifications, modifications resulting from con

ferences with local agency directors, and annual revisions of tr;e Pla~ 

£ollm·,ing annual audits. 

ESTIHATED POTENTIAL Ir1PI,EHENTATION COSTS 

Figure 8-2 inclucfes. gepera.le.stimates, apparent at this time, fo:::: 
. implementing the Priv'acy and~"se~urity Plan." 'Th~ ccists include staff 

expenses I support cost'~ an~ .cJI'S/l?ri~·a~y a.n-d s.~ctlrity procedures costs. 

These estimates are necessarily ,limited by lack of complete experience . 
in all aspects of implementation. Hmvever, the staff costs are based 
on trial experiences with auditing and experience with training. 

• I 
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STATE OF HAINE 

FIGURE 8-1 

, M.ANAGEMENT IMPLEMENTATION SCHEDULE* 

MILESTONES 1976 1977 -
.IAN FEB MAR APR MAY JUN JUL AUG SEP OCT NOV DEC JAN FED MAR A?R MAY JUN JUL AUO 

J. Prlvacl nnd Seeurtt~ ProE!!!m Tnltlntlon 
, 

A. PrIvacy Mel Security Pl:ln ReViewed -1. Review by Go\'ernor 
-.., 

2. AICected Agency Heads I B. Right to Tlevlcw Announced - Interim 

" Proc~dure . 

I C. Modi!icntions Cumpleted - ".. . 
1. Poller MOl!iflcation e I I ,... ~ 

I 
-.... 

2. Re\'iew by Opcr:ltlonal Stnll , I 3. Oper:l.tlon:ll Modifications -'107 

D. Plan Inlllntr·d " 

E. Le(;l!ilatloll Proposed ItI~r ~~:;ni .0 1 
Uk I F. Press Announcfrnenl 0 

.--J~ . 
G. Rcs?on.ibln Ag~ncics 

I 4sswau rUbpon5ibility 

J. . 
II. Systems Component Duties 0 
I. Rt![;lIbtlonsf.;lalldards Devuloped (Dl'art) ,... : 

'V 

J. CO/lsul!a!lons wllh CJA's IIeld 

I 1. lIC1;lrm:!l Conferences Held 
2. PlllI MOtillled I 

K. Rcr,ulatlons Cumpiled Into \Vorklllg 
IJt.S PI,ln 

L. Pl:tn RC\'lsed - Flnal 

M. - Intcrlm LHhvlclual Access ami Review 
"-Implementcd' , J 1. Intcrlm Procedures implcmentcd 

2. St:tJldards aud Hc\;ulatlons "" . Ilcvcl",lcd 
...., 

N. Slate-,\'Idc t\olHicallon or Pertinent P&~ 
Procelhrcs and Standards 

O. User '5 A~rccmcnt Incorporated 
1. U:.cr's t\1:rcr.mcnt Rcvlcwed 

~ I 

. 
, 

.. , 

-_ .. _ ....... _-_ .. _-------- , .. .-, a __ ..... _._ .. __ ..... _._ ._ •• __ •• _ ._" .. _ .. ~_,, __ ._ 
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HILESTONES 

STATE OJ~ MAINE 

F.IGURE 8-1 
~ ..... 

MANAGEMENT Il-1PLEMENTATION SCHEDULE'" 

1976 1977 

JAN FED MAR ArR MAY JUN JUL AUG SEP OCT NOV DEC JAN FEO MAR APR MAV JUN JUL AUG SEl' OCT NOV OEC 

I •• (Contlnued) 

2. M:ulual/Recu1ntlons/Forms:----lI-+-t--t--t--t--t--+--+-+--+-+-G-0 
Developed • 
All Potentl::!l Ust'rs Notified ----t---t--i'--t--t--+-+-t--t--;--t--\--i--t--t--'t--G 
neVlsecl U~er's AGreemen f I '" I ~H ii' 
Implemented 
n. Users 0 dented 
b. Pcm'tslonal Approval!! Granted -

to QJ:lliflcc\ Users 
c. On-!>i!e InfoJlectlons Conclucted 
d. I'ro\'jrolol1al Approvals Granted 

to oth('r U!,CI'S 

e. Trallllnl: I'ro\'jdcd 
t. Tc('bnic:tl Assistance Provided 
g. l'ecm,lI1cnt AGrel.!ments Granted 

11. Proeedural Mllestone·s 

A. Stllte-Nlcle Prolnull:Jti(ln to CJA 's ., •. -t--t--+-if--+--I--I--t--+-+--l--lll-+-ll-+-G 
or Final Pl:S Plan Completed 

D. Accuracy, CClllIplt.'tcn(:ss. TlmellnesB--+--+--I--+--I--+-+--r--t-+-l·--j---t-t--r-j--~' Hi~lilni Hi iH[llIi'r,II! III 
and Control Pro,'edures Inlttated I 
1. validation ollie! Inquiry 
2. D(spo:;ltton Heportlng 

c.~. Procedures on DI!::scmlnation Hi 1l11lltU1 U[[HlrIH III 
Llmltatiun Inlti:lt.:d t I 

D. IIllHvltl'lal ACCC:lIi and nevlew HBH lB['H! HHHUHI HI 
1. Pcrlll:\lWnt I'rllce(\ures Implemented 

. '2. J'uullc Notified 

1. Intcrlm St:curlty Program Initiated '"::' 0 ' 
E. 'Security Pror.I'am ~ 

2. Shorl-Term rtcnlctllai I'ro:;r:!m DI~!:un -f--+~--""'-I'--'1....,.-t--t--t--\" 
3. On-COiH!:Sccurlty Pror,ram ·Hi '~H 'HH:R EH~UUH HiullliH nltlHfHI 
4. I,cHr,-Hant:!) l'lannln(; and nemedllll--i--If---t--t--t---t--t-i.--t-t-+--+- -irHi'Bi' Hi ~B .BlUiSH iH Hi iH Hi 

Actton Conducted 

·Department or .Juftlc!) It('h'lll:ttlon Title 28 
[20. 22(b}(ll) 

.' 
. -.------ ..... __ ._----------,- 1.-... ____ .- __ , ._. . .... ,... ... ~_ .. __ ."" .... - - .. --.. - . __ .. __ .... _--...... 
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FIGURE 8-2 

STATE OF !'-1AINE 
ESTIMATED POTENTIAL IHPLEMEN'l'ATION COSTS 

Personnel -
3 Auditors 

1 Training Specialist* 

1 Research Assistant** 

1 Clerk Typist** 

TOTAL 

$45,000.00 

12;000.00 

9,000.00 

9,000.00 

QEerating Expenses 

Forms and Pamphlets 

Travel and Per Diem 

postage. 

Telephone 

TOTAL 

ANNUAL BUDGET ESTI}ffiTE, STAFF 

Imple'mentation 'Support Costs 

Development of Education 

$ 5,000.00 

15,000.00, 

3,000.00 

1,500.00 

and fJ!/A Naterials $15,000.00 

Regional Education/ 
Training Programs 10,,000.00 

Printing ~,OOO.OO 

Revise User's Agreement 2,500.00 

Develop Security Handbook 10,,000.00 

Security Improvements 
(Short Range) 30,000.00 

$75,000.00 

$24,500.00 

$99,500.00 

TOTAL ESTHffiTE, SUPPORT [2 Years] $72,500.00 

.-.--------------------* Possible CETA Assisted 

** Possible CETA Funded , 1 
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The staff costs are placed in the context of the criminal 

justice system. However, the actual location of staff personnel 

could be within operating agencies, such as the Department of 

.Audit. These assignments can be examined in the i~plementation 

period. 

It is clear that 'additional LEAA funding will be required to 

fully implement the requirements of Title 28. 

MANAGEMENT NOR!< PLAN 

This work plan (Figure 8-3) is designed to provide the Plan 

Project Manager "lith an evaluative. mechanism for monitoring t''le 

achievement of the specific objectives of the Plan. The \'lork Plan 

lists task objectives in an approximate chronological sequence in 

which they can be accomplished. Each of these objectives is 

measurable in terms of its completion by scheduled target date. 

This "lOrk plan can be a "task objective completed" checklist. 

As cost estimates become known, they may be entered in the work 

plan, and continually revised as implementation proceeds • 

. . 

VIII - 11 
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~ .. 

MANAGEHENT WORK PLAN 

STATE OF MAINE 
PRIVACY AND SECURITY 

OBJECTIVES 

1. Review of Privacy and 
Security Plan by Gqvernor 
and PiS Committee 

• 

tJ:J 
-2-. --R-i-9-h-t-t-O-' -R-e-v-i-~-v-'-i-n-t-e-r-i-m--~r---\·----'it: ,~:1 

procedure announced ~,:;L 
------------------~.}--+" ----f'Jr------l:-"· 
3. Individual Right to revie'Yl I~ 1 ~,: :j 
___ !_~_~_~_~_~_'m_b_~_r_~_~_~_d_u_r_e_S __ i_rn_p_l_e_-____ ;~_y, ____ ~:ir-_____ t~ 
,4 __ e ___ R_e_s_p_o_n_,s __ i_b_i_l_i_t_i_e_S_D_e_s_i_g_n_a_t_e_d-4~~ ___ ~~~'~ __ ~_: __ ~~~ . 

5 .. 'Orientation of Responsible I b ,;1 
____ p_e_r_s_o_n_n_e_l __ ,_. ______________ ~,--~.----~f~ ~~ ! 

Privacy and Security Plan I _I ~; J~r-
~~~!~w:~f~~t~~P~~!;C~n~eads I ~ .. ~ 

'7. Final standards and regula- n" t~; ~r 

6. 

tions for individual access l'. ", 

and review developed ~:1-' __ ---!V ' ,~ , 
8. Policy modifications of P&S 

Plan conducted 

loo; :-;( 

.~ i~ 
----------------------------·~-~------t 
9. Operation modifi~ations of ; } 
_____ P_&_S __ p_l_a __ n __ m_a_d_e _________ ~.-~--~~+-__ ----~~ 
_1_0_. __ !_~_~_~_:_m_._s __ c_o_m_p_o_n __ en_t_a_s_s_1_·g_n_-_~ __ -r ___ ~l,~ _____ ~,~~ __ .. _._ 
11. Draft P&S standards and 

r~gu1ations,develpped 

:::. 
~.j 
:~ 
.', , 

b=o.tJ __ ......... ""'-_ ........... ____ ' ... UI!Z.....---=rrazr:ra_ .. __ - _________ ~_'_ __ ~.~- * 1 

.' 
, . VIII - 12 page'l of 5 

;f~ • , I 

.;t.~~ • ' • • 
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MANAGEt-1ENT \10RK PLAN 

STATE OF HAINE 
PRIVACY AND SECURITY 

OBJECTIVES 

blA +q"',(iIitT'V'" GCa'tt ...... _u:c:a:u( 

12. Final P&S Plan modifications
i 

completed 

13 •. User's Agreement designed 

14. P&S Plan announced to press I 

J 

;~5. P&S Plan initiated 

16. Development of E.O. or addi
tional legislation if neededti 

17. Interim security program 
initiated -

18~ User's Agreement manual, 
regulations, and forms 
developed 

19. State-wide notification of 
pertinent P&S procedures 
and standards conducted 

20. Consultation with criminal 
justice agencies held 

22. Short-term remedial secu~ity 
program begun 

23. Regulations compiled into 
working p&S Plan 

24. On-going security program 
initiated 
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MANAGEr-lENT WORK PLAN 

STATE OF l1AINE 
PRIVACY AND SECURITY 

OJ3JECTIVES 

----- - - ----------

. . '~ ., .. 

• 

" . 

26. User's Agreement modified .; ~~-
, -2-7-' .-A-l-l-P-o-t--e-n-t-i-a-l--U-s-e-r-s-n-o-t-i-f-i-e-d-li;---{\-I--,~~~-i'~. :+'+ -_-_ -_ -_ -_ -_ -_ -_ -_ -<.+r_:!I ___ _ 

28. P&S Plan finalized 

29. state-wide promulgation to 
all criminal justice 
agencies of final P&S Plan 
completed 

30. Revised User's·Agreement 
implementation initiated 

31. Validation procedures 
initiated 

ao Accuracy of data ele
ments 

h. Inquiry before dis
semination 

32. Procedures on dissemination 
limitation initiated 

33. Limitations on juvenile 
record dissemination I 

34. Juvenile records compliance I 
35. Systematic Audits in effect 

I . 
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MANAGEHENT \'lORK PLAN" 

STl\.TE OF !1AINE 
PRIVACY AND SECURITY 

OBJECTIVES 

36. Secondary dissemination 
cedure initiated 

-. " 
37. Dissemination without dis- i 

position procedure initiated~ 

3Q. Permanent individual access 
and review procedures 
implemented: 

39. 

a. 

b. 

Co 

d. 

e. 

f. 

Rules for access 
developed 

Paint of review and 
mechanism developed 

Challenge, by individual 9 
procedure developed i 
Administrative revie\',' I 
procedure developed I 
Administrative appeal r 
procedure d~veloped ~ 

Correction and notifi- .! 
cation of error pro- ~ 
cedure developed 

Annual audit'scheduled 
~ 

. 

I 40. Agencies to be audited 
notified 

. 
41. Annual audits initiated 

42. Audit remedial action 
initiated 

. 
43. Audit remedial action 

monitored . 
. . 
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MANAGEHEN'r NORK PLAN 

STATE OF HAINE 
PIUVACY AND SECURITY 

OBJECTIVES 

45. Orientation meetings for 
annual plan revision 
conducted I , . 

.' 

1,46. Data collected for annual ~ ~ 
_____ r_e_p_o __ r_t ________________________ ~~--~------_4_;~----~-:,+_-----
47. Annual Report prepared 

48. Annual Plan revised and 
submitted to Governor 

! 49. Annual Plan and Annual 
Repor~ review by Governor 

.: 

50. ,Copies of Annual Report I ' . ::~: ~.,.~ .. j~ 
submitted to judiciary and ' ~ ~ 

_____ l_e_g_i_s_l_a __ t_u_r_e __________________ ~.~1 '~----~;i--------~b:~-r------

51. Annual certification to 
completed and submitted LEAA,-I '1 

'" 

.~-. 

, . 
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APPENDIX A 

CERTIFICATION OF STATE BUREAU OF IDENTIFICATION 

'l'he 1'1aine State Police, State Bureau of Identification i.s 

the only authorized repository of comple~e criminal history record 

information. Local police departments dissemintlte local Clrrest 

informatio~'-in accordance with local general orders b~t the only 

complete transcript is Maine State Police form number l4:1a0 

authorized by 25 MRSA l63l~ 

There is an on-going program to in~ure CCf,';p~ctc d i !.·Fo~ i tio:1 

information. Disposition information review for existing records 

occurs at the time new arrest entries arc received. New events 

are monitored to insure that final disposition report (for~ 13:6GRl 

follows the initial submission of an SDr fingerprint CJ~d {form 

13:~3RJ or an Additional Record Report [13:GGRJ,. 

Dissemination from the SDI tc: authori::cd :1~}n-cr~;-.~:.;iil ;t:~;Uc<.: 

agencies is limited to charges ref 1ectincj con'l ieU:. ann; carol:"' r: 

file~ or cases without dispositions in which lc~~ th3n cn~ year 
• 

has elapsed since date of arrest. Charges othe;r !.h~n U.("::(1· 

[such as no'.:. guilty or dismissed] or ch.:u-c;es :-:~::tV ~~.:,:; '. ,~ ;<"";"r 

old without disposition information arc not dir.r.c'::!H',.1t<7J't? f.r;-

criminal justice agencies. 

Juvenile record information is not di5GC~;:··.1!.C:! ~ , !" ~." 

to law enforcement, corrections and youth ~cl!arc ~~~~C~~ •• ~ 

authorized by 15 HRSA 2609. 

A 

• 

1 
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Records information dissem~nated by tl:e SBI is limited 

to criminal charges. Non-criminal information is scrubbed 

from ~he transcript prior to dissemination. 

There'is a short list of non-criminal justice agencies 

[such as defense contractors] which have been approved, by 

coordinated action of the Maine State Police and the Attorney 

General, to receive selected criminal history information 

from the SBI on a need to know basis. The Maine statutes 

[32 MR~A] whic;:h provide for. criminal records r.evievl for pro

fessions and occupations are under review. [16 MRSA 603, 604]. 

The operating policy of the central repository (MSP!SBI) 

has been.to sharply curtail dissemj~ation to non-criminal justice 

agencies until clarifying legislationi~ developed. A st~ndard 

letter agvises unauthorized ?on-criminal justice agencies that 

disclosure is limited to subject individuals and to authorized 

agencies. 

One of the primary needs of the Maine system is a formal 

user agreement which will establish guidelines for access by 
• 

research activities~ categorizing authorized recipients of 

information~ establishing control of secondary dissemination; 

and providing specific conditions and sanctions related to'the 

access and use of criminal information maintained by SBI. 

The certificate of compliance indicates forecas.t dates for 

the implementation of legislation and user agreements. 

A - 2 
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SECURITY 

The security program of the central repository includes 

personnel screening, numerous building access limitation controls, 

records access controls and blenty-four hour presence of uniformed 

officers. All discarded material is now shredded prior to dis-

posal. 

There have been no incidents of violent acts or intrusions. 

However, there is contingency planning in the NSP/SBI .for these 

·e~ents. A modest investment in intrusion detection devices or 

closed circuit TV monitoring for the records center should be 

considered in 1976-1977 budgeting. 

computer hardware and software security provisions will 

be made integral conditions of the OBTS/CCH Implementation Plan. 



Low I!r.f"tc:emlmf JI.s"hlonco Adrr,ln!s.rLlIlon 

Nc,l"ncl C·rlrotlr.ol Ju!: frct. Inr"tmotlon c.nt.l 

Slot/5fin Sorvko 

Wa,Mnglon, D.~. 20!i31 

~;:~i:.~~ OF !'UUf-~IT;ING /,CH:.NCY 

Department of Public Safety 
Maine·State Police 
state Bureau of Identification 
3'G Hospital street 
• • ... 4· "'!i' ·o .. t'\l')n _J.nwJ,:&n..--..llii1.U1.C ;1 .:';, ..: ___ _ 

1f1:'1 f :JC1101~S: Cc."./Iil'/" Iile 10/101' "Ulli l'e U[>(lIOj.rwIO, 

OPERATIONAL PROCEDURES 

Com~lL:len~ss ;and Acc~r:2cy 
Central stale f\cI1csitor~': 

Slatu!ciy/Ei:UClI: ive Authority 
Facili!ics and $lll:r 

Comple:e DiSpu5ilion HCp;iilin& in 90 dayS. from: 
~olicc . 
Prosecutor 
ilia I Gour!.s 
Apellalc CO!.!I (S 

Probation 
Corrcctiona Ilr:sli!t:lions 
Parole 

Query Oefore Dis5~r.lin3ticn: 
t~ol!ccs/A:;i ~l:I:1:!nts-Cdiiii:J31 Jl!stic~ 

Sysleffialic Atdit: 
Delinquent Disposition t,!onitcrinz 
Accuracy Verification 

. Notice of Ei.rors 

lImi!s on Dl!;scfi1inlition 
Contractual Agic~rr.ents/i'I()!iccs anti Stlnclions 
in Errect for: 

Crimin:d Justice Abcnci~s 

.. 

Nort-Crimir.al JLlslic::! Afcn!:i()s GI;!n\nd Access 
:. by law or E;;ccutlvc (l:ccr 
Selvice /).p,r.ncie:s Ur;dr.r Contr;:cl 

. R(I~(I:urh (11i!;)lli'f1nnl1~ . . 
Vnlilllltilll: 1\1:11111 y !iil!/Il III 1\1'1'11';': l!rl~h 111/1111'1 nil 

Juvllulll! 1/111.1',111111'.'111111111,1111111 . 
• (;011111111:1111111111 Hpl.\lId I XlsII'III'I! 
Srrllll-.\:tIV Ill-;:'Hllllnallll'll It\' 1'\111\,ClIlldn:l1 

. ht~lh'II :\!:IIJ!\"II, 
IllS"II'lllhl.lIhll\ \'i .lh\11I1 l11'i ptl'\ 111\111 

Audits a:d Qtialil)' Centrol 
Audil Tf.lil: .. ~ 

Rccrcillinr. t)Jla Entry ~ .. , 

P!im3ry Dis5\)li1in:Jllcn Logs 
l 

Sccon:lary Dissemination Locs . 
Annual Audit 

. 
. 

-

. 

. 

~ 
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CEr<T!FICA1"IOl~ FOR A 
CENTRAL STATE REPOSITORY 

Main@ !a.1arch 10, 197G 

CONTACT }lAME 

Lt. Ed \Vilson 
R e c: Ol:c] s P (lctimJ.Lf n..:..L~'r--l...._2_0_7 ...... -_2 8_9_: -_2_1_5_5 __ _ 

.., ----.~I ,- O,\TES-

" ,.. .. 
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X 

I -
Partial I June. 1977 
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- X v J • -. X I · 

)~ . 
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-\ .~ . 

X 
·X 
X 
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X· 
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--X-
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OPEP.AT/CHAL PROCEDURES 
NOW . i--!!.~~~-I·.\I'L!','r.:n t. TI~~ IMPLE:'·IOIT kTION 

IMPLtMt:tlT£D ~ . L'\Lr< or 
CO!;T TCCII:;ICIIL IIIJT'~OnlTY OA TL: 

'Ie Security 
, 

. 
EXccliti\'c/S:;Jliilor~' Des iC~() fion Clr Res pons ibJe ·X Clir.:in<ll Ju:.llce '\~t!ncy 
p,c\'cr.Hcn of l!n,lI:lhcr ized Ilcccss: 

X H"rG~'IM~ Des i~n 
Sortv:arc Ce$i~n N/A . 

tlcdical~u lIardwirc: N/A 
Terminals 
Cotnrillinicalioi1s Control N/A I 
Pr~ccs50r , N/A 
Storace Devices Nit, 

tlirnin;d Justice !Ir;cncy f\ufhodly: N/A 
COiiltrJ:cr Or/~ra.lions Policy 
I\ccc:;.s 10 \'lork {\lC3S X ---"-
SclcC\ioil and SUft':visioil cf Pefso:;nel X -

Assi£n::.on! c,! Aifr.linislrtlUvc Respo!isibility: 
X Physical Sc(;ur rty " 

Unaui!:orizcd J\::CCSS X 
Physic~1 Prdeclion Against: I X Access to E~;;ipr.:ent 

'X . '[hell, SilbGlaf:i! . 
tir(!, FlG:J1, O:::er Natural Disaster "5( 

Employee TIJini;:~ ProBr~m y. 

ll1divirlual l1i:;ti{ o! Access 
X iMe::; lor Access 

I'oinl of Ri;Vicl'l i!r.d :,~~chilni:;rn X 
Chal\cn~c lW lr.:!ividuL}1 X 
Adminislrillivc Review X .. 
Administralivc ,l,~~eai 

. June, 1976 
Ootrcctic;l/i'(oWical ion of Error X . __ ----.",..- -_. ,..1,. . -. ._).L. , 
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I ccrllfy thaI 10 the m;\):ililum ex len! fea£ihle, acticn has been .t: 

o • Allan H. Heeks r l::keh 10 comply with the prc,ceduics sct farth in the Privilcy 
MId SccUfily Pbn of th~ State. Chief, :rvIaine State Police 

rCf, .. IoIMlKS , 

... " -. --- . ............. _ ........ - .... - ... _.- ....... _.." .. .. 
~NO'r.E: Section on "Security" not required to be corJplctct!. 

.. __ ..-....e.-- 0 __ .. ____ ' __ .-_<_ ......... __ . 
--- . --'*Security provisi<,ms indicated as N/~~ not applicable (N/ A) at this time, 

Will be included in OBTS/CCH Implementation Plan . . . -' .-
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APPENDIX B 

.' DISSEMINATION LOGS 

Dissemination control will be accomplished through an intcr

loc)~ing set of dissemination logs. The purpose is to prov ide a 

history of the dissemination action from the time it is initiated 

(source document) throug}l the time when the criminal history 

record is destroyed. The dissemination logs anrl the associated 

form numbers are as follows: 

Form No. 

Local - State Inquiry Log DL-l 

Dissemination Log - Disseminating Agency DL-2 

Dissemination Log Individual 'Record DL-.3 

This series of logs, each maintained at a diff~rent point in the 

process, is designed to maintain listings of agencies and indivi

~uals who iequest and receive criminal history record informa

tion and to: 

. ,0 Identify recipi,ents of specific information 

o Control the period of retention and use of 
dissemination information 

o Provide a specific dissemination trail in 
order that 'prior recipients may be notified 
of corrections and provided notice of changes 
resulting from individual challenges, court 
expungcments, or audits. ", . 

'0 To control access to non-criminal justice 
agencies 

'In addition, the forms have specific management information and 

audit purposes. Info'rmation will be summar ized to indicate types 

and locations of inquiries and modes 'of inquiries and responses. 

For the systematic audit process the sequence number of the log's 

\-1111 provide an.inunediate indicator of dissemination traffic for 

use in a sample or complete audit. For the annual audit, the forms 

will provide a detailed portrayal of adherence to th¢ dissemination 

procedures. Each of the formats i~ described briefly below • 
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Local - StCltc Inquiry Log - DI,-l, Fiqure B-1 

This log ~ill be maintained by all user agencies. The con

trol section (inquiry to ce~traL repository) will be completed for 

all requests for access to criminal history record information. 

This section' provides for ~he complete identification of the user 

and indicates the method used to make the inquiry. ~he second 

section (receipt from central state repository) will be completed 

for each item, upon receipt of information from the central reposi

tory. This section will provide for the identification of the 

actual recipient. It also provides for the logging of terminal 

me~sage data for t~e purposes of cross audit with terminal opera

tion logs. The controlling number" throughout the prOcess will 0e 

'a sequence number supplied on the record by the central state 

repository. This sequence number will appear on all logs. A 

liP" or "5" \.;ill be added as a suffix for purged and sealed· records. 

~SJ" w~ll be added for juvenile records. If a stat~ ID number 

has not been previously available, it will be recorded at time of 

recipt fro~ the central repository. All records will contain an 

· expiration date after which the criminal history record will be 

regarded as non-current. This dabe wirl be applied by stamp at 

the ~;;ntral reposito:r:y. The final column is a destruction date 

to be entered at time of destruction to indicate that the record 

,"',.~\ .. 
, ~"'-r .... ,~ 

• 
was destroyed. Non-criminal justice agencies will return dissemina-

ted information or destro~ all copies when the information is no 

longer needed for the purpose for which it was disseminated. 

The information in this form is ,correlated with the next two 

logs in several respects. This correlation will serve the 'audit 

process. 
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Dissemination Log - Disseminatinq Agenci nr..-2 

. 

.. . ' ~ .. 

----. 

. " 
''''. • •.. ! • 

This log (Figure B-2 is maintained by the central state reposi-

tory or (as appropriate) by a sate1li~e repository or switching 

agency, to record all requests by users for criminal history record 

information. It is charac~erized by the entry of a· control number . 
(sequence number) \.;hich is assigned to each spec if ic document 

disseminated. Data about the requesting agency is r~corded, in

cluding the authority by which disseTilintltion is permitted (non

dispo~itional data, for example, is allowed to be disseminated 

only to crim~nal justice users). The date of transmission is also 

recorded along \vi th the State ID number. In the e\;ent there is 

no previou~ criminal history record this fact will be indicated. 

There will be an entry for every action on this information con

trol log. The requesting agency information will be recorded at 

a central location in the repository at ~he time of receipt from 

the requestor. Th(~ last t\'lO columns \vi11 be entered at the time 

of transmission. The log will serve as ~n internal control of 

activities as well as a source of management summary information 

conc~rning disseTilination traffic. For e~ample~ the log will 

provide a quick reference to major. users of any unusual traffic. 

Dissemination Log - Individual Record - DL-3 

This form (Figure B-3) is used as the cOr.1plete dissemination 

history of an ·individual cri.rnina1 history record and \'li11 be kept 

in the individual's record. It is intended to be used,by the 

disseminating agency to record the nature of the inquiry, ipcluding 

~riminal justice and non-criminal justice agencies, and the nature 

of the dissemination including the method and the type. The log . . 
\'1i11 provide an immediate reference to the traffic related to an 

individual record. For purposes of correction of the record, it 

wiil provide the, information concerning all agencies which have 

been prior recipients. 
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FIQUl~E B-2 

D!SSElVIINATION LOG..:. DISSElVIINATING AGENC~ 
Dr, - 2 0 

DISSEMIN7\TION LOG - DlS 
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Sf,f>1IN7\TING AGF.:NCY 
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. AUDIT AND CORRECTIONS 

When information in a criminal record is subject ,to correc

tion as a result of an audit, the correction will be made'by the 

central repository and the corrected information will be forwarded 

b,:;' t.he repository to all agencies which have been recipients of 

the subject information. This fonvarding of informat;ion will be 

recorded on the dissemination logs and will be identified as an 

audit correction. A sequence number will be assigned to the 

correction event. The incorrect document 'viII be identified to 

prior recipients by its sequence number and will bp. destroyed 

upon receipt of the corrected version. 

. , 
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