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INTRODUCTTION

The Privacy and Security Plan is intended to be used both -
for official compliance with Departmeﬁt of Justice r;gulations
and as an instructional document in the State of Maine during the
implementation period. For this reagon, an effort has béen made
to include relevant background data and a discussion of the con-
cepts and issues which have influenced the development of the
Plan. The Introduction includes thése sections:

e Scope of the Plan
-~ System Component Interrelationships
-~ State Central Repository (SBI)
e Definitions
© Current Status
Each of these areas is examined in reference to the imple-

mentation of the provisions of Title 28 of the Department of

Justice regulaticns, May 20, 1875 and March 19, 1976.

o

SCOPE OF THE PLAN

In the development of the Privacy and Security Plan an effort
has also been made to identify the maximum number of criminal justice
system requirements and relationships. During the development

process it became apparent that this approach will assist in

impleméntation and will serve the best interests of the State.
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{The intent of the federal reguiations has already had an impact on
some operational préctices. For exampie, the Maine State Police,
State Bureau of Identification [SBI]l has sharply‘curtailed dissemina-
tion to non-criminal justice activities. It is expected.thatvthe
procedures, when implemented, will have an impact on'the whole
criminal justice system gnd its interaction with the community.

This apéféach has resulted in the identification of issues
and gaps and has opened up‘potential considerations for thefutﬁre.

Some of the elements which are addressed include the following:

L The interrelationships among the components
of the criminal justice system

© The role of the central state repository [SBI]
- Current issues and future applications
Each of these elements is discussed briefly. Current opera-

tional definitions are also included in this section.

System Component Interrelationships

The use of criminal history information occurs in:various
ways throughout the criminél justice system. While each com-
ponent of the system uses information for its own puréoses, each
also contributes to the completenesé, accuracy and currency of
. the total individual criminal history record. Each systemvcbm—
ponent creates information which has unique qualiﬁies. When
assembl2d, however, the information from each component creates
the.complete criminal history record on which all components rely.

The basis for the operational procedurgs is to insure that

the criminal records are complete and accurate so that they are
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credible for the purposes for which they are used either as
current source documents or as historical reference documents.

The challenge of achieving the objectives of the Privacy

.

and Security Plan runs parallel with the'challenges associated

with the development of the information system: to meet various

=~
-

needs, time frames, applications, and responses of the components

of the criminal justice system which originate, use,'and exchange
criminal histdry infornatioﬁ.
The principles of privacy and security apply to each of the

. criminal history record users. The scope of the interactive
relationships associated with the in-process flow of infqrmation
is indicative of the need for a totél system @pproach in the
Privacy and Security Plan.- |

P For example, arrest information which is recorded without
dispositica information in a criminal history ét the Bureau
of ideﬁfification loses a great deal of its value for subsequent
prosecution use, and.-all of its valuevfor non:criminal juétice

uses.

State Central Repositoryl

The State central repository is authorized by statute to
maintain comprehensive state-wide criminal history record

information files. It has the capacity to provide criminal

The Maine State Police, State Bureau of Identification is the

Central Repository in Maine in.accordance with Title 25, Part

4, Chapter 193 of the Maine Revised Statutes Annotated [MRSA].
The terms central repository and !ISP/SBI are used interchange-
ably in the Plan. ‘ T :
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'identificaﬁion and criminal hist@r& record services to criminal
justice agencies in the State. The Plan assumes that the com-
plete and accurate record of the individual subject will be
maintéined.at the central repository (MSP/SBI) and that each of

the other components of £he criminél justice system will contribute
to the record through the disposition reporting mechanisms

of the State. The problems associated with timely dis?osition
reporting are discussed in the Plan.

The statgtory provision for the reporting of dispositions
25 MRSA 1542, 1547 is in accordance with the federal regulations.
Disposition reporting practices are the subjeét of éontinuing
review in the‘system. A éourt disposition reporting (CDR) system
exists and is being reviewed for improvement with the Court
Administrator. ' , .

The Plan provides that dissemination to non-criminal justice
agencies will be accomplished aftér the inquiry to the state reposi-
tory and that this inquiry-dissemination process will be reco;ded at
both thé local and State level. These are some ragtraints in existenc
at present concerning inquiry and dissemination of information to
non—crimiﬁal justice agencies. The Plan extends thése conditions to
the local level., Criminal history information, lacking dispositions,
is not furnished by MSP/SBI to non-criminal justicé agencies.

The immediafe operational information requirements of local
law enforcement and proseéution, associated with, fog example,

detention, diversion, bail bonding will continue to be served

by local information and the simultaneous acquisition of wanted/



warraﬁt information. Fingerprint submission to MSP/SBI, and

the ¥BI, fcllowing érrests enables the local jurisdiction to

acquire a current, complete criminal history record, annotated,

if appropriate, by the State repository, to reflect pending disposi-
tions. It is also possible'for the loéal agency to indicate no néed

for the record.

-

S~

Current Issues and Future Applications

In developing the plan, current practices were examined in
agencies across the criminal justice spectrﬁm. Discussions and
on-site reviews took place with agencies of law enforcement,
prosgcution, defense, cqurés and corrections. The nature of
agencies includea state and local representétives, and large
and small activities across the State. |

The research for the plan, for example, covered the State Bureau
of Identification which has received a grant since 1973, of LEAA
funds, for the development of a revised record keeping .system.
In addition there were on~si£e visits, extensive discussions and
systém reviews with two large Police departments [Portland,
Bangor]): two county sheriffs [Cumberland and Penobscot]: the
State Police Headquarters [Augusta] and a detachment [Oroné];
an adult correctionai institution {South Windham)] and a juvenile
institution [South Portland]; District Attorney (Prosecutor)
Bangor and Clerk of tﬁe Court [Bangor)]. Maine does not have a

Public Defender System but discussions on the defense function

were held with defense attorneys. The requirements of the



Privacy and Security Plan 'were thé‘subject of discussion with
the Committee on Privacy and Security.

While current compliance pegtains to certain LEAA funded
activities the scope of eventual implementation is intended to
cover the spectrum of criminal justice agencies in the State.
In anticipation of implementation, several data collection forms

were developed which will be used as continuing documentation

- devices. These are included as Figures 1l-1 and 1-2.

The proposed Plan includes operational procedures in each

‘'0f the areas regquired by'Title 28 of the federal regulations.

This emphasis on procedures is in accordance with the LEAA
guidance providéd during the regional meetings and with the LEAA
flanning instructions.

"In effort has been made'to assess the current situation;
identify issues and requireménts aqa propose prodedures which
will meet the needs of the State.

It is clear that the concepts related to Privacy and Secu-
rity of criminal history information are intergelgted to the
whole structure of the Criminal Justice Information System.

Further, it is clear that Privacy and Security are "public
issues" of intense interest to both members of the criminal
justice sysﬁem and thé non-criminal justice community as well.

Final resolution of some of the issues will be difficult
in the absence of specific Federal and State legislation. The

deregulation of dissemination and security reflect this problem.

e
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AGENCY ELIGIBILITY PROFILE

FIGURE 1-1
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FIGURE 1-2

AGENCY PROCEDURES PROFILE
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For this reason both an internal iraining program and a public
ejucation program are proposed in the Plan as well asbefforts
vhich tie the Privacy and Security Plan with the standards and
goals program. There are also liﬁks'to OBTS/CDS develﬁpment.
The Plan reflects the results of a prelimiﬁary review of
the statutes, authorities, policies and pfocedurcs within.which
the system in Maine is operating. Against fhese there has
been a review of proposed resolutions and legislation and a
general analysis of the potential impact of the federél regula-

tions on State procedures.

There are a number of proceduﬁal changes underway in Maine
which have brought the criminal justice system more closely in
compliance with the specifi¢ requirements of the federal regu-
lations. For example, there has béan a historic deficiency
in the acquisition and recording of dispositions. Based on MC&PAA
grant support the MSP/SBI has improved this area over the last
2 years. A continuing program is underwayvto reduce the nﬁm-

“bers of- criminal histories in the central repository which
lack dispositions. This is a major concern to the State both
in terms of the present system and in the developmeﬁt of the
OBTS/CDS program. The Plan takes account of the disposition
reporting needs and the current efforts of the MSP/SBi, thé
‘Court'Administfator, and district attorneys.

' Another specific need is for clarification of expungément,

purging and seéling practices. This need, for example, has been

I—- 9
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expressed by the MSP/SBI, prosecution, corrections and the 1o§al
iaw enforcement agencies. Based on the impact of the federal
regulations’and the expressed need within the State there has
been a revision of the Maine law [25 MRSA 600] on expunge-
ment.* |

Tb comply with the intent of Title 28, a number of cohpo—
nents of the criminal justice system have placed restrictions
on the disseminatién of criminal history information. Examples

of these are Maine State Police, Portland and Bangor Police Depart-

ments. There has been some reaction, to these constraints, from non- -

criminal justice organizations which have become accustomed to

receiving criminal history records or name checks. This public

response reflects the.need for the development of standards for
access and dissgmination which do not now exist. It also reflects
the ﬁeed fér addressing this public issue with an education program.
It indicates also the need for estdblishing a specific organiza-
tional responsibility for accompl%shing these matters in a consis-
tent manner fhroughout the State. |

The Plan addresses these issues and needs through proposed

options which indlude the:

o establishment of organizational roles and
responsibilities

° development of user éategories

o definition of conditions of access

° contractual arrangements with users

* Major objections have been .raised by law enforcement officials
and the press to both the federal regulations and the Maine
revised criminal code on expungement.

I - 10 R
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There is in the new law a dategorization'of use of infor-
mation by agencies which are responsible for professional or
technical licensing. The clarification of this area includes a
continuing review of Title 32 of the Maine Revised Statutes.

This will be in accordance with 16 MRSA 603 and 604.

. The current proceldures which enable an individual to access
and review the criminal history information pertaining to himare
limited to the first step of record review. There arec no formally
established standard procedures for correction, administrative
appeal and judicial review. The proposed Plan sets forth specific
procedures for these actions and provides the forms to initiate the
prpcedures. The form extends the current procédures of the MSP/SBI.

As these examples indicate there are a number of policy con-
siderations, organizational needs and procedural issues which are
immediately apparent. These will influence the ultimate charac-
ter of the State of Maine Plan. Other specific needs which are
not completely provided for in the State system and which are
suggested in the Plan include:

"o the need to establish a state Privacy and

: Security Appeals Board to resolwve both indi-

vidual and organizational appeals related to
criminal history information

] the ‘need for the development of standardized
audit procedures which will enable system
reviewers to follow both procedures and indi-
vidual case studies throughout the system £rom
the state to local operating levels and indi-

- widual recipients of information.

(-] the need for dissemination logs which accomplish

control requirements without intruding on

the effectiveness of current operatlons or the
capacities of small staffs.

3
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Definitions

The definitions listed below are cited for the purpose of
standardizing the terms used throughout this Plan. The defini-
tions have been derived from the provisions of Title 28, from
the SEARCH proposals and from current usage in 16 MRSA 601. .

Administration of Criminal Justice

Perférmance of any of the following activities: detection,

apprchension, dotention, pretrial release, post-trial rclease,

-

prosecution, adjudication, correctional supervision, or

rehabilitation of accused persons or criminal offenders. The
administration of criminal justice shall include criminal icdenti-
fication activities and the collection; storage, and gissemination

of criminal history record information. (16 MRSA 601(1).)

" Executive Order

& Exccutive order. “Executive order’ means an order of the Dresident of
the United States or the Governor of this State which has the force of law
and which is published in @ manner permitting regular public access tkereto,

Person

6. Person, "Person” means a human being or a corporauon, partncrahxp
or unincorporated association.

" Criminal Justice Agency : : co

3. Criminal ;ustxce agency. “Criminal justice aoeﬂcy means those agen- -
. c1cs at all levels of Federal or State Government which perform as their
- principal function, activities relating to erime prevention, inclm.infv researca
or the cponsorship of researcil; the apprehensien, prosecuuoq. =djudication,
incarceration or rehabilitation of criminal offenders or th:e collection, storage,
dissemination or usage of crimiaal history record information.

TV g s e TG W P 2ve (IR AT T R e Rt o S At o ey Cboa



Agencies included are: .

s : . . Enforcement - Department of Public Safety ~ State Police
County Sheriffs
Municipal Police
Special Police

Courts - Supreme Judicial Court
' Superior Courts
. District Courts
Probate Courts
Prosecution - Department of Attorney General
District Attorneys
Repository -~ State Bureau of Identification
Corrections ~  Department of Mental Health and Corrections

County Jails
Municipal Jails

Probatiocn .
and Parole - Department of Mental Health and
Corrections ~ Division of Probation
and Parole
SPA - Maine Criminal Justice Planning and

Assistance Agency

Criminal History Record Information System

.

A sysiem including the'equipment, facilities, procedures,

. ) ayreements, and organization thereof, for the collection, pro-
cessing, preservation, maintenance or éisscmination or criminal
history record -information, whether automated or non-automated.

. -

Public Record

Data recorded by public officers in conscquence of public
duties, at the conclusion of relati&ely formal and usually public
proceedings. For the purposes of this plan, the information,
related to a crimihal bffense, which is reasonably contempora-
neous, and does not includé a record of criminal history may be

considered a public record. Clerk of the Court records and

papers filed with the court are public records. [Court Rule 79]}.




L] .
\

. _ This definition is intended to reaffirm the continued character-—
istic of public access to public records, such as Clerk of the

Court Records, which is provided for in the Maine Revised Statutes

.
-

5nd Rules of the Court.

Disposition

Information disclosing the conclusion of cach stage of a
criminai~§roceeding from arrest through the judicial process,
(including appeal) to rélease of the individual from the criminal
justice system. Information disclosing the termination éf pro-
cecdings in process and the reasons for termination. Information
disclosing postponement and the reason; for such postponement.
Primary disposition types for the State of Maine System will be
Law Enforcement dispositioﬁs; Prosecutor dispositions; Court, and

Corrections dispositions.

Criminal Justice.System .

That part of governmental juriscdiction that encompasses the

broad functions of police, prosecution, defense, criminal courts,

_probation, correctional institutions, and parole.

Criminal Justice Information Svstem

Any system or compoﬁcnts ﬁhereof, Qhethcr automated or
manual, including the personnel,.equipment, facilities, procedures,
agreements and organizations thereof, for the collection, storage,
processing, dissemination and relcase of offender records or

information. ¢




At present there is no automatéd component of criminal histofies.
Future components and applications will include the Maine system of OBTS,’
CCH, a Court Disposition Repbrt (CDR) System and the Maine Compre-

hensive Data System [CDS] which will have automated componency.

Criminal History Record Information

Information coliected by criminal justice agencies on indivi-
duals consisting of identifiable descriptions and notations of:
arresté, detentions, indictments, informations, or other formal
criminal charges, and any disposition arising therefrom such as

: sentencing, correctional supasrvision, and release; does not include
identification information such as fingerprint records or photo-
graphs to the extent that such information does‘not indicate

. involvement of the individual in the criminal justicg system.*

For the purpose of this Plan c¢riminal history record information
does not include convictioné‘fér violation of fish and game laws

or municipal ordinances wheré¢ the fine does not excced $50.

[4 MRSA 564].

Individual Privacy

The legal and common right to be safeguarded against a per-
sonal intrusion as a result of having sensitive personal informa-

- . -#3on come into the possesgion of an unauthorized receiver. . e e .

.. This definition is derived from court decisions which‘émphasize
the right of the individual to be protected from unwarranted intrusion.

For example, Maine Statutes prohibit or limit the use of electronic

surveillance in 15 MRSA 710 and 712 and in 17-A MRSA 511.

* T@ere are, for example thousands of fingerprint cards in the SBI
f%l? which are associated -with non-criminal activities including
civil defense precautions taken in World War II.
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‘Security

The protection of information in storage or transit from

.unauthorized access, tampering, or destruction through accidental,

negligent, malicious, capricious, or hostile means.

~

.System Security

-,

The ability to restrict the availability of specific informa-

tion to authorized individuals, and the ability to physicallwy

protect all parts of the system, inecluding the data, the system

that processes that data, and the facility from any form of

hazard that might endanger its integrity or reliability. Systen

security also involves the ability to insure that system person-

nel are selected with ‘due regard for security reguirements.

Dissemination

The transfer of criminal history record information to indi-

viduals and agencies other -than the ¢riminal justice agéncy which

maintains the criminal history information. Includes confirmation.

of the existence or non-existence
Includes interagency transfers in
radio, personal exchange, mail o;
include intra agency transfers of

charging or processing transfers.

of a criminal history reccord.
writing, orally, by machine,
any other manner. Does not

information such as dispositions,

The féporting_of a criminal justice transaction to a State,

local or federal repousitory 1is

.

not a aissemination of information.

Dissemination means use of and access to information and

transmission of information, whether orallv, in writina or bv

eléctronic means. [16 MRSA 601(4)].

. o L I - 16
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Non-Conviction Data

"Non-conviction data" means arrest information without disposi-
tion if an interval of one yéar has eiapsed from the data of arrest
and no active prosecution of the charge is pending;. or information
disclosing that the policé have elected not to refer a matter to a
prosecutor, or that a prosecutor has elected not to commence criminal
proceédipgs, or that proceedings have been indefinitely postponed,
as well as all acquittals and all dismissals. [Section 20.3(b)
fitle 28]. Non-disclosure provisions are included in 16 MRSA 603

and include pardons.

. Statute

An act of Congress or state legislature. Maine statutes are
identified as Maine Revised Statutes Annotated [MRSA].
Act

The Omnibus Crime Control and Safe Streets Act, 42 USC 3781,

et seg, as amended.

CURRENT STATUS o

The current status of privacy and security procedures in
Maine is reflected in part in the Certificate of Compliance for
the Central Repository, Maine State Police, State Bureau of Iden-
tification, which is included as Appendix A.

In addition to specific procedures of the MSP/SBI, there is
in all components of the Maine Criminal Justice System which have
been.reviewed to date: ‘

° ‘A conscious éffort to observe principles of
- privacy based on established !Maine concepts of
fairness. For cexample, the Portland Police

Departmernt general order on the release and review

I-17
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of police records-has been in existence since
May 1974. The purpose is "to implement and
protect constitutional guarantees of privacy."

© general agreement on the need for consistent
policies and procedures, and preferably State
legislation, to reinforce local procedures and
general orders. .

The privacy and security needs and issue; in Maiﬁe are
generally in areas which involve the interaction of several
components of the criminal justice system. For example there are
specific needs: . |

©¢ . For more complete reporting and recording
of disposition information. This process
involves law enforcement, prosecution and the
courts, '

©  For clarification of expungement policies and
procedures. This involves the legislature, the
attorney general, courts, clerks of courts and
law enforcement which may be resolved by PL763.

o For consistency in the policies and procedures for
disseminatien to non-criminal justice agencies.-
This process involves the executive, legislature,
attorney general,'law enforcement, courts, and
community. To be developed in accordance with .
25 MRSA 603, 604. .

© For improved security, among all recipients, of
criminal history information. This will involve
particularly, agreements and rgsponsibilities
between law enforcement agencies and non-criminal
justice users.

] For improved physical security and access
restraints in a number of records center locations.
Improved conditions will involve budget and funding
considerations between law.- enforcement agencies and
local governments.
In the succeeding chapters of the Plan procedural areas are
discussed in terms of regquirements, standards, current status and
the identified needs. These will be the subject of planning or

implementing actions during the next two years.

I - 18
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II

ORGANIZATIONAL COMMITMENT

This Chapter suggests some of the options and relationships
available for the administration of the Privacy and Security
Plan. It includes a discussion of associated roles and responsi-
biiities, including:

The Governor

The Maine Criminal Justice Planning
and Assistance Agency

(s The State Bureau of Identification
o Local User Agencies

© Local Agency Personnel

©  Relationships

Each -of thése is discussed below.
\-' ’

THE GOVERNOR

Theré are a number of provisions in Maine law which pertain
directly or indirectly to matters pf privacy, confidentiality and
the balance of individual rights and the needs of society. Among
these are the recently enacted Public Law 763; 5 MRSA C341;

26 MRSA 3; and 17-A MRSA 511. There are also many judicial
decisions in Maine which reaffirm individual rights of privacy
in various contexts. In the decision of State vs Crider (1975),
" the court reaffirmed both the concept of the citizens private
property and "reasonable expectations of privacy" against

official intrusion. :

The Governor's commitment includes an interest in the
activities and standards which will insure that the policies
~and procedures of the plan reach fruition. As part of this

o IR Y e )
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objective, roles and responsibilities for the management of pri-

vacy and security matters are to be identifiéd.l

There is a requiréement to establish a lead role for several
functions which are inherent in the management and implementation
of the Privacy and Security Plan. These activities include the

following:

o Insure that system audits are conducted

o Establish standards for non-criminal
justice agency access to criminal history
information in accordance with 16 MRSA
603, 604.

c Refine procedures for Ind1v1dual ‘Challenge,
Correction and hppbal

e . Prepare an annual revision of the Privacy
and Security Plan.

o Report annually to the Governor on the

status of the privacy and security of
~criminal history record information and
other related criminal justice informa-
tion system matters.

Each of these elements is discussed below.

Audits

In 6rder to insure system conformance with the operational
procedures of the Privacy and Security Plan, afrangements will
be made for regular and periodic audits to be conducted by the
crininal justice system agencies or by "out51de" reviewers. In
the event discrepancies are identified a schedule for corrective
action will be issued and monitored. [Sectlon 20.21X(a) (2);
20.21(e) D.0.J. Reg. Title 28]. '

1'I’he prerogatives of the Governor in relation to the adminis-
tration of the Privacy and Security Plan are noted in Section

*20.2)1 of D.0.J. Title 28 and the associated commentary on
Section 20.21.
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Access by Non-Criminal Justice Agencies

Arrangements will be made to develop access and dissemination
standards to provide consistent guidance for determining the éon~
ditions under which non-criminal justice agencies will have access
to criminal history record information. The standards and proce-

~dures will be develcped in accordance with the provisions of

16 MRSA 603, 604, Sectien 20.21C D.O.J. Title 28 and Court Rule
79 as appropriate. ' ‘

Refine Procedures for IndiVidual Challenge,
Correction and Aappeal

Within the procedure described in this Plan for the "Indivi-
dual Right to Access and Review" is the righé to appeal a decision
by a criminal justice agency not to make requested changes.
Procedures will be established for reviewing unresolved requests
in order fo effect the provisions of 16 MRSA 606 and comply with
the provisions of Section 20.21(g) {3) D‘O.J.'Title 28,

Annual Plan Revision

An annual revision to the Privacy énd Security Plan will be
developed and presented to the Goverrior and LEAA for approval.
Modifications will be based on the year's assessment of progress
made in meeting the plan's objectives, problems encountered, and
new ideas developed. [Seétion 20.23 D.0.J. Title 28].

Annual Report,

)

An annual report on the conduct of activities proposed within
the Annual Plan will be submitted to the Governor for his review.
Included will be an assessment of the degree to which objectives
vere reached, a listing and discussion of problems that became
prominent, incidents worthy of note, new developments that have

- occurred, statistical and fiscal reporting data concerning

implementation and recommended actions. Copies will be made
available to the Judiciary and Legislature. [Maine Initiative].
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MAINE CRIMINAL JUSTICE PLANNING AND
ASSISTANCE AGENCY

Organization: The Maine Criminal Justice Planning
and Assistance Agency was originally established in 1969
as an agency of the Executive Department, under the name
of Maine Law Enforcement Planning and Assistance Agency.
By law, the agency consists of a Board of Directors of
between twelve and thirty members appointed by the
Governor, for terms of two years, including, ex officio,
The Attorney General, the Chief of the Maine State Police,
the Director of the Bureau of. Corrections of the Depart-

ment of Mental Health and Corrections, the State Planning

Director, the Chairman of the Joint Legislative Judiciary
Committee and the Chief Medical Examiner. The remaining
members’ include representatives of units of local govern-—
ment, sheriffs, representatives of groups dealing with
juvenile delinquency and‘representatives of the community
generally. The Directors appoint an Executive Director
who 1is responsible for the procurement of the necessary
operating staff to carry out the responsibilities of the
agency as mandated by federal LEAA guidelines and policies
established by the Bocard. = The MCIPAA is established by

5 MRSA 315. Executive Order EO 5-69 also provides that
MCJPAA will "carry out any duties as may be assigned to
it by the Governor from time to time." In accordance
with 16 MRSA 601 the MCJPAA comes within the definition
of a criminal justice agency through its "research and
sponsorship of research."

The organizational relationship of the MCJPAA in the Execu-
Department is illustrated in Figure 2-1.

The MCJPAA administers -the federal Law Enforcement
Assistance Administration (LEAA) program for the State
of Maine. It is empowered to act as the State's plan-
ning agency with regard to the federal Omnibus Crime
Control and Safe Streets Act of 1968, the Juvenile
Delinqgueincy Prevention and Control Act of 1968 and. the
Law Enforcement Revenue Sharing Act of 1973, and is
authorized to make grants for planning and for improve-’
ment of law enforcement consistent with the intent of
these Acts to any agency or organization in law enforce-
ment and criminal justice. administration activities.

In addition to developing the Comprehensive Criminal Justice

Plan, the spectrum of MCJPAA initiatives and funding reflects

the involvement of this agency in every relevant area of Maine

criminal and juvenile justice. Comprehensive program assistance

includes youth services activities; revision of criminal laws,
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FIGURE 2-1
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evidence rules review; court unification; géneral«court improve-
ments; public defense projects; staffing and education support for.
Prosecutors; corrections and institutional programs; development

.of statewide police communication system; CJIS planning and develop-
ment; development of the Maine Comprehensive Data System; study

of law enforcement at the local level. ’

The MCJPAA is in fact an integral component .of the Maine
¢riminal justice system, capable of interacting with the func-
. tional components of the system, with state agencies and with

local governments in the context of Maine law.

The responsibilities of the MCJPAA, and its operating
~committees, for privacy and security matters and CJIS matters
can be established in this context. For exgmple, it would be
possible for the MCJPAA to assume responsibility for the train-
ing and public education proposed in the Plan [Chapter VIII]
‘and to develop these programs through an arrangement with thé
Maine Criminal Justice Academy and the seven Regicnal Planning
Units.

éimilarly the MCJPAA could assume certain responsibility for
the proposed audit program [Chapter VI] and assist in the desvelop-
ment of this program with the State Department of Audit, the
Department of Manpower Affairs, the Department of Public Sufety
[state Bureau of Identification] and the local®Criminal Justice
agencies.

L]
.

THE STATE BUREAU OF IDENTIFICATION

The State Central Repository MSP/SBI for the collection,
‘maintenance and dissemination of criminal history information

: carries major operational responsibility for the actions and

procedures described in the Privacy and Security Plan. Specific
areas of responsibility are anticipated to include:

-3
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© To assure security of the central
repository facility. )

o ‘To assure adequate identification and
" wverification of need to know and/or
right to know of all requests for access
to criminal history record information.

© To assure adequate record keeping of
all accessed and/or disseminated crimi-
nal history record information materials.

© To regularly purge, seal or expunge
criminal history materials, as speci-
fied by the State regulations or -
court orders.

G To assure that only accurate and com-
plete record information is disseminated,
as appropriate.

o To notify prior recipients of erroneous
information as errors become known.
In additiqn, in the management of criminal history records
the focal role of the SBI is established in 16 MRSA 1541 (4)
which provides that the SBI, with the approval of the Attorney
General "shall make...rules/ regulatioﬁs and forms for taking,
filing, preserving and distribution of fingerprints and other

.

criminal history record information..."

-

- Each of these responsibilities is detailed within the proce-

dures chapter of this Plan. °

ROLE OF LOCAL USER AGENCIES

In accordance with Maine law, many local agencies will"
receive access to criminal history records. In receiving the
authority to access, these agencies agree to accept certain
specific responsibilities within this system. These responsi-

bilities are listed below:
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©  To assure that proper security is pro-
vided for criminal-: hlstory recoxrd 1nfor-
.matlon.

@ © To assure proper use, within the proce=-
dures outlined in this plan and verified
in a User Agreement, of all accessed .
criminal history record information.

" ® To assure the proper record :keeping of
‘ all accessed criminal history record
information materials.

© To regularly purge or seal criminal his-
tory information as specified in a Users
Agreement or by court order.,

. e To assure proper prohibitions governlng
access to juvenile records.

e To assure the proper training of all
personnel involved with criminal history
record information prior to their use.
of the information.
The specifics pertaining to local agency responsibilities
are enumerated within the procedural chapters of this plan.

-ROLE OF LOCAY, AGENCY.PERSONNEL

Within each of'these.local user égencies, individual persornel
handling -criminal history record information are accountable for
its proper use. Responsibilities include:

c Assuring that accessed criminal his-

tory record information is limited to
the use for which it was provided.

e Assuring the timely return or destruc-

tion of accessed information as soon
as the stated need is met.

Ir - 8

N i T R e Sk o - R O e o o e g o Lo



ST

RELATIONSHIPS

The identificaticn of organizational relationships related
ta brivacy and security is best accomplighéd in the context of
_the bbjectives of the total crlmlnal justice system. For example,
the panagement regquirements related to privacy and security are
1nLhgral information system requlrements. Dec1s;ons in each
COMhonent of the criminal justice system are dependent on the
av“’lablllty and sharing of accurate, complete and timely infor--
_maL4on Every serious effort to develop a comprehensive criminal
JUSlice information system [CJIS] is eventually faced with knotty
iS85 related to authorities, responsibilities and separation
of howers as well as economic feasibility. - Efforts to resolve
tht., jssues in a unilateral manner usually incur turbulence in
the inplementation process. Efforts to resolve the issues
thiv..gh mutual agreements incur initial problems of organizational
Strusturing. For instance,’ it is not universally acceptable
in I‘*u.ne to have additional organizational levels imposed on

the .yiminal justice system.

However, a comprehensive system approach generates a neced
£Or pither an effective coordlnatlng mechanism or a single
authﬁrlty. This is reflected in the introduction to the MCJIPAA

destiintion of the Comprehensive Data System [CDS]:

"since the enactment of the Omnibus Crime
Control Act and Safe Streets Act of 1968 and
the subsequent Omnibus Crime Control Act of 1973,
there has been an increasing awareness of the
need to create an organized structure for coor-
dinating the development of information systems
and utilizing the collected data for management
and administration, including planning and
fiscal considerations, for the criminal justice
system." ‘
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_ When this issue involves the additional element of centralized
computer operations, the necessary trade off and compromises be-
come more difficult to achieve. For example, the bill, LD1559,
(April 1975), which proposed the establishment of a "Commission on
Criminal Data System Policy" provided that: .
| “It shall be the responsibility of the
Commission to recommend and oversee the

development and implementation of a criminal
data system for the State of Maine."

This legislature was not approved by the Maine Legislature.

Internal Organizational Logic

There are three factors which'influencc the manner of address-—
ing privacy and security. These are the nature of law making in
Maine, the organizational style of the State government and the
status of the Maine Criminal Justice Planning and Assistance
Agency.

Maine is a legislation oriented state. The Legislature pro-
vides the law making function for the state and counties. 1In
addition some state ageﬁcies have limited authority to enact
regulations and local law making is accomplished by the legis-
lative body of the municipalities.

This characteristic results in an interactive enforcement

" process which can be consistent throughout the state when the
statutes are well conceived and widely understood. This charac-
teristic also imposes a quality restraint on any system to )
.insure that programs and program management are consistent with
the needs and the existing organizational structure including

state/local relationships.

In this structure additional organizational agencies are
generally constrained. The interaction process of law making
and enforcement is portrayed in Figure 2--2.2 ' '
2Local4Law Enforcement, a study jointly sponsored by the Southern

Maine Regional Planning Commission and the Maine Law Enforcement
Planning and Assistance Agency [MCJPAA] 1973.
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FIGURS 2-2
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Thé’organization of the state government is’included in
Figure 2-3 to portray the relationship of the MCJPAA. to the other
agencies of state government. As in the legislative and enforce-
ment process the state organization is structured in a manner in
which considerable voluntary agency interaction is‘possible to
achieve common objectivas. ‘

In this legislative-organizational structure the MCJPAA has
evolved from a "unique" agency to an integral component of the
state/local system. The MCJPAA Boards and Committees have repre-
sentation from the legislature and judiciary; from relevant state
departments such as Public Safety [State Police], Corrections
and state planning; from local executives of law enforcement,
juvenile programs and elected officials; and from citizen and

community groups such as educators, businessmen and MCLU.

A geographic distribution of urban/rural is accomplished
through the Regional Planning Units [RPU}. This relationship
also increases the spectrum of possible MOPAA -~ local activities
through the provisions of 30 MRS 229 [4501-4503]. |

The interactive programming of MCJRAA with other state
agencies is reflected in such examéles as juvenile projects
[including youth services Bureaus] with human resources agencies;
education projects [such a@s the criminal justice curriculum
project for teachers]; and mutual manpower efforts such as CETA
funding for criminal justice personnel. . '

The evolution of the MCJPAA to its present position iﬂ the
criminal justice system is indicative 'that the programs and the
methods to achieve the program.objectives thus far have been
consistent with the internal legislative and organizaﬁion logic
of Maine. ‘
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"In planning for CJIS -and Privaéy énd Security of information
systems these activities are to be. considered in the context of the
larger objective of MCJPAA which is to improve the gquality of
justice in Maine‘through'its concern with the improvement of the
total criminal justice system. Information systemé development,
and privacy and security procedures,‘are among the major require-

‘ments of the system to accomplish the primary objective in the

perspective of priorities and resources.

CDS—Privacy/Security Relationships

Maine is developing the procedures and interactions for the
shared use of criminal justice information through the coordinat-

- ing mechanism of the MCJPAA Comprehensive Data System Committee.

In the process differing requirements are being examined which
range from operational needs [offender tracking, OBTS] to sys-
tematic reporting and planning needs [UCR, MAS].

I. addition, there is recognition of the variety of practices
in the Maine criminal justice system which vary from the large or
urbkan departments to the shirt sleeve practices of smaller rural
communities. Future shared information 'systen developmenttis

"expected to evolve -from the basic relationships which have been

established.

In this context, there is an internal logic for the organ-
izational placement of pribacy and security managément in the
CDS framework. During the planning period the structure and pro-

.cedures can be refined to provide a balanced program of implemen-—

tation of the privacy and security plan. In this way, privacy
and security policies and procedures related to access standards,
audits, inpdividual appeais and system support, for example,

will be in the perspective of Maine law and consistent with '
other characteristics and functions of the Maine criminal justice

system.

These relationships are portrayed in Figure 2-4,
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Membership on the Privacy and Security Committee reflects the
relevant interests in privacy and security matters including organ-
izational, professional and citizen groups. Membership terms can

rotate in a manner similar to the MCJPAA Board of Directors.
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COMPLETENESS AND ACCURACY

-

Completeness, accuracy, timeliness and control of criminal
history record information are the qualitative goals of the Plan.
Each procedure is directed in some way toward the achievement of

these goals.

~..

REQUIREMENTS

The basic requirement to insure completeneés and accuracy
of criminal history information is included in the Crime Control
Act, PL93-83. Scection 524 (b) of this Federal Act provides in
part, that:

{b) All criminal history information collected,
stored, or disseminated through support under this
title shall contain, to the maximum extent feas-
ible, disposition as well as arrest data where

'.arrest data is included therein. The collection,
. storage, and dissemination of such information
shall take place under procedures reasonably
designed to insure that all such information is
‘kept current therein;

This provision is developed in section 20.21(a) of the
federal regulations and establishes the criteria and gﬁidelines
for completeness and accuracy of criminal history record infor-

mation. These are listed bhelcw.

Complefeness

The elements of completeness are defined in section 20.21(a)
(1) and include provisions that: .
e Complete records shall be maintained at
- a central state repository -

° ‘Central repository records must contain
all disposition information within 90
days after the disposition has occurred.

III -1
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In ordinary circumstances only complete records, containing
arrests and dispositions, should be disseminated. To insure that
this occurs, the regulations require procedures which provide, in
ordinary circumstances, for criminal justice agencies to query
the central repository prior to dissemination of any criminal
history record information. This inquiry condition'may be waived
if information is required for immediate operational purposes '
prior to the. time when the central repository can respond. This
situation coul& occur, for example, in the cycle of days related
to the request for and receipt of complete criminal history
transcripts. In these cases, local information which may be
technicall& incomplete could be used to meet immediate criminal

justice needs pending receipt of central repository records.

Accuracy

‘The elements of accuracy are defined in section QO.Zl(a)(Z)

and include provisions that:

'\

@ Records do not contain erroneous infor-

mation and that errors be minimized
through, -
L 4 Procedures to verify or validate data

entries and to audit data collection,

storage and use. )
To insure that the pfovisions of accuracy serve both the criminal
justice system and the individual, the federal regulations require
that prior recipients of criminal history information be adviscd
of inaccuracies which are found and subsequent corrections which
are made. '

CURRENT STATUS

.

The current status of the completeness and accuracy require-

ments is reviewed in reference to:
- Central repository information management

Disposition reporting
Information verification

e 9 0 @

Inquiry before dissemination
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Central Repository Information Management

The State Bureau of Identification [SBI] is the central
repository in the state for all .criminal records. The staff of
the SBI receive and classify incoming fingerprint cards, answer
criminal record inquiries and maintain the following files: '

Master criminal fingerprint file
Criminal record folder file
Criminal .mug file

Court abstract file

Personal fingerprint files
Laboratory case file
Photographic negative file

e © 06 6 ¢ © 0 o

Modus Operandi (M.0.) file

‘ The Bureau, created by an act of the Legislature in 1937, is
responsible for the maintenance of all criminal records generated
within Maine and out-of-state records which concern this State.
It handles requests for criminal records information from law
enforcement agencies and courts and correctional facilities
throughout the country. SBI also maintains photographs and
negatives; court abstract cards which provide information on
court transactions, and a criminal fingerprint card £file.

The fingerprint file, with the associated supplemental
record and disposition report, provides the source documentation
for criminal records information. The file includes almost
300,009 cards.

The central and focal role of the SBI, as the cenﬁral
repository, has been reinforced by current legislation.

Paragraph 4 of 25 MRSA 1541 [1976] provides for the SBI to
establish the rules and regulations for the management of criminal
history information. This section is as follows:
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"4, Rules and Regulations. The Commanding
Officer (of the State Bureau of Identification)
shall make and forward to all persons charged with
any duty or responsibility under this section and
sections 1542 [recording of fingerprints, photo-
graphs, palm prints), 1544 [Uniform Crime Reportingj,
1547 [Court abstracts] and 1549 [violations]: rules,
regulations and forms for the taking, filing,
preserving, and distribution of fingerprints and
other criminal historv record iniormation as provided
in this chapter. B8eifore becoming effective, such
rules, regulations and forms are to be approved by
the attorney general."

Based on the refinements whi&h have occured in the SBI
since 1974, including the LEAA/MCJIPAA funded records management
proéram, the State of Maine is in compliance with federal reguire-
ments., Priority actions have been, and continue to be, directed
toward improving disposition reporting and data verification.
As a result, the credibility and functional value of the SBI
transcripts [rap éheet] have improved markedly throughout the
system including law enforcement, prosecutionl and court purposes.
An indication of the types and volumes of SBI actiVity, related
to criminal history activity, is included in Figure 3-1. Maine
criminal justice system actions are oriented closely to iegis-
lation, attorney general opinions and judicial decisions. The
current legislation, providing for the interactive development
of rules and regulations between the SBI and the attofney general,
will continue this current practice and should facilitate the
evaluation of consistent procedures through the Maine Criminal
Justice System. Some of the current prccedures are included in
this Chapter.

For example, the special efforts made by the SBI to support
the requirements of the prosecutor functions are reflected

in the current effectiveness and responsiveness of the SBI

to the Penobscot District Attorneys office.

1
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FIGURE 3-1

TYPES AND ANNUAL VOLUME OF SBI CHRI ACTIVITY

Type of Activity Recorded Number

Pingerprint cards received - 13,000
Fingerprint cards classified . © 7,400
and searched [no previous record} 4 .
Fingerprint cards matched 3,600
Final disposition sheets received, fileat 500
Photographs and negatives received and filed 1,800
Out of State records received and filed 1,000
Additional record sheets received and 7,200
filed [individual previocusly on filel
Court abstract cards received and filed 18,100
Inquiries [record checks] processed . ' 27,000
Exﬁungements processed [6 month]2 1,800

1
2

Prior to full operation of current procedures

Under provisions of 16 MRSA 600, now repealed.

.
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Dispositioh Reporting : ' .

Disposition is defined in the federal regulations as meaning
"information disclosing that criminal proceedings have been con-
cluded..." To be complete, a criminal history record should
include all ‘dispositions that have occurred from arrest to final
release of the individual from the cognizance of anf segment of
the criminal justice system. Thus, an effective disposition re-
porting system should include procedures for reporting disposi-
tions by every component of the criminal justice system; The
objective of the system is to insure that the record maintained
in the central repository contains "information of any dispositions
occﬁring within the State within 90 days after the disposition has

- occured."

' While an effective disposition reporting éystem must be based
on a legislative mandate, it also includes a high degree of coopera-
.tive effort and administrative discipline. The cooperative actions
must exist between state and local agencies and at £he local,
reporting, level among the various components of the criminal
justice system. The system-dicipline includes timely and
thorough reporting of system actions. The operation of the dispo-
sition reporting system is facilitated by common forms, consistent

procedures and system monitoring.

The Maine disposition reporting system consists of a number

of interactive elements which_include:

o Local agency disposition reporting

- ' forms/procedures
® The criminal fingerprint record [form 13.63R] SN
© The additional record and final disposition

report [form 13.66R]

-] The abstract of court record of criminal
. violation (Court Abstract) [form 13.76]:




The complete disposition reporting process ianQdes the name
lists of disposition information,-furnished~fegu1arl§ to the SBI
by correctional agencies, and the SBI transcript [form 14.40] which
includes a request that missing disposition data be furnished to
the SBI if known by the local agency.. Each of these forms and
procedures reflects a provision of current Statutes including:
25 MRSA 1541(4); 25 MRSA 1542(3,4); 25 MRSA 1544; 25 MRSA 1547;
34 MRSA 1679. ‘

Local Agency Forms/Procedures

While local agency forms vary in the State all forms now
’ihclude sections for the recording of initial disposition data.
Figure 3-2, is an example of an arrest report which includes a
section on "Disposition and Release Data". It is general practice
in Maine for the individual officer, or an officer designated as
“court officer", to insure that initial disposition informafion
is acquired from within the agency, from the prosecutor or from
the courts and recorded. To the extent possible, within the
time constraints for the prosecution and court proceedings, final
disposition information may be available for submission to the
SBI with the first fingerprint card. To insure that dispositions
are recorded the Sheriff of Penobscot County maintains a Disposi-
tion Control Log in whicl each offense is monitored on a daily ‘
basis. This log is used to monitor delinquent disposition and to
report disposition information to the SBI in accordance with 25
-MRSA 1542.44.

The success of this stage of the’'disposition reporting sys-
tem depends on a close and persistent interaction among law
enforcement officers, prosecution and the courts. The focal

responsibility for reporting is on the law enforcement agency.
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. | : FIGURE 3-2
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The Criminal Fingerprint Record

Maine statutes, 15 MRSA 1542(4) requires that the fingerprint
record be forwarded to the SBI within 5 days of the date of arrest.

.The standard form is SBI 13:63R. This form provides for the

reporting of arrest and court disposition data if available within
the 5 reporting days and a specific instruction (6) for follow
up disposition reporting. Form 13:63R is included as Figure 3-3.

The Additional Record and Final Disposition Report

The form used to record additional informafion and final
disposition information related to an earlier submission is SBI
form 13:66R. This form is included as Figure 3-4.

This form provides a multiple basic record, including finger-
prints, which permits disposition information about cases in pro-
gress to be recorded in a consistent manner through successive
stages of the criminal justice process. ' '

The Form 13:66R procedures require reporting of the ultimate
disposition by brosecutor or courts [note and instructions 1 and 2].
However, experience to date indicates that the most consistent
reporting occurs when the local law enforcement agency interzcts
closely with the prosecutor and courts in the follow up and

recording of disposition actions.

Disposition monitoring and delinquent disposition follow up
is facilitated through this reporting process. Cases awaiting
court, or other, action can be identif.ed in a pending status.

" An example of a pending disposition filed with the SBI is included

in Figure 3-5.

The Court Abstract

Maine statutes require that the Courts report the final
judicia) dispositions of motor vehicle and criminal violations.
The statute pertalnlng to criminal hlstorj information is 25
MRSA 1547 Wthh prov1des that.
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3 ADDITIOMAL RECORD
CHECK ONE: and
O FINAL DISPOSITION REPORT
Note: This vital vepart muat be propared on cach individual whase arcest fingerprints huve heen for.

warded to the SUI blentification [4vision withoul inal dispnsition nuted tnereon, If iy finad disposie
tioni iz availuble to arresting sizensy, alno abtnin subjert's risht four (incer impressiong on this fuem.

e leave Blank

complete Joft side sod forwird the furm when case referrid Lo prosecutnr rnd/or courta, Ageney on
netice as to final diy ;-asmnn should complete this form and submit to: Dircetor, State Bureau of Identification, 36 lospitsl St.,
Aupusts, Me. 01330

{See instructions on reverse mide)- .

.

Sil No. Final Disposition & late

. (If convicted or subject plended guilty to lesser charge, incluc
this modificativn with disposition.)

Wame on Fingerprint Card Sulimitted to SBI
Last i

. First Middle :
If SBI No, Unknown, Furnish: .
Date of Birth Sex ..
Fingerprint .~ * )
. Classification k]
FEl1 No. . This Form Submitted By:
(Hame, Title, Agency, Cxty & State) .

Contributor of Fingerprints

Sigunature Date

Title

Arrest No. Date Arrested or Reccived

Check if reply requested: (]
Right Four Fingers Taken Simultanecously

Offenses Charged at Arrest

FORM;: 13:656 R

. INSTIUUCTIONS .

1. The purpose of this repart is to reenrd the initial data of an individual's arrest and thercafter
sccure the final dispesition of the areest at tha earhiest possible tine front either the arvesting
ageney, the prosecutor or the comt havieg jurisdictinn, (INTERINM DISPOSITION INFOR-
MATION, e.r.. RELEASED ON KOND, SHOULDL NOT BE SUBMITTED.) The SULIECTS
NAME, CONTRIBUTOR AND ARREST NUMBER should be exuctly the same as they uppéar

. on the fingerprint vard IN THE FILES OF THE $LL The SBI numler should be incicated, if
' known. Ageney ultimiztely making final disposition will compicte and mail form to: Stale Du-
resu of Ideatilication, 36 Hospital $t., Aurusty, Me. 04330 . .

154

The arresting agency should fill in all arrest data on left side of form and obtain the finger im. e
pressions of the right four fingery simultancously, This should be done at the same time oy the

full act of fingerprints are taken on the arrest fingerprint card. If the arrest iy cispssed of by

Ahe arresting apency, as where the arrestee is released, without charge, then the arresting

agency should fill in this final disjoyxition and mail {orm to SBI ldeatifieation Division. Of

eaurse, if final dispasition'is kuswn when arreat fingerpnnt eard {4 sudbmitted it should be notrd

thercon and this furm is then unnecessary, In the event the cose goes to the prnsccn.lor. this

. fonin should be forwarded tu the prosccutor with arrestee's case file,

8. When arrested person convitted or enters guilty plea to lesser or diffcrent offense than that
charged when originally srrested, this information should be clearly indicated.

&, 1L vitally important for completinn of subject’s record in SRT Jdentification Division files that
Final Dispasition ttepurt he stemitted in every instance where {ingerpnints previously forward-
od without final disposition noted thereon.

8. ncnses where an individnal is known o have fingerprints siready on file withia SBI. this fiem may be
weed oy Wy “ADDITIGNAL RUCORD REPOR T in heu of the artest Bingerpunt card doem 1L,63R0 In
such instunces, interim dspesitun information assel forth m paragraph t1) SHOULD be subuntted when .
acceasary, s it would be wete st on the arrest finverpaint card. I such s the case, furni1 bR should

. also be wtitized in ceporting fust dispostiun information whien i becomes avaitatde,

& Inallcases where form 13:66R is submitted, inclusion of the right four fingerprints is of extreme impurtance.

ITI - 11 ‘ .
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FIGURE 3-5

;

K]  ADDITIONAL RECORD
and
3 FINAL DISPOSITION REPORT

CHECK ONE:

%

Leave Blank

Note: This vital report must he pre'rzred on each individual whose arrest fingerprints have been for-
warded to the SBI Identification Division without final disposition noted tnereon. If no final disposi.

tion is available to arresting agency, also obtain subject’s riznt four finirer impressions on this form,

complete left side and forward the form when case referred to prosecutor and/or courts. Agency on
notice as to final disposition should complete this form and submit to: Director, State Bureau of ldentification, 36 Hospital St.,

Augusta, Me, 04330,
(Sce instructions on reverse gide)
SBI No. | Fiual Disposition & Date
{::.M* n (If convicted or subject pleaded guilty to lesser chnrge, include
this modification with disposition.)
Name on I‘mgcrprmt Card Submxtted {o SBI . , .
Last First Middle Pending. So.Xenn.Dist.
R i teht Lot S-Sy, L
If SBI No. Unknown, Furnish: v . .
Dafe of Birth — . Sex N
Fingerprint ' .3 .
Classification . -
FBI No. This Form Submitted By:
T (Name, Title, Agency, City & 8% 14)
Centributor of Fingerprints
Kennebec SO ME 0060000 /Jéﬁ)(ﬁ, ’67'- 42‘\,’6»'”&/’/1_/
: /]
f_’/f Signatire Date

Sheri

Arrest No. Date Arrested or Received

Check if reply requested: £

Offcnses Charged at Arrest

Cour

FORM: 13:66 R

Right Four Fm"ers Ta} en Sxmultaneousl_f
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§ 1547. Couris to submit eriminal records

Every court in every case wherein a person is convicted of
the violation of any criminal statute shall forthwith transmit to
the State Bureau of ldentification an abstract, duly certified,
selting forth therein the names of the parties; the nature of the
offense, the date of hezring, the plea, the judgiment and the re-
sult. For this purpose the State Bureau of Identilication shall
furnish to said courts preogar absiract forms.

The form presently in use for this purpose 1f form 13: 76
whlch is illustrated below in Figure 3-6.

FIGURE 3-6

STATE OF MAINE
ABSTRnC’ T OI' COURT RECORD OF CRIMINAL VIDLATION

RESPONDENT .
DOCKET NO. : ADDRESS NO: ' ST.
~} CITY or TOWN
ARRESTING OFFICER DATE OF BIRTH
‘PLACE OF OFFENSE
DEPARTMENT DATZE OF OFFENSE
N »
OFFENSE
DATE OF IHEARING PLEA JUDGEMENT RESULT
I hereby certify that the foregumg is a true ahstract from the records
of the Court holden at . . J
Superior ; O ATTEST )
Municipat 0 ' CT
. Trial Justice 0 - . Clerk
District Court 0 Form 13:76

25 MRSk l‘:‘f’]
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- Corrections Dispositions

The final element in the disposition process relates to

.?arole_transactions. Maine statute 34 MRSA 1679 provides for

the reporting of this information to the SBI as follows:

§ 1670. Records forwarded to State I’olicé

' \¥hen a person who has been convicted under Title 17, sec-
tlons’ 1951, 3151, 3152 or 3153 is paroled, the warden or superin-
tendent of the institution shall forward to the Stale Police a copy
of his record and a statement of facts necessary for full com-
prehension of the case. Whenever any prisoner, who has been
convicted of an offense under Title 17, sections 1951, 3151, 3152 or
3153 is discharged in full execution of his sentence, the Warden of
the State Prison shall make and forward to the Staiz IPolice a
cupy of the prison record of said prisoner together with a state-
ment of any fact or facts which he may deemn necessary for a full
ocomprchension of the case. ‘

R.S.1034, c. 149, § 17; 1957, c. 387, §§ 1, 21.

Information‘Verification

Phere has bean an extensive effort at all.levels of the
system to improve recozd keeping practices and procedures in-
cluding the validating and verification of input data. This
effort has been influenced by the standards program, the develop-
ment of the Maine UCR System, professional quaiifications of
state and local records managers and records refinemént projects.
The quality of law enforcement records is reflected in examples
such as the Portland PD and Cumberland County Sheriff's office,
the Bangor PD and Penobscot County Sheriff's office and the
Records Section of the State Bureau of Identification.

JIII - 14



The local verification practices inclide super&isory re-
V1ew of offense reports and source information; records checks
and data checks; verification of case file and index informa-

", tion. Local district attorney's encourage accuracy and domplete—
" ness and the Maine Courts on occasion provide judicial admoni-
tion concerning the sufficiency of documents submitted to the

court. For example, a superior court recently suggested the

following: 2

We are satisfied the search warrant in the
instant case was properly issued. A good and
sufficient affidavit which was physically attached
to the'warrant was the affidavit on which the
District Court Judge bottomed his conclusion that
probable cause existed for the issuance of the
warrant.5

5While in the future it might be helpful if the
warrant described the affidavit in greater de-
tail, i.e., gave the name of the affiant, the
date it was executed, and the name of the offi-
cial before whom the oath was taken, we have no
difficulty in the instant case relating the
affidavit to the search warrant.

Departments have instituted records purging and records
disposition programs to dispose of informationeand files which
do not contribute to system precision or need. The SBI, for
example, has a continuing purge program and in the process of
file reorganization in the state repository [1974-75] removgd

LY

more than 300 cases of material no longer considered necessary.

1 State of Maine vs Alton Bunker a/k/a Samuel A. Bunker,

February 13, 1976.
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Beginning in February 1975, a standardized verfication and =

quality control program was initiated by the SBI for all finger— -. °

print card, additional record and disposition submissions. The
SBI policy provides that: '

With the receipt this date (2:26:75) of form SBI:
1-75 the following policy is herewith established
within SBI.

Upon receipt of a fingerprint card or final dis-
position sheet which is deemed unacceptable for
any of the reasons enumerated on the form, the
item will be returned to the contributor accom-
panied by the aforementioned form with the
deficient area checked.

If the contributor is a member of this department,
the return will be made to the Commanding Officer
of the involved Troop.

A log will be maintained indicating date, contri-
buting agency, and reason for return in order to
identify problem areas so that quality of sub-
missions may be improved. . '
Standard Form SBI 1-75 [Figure 3-7] is used for deficiency
corrections. In addition, technical advice and assistance are
provided to the extent possible as requested.

Inquiry Before Dissemination

In the Maine law which provides for "the Control ‘of Access and
Disclosure of Criminal History Record Information", dissemination
is defined as follows:l

"Dissemination means use of and access ﬁo
information and the transmission of information,
whether orally, in writing or by electronic
means."

Section 602(3) of the same statute requires that disclosed
information be complete. A complete criminal history record is
one "which indicates the final disposition of the arrest, deten-
tion, information indictment or other charging document."

1 16 MRSA 601 (4) 1976.
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. " MAINE STATE POLICE
STATE BUREAU OF IDENTIFICATION
AUGUSTA, MAINE 04330

Contributer:

Enclosed notification of arrest/fingerprints are being returned to you because of reasons indicated below:

Lo T W W W N N W W o WV PN
N et N Nt Nwnt et e Nt St s’ st

o W Y
S et

()

()

Arrest number omitted/not clear/incomplete.
o ’

Date of arrest not-given.
Arrest charge not listed. ‘ .
Complete descriptive data omitted.

Name and signature differ,

Name not shown at top of print—signature illegible.
Name of subject missing.

Date of birth not given/not clearf/incompleic
Finger impressions not on card.
Apparently mailed to us by mistakey \

Enclosed print may have been submitt\ec_l b:}. vour office.
to SBL. If not submitted by your office }Sica.{' advise.
Indicate correct sex of subjgé& ’
Finger impressions on attached tard/s are identical with those on file for subject of attached

record; however, the descriptive daq on the at‘;ached card/s evidently pertain to another individual.
Descriptive data on attached fingerprint card/s dre similar to that on file for subject of attached
record; however, finger impressions are ‘ot identical. i .
Finger impressions are identical with those tirtile for SBI Number ° i however,
name and description are similar to information on file for SBI Number ..

Please list contributor and return

A copy of cach record is attached.
Your attention is called to the fact that these prints are not classifiable.

After making appropriate changes or additions, please re-submit.

P
Encl, . Records Section .
State Bureau of ldentification
III - 17
SBI: 1.7§
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The SBI is the only authorized repository of cohplete infor-

mation. While local departments do disseminate information

locally there is only one complete record. The capability‘exists

in the central repository in Augusta to provide fast turn-around

responses to. agency inquiries. The major constraint on the

universal application of the prior inquiry process is a large

volume of activity which could delay routine response times.
In extraordinary circumstances, partial information can be pro-
vided by the central repository staff by telephone to known and

properly identified criminal justice persbnnel or information

could be supplied through an administrative message using the
telecOmmunication system to terminal locations. The extent of

_the prior inquiry process is reflected in the 30,000 inquiries

made in 1975 to the SBI by local agencies.

CONTINUING PROCEDURAL DEVELOPMENT .

There will be cdntinuing emphasis on accuracy and complete-
ness. Actions are anticipated which will insure consistent dis-
position reporting. Based on experience to date it is likely
that expanded and refined use will, be made of the multiple
fingerprint card and disposition record. The use of the court
abstract recoré will be reviewed to determine the most efficient
manner of court reporting in the'developing OBTS struéture.

In the disposition system flow the formal conclusion of

each level of proceedings, will be reported as a disposition to

the State central repository, for inclusion in the individual

criminal history record. Disposition reporting may be indirect
in some cases. Prosecution dispositions for example can be
effectively reported to law ehforceﬁent agencies for forwarding
to the central repository. This techniqué will capitalize on

"the practices already in existence in which local departments

assume the responsibility for acquiring a major amount of the
disposition information from the prosecutor and court. The pri-
mary objective is to insure that all disposition information is

complete and'is,reported'in a timely manner.

III - 18 a



The disposition reporting system will be consistent with the
'proposed standard for accuracy and completeness. This standard
(17) states, in part, that: ‘

) Each criminal justice agency should adopt
operation procedures reasonably designed
‘to insure that dispositions, and other
additional or corrective information per-
tinent to original arrest records and

criminal records, are promptly reported
.. for inclusion on such recorxds.

~.

It is likely that there will be additional use of user
agreements and emphasis on local audit of entries for Complete~
ness and Aqéuracy. Management data is being acquired which can
be used to improve accuracy and completeness rates of submission
to the central repository. As the regulations and proccdures
are developed in accordance with current Maine Statutes it will
be possible to increase the internal system transfer of effec-
tive local practices such as delinquent disposition lbgs and
dissemination logs. |

. The processes of purging, sealing and expungement are
directly related to accuracy and completehess. ‘The purpose is
to avoid thn intentional, inadvertent or'improper disclosure of
criminal history record information. The previous provisions
of 16 MRSA 600 did result in a variety of inconsistent interpre-
tations and local actions which affected criminal history
records. Under this section expungement was interpreﬁed by
different agencies to mean obliterate, annotate, seal or purge.
Procedures to be developed in accordance with 16 MRSA 600 (1976)
will be directed toward assuring a consistent response to céﬁrt.
ordered actions to:

e specifically diétinguish affected records

o remove records from routine files
© destroy or obliterate records or information




The terms "purge", "seal", and "expunge"” will be defined to
include appropriate characteristits. Examples of definitions are
indicated below:

] Purge

"Purge is an administrative action determined

by policy, by relevant legislation, or by

Court order, to delete and destroy all crimianl
justice record information identified by the
executory order, pertaining to the arrest and
detention of an individual; all other associated
dispositions and charges which are not expli-
citly exempted from purging by other Court

Rules (or order), by state or federal legisla-~
tion, or by other competent authority."

e Seal

"Seal is an administrative action determined

by policy, legislation or court order to remove
from routine access all criminrnal history record
information pertaining to an individual."

N e  Expunge
vExpungement is a court ordered process which
directs the removal of crimiral history record
information from the criminal history files.
An expungement order can result in the purging
or sealing of a record."

The current legislation provides the framework for continuing

the development of procedures which are consistent and easy to use

by all componenfs of the Maine Criminal Justice System.
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LIMITATION S ON DISSEMINATION

As originally published, the Department of Justice Regula-
tions, May 20, 1875, required specific statutory authority to

- disseminate criminal history record information for non-criminal

justice purposes or to non-~criminal justice agencies. There were
specific restrictions on access to information by the news media

" and specific prohibitions on access to criminal history informa-

tion in court records.

) The current federal regulations, March 19, 1976, introduce
a distinction between the categories of conviction data and non-
conviction data and differing limitations on the dissemination
of these categories. "

Non-conviction data is defined in sectiQn 20.3(k) of Title
28: )

(k) "Non-conviction data" means arrest infor-
mation without disposition if an interval of one
year has elapsed from the daté of arrest and no .
active prosecution of the charge is pending; or ir-
formation disclosing that the police have elected
not to refer a matter to a prosecutor, or that a
prosecutor has elected not to commence criminal
proceedings, or that proceedings have been indefi-
nitely postponed, as well as all acquittals and
all dismissals.

REQUIREMENTS

‘ The requirement for establishing limitations on dissemina-
tion is included in section 20.21(b). These provisicns are cited

below:

(b) Limitations on dissemination. By
December 31, 1977, insure that dissemination
of non-conviction data has been limited,

" whether directly or through any intermediary
only to:




(1) Criminal justice agencies, for pur-

poses of the administration of criminal ‘ i
justice and criminal justice agency
employment;

(2) Individuals and agencies for any pur-
pose authorized by statute, ordinance,
executive order, nr court rule, decision,
or order, as construed by appropriate State
or local officials or agencies.

(3) Individuals and agencies pursuant to

a specific agreement with a criminal jus-—
tice agency to provide services required
for the administration of criminal justice
pursuant to that agreement. The agreement
shall specifically authorize access to
data, limit the use of data to purposes

for which given, insure that security and
confidentiality of the data consistent with
these regulations, and provide sanctions
for violation ‘thereof:

(4) Individuals and agencies for the ex-
press purpose of research, evaludtive, or
statistical activities pursuant to an agree~-
ment with a criminal justice agency. The
agreement shall specifically authorize

. access to data, limit the use of data to

research, evaluative, or statistical pur-
poses, insure the confidentiality and
security of the data consistent with

thesé regulations and with section 524(a)
of the Act and any regulations implementing
seciton 524 (a), and prOVlde sanctions for
the v1olatlon thereof.
. Convaction data may be disseminated without
limitation.

* Under these amended regulations, there are no restrictions
on the distribution of conviction data, nor on criminal history
information contained in court rescords of public judicial pro-
ceedings. Arrest information where prosecution is pending also
-would be available. '

The amended regulations also would no longer require express
auntherity to distribute non-conviction records for non-criminal
‘justice purposes, but would permit such dissemination if it "is
pursuant to and can be construed from the general requirement"
in the state or local statute or order.
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Section 20.20(c) concerning applicability of the procedures
includes these provisions: |

(c) Nothing in these regulations prevents
a criminal justice agency from disclosing to the
public criminal history record information re-
lated to the offense for which an individual is
currently within the criminal justice system.
Nor is a criminal justice agency prohibited
from confirming prior criminal history record
information to members of the news media or any
other person, upon specific -inquiry as to whether
a named individual was arrested, detained, in-
dicted, or whether an information or other formal
charge was filed, on a specified date, if the.
arrest record information or criminal record in-
formation disclosed is based on data excluded by
paragraph (b) of this section. The regulations
do not prohibit the dissemination of criminal
history record information for purposes of inter-
national travel, such as issuing visas and grant-
ing of citizenship.

.ﬁhe Department of Justice Commentaryl on these provisions
is indicative of the relative flexibility now available to the
State in establishing procedures in this area.

"The regulations, as now amended, provide that
conviction data may be disseminated without
limitation; that criminal history record infor-
mation relating to the offense for which an in-
dividual is currently within the criminal jus-
tice system may be disseminated without limita-
tions. Insofar .as non-conviction record
information is concerned, the regulations require
that after December 31, 1977, most non-criminal
justice access would require authorization
pursuant to a statute, ordinance, executive order
. ‘or court rule, decision or order. The regulations
no longer require express authority, that is
specific language in the authorizing statute or
order requiring access.to such information, but
only that such dissemination is pursuant to and
can be construed from the general requirement in
the statute or order. Such statutes include
State public record laws which have been inter-
preted by a State to require that criminal his-
tory record information, including non-conviction

- - .

1Department of Justice release, March 16, 1976.

-
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information, be made available to the public.
Determinations as to the purposes. for which
dissemination of criminal history record in-
formation is authorized by State law, execu-
tive order, local-ordinance, court rule,
decision or order will be made by the appro-
priate State or local officials.”

The federal regulations, as now amended, remove the prohi-
bition that criminal history record information in court records
of public judicial proceedings can only be accessed on a chrono-.
logical basis. Therefore, court records of public judicial
proceedings whether accessed on a chronoiogical basis or on an

alphabetical basis are not covered by the federal regulations.

CONDITIONS OF DISSEMINATION AND USE

The federal regulations enable the State and local govern-
ments to determinelthe policies and procedures needed to mahage
the use and dissemination of criminal history information.

General
Section 20.21(c) (3) of Title 28 provides that:

- {3) Subsection (b) does not mandate
dissemination of criminal history record
.information to any agency or individual.
States and local governments will determine
the purposes for which dissemination of
criminal history record information is
anthorized by State law, executive order,
local ordinance, court rule, decision or
orxder. :

In addition to this provision there are two additional con-
straints established in Section 20.21(c). These are included
as 20.21(c) (1) (2) of Title 28. . .

(1) Use of criminal history record
.information disseminated to non-criminal
justice agencies shall be limited to the
purpose for which it was given.

(2) No agency or individual shall
confirm the existence or nonexistence of -
criminal history record information to
any person or agency that would not be
eligible to receive the information itself.

v - 4
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Juvenile Records

The regulations establish a prohibition against the dissemina-

tion, to non-criminal justice agencies, of juvenile records except
for purposes of authorized research, evaluation, or statistical
analysis or in those instances in which there is an.established
agreement with a criminal justice agency to provide services to
the criminal justice system.

The constraints on the dissemination of Juvenile records are
included in Section 20.21(d) which provides that the State Plan
wills '

"Insure that dissemination of records con-
cerning proceedings relating to the adjudication
of a juvenile as delinquent or in need of super-
vision (or the equivalent) to non-criminal jus-
tice agencies is prohibited, unless a statute,
court order, rule or court decision specifically
authorizes dissemination of juvenile records,
except to the same extent as criminal history
records may he disseminated as provided in
§20.21(b)(3) and (4) (research or agreement).

CURRENT STATUS

Generélly, the practices and procedures of dissemination
have grown up as part of the criminal justice service function
but without clear definition or statutory constraint on need
to know or right to know conditions. Dissemination of informa-
tion has also been proliferating over the years. The demand by
non-criminal justice agencies for information has probably
increased, particularly as selective employment practices |
increase. The impact of this is most significant on local
departments. The use of criminal history information by
criminal justice agencies has increased as the accessibility

of information has increased through central record improve-

ments.




The restraints imposed on the dissemination of information
have been generated, in large part, by the increased recognition
of the need to balance the practices of dissemination with con-
cern for the protection of individuals through some practical and
écceptable methods of information classification and control.

There has been considerable activity in Maine directed
toward the control of dissemination of criminal history informa-
tion. This effort has been intensified in the last two years
in the context of privacy and security considerations, the
Ageneral attitude in Maine toward confidentiality.and privacy
and the concepts of the original federal regulationé. Both
the SBI and local departments for example have imposed constraints
on dissemination to non-criminal justice agencies. Figure 4-1 is
an example of an SBI policy which restricts dissemination and
Figure 4-2 is an example of local departmental procedure. Both
of these actions were taken before the current Maine legislation
becone effective in 1976.

Existing Policies and Procedures

The concern in Maine with confidentiality and fairness has
been a characteristic of a variety of laws, policies and regula-
‘tions. For example, Chapter 197 of the Maine statutes .provides
for the confidentiality of certain records of the State Bureau
of Identification. The pertinent parts of this statute are
included as Figure 4-3. The exceptions relatiné to court infor-
mation and current [pending] case information are consistent
with the new provisions of 16 MRSA 600. The Records statute:
also includes, in paragraph 16, the enabling provision for an
annual audit of SBI records. '

Iv - 6




FIGURE 4-1.

MAINE STATE POLICE
38 HOSPITAL STRLLT
AUGUSTA, MAINE 04330

STATE BUREAU OF IDENTIFICATION

Dear Sir

~ . ° - .
Thank you for your recenpt Tetter requesting criminal
records information pertaining to the“above captioned
individual (s).

"Please be advises\phat due to sebur*ty and privacy
considerations con¢erning those whose names might
appear within our fles, we ara‘gbt permitted to
disclose criminal reco”ds information except to the
subject of the recordor to authorized agencies,

Should a person. be desirous of obtaining his ow
record he may do“so by personally requestlﬂg sane
at this Bureau or by submitting his request by mail,
including his signature in lull, date of birth, and
right £humb print.

B

If I may be of further assistance, please do not
hesitate to contact me.

. ]

" Sincerely:

Lieut., Edward P, mllson
Commanding Officer

State Bureau of Identification
Maine State Police

IV - 7
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FIGURE 4-2 o

PORTLAND POLICE DEPARTMENT
GENERAL ORDER 74.7 . MAY 29, 197k

RELFASE AMD REVIRY OF POLICEZ RECCORDS

X, PURPOSE .

To establish policy and procedure with respect to the
roleasc or review nf reccords,

e

XX, PROCEDURE . Cen ! ) : .
Xn order that. tho department fulfills its responsibilitics
with respcect to the collection, preservation and rolease
or revicw of records, znd so as to Implement anZ orotect
constitutional guarzntess or privacy, the following policy
in adopted.

"%, Adults

Ae- Unless provided for insthis order, NO departmental
rocords of fingarprints, photograghs, or previous
eriminal or traffic activity are to be reicascd
or reviecwed by L)7YONE other than sworn members
of THIS department, '

. B. HKelease or review of records can only be accomp-
' -, lished as authoriczed below: ) :

. (1) AN INDIVIDUNL, WHO PERSONALLY AFFELRS 2t
the Information/Records Counter, preoperly
ddentifics himself, may RIVIZY his own »er-
sonal record. .

. (2) PERSONS 1'HO SUBMIT VRITTEN REQAUESTS OR
’ . VAIVERS by m2il, seckinz relsasc of their
rocords arc to be advised that such requests
or valvers cannot be honored, unless such
woiver is notarvized.

. . (3) PURSUANT TO A RSNUESST FROM A FUSLIC LAV
. ENTORCENMINT AGENCY, (eg. Police Devartments,
. . Maine Police, FBEI Agency or Court agencics)
" for purposes of prosecution, intbasitatins a
‘o i eriminal ‘case leading to a proscvcuticn, or
confucting an investigation rfor probation
consideration. .

»

(4) Governmental 2nd law enforcement agencies
* seoking rocords checks of perscns they are
considering for cmplgyment, whaen.accdmsanied
by A NOTARIZZID MAIVEZR FRCM THEZ PERSON BEING
* JXNVESTIGATED are to recclve oaly rccords
of CONVICTIONS and NOT records of arrests
where NO CONVICTION was obtaincd., For
purposes of this policy, bail ferfeitures
ore to br considered as convictions, Rezords
of prre¢sts which have no dissositicn arce
to be released ONLY to public agencies such
28 listed in Paragranh3-(3) atove, and THEN
ONLY for those rcosons listed in B-(3).

. -{5) EXCEFTIONS TO PARAGRAFPHS B-(1),(2),(3) and
- . (4) ore where the rolcase of records is

' . rogquiroed by LAY (cg. Vise, Fassports,
: Yomigration, Prison Visitsz), In these casecs
the Relcase VAIVIR OR RTOUSST must bo
NOTLRIZED, If Records Scctien personnol
roceive a roquast that appiars to fall vithe
in thi~ cxception clouse, but ngt specili-
cplly mcntioned herein, they zre to oktain
¢loarance from the Supervisor of the Records
Scction prior ge honoring thae request.

-

. €, Mombers of THIS department, 8s waell as members of
* . ANY leaw cnforcement agency, as described in para-—
graph B-(3), ~ho receive demartmental rccords ca
. doscribed in this orden, ARZ NOT TO FASS them on %o
porsons NOT AUTHCRIZED to rocedve them under thae
. provisions of this order, .

A




. ' FIGURE 4-3

CHAPTER 197
RECORDS

Soc.
1631, Rccords confidential.

§ 1631. Reccords confidential

All criminal and administrative records of {the Stale Police

and the Burcau of Identification are declared to be confidential,
except:

1. Operational reports. Operational reports by the bu-
rean;

e © ©o ©

18. Open courf information. Information made available
in open court;

14. .Pcnding case information. Information on pending
cases which would not jeopardize the investigation or prosecu-
tion; :

15. Yurther sfatlistical reports. Statistical reports by Divi-
sion of Special Services on truck weights, public utility enforce-
ment and beano;

16. Audils. Annual audits.

“Such records other than the exceptions listed may be sub-
poenaed by a court of record.

1959, c. 223, § 1. 1971, c. 592, § 37..

Hls(orlc:iﬂ Note
Derlvatlon: 1R.S.19534, e 15, § 5-4A,
as enacted by 1959, e 223, § 1.
. Library References
Records =14, C.2.S. Records § 35 ot seq.

IV -9
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The provisions of 5 MRSA 341 (Figure 4-4] establish limita-
tions for the purposes of licensing on the aissemination of
certain criminal history records [Section 5301]; establish a
time limit of 3 years on the use and effect of certain informa-
tion [Section 5303]; and establish an appeal process for an
aggrieved individual. Each of these provisions has applicability

in the management of criminal history record information.

~Both the SBI and local ‘departments have established dissemina-
tion policy and procedural guidelines which are consistent with
this Maine legislative environment. For example the SBI issued
.a series of policy guides in 1975 related to limitétions on
dissemination. Some of these are included in Figure 4-5.

Restrictions on the dissemination of juvenile information
exist throughout the Maine criminal justice system. Two policy
examples of law enforcement agencies are included below.

© The June 4, 1976 General Order 74.7
- 0of the Portland P.D. provides for

limited dissemination of juvenile
police records:

PORTLAND POLICE DEPARTMENT
General Order 74-7 - May 29, 1974
2., Juvenile Police Records ’

A. Juvenile police records are NOT for
public use and are to be released
only to Police, Courts, and Correc-
tion agencies as defined in Section
1, paragraph B-(3) of this order.

o The policy of the SBI is as follows:
DATE: May 13, 1975 SUBJECT: Juvenile Records

Effective immediately, juvenile records
~information will be furnished only to
enforcement, correctional, or welfare
agencies as set forth in 15 MRSA 2609.

IV - 10
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© FIGURE 4-~4 .

« . CHAPTER 3¢
OCCUPATIONAL LICENSE DISQUALIFICATION ON BASIS

I

OF CRIMINAL RECORD
" § saor. Eligibility for occupational licesnse or permit

1. Effcet of prior criminal convictions. Subject to subsection 2 and sec-
tions s302 and s303, in determining cligibility for the grasting of any
‘occupational license or permit issued by the State, the appropriate licensing
agency may take into consideration conwviction of certain crimses whish haw
not been set aside, pardoned or expunged, but such couviciions sk
oprcrate as an automatic bar to being licensed or permitted to praciice any
trade or occupaticn, :

. ro -

5]
py
=
-
o .

2. Certain criminal records not to be considered.  The following criminal
records shall not be used, distributed or disseminzted in connaztion swith an
application for a license or permit: ' .

"~ A, Rcecords of arrest not followed by a valid conviction;

. B.. Convictions which have been set aside, pardoned or expunged;

C. Misdemeanor convictinons not involving morgl turpitude, unless such
convictions dircctly velate to the trade or cccupation for which thie license
or permyit is scught; and

D. Misdemeanor convictions faor which no jail sentence can bz imnoased,
unless such convictions directly refate to the trade or accupation for which
the license or permit is sought. .

‘ § 5302, Denial or. revocation of licenses beeause of erimingl record
\ : . .
3. Reasons [or denial, revocation or suspension.  Licensing agencies tay
sefuse to grant or rencw, or may sespemd or revoke any occupational. license
or permit for any onc ar combination of the following causes:

A. When the applicant has been convicted of a felony, or a misdemeanar
. involving woral tuepitude or for which a jail sentence may be fmposed, and

guch eriminal conviction dicectly relates to the trade or occupation for
which the license or permit is sought; but.only

B. Xf the licensing asency determines, after comiplete investigation, that
H o y p

the applicant so convicted has not been sufiiciently rchabilitated to war-
rant the public trust.

i 2. Reasons to be stated in writing,  The licensing agency shall cxplicitly
state in writing the reasons for a decision which prohibits the applicant {rom
practicing the trade or occupation if such decision is based in whole or in part
on conviction of any crime described in subscetivn ¥, paragraph A. For pur-
poses of subscction 1, parapraph B, successful compiction of probation or
parole supervision, or final discharpe from any termh of imprisonment without
any subsequent conviction, shall constitute a rebuttable presumption of sufii-
cicnt rehabilitation. )

§ s303. Time limit on consideration of prior criminal conviction

The procedures outlined in sections 5301 and g302 for the ¢onsideration af
. prior criminal coaviction as an clement of fitness to practice a liceased trade
or occupation shall apply within 3 ycars of the applicant’s final discharge, if
any, from the correctional system. EPeyond the 3-year period, cxofiendar
applicants with no additional convictions are to'be considered in the same
manner as applicants possessing no prior criminal record for the purposes

of Jicensing decisions,

§ 5304. Appeals - : .

Any person who is aggrieved by the decision of any licensing agency in
« - possible violation of this chapter may fle a statement of complaint with the
Administrative Court Judge designated in chapters 301 to 307 .

.




FIGURE 4-5

-

' . SUBIECT: y
DATE:  MHoxeh 31, 1975 g Crindnol Powx@ul

Rocords information disseminated by this Burcau is to ba restiicted
oxclusively to criminal Fhargcs. Any non—criminal notuticno such
es "Qodgor, "safekeeping, otc. shall be-rémoved from tho r;cord
prior to 4ts loaving the Burcau. ‘ ’

&TE: P : :
D Sept, 8, 1975 SUBIECT:  Non Criminal Justice Agency

e : Criminal Records Dissemination

Effcctive inmediately, criminal records information for which.
no {inal disposition has been received within one year from
date of arrest, will not be released for any purpose OTHER -THAN

CRIMINAL JUSTICE.RELATED ACTIVITIES,

Records sent to other than Criminal Justice Agencies will be
stamped " This information does not include any alleged offenses
for ,which no final disposition has been received by this

Bureau within one year of date of arrest.”

-

DATE: Sept. 22, 1975 SUBECT: pissemination - MNon Criminal
Justice related Agencies

In complying with records requests from Authorized IICII
CRIMINAL JUSTICE agencies, information disseminated by this
Bureau will be limited to charges reflecting convictions,

: cases filed, and cases without final disposition where LESS

H
' that/ one year has elapsed from date of arrest.

:i . -

! o :

. Charges reflecting other than the above, such as NOT GUILTY,

‘DISN;SSED, or charges over one year old without dispositien

or any indication that they.are still active will NGCT be

.disseminated for NON criminal justice purposes.

P . 1

(et
TN
R
. .

DISsemination Tor CRINKINAL JUSTICE related purposes will

. wgae "
» e v
DR o

continue to be governed by current guidelines,

Iv - 12




" Current Legislation

The official and public interest in privacy and security has
been translated into legislation passed by the one hundred and
seventh Legislature. This legislation which provides for "the
control or access to and disclosure of criminal history record
information" contains specific limitations on dissemination which
are similar to those conceived in the federal regulations, Title
28 of May 20, 1975. The current legislation and the procedures
cited put Maine in specific compliancé with all the conditions
of dissemination and other requirements in sections 20.21(a) (b)
(c) (d) (e) and 20.22(a) (b) (1), (2),(5) of Title 28, March 19, 1976.

The specific provisions of 16 MRSA 602, 603, 604, 605 and 606
(4), relating to the limitations and conditions of dissemination,
are compared to the requirements of Title 28 in Figure 4-6 and

three sections are discussed below.

Permissable Disclosure

The provisions of the Maine law which enables agencies to
disclose information related to the offense for which the indi-

vidual is "currently within the criminal justice system" [20.20c]
is included in 16 MRSA 602(3). This provides:

!

*3., Permissible disclosure. Nothing in this subchaotex

.

shall be construed to prevent a criminal justice agency from

disclosing to the public factual information ceoncerning the state

. ) of an investigation. the aporehension, arrest, release or

prosecution of an individual, the adjudication of charges or the

gorrectional status of an individual, which is reasonably contempt

ancous with the event to which the information relates: nor is a

" eriminal justice agency prohibited from confirming prior criminal

history record information to members of the news media or anv

other person, when in response to a specific inguiry as to whether
¥

on a specified date a named person was arrested or had a comnlaint

dnformation or indictment raturned against him or had disposition

. ' . IV =13 :
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B ~ FIGURE 4-6

DISSEMINATION LIMITATIONS AND CONDITIONS
. FEDERAL REGULATIONS AND MAINE STATUTES

DOJ Title 28 March 19, 1976

Maince Statutes/Plan

of Non-Criminal Justice
Disscmination

—— B n e ma e ba e e b S —————— %

l6 MRSA 604(1lcC,G)

B L p—

Justice Eligibles.

P T

SBI
Section Subject Citation Reference .  Subject Policy
20.3 (k) Definition, Non-Conviction P/S Plan, Page 1 Definitions, Non-Conviction
Data 16 MRSA 603(1,2,3) |Non-Disclosure of certain
Records X
20.20(a) Agency and Individual 16 MRSA 602 (1) Applicability X
Category Applicability
20.20 (b) information Category 16 MRSA 602(2) Applicability, Exceptions NA
. Applicability
20.20(c) Disclosure of-Current v 16 MRSA 602(3) lPermissable Disciosure X
Status
20.20/c) Disclosure of Specific 1€ MRSA 602(3) Permissable Disclosure NA
: Criminal History
Information
20.21(b) Limits on Dissemination of 16 MRSA 603 Non-Disclosure of certain X
: lon-Coavigtion Data Records
20,21 (b) (1) Criminal Justice ﬂgencies 16 MRSA 603(3,A) Criminal Justice Agencies, X
Admin., Employment Admin. of Justice )
20.21(b) (2) Ind., Agencies Auth. 16 MRSA 603(3,n,E) |{Authorized by CO., CR., Part
Statute, C¢rd., E.O. State Agencies by Statute
CR, CO. E.O
20.21(b)(3) Specified Agreement for 16 MRSA 603(3B) Specified Agreement for
services Scrvices
20.21(b) (4) Rescarch, Evaluation, 16 MRSA 603 (3C) Reseaxch, Evaluation,
Statistical Purposes : Statistical Purposes
20.21{c) (1) |Use by Non C.J. Agencies 16 MRSA 604(2) Use by Non C.J. Agencies X
Limited Limited
20.2Y (c) (2} No Dissemination or Sec. 16 MRSA 604 (1) Limits Dissehination to X
; Dissemination to Non- 16 MRSA 606 (4) Eligible Individual Right.
- Eligibles of Release
00,21 {c) (3) State/Local Governments 16 MRSA 604(1a,G) |Establishes Categories of' Part
Determine Dissemination Bligibles to Receive CHRI
Eligibility
20.21(4d) Juvenile Disscmination 15 MRSA 2606;_ Separate and Confidential X
Limited , 2609, 2666 ¢ Juvenile Records
20.22(b) (5) Listing cf Categories 16 MRSA 603(3) Categories of Non~Criminal Part




on a charqging document, orovided that the information .disclesed

is based on data excluded by subscction 2, and further provided

.

that such disclosinyg criminal justice acency shall disclose

.

therewith anv and all criminal historv record information in its

custody or control which indicates the final disvosition of the .

arrest, detention. information, indictmerit or other. charainc

document. !

Limitations on Non-Conviction Data ' .

. - +

Section 20.21 (b) requirejs that by December 31, 1977, dissemina-" '
tion of non-—conv'iction data be limited to four specific categories
of recipients. This condition is now in effect.in Maine in accord-
ance with the mandate of 16 MRSA 603 which érovides that:

‘ o . § 6o3. Nondisclosure of certaii records
) FExcept as provided in section 6oz, subscctions 2 and 3, dissemination of
) + _cruninal history record informatien, whether Girectly or through any inter-

inediary, which relazes directly to information respecting: .

*
.

1.. Acquittal. A crime for which a person has been acquitted in any court,
but excluding acquitialy by rezson of meiitai disease or defect;

2, Pardon. A crime for which a person hes been convicted in any court
but for which a full znd free pardon has been granied; and

. 3. Dismissal of comnlaint, indictment er information. A crime for which
: & person has been charped by complzint, indictment er ifformation which .
subsequently has been dismissed in any court and which has not bsean reiniti-
ated by a new or replacemient complaing, indicement or information engd tho
dismisszal toolk place uinder circurmatznces precluding the State from reinitiat-
“ing such criminal charge; shall be limited to: .

tion 1 and subsaciion :he Covernor when granting a {ull and free
pardon cxpressly prov inal hisicry record in{stmstion
relating to a crime for which that pardea liss been granted shail nct be
made available to criminal justice cgencics for purpesces of administration of
criminal justice;

B

B. Persons and zpencies pursuant to a specific agreement with a criminal
justice agency te pravide services recuired for the sdmunistration of crm-
inal justice pursuant to that azreement. The agreement zhall coccifically
2uthorize access to data, limit the use of datn 10 purpcses for which given,

. : . insurce security and conéidenticlity of the-data and. provide eanctions fer vio-
. lations thereof; . .
fi * . .
’ . h IV - 15
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.

C. Persons and agencies for ilie express purpose of resenrch, evaluntion
or elatintical aclivitics pursuant to on agreement.with @ crimminzl justico
agency, ‘The azveament shall *')ecx..cc"y cutiorize actess to data, Jimit tha
use of data to resezreh, evaiuation or statistice! purpoes), inzure the secur-
ity and con‘im ntizlity of the daw and provide sanctiens fer violatie: n3 theres
of; o .

D. Persons and agensies where authorized by court order or court rule;
and

I, Such ok..r"' state agencics which are by statute or cxecutive order ex-
pressly allowred access to such criminal hz:‘tory reserd 1..‘. wrnation in order
to carry ‘out ticir lawiul dutics. .

B

"’U

1

In this provision the Maine law is somewhat more restrictive
than the federal regulations. Section 3A further restricts the
dissemination of information concerning individuals who have been

pardoned.

© The provisions of Sections 3D and 3E
: provide for a more res.rictive dissemina-
. . ' : tion than the conditions imposed in
Section 20.21(b) (2) of Title 28.
Poth of these conditions ar= consistent with other Maine statutes
and the prerogative of the State cited in 20.21(c) (3).

Limitations on Dissemination

- The purposes for which the dissemination of criminal history

record information is authorized are defined in 16 MRSA 604 which

[
.

provides:

§ 604. Limitations on dissemination

{ 1. Dissemination to agencics. ILxcept as providad in section 6oz, subsce-

» t¢ions 2 and 3, and in'scetion 503, dissemination of criminal history record in-

< formation, wiether directly or through any intermediary, shall be limited to:
A. Crimina! -justice agencies, for purposes of the administration of crim-
inal justicc; '

B. Criminal )LStlce agencies, for purposcs of criminal justice agency em-
" ployment; v ) . _

C. Such othcr state ageix wcie whxch rcquxrc crumual history record infor-

maticn to imgplement & statute or exccutive-order ‘that u-\rrcssly refers to
erimninal cenduct :':d ontuing raquirements or cxchuzions :.:cpr:..a:y basad
upon such conduct; provided, that only inferniatied rc‘:rtx..b to the express-
ly referred to crimis 121 conduét may be dissamninal cd .

' ‘
A o0y POPR R ¢
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D. Persons and agancies pursuant to a specific agrecment with a criminal
justice agency to provide services required for the zdininistration of crim-
iual justice pursuant to that agreement. The agreement shall specifically
authorize access to data, limit the use of data to purpuses for which given,
insure security and confideniiality of the dota and provide sanctions for
violationy thereof; ” ; :

E. DPersons and agencies for the exprezs purpose of roscarch, evaluative or
reatistical activitics pursuant to an agreemens with o eriminal justice agency.
The agreement shall specifically authorize sccess to data, limit the use of
data to research, evaluntive or staustical purneses, insure the security and
confidentiality of the data and provide sanctions {or viclations thereof;

F. Agencics of State and Federal Government which are authorized by
statute or executive order to conduct investigations Catermining employ-
ment. suitability or cligibilitvy for security clearinces 2llowing accezs to
claseificd infermation. Criminul justice agescies shall by rules or rezula-
tions approved by the Attorney Gencral prescribe such rensonable pro-
cedures as are necssary to confirm the existence of such agency's statutory
or exccutive order authorizatien and the identity and authority of the per-
Bon recucesting any criminal hustery record infcrmintion i order (o insure

7

the accurity and confidentiality of uch informauen; and
G. Persons and agencies when zuthorized by court crder or court rule.

3. Dissemination to noncriminzal justice agencies, Use of eriminal listory
_record information disseminated to noncriminal justice agencics a5 authorized
by this scctien shali Le limited to tha purposes for which it was given and
shall not be disseminiated further. :

‘In Maine there has been. a history of making an individual's
record available to the individual concerned. This open record
- provision is recorded in 16 MRSA 606 (4) which provides for the
individual right of release of informatiosn about himself. This
section says: _ - '

4 Right of velease. The provisicns of this subchapter shafl in no way be .

construed to limit the right of a person to disserainate, to any porson or
agency, criminal history record infermation pertaining te himself,

Juvenile Records

There are numerous legislative, procedural and regulatory
restrictions on juvenile records which insure that Maine is in
compliance with section 20.21(d) of the Title 28. Several law
enﬁorcement departments procedures were previously cited (page
IV-10]. Specific statutory restraints concerning juvenile infor-
mation and records, which are in 15 MRSA Part 5 Juvenile Offenders,
are included in Fiqure 4-7. These citations are 15 MRSA 2606,

15 MRSA 2609 and 15 MRSA 2666. N
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§ 2606. nccora ) L
Each juvenile court shall keen‘a recovd of proceedings to be
known as the “juvenile court recovd.” It shall be separale from
any District Court records and it shall contain a brief oullise and
description of juvenile court procecdings, including the disposi-
tion of cach case. “I'he juvenile court record miay be maintained
in any pluce, provided that it shail not be open Lo the inspection
of the general publdic.  With the consent of the juvenile court, the
Jjuvenile court record may Lo examined by a parent, guardian or
other person whem the juvenile court nmiight deem to be divectly
interested.  The juvenile court record may be used by the state
probalion-parole officers, the Cumberfinid Cot.aty Juvenile Pro-
bation Department, or other gorrectional, eulorecament or wel-
fave authorities as a matfetr of course. No record of, and no tes-
timony concerning, any procceding under chaplers 401 1o 409
shall be competent evidence in any progeeding other than pro-
ceedings under chaplers 101 to ™10, except that juvenile cotiry
records pertaining {o moter vehicle vielations by juveniles shall
be transmitted by juvenile courts, together with a summary of the
pertinent fiels of the mater vehicle violalion, 1o the Sceretary of
State, and shall be admissible in evidence in heirings conducted
by the Scerctary of Stale regrding motor vehicle violalions or
molor vehicle licenses and registitions,

§ 23509, IMearings in fuventle courls

There shall be no {erms of the juvenile court, but the cowrt
may assign matlers for heaving at its diserctinon.  Juvenile court
hearings shall not Le criminal in nature and shall be conduceled
separately from any eriminal procecding.  The hearings shall be
held in a room othor than the district courtroom wherever {easibie
and shall Le private, excent that juvenile court hearings regard-

ing motor vehicle vieclations by juveniles shall be publie and may

be heard in (he disirict courivoom. The judee may adninisier
all oaths vequired by Jasw. . ‘The juvenile may be represented by
any . person who is interested or by counsal. - -

Any person, other than an cnfox;cnmcnt,’ correctional or wel-
fare official furnishing information in the discharge of his oflicial
funcﬁm}s 1o any other enforcement, eorrectional or welfave ofli-
cial, who divulges or publishes, withoud the consent of the juvenile
court, the name of any juvenile biought 1 to he brought before
& juvenile court, or who, being present at any juvenile courl hear-
ing which is private, di ulges or publishes, withoul the consent
of the juvenile court, uny of thie malters which cecurred at said
hearing may be found guilty by the juvenile court of criminul
contempt and may be punislicd by the juvenile court accordingly.

§ 206466, Superior Court appeal record

The record in the Superior Couart of all matters franspiring
fn the Superior Cowet in cases before the Superior Court upon an
appeal from the judament of a juvenile court shall be kept sopa-
rate from the other records of the Superior Court. .Said recerd
In juvenife appeal cases shall not be upan to the inspection of the

. general publie.. With the cohsent of the Supericer Court, such

record muay he examined by a parent, guardian or othor interest-
ed parly. It may Lo used by the siate prolbation-parole officors,
the Cumberland County Juvenile Probution Department or ather
correctional, cuforcoment or wellare authorities as a matter of
course. Mo such record of the Superior Court concerning juvenile
eppeal cases may be admissible as evidenee in any proceeding,
other than procecdings under chaplers 401 to 409, except that the
Superior Court juvenile appenl records povtaining Lo molor ve-
hicle violutions by juveniles shall be transmilted by the Superior
Court, topother with a summary of the pertinent faets of the vio-
fation, lo the Scuretarvy of State, and shall be admissible in evis
dence in henvinegs condueied by the Seeretary of State regarding

molor vechicle violations or maotor vehicle licenses and registias

tions. . . .
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CONTINUING PROCEDURAL DEVELOPMENT

Within the context of the current legislation additional
procedures and regulations will be developed to accomplish the
legislative intent. Particular emphasis will be on:

Standards for access to information
User agreements
Dissemination Records [logs]

.0 9 6 ©

Notification procedures

'Standards for Access to Information

One of the outcomes of privacy and security procedural
development will be the establishment of standards for access
to criminal history information, particularly non-conviction
data. It is expected that 'standards will evolve from the
evaluation-of the provisions of Departmeﬁt of Justice Title
28 and Ma.ne PL763, the SEARCH model proposals, the interaction
of the records disclosure concepts and the varied common prac-
tices in the entire state.

Information will be compiled on non-~criminal justicé users
which are authorized to have access to criminal history informa-
tion. The information will include the authorization, the
stated requirements, the usual source of the information and
the current method of obtaining criminal history information.
At present, the range of methods for requesting information: <
‘extends from jury lists, to letters, to telephone calls.

The general form for the collection of source information
on these activities is shown in Figure 4-8. Most of the pro-
fessional and occupational licensing requirements are included
in Titles 4, 5, 8 and 32 of the Maine Revised Statutes.







FIGURE 4-8

NON-CRIMINAL JUSTICE AGENCY
DISCLOSURE ELIGIBILITY

STATE OF MAINE

NON~-CRIMINAL JUSTICE AGERCY PROFILE

Exccutive
. order or ‘ Cutrent Current Ellgible T.AW. -
Type of Ngency Responsible Statute Information Normal Method of tethod of PLL763
>ccupation For Certifying or Numbere Required Source of . Requesting Receiving Class
ricense etc. Annroving Secetion by Statute Information Inforration “Information Cateqory Y N




Arrangements will be made for a coordinated effort with
affected state departments and the Attorney General to insure
compliance with 16 MRSA 603 (3E) and 16 MRSA 604 (1r).

Use of Standards

The following actions will be considered in the authorization

of non-criminal justice agency recipients:

° Standards developed with the Attorney
General will be used to determine the
eligibility of agencies or individuals
to acquire criminal history information.

o In casés which involve- legal interpre-
tation, the adviice of the State Attorney
General be sought specifically. Appeals
will be considered.

®

User Agreements will be required as appro-
priate in accordance with 16 MRSA 603
(3B, C, E) and 16 MRSA 604 (1C, D, E, F).

© The issuance of a user agreement form
will serve to initiate the process
through which an agency is certified
as an authorized user to request crimi-
nal history informat-ion.

© Authority to access criminal history in-
formation may include conditions in which
the agency agrees to:

-- _ An on-site review of the agency's
- - procedures to insure security and
- confidentiality.
~=- - Refrain from secondary dissemina-
tion of information.
- Accept a follow-on audit of infor-
mation use and control practices.

® -

B

User Agreements

Recipients of criminal history information will acquire
'status, as users, before receiving criminal history information.
In this. approach there should be no recipients of e¢riminal
history information which are not covered by state law and an
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agrcement if appropriate. The approach to be taken in the agree-
ments is to approximate a contractual arrangement in which the
sanctions and penalties imposed by 16 MRSA 605 for breach of con-
ditions apply. Through the use of the agreement, the certifica-
tion process, and the conditions of dissemination control, users
can be subject to audit of procedures and security. In this way
both the integriﬁy of the information can be maintained and the
criminal history 1nformatlon source agency can be afforded pro-

tection against 1mproper use of 1nformatlon.

Provisions

It is ‘anticipated that the User's Agreement will include the
following provisions: '
o Executive or statutory designation of the

agency (contractor) responsible for author-

izing access to criminal justice and/or
criminal history information and data.

© ‘Statement of pon51b111t1ee and obllga-
tions of the cenural repository.

© Statement of responsibilitiss and obliga-
tions of the User. :

] Provisions for initial, periodic and regu-
lar audits and inspections

Y Detailed statement establishing rights

and conditions of cancellation of the
~ agreement.
o Provisions for indemnification of Contrac-

tor (central repository) and User (veri-
fied by Attorney General). e

. ® Effective dates of authorization, of the
Agreement, and dates of expiration.

© Clear and complete statement regarding
degree of authorization for access to cri-
minal justice and criminal history infor-
mation provided by Agreement and descrlp—
tion of associated rights and prohibitions.




7 .

j§‘

° User's acknowledgement of provisions
of Privacy and Security Plan, associated
documents, and Maine PL763 (1876).

9 Clear and complete statement of rights
to and limitations on, dissemination |
and maintenance of criminal justice and
criminal history information follow1ng
authorization to access.

e Statement of sanctions, penalties, and
administrative measures incurred upon
violation of the Agreement, to include
procedures to remedy deficiencies.

o Provisions and details of security re-
gquirements to be observed by User.

] Requirements and standards for User
facility, operations, and personnel.

@ Requirements and standards for logs and
records of transactions to be malntalned
by User.

Dissemination Records

In order to insure that the dissemination of criminal history
information is conducted in a manner which will provide a basis
for management actions; subsequent corrections and system audits,
a dissemination log mechanism will be developed for use throughout

the criminal justice system. .

1

Dissemination logs are required by 16 MRSA 606(3) to insufe
that corrected information is communicated to all prior recipients
The dissemination record is also required to facilitate the system
audits required by Section 20.21(a) and 20.21(e) of Title 28.

Because of the nature of the Maine system it is likely that
a simple dissemination log, coupled with the extensive personal
knowledge of records personnel at all levels of the system, will

serve the immediate purposes of dissemination recording. The SBI

dissemination log, for example, is a model which include& most
pertinent dissemination data.
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NAME: ) ‘ - 8BH

RECORD DISSEMINATION LOG

NO. :
DATE COPY | = RECEIVING AGENCY PURPOSE | LAST ENTRY

For planning purposes, however, a more detailed mechanism
will be reviewed for possible future application to meet intensi—
- fied traffic or additional audit requirements. This detailed
procedure is included in Appendix B. Dissemination logs will be
adapted to local .needs and practices consistent with meeting the
requirements of the system. ‘

Notification Procedures

It is blanned that agencies which have access to criminal
history information be made aware of the provisions and con-
" straints of Maine PL763 and the requlations. The Plan will pro-
vide for the orientation of users and specific written notice
and agreements concerning access, internal use, security and

destruction of criminal history record information.

The notification process may include a letter to all agencies
to which user agreements apply, advising them of the regulations
and the provisions of the Privacy and Security Plan. This letter
will outline the Privacy and Security orientation program leading
to certification as a user.

. The Privacy and Security Plan has applicability in some
degree to all components of the State criminal justice system
including agencies not directly subject to the federal regula-
tions. An objective of the notice procedure is to insure that
agencies are aware of the Plan and PL763 as it pertains to their

activities. The notice procedures-may include:

Iv - 24
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‘® A series of orientation sessions, using
the capabilities of the Regional planning
units -

o Review of current licensing agencies
eligibility status

e Assessment of current dissemination
patterns and forecast needs of poten-
tial users

The outcomes of the notice procedures can be:
® Completion of User Agreements
®©  Procedural information guides for
continuing observance of the provi-

sions of the Privacy and Security
Plan and pPL763.

& A catalogue of systems and users
subject to the Privacy and Security
Plan.
e A notice of sancticns related to

violation of procedures

It is expected that implementation of the Plan can occur,
in many cases, within the context of exis;ing administrative proce-
dures. Maximum use will be made of the existing procedures
currently used for example, by the court administrator [letters,
court rules]; by the Attorney general [opinions, memos] and by the

Clerks of Court [memos].
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INDIVIDUAL ACCESS AND REVIEW

The subject of a criminal record may be in the best position |
to offer assistance in identifying and correcting mistakes or

significant omissions.

Insurlng the right of the 1nd1v1dual to review his criminal
history record can be a 51gnlxlcant factor in establishing the
credibility and accuracy of the information in his file. The ;ight_
‘'of review can provide an additional measure of protection frcm po-
tential or actual harm or injury, caused by the use of inaccurate
criminal history information. "Harm" to the individual could involve
'his reputation in which event an action for defamation could occur.
Personal injury could also mean deprivation of employment, for
example, which could be construed as a due process vioiatidn.

The principle of individual access and review is EOmplemented by
the requirement that inaccurate or incomplete records be corrected.

Both of these principles are now included in Maine Law, 16 MRSA VII.

REQUIREMENTS

The pr1n01ple of individual access and review has been
recognlzed and incorporated in federal law and the Department of
Justice regulations. For example, Section 524(b) of the Crime
Control Act (P.L. 93-83) provides in part that:

eoo an individual who believes that criminal .
history information concerning him contained in
an automated system is inaccurate, incomplete
Or maintained in violation of the title, shall
upon satisfactorv verification of his identity,
be entitled to review such information and to
obtain a copy of it for purpose of challenge or
correction.




Depaftment of Justice Regulations

Section 20.21(g) of the federal regulations requires that

. Maine establish operational procedures to insure the right of

individuals to review criminal histéry records concerning them
{excluding all intelligence and investigative files) for the purposes
Qf challenging their accuracy and completeness. These operatiomnal
Procedures must include provisions for: '

© verification of individual identity [20.21(g) (1)]

© reviewing any criminal record information, maintained
about the individual, without undue burden to .the
individual or the criminal justice agency [20.21(g) (1)]

o obtaining a copy of subject record for purposes
of challenge and correction [20.21(g) (1) ]

o an administrative review and necessary correction
of any claim by the individual that the informa-
tion is inaccurate or incomplete [20.21(g) (2)]

) an administrative appeal in those cases which
cannot be resolved between the individual and the
c¢riminal justice agency which is maintaining the

‘ . information [20.21(g) (3)]

© providing the individual, upon reguest, with the
names of non~criminal justice agencies to which
subject information has been disseminated prior
to correction [20.21(g) (4)]

o notification of corrections by the correcting
agency to all criminal justice agencies to which
the information has been disseminated prior to
"correction [20.21(g) (5)]

The extent of the procedures related to individual access
and review are new. However, the concept of individual access and
review for purposes of appeal does alreédy exist as part of
administrative due process. Commentary on these procedures in-

- ¢ludés the following, which are to be made part of the planned

procedures: oo




20.21(g)(1). A "challenge" .
under this section is an oral or : .
written contention by an individual
that his record is inaccurate or in-
complete; it would reguire him to
give a correct version of his re-
cord and explain why he believes his .
version to be correct. While an
individual should have access to his
record for review, a copy of the record
should ordinarily only be given when it
is clearly established that it is
necessary. for the purpose of challenge.
Verification of identity can be
established by the State of Maine -

[The plan proposes the use of finger-
prints [all or some] for positive
identification when accessing state
repository records,] :

20.21(g) (5) requires that the
correcting agency notify prior reci-
pients of corrected information. Not
every agency will have done this in

W the past, but hence-forth adequate
‘ records including those required under
20.21(e) must be Kkept so that notifi-
cation can be made.

20.21 (g) (6) emphasizes that the
right to access and review extends only
to criminal historv record information
and does not include other information
such as intelligence or treatment data.

The National Advisory'Commission Standard on the Right to
Review -suggests that:

T Except for intelligence files,

‘ every person should have the right to
review criminal justice information
relating to him. Each criminal justice
agency with custody or.control of crim-
inal justice information shall make
available convenient facilities and
personnel necessary to permit such re-

' views. ;




Thé National Advisory Commission standard is amplified in the
Standards for Security and Privacy of Criminal Justice Information
developed by the SEARCH gruup.l Standard 14, Access by Individuals
for Purposes of Challenge, includes provisions for:

G -individual review of criminal history
record information concerning him any-

where in the State in which he applies
in person or through counsel (14.1 a)

® ~-an appeal hearing with or without counsel
o  a judicial review procedure, if appro-
" priate, after an administrative appeal
hearing .

CURRENT STATUS

Legislation changes approved in the currecnt session include
provisions which will insure statewide compliance with Title 28.
The provisions of 16 .MRSA 606 are included in Figure's—l.

A\ .

Not only is it possible for an individual in Maine to review
his records but, at the State Bureau of Identification, there is

a positive attitude of assistance. 1In this respect, the indi-

viduals criminal history is an "open record" to the individual.

Although individual procedures vary among criminal justice

agencies, this open approach is typical in the State.

- . Central Repository Procedures

The Maine State Police have a written operating procedure
for'individual record access and review at the State Bureau of
Jdentification which enables an individual to review his record.

1 SEARCH Technical Report, No. 13, October; 1975

2 MSP/SBI Inter-departmental Memorandum, September 3, 1975:

REQUEST FOR OWN RECORD. 16 MRSA 606(4) affirms the right of

an individual to disseminate, without limits, information

about himself.




FIGURE 5-1
16 MRSA 606

§ 606. Right to éccess and review

1. Inspection. Any person or his attorney shall have the
right to inspect the criminal history record information concern-
ing him maintained by a criminal justice agency, provided that a
person's right to inspect or review criminal history record in-
formation pertaining to himself shall not extend to data contained
in intelligence, investigatory or other information than that
included within the definition of "criminal history record infor-
mation." Criminal justice agencies may prescribe reasonable .
hours during which such right may be execrcised, the location at
.which such right may be exercised and such additional restrictions,
1ncludlng satisfactory verification of identity by fingerprint
comparlson, as are reasonably necessary, both to insure the
security and confidentiality of the criminal history record infor-
mation and to verify the identity of the person seeking to inspect
such information. Such agencies shall supply to the person or his
attorney a copy of the criminal history record information per-
taining to him upon request and pavment of a reasonable fee.

2. Review. A person or his attorney may request amendment
oxr correction of criminal justice record information concerning
him by addressing, either in person or by mail, his request to
the criminal justice agency in which the information is maintained.
The request must indicate the particular record invelved, the
nature of the correction sought and the justification for the
amendment or correction.

Upon receipt of 'such request, the criminal justice agency shall take
necessary steps to determine whether the questioned information is
accurate and complete. If such investigation reveals that the
guestioned information. if inaccurate or incomplete, the agency shall
forthwith correct the error or deficiency and advise the requeshlng
person that such correction or amendment has been made.

If the agency refuses to make. the requested amendment or correction,
it shall advise the requesting person of the refusal and the reasons
therefor. If an agency refuses to make a reguested amendment or
correction, or if the requesting person believes the agency's deci-
sion to be otherwise unsatisfactory, the person may seek relief in
the Superior Court.

3. Notification. When a criminal justice agency has amended

or corrected a person's criminal history record information in re-

sponse to written reguest as provided in subsection 2 or a court

order, the agency shall within 30 days thereof advise all prior

recipients of such information of the amendment or correction and

shall notify the person of compliance with that requirement and the

prior recipients notified.’

4. Right of release. The provisions of this subchapter shall
be in no way construed to limit the right of a person to: disseminate, .
to any person or agency, criminal history record information per-
taining to himself. .

3 - . - . . .
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The individual may have access for purposes. of review, cor-
"rection or appeal of his record on file with the State Bureau of
Identification. Upon completion of a simple application card
[SBI 3-75], and verification of identity through thumbprint and
personal data, the record is made available for review, to the
individual, in the Records/ID office 0of the Bureau. Figure 5-2
- portrays the Maine SBI form.

InformaFion which is ascertained to be inaccurate, invalid
or incorrect 1% correctgd by the SBI staff. An effort is made
to advise all criminal justice agencies, which have received
the basic record, of the corrections. This notification abfibn
is.based on the dissemination record which‘is maintained on the

SBI record dissemination log. This log is isslustrated below:

NAME: SBI#

RECORD DISSEMINATION LOG

. ’ NO, .
DATE COPY ° RECEIVING AGENCY PURPOSE | LAST ENTRY

If the information in the record is challenged as inappro-
priate, subject to expungement or otherwise subject to a judiciél
action over-which the SBI has no cdntrol the individual is advised

o of the process through which corrective action should be taken,

-or documents acquired, through legal or court action.

At present the individual is furnished a copy of his record,

if he/she requests one, at no cost to the individual.

2




MAINE STATE POLICE - STATE BUREAU OF IDENTIFICATIO:N

I hereby reguest to be shown‘my criminal recoxd, if any
on file within the State Bureau of Identification.

NAME: OB

ADDRESS :

SIGNATURE:

DATE:

SBI 3-75 (Over) | Rt. Thumb Print

TYPE OF CONTACT

IN PERSON MATL (Check One)

DOCUMENT CONTROL

Technicians Initials

COPY ISSUED YES ___ NO {Check Cne) "

S.B.I. USE ONLY

o ( Form SBI 3~75 shall be utilized whenever an individual requests

to0 be shown his owvn record.

Should the request be received by mail, the form will be mailed
to the requesting party to be filled out and returned to the

Bureau prior to any such request being honored.

Form SBI 3-75 will be filed in the individuals folder. Forms
for vhich there arc no folders will be filed alphabetically.
Statistics will be maintained in order to allow the Bureau

to determine the number of such requests processed.

MAINE STATE POLICE
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Local Agency's Procedures

- Local police departments havé had only minimal requests for
records review. However, an increasing number of inquiries have
been received in the last year. There are no known instances of
an individual being denied a review, but local departments have
expressed the need for more explicit procedures and forms. Police
" departments currently direct individuals to the courts for correc-
tive action which cannot be mutually resolved. )

Local police departments generally provide an individual
with records containing criminal history record information in
the files maintained in their local jurisdiction. If tﬁe desired
individual record information pertains to other jurisdictions,
" either in-state or out-of-state, the individﬁal is usually advised
of the method to obtain it.. Records or logs are not generally

kept by local police departments pertaining to individual review.

A representative procedure, which has been in existence, is
that of the Portland Police Department. General Order 74-7,
May 29, 1974 provides for individual review in the following
manner:

% B, Releasec or review of records can only be accomp-
. dished as authorized below:

(1) AN INDIVIDUAL, WHO PERSOJALLY APFEARS at
the Information/Records Counter, properly
ddentifics himself, may RIVISH his own per-
gonal record., He may take notes of its
contents, but may NOT remove the record
from the Information/Records Countar .or ) .
purchase copics of it, The record is to
romain in tho custody of the Department of

Police.

(2) PERSONS 1'HO SUBMIT VRITTEN REQUISTS OR
‘ VAIVERS by mail, seeking releasc of their
recoyds arc to be advised that such reguests
or waivers cannot be honored, unless such
vaiver is notarised, "




e '
7.7 . PROCEDURES

The process of access to and review of individual records
may require subse§uéﬁ%:actions of notifications, record correc-
tion, or judicial review. To meet these requirements a relatively
structured format will be evolved consistent with the Maine law, '
the nature of state and local agency administrative practices and
the procedures which are already in existence.

Any individual who satisfactorily verifies his identity
and complies with the rules and procedures established for
individual access and review in Maine, will be permittgd to
‘review and obtain a copy of, arrest record information or criminal
history record information concerning him. He may exercise this
right anywhere in the state for the purpose of challenging'the
accuracy or completeness of his record or the legality of its
existence. However, the complete and current criminal history
is the record maintained by the Maine State Police and individuals
will be encouraged to review the central repository record.

A record of individual review actisns will bé maintained

as well as records [logs] of dissemination actions.

Review, Challenge and Appeal Forms

The initiation, processing and disposition of each’ indivi-
dual review will be recorded on forms developed for these
specific purposes. Some examples of relevant forms and their
purposes are as follows:

Description . . i Form Number
Figure 5-3 . . IR-1
Individual Request for Record Review . Part I
" Delayed Review Part II
Completion of Initial Review, and/or . '
Initiate a Challenge Part III
Challenge Approved by Record Custodian Part IVa
Chailenge Denied by Record Custodian vParf IVB

VORI,



Figure 5-4,5-5 S o - IR-2

Appeal of Challenge Denial | . Part I

Approval of Appeal ' - Part IIAa

Denial of Appeal - Part IIB
"Figure 5-6 - IR-3 . .

Request for Out-of-State Record Check

- -Verification of Identity

The individual record review process is initiated by the
individual (or his attorney if authorized) through the completion
and presentation of a Request for Record Review. Using the
example forms, this would be Part T, of Form IR-l. [Figure 5-3].
The individual will be positively identified, by the agency to
initiate the review. Identification will Qenefally be by finger-
print. The ageéncy official will record the fact of verification.

. Obtaining a Copy

. .The reviewing’individual.may make a written summary or
notes of the information reviewed or a copy of ‘an individual's
criminal history record may be furnished to the individual by
the law enforcement agency in which the review occurs. A
reasonable fee may be charged for providing copies of. the record.

When the requestor has completed his revigew he w1ll sign
in the appropriate space provided on Part III of Form IR-1.
[Page 2, Figure 5-3]. The agency official should also sign
Part IiI of Form IR-1l to witness the individual's signature.
At this point, if there is no challenge the original of Fo:ﬁ
IR-1 will be filed in the individual's case record at the
record repository and the individual may be furnished a copy
of the form IR-1, III. ’
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FIGURE 5-3 | '

STATE OF MAINE
IVDIVIDUAL REQUEST FOR CRIdINAL HISTORY RECORD REVIEW

PART I

I hereby request to review my criminal history record, i1f any, on fille
in the State of for the purpose of determining
vhether it 1s accurate and complete. [16 MRSA 606]}.

rle}:]
Printed Full lame
SSN
SEX AKA
MVO Lic,
R (State)

4 i T
Current Address

I understand that I will be able to review my criminal history record
An the office of a state or local Police Department during normal weekday
working hours or other announced hours. I understand, and am prepared to
pay, a reasonable fee for costs incurred in obtaining a copy of my
record. .

I am prepared to be fingerprinted by the criminal justice agency from
whom I am requesting the reccrd check to verify that I am the individual ‘
whose record is being requested., Further, if I subseouentlv request a
record check from the FBI or any other state, I authorize this QHQ”CJ to
forevard ny fingerprints to the approgriate out- OL*ataue Police Department
for this purpose as required by the state.

.

Date . Signature
R. Thumb
L. Thumb
Technician Initials Sequence No.
PART II
[{For Delayed Review] éequence No.

I hereby state that I am the’ individual whose criminal record I am
requesting for review, and further that I am the same individual who
appeared at this office on .

Signature

Technician Initials

A . (DOB)

FORM IR-1 }
v - 11 '(Page 1 of 2}




FIGURE 5-3  ,

PART IIX
Sequence No.

A. I have completed the review of my record, as requested by me.

I (do} (do not) desire a copy of my record.: T
' . Signature (Date)
A copy (was) (was noti provided to individual.
Ritness
* . Signature of Agency Official (Date)

B. I have revicwed my record, as requested by me, and believe the following
specific information to be incomplete or inaccurate to the best of my
knowledge:

.

I hercby request the aforementioned items to be correctcd.
I (do) (do not) desire a copy of any record.

Signature {Bate) .

A copy (was) (was not) provided to individual.

Request Acknowledged:

Signature, agency Oificial (Date) -

Form IR-1 (IIX)
Copy to Individual
Original Retained by SBI

PART IVA .
Seqguence No.

I have thoroughly searched all cited items in Part IIIB and reviewed-
the requests for changes in the criminal record of
and find them all to be of merit, I will make such changes in the record

~within fjve working cays and notafy all criminal justice agencies which have
previously been furnished this record and instruct them to make necessary
changes within 30 days. Eurther, I have provided the individual with a
complete list of all non-criminal justice agencies to which his record was
disseminated in order that he/she wmay notliy then of the need to correct
their records accordingly.

C€J hgency Official (Date)

Form IR-1 (IVA) .
Copy to Individual .

Copy to all relevant criminal justice agencics

Original retained .

PART 1IVB
Sequence No. »

I have thorgcughly researched all the cited eriminal history entries
and reviewed the request for changes listed in Part IIID in the record of
and find (some - all) of the reguest nct to e valid
Specifically, the following items (from the list cited in Part IIIB of
Form IR-1) do not appear to warrant changes to the individual's criminal
record.

.
»”

I have so notified the individual of my decision and advised him/her
of his/her right to appeal and the procedures to follow.

: CJ Agency Official {Date)
Form IR-1(IVD)
Copy to Individeal
Original Retaincd
Copy to

FORM IR-1 . (Page 2 of 2)




Initial Challenge

If the individual believes the record is incomplete or
inaccurate, the contested items should be entered in the space
provided in Section B, Part III of Form IR-1l. This section of
the form will be signed and witnessed to acknowledge receipt.
A copy of the form will be provided to the individual.

The individual request for correction, and supporting
evidence and documentation will bé reviewed by the record
repository by search, verification and matching of all pertinent'
records. The results of the search will lead to either approval
"0f the request or disapproval of the request and notification
to individual of appeal procedures.

If a criminal history record, maintained by the MSP/SBI
or a local law enforcement agency is successfully challenged
and the record deficiency is the result of a law enforcement
error the correction will be made by the MSP/SBI or the local
agency. !

1f, ﬂowever, it appears that the record deficiency is
based on court information the challenge will be referred to
the office of Court Administrator for review and action in
accordance with established court procedures.

If the request for correction is approved the following
actions are taken:

' appropriate changes are made in the 1nd1—
vidual's criminal history record

s the individual is advised e

& all criminal justice agencies to which the

information has been previously disseminated
-are notified of the changes in the record

[ the individual is provided with a list of
any non-criminal justice agencies to which
‘dissemination has been made

T LREE
. ﬂ'#

T

o the local criminal justice agency will
destroy the uncorrected version of the
record.
. V=13
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The decision of approval can be made on Part IVA of the Form
IR-1. [Page 2, Figure 5-3]. The Form IR-1 is signed by an agency
official, the original is logged and filed and a copy of the Form
is provided to the individual.

If the request is not approved the actions are:

© the individual is notified cf the
decision
© -.. the individual is notified of his

‘right to appeal

The disappro&al decision can be recorded on Part IV of
Form IR-1l. [Page 2, Figure 5-3]. ‘

Appeal of Disputed Decisions

In acceordance with the provisions of 16 MSRA 606 an indi-
vidual may seek relief of a disputed corrective action through
the superior court. .Figure 5-4 is an example of the format
whicﬁAcould be used to enter an appeal tb the court and to
record the decision and initiate the actions directed by the
court. Procedures and formats will be developed with the
office of the Court Administrator: )

In the appeal segquence, the action is initiated by the
individual using Part I of Form IR-2 [Page 1, Figure 5-4].
At the completion of court appeal hearing, Part II of Form
IR-2 [Figure 5-4] is completed by the Clerk of the Court

- stating the decision of the court. A copy of Form IR-2 is
provided to the individual, a copy is retained by the Clerk
of the Court and the original is forwarded to the record
repository for retention in the individual's record.

If the appeal is granted‘the contested record, or portions
of the record, will be amended or deleted in accordance with

the directions provided.

.V -14 -




FIGURE 5-4

STATE OF MAIUE
INDIVIDUAL APPEAL OF DECILION

PART I
TO: GSuperior Court, State of Maine » ) DATE:
FROM: ° SEQUENCE:
I desire to appeal the action of the

(Agency)

, which decided not to change; amend,

or delete certain specifically identificd. information in my criminal

_history record, as requested by me on . . ‘In denying
(Date)

my request, the .agency provided me with guidance on the appeal procecdure

and a copy of their decision (attached Form IR-1 IV-B). I have reviewcd
the appeals procedure and am prepared to attend and participate in a court
hearing .on the issues still in contention.

I hereby affirm that I am the individual whose record I am requesting
to be amended or altered and further, that I am’ the same individual who -
processed the Form IR-1 with my name and signature appearing on it,
dated : . ' '

ATTACH: Signature . (date)
COPY FORM IR-1 (IVB) ‘

Form IR-2 {(I) Page 1 of 2




. FIGURE 5-4

STATE OF MAINE
- ACTION OF SUPERIOR COURT

" PART 1IA

TO: MAINE STATE POLICE ’ Date:
STATE BUREAU OF IDENTIFICATION :
FROM: . Seguence No.

. -

The State of Maine Superior Court has heard the appeal applica-
tion of o  dated - . pertaining to changes in subject's
individual criminal history records and finds that these records should be
chansed as described below:

Corrections to the criminal history records of this subject maintained
in your Agency must be made within 3p days and &1l prior criminal justice
agency recipients of the record must be advised to take similar action
within 30 days. The individual has been furnished a list of prior non-

. criminal justice agency recipients of the record so as to allow these
changes to be made in those records, as well.

+

Signature (Pate)

-2 :
Form IR (I13) Clexrk of the Court

Copy to Individual
Copy retained by Supecrior Court "y
* Original to Signature (Date)

Encl. IR-2(1) ' Individual
PART ITB ’
TO: MAINE STATE POLICE . Date:
STATE BURLCAU OF IDENTIFICATION °
FROM:

Sequence No.

The State of Maine Superior Court has heard the appeal appli-
cation of , dated , pertaining to chances in the
subject's Individual crimindl history record and bas®d on the informatioq
presented to this court, finds that there is not suf{ficient causc to
change, modify or delete the contested data which now appears in the 'recprd.

The ‘subject has been informed of this decision. -z
. .
o €iqnature (Date) -
Form IR-2(ITB) N : Clerk of the Court

Copy to Individual

Copy retained by Superior Court
Original to .

. Encl. IR-2(1)

Signature ' (Datc)
Individual

o 4 Page 2 of 2




) If an appeal is denied by the superior court the individual
will be advised of this action. If an appeal is denied by an
Administrative Appeals Board, the individual will be advised of
the action and the procedure for obtaining relief through the
superior court. . :

If it is determined that an intermediary administrative
appeal mechanism is needed in the state, this procedure can
include application to a 'State Board of Appeals. Figure 5-5
portrays an example of appeal procedure formats modified for
this purpose.-

Out-of~-State Inquiries

The federal regulations do not currently include guidénce
on inter-state procedures for individual access and review.
However, in instances in which an individual makes a request to
review records of an out-of-state agency, the review process
can be initiated by the individual filing‘a request for Criminal

Higtory Record Review, using Form IR-1,

Following this filing and positive identification, a
records reguest could be forwarded.to tﬁe out-of-state agency
using Form IR-3. Request for Out-of-~State Record Check.
{PFigure 5-6]. Enclosures to the addressee could include
fingerprints and Form IR-1l, Part I. Upon receipt of the re-
quested information, assistance could be provided to the indi-
vidual involved to the extent possible. '

Challenges to information provided by out-of-state agencies
would be addressed by the individual to the appropriate authorities
in the state holding the records. .




FIGURE 5-5

STATE OF HMAINE ’
INDIVIDUAL APPEAL OF DECISION

PART I

TO: ' DATE:

FROM: : ) ‘ ) SEQUENCE:

I hereby exercise my right to appeal the action of the

(Agency)
+ Which decided not to change, amend,

or delete certain specifically identified information in my criminal

history record, as requested by me on . In denying
(Date)

my fequest, the agency provided me with guidance on the appeal procedure

and a copy of their decision (attached Form IR-1 IV-B). I have reviewed
the appeals'procedure and am prepared . to attend and participate in a
hearing on the issues still in contention and I.understand that my only
appeal of the results of this hearing, if unfavorable to me, is through
formal judicial action through the Superior Court.

I hereby affirm that I am the individual whose record I am reguesting
to be amended or altered and further, that I am the same individual who
processed the Form IR-1 with my name and signature appearing on it,
dated .

ATTACH: | : Signature T (date)
.COPY FORM IR-1 (IVB) :

Form IR-2 (I) ' Page 1 of 2




'FIGURE 5-5

- STATE OF MAINE
ACTION OF STATE BOARD OF APPEALS

PART IIA

. TO: MAINE STATE POLICE .. Date:
. STATE BUREAU OF IDENTIFICATION .
’ FROM: Sequence No.

. The Privacy and Security Board of Appeals has reviewed the appeal applica-
tion of , dated - . pPertaining to changes in subject's
jndividual criminal history records and finds that these records should be
changed as described below:

Corrections to the crimiral history records of this subject maintained
in your Agency must be made within 3¢ days and all pricr criminal justice
agency recipients of the record must be adviseé to take similar acticn
within 30 days. The individual has been furnished a list of prior nen-
criminal justice agency rocipients of the record so as to allow these
changes to be made in those records, as well.

Signature (Date)

Form IR-2 (1I7) Chairman, P&S Board of Appeals

Copy to Individual

Copy retained by Board of Appeals :

Original to : Signature (Date}
Encl. IR-2(I) Individual

g o e e L - oy s (s e ot P i S W G e A B W e SO0

PART IIB

T0: MAINE STATE POLICE
* STATE BUREAU OF IDENTIFICATION
FROM:

Date:

Seguence No.

\
.

The Privacy and-Security Board of Appeals has reviewed the appeal appli-
cation of . dated , pertaining to changes in the
subject's Individual criminal nistory record and based on the information
presented to this board, finds that there is not sufficient cause to
change, modify or delete the contested data which now appears in the record.

The subject has been informed of this decision and the right and
procedure to appeal this decision through the Superior Court.

Signature {Date)

Fomm IR-2(11D) Chairman, PsS Board of Appeals

Copy to Individual .

. Copy retained by Board of Appeals
Original to -
Encl. IR-2(I)

Signature (Date)
Individual oot

Page 2 of 2
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FIGURE 5-6 K .o

MAINE STATE POLICE

STATE BUAREAU OF IDENTIFICATION :
OF THE STATE OF DPOB:
. SSAN:
‘ FBI NO:
Dear :

The above referenced individual has made a request, in accordance
with the provisions of Scction 20.21(g) of thc Department of Justice
Regulations, Title 28, to review his/her criminal history reccrd for the
purpose of challenge or correction. He has requested the assistance of
this agency in acquiring a copy of his/her criminal history record as it
pertains to -events occurring within your jurisdiction. 1In accordance
with current procedures an initial determination of the individual's
identity has been made, a full set of fingerprints is enclosed for your
purposes.’

If you would provide this department with a copy of the relevant
criminal history record information and the costs incurred for search
and reproduction, we will assure proper review by the individual .

In the event that the subject determines that a challenge is desired
by him/her it would be helpful for the individual to be aware of the
appropriate procedures [in accordance with Section 20.21(g) of Title 28}
by .which he can exercise this right within your state. If you would
include a copy of these procedures, thevy will be provided to the requesting
individuql along with the forwarded criminal history information.

Your assistance in this matter is appreciated.

Sincerely,

MSP/SB1 Representative
Enclosures:
Fingerprint Card .
Form IR-1 (Part I) ) .

iorm IR-3
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Public Reporting of Procedures

Upon implementation of the Privacy and Security Plan, a
public education program can be ‘initiated for the purpose of
informing Maine citizens of the right to review and challenge
criminal history data pertaining to them. The program could
include procedures describing how and where individual reviews
can be made, the costs involved, and any other information
necessary to allow access without undue burden to criminal

justice agencies or individuals.
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VI

AUDIT AND PENALTTIES

REQUIREMENTS

-

The federal regulations require two kinds of audits, a system-
atic audit and an annual audit. The systematic internal audit is
required by Sectlon 20.21(a). This audit is intended to insure

that criminal hlstory records are complete, accurate, and current.

The annual audit is required by section 20.21(e) of Title 28.
This audit is intended to insure that there is adherence, by the

participating agencies, to the regulations and operating procedures.

In support of the audit activity, the federal regulatiéns
réquire that records be maintained which will facilitate the
accomplishment of audits. Dissemination logs, discussed in
Chapter- IV, are part of this requirement.

Systematic Internal Audits

SYstéhatic internal audits are to be independently conducted
by agencies vhich maintain criminal history information. The sys-

tematic audit is a regular on-going quality control procedure.

-

The systématic internal audit program may include the follow-
ing system qualitative goals:

© Accuracy of vital and initial entry data,
© of disposition entry, and of all data
modifications and deletions.

] Completeness of vital and initial entry
data, or disposition entry, and of all
data modifications and deletions.

o Timeliness of data submission, disposition
entry, notifications of incomplete or
erroneous data, and of authorized modifica-
tions and deletions. This includes correc-
tive action with regard to dellnquent d;s—
positions.

° Control of criminal justice and criminal
history record information and monitoring
"of the criminal justlce information system.

Vi -1 '
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Annual Audit

The purpose of the annual audit is in effect, to determine
whether the system is working the way it is supposed to. . Section
'20.21(e) requires the following:

(e} Audit. Insure that annual audits
of a representative sample of state and local
criminal justice agencies chosen on a random
basis shall be conducted by the State to
verify adherence to these regulations and
that appropriate records shall be retained
to facilitate such audits. Such records
shall include, but are not limited to, the
names of all persons or agencies to whom
information is disseminated and the data
upon which such information is disseminated.
The reporting of a criminal justice trans-
action to a state, local or federal reposi-
tory is not a dissemination of information.

A program of annual auditing to include a representative
random sample of the State criminal justice user agencies is to
be developed to evaluate the accuracy and coﬁpleteness of the
data being maintained and the extent of adherence to the plan
and legislative requirements.

CURRENT STATUS

Although there is not a formally designated audit program
in the Maine system, there are procedural activities in the
State Bureau of Identificétion and the local departments which
can be characterized as a systematic andit. ' .

Daily verification, validation and accuracy checks aré.
‘applied to information in the SBI and other large records
activities. In addition, the SBI, through the use of the Form
SBI:1-75, performs a major contihuing audit of information
entering the central repository. Delinquent disposition audit-
ing occurs each time é new entry is submitted on an existing
case and additional delingquent procedures are being~dpveloped.

VI - 2
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A similar process of continuing verification in the larger
departments includes validation of cross referenced information
in case files and indices.

In order to comply with the quality control factors necessi-
tated by the collection, maintenance, .and processing of criminal
justice and criminal history record information, individual

" agencies have in effect implemented systematic intermnal audit
procedures using the qualitative goals described above as the
procedural guiée. The procedures for achieving these qualita-

tive controls may also include the following activities:

[c} Daily monitoring of criminal justice and
criminal history data collected, processed,
and transmitted.

® Periodic or daily. review of data trans-
actions, source documents and information
submitted to prosecutors and courts.
Monitoring may be periodically followed
up by specific internal audits of these
actions and documents.

. "o General care in the destruction and dis-
‘ . .position of documents which are outdated
or no longer of value. .

] Frequent quality sampling of system opera-
tions, source documents and products.
Close supervision of tasks being performed
by system personnel and reports submitted
by officers. '

© Vigilance with regard to, and inspection
‘ of, compliance with system and facility - -
- ' security regulations and records manage-
ment procedures.

© Dissemination logs are maintained in the
SBI and are being developed for other
activities.
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Although the current legislation [Maine PL763] does not
“address the audit function, audit may be implied in the provisions
which define responsibilities. In addition 25 MRSA 1631 (1l6) does
cite audits. (annual audits) as a condition of the records manage-
ment of the SBI.

Together these elements provide the basis for éccomplishing
the systematic and annual audits of the Maine System. However,
the actual agpomplishment of the audits required by the federal
regulations will require additional manpower and funding resources.

Proposed Procedures

A representative random sample of the State criminal justice
agencies will be conducted to evaluate the aécuracy and coﬁplete"
ness of the data being maintained and the extent of adherence to
the plan and legislative requirements.

Ratios for selection of audited agencies will bé used and
will consider the representation of various component type
agencies in the criminal justice system (police, courts, etc.)
the volume of criminal history use, geogfaphic'distribution and
size of depurtment. It is expected that non-criminal justice
agencies will be audited as appropriate. Volume of use of
criminal history information will be the major basis.fo;
stratification of the annual sample. The State Bureau of
Identification and LEAA funded agencies will be audited every
year. In addition, ad hoc audits of problem agencies will be
conducfed, as needed.

The annual audit can be used to evaluate the effectiveﬁess
of the entire range of dperational procedures described in the

Privacy and Security Plan.

In this way the audit can be conducted on several levels.
For some agencies the audit can include an examination of com-
pliance with all procedures. On another level, specific proce-
dures, such as the maintenance of dissemination logs, can be

‘examined.




gnnual Audit

The annual audit will be an examination of the extent to

which the system, and participating agencies, are operating in

compliance with Maine PL763, the federal regulations and the

procedures set forth in the Privacy and Security Plan.

When the Annual Audit Program is completely formulated and

operational it is planned to include the following elements:

©

Designation of Responsibilities
including Quality Control Officers

Announcement procedures

Agency sampling technigques

Records sampling procedures

On site visit procedures

=- cbservations

. oo check lists

== audit lists of sampled records
Site manager -critique
Follow-up procedures

Training and technical assistance
capabilities and schedualing

Management information control system

The audit program should 1nclude the capablllty to perform

system audits of:

Procedures } ) )
Records
Dissemination Controls

Security

VI - 5 .
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There will be occasions when ‘deficiencies are of sufficient
' seriousness or gravity that a special audit is needed. This non-
routine [or ad hoc] audit may be conducted by the SBI audit team
on‘an intensive basis to identify and correct the specific causes
of loss of guality control. If there is a serious problem which
seems to indicate a major system deficiency, this may be cause
for scheduling a complete annual audit at this time.

Audit Standards

Standards for audits of the criminal justice sysfem will be
developed in coordination with the State of Maine Department of
Audit and the Attorney General. Standards for audit can be
édapted from the Standards for Audit of Governmental Orqanizationé,

Programs, Activities and Functions (1974), developed by the U.S.

Comptroller General. Examples of these standards modified for
criminal justice audits are included in Figure 6-1.

General Procedures

The audit program is to be described to individual agencies
in regular intra system communication media, during training
sessions and in other communicationé. Individual agencies to be
audited, are to be advised prior .to site visits.

The auditor is to be furniéﬁed with documentation and infor-
mation concerning the individual agency. In addition, he will
. have available detailed copies of the criminal history informa-
tion furnished by the SBI to the agency and with checklists which
are subsequently correlated to a AGENCY AUDIT REPORT. Auditors
will use a check list of DOJ regulations and PL763 to examine
compliance with relevant provisions,-including record accuracy
and completeness; disposition reporting; systematic audit pro-
cedures; dissemination records; security provisions and the
‘individual rigﬂt of access. Source documents, records and logs
will be physically examined. Records will be reconstructed from
the source document to current disposition. Tracking of documents
.through the system will be conducted.

.- VI - 6
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FIGURE 6-1

AUDIT STAMDARDS

-t -

S

The full scope of an audit of a criminal justice
program, function, activity, or organization should
encompass the following in the context of the Maine
Privacy and Security Plan: .

a. An examination of criminal history trans-
actions, rccords and reports, including an
evaluation of compliance with applicable
laws and regulations. . ’

b. A'review of confidentiality and security in
the use of criminal history records.

C. A review to determine whether desired results
are effectively achieved.

In determining the scope for a particular audit,
responsible officials should give consideration to
the needs of the potential users of the results of

The auditors assigned to perform the audit must
collectively possess adequate professional profi-
ciency for the tasks required.

GENERAL STANDARDS
1.
that audit.
2.
N
3.

4.

In all matters relating to the audit work, the
audit organization and the individual auditors
shall maintain an independent attitude.

Due professional care is to be used in conducting
the audit and in preparing related reports.

EXAMINATION XAND EVAiUATION STANDARDS

i,
2.
3.

4.

5.

Work is to be aaequately planned. .
Assistants are to be properly supervised.

A review is to be made of compliance with legal
and regulatory regquirements.

An evaluation is to be made oi the system of internal
control to assess the extent it can be relied upon to
ensure accurate information, to ensure compliance

with laws and requlations, and to provide for efficient’
and effective operations. .

Ssufficient, competent, and relevant evidence is to be
obtained to afford a recasonable basis for the auditor's
opinions, judgements, conclusions, and recommendations.

Adapted from Standards for Audit of Governmental Organizations,
Programs, Activities and lunctions, comptroller General of the

United States, January 15, 1974.

Page 1 of 3
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REPORTING STANDARDS

FIGURE 6-1

1.

Written audit reports are to be submitted to the
appropriate officials of the organizations re-~
gquiring or arranging for the audits. Copies of
the reports should be sent to other officials

who may be responsible for taking action on audit
findings and recommendations and to cthers re-
sponsible or authorized to receive such reports.
Unless restricted by law or regulations, copies
may also be made available for public inspection.

Reports are to be issued on or before the dates
specified by law, regulation, or other arrangement
and, in any event, as promptly as possible so as
to make the information available for timely use
my management and by lenglaLlVQ officials if
appropriate.

Each report shall:

a. Be as concise as possible but, at the same
time, clear and complete enough to be under-
stood by the users.

b. Present factual matter accurately, completely,
and fairly.

c. Present findings and conclusions objectively
-and in language as clear and simple as the
subject matter permits.

d. Include only factual information, findings, and
conclusions that are adequately supported by
enough evidence in the auditor's working papers
to demonstrate or prove, when called upon, the
bases for the matters reported and their correct-
ness and reasonableness. Detailed supporting
information should be included in the report to
the extent necessary to make a conV1nc1ng pre-
sentation.

e,. Include, when possible, the auditor's recommen=—
dations for actions to effect improvements in
problem areas noted in his audit and to other-
wise make improvements in operations. Informa-
tion on underlying causes of problems rerorted
should be included to assist in implementing or
devising corrective actions.

£. Place primary emphasis on improvement rather than
on criticism of the past; critical comments should
be presented in balanced perspective, recognizing
any unusual difficulties or circumstances faced
by the operating officials concerned.

Page 2 of 3
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i.

-

Fach
a. .

~ " FIGURE 6-1

Identify and explain issues and questions
needing further study and consideration by

the auditor or others.

Include recognition of noteworthy accomplsih-
ments, particularly when management improve-
ments in one program or activity may be appli-~
cable elsewhere. o

Include recognition of the views of responsiliie
officials of the organization, program, function,’
or activity audited on the auditor's findings,
conclusions, and recommendations. Except where
the possibility of crime or other compelling
reason may require different treatment, the
auditor's tentative findings and conclusions
should be reviewed with such officials. When
possible, without undue delay, their views should
be obtained in writing and objectively considered
and presented in preparing the f£inal report.

Clearly explain the scope and objectives of
the audit.

State whether any significant pertinent informa-
tion has been omitted because it is deemed pri-
vileged or confidential. The nature of such in-
formation should be described, and the law or
other basis under which it is withheld should

be stated.

audit report containing financial reports shall:

‘Contain an expression of the auditor's opinion
as to whether the information in the financial
reports is presented fairly in accordance with
generally accepted accounting principles (or
with other specified accourting principles
applicable to the organization, program, func-
tion, or activity audited), applied on a basis
consistent with that of the preceding reporting
period. If the auditor canhot express ain
cpinion, the reasons therefor should be ztated
in the audit report. :

Contain appropriate supplementary explanatory
information about the contents of the financial
reports as may be necessary for full and informa-
tive disclosure about the financial operations of
the organization, program, function, or activity
audited. Violations of legal or other regulatory
requircments, including’ instances cf non-
compliance, and material changes in accounting
policies and procedures, along with their cffect
on the. financiel reports, shall be explained in
the audit report.
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Upon the cbmpletion of the audit, a written list of necessary
corrections to acheive compliance will be given to the agency head.
The agency head will review the discrepancies list with the

auditors and annotate his receipf'of the list to certify that

corrections can be made, as noted.

The program is designed to be a constructive audit in which
the agency can indicate problems and needs as well as requests
for assistance. The auditor'doéuments compliance and needs as

~well as discrepancies. In addition to providing a record of the

agency's status the audit is instructive and could lead to sub-
sequent training, technical assistance and corrective action.

The results of the audit can be recorded on an Agency Audit Report

. which is included as Figure 6-2.

Follow Up Actions

The credibiiity of the audit program is established both
through the expertneés of the audit process and by the thorough-
ness of follow up actions. The audit program shoﬁld include
both immediate follow up, such as on site assistance, and a
written follow up describing'deficiencies or discrepancies which
require corrective action by the responsible individual.

-Management Information

' The histories of agency audits are recorded in an Agency
Audit Recofd (Figure 6-3). This record is designed to accumulate
status information, corrective actions and follow up transactions.
The record can be used for subsequent actions or as a suspense
system to insure that-audit actions are completed. '

. Audit Trail

. An audit of the total system, from the federal legislation

"to an offense or incident report at the smallest police depart-

ment, can be made by examining the following categories of

reference information:
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FIGURE 6-2

DATE

AGENCY AUDIT REPORT

AGENCY PHONE NUMGER
ORI HuMBLI: : FULL T1HAC SWORAN PEHSONNEL CIVILIAN PLRSONNEL
Agency Head o Tille
.
Name Title .
. PERSONS R
INTERVIEWED
Nama ~. Title .

CONDITION OF REGULATIONS AND PROCEDURES?
0 O sB1 NCIC: .
MAIL PROBLEMS: (Descrivel

CURALNT CORRECT ADDRESS IS:

DOCS THIS AGENCY HAVE ANY PROBLEANIS OR COMMENTS REGARDING:
so1

Neic: -

Other Comments:

CORRECTIVE ACTION REQUESTED '

% ‘ ) . .
2. o ) ' . )
a - . - .
& - . ’
Action Taken: . ‘ ’ ’ .‘
. : VI - 11 . Page 1 of 2
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"FIGURE 6-2

CHRI AUDIT: Are the logging fequiemaents baing 1oHowad: 3 Yes I No (Ducun;}

.

Action you took:

DISSEMINATION LIMITATIONS WITH ALSIONSIOLE SUPERVISOR: Who 013 y0u talx with:

DISCUSS
Any problems:

GENERAL COMMENTS:

COMMENTS ON SECURITY OF RECORDS FACILITY AND PROCEDURES s

VISIYT AND RLPORT BY:




FIGURE 6-3

AGENCY AUDIT RECORD .
Agency ORt Juris
Date of Audit Comnients Fellow Up Action
s
A
-
t
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® Operating and Dissemination Record

Documents ) ‘
° Files and Records
° Data Elements
@ Data Source Documents

Figure 6~4 portrays the elements which could be examined at

each agency in an evaluation of system consistency and compliance.

Specific Procedural Audit

The procedural audits will be primarily,difected toward the
specific examination of the way information is managed to insure
accuracy, completeness, timeliness and control.. This trail will
generally examine file types, individual records, data elements
and sources. For example, the information in an individual sub-
ject file in the state central repository can be examined in
terms of origin, validity, completeness, uses and status. This
"trail will lead from the SBI to the originator, to the criminal
justice agencies with which the subject has been involved and to

agencies which have acquired information about the individual.

The basic information route is through the SBI disposition
brocedure. The second route is through the dissemination log
procedure. In each case the focus in on the individual record
and the 1inks'ére through State identification numbers and
sequence numbers which are recorded at each lewel of activity._
This type of audit trail is portraYed in Figures 6-5 and 6-6, .
which briefly portray what the auditor can look for at the
State Bureau of Identification and operating agency levels..

"Security audits will follow a similar and related pattern.
It is possible to follow a controlled document, such as a trans-
_script [rap sheet], from the state central repository through to
‘the final user and to determine the date and nature of destruc-

tion of the record.

. .
Sl i L G e R e e e Ut e e i

. .y
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o FIGURE 6-4
- PRIVACY AND SECURITY AUDIT ELEMENTS

Btate of Maino

AUDIT TRAIL
INFORMATION
AND
DOCUMENTATION

AUDIT TRAIL - AGLUNCY SEQUENCE

Non~-
Operating - Local -JCriminal
Justice

State Level Crimiual Justice

Operaling Documents

Federal-State Legislation/Statutes
Federal-State Regulatious

State Comprehensive C.J. Plans
Privacy and Security Plan
Privacy and Security Manual
Security Plan

Training Documents
ManagementAImplcmcntation Plan
Standards for Aceoss

v Annual Privacy & Sccurity Report
Written Policies, Procedures

~ Internal Audit Procedures

Operating Policies

Files and Records

Listing of State C.J. Agencies
Cafalogue of Non-C,J, Agencies
éudit fample File

Audit Reports

Corrective Action Records
Deficiency Suspense File
Record of T/A

Minutes of P/S Com,
Minutes of Training Conference
. User Agrecments

’ Letlters of Access File
Cerlificales of Compliance
Terminal Logs

Criminal History Indices

p Criminal ilistory Subject Files
Juvenile Indices

Juvenile Files

Scated Records Index

Scaled Records File
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. ’ FIGURE 6-4
AND SECURITY AUDIT ELEMENTS

PRIVACY

State of Maine

AUDIT TRAIL
INFORMATION
AND
DOCUMENTATION

AUDIT TRAIL - AGENCY SEOUENCE

-§ -Slate Level

None
Operating - Local -[Criminal
Criminal Justice  |Justice

Dala Elements i
Subjeet Name X XIXIXINIXIX|IXIX .':X XX
State ID (SBI#) x| [olojojoiolo olojoio
FBI ID X OOOOOOOOOE
Print Class x| lolx x oi
Sequence Number X oloi{ojojpjo|0O}o0 Oi C|0:i0
Local Subject Number 0 X|0j0ol0O|0 1010 Oi (o]
Docket Number o) xlojojolo|o o‘
Corrections ID O X 0|0 X[0{Q ,
ORI v ol |x|xi{x| |x| |x| |
Event Incident Dates o] X010 |0 'OE
Administrative Action Dales X O 0:
Seal/Purge Coding X1 iX|x X X X
CHRI Destrucliop Date X o|oi0j0|0j01 010 ~O. 00
Pata Source Documents
Fingerprint Cards X X X X
Phiotographs X P4 X X
Offense ﬁeport X X
Arrcst Report X X
Complaint X0 ‘ X
Initial Disposition Report X{ XiX 0 X
Additional Disposition Reports X O X X
Courl Disposition Report o] 0|0 X X
Disseminalion Log, Ind. Record X X X *
Corrections Disposition F\epcrts o X} o) X|.
Page 2 of 2
LEGEND
! X=Primary Source
0O=Secondary Source
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. o FIGURE 6-5

;! y | AUDIT TRAIL - CENTRAL REPOSITORY (SBI)

Log-Individual Reports

ﬁ i necord ) .
: DL-3 . ‘

] . .
: . T L .

’ PACILITY RECORDS : FILES SOURCE DOCUMENTS
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listory .
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Records Fhoto
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,FIGURE 6-6 . .

AUDIT TRAIL - OPERATING AGENCY

' . SOURCE DOCLYENTS
FACTIXTY RECORDS FILES
. ‘ Offense/
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Penalties and Sanctions

a4 Penalties are specified in section 20.25 of Title 28

.

....3

LI

Fe i
1’1///L

i fol: "Any agency or individual violating

“subpart B of these regulations shall
be subject to a fine not to exceed
$§10,000. In addition, LEAA may
initiate fund cut-~off procedures
against recipients of LEAA assist-
ance.

Maine'Public Law 763 there are two penalties specified

t/+ " 44 criminal history record information.

e : o In 16 MRSA 605 there is a provision
* related to dissemination as follows:

295 Unlaw{ul disscmination .

¥ Offense. A person is euilty of unlawful dissemination if he intentional-

. or knowingly disseminates criminal history record m:ormﬂt on in violation
» ny of the provisions of this subchapter.

.

4 . .
o . Classification. Unlawf{ul dissemination is a Class I2 crime.

e In 25 MRSA 1550 there is a penalty
e imposed for failure to comply with
reporting procedures as follows:

cro, Violaticns ) ) -

e
- - .
d persor who f.._xls to complv vrith the provicions ec.‘don 1543, 'cu_bzsc-
- 1 or 3, or witi: the Dzovwm".s ci :e.»‘m.x 15”’ SUD :l. ct_xg*n 4, LABSLNT 2
e /s to trens mit crirzinal fingerprint rocerds teo the Stare Zurezu of Ident-
, - noz) or with the provist ‘ons of sections igsed, 1547 OT 1559 corpTaits g civid
L - “-tionfor which a foriciture of not mere & Z100 may be adjudged.

N

anticipated that these penalties, and other sanctions
appropriate, will be included in the agreements developed

rived users of criminal history information.
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VII

SECURITY

Although there have been very few known incidents in the -
State involving the loss or destruction of criminal justice
records, other than as a result of accident, the potential for
such occurrences continues to exist, and could increase in the
future.l To insure that the subject remains a matter of con-
tinuing attention, additional security actions are underway
or will be planned in crimihal justice records facilities, the
State Bureau of Identification, and other areas in which criminal

- history records are maintained or processecd.

This chapter includes a discussion of the following elements
of security:

Requirements of Title 28
Current Status

Security Program Guide

6 © 06 9

Schedule of Implementation

The concern in this chapter is with the general concepts of
developing and maintaining a security program as a substitute
for the separate fragments which provide the current guidance in
this area. The implementing methods, costs, additional research
and analysis, and detailed regulations will be developed by l
December, 1977. There is a typical séhedule in the chaptef
which can be used as a model for actual or selective implemgnta-
tion.

REQUIREMENTS

The security requirements for both automated and non-automated

system operations are defined in Section 20.21(f) of Title 28, March

19, 1976.
4

For example see latest (Fepb., 1976) FBI data on bomblncs of
criminal justice facilities; current PongL3851onal hearings; and
GAO Report [May 1976] on securlty vulnerablllty of computers in
the Federal Government.

VIii -1



A listing of these requirements, portrayed against a current
.status summary in Mgine, is included in Figure 7-1 with source
references. This illustration also includes references to Chapters
in the Plan in which the requirements are addressed. Although the‘
requirements related to computer operations do not‘pertain in Maine
at this time, they are included as guidance for the ongoing deéelop—
ment of the OBTS effort and related components of any computeriéed
criminal history (CCH) elements, or system,»which evolves.

As indicaéed in Figure 7-1, Maine systems are generally in
compliance with federal regulations. The areas which require
additional actions are identified. The central repository [SBI]
meets current requirements and additional security measures are

planned.

L]

CURRENT STATUS

Maine criminal justice agencies, like other bublic activities
in Maine, have not-generally been subject to the hostile environ-
ment which characterizes the relationships of many urban communities.
As compared to the "fortress“'approach local law enforcement depart-
ments ars inclined to be accessible integral parts of the communit&.
The Portland Police Department building, for example, is a model
of open, modern, community oriented architecture. As another
example, the ancient Penobscot county jail is being remodeled
{with the assistance of LEAA~-MCJPAA funding] as a-people-oriented

county detention center. . . R .

This characteristic of openness and the dedication, of the
criminal justice system, to the principle of "fairness" are’
significant elements of system "security". ’

The catalogue of agency physical security features throughout
_the state range from excelléent to barely adequate. Security at
records center of the SBI, for example, includes a visitor log,
identification badges and escort .in a building which has personnel
on duty during 24 hours. Files are locked in off duty hours and
‘records are destroyed by shredding. .




REQUIREMENT

Sec.

20,21 (f) Title 28

GENERAL

CURRENT STATUS SUMMARY

PLAN

1) Sccurity, \Wherever eriminal hise

{ory record information 15 cellected,

etored, or disseminnted, each Siate shati
nsure that the followiiur require
are satisfied by secusity standards catabe
Yished by Suate leissiatlion, o i3 tSe ab-
scnce of such fegislaticn, by verulations
approved or ssucd by the Gewerner of
the Stale.

€1) \Where computerired data process-
ing 1s employed, cffective and tcchno-
Jozlcally advanced softaare and hard-
ware desians are nstiluied to prevesnt
unzauthorlzed accens to'such mic:matien,
« (2) Access to cninunal history record
Information sysiem  factiaties, svstems
operating environments, catn ! lc con-
{eiits whether while n use or n hen stored
in s media hbracy, and séstom coecumen-
tatlon is reatricted to ’xulnon::d orgat-
zatlions end personncl.

mnents

Regulations, Legislation,
Security program to be
developed consistent with
State and local needs and
resources

Planning factor -

Maine in compliance with
respect to non-automated
operations

COMPUTER OPERATIONS

(3) (A} Coinputer operatisns, whether
dedicated or shared, which suvnitore crvime
Inal justice informaticn swstems, coerate
in accordance with preccaurss teveloped
or approved by the partcmpaling crim-
Innl justice agencies thac ansure thists

¢§) Crlminal history recovd mmforma-
flon Is storcd by the computer in such
manner that it cannot be medified, de-
glroyed, nccessed. cianied, purped, or
overlaid In any {aslion by non-criminal
Justice terminals.

{41) Opcration prozrams are used that
will prohibit fnquiry, record updates. or
destruction of yecords, from any ternunal

L other than crlininal justice svstent ter-

minals which are so desianated.

S o) The destzuction of records °fs

"hnllcd Lo designated termiials ungder the

Qreet control of the crintinal justice

sgeney responsible for creating or stor-

!‘?z: the eriminal history record informa-
on,

{v) Operational prexrams are used to
deteet and stove for the autput of desig-
nated erinmiinnl justice azency cnplovees
all unauthorired attempts to venetrate
any criminal histosy record information
system, prograin or nhle,

{¥) The prorrams specificd In o) and-”

(Iv) of this subscction are known only
to criminal justien ageney emninvess ro-
sponsihle for evinunnl history record ine
formation syetem contol or ndividunls
and acencios nursunnt to a snecific a~ree-
ment with the crimiial justice asehey
to provide such prociams and the pro-
gramis) arc kent conunuaucly under
maxinum sgcunty eoncilions,

(vi) Procecures are instituted to ns-
rure that an individeal or azencey du-
thorized direct access 1s resnonsitle for
A the physical sceunity of cruntnat has-
fory record information nnder s control
or In {is custdy and 17 tite proteciicn of
such information frem unauthornaed az-
coss, digclosure or di=semination,

tvil) Procedures are instituted to pro-
tect any centrzl repository of criminal
history vecord iifnrmation {rom unau-
thorized access. theft, sahotace, fire,
food, wind, or other natitral or manmade
disasters.

.

These elements are planning
factors for Maine at this
time

SYSTEMATIC AUDIT

s

M) A criminal Justice ncency shall
have the nizht 1o audit, memtor and
mspect procodures estabhished ahove,

Planning factor. for auto—
mated operatlonc

oystomatlc audits for non-
avtomated in compliance

Chapter
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STATUS OF SECURITY PROVISIONS

A N

REQUIREMENT

.

CURRENT STATUS

PERSONNEL

" PLAN

Chapter

1) The crinunal justice azency will:

{A) Screen and have the jiht to re-
Jeet for cmplormient, lased on pood
caune, ail pernenncl to be auithorised to
have ‘ditest azecss to crimunal listory
record Eformalticn.

(B} Have the nizhit o inttiate or cause
to be Snittated adrminwtraiive aciion
leading to the triasfer or removal of
persotincel authnniced to hinve cirect ac-
cess to such intormation where such per-

soanel violate the puusistons of tiscse.

regulations or otiior securily requires
ments cstablisiieed for thie* calicction,
slorage, or dissemination of cramiial his-
tory record infeorimnation,

Maine in Compliance-
25 MRSA 1501, 1541

NON~-AUTOMATED

(C) Institule procedures, where com-
puter procnssitz s not vtiliced, to assure
that an jindividual 6r nzency authnrized
direct access is responmbtile for ar the
physical sceurity of crinunsal hustery rece
ord informatism wnder its ¢ontrol or 1n
Its custody and i) the hrotection of such
information from unauthorived access,
disc"(osuro, or dissemunation.

(D) Institute procedures, where com-
puter processing is not uitliced, to pro-
tect any centinl ropositnry of crininal
history record information Jrcoi uncu-
thorized access, th:eft. sz2botaze, lire,
flood, wind, or other matural or man-
made disasters,

(E) Provide that direct access to erime-
fnal history record information shall
he available ounly to authorized ollicess
or emiplovees of a creminal Juestice areney
and, &s necessary, ciher authonred pos-
sonnel éssential Lo the proger epereiton
of the ¢riminal histors record fuforina-
on system.

Maine in Complaince
Provisions Include:

e Title 25 MRSA

PL763 April 1976

SBI Operating Regulations
Local Department Regulations

© 0 O ©

Access and Dissemination
provisions of Maine Prlvacy
and Security Plan

» Security Program

TRAINING

.t

(5) Each employee working with or
having ascess to criminal history record
“4nformation sha'l be made fanmuliar with
the substance and {ntcns of Lbese regu-
Iations, -

Internal review by agency'staffs

Formal Training Program planned

.

AUDITS - ANNUAL
20.21 (e)

Audit Program planned

I
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In the corrections facilities records are isolated and
accessible only to staff personnel. General security is good
in Clerks offices particularly in respect to the isolation and
control of sealed records and juvenile files. A number of
departments ‘are increasing internal controls on record access
to insure the integrity of the record system. On the other hand,
there are some activities in which files are in unlocked cabinets
in buildings in which public traffic is unrestricted. .

In addition to the inconsistent pattern of security practices,
several examples are indicative of the need for a more formalized

system wide security program.

o During the time this Plan was- being
developed, and just prior to an on-
site visit, a law enforcement record
section was nearly destroyed by a fire
and the resulting smoke and water.
Records personnel were evacuated.

© Prior to adopting shredders for destruc-

"~ tion of confidential material, 2 number _
of classified documents of a law enforce-
ment agency were blown off a refuse truck
and retrieved by a local'citizen who re-
turned them to the department. [The pro-
blem of disposing of records is common,
and shredders are not inexpensive].

] Because DOD recruiters are large users

of criminal histories this activity was
examined in the plan preparations.

During the course of tracking criminal

- history records, properly dlssenﬂnated,,

to a DOD Recruiting office it was

‘determined that criminal histories .
[transcripts] are kept in a completely
insecure environment by the Recruiters.:

The examples cited reflect the desirability of a plan which
- includes considerations of:’

Vi - 5




o Securlty events and natural hazards

fﬁ%Complete record security from initiation
to final destruction
o Committment of criminal history record
users to establish security standards
and practices. -

SECURITY PLANNING CONSIDERATIONS

For the purposes of a workable organization of security safe-
guards, the security plan should include the following categories

of countermeasures:

Physical security countermeasures
Personnel security countermeasures
System security countermeasures
Facility standard operating procedures

® & & 6 ©

Security management

Ih an effective program safequards, or countermeasures,
should be compatible with security events. An event and counter-
mcasule matrix is presented in igure 7-2. The>Computer Security
Guldellnes for Implementlng the Privacy -Act of 1974 (FIPS PUB 41,
dated May 30, 1975) proposes a parallel relationship. Figure 7-3
depicts the relationship between countermeasures (safeguards)
and security‘program objectives. -The underlying concern is to

balance action with purpose.

This approach lends itself to a structure in which almost
all countermeasures can be'accomodated.' The final security plan

can include a description of each countermeasure.

Security Master Plan

It will be desirable to have state legislation which estab-
lishes the authority and the legislative guidance for the security

program.

VII - 6




FIGURE 7-2

SECURITY EVENTS AND COUNTERMEASURES

SECURITY
EVENTS

SECURITY
COUNTERMEASURES

Accidental

Spontaneous

Negligence

Malicious

Capricious

Hostile Penetration

Natural Disastcr

Personnel Abuses
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COUNTER M EASURES AND OBJECTIVES

FIGURE 7-3
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SAFEGUARDS GUIDELINES Ko< & 8 B OE A A
Thysical Security 3.0
Fntry Centrels !1 X b
Storage Protection 3.2 X X X X
Information Management Practices 4.0 .
Handling of Data 4.1 ’ X X x X
Maintenance of Records 4.2 X X X
Data Processing Practices 4.3 X X X X X X
Programming Practices 44 X X X X 'X X
Assignment of Responsibilities 4.5 X - X X
Procedural Auditing 4.6 X X X X X X
Systems Security 5.0 .
* Ydontification 5.1 X X X X
Access Controls 5.2 X X X X ’X
Access Auditing 5.3 X X X X x X
Datr Encryption 552 X X X X X

FIGURE 1. Technical safeguards applicd to requirements of the Privacy Act of 1974.
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The legislation or an Executive Order could provide general
guidance on authorities, the establishment of operating policies,
the development of standards and specific provisions for the
developnment of a system security program. In the consolidation
of operating guidelines, policies and ‘procedures into a composite
Security Master Plan, the Plan could include componénts on:

Authorities

~.. Roles and Responsibilities
Computer'Operations (future)
Non-automated Operations (current)
Personnel
Training
Audits

e ¢ & © ¢ o ©

This master plan can serve as the guide for the development
of individual agency security plans. All plans can serve aé
operational training tools. A system-wide communication medium
can be used to con&ey ideas policies, regulations, procedures
and changes to criminal justice system participants. This
device could be designed as an official privacy and security
publication to provide information; in loose leaf form, to
system participants and could be used to keep Privacy and
Security Plans and regulations updated.

)

Security Program Guide

Because of the variety of local conditions in Maine, the
plan can provide model guidance and a variety of elements for
differing conditions of location, need and resource constraints.
* The security procedures can provide that local agenciés accomplish -
a security assessment of facilities and practices to identify
needs, objectives and priorities over the next 2 year period.

Existing rules, regulations, policies and procedures could
be assembled in the Security Master Plan along with'specific-
individual plans and priorities.for each participatiné agency.
The ;c0pe énd extént of each individual plan can depend on thé
individual aéency's size and requirements. Accompanying the

"VII - 9



_plan could be a training schedule and a multi-year action budget
to include correction, remedial or maintenance items necessary
to insure compliance with established security standards.

The general guide for the security program includes the
following steps:

>

° Establish a security program
—— Resolve that a program is needed;
e, determine how much segurity is
- adequate

- Appoint permanent security officer (s)

- Develop an interim security plan
{(passive and/or active) and securlty
regulations

- Implement interim security plan
and regulations
° .conduct a short-term risk analysis

-~ Estimate probabilities of security
breaches and natural hazards

-~  Identify "weak links" in security
chain

== Estimate potential losses

- Predict consequences of losses and
determine acceptable level of security
risks

~— Project annual loss expectancy and
security breaches

- Implement "stop gap" securlty measures
- Devise Short-term remedial measures
L - Revise Security Plan and regulations

. Implement security plan and regulations

) Phase in short-term remedial security
measures

e Designate specific and detailed security

responsibilities for facility personnel

vII - 10




e Initiate on-going secuvlty training
program

—— Awareness
—— Procedures
——  Responsibilities s ’

© Conduct long-range risk analysis

—— Follow steps in short-term risk
analysis, as appropriate

—— Consider relocatlon of activities,
if necessary

o Implement costly remedial security
measures as budget allows, in balance
with evaluation of acceptable levels
of securlby risk

e Phase in long-range remedial securlty
measures

;] Plan for contingencies

< Conduct periodic security audits and
"inspections

- Audit and inspect

~-  Simulate’ security breaches and
penetration

=—-  Report on status of cecurity
The total program can be made applicable to either automated

[future] or non-automated [current] activities by observing the
applicable component requirements of the federal regulations.

SCHEDULE OF SECURITY PROGRAM IMPLEMENTATION

Figure 7-4 details a typical schedule of implementation‘of
the security program considered in this chapter. The schedule in-
cludgs ten major steps toward a complete security program to be
completed in a two year period. Major milestones and .associated
documents are identified. The schedule can be adapted to the
individual needs of specific agencies. For example, the SBI.
already has in existence:

ks Cs
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o Personnel clearance procedures
] Internal access controls

o System security devices

This agency may have additional needs for intrusion detec-
tion. A security system for the SBI would emphasize the assembly
of a written plan, the periodic instruction of personnel, a con-

tinuing security program and audits.

The secirity program for the Records and Identification
section of the Cumberland County Sheriff could place a priority
on establishing controlled access in a new operating records
center location and the designation of responsibilities for a
continuing program. A requirement could be for as simple a
thing as a set of file cabinets with hasps and‘locks [Penobscot
D.A.] or there may be multiple requirements for shredders which
could be assembled in a cost saving combined purchase through

. LEAA-MCJPAA funding.

It is anticipéted that the Maine security program will
emphasize contingency planning and will be practical and economical.
The need for additional LEAA funding, related to the security
requirements of Title 28, can be ahticipéted primarily for hard-

ware such as shredders.
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VIII

IMPLEMENTATION PLAN

This chapter includes summary schedules which portray the
Privacy and Security Plan implementation events, objectives and
milestones. The utilization of these schedules can assist in
the management of the Plan and provide an evaluation mechanism
to measure implementation progress. From these schedules,
detailed working plans can be developed for each of the agencies

and officials involved. Included are the following:

System Support Considerations
Management Implementation Schedule
Estimated Potential Implementation Costs

@ o 0

Management Work Plan

SYSTEM SUPPORT CONSIDERATIONS

Several system support activities which will be considered
as part of the implementation of the Privacy and Security Plan
include: :

© Training
Public Education
Annual Report and Recommended Actions

L]

There are a number of written procedures in the system and
there are operating manuals for the communication network. There
is also some orientation concerning privacy and security proce-
dures and procedural matters for both experienced and new
employees. i . P -

However, there is at present no formal training at either
the state or local levels related to the total process of privacy
and security of criminal history information and the interrelation-
ships with the criminal justice informatiop system. In responding

i
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to the need, at all levels, for training in privacy~énd security
matters an additional benefit can be achieved. Individual
meﬁbers of criminal justice syétems can acquire an orientation
in the relationships and information flows in the entire system.
This could be a particularly appfopriate and timely way in which
to gain common recognition of the new Maine Public Law 763,
April 1976.

Maine has had successful ekperiences with public participa-
tion in the standards and goals programs, but there has been no
occasion for the participation of the public in the criminal
justice system information procedures. It is anticipated that
there will be an increased interest in matters of privacy and
-security and the responsé to this interest could be a public

education program of some economical dimension.

Training

A 2 year training program will be considered in which Eriminal'
justice system staff members will receive relevant training to
implement the provisions of this Plan. Training will be designed
to provide for both attitudinal emphasis on the concepts provided
in the Plan, as well as content oriented instruction necessary.
for implementing the procedures, processes, working relationships,
forms ana guidelines. Participants would include staff of relevant
state and local agencies and departments, including law enforce~
.ment, prosecutors, clerks of the court, and parole and probation
officers. [DOJ: 20.20(f)(5)].

’

Location

Training sessions could be held-in a wvariety of'settings,
under the sponsorship of the Maine Criminal Justice Planning and
Assistance Agency, which best accomodate the local situation.
Maximum use would be made of the capabilities of the regional
planning units to assist in planning, scheduling, administering

the training azd distributing training materials.




Ccontent ; ' *

The content of the sessions could focus on the two general
areas which are includéd in the Privacy and Security Plan, PL763
and associated regulations. These two major areas are conceptual

and procedural. ' , .
‘fhe conceptual areas will include:

© The statutory and regulatory framework
“~.of the Privacy and Security Plan

o Operating definitions of major elements
® . The information inter-relationships of
the various components of the criminal

justice system

® Operating concepts of privacy, security
and public interest

The procedural areas could include:

@  Applicability of the plan and regulations

‘e Agency responsibilities

e Procedures related to accuracy and com-
pletness of criminal hlsLory record
information

@ - Procedures for diéposition reporting

) Procedures for access to criminal hlstory

record information
c Dissemination procedures and limitations :.

® Operational responsibilities regarding
information relationships with non- . R
-criminal justice agencies

® Procedures related to juvenile records
and relationships with juvenile justice
system agencies

o Procedures for individual right to review
® Procedures for individual right to appeal
° Procedures for physical and system security

VIII - 3

SRR [ S p e




e  Conditions for purging and sealing

© User Agreements'and Letters of Access
-] 'fﬁConditiohs for acdess to sealed records
e . Audit procedures

Participant Groupings . V R

-Attendance will be determined by the content of the session.
Concern will be given to developing an understanding of the merits
of effective working relationships among component agencies in the
criminal justice system. Geographic groupings will be designed to

"contribute to this effort, as will state agency -sessions. An

. appreciation 6f citizen concerns will be brought to bear through
the invitation of the press, defense attorneys ‘or defender agencies,
and community group representatives at selected sessions.

-

Public Education

Privacy and security procedures are public matters which go
beyond the concerns of individuals who come into .contact with the
criminal justice system to the public in general. There is a
clear need for public understanding of the issues involved in the
collection, maintenance and dissemination of criminal history
information. There is a need to understand the authorities and
responsibilities of records custodians; the uses to which infor-
mation can and cannot be made; the manner of individual access

and review, and the costs of records systems.

Aﬁ present, individual local criminal justice agency members
are.providing advice, guidance, and public information concerning
criminal histories. The plan envisioens publid education activi-
ties similar to those engendered by the Fair Credit Reporting Act
to insure that the maximum number of individuals are aware of the

significance of criminal history record information.

. VIIY - 4
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The prdgram would have the following objectives:

o To provide public information concerning
criminal history record 'information. This
will include information on why it is
maintained and the existing policies through
which the information is kept secure and
dissemination is limited.

c To inform citizens of their rights to
review and appeal for the purpose of
correcting records and the procedures
for doing this.

© To develop procedures for assisting
vulnerable groups.

© ‘To provide information concerning the
. processes of purging and sealing of
recsrds.

The overall objective of the program would be to improve the
operational effectiveness of the criminal justice information
'system through the process of informing the public of the equity

) and security of the system, and the provisions of Maine law. ..

Annual Report

An annual report will be prepared for the Governocr and sub—
sequent distribution to the Legislature and Judicial.Branch, which
will describe activities associated with achievement of the pro-
gram objectives. The report will identify accemplishments -and
major areas of public concern or controversy related to the

" issues of individual privacy and the public interest. The
report will be action oriented, directed toward gaining support
for the implementation of activities which have been identified
as system ériorities. )
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MANAGEMENT IMPLEMENTATION SCHEDULE

This is an overview management~level implementation schedule
that highlights major events and milestones. It is organized into
key functional categories. The majér phases include State-~level
Program Initiation; Initiation of Plan Procedures; and Annual Plan
Review and Modificaticn. The order of implementation can begin
with the State Bureau of Identification followed by LEAA fpﬁded
agen;ies and offices, and ultimate phasing in of other affected

user agencies and system components.

_The Management Implementation Schedule is portrayed in Figure

'8-1. ‘The activities reflected in the schedules and Work Plan are

indicative of the actions planned, or proposed, to achieve the
level of compliance suggested by Section 20.22 of Title 28.

Provisions for modification of the Plan are structured.into
the schedule of events. Affected officials and agencies are expected
to bhe closely involved throughout the process to insure that signi-
ficant perspectives are made available for revision and modification
of the Plan. Specific opportunities for modification are built into
the Management Implementation Schedule,” These include policy modifi-
cations, operational modifications, modifications resulting from con-
ferences with local agency direcgors, and annual revisions of the Plan

following annual audits.

'

ESTIMATED POTENTIAL IMPLEMENTATION COSTS

E4

Figure 8-2 includes general estlmates, apparent at this time, for

Jimplementing the Prlvacy and Securlty Plan.” The costs include staff

expenses, support costs and CJIS/Prlvacy and Securlty procedures costs.
These estimates are necessarily  limited by lack of - complete experience

in all aspects of implementation. However, the staff costs are based

on trial experiences with auditing and experience with training.
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STATE OF MAINE
FIGURE 8-1

MANAGEMENT IMPLEMENTATION SCHEDULE®
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MILESTONES

1976
MAY | JUN | JuL NOV|DEC
1. Privacy and Security Program Iniitation

A,  Privacy and Securlty Plan Revicwed

1.  Review by Governor

2. Alfected Agency Heads
B. RighttoReview Announced - Interim " %)

Procedure -
C. Mcodifications Completed

1. Policy Modificalions.

2, Review by Operational Staff

3.  Operational Modifications i)
D, Plan Initiated— Q
E. Legislation Proposed
F. Press Anncuncgment 0
G. Respensible Agencies 3

assune responsibility
H. Systems Component Dutles
1. Repulations /Standards Developed (Draft) O
J. Consultatlons with CJA's Held 4 '

1, fteglonal Conferences Held

2, Plan Modified
K. Rcegulations Compiled tnto Working P

PLS Plan ¥
L. ° Plan Revised - Final . . X
M. - Interim Lidividual Access and Review %

Implemented®

1. Interim Procedures implemented

2. Stundards and Regulations

. Developed
N. State-#{de Notification of Pertinent P&S—. 0o
. * Procedures und Standards i

0. User's Agreement Incorporated

1. User's Agreement Reviewed
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FIGURE 8-2
STATE OF MAINE

ESTIMATED POTENTIAL IMPLEMENTATION COSTS

Personnel

3 Auditors

1l Training Specialist*
1 Research Assistant**
1l Clerk Typist*#*

TOTAL

$45,000.00
12;000.00
. 8,000.00

9,000.00

Forms and Pamphlets

Travel and Per Diem

Postage

}
\
!
l
|
|
.Operating Expenses

Telephone

TOTAL

ANNUAL BUDGET ESTIMATE, STAFF

Implementation Support Costs

$ 5,000.00

"15,000.00

3,000.00
1,500.00

TOTAL ESTIMATE, SUPPORT [2 Yearsj

Development of Education
and T/A Materials

Regiondl Education/
Training Programs

- Printing
Revise User's Agreement
Develop Security Handbook

Security Improvements
(Short Range)

$15,000.00

10,000.00
5,000.00
2,500.00

10,000.00

30,000.00

*

*%

el

Possible CETA Assisted
Possible CETA Funded
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$75,000.00

$24,500.00

$99,500.00

$72,500.00




[y

The staff costs are placed in the context of the criminal
justice system. However, the actual location of staff personnel
could be within operating agencies, such as the Department of

Audit. These assignments can be examined in the implementation

period.

It is clear that ‘additional LEAA funding will be reQuired to
fully implement the requirements of Title 28.

MANAGEMENT WORX PLAN

This work plan (Figure 8-3) is designed to provide the Plan
Project Manager with an evaluative mechanism for monitoring the
achievement of the specific objectives of the Plan. The work Plan
lists task objectives in an approximate chronological sequence in
which they can be accomplished. Each of these objectives is
measurable in terms of its completion by scheduled target date.
This work plan can be a "task objective completed" checklist.

As coslt estimates become known, they may be entered in the work

plan, and continually revised as implementation proceceds.
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MANAGEMENT WORK PLAN

. L ' COMPLETED /
| A STATE OF MAINE , .
t ] PRIVACY AND SECURITY g 7
) . ’ J"’; r/.‘ /
> -
OBJECTIVES ofe 51
4Ll ya
3 . ‘\ -‘.)’
- -" /
l. Review of Privacy and : éi - b2
Security Plan by Governor -3 -2
and P/S Committee - x
7 !
2. Right to Review interim :é :
procedure announced g@ )
%
3. Individual Right to review ti 73
Interim procedures imple- B 3
mented by SBI -3 ﬁ
"_E’ z o
4. Responsibilities Designated Eg i
3
) 3 R
. 5. " Orientation of Responsible i ﬁ
Personnel - .
> - 3 '
6. Privacy and Security Plan %g 3
reviewed by MSP/SBI and : 5 2
other affected agency heads 2 i £
7. Final standards and regula- 5 &
tions for individual access = ﬁ
and review developed £ I &
i Policy modifications of P&S EE lﬁ
Plan conducted 3 ﬁ
9. Operation modifjcations of ? E§
P&S Plan made 3 .
.. 10. Systems component assign- Ei £ .
ments. g =
x %
11. Draft P&S standards and 3 2
regulations .developed 2 8
: 4 v
N 3 rli
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FIGURE B=J

MANAGEMENT WORK PLAN

PRIVACY AND SECURITY

‘ ' ‘ COMPLETED 7
STATE OF HMNAINE - . . Y

OBJECTIVES o) 59
TS
. . } N
12, Final P&S Plan modifications 3 - fi
completed . , 4 -
! : . iq 3
13..User's Agreement designed @ 3
) W; *
14. P&S Plan announced to press i ﬁ ~]
15. P&S Plan initiated k -
16. Development of E.O. or addi- éé %
tional legislation if needed . i ¢ z
: & .
17. Interim security program N &g
initiated . % &
- X:% .:‘;
: & ¥
18, User's Agreement manual, = &
regulations, and forms ) )
developed ) E g
19. State-wide notification of i X
pertinent P&S procedures )
and standards conducted :
. . L 3 :
20. Consultation with criminal LS 8
Jjustice agencies held & 4
- _':’ A';
21. P&S Plan modified 4 ®
M 3
22, short-term remedial security £ i
program begun = E
. . =
23. Regulations compiled into & &
- working P&S Plan -] i
24, On-going security program --@
initiated ) k
g
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MANAGEMENT WORK PLAN

»

+ COMPLETED
STATE OF MAINE e :
‘ PRIVACY AND SECURITY .
‘ g
OBJECTIVES wfh TV
. . : G eé
. ]
25. Long-range planning and g B
remedial action for security B .
- program conducted . = -
| ¥ &
26. User's Agreement modified [ =
27. All potential Users notifiedf . - ?
28, P&S Plan finalized N
29. State-wide promulgation to ;j ) %
all criminal justice % %
agencies of final P&S Plan . 4 >
completed % F
] -
30. Revised User's  Agreement :i :?
' implementation initiated 3 i
S - x E
31. Validation preccedures 3 *
initiated 5 E
a. Accuracy of data ele- g% i
ments ' ] -3
b. Inquiry before dis- i% - 3
semination 4 &
- kA
.4 . 3
32, Procedures on dissemination & 22
limitation initiated ax .
33. Limitations on juvenile s ‘ﬁ
record dissemination 2 ¥
. o
34. Juvenile records compliance $ 3
3 3
35. Systematic Audits in effect 4 i i
* ' ;'!.’:1 l:".:
3 %
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MANAGEMENT WORK PLAN ..
. r ‘ ) . © 4 coMrLETED
' STATE OF MAINE .
‘ ' PRIVACY AND SECURITY
4 S
iy <
OBJECTIVES F¥
. . \Cl‘,
36. Secondary dissemination pro- ’ 3 g
cedure initiated ' : ;J ¢
37. Dissemination without dis- & b=
position procedure initiated 53 =
38. Permanent individual access éﬂ é
and review procedures i &
implemented: g %
a. Rules for access ] 3
developed ‘ i : 3
b. Point of review and E 2
mechanism developed R

‘c. Challenge. by individual = =
procedure developed g %
d. Administrative review % £
' procedure developed 3 -
& 5
e. Administrative appeal - .4
procedure developed i % B
f. Correction and notifi- : ﬁ
cation of error pro- & T
cedure developed & 3
¢ 39. Annual audit scheduled 3 ﬁ ,
t 40. Agencies to be audited i3 3
3 notified £ 2
. . —.g . ":“;
41. Annual audits initiated -3 E
. . 3 -4
. 1 42, Audit remedial action B &
) initiated : - )
- ‘9
. C e . X b
43, Audit remedial action ¢ﬁ§ .EQ
monitored ' % P




MANAGEMENT WORK PLAN

. / COMPLETED / '
STATE OF MAINE :

PRIVACY AND SECURITY
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i
OBJECTIVES / 5
, . . N DY
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Orientation meetings for E@ ]
annual report conducted £ 3

" : . 2 ,.i
Orientation meetings for - S E
annual plan revision 2 e
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, ¥
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3 "

::l P L'i

Annual Report prepared ¥ ,
. * {

Annual Plan revised and
submitted to Governor
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Annual Plan and Annual

Report review by Governor | % =
: _: N
. : 5
.Copies of Annual Report 7 -
submitted to judiciary and ¥ B
legislature . & =
'.,"1 “
Annual certification to LEAA E% F
completed and submitted ¥ =
- 3
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3 <

- ::3
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APPENDIX A

.
*

CERTIFICATION OF STATE BUREAU OF IDENTIFICATION

The Maine State Police, State Bureau of Identification is
the only authorized repository of complete criminal history record

information. ©Local police departments disseminate local arrest

T N

i’ . informatioﬁ\in accordance with local general orders but the only
complete transcript is Maine State Police form number 14:40 .
aunthorized by 25 MRSA 1631. .

There is an on-gding program to insure complete dirposition
information. Disposition information reﬁicw‘for cxisting records
occurs at the time new arrest entries are received. New cvents
are monitored to insure that final disposition rcport (form 13:66R]

follows the initial submission of an SBI fingerprint card [form

13:63R} or an Additional Record Report [13:66R].

e

Dissemination from the SBI tc¢ autherized nan-crirmizal justice
agencies is limited to chargecs ;eflecting convictions; cancs
filed or céses without dispositions in which less than cne year

° .
has elapsed since date of arrest. Charges other than thezg’
[such as not guilty or dismissed] or charces ruge tlan .o~ perr
0ld without disposition information are not disrcminated 19 fon=

criminal justice agencies.

PL]
¥
o
¢
¥
3

Juvenile receord information is not dispemsrtated

.

- . . . . : e -y PO 2 o * P
criminal justice agencies. Information :s maoee avaiiatle €730
to law enforcement, corrections and youth wolfare agongiek &%

authorized by 15 MRSA 26095.
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Records information disseminated by ﬁbe SBI is limited
to criminal charges. Non—qriminal information is scrubbed &
from the transcript prior to dissemination.

There 'is a short list of non-criminal justice agencies
[such as defense contractors] which have been approved, by
coordinated action of the Maine State Police and the Attorney
General, to receive selected criminal history information
from the SBI on a need to know basis. The Maine statutes
[32 MRGA] which provide for criminal records review for pfo-
fessions and occupatioﬁs are un@er‘review. [1L6 MRSA 603, 604].

The operating policy of the central iepésitory (MSP/SBI)
has been.to sﬁarply curtail dissemination to non-criminal justice
agencies until clarifying legislationis developed. A standard
letter advises unauthorized non-criminal justice agencies that
disclosure is limited to sﬁbject indiﬁiduals and to authorized
agencies.

One of the primary needs of the Maine system is a formal
user agreement which will establish guidelinqﬁ for access by
research activities; categorizing authorized recipients of | .
information; establishing control of secondary dissemination;
and providing specific conditions and sanctions related to the
access and use of criminal information maintained by SBI.

The certificate of compliance indicates forecast dates for

the implementation of legilislation and user agreements.




SECURI T'S;'

The security program of the central repository includes
personnel screening, numerous buildinq access limitation controls,
records access controls and twenty-four hour presence of uniformed
officers. All discarded material is now shredded prior to dis-
poSal.

' There have been no incidents of‘viqlent acts or intrusions.
However, there is contingency plaﬁning in the MSP/SBI .for these
'éVents. A modest investment in intrusion.detection devices or
closed circuit TV monitoring for the records center should be
considered in 1976-1977 budgeting.

Computer hardware and software security provisions will

be made integral conditions of the O0OBTS/CCH Implementation Plan.




Low Enfotcemunt Assistonco Adminisirution
Netionel Cilrelrol Juzsttce Information end
Stotlstics Sorvice
Wachingten, D.C. 2053

 CERTIFICATION FOR A
CENTRAL STATE REPOSITORY

TAa e THUDRELS OF SUUNITTING AGENCY
Department of Public Safety

. Mainec State Police

Stale Bureau of Identxﬁcqtlon

36 IIospmﬂ Street

ﬁlquq Aoine 04330

APFLICALLL STATE

" Maine

DATE PREPARLD

March 10, 1976

CONTACT NAME
Lt. Ed Wilson
Records Spction/SNRI

TELEPHOWE HO, (Ctve 0r0a St

207-269-2155

IHSTH DCTIONS: Co rplvete the (ollovang «c wpprogtiate,

OPERATICNAL PROCEDURES

Complelensss and Accuracy

[ CHLCK MARKS =
V N \‘_I

DATES ——

o

° HOW
lMPLEMENTED

erTiaTOS
PLoR T 'Ta\nl
OATE

Cenlral State Repesitory: X
Slatuteiy/Erveutive Authorily
Facililics ard Stal! 2

4 ienacil} Janseti 1 =i - )

Co’.':n:l!gg Dispasilion Repailing in 90 days from: Partic! Dec. . 1977
Prosecuter ‘1Partial Dec, . 197~
Ttial Courls X | ' ' p
Apellele Couls x
Probation . X Dee.. 10754
Conécliona! Institutions b4 :

~ Parole X

Query Before Dissemination: ~
Rolices Agicements-Criminal Justice Partial June. 1977

Systemalic Acdit: . .

Delirquent Dissosition Lenitering Partml X ‘ June, 1077

Accuracy Vesilicaticn .4

Nolice of Eiros b _
Llinils on Disseqmination

Corlraclual Asicements/Notices ang Sanclions

in Effect for: Partial -Dec., 1976
Criminal Justice Agencics ) "
Noi-Criminal Juslice Agencies Granted Accoss 3
- by Law or Executive Qicer X
Setvice Apencies Under Contract 4
" Roseatch Qupanizationg X

Valilaling Apsncy Right of Averss lonhi Honn nu X :
Javauttler Howiad isanmeal o
“Confumabion of Rocand §xistenwee X
Sor afaty Dlssammalion by Ron-t m.mnl _

Justive Acectos X Dec., 19 e o
it embation Wilheat Desposibion X :
l\udils.z:t:f Qualily Centro! | f

Avdil Trail; s X i ‘
Recteating Dala Enlry i
Primaty Dissemination Logs ) X Qo
Secondaty Disseminalion Lops Partial X Dec. . 107

Annual Audit X Dee.. 1977

LEAA FORK 6600/3 (9=75) . e

{Conlinue .nn R(\ren.

ey XTENATENS S ol



seeny

L : ' CHECK M/ RKS DATES ;
oy, : . { ), [ 1
F ‘ o Now HONEOLE T ATION ESTIATES
7 ARG CWEHNTATION e - &4
OPERATICHAL PROCEDURES . - mpLEmENTED [Tl T TRCR T IMPLENENTATION
) * Securily _ . :
Executive/Stalutory Desicaalion of Responsible X
Cririnal Juzlice Agency :
Preverdicn of Unauthetized Access: : x
: Hardwase Design .
Soflvare Cesign - . N/A
Dedicatod lHercwate:
Terminals - N/A
- Comnunications Control . ' N/A
B Processor . : .. _N/A
Storage Cevices : N/A
Criminal Justice Agency Authorily: ' .
Comprier Operalions Policy N/A
Access o Work Areas .
Selection and Supsvision of Persannel X
Assipnnent of Adninisliative Respossibility:
Physical Secunity - ‘ - X
Unavihatized Access 24
Physical Prctection Apainst: 5
Access to Equipment o
. Thelt, Sabalage C. X
Fire, Flaod, Olker Natural Disasler : X
Employec Training Program X
Individual Right of Access - ]
S A Rutes for Access - : A i
' Point of Review ard lachanisi _ x
Challenge by Individual . D4
Administialive Review X 1
Administialive Ajpeal ’ : -} June, 1976
. Gotreclica/iotification of Error X : JEEEEES i
> , v (). - 4
. IGNATU(\X:. (Heud ol Stuto Agor dezignated to bareopensibl
. . CERTIFICATION s lox l{;xm’.o :c::larm::.?) -—n-._.n:.:,, O" G::[‘? ¢
“ . leerlify that lo the maximum exlent feasible, acticn has been o 2 :C ' (“
: fzkon to comply with tha proceduies set forth in the Privacy Allan H. Week -
atd Security Plan of the Stale, ' Chlef , Maine State Police .
. |REMARKS
*NOTE: Scctlon on "Sccurlty" not rcquucd to be compleLcu.
—op v *Becurity provisions mdlcatcd as N/A not applicable (N/A) al this time
| - will be included in OBTS/CCH Implementation Plan.
- . . 0ggb0 ANIVR YISNONY
. . e . * ' 1S HEJ.‘-'IA G582 :
* ©r » . .t . . 1 -,
2N B et SLeT Lo
‘ .- ) ‘ ‘ AON39V
. » ) , . JORVISISSY 2 ONINNYY
. ANIHIDE0ANS AYT 3HIVH
DO st 2.

o - tir—— e g n s e - w e



APPENDIX B K 4 L -

o DISSEMINATION LOGS

Dissemination control will be accomplished through an inter-
locking set of disseminétionvlogs. The purpose is to provide a
history of the dissemination action from the time it is initiated
{source document) through the time when the criminal history
record is destroyed. The dissemination logs and the associated

form numbers. are as follows:

Form - . No.
Local - State Inguiry Log : k.  DL~-1 ;
Dissemination Tog -~ Disseminating Agency | DL-2
Dissemination Log - Individuai'Record | ' DL<3

This series of logs, each maintained at a différent point in the
process, is designed to maintain listings of agencies and indivi-
duals who request and receive criminal history record informa-

tion and to: . : .
o Identify recipients of specific information

o Control the period of retention and use of
dissemination information

K- Provide a specific dissemination trail in
ordexr that 'prior recipients may be notified
of corrections and provided notice of changes
resulting from individual challenges, court
expungements, or audits. . f

-® . To control access to non- crlmlnal justice
agencies

‘In addition, the forms have specific méhagement information.and
audit purposes. Information will be summarized to indicatc types
and locations of inquiries and modes of inguiries and responses.
For the systematic audit process the sequence number of the logs
will provide an.immediate indicator of dissemination traffic for
use in a sample or complete audit. For the annual audit, the forms
will provide a detailed portrayal of adherence to the dissemination

procedures. Each of the formats i$ described briefly below.

RS
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tocal - State Ingquiry Log - DI~-1l, Fiqurc B-1l

This log will be maintained by all user agencies. The éonf
trol section (inguiry to central repository) will be completed for
all requests for accéss_to criminal history record information.
his section’ provides for the complete'idcntification of the usecr
and indicates the method used to make the inguiry. .The second
.section (receipt from central state repository) will be completad
for each item, upon receipt of information from the central reposi-
tory; This section will provide for the identification of the
éctual recipient. It also provides for the logging of terminal
message data for the purposes of cross audit with terminal opera-
tion logs. The controlling number throughout the process will e
‘a sequence number supplied on the rccord by'the central state |
repository. This sequence numberiwill appear on all logs. A
“p* or "S" will be added as a suffix‘for purged and sealed.records.
 ®gJ" will be added for juvenile records. If a state ID number
has not been previously available, it will be recorded at time of
recipt from the central repository. All records ﬁill contain an
expiration date after which the criminal history record will be
regaréed as non-current. This date will be applied by stamp at
the 2:ntral repository. The final column is a destruction date
to be entered at time of destruction to indicate that the recoxd
wés destroyed. ©Non-criminal Jjustice agencies will return dissemina-
ted information or destroy all copies when the information is no

longer needed for the purpose for which it was disseminated.

The information in this form is .correlated with the next two

logs in several respects. This correlation will serve the -audit

»

process.

B - 2 - Page 2 of 7.
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FIGURE B ~ 1
LOCAL~STATE INQUIRY LOG -
A LL-1
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Disscmination Log - Disseminating Agency - DL-2

this log (Figure B-2) is maintained by the central state reposi-
tory or (as appropriate) by a satellite repository or switching
agency, to record all requests by users for criminal history recoxrd
information. It is characterized by the entry of a- control number
(seguence number) which is assigned to each,specifié document
disseminated. Data about the reguesting agency is recorded, in-
cluding the authority by which dissemination is permitted (non-
dispoéﬁtional data, for example, is allowed to be disseminated
only to criminal justice users). The date of transmission is also
recorded along with the State ID number. In the event there is
no previous criminal history record this fact will be indicated.
There will be an entry for every actién on this information con-
trol log. The requesting agency information will be recorded at
a central location in the repository at the time of receipt from
the requestor. The last two columns will be entered at the time
of transmission. The.log will serve as an internal control of
activities as well as a source of management summary information
concérning'dissemination traffic. For example, the log will

provide a guick reference to major,users of any unusual traffic.

Dissemination Log = Individual Record - DL-3

This form (Figure B-3) is used as the complete dissemination
history of an individual criminal history record and will be kept R
in the individual's record. It is intended to be used by the '

disseminating agency to record the nature of the inguiry, including

‘criminal justice and non-criminal justice agencies, and the nature

of the dissemination including the method and the type. The log
will provide an immediate reference éo the traffic related to an
individual record. For purposes of correction of the record, it
will provide the information concerning all agencies which have

been prior recipients.

o B-d ‘ " Page 4 of 7
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: I'IGURE B~2
DISSEMINATION LOG = DISSEMINATING AG—E'\TCY

DL - 2.

FORA D=2

DISSEMINATION LOG = Dl

SEMINATING AGENCY

Sacusntt NumboX

poauesting chﬁcy

!

Subject Info.

Yeay

oay

Suffix

Criminal Justice

ORI

Won~-Cri mxnal

Justic

Authority
{Statute or Class)

State ID Numbder
or No Record

Julian Date
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- AUDIT AND CORRECTIONS

When information in a criminal record is subject to correc-—
tion as a result of an audit, the correction will be made by the
central repository and the corrected information will be forwarded
by the repository to all agencies which have been recipients of
the subject information. This forwarding of information will be

" recorded on the dissemination logs and will be identified as an

audit correction. A sequence number will be assigned to the
correction event. The incorrect document will be identified to
prior recipients by its sequence number and will be destroyed

upon receipt of the corrected version.
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