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The responsibility for preparing Ohio's Security and Privacy Plan,
P in accordance with Rules and Regulations promulgated by the Department
of Justice, was assigned to the Administration of Justice Division,
Department of Economic and Community Development by the Office of the
Governor.

Historically, Ohio citizens and public agencies {(criminal justice
® and others) have operated on the principle of "the public's right to
know" as the basic rule for most government records. Because of this,
administrators and operations personnel in the state have been concerned
more with the accuracy, completeness, and public control than with the
secrecy of records. Ohio Senate Bill 399 specifically addresses and
supports the individual's (public's) right of control of governmental
records.

In view of Ohio's history of public records management, and the
decisions of the Ohio Supreme Court in this regard, the Administration
of Justice will ensure that all covered criminal justice agencies are
compliant with the Department of Justice Rules and Regulations to the

® maximum extent feasible.

The Administration of Justice will inform all agencies of their
responsibility. The CJIS/CDS Project Director will monitor the Secur-
ity, Accuracy, Completeness, and Availability of criminal history
record information systems in Ohjo.

This Plan represents Ohio's initial submission. As the regulations
are implemented, the Plan will be updated as appropriate. Your office
will be notified of the update policy and procedures.

If the NCJIS staff needs additional information, please feel free
® to contact me.

Very fruiy?yours, e
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¥ Bennetit J. Coope
® _ Deputy Birssber
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INTRODUCTION

The Governor of Ohio assigned the task of developing and writing
Ohio's Security and Privacy Plan to the Administration of Justice. This
plan is the response to that task and provides a complete explanation of
Ohio's policies and procedures for safeguarding the security and privacy
of criminal history record information.

House Bi11 1030 is a product of the CJIS Steering Committee. It was
completed in early 1975 to be introduced into the 111th General Assembly
of the Ohio Legislature. The bill was fashioned in a good faith effort
according to the SEARCH Technical Memo and other inputs.’ The .

Timited dissemination section of the bill, in view of recent interpre-
tations of public record law, is now obsolete.

The learning experience of pulling together this bill and then
observing the response to the DOJ Rules and Regulations dated May 20, 1975
made quite an impression. Brief statements and impressions of the
response to HB 1030 are listed below:

-The Tocal agency can live better with a public record law than
a policy of Timited dissemination.

-Even with legislation or law, a state records system's first priority
is to function properly for the Tocal users. If the record system
does not work to help the local users, there will be only token
reperting or arrests and dispositions.

-Very few centralized approaches to record keeping or information
systems are guided by policy created by the ultimate users.

‘Few legislative act writers create laws that can be implemented
as easily or as equitably as the historic local operational
policies concerning criminal justice information.

*As long as there is a source of funds even an expensive automated
record system can be designed, developed, implemented, and
operational without legislation.

(A copy of HB 1030 may be found in Appendix E)

The organization of this plan is as follows: Section I explains
the criminal justice system in Ohio and how it impacts on the Ohio
Criminal Justice Information System (CJIS). Section II outlines Ohio's
policies and procedures for ensuring the security and privacy of criminal
history record information. Section III contains the certification ‘
statements from all Ohio criminal justice agencies who have received
federal funding for criminal history record systems since 1973. Section
IV shows the major milestones for the development and implementation of
the CJIS system.




Appendix A contains a systems flow chart depicting an offender's
flow through the criminal justice system in Ohio.

Appendix B contains the enabling legislation (from the Ohio Revised
Code) for all law enforcement and investigative agencies in the State
of Ohio.

Appendix C is a supplement to Part B of Section II. Since public
record law in Ohio appears to be very complex, we have included the laws
and cases pertaining to the definition of a public record in Ohio in
Appendix C. Also included in this appendix are terminal applications and
agreements that are completed by agencies participating in the CJIS
system.

Finally, Appendix D contains an explanation of various security
precautions and a checklist for user agencies to determine the adequacy
of their security systems.



I. OBJECTIVES OF THE SECURITY AND PRIVACY PLAN

Security, Privacy and confidentiality could be the prime mover
that Teads the state, county and the municipality to become conscious
of records management. On March 19, 1976 the Department of Justice
published, in the Federal Register (41FR11714), the amendments to the
Bu]es and Regulations governing data contained in criminal justice
information systems. These regulations were developed in response to
Section 524 (b) of the Crime Control Act of 1973 which states:

"~ “{b) A1l criminal history information collected, stored, or
disseminated through support under this title shall contain, to
the maximum extent feasible, disposition as well as arrest data
where arrest data is included therein. The collection, storage
and dissemination of such information shall take place under
procedures reasonably designed to insure that all such information
is kept current therein; the Administration shall assure that
the security and privacy of all information is adequately
provided for and that information shall only be used for law
enforcement and criminal justice and other lawful purposes. In
addition, an individual who believes that criminal history
information concerning him contained in an automated system is
inaccurate, incomplete, or maintained in violation of this title,
shall, upon satisfactory verification of his identity, be
entitled to review such information and to obtain a copy of it
for the purpose of challenge or correction.

These regulations require that each state prepare a "security and
privacy” plan that sets forth the procedures which will be used to
comply with the LEAA guidelines. To comply with the federal regulations
the state must show how they plan to ensure: (1) the completeness and
accuracy of criminal history record information; (2) the limitation of
dissemination of non-conviction information contained in the criminal
history record; (3) the auditing and quality control which monitors
compliance with the restrictions in the Taw; (4) the security of the
information system; and (5) that the individual's right of access and
review is guaranteed.

The objective of this plan is to indicate where the system is
already in compliance with these regulations and what policies
(procedures) have been developed which will implement the other
requirements. In order to better understand our application of the
rules and regulations to the Ohio system, it is necessary to review the
state and local record facilities, as well as the organizational
relationships between these levels which affect the use of these
facilities.




ORGANIZATION OF OHIO. CRIMINAL JUSTICE AGENCIES

Law Enforcement

The first contact an offender has with the criminal justice system
and the origin of criminal history record information is through law
enforcement agencies. (See CJS Flow Diagrams, Appendix A).

In the state of Ohio there are presently twenty-two different law
enforcement and investigative agencies encompassing three levels of
government: state, county, and municipal. Each agency has its own
jurisdiction but in many cases their jurisdictions and functions
overlap.

A. State Level

At the state level there are three separate major police-type
agencies. The State Highway Patrol (OSHP)(ORC, Chapter 5503) is
responsible for enforcing all laws on state highways and roads, and
on all state-owned property and institutions. The Bureau of Criminal
Identification and Investigation (BCI&I)(ORC, Section 109.54) is a
branch of the Attorney General's Office. Upon request from local or
federal Taw enforcement authorities, BCI&I may aid in the investigation
of criminal activity which is of a statewide or multi-county concern.
BCI&I can also provide trained investigative personnel or specialized
equipment when requested by any sheriff, chief of police, or other law
officer. BCI&I historically has assisted the enforcement agencies
of the small counties and municipalities. Finally, University Police
(ORC, Section 3345.04) are responsible for enforcing all laws and
regulations on public and private university or college campuses.

There are several snecialized state enforcement agencies. The state
fire marshall or his assistant can arrest an individual for arson or a
similar crime (ORC, Section 3737.10). The state fire marshall also has
an arson bureau responsible for the investigation and prosecution of
arsonists (ORC, Section 3737.02). Private Investigators (ORC, Chapter
4749) have investigative powers but cannot be considered Taw enforcement
officers according to the law. The Division of Parks and Recreation
employs park officers (ORC, Section 1541.10) who have the same powers
as peace officers of counties, townships, or municipal corporations.
These powers may be exercised in any state park or natural preserve,
and on watercourses abutting the park or preserve. The Division of
Forests and Preserves employs forest officers who have the authority
of constables to enforce laws and regulations in forests, nature preserves,
recreational trails and streams abutting these areas (ORC, Section 1503.29).
The Chief of the Division of Wildlife and his game protectors have the
authority of law enforcement officers to enforce criminal Taws on any
property owned, controlled, maintained or administered by the Division
of Wildlife (ORC, Section 1531.13). The Commissioners of Taxation and his
agents have the authority to enforce all tax laws and investigate tax
records  (ORC, Section 5703.17). The Enforcement Division of the
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Department of Liquor Control has statewide authority and responsibility
for enforcing state laws and regulations applying to Tiquor. Under the
controlled substance act the State Board of Pharmacy is empowered to
enforce all state and federal laws pertaining to controlled substances
{ORC, Section 3719.18). They also have the power to enforce all rules,
regulations, and laws pertaining to drugs (ORC, Section 4729.25). “In
accordance with the Pure Food and Drug Laws, the Pharmacy Board and the
Director of Agriculture share the responsibility of enforcing the food @
and drug Taws (ORC, Section 3715.70).

b. Local Level

The major Taw enforcement agent at the county level is the county @
sheriff (ORC, Chapter 311). The sheriff is responsible for enforcing
all Taws in the county. The sheriff also has the power to appoint
deputy sheriffs (ORC, Section 311.04) to assist him. There are three
major enforcement agencies at the municipal Tevel: constables
(ORC, Chapter 509), police (ORC, Section 737.11), and village :
marshals (ORC, Section 737.18}. A constable is mainly a township or ®
village enforcement agent, but he has all the powers and duties of a
county sheriff within that township. Police have the responsibility
of enforcing the laws in the municipal corporation in which they are
employed. The village marshal has all the powers of the police in the
village in which he is employed. 1In all of these cases, the sheriff
of the county has concurrent jurisdiction with the police, constables,
and marshals. The county corongr is considered the chief officer of the
county but has no enforcement powers (ORC, Chapter 313). ‘

There are also several smaller, specialized enforcement agencies
as follows: A county judge can appoint special constables (ORC,
Section 1907.201) who have the same powers as constables to protect @
state property and freeholders. The Director of Public Safety in a
municipal corporation can appoint private police (ORC, Section 737.05)
and the major of a municipal corporation may appoint emergency police
(ORC, Section 737.10). The governor, upon receiving an application,
may appoint and commission officers to protect banks, building and
Toan associations (or their property or assets), and railroads ®
(ORC, Section 4973.17). While discharging the duties for which they
were appointed, they have all the powers of municipal police. These
security specialists are responsible for the bulk of credit card fraud
and theft investigations and prosecutions. A county humane society
may appoint agents to enforce all rules and regulations pertaining
to the humane society (ORC, Section 1717.06). Cemetery police
(ORC, Section 1721.14) have all the powers of police officers within
and adjacent to cemetery grounds. Finally, Chautauqua Police (ORC,
Section 3771.02) have the authority to preserve order on and about
the grounds used for Chautauqua meetings. .

As is readily apparent from this discussion, the Ohio law enforcement
and investigative network is very complex. Many of the officers of QID
one agency can also assist or have the same jurisdiction as other

agencies.



Court System

The next stage in the criminal justice system is the courts. There
are four courts of original jurisdiction and two appellate courts in
Ohio (figure I-1). The court of common pleas is countywide and hears
probate cases, domestic relations cases, juvenile cases, civil cases
over $500, and felony cases. The municipal court hears civil cases of not
more than $10,000, misdemeanor cases, preliminary hearings in felony
cases, and traffic offenses. The county courts are for unincorporated
areas not covered by municipal courts and hear civil cases of not more
than $500, misdemeanor cases, preliminary hearings in felony cases and
traffic offenses (in forty-three counties). The court of appeals is
the first level appellate court and may review all decisions of boards,
commissions, officers and Tower courts of record. They also have
original jurisdiction in habeas corpus proceedings. The Ohio Supreme
Court is the court of last resort on all state constitutional questions
and questions of public or great general interest. It also has final
review of decisions by the Board of Tax Appeals and the Public Utilities
Commission of Ohio.

The Supreme Court has promulgated rules of superintendence for ail
Ohio courts. These rules presently provide that all common pleas courts,
municipal courts, and county courts make monthly reports to the Supreme
Court. An Ohio Constitutional amendment also provides that:

The Supreme Court shall prescribe rules governing practice
and procedure in all courts of the state, which rules shall not
abridge, enlarge, or modify any substantive right.

Pursuant to this amendment, the Supreme Court has developed rules of

procedure and conduct for all state courts. This is the only jurisdiction
which the Supreme Court has over lower court proceedings.

Correctional System

There is a three level correctional system. The county and municipal
institutional system consists of 88 county jails, five city workhouses,
and 67 city jails. At the state Tevel the Department of Rehabilitation
and Correction operates eight major adult institutions. Within the
Department there are gight service divisions which are concerned with both
institutional and community care of adult offenders (figure I-2). There
are presently 21 halfway houses in the state. The Adult Parole Authority,
a division of the Department, created the Halfway House and Community
Service Development Program as a coordinating agency to work with halfway
houses and community-based correctional programs. The probation system for
adults is operated by the local courts. The Adult Parole Authority
presently employs state probation officers who work for common pleas
courts but are subject to the rules and regulations of the state. The only
way the probation system directly feeds into the state institutional
system is through shock probation, a program in which' the individual is
incarcerated for a short time and then released to the local probation
department.
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The juvenile system in Ohio is similar. There are presently
24 Jocal juvenile detention facilities. At the state Tevel the Ohio Youth
Commission (figure I-3) operates 11 juvenile institutions. The Commission
is divided into three service divisions which work with the youthful
offender who has been committed to the state. Once the juveniles leave
the institution they may be placed in one of 38 group homes coordinated
by OYC. The Commission also operates several subsidy programs to provide
local courts with alternatives to state institutionalization. The 0YC
is presently developing a computerized information system which will house
juvenile criminal history record data for those offenders moved to state
institutions.

The preceding review of the criminal justice agencies at the various
governmental levels should help the reader to understand that development
and control of a workable and impartial records management program is
probably a political and operational impossibility. Personal information
or criminal history records are usually created whenever and wherever
an individual comes in contact with a criminal justice agency in the normal
business way. As there are very many situations when records will be
created and stored, there are also very many criminal justice agencies
which can have a Tegitimate need to know the contents of a criminal
history record.
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I1. OHIO'S APPROACH TO ACHIEVING THE OBJECTIVES

This section of Ohio's Security and Privacy Plan provides a concise
description of Ohio's policies and procedures for the completeness and
accuracy, limits on dissemination, audits and quality control, security,
and individual right of access and review of criminal history record
information. The agencies pricipally responsible for developing these
policies are the Administration of Justice and the Bureau of Criminal
Identification and Investigation and- the policy guidance of the Ohio
Criminal Justice Information System (CJIS) Steering Committee.

The Bureau of Criminal Identification and Investigation is required
by statute to maintain criminal history record information. Other state
and local agencies are responsible for the prompt reporting of arrests
and dispositions to BCI&I.

This section provides a complete outline of the policies and
procedures designed to meet the federal rules and regulations regarding
security and privacy of criminal history record information. At the
beginning of each section is a summary of major policy points followed
by a detailed discussion of the policy.

-12~



A. Completeness and Accuracy.

The section of the plan will enumerate Ohio's existing and planned
policies and procedures for ensuring that criminal history record
information is current and accurate. A brief discussion is provided ef
the role played by the Criminal Justice Information Steering Committee,
the Central State Repository, and the Tocal record centers used by the
enforcement, courts, correction and juvenile organizations.

1. Summary

The major plan parts may be summarized as follows:

a. The CJIS Steering Committee, created by executive order, serves
as the policy making and advisory board for CJIS.

b. The Central State Repository Function (hard copy records) is
Tocated at the Ohio Bureau of Criminal Identification and
Investigation. It was established under Section 109.57 of the
Ohio Revised Code, which provides that the superintendent of
BCI&I 1is responsible for collection, storage, and dissemination
of criminal history record information. The computer based
records are located at the State Data Center (Criminal Justice
Computer System) in Columbus.

c. The central repository is to be supported by an Offender Based
Transaction System (OBTS) containing dispositions for every
step as the offender passes through the system.

d. The local agency responsible for the disposition will be
reporting the felony and criterion dispositions to the central
state repository.

e. A system of remote on-line terminals has been established so
that user agencies can report felony and criterion arrests and
dispositions within a reasonably short time of their occurance.
Also, criminal history record information can be obtained in a
few seconds.

f. FEach offender entered in the system is assigned a unique
tracking number which will be used when reporting dispositions.
In this manner a disposition can be accurately linked to a
master identification and arrest record and any previous
transactions concerning the offender.

g. Comprehensive editing programs have been developed which will
automatically allow the computer to scan records to see if the
information is correct, timely and reasonable. If the record
is incomplete, a reporting system will inform BCI&I and the
entering agency that a disposition has not been posted to the
files. Should an entry be incorrect, the validation (sight check)

.



procedure should detect and correct the error before the record
is moved from the temporary file to the history file. There
are two distinct physical locations for entered data: 1) a
temporary file containing new unvalidated entries and 2) a
"history" file containing the information from the temporary
file after it has been validated.

Any display from the temporary file will contain a warning citing
the information as unvalidated.

2. CJIS Steering Committee

The CJIS Steering Committee was established by Executive Order of
the Governor. It is a policy making body which has advisory responsibility
for CJIS system design and project implementation. In the future, 17
will serve as an accuracy, security and privacy review board.- The
present agency representation is:

a. one member from the Attorney General's office.

b. one member from the Buckeye State Sheriff's Association.

c. one member from the Ohio Association of Chiefs of Police.

d. one member from the Chio Supreme Court.

e. one member from the Ohio State Highway Patrol.

. one member from the Department of Rehabilitation ard Correction

g. one member from the Administration of Justice, Department of
Economic and Community Development.

h. one member from the Department of Administrative Services.

i. one member from each of the regional planning units.

3. Agency Designated to be the Céntral Repository

As established under ORC Section 109.57, the criminal history record
(hard copy) files maintained at BCI&I function as the Ohio Central State
Repository. The Superintendent of BCI&I is responsible for the procurement
of photographs, pictures, descriptions, fingerprints, measurements, and
other material that is pertinent to establishing a record. The state
correctional officials, the courts of record, and local and state law
enforcement officials are responsible for furnishing the necessary arrest
and disposition information to the superintendent of BCI&I to provide
for criminal ddentification.
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4. Information Contained in CJIS

The Ohio Criminal Justice Information System (CJIS) has the capacity
to provide criminal identification and criminal history record information
to all criminal justice agencies in the state. The system can only be
accessed by CJIS terminal agencies and all data entries will be validated
by BCI&I. Criminal history records will be collected for arrests
pertaining to:

1) altl felonies (including juveniles tried as adults on felony
charges. )

2) all criterion offenses as defined by NCIC.

Criminal history records which are stored in CJIS will include a) personal
identification information and a tracking number which will enable the
offender transaction to be linked to all previous transactions for the
same ‘individual, and b) all data concerning each of the individual's

major steps through the criminal justice process. (See transaction 1list
on page 19). A reported {entered) criterion or felony arrest will
establish a master I.D. criminal history record for an individual. Each
following transaction will dinitiate a cycle in the record. The BCI&I, FBI,
and transaction numbers will all help in posting the follow-up

disposition to the master record.

Each arrest cycle in an individual's criminal history record will be
based upon fingerprint identification. The criminal fingerprint card
will be stored at BCI&I and one copy will be sent to the FBI Identifcation
Division for each individual arrested and charged with a felony or a
defined criterion offense.

Data entered into CJIS shall be Timited to:

1) Records made by officers of criminal justice agencies or divisions
thereof directly and principally concerned with crime prevention,
apprehension, adjudication, or rehabilitativ» of offenders.

2) Records made in performance of official duty which are directly
relevant to the responsibilities of criminal justice agencies.

Social history, intelligence and investigative data will not be contained
in Ohio CJIS, nor will civil commitments, unless such commitments are
part of the criminal justice process.

The criminal history for each subject will consist of one set of
identification data and an additional set of data called a history cycle
for each time the subject has been arrested and charges filed. The
tracking of an individual offender within the Ohio criminal justice
process is performed in order to obtain offender status information.

The information can then be used to generate a complete criminal history
tracking summary.
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5. Disposition Reporting to CJIS

The majority of data in OBTS and Ohio Criminal History (OCH)
will be éntered through remote terminals distributed throughout the
state. The matted screen (see figure A-1) will help guide the terminal
oparators to perform the data entry function. The edit programs function
on input data and provide certain validation procedures; thus CJIS will
minimize errors and increase the degree of accuracy of the data. Data
should be input to CJIS for each criminal justice activity with which
the offender becomes involved while in the criminal justice process.

See CJS process flow diagram (figure A-2) for points of creation
of a record; points of creation of the following dispositions:

Law Enforcement Corrections
*Arrest *Detention
*Transfer to Another Agency *Transfer Between Chio
*Booking Detention Facilities
Bail or Release on Recognizance Transfer to Another Agency
*Detention Parole or Furlough
Charge Reduction (Arrest) Release

*Release (Custody Supervision Segment)

Courts

Bail or Release on Recognizance
Initial Appearance

Preliminary Hearing

Bi1l of Information or Grand dJury

Indictment

Charge Reduction (Courts)
Arraignment
*Trial

Sentencing

Appeal

Probation

*Activity results in a fingerprint record being taken.

Data entry triggeré two basic switching functions:

1) BCI must be advised that a data segment has been crgated
(at this point the segment will be flagged as unvalidated.)

2) After BCI validation of an arrest or court or‘correctiopsv
data segment (successful completica of fhe validation dialogue
will remove the “"unvalidated flag" from the segment, and move
record to history), the segment will be examined for certain
NCIC offense criteria. If it qualifies, the record will be
routed to NCIC for entry in OCH.
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When an individual is entered into the system, the terminal

operator provides personal identification information for the individual

and the ORC charge number. The system will not accept initial identification

data until the offense charged is entered. This prevents putting an

individual in the files unless there is a formal arrest. A unique

® tracking number is assigned by the computer when an individual is entered
and a new record is created. When an individual record is entered into
the system and assigned a tracking number, that number will remain with the
individual record as a temporary identification number until the record
is validated and-moved to history file. The arrest information is placed

. in a temporary f11e until the fingerprint card is received and validated

® by BCI&I. If the fingerprint card and other documents evidencing a

formal arrest are not received at BCI&I within 90 days, the following

steps are taken:

1) notification of the ORI or arresting agency of themissing
documents;

2) notification of the ORI and arresting agency that unless the
documents are received, the individual's record will be taken
out of the temporary file;

3) after a reasonable périod of time, the incomplete record will
be removed from the temporary file; and

4) notification of the ORI and arresting agency that the record
has been removed.

The rationale for this procedure is to place responsibility for the

@ accuracy of records on the local level and the originating agency. In
most centralized record operations, the central record facility has
historically taken a position of not unilaterally removing or modifying
any record without notifying the user first. Many legal practitioners
have held that the arbitrary and unilateral control or modification of
records stored in a central record facility implies "ownership" of

e the record, the responsibility for accuracy of the record and the

' possible 1iability for harm-or damage caused by the dissemination of an

inaccurate or incompiete record.

Figure A-2 shows the criminal justice system flow and at what points
® disposition should be reported to BCI&I. Each disposition should be
reported by the agency involved in it. The computer cannot force user
agencies to report dispositions accurately and in a timely manner, however,
there are several steps that are being taken to ensure that data.is
entered completely and accurately:

® 1. Provision of comprehensive edit routines for data entry. Carefutl
0 editing of each input field will insure that all data entered
g into the file falls within the appropriate range. Field edits
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The lettered blocks (A through PP) are either points of data
entry to or data retrijevel from the automated system. A1l field
entries will be "hooked" to the correct temporary file record by
the "TRN" number.

NOTES:
ER2, MRs, XR2, redefined for use in all Arrest data entry and

update (tracking and (OCH)
ETR1, and MTR 1 redefined for use in Bail data entry and update
ETR4, MTR4, redefined for use in all Custody/Supervision data

entry and update (both tracking and OCH)
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do not relieve the terminal operator from the responsibility
of sight validating all data entered. If, for example, an
operator could enter a subject's weight as 120 pounds when the
correct entry should have been 210 pounds; this type of error
would not be caught by the edit because 120 pounds would, of
necessity, be within valid weight ranges.

& .

2. Edit input records for mandatory data elements. For some types
of data entry or modification it is possible to specify data
items which must be entered. The edit portion of each trans-
action module would reject any transaction which did not contain
all mandatory data elements.

®

3. Conduct systematic audits to ensure user agency compliance with
reporting requirements.

6. Promptness of Disposition Reporting

e

A machine audit procedure is being developed to ensure the prompt
reporting of dispositions. 1In the initial phases of operation, a 60
day time frame has been established for reporting the next disposition.
The rationale for this overlong time 1imit is that, while user agencies
are becoming familiar with the system, they will need to adjust to the
immediate reporting of dispositiors. The time frame for reporting
dispositions will be gradually shortened to the target of 30 days.

1'There are presently four automatic editing procedures
established:

e 1) DRQ - Disposition Required will generate a report for BCI&I
and the courts, which are the next agency in the criminal justice
process. The report will be a notification that a disposition is
required within an optional time 1imit. The batch program will
scan the complete criminal history data base (the OBTS/0CH) and
will search for those arrests without a following dispasition.

® Legislation will require a final disposition, except for cases
still pending, within 180 days of the date of arrest (DCA). The
arresting agency will be responsible for entering the ORI to
whom it sent the final disposition paperwork. This report will
then warn the ORI of possible delinquent final dispositions.

@ 2) RDR - Receipt of Disposition Report will notify the arresting
ORI of the receipt of final disposition. If the arresting agency
entered the final disposition, it will not receive that information
on the report. Everytime the VR2 or VR3 MKE's are executed, data
will be output to a temporary file (TBIF). Data for this report
will then be extracted from the TBIF file. This report will inform

® the agency of arrest of the final court disposition for an offender.

3) VRR - Validation Record Report will analyze the data which is
always entered into the OBTS/OCH Criminal History File using a
TRM number. At validation a BCI number will be assigned to an
offender once the fingerprints have been veriftied. This report
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will aid entering ORI's -to determine the BCI number assigned to
the offender information they entered. The information necessary
for the report will be contained in the TBIF file.

4) UVR - Unvalidated Record Report is a report which will be
generated for BCI&I and the ORI's who have entered data into the
Temporary/Tracking areas of OBTS/0CH, but have not sent a
fingerprint card or final disposition to BCI&I. An option will be
provided ta allow a variable number of days to pass before an item
will be included on the report. A date of entry (DOE) data element
will have to be included for each Arrest, Judicial, or Custory-
Supervision Segment entered into the Temporary Area. This data
element, DOE, wiill be included in the Tracking-Header record. The
report will notify agencies that they have entered data into
OBTS/0CH, but the required paperwork has not been received at
BCI&I.

Figure A-3 shows the receiving agencies for the system generated
disposition reports and the frequency that the reports will be received.
The computer will automatically scan the files at pre~determined periods.
Reports are then prepared and sent to the negligent agency and BCI&I.

Under ORC Section 2945.71 time frames are set within which a
hearing or trial must be held. If the time periods are not met, the
accused is released without prejudice. In felony cases, a preliminary
hearing must be held within 5 to 15 days, and the trial must be held
within 90 to 270 days (the shorter time period is for an accused person
confined in lieu of bail). When the computer is performing the
systematic audits, it checks to see if either hearing or trial dates have
been entered and if there is a disposition following these dates. If
not, the entering agency is notified. If after repeated scans the informa-
tion is not entered within the time Timits, the computer removes the arrest
record from the temporary and history file and notifies the entering agency
that the record has been removed.

7. Other Criminal History Record Systems

a. Law Enforcement

Local enforcement organizations in Ohio have historically used
"jackets" or "wallets" to house record series in their individual record -
files. The "jackets" or "wallets" may contain adult information from
first arrest through law disposition. Usually the fingerprint card
(for a felony arrest), mug photograph, personal physical descr1pt1on
document and arrest forms are housed together. In some record series
Jackets there are investigative reports and known associates information.
Usually the investigative type information is housed in the separate
part of the jacket or wallet.
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b. Prosecutors

Historically, the enforcement function developed the material that
the prosecution used to take the offender to court. The larger budgeted
prosecutor may have special investigators who help develop prosecution
material. Generally the prosecutor's file will begin with nearly the
same data that is stored in the enforcement files, except prosecutors
use a prosecutor control number. Operat1ona11y the prosecutor may
"check out" or remove a record series from the enforcement records center
but st111 enact a separate control number. _ c :

l

c. Courts

The municipal court record is:usually very short. It would contain
case number, docket number, offender name, date of birth, charge(s),
appearance date, hearing date, bail/jail decision, and disposition.

These can be used for an audit trail to trace an individual's flow
through the system. The suspected felon heard in municipal court will be
referred to the county or common pleas court. According to Rule 55 of the
Ohic Rules for Criminal Procedure, the major process transactions are
recorded by hand in journals (books of original entry.) Every transaction
affecting the individual as he is in contact with the court, comes from

a court (judge's) decision. Usually these decisions are certified,
validated, or made official by the initial or signature of the dec1d1ng
judge. A1l these records are public records.

d. Grand Jury

Grand Juries use the records provided by law enforcement agencies
and prosecutors.

e. dJail Records

Jail records or record centers established by county sheriffs are
similar to the enforcement records. Since every county sheriff in Ohio
performs criminal enforcement functions, it is logical that a part of
the records will be (functionally) the same type of records kept by the
police. The specific jail record will usually contain the following
data in a record series: Name, date of birth, charge(s), physical
descriptions, fingerprints, date of arrest, and date of confinement.
Since the sheriff has physical custody of an individual, it is quite
possible that the individuals "Jjacket" or "wallet" may contain important
related information, such as the attorney of record, names of family,

a visitors list, medical needs, special treatment or custody conditions,
next hearing date, or release date. All of these records , except
medical treatment, and psychological evaluation, are public records.
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B. Limits on Dissemination

This section of the plan discusses the 1imits of dissemination of
criminal history record information. A recent Chio Supreme Court ruling
broadened the definition of the public record in Ohio. This ruling extends
coverage to non-conviction information.

1. Summary

The following is a summary of the major points of Ohio's Timitation
on dissemination policy:

a. A1l criminal history record information will be made available
to those criminal justice agencies which administer criminal justice
_programs.

b. Ohio's public record law (ORC, Section 149.93) has recently
‘been interpreted in an Ohio Supreme Court case [Dayton Newspapers
Dayton (1976, 45 Ohio St. 22107)] to include"any record which,
but for its keeping, the governmental unit could not carry out its
duties and responsibilities." Exemptions are enumerated in the
law, but it appears that the only records which are exempt from this
ruling are state corrections, criminal history record information,
and Tocal criminal history record information data received and
housed at BCI&I and in NCIC files. These are exempt under the
enabling legislation for BCI&I.

c. Research, statistical and evaluation units may receive criminal
history record information as long as they establish proper
safeguards to keep the subject's identity confidential.

d. Each agency wishing to access the CJIS system must have been
approved by the Ohio CJIS Steering Committee through the CJIS Terminal
Agency Agreement. Access by terminal agencies will only be permitted
if it is reasonably connected with their criminal justice
responsibilities or the criminal justice responsibilities of the other
agencies sharing the terminal.

e. Other than juvenile arrest information and court dockets, no
Jjuvenile criminal history record information may be disseminated,

2. Rights of Access by Criminal Justice Agencies

Criminal history data from the Ohio CJIS shall be made available to
criminal justice agencies for criminal justice purposes. Criminal justice
purposes can be defined as the administration of criminal justice programs
and criminal justice agency employment. Thus, information contained in the
files at BCI&I will be given to any criminal justice agency which needs the
information in order to perform its day to day operations.
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3. Rights of Access by Nan-Criminal Justice Adencies or Individuals

&. Public Records

According to Section 20.21 (b) (2) of the federal regulation, non-
conviction data can be disseminated to individuals and agencies authorized
by a statute or a court ruling to receive such information. In order to
gain a better understanding of how this regulation impacts on criminal
history record information dissemination in Ohio and on the Ohio CJIS.
we have reviewed current legislation and court ruiings and the operational
history of many criminal justice agencies as they apply to individual's
and non-criminal justice agencies' ability to receive criminal history
record information. This involves what has been interpreted to be public
records or public information in Ohio. Section 149.43 of the Ohio Revised
Code defines a publié¢ record as follows:

As used in this section, "public record” means any record
required to be kept by any governmental unit including, but not
Timited to, state, county, city, village, township, and school
district units, except records pertaining to physical or psychiatric
examinations, adoption, probation, and parole proceedings, and - -
records the release of which is prohibited by state or federal law.

A11 public records shall be open at all reasonable times for
inspection. Upon request, a person responsible for public records
shall make copies available at cost, within a reasonable period of
time.

This in itself does not entail that criminal history records in Ohio are
public records and therefore dissemination cannot be restricted. The
daw specifically states what documents are exempt from being Tabeled
public records: ‘“records pertaining to physical or psychiatric
examination,... probation and parole proceedings, and records the release
of which is prohibited by state or federal Tlaw." In order to determine
whether information contained in criminal history reconds is public we
must examine the level and point of creation of the criminal history
record information as described in case law or attorney general opinion.

When Ohio Attorney General William J. Brown in 1974 was asked to
interpret the law with respect to court records he said, in Opinion 74-097:

Under the maxim, expressio unis est exclusion alterius, the
enumeration of specific exceptions to a statutory requirement
indicates a legislative intent to include with the scope of the
requirement all situations not expressly excepted. State, ex rel.
Boda v. Brown, 157 Ohio St 368 (1952); Akron Transportation Co.

v. Glander, 155 Ohio St 471 {1951); Opinion No. 74-010, Opinions
of the Attorney General for 1974.

...5 1t is my opinion, and you are so advised, that with the
exception of physical and psychiatric examinations, adoption,
probation, and parole proceedings, and records the release of which
is prohibited by state or federal law, 0.R.C. 149.43 requires all
court records to be kept opén for inspection at all reasonable
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times. The public's right to inspect court records pursuant to
0.R.C. 149.43 may not be restricted by a court because of the
intended purpose of such inspection.

The definition of what is considered to be a public record in terms of
criminal history record information was further broadened under a recent
Ohio Supreme Court decision: Dayton Newspapers v. Dayton (1976), 45

Ohio St. 2d 107 (text in the appendix). The court was asked to determine
whether the Dayton City Jail's "Jajl Register" was a public record within
the meaning of O0.R.C. 149.43. Justice William B. Brown, speaking for a
unamimous court, stated:

... [the] appellant would have the statutory phrase describe
any record which but for its keeping the governmental unit could
not carry out its duties and responsibilities; that the raison
d'etre of such record is to assure the proper functioning of the
unit. We accept the interpretation suggested by the appeilant,
and in so doing, we reject the holdings of the courts below that
the Dayton jail log is not a "public record" subject tc disclosure.

Under this ruling all record held by governmental units, except those
specifically exempted by law, are public records and therefore subject 3
to public inspection. ;

It now becomes relevant to examine what criminal history data is
exempted by law from being considered a public record. The state law
(0.R.C. Section 109.57) concerning information contained in the Bureau
of Criminal Identification and Investigation's files is specific:

(c) The superintendent of the bureau of criminal identification
and investigation may operate a center for electronic, automated,
or other data processing for the storage and retrieval of information,
data, and statistics pertaining to criminals, criminal activity,
crime prevention, law enforcement, and criminal justice, and may
establish and operate a statewide communications network to gather ‘
and disseminate information, data and statistics for the use of law 5
enforcement agencies.

(d) The information and materials furnished to the superintendent
pursuant to division (A) of this section are not public records
under section 149.53 of the Revised Code.

That is, the information contained in these files can only be
disseminated to law enforcement agencies.

Recent legislation concerning criminal history record information
about an individual committed to a drug program is lieu of incarceration
mandates that commitment and treatment information remain confidential.
There are exceptions to this: a) when it is needed for supervising an
individual's parole, probation or order of rehabilitation; b) for research
purposes if the individual's identity is not disclosed in the report;

c) when the patient permits disclosure; or d) upon the request of a
prosecuting attorney or court (0.R.C. Section 5122.53).
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In order for the criminal justice agencies of Ohio to operate in an
effective manner and serve the public, administrators of criminal justice
agencies must apply a common sense approach to the interpretation of
Federal regulations and Ohio taw. For example, it is doubtful if BCI&I
would exclude courts from obtaining criminal history record information
from the BCI&I files. Even though the enabling legislation states that
the data and statistics contained in criminal history records are for the
use of law enforcement agencies (ORC, Section 109.57C), it does not
mention prosecution, courts or corrections. Such an exclusive policy
severely jeopardizes the courts ability to obtain dispositions. (Also
see the part on individual access and review procedure established by
the administration of BCI&I that enables an individual to obtain access
to his own record. This procedure was implemented after the issuance
of the May 20, 1975 DOJ Rules and Regulations.)

We will try to‘describe briefly the creation, need, process, control,
use, storage, reporting and dissemination of criminal history record
information in Ohio:

1. The flow diagram in Appendix A shows that nearly all the
operational criminal justice process is at the local Tlevel.
Enforcement (police, sheriff, constables, etc.) arrest, print,
photograph and take physical descriptions. These all create criminal
history records. These records are public by definition because
they describe and document a public activity.

2. The prosecutor bas the responsibility for ensuring progress of a
case through the courts. Hence, he will have the major responsibility
for updating the current status of the accused in the system.
Prosecutors work in conjuction with police in originating the action,
and with the courts in prosecuting a case. Under Ohio law, some
offenses are misdemeanors on first offense and felonies on the second
offense, so prosecutors need criminal history record information for
proper charging.

3. The municipal and common pleas courts have the major need for
this type of information. Historical information will aid the court
in making sentencing décisions as to whether an individual should

be incarcerated or released to a community program. The system would
also provide information to one court regarding the scheduling of
another court. The records created by the courts also aid in
determining the time it takes for an individual to progress through
the system. The courts will also have major responsibiiity in
entering data concerning the accused's status in court.

4. Local correctional systems (jails) also generate information which
is useful to other criminal justice agencies. They provide much of
the management information needed by the courts and prosecution. By
reporting statistics on offenders releaséd on bond or held while
awaiting trial, court scheduling is facilitated. This also relieves
some of the burden on the local department which is scheduling cases
for the court, placing this burden on the court system.
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A11 of the above records have been open to the public in Ohio.
“The public" is defined as citizens, media, non-criminal justice
governmental agencies, employers, such as banks, hospitals, private
security firms, CPA firms, l1icense boards, non-criminal justice agencies,
and the 1ike. Most of the enforcement agencies require waivers or
disclaimers prior to the release of information. Most agencies release
e only transaction data, for example, a charge number, a "literal", a guilty

plea, etc. There is no record of release of subjective notations from

investigative or intelligence information in a criminal history record.

Most of these local agencies were not aware until recently that the
information which was gathered by them and transmitted to BCI&I could not
P be treated in the same manner as it was treated in their own local agency.

Thus, we have a single record which, when it is at the local level
is public, when it goes to BCI&I it becomes non-public, and when it
returns to the local level from BCI&I, the FBI or NCIC, it again becomes
a public record.

Any records management policy which imposes costly or unworkable
rules on a local criminal justice agency for insufficient reasons should
not be permitted.

Under federal law, access to information contained in NCIC files
is Timited to criminal justice agencies in the discharge of their official
mandated responsibilities.

The final case is that of expungement of juvenile and adult recaords.

Under Section 2953.32 of the Revised Code (text in appendix) a first
offender may apply to the State of Ohio or the court of common pleas for

@ expungement of the record of his conviction and sealing of all official
records pertaining to the case. Section 2151.358 of the Revised Code
(text in appendix) allows for the expungement and sealing of juvenile
records. If the court grants the application for the expungement of a
juvenile record, access to those records is Timited to the person who is
the subject of the record and those persons named in his application to

) view the record. After an adult record has been expunged, access to that
record is limited to law enforcement officers, prosecuting attorneys,
city solicitors, or their assistants for the purposes of determining whether
a prior conviction will affect the nature and character of an offense a
person is to be charged with, or the subject of the record or persons
named in his application.

An interesting problem presents itself at this point. It is clear
from the above discussion that some records, for example, records at
BCI&I, are exempt from dissemination as public records. But consider
the case of a local law enforcement agency requesting a record for a
particular individual. That agency might request the record to aid in an
® investigation., If BCI&I sends the record, a hard copy is then in the
’ possession of the law enforcement agency and the record then becomes
necessary for the agency to carry out its duties. Under the Dayton
Newspapers v. Dayton case {supra) this record would thus be considered
a pubTic record. Tt is not clear from the statute pertaining to BCI&I
that the record is, in fact, confidential information once it leaves




the physical facilities of BCI&I. The same may be true of hard copy di’
obtained from NCIC or of a copy of his own record obtained by an

individual. Therefore, unless the non-conviction data is contained in ®
BCI&T or NCIC files, it might be considered a public record available

for public inspection.

b. For the Express Purpose of Research, Evaluative or Statistical
Activities

CJIS policy is that research, evaluation, and statistical units may
receive data from criminal history records off-line. The user agency must
acknowledge a fundamental commitment to respect the individual privacy
interests; the identification of subjects must be divorced as fully as
possible from the data. Proposed programs must be reviewed by Ohio CJIS
to assure their propriety and to determine that proper security is being
provided. Ohio CJIS shall monitor all approved research projects and
terminate same if any violation of the above principles is detected.

¢. Pursuant to an Agreement to Provide Services for the Administration
of Justice

Each agency not having a LEADS terminal and wishing to have access
the Ohio CJIS must apply to LEADS and the CJIS Steering Committee for a
terminal. In that application, an applicant must show: the need for
such a terminal, the organization of the agency, the physical layout of
the facility, the agency interface with the system, and any other criminal
Justice agencies which may be using the information. To access the system
a terminal agreement must be signed. The agreement must show the type
of access desired. ' @

Access to criminal history data will be permitted only for criminal
justice agencies in the discharge of their official, mandated responsibilities
which have been appraved by the Ohio CJIS through the CJIS Terminal
Agency Agreement. (See Appendix C). Agencies that will be considered
for access to Ohio CJIS/criminal history data are: ®

1. Law Enforcement Agencies of this State and jts subdivisions which
are responsible for enforcement of general criminal laws.

2. Prosecutive agencies of this State and its subdivisions.

3. Courts of record of this State with criminal jurisdiction.

4. The Ohio Department of Rehabilitation and Correction, including
the correctional institutions, probation departments, and parole
commissions of this State and its subdivisions.

‘ ®
5. The Ohio Bureau of Criminal Identification and Investigation (BCI). Q
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6. Satellite (Regional/Tocal) computers under the management
control of one or more of the above agencies which can demonstrate
security measures which meet the DOJ Rules and Regulations of
March 19, 1976.

Access by terminal agencies includes only requests reasonably
connected with their criminal justice responsibilities. Access to NCIC
will be accomplished by OBTS/CCH application programs through the State
Control Terminal.

4. Rights of Access to Juvenile Records

The use or procurement of information in juvenile criminal history
records is very Timited. Under 0.R.C. Section 109.57, "fingerprints,
photographs or other description information of a child under eighteen
years of age shall not be procured by the superintendent (of BCI&I) or
furnished by any person in charge of any state correctional institution
except as may be authorized in Section 2151.313 of the Ohio Revised
Code." Section 2151.313 provides that fingerprints may only be taken
if the offense committed by a juvenile would be a felony if the offender
were an adult or if the investigator of an offense has probably cause
to believe that the juvenile was involved in felonious activity. These
records and all copies must be given to the juvenile court who will hold
them unless a complaint is not filed or the complaint has been dismissed.
In these cases, the files are removed and then destroyed. According to
the juvenile record expungement law (0.R.C. Section 2151.358) once a
record is expunged, "all index references shall be deleted and the person
and the court may properly reply that no record exists with respect to
such person upon any inquiry in this matter."

The only Chio law pertaining to the actual dissemination of juvenile
criminal history record information concerns the juvenile court dockets.
The parents of any affected children or their next of kin may view the
court docket, (0.R.C. Section 2151.18). Once each year the juvenile court
prepares an annual report of all the cases that have been before it and
that report may be disseminated.

Other than this, there is no specific Taw pertaining to the
dissemination of juvenile records. Since the Taw pertaining to dissemination
of records at BCI&I provides for the gerneral dissemination of records and
not specifically juvenile records, and these are exempted from the public
record law, then according to Section 20.21 {d) juvenile records cannot
be disseminated.
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C. Audit and Quality Control

This section of the Security & Privacy Plan for Ohio contains the
proposed procedures for audit and quality control. The objective of the
CJIS Audit Policy is to set: forth general guidelines relating to audits
of agencies participating in the Ohio CJIS. Audits shall be conducted
according to specified procedures whereby adherence to all applicable
Department of Justice Rules and Regulations, the Ohio CJIS Terminal
Agency Agreement, and other applicable federal and state laws can be

determined.

1. Summary

The major parts of the audit and quality control policy can be

summarized as follows:

a. The audit policy will apply to all agencies participating in
the Ohio CJIS system. There will be systematic, annual and self-
audits. Ten percent of all agencies in the Ohio CJIS will be

audited annually.

b. The audit team will investigate each agency to ascertain if

Ohio CJIS policies and procedures are being followed.

c. The audit team for each agency will be chosen by the audit

task force.

d. Within fourteen days of the audit, the team will prepare a
report on its findings, The report will be submitted to the Ohio

CJIS Steering Committee and to the agency audited.

e. FEach agency audited will be expected to submit a plan outlining
the major steps for correcting any discrepancies found by the audit
team. Failure to correct any discrepancies will result in the

discontinuance of participation in CJIS.

\

2. Scope of Audit System

The Ohio CJIS Audit Policy shall apply to all agencies participating
in the Ohio CJIS. Agencies include those participating in both the

automated and the manual systems. FEach agency's records shall

be sufficiently

adequate to support the audit being conducted. These records shall contain
the names of agencies and/or persons to whom all disseminations have been

made along with the dates and purposes of all disseminations.
be three types of audits, systematic, annual, and self audits.

There shall
The

systematic audit will provide for data quality control and alsoc provide
an audit trail to allow criminal history data elements to be traced
through the system. The systematic audit will provide the means to control
the completeness, accuracy and timeliness of the criminal history records.
The annual audit shall determine the extent to which selected agencies are
complying with the regulations Tisted in this section, and identify areas
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needing eorrections. The self audit ‘is a survey checklist procedure to
be completed by every participating agency and is to occur on an annual
basis. The self audit is to be used to assist an agency in the planning
and controlling of the processing of criminal history data, and will help
to insure passage of the annual audit.

3. Determination of Agencies to be Audited

Ten percent of all agencies in the Ohio CJIS will be audited annually.
These agencies will be made up of two groups: five percent representing
agencies participating in the manual system and five percent representing
agencies participating in the automated/manual system. In addition to
the agencies selected at random for audit, the Ohio Bureau of Criminal
Identification and Investigation (BCI) and the Ohio State Highway Patrol
(OSHP) will each be audited annually. ‘

4. General Determination of the Audit

In addition to the specific points addressed below, each audit
shall be attentive to general observations, and those observations and
evaluations reported by the audit team. The specific points that must
be audited are outlined below.

a. Signed security agreement on file.

b. Adequacy of site security.

¢. Records being maintained accurately, completely, and currently.

d. Dissemination records being maintained.

e. Dissemination limitations being adhered to.

f. Adequate records to support audit being maintained.

g. Authority to select, supervise, and terminate personnel
having access to criminal history information.

h. Adherence to the Ohio CJIS policy manual.

i. Adherence to procedure for the review, challenge, and appeal
of criminal history information.

j. Adherence to applicable federal rules and regulations.
k. Adherence to the Ohio CJIS Terminal Agency Agreement.

1. Adequacy of procedures to capture and enter necessary data.
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5. Audit Team Composition

An Audit Task Force shall be composed of one member from each of the
following organizations:

Bureau of Criminal Identification and Investigation (BCI&I)
State Highway Patrol (SHP)

Ohio Supreme Court (0SC)

Department of Rehabilitation and Correction (DRC)

Buckeye State Sheriff's Association (BSSA)

Ohio Association of Chief's of Police (OACP)

The Audit Task Force shall be chaired by BCI and shall report to the
Security & User Interface Subcommittee. An audit team shall be selected
by the Audit Task Force for each agency audited. The audit team shall
consist of three members, one from each of three agencies represented on
the Audit Task Force. The number of audit teams necessary will be
determined by the number of agencies to be audited concurrently. The audit
of the Ohio Bureau of Criminal Identification and Investigation will be
conducted by three members not from BCI. The audit of the Ohio State
Highway Patrol will be conducted by three members not from OSHP.

6. Report of Findings

Fourteen days after an agency has been audited, the audit team will
report to the Security & User Interface Subcommittee of the Ohio CJIS
Steering Committee, and to the agency being audited, the results of the
audit. Each report shall include findings as to the specific items
specified in this policy, as well as any general ubservations and
evaluations made by the audit team. The results of the audit shall be
reported by the Security & User Interface Subcommittee to the Ohio CJIS
Steering Committee at the meeting thirty days after the findings of the
audit team have been reported £é the Subcommittee.

7. Correction of Discrepancies

Each agency being audited shall be furnished with a copy of the
audit team's findings within fourteen days after the agency has been
audited. Within thirty days of such reporting, the agency being audited
will submit to the Security & User Interface Subcommittee of the Ohio CJIS
Steering Committee a written report outlining the necessary steps taken
to correct any discrepancies indicated in the audit report. Any agency not
reporting such corrective action to the Subcommittee, or those agencies
whose corrective action has been deemed unsatisfactory by the CJIS
Steering Committee, will be contacted by representatives of the Security
& User Interface Subcommittee to determine when correction of the

~37-




@ discrepancies will be made. Néh-compiiance with correctio= of discrepancies
will be considered just reason for disallowing that agenc,'s participation
in the Ohio CJIS.

8. Anticipated Results and Benefits of Audit Policy

Performing audits according to this policy will ensure a data base
of high intensity for the Ohio CJIS. Such procedures will ensure the
accuracy, completeness, and timeliness of data entered into the system.

As a result of audit procedures, the criminal justice agency being auditzd
can more effectively enter information into and retrieve information fram
@ the Ohio CJIS.

In addition to these benefits, adherence to federal rules and remgulations,

Tederal and state laws, the Ohio CJIS Policy Manual, and the Ohio CJIS
Terminal Agency Agreement will be facilitated.

9. CJIS Dissemination Log

Department of Justice Rules and Regulations state that criminal
Jjustice agencies, "upon finding inaccurate information of a material
nature, shall notify all criminal justice agencies known to have received
such information." To satisfy this requirement, the CJIS system must
maintain a dissemination log which contains the following information:

ot

ORI - to whom the information was released

Date of release {access)

1

®
- Individual to whom the information relates (the offender)
- Items of information released (message key type)

® The above requirement can be implemented in CJIS by adding a

Dissemination Record to the OBTS/OCH data base. This record would be
Tinked to the Master Identification record and contain multiple
occurances of the ORI/Date/Message Key Triplet.

For each criminal history inquiry/retrieval (QR message key), the
@ triplet would be stored in the on-line Dissemination Record. On some
periodic basis, perhaps weekly, these records would be dumped to tape.

The Dissemination Log Tape would contain one record per valid
BCI number. Whenever a criminal history is determined to have inaccurate
data and is updated, the tape record would be dumped and a copy of the
® updated criminal history would be printed (in batch mode) and mailed to
¢ the receiving ORI. This will be implemented in Phase II of the OBTS/OCH
Subsystem development effort (by December 1977).
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10. Audit Trails

Section 7 of Part A describes in brief the method of record creation and
record keeping at the local level. To establish an audit trail through the
Tocal level functions, we must first Tist the data elements that could help
substantiate the trail. Since the criminal justice process is not systematized
it is necessary to have several data elements to use as points of reference as
we define a potential audit trail. In most localities, it is impossible to
find a single process control number that can "track" an individual and his Py
records. The data elements 1isted below under each local organizational func-
tion are in general the best 1inks for "tracking” or "trailing" an individual's
record from function to function in a manual system.

Lines 1, 2, 3, 4, 9, 11, 15 and 18 of Figure C-1 contain the data element
names that would be used to set up an "audit trail" on a manual system. The ®
horizontal arrows {----+) indicate the need for an "auditor" to use the record
name or data elements of the numbered 1ine listed above in each organization

file. The vertical (+) lines indicate that this listing of record names or

data elements for each function in each column is incomplete. This display

is not meant to be an accurate discription of record names or data elements. ®
It i5 only meant to show the difficulty of creating an "audit trail: in a

manual record operation.

The preceding paragraph is not a criticism of manual record operations.
The specialized functions and the creation growth and development over many
years of each function in the criminal justice system are the main factors
recoonsible for the early separation between the file and record operations.
Ir. recent vears this organizational separation has been fostered by adminis-
trative inertia, distrust of non-criminal justice employees, fear of displace-
ment, individual and organizational empire building and the complete misunder-
standing of the economy of maintaining large scale record systems.

-39~



~40=

FIGURE C-1
FUNCTIONS
Enforcement Municipal Custody and
® Police/Sheriff Prosecution Court Common Pleas Supervision
1. Arrest Date ==mmmmdmmmmmmmm oo o e e -+
2. SUSPECT NAME == mm o mr o s e et e e e e o e o e e -
@ 3. Date of Birth ~--g-w-=—-memmmemees o e e >
4. Physical = e e e -
Description
5. Charge/s —mm—mm o o o e e e e e e o o e e ] >
6. Arresting Officer |-=--=-==-==-- >
7. Form No. ~==mmee—fosmmmmemme e -
8. Booking No. =—=-m=q-mmeememme——— -
9. [ Prosecutor No.| Case No. (New) Case No. (New)
10. | Charge/s 1st Appearance Date/s of Date Assigny
Date Indictment ment
l
11. | Judge's Name Arraignment |
|
12. | New Charges 1st Hearing |
13. | | Decisions Judge's Name |
14, | | | Attorney of |
| | Record
!
15. | [ Charges (New) |
| [
16. | } | | '
17. ¢ I l
| ¥
18. Fingerprint | | Fingerprint
|
19. |
20. | | | |
22. | | |
23. | ¥
24. ¥ ¥ + ¥




D. Security

This part of Ohio's Security and Privacy Plan outlines the measures ®
taken to make the central CJIS computer, computer documents, terminals, and
the data base secure.

1. Summary

The major policies regarding security may be summarized as follows:

a. AlT employees of the state data center are required to undergo

a complete background investigation prior to employment. Once they

are employed, they will be issued a photo identification card that

must be worn at all times when working in the State Data Center. ®

b. Access to the data center is limited to those persons who have a
"need" to be there. The premises are protected twenty-four hours per
day by a uniformed security officer who checks all persons entering
or leaving the area.

c. The data center is protected by smoke detectors and fire alarms.
There are fire extinquishers distributed throughout the data center.

d. Agencies that are authorized by the CJIS Steering Committee will
have access to the CJIS system and NCIC criminal history files if they
meet minimum security requirements for personnel and site security.
A1l remote terminals must be maintained in secure locations.

e. A security monitoring system has been established to validate

each transaction. Each user agency has a unique terminal identifier,

agency code, user code, and message key, the combination of which ®
allows them to access the system. A user control file will be main-

tained to determine the types of transactions a user agency is allowed

to make.

f. The CJIS message log will maintain a record of all messages enter-
ing and leaving the system. This log will be utilized for the ®
dissemination Tog and audit trails.

g. The CJIS system generates Security Violation Reports which Tist
unauthorized attempts to access the system or other security viola-

tions.
h. Security checklists to determine the security of criminal history ®
record systems may be found in Appendix D.

®
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2. Central State Repository Security

a. Personnel Security Policy

A1l employees who are being considered for employment in the State
Data Center must be fingerprinted and checked against the fingerprint files
at the Bureau of Criminal Identification and Investigation. If an individual
has an arrest and conviction record, a full background investigation will be
conducted. All employees working directly with the CJIS system are required
to undergo a full background investigation. This investigation will be
conducted by the Ohio State Highway Patrol and will be the standard back-
ground investigation of the State Highway Patrol. A1l employees will be
informed of this requirement by letter (see figure D-1).

At the time of employment, each employee must sign the "Code of
Responsibility" (see figure D-2). He must then fill out an "Application
for Permanent Security Access Permit and Photo Identification Badge" (figure
D-3). The State Data Center Security Officer will then issue the employee
a photo badge which will allow access to the State Data Center.

b. Access to the Central Repository

Access to the State Data Center is 1imited to those persons who can
show a legitimate reason for entering the center. Al1 persons who access
the center must be wearing a photo identification badge or be accompanied by
someone who is. Access to the computer room is limited to those persons with
photo badge.

At the present time, there is a uniformed security officer at the
entrance to the data center at all times. In addition, there jis a State
Highway Patrolman stationed at the entrance. A1l exits are monitored by
television cameras which are connected to a console at the main entrance.
From 6:00 p.m. to 6:00 a.m. all persons wishing to enter the data center
must have an OBA card stating they are allowed to access that floor. The
security guard has the right to inspect all briefcases, purses, boxes, etc.
of persons entering or leaving the data center. The security system for
access is in the process of being remodeled to allow no direct access by
elevator to the data center.

c. Physical Disaster and Fire Protection

The State Data Center is equipped with fire extinguishers and smoke
detectors. It is also connected with the State O0ffice Tower fire alarm
system and there are fire detectors in both the ceilings and the floors.

The air conditioners are designed so that if there is a failure or

fire, all vents are automatically closed off. There are also established
emergency procedures for power failures, bomb threats, and fires.
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FIGURE D-1 Ohio Department of |

Administrative Services @
DIVISION OF
COMPUTER SERVICES

JAMES A, RHODES, Governor ' ' 30 EAST BROAD STREET Q
‘ COLUMBUS, OHIO 43215 '@

October 21, 1975

@
. | ®
Because of the security requirements on the LEADS System,
the State Highway Patrol and the State Data Center have agreed that
all persons requesting permanent passes to the 7th floor will be
asked to undergo a full background check for a security clearance.
The State Highway Patrol has been given the right to deny .~ @

access to the 7th floox, if as a result of the background check,
they could not obtain a securlty_clearance

If you have any questions on this matter, please contact
Gene Potter at 466-6920. -

Admlnvstratlve Serv1ces : o ®

I acknowledge that I have been informed of the pending back-
ground investigation. .

®
Signed
Date
, @
JH/1b S5.S.4#
D.0.B
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FIGURE-D-2- - .
Dhio Department of

Administrative Services

DIVISION OF

COMPUTER SERVICES

JAMES A. RHODES, Govarnor 30 EAST BROAD STREET
£OoLUMBLUS, OHIO 43215

MEMORANDUM TO: State Data Center Employees and All Othepg Authorized Access
to the State Dgta Center

FROM: Jerry Hamﬁett, Deputy Directo

SUBJECT; CODE QF RESPONSIBILITY FOR SECUWITY AND CONFIDENTIALITY
OF DATA FILES

Security and confidentiality is a matter for concern of all employess of the State
Datg Center and of all other persons who have access to the State Datp Center whethey
they be the employees of vendors, employeées of user agencies or others, The State
Data Center is a repository of information in computerized data files for the agencies
of the State of Ohia. Each perpon working at the State Data Center holds a position
of trust relative to this information apd recognizes the responsibilities entrusted to
him and to the State Pata Center in preserving the security and confidentiality of thie
information. His conduct either on or off the job may threaten the security and copfi-
dentiality of this information. Therefore, an employee of the State Data Center or a
person authorized aceess to the State Data Center:

is not to make or permit unauthorized use of any information in files
maintained by the State Datg Center,

is not to seek tao benefit personally or permit others to benefit perso-
nally by any confidential information which has come to him by virtue of
his work assignment,

is not to exhibit or divulge the contegts of any record to any person except
in the condyct of his work assignment or in accprdance with the policies
of the State Data Center,

is not to knowingly include or cause to be included ipn any record or report
a false, dpaccurats, or migleading gntry,

is not ta remove or cause to be removed copiles .of any officisl record or
report from any file from the office where It is kept except in the perfor-
mance of his duties,

is not to opavate or request others to operate any State Datg Center equip-
ment for purely personal business,

is to veport any viplation of this code by anyone to hig supervisor fmmg-
diately,

is not to ald, abet, or act in conspiracy with another ta violate any
part of this code,

if he {s a State employes, is to adhere to tha rules, policies and pro- \
cedures of the &tata of Ohioc Civil Service.

For State employaes VIOLATION OF THIS COuE WILL RESULT IN DISCIPLINARY ACTION such as
reprimand, suspension or dismissal, consistent with civil gervige rules and vegulations.

For non-State employeesg, violation of this code will result ip denial of acceas
to the State Data Centar.

I have read and underatand the State Datg Center Code of Respopsipility for
Becurity and Counfidentiality of Datg Filles,

Signed Date

Signed Date
(Supavvisor's Signature)
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d. Handling of Confidential Data

A1l tapes that are taken from the Tlibrary must be signed in and signed
out. A11 persons wishing to take tapes out of the data center must check
with the Librarian. The Librarian will then take the tapes out to the guard
station where they can be picked up. The guard is responsible for verifying
the transmittal form as to who is picking the tapes up and what tapes are
picked up.

The State Data Center backs up to tape, every day, disk packs contain-
ing systems data sets and user source and load module Tlibraries. These are
then stored outside the data center. A1l disk packs will be backed up every
two weeks.

3. Terminal Security

a. Satellite Computers

Access to Ohio CJIS and NCIC Computerized Criminal History files via
a satellite computer will be authorized to those agencies which can meet the
following requirements:

1. A criminal justice agency with a satellite computer must have
adequate physical security to protect against any unauthorized
personnel gaining access to the computer equipment or tc any
of the stored data.

2. Since personnel at these agencies can access data stored in
the system, they must be screened thoroughly under the authority
and supervision of the Ohio CJIS. This screening will aiso
apply to maintenance or technical personnel who do not work for
criminal justice agencies.

3. A1l visitors to facilities with satellite computers must be
accompanied by staff personnel at all times.

4. Satellite computers having access to the Ohio CJIS must have the
proper computer instructions written and other built-in controls
to prevent criminal history data from being accessible to any
terminals other than authorized terminals.

5. Satellite computers having access to the Ohio CJIS must main-
tain a log of all transactions against the criminal history
file in the same manner as the Ohio CJIS computer logs all
transactions. The Ohio CJIS +ddentifies each specific agency
entering or receiving information and maintains a log of those
transactions. This transaction log must be monitored and
reviewed on a reqgular basis to detect any possible misuse of
criminal history data.
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b. Physical Terminal Security

A1l agencies having terminals on the Ohio CJIS system shall physically
place these terminals in secure locations within the authorized agencies.
Those agencies whose terminals have access to criminal history files shalil
have trained terminal operators, and restrict access to the terminal to a
minimum number of authorized employees. Terminal operators shall use
individualized passwords to ensure authorized use. Copies of criminal
history data obtained from terminal devices must be afforded security to
prevent any unauthorized access to, or use of, that data. A1l agencies
shall use internal audit procedures approved by CJIS which show the disposi-
tion of all hard copies of criminal history data.

Every agency participating in CJIS must sign an agreement with LEADS;
the terminal agency must agree to supply the necessary security for their
terminals. A copy of the agreement may be found in the Appendix C.

Since joining Ohio LEADS or CJIS is voluntary, the steering committee
"suggests" a wide range of security procedures but the local agency must
select the procedure that best suits their budget and operation.

c. Communications Lines

Lines which are being used to transmit criminal history data will be
dedicated solely to criminal justice use. Physical security of the 1lines
shall be protected with the normal security procedures for vendor (Western
Union) data 1ines to guard against clandestine devices being utilized to
intercept or inject spurious telecommunications messages.

4. Data Base Security

a. Security Monitor

The vehicle for protecting the data base is the security monitor segment
of the system environment routines. In developing the security monitor
specifications it must be recognized that there are three distinct groups of
CJIS users:

1. single agency - single operator
2. single agency - multiple operators
3. multiple agency
Each of these user classes requires different levels of security control.

Several criteria are utilized to validate transactions entering the
CJIS system:
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Terminal Identifier (PID)
Agency Code

User {operator) Code
Message Key

® 9 @ ¢

The terminal identifier is the hardware address of the remote terminal;
it cannot be altered by the terminal user or the central site operator. Thus,
the terminal identifier provides an absolutely unique identifier for each
CJIS terminal. The terminal identifier will then validate by the CMS/TIP &
communications package at system initialization; any terminal which is not
properly identified in the "terminal table" will be retained by the security
monitor for validation of other identifiers. The terminal identifier valida-
tion process is the same for all user classes. Regional computers have their
own security monitors.

The agency code 1is an unique alpha-numeric identifier assigned to each
authorized user agency. The initial step in validating agency code involves
checking the code entered by the operator against a table of valid agency
codes; if there is no match, the transaction is rejected and the error is
logged. If the agency code is valid, it is next checked against the terminal
identifier to determine if the terminal-agency consideration is valid. If ®
the agency code is not valid for the terminal, the error is logged and the
transaction is terminated. If the agency code is valid, the security monitor
proceeds to check the user code. It should be noted that agency code is -
checked only once for a single agency terminal and on each transaction for a
multiple agency terminal.

User code is another unique alpha-numeric identifier assigned to each
operator functioning in either a single agency - multiple operators or
multiple agency - multiple operators environment. User code validation is
by agency; a series of tables will be maintained 1isting user codes which
are valid for each agency. The user code will be validated by checking the
user code against the appropriate portion of the agency table. If the user @
code is not valid, the error will be logged and the transaction terminated.

The final validation phase involves validating the message key. Message
key validation involves the same basic steps which are used in user code
validation. The message key is first checked to determine if it is a valid
command. If the message key is in a valid range, it 1is next checked against ®
the agency table to determine if it is valid for that agency. If the trans-
action passes this validation step, it is passed to the appropriate applica-
tions module.

Figure D-4 depicts the general flow of a transaction through the
security monitor; note that some validation steps are skipped after the first @
entry for single agency - single user and single agency - multiple user
participants.

b. User Control Files

User control files will be disc files containing detailed data for each ‘IB
authorized user of CJIS including his authorization level, passwords available
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to the vser, and transactions he may execute. The control file will also
include descriptive data about the user which will not be accessed for
validation. This dsscriptive data wruld include items such as name, function,
address, and phone number. This descriptive data could be accessed by batch
routines to print mailing 1ists, or by the system administrator to contact
the user in the event of system problems.

¢. CJIS Message Log

The CJIS message log file will be a sequential data set containing a
record of every message entering or leaving the system. This log file will
provide the basic information analyzed for report production in the SOS
subsystem. The basic elements to be written to the log file for each input
or transaction are:

1. An image of each input transaction with a system generated
date stamp (indicating the date and time the transaction
was received by the MCP).

2. A date stamp "transaction completed" entry indicating that the
transaction has been processed and all output returned to the
user. This entry created as the output message (or final
message segment) is queued for CMS.

Each of these two basic log entries will include several elements which
serve to further define the user and transaction type:

Origination/destination information, to include user and terminal ID
® Transmission 1ine used
® Message key
* Message length
The message Tog will be utilized by the SOS subsystem to generate reports

on terminal/line transaction volumes and loading, unauthorized access attempts,
and any other activities which could impact operation efficiency and integrity.

d. CJIS Warning Messages

CJIS warning messages will be elicited on a sentinel printer at the
central computer site. These messages will be printed for the benefit of
the seécruity officer and will be elicited by the system only when some ex-
ceptional condition exists such as an unauthorized attempt to access CJIS
or an out-of-service communication line.

e. Security Violation Reports

Security Violation Reports would provide the agency responsible for
systems Security with an audit trail of attempted violations and the identi-
fication of the user and terminal from which the attempt was made. - Such a
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report could be used to identify users and terminal locations not using proper
security controls. The source of data for this report would be the "unauthor-
ized system access attempts data elements" of the CJIS Message Log File. A
security violation is defined as a system-detectable attempt to access CJIS or @
to invoke a transaction message without the proper security keys.
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E. Individual Right of Access and Review

An integral part of the Ohio CJIS is to: (1) make reasonable and
convenient the right for an individual to review his Ohio criminal history
data and (2) create reasonable restrictions to assure the privacy of
criminal history data. This procedure establishes a uniform method to
be foilowed to obtain individual criminal history records, and a uniform
method to be followed when challenging criminal history records for the
purpose of obtaining any correction of such criminal history.

1. Summary

This procedure applies to any individual who believes he/she 1is
the subject of a criminal history record at BCI&I. Requests to review and
challenge a record must be made at the originating agency for the record
and then forwarded to BCI&I. The major steps in this procedure are:

a. An individual may make application to review criminal history
data pertaining to him, to any law enforcement or criminal justice agency
participating in the Ohio CJIS. For purposes of this disclosure, the
individual's identity shall be verified by fingerprints and, if needed,
additional identifying information may be requested of the individual.

If application is made to a law enforcement or criminal justice agency,

the application and the individual's fingerprints shall be sent to BCI&I
for verification. BCI&I shall verify identity and then return to the
agency a copy of the criminal history data. The agency shall then give

the copy to the individual. The individual will, at that time, be informed
of his right to challenge and that the challenge should be made to the
originating agency.

b. If an individual has reason to believe that criminal history data
which pertains to him is inaccurate or incomplete, he may submit a written
challenge immediately; the originating agency will forward the challenge to
the BCI&I within five days. BCI&I shall enter the challenge into the
criminal history record and any further dissemination of the record, while
the investigation is pending, shall indicate those parts of the criminal
history which are challenged. The originating agency shall investigate
the challenge and forward the results of the investigation to the individual
and to BCI&I within thirty days of the challenge. If the investigation
reveals that the data should be deleted, corrected, or modified, the
originating agency shall so inform BCI&I, who will then delete, correct,
or modify the record as appropriate to the findings of the investigation.

c. Should the individual continue to dispute the data after the
investigation has been completed he may seek remedy through the appropriate
court. The originating agency shall forward to BCI&I, within five days
after the case is filed, a statement regarding the status of the individual's
criminal history data. BCI&I shall enter the dispute into the criminal
history record and any further dissemination of the record while the

53—



court proceedings are pending shall indicate those parts of the criminal
history which are disputed, unless otherwise ordered by the court. The @)
originating agency shall advise BCI&I every thirty days of the status of ®
the 1itigation. After the Titigation has been resolved by the court, the
originating agency shall, within five days, forward the court disposition

to BCI&I. If the court disposition requires that the data be deleted,

corrected, or modified, BCI&I shall take the action appropriate to the

findings of the court.

2. Procedure for Individual Access and Review

Fach request for a criminal history record must be accompanied by
a fee of $10, $5 of which shall be remitted to the agency handling the
original request, and $5 to be forwarded in a money order or certified e
check to the Ohio BCI. This fee is established pursuant to the provisions
of the Ohio Revised Code. Any request for waiver of fee shall accompany
the original request for the criminal history record and shall include a
claim and proof of indigency. Consideration will be given to waiving the
fee in such cases.

"Criminal History Information" is defined as data, records,
identification information, and information (including offender based
transactions system/computerized criminal history data) compiled by
criminal justice agencies for -purposes of identifying criminal offenders
and alleged offenders maintaining a summary of arrests, pretrial
proceedings, the nature and disposition of criminal charges, sentencing,
rehabilitation and release of each offender that is recorded in the
Criminal Justice Information System as the vesult of initiation of
criminal proceedings or of any subsequent related proceedings. It shall
not include intelligence, and investigative reports and files, nor
statistical records and reports in which individuals are not identified.

Since the Ohio BCI is not the source of the data appearing in criminal
history records, and obtains all data therein from fingerprint cards
or related identification forms submitted to the BCI by local, state, and
federal agencies, the responsibility for authentication and correction of
such data rests upon the contributing agencies. Requests to review
criminal history information may be made to any criminal justice agency ®
capable of taking fingerprints. Any changes, corrections, or updating of
such criminal history information shall require that the subject of a
criminal history record make application to the original contributing
agency in order to correct information.

®
3. Procedure for an Individual to Obtain a Copy of his Criminal
History

Any individual who believes he or she is the subject of a criminal
history record in the State of Ohio, may make application to receive a
copy of said criminal history to any criminal justice agency capable of ®
taking fingerprints. The criminal justice agency through which the QID
individual is making application will see that the individual completes
BCI form "Reguest to Review Criminal History Information." (See figure E-1).
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FIGURE E-1

REQUEST TO REVIEW/OHIO CRIMINAL HISTORY DATA

Each individual shall have the right tc review criminal history
data which refers to him that is stored by the State of Ohio. Ap-
plication for review may be made at any law enforcement or crimi- -
nal justice agency participating in the Ohio Criminal Justice In-
formation System. In order to verify identity, fingerprinting is
required. Review reguests are processed by the Bureau of Criminal
Identification and Investigation and two weeks should be permitted
for the full criminal history to be returned to the agency at
which the request to review is made. The individual has the right
to review and then challenge any information deemed to be inaccu~-
rate. Challenge procedures will:be provided by the local agency.

A fee is to be charged for this service in accordance with the
Ohio Revised Code.

PERSONAL IDENTIFICATION INFORMATION

Name , ) BCI# (If known)

Address Height Weight
City . ' Eyes Hair
Place of Birth Sex Race
Date of Birth SSN (Optional)

I hereby wish to review my criminal history data stored by
the State of Ohio, and agree to pay a fee of $10.00 as pre-
scribed by statute.

Date Signature
Agency Name Agency ID (ORI#)
Date Witnessing Agent
Action .. .. Date Signature

Sent to BCI&X
Received at BCI&I
Serviced at BCI&I
Sent to Agency
Received at Agency

‘This certifiee that I have:

Reviewed my Criminal History,
Received a copy of my Criminal History,

_) Received "Procedures to Challenge/ApUeal Criminal
History Data"

I~~~
V.VV

Signature Date - Witnessing Agent .

/

#
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The criminal Jjustice agency will cause the individual's fingerprints
to be taken. This fingerprinting is to be a full ten-print fingerprint
card. The request and fingerprint card, along with a money order or
certified check in the amount of $5 will be forwarded to the Superintendent
of BCI. An additional $5 fee will be submitted to the criminal justice
agency handiing the request. The agency will give the individual a receipt.
The receipt shall be used as additional identification when claiming
copy of criminal history.

The BCI shall verify that the fingerprints accompanying the request
match a set of fingerprints in the master fingerprint file at BCI. Upon
such verification, a copy of the criminal history record associated with
the matching fingerprints will be sent to the agency handling the request.

The agency handling the request will turn over the copy of the
individual's criminal history record to the individual in person. The
individual shall sign the Criminal History Receipt/Review block of the
Request to Review form.

If after reviewing the criminal history, the subject believes that
it is dincorrect or incomplete in any respect and wishes corrections, the
individual should be informed that he must make application directly to
the contributor of the questioned information.

4. Procedure to Challenge Criminal History Record

The subject of the criminal history record in question may make
application for any correction to the aoriginating agency of the questioned
information in person or in writing. The individual will ask the
appropriate originating agency to change the criminal history record in
whatever manner or fashion the individual deems necessary. If the
originating agency agrees that the information should he changed, the
originating agency will forward, within 7 days of the date the agreement
was reached, -an official communication directly to the Ohio BCI where the
changes will be made. The Data Systems Division will code and enter all
changes for a computerized criminal history. The Identification Division
will change manual criminal history.(Figure E-3 shows agencies that may
correct what parts of a record.)

If the originating agency does not agree that the record should be
changed, the individual may file a formal challenge to that information.

In the event an individual wishes to chatlenge any information on the
criminal history record, the originating agency will ensure that BCI form
"Ohio Criminal History Challenge Statement" is prepared. The originating
agency will provide the individual with two (2) copies of the challenge
statement, with the suggestion that the individual sent one (1) copy to
BCI by certified mail. The originating agency will forward a copy, within
24 hours of date of the completed challenge form, to BCI with a copy of the
Request to Review.

BCI&I will mark the challenged criminal history record in the

automated system and/or manually note in the manual criminal history
record. The fact of challenge will be included on all record dissemination
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until the challenge is resolved. BCI will also notify NCIC of the

challenge if the criminal history has been forwarded to NCIC. The challenge
form, with the copy of the request to review attached, will be sent to the
Ohio Criminal Justice Information System Security & Privacy Committee if

not resolved in thirty days.

5. Procedure to Appeal

If within thirty days, the challenge 1is not resolved in a manner
agreeable to both the originating agency and the subject individual,
the individual may appeal to the Security & Privacy Committee of the
CJIS Board to have the dispute resolved.

BCI shall provide the Security & Privacy Committee a listing of
all challenges more than thirty days old. BCI shall contact the
responsible agency, advising said agency that & notice of resolution
is due immediately.

Upon receipt of challenge/appeal information, the Security &
Privacy Committee shall follow the Administrative Procedures in
Chapter 119 of the Ohio Revised Code in order to render a decision.

When the committee decision is rendered, the committee shall send
a copy of the decision to BCI. The originating agency shall immediately
notify BCI of any changes to be made and to remove the challenge. BCI
shall supply the originating agency a copy of the revised criminal
history as applicable.

The originating agency will give to the subject individual the
revised criminal history, having the individual sign the Criminal History
Receipt/Review block of the Request to Review form.

If either party is not satisfied with the decision of the Security

& Privacy Committee, either may appeal to the Court of Common Pleas in
the county having jurisdiction. )
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STATE 01l OHIO
DEPARTMENT OF ADMINISTRATIVE SERVICES &
STATE DAT? CENTER

FIGURE D-3

APPLICATION FOR PERMANENT SECURITY ACCESS PERMIT AND PHOTO IDENTIFICATION BADGE

(please print or type)

NAME
STATT THIPLOVER NON-STATE EMPLOYEE
AGENCY |
(DEPT.) FIRM o
DIVISION ADDRESS
REASON FOR ACCESS:
@

SECURITY ACCESS AGREEMENT:

I understand that this constitutes a request to enter into a security agreement with the
Ohio Department of Administrative Services' State Data Center. 1 hereby agree to comply with
the spirit and intent of State Data Center security regulations by displaying the badge when- i
ever in or approaching a security area, preventing the use of the badge by another person, ®
reporting any misuse or loss of the badge immediately and in writing to State Data Center
management or security officer, and by returning the badge upon termination of employment in
the department (or fivm) specified above. I affirm that I have rcad and signed the State Data
Center "Code of Responsibility for Security and Confidentiality of Data Files." .I understand
that violation of this agreement will result in denial of access to the State Data Center. I g
understand that a red card permits access to all areas of the State Data Center, a blue card
permits access to all areas except the 7th floor and that a yellow card is a general State Data
Center identification card that does not permit access to either the 7th fioor or 8th floor
comptiter room.

SIGNED DATE ®

APPROVED BY: DATE
(Agency Manager or Iirm Official)

Upon approval, forward to State Data Center Security Officer. @

o e e e s b e em e e e e len s eeas amees e mmam o A et Mmoo mee e ek et e e rm ot a t—

SECURITY ACCESS PERMIT

Badge background color: ( JRED ( )BLUE (  )YELLOW
APPROVED BY (SDC Security Officer) DATEL
Badge Number Date Issued
®
PERMIT TERMINATION _ @
Date Badge Returned Received by
; @
.
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ITT, CERTIFICATION STATEMENTS

This section contains the certification forms (SP 1 - 10/75) required
to fulfill the certification requirement for Ohio's Security and Privacy
Plan. The forms were developed from the May 20, 1975 federal regulations
published in the Federal Register (40FR22115) and were completed in the
fall of 1975. The forms are based on the former regulations and do not
fully comply with the-present Ohio law concerning public records. They
were submitted by criminal justice agencies in Ohio which had received, in
whole or in part, federal funds from the Law Enforcement Assistance
Administration for criminal history record systems after July, 1973.

These same agencies will complete final certification forms (designed to
comply with the new regulations) and submit them prior to December, 1977.
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CERTIFICATION FOR STATE AGENCY RECORD .

SYSTEMS @

(SP 1 - 10/75)

. . ' @ -
N Reasons’ I

@ @ h OF Non-llz;;s:-:fj_ptg:ion listibﬁ

~Reference OLIRATIONA, TROCEIURES lm;»lfg:nu‘d Cost | Technical f\gﬁgx?;{:-, Implc;;l‘lzu"n
20.21 Completencss and Accuracy - B . . [ L] (CAI : i
. Central State Repository: ’
. Statutory/Lxecutive Authority ‘ . 1 yes — _
Facilities and Staff : 2 yes — .
{a) Complete Disposition Reporting in 90 days. from: : v i 0
Police ’ ' ’ 3 yes —
¢ ~ Prosccutor 4 MA — —_—
Trial Courts ‘ 5 yes — P
Apcllate Courts ", 6 Yes —_— . —
Probation 7 Yes — @
CO;rcctionai Institutions 3 Yes —_—
Parole ' 9 Yyes ' — e
Q) Query Before Disscmination: =~ € .
Notices/Agrcements--Crininal Justice ' 10 Yes — .Q . @
) Systematic Audit: -~ D i ‘
‘ Pelinguent Disposition Monitoring 11 no. o X _6/77
Accuracy Verification 12 yes - -
Noticc of Errors . E 4 13 yes o N
20.21 (b) Limits on_Disscmination - E ’ '
1) Contractual Ay.r‘cumcrrts/.‘loticcs and *
Sanctions in Effcct for: . .
(1} Crininal Justice Agencices : . 17 14 X_e_? —_—
(2) Non-Criminal Justic‘c Agcncic; Granted i

Access by Law or Executive Order

{3) " Service Agencics Under Centract ) L Yes ——
. (4) ‘ Rcs.carcl: Organizations v T'f7 Yes ¥ — - 3
Yalidating Agency Right of Access . 8 Yes —_— ] §
’ Restrictions On: ) @
{4) 4 Juvenile Record Dissemination i9 Yes R
20.21 () ¢3) Confirmation of Record Existence , 20 yes —
{c) (2) Sccondary Dissemination by !
" Fop-Crimlnal Justice Apcncies . % 21 yesiaf
<) (1) Disseminatlon ¥Without Disposition 22 Do X X X M
20.21 Audits and Quality Control - D
' T Audit Tratl: . :
{a) (%) Recreating Data Entry . 3 X@__S —_—
Pelmary Dlssemluation Logs * 2 Yes —
: YRS
" Seccondary Disscemination Logs 5 1O, o— X ' fﬁ-
{#) Annual Audit 26 NO_ X X X 6 ’—~
AGENCY Bureau of Criminal Identification & Investigation «
FYPE OF FILES Criminal History : ( LOCATION OF TFILES ;
Manual -1 :

\DDRESS (STREET) P.O. Box 365 Computerized - SDC :

> ypest 0 ondont. Madison 43140



CERTIF&CATION FOR STATE AGENCY RECORD
SYSTEMS

(Ssp 1a - 10/75)

®
. O | o I e o
@ @ . : Now — ) L3cK el ™ Implenentatio
Peference OPERATYONAL PROCLDURES ’ -—-lﬂnlSEsﬂifﬁL“"%§§£‘ ekl Auzﬁiillj; Faks
T 20,21 Security . .
{f) Exccutive/Statutory Designation of ) i i
(%) Pesponsible Criminal Justic: Agency . 27 yes — s
(1) Prevention of Unauthorized Access: -« € .
[-:] Hardware Dcsigﬁ' . 28 ..IE)_ — b9 : -——lw
. Softwarc Design o 29 11O O B, -—lw
(2) Dedicated Hardware: - H .
Terminals ‘ o : 30 yes —_ ‘
Communications Control - . 31 o - I X : ,_l_O_,Z_'Z,G
® Processor * 32 RO —_— X M
Storage Devices 33 _I_);Q__ — )4 ...—19_[.2.6
(3) Criminal Justice Agency Authority: =~ 1 . '
(3) Computer Operations Policy ) 4 __I}Q___ — X _lQ,Z_'Z,G
- (4 ) Access to Work Areas ’ L o3 E_Q___ — X ~10/76
(5} Selectien and Supervision of Peirsooncl e 2’_9_ — ;S e -..lQ:/76
(6) Assignm.cnt of Administration Rcsp;nsibili:y:
(6) Physical Security ’ *31 yes - [
9 Unauthorized Access * 38 yes —_— R —
@ (7)' Physical Protection Against: - J .
. Access to Equipment 38 yes — — — S
Theft, Sabotage . " 40 yes — R R, VR
Fire, Flood, Qther Natural Disasster * 41 Xe_s —— —e [ S
(8) Eaploycc Training Program 542 ,Y_?__S —— —_— —— B et
qp 20.21 (g) . Individual Right of Access - K _' )
) Rules for Access ! ) 43 yes E . . ..
Foint of Review and Mechanism 44 Ves 3 e e -
(1) Challgnge by Individual * 45 yes
2) Administrative Review ' ) 46 yg_s_:
€ (3) Adninistrative ‘Appeal ' - 41 Yes
Correction/Notification of Lrror 48 yes

AGﬁNCY Ohio Bureau of Criminal Identification & Investigation

TYPE OF FILES Criminal History .

ADDRESS (STREET) P.O, Box 365

CITY, COUNTY, ZIP London, Madison 43140 :

® TELEPHONE _ (614) 852-2556 ARGA CODE

LOCATION OF FILES

614

Manual at BCI; Comouterized at State Data Center

“olumbus .



CRIMINAL HISTORY RECORD INFORMATION

CERTIFICATION

®
PRINT CLEARLY OR TYPE ALL ENTRIES EXCEPT SIGNATURES..
Agency Ohio Bureau of Criminal Identificdtion & Investiqation S
Address (street) P.O. Box 365
City, County, Zip TLondon, Madison 43140 _
Telephone Number 852-2556 B Area Code 614 - &

"Location of Files Manual at BCI; Computerized at State Data Centexr, Cols.

Senior Executive Authority: | '
POSITION  NAME ' TELEPHONE L

Superintendent Jack E. McCormick (614) 852-2556 Ext. 51

I certify that to the maximum extent possible, action has
been taken "in good faith" to comply with the procedures set
forth in the DOJ Rules and Regulations of 20 May, 1975. I have }
read the Regulations and am aware of the penalties for non- @
compliance, 20.25. Please consider the submission of this ’
application for certification. :

Signed:- Date: . : _
(>/4,,£ E /LT 3-2¢7¢ e
FOR STATE USE ONLY: R ®
RPU #
APD #

_ (S1igned by AJD Field Statff)

(date)




Pro=mr e

Q NOTES :

(1) Ohio Revised Code provides for an Ohio Central State Repository

of Criminal History records at BCI.which meets all Department

of Justice Rules aund Regulations except 11, 22, 25, 26, 28

through 36. Executive order (expected 4/76) will authorize CJIS

Board to act according to H.B. 1030 until it becomes law (expected
® 4/77). Development and implementation of Ohio CJIS will provide

improved technical capabilities according to a phased implemen-—

tation plan. Passage of H.B. 1030 will provide all authority re-
quired to comply with the Department of Justice Rules and Regula~
tions. :

(14 & 15)

Contractual agreements not required since dissemination is man-
dated by law and notice is given concerning limits on dissemina-
tion. v

(37 - 41)

BCI conforms to the basic requirements for these items, however,
does not fully conform. Current capability has existed for 56
years with no problems.

(45) CJIS development will provide improved capability to handle in-
dividuals challenge to his criminal history record.









"CERTIFICATION FOR LOCAL AGENCY RECORD .

.

: - SYSTEMS : P

(SP 1 - 1¢/75)

® | @
O Cf) . @ Reasons For .

Kon-Implencntation - "!Zs:ina—f
Refrrende —OLARATIONAL TLCCETURES.. lmp]lc\:t?-:m.d Cost Technical ﬁ.f;:tlgg:z?x—tv Li\fc;iz;
20.21 Complcteness and Accuracy - B ; ] (€] ()~ {c T

B (2} . Cﬂ:plc-t.c Disposition Reporting in 90 dafs froa: y , -
i ice . . 1 ,_I\M:L_\ 1 —_— . ——
ﬁ% Prosccutor o X . ' 2 M —_— | ‘

Trial Courts 4‘ - - . 3-M ' — : SR

: ) Apcllate Courts 4 M . —_— _' ' e
. Probation . 5 '_\pﬁ — I
) Correcctional Institutions ' 6 Yes f : A ,,,_,,VQV,
, Parole 1 Yes — e b e .

{1) Query Before ﬁisso:\in:.tion: - C . 8 ._Y_.e_s.; do— P

(1) Systematic Audit: - D - ) . ’

Delinquent Pisposition Monitoring s No . -Y—ES

.o “10 ‘
Accuracy Yerification ® Yes — ——
20,21 (%) Lizits on Digseaination - E >

1y Contractual Agreements/Hotices and

Sznctions in Effcct fore -

“y Criminal Justice Agencies 1n _}:?E -
(23 hon-Criminal Justice ;\g_.cr.xc'ics Granted .
lccess by Law or Exccutive Order ) 12 Yes —_— .
(32 Service Agencies YUnder Contract 13 M _— ' .
) Rescorch Organizations 14 ,_Y___e__§ _:___ ) ’ : B
Validating Agency Right of Access : 15 _Ii‘& ) X_(?_S o
. Restrictions Op: ) ’ . -1 -0t » -
(4) D) Juvenile Record Dissemination , ’ 16 ..I}‘_/_}.\ — —_
20.21 (c) (3) Confirmation of Record Existence . 17 -XS? [ J— .
{c) (2) Secendary Disscemination by ) . A A @
Xon-Crininal Justice Apencies ' . 18 1\1-9— e XSS . -
L. Disscaination Without Disposition e A — ' : e
20,21 Audits amd Ouality Contral -~ D s -
) Augit traid: o . . . '
{a) ¢3¢ iccz}eutinn Data Entry ) 20 ._I\-'T-O- }’_6.5 . vio_
Prir.{mr)' Dissenination Logs . R 3 .,y_g. " Yes - Yes ST

, No - Yes| Yes
Secondury Disscnination logs 2z 7 ——

AGENCY _ Ohio Dept. of Rehabilitation and Correction

TYPE OF FILES Computerized committment, arrest sentence release parole files 0

ADDRESS  (STREET) 1050 Freeway Drive North

CITY, CcounTY, 21P Columbus Franklin 43229

TELEPHONE (614) 466-6190 AREA CODE 614 ‘
LOTATE :;' OF FILES ~State Data Center 30 E. Broad St. Columbus, Ohio




CERTIFICATION FOR LOC

SYSTEMS

AL AGENCY RECORD

(SP la.- 10/75)

TYPE OF FILES  Computerized committment, arrest, sentence, release, parole files

ADDRESS

CITY, COUNTY, zIp _Columbus

TELEPHONE

(STREET)

1050 Freeway Drive north

Franklin

Ohio 43229

466-6190

- e QoA DQ" 'J"_a""

AREA CODE

614

0 E. Broad Street Columbus, Ohio

1 M L@
® ® | ® | e e
@ Retercace QUERATIONAL TROCLTARES ' ]n:pli“::ntc‘d Cost Tc.chnicn! ;\Eﬁjﬁr&r?;‘v 11‘-‘{‘1!-‘?;;!:-:
20.21 Security [€)) [49) G
{£) Excculivclszntumr)‘ Besignation of - )
(2 Responsible Criminal Justice Agency 23 ..Y.gi — ‘:-_..;..
1) Prcvcnt-ion of Unauthorized Access: - G ’ » ’
@ Hardware Design - 24 .I.\?_O._. X_.e_'_s‘ — Yes, ) R
Software Design - . 2s No 4 Yes —
(2 Dedicated Nardware: - H ) - ' ’
’ Terminals ° 26 No Yes | "~ . —a
. . 27 No . Yes - "
@ - Communications Control o — : P—
Processor 28 —1\19-- Les ———
Storage Devices 29 ~N—-O-—- \_’_g__S R
(3 Crininal Justice Apcncy Authority: - I )
3 Computer Operations Policy 30 _N_(l_ Y_L@__S _‘_Y_'g_fi_ —
{4 Access to Work Areas 31 ,IE_O___ X_e__s . Yes A
{s) " Sclectich and Supervision of Personnel 32 N Yas Xas, i
{6) Assignment of Administration Responsibility: - 'J [ T
(6) Physical Sccupity i 33~ No__ Yes e Yes
(9 Unauthorized Access 34 No \_’__@_S g Yes ::
@ {7) Physicol Protection Against.; - 3 ’ ’ ) :
Access to Gquipment 35 XE—S- — —
Thefr, S:;'botug,c . ’ 36 ¥—?-S— e o —
Fire, Flood, Othcr Notural Disaster <~ 37 }rgf’.. — e S —
@ ‘ {8) Enployce Training Frogram 135 I.\.I_/f_\.. — e
20.21 {g) Individual Right of Access : - X )
' Rules for Access ) 39 ¥§§—
Point of Review and Mechanism 40 ¥_8.§..
(89 Challenge by Individual 41 Y_E‘S_
@ {2) Mministrative Review . X 42_{9__5_ 8
() Administrative ):\pxscnl ’ 43 YES_.
A Correction/Notification of Error 44 \f__e_i
& AGENCY Ohio Dept. of Rehabilitation and Correction

T



(@]
e
—~{
e
| o
-
pey
-

L HISTORY RECCRD INFORMATION

CERTITICATION

PRINT CLEARLY OR TYPE ALL ENTRIES EXCEPT SIGNATURES. .

Agency Ohio Department of Rehabilitation and Correction ‘ : @

Address '(street) 1050 Freeway Drive, North

City, County, Zip Columbus Franklin 43229

Telephone Number  466-6190 B Area Code - 614 @

Location of Files State Data Center 30 E. Broad Street Columbus, Ohio

Senior Executive Authority: ‘
POSITION ) NAME : TELEPHONE
Chief, Division of Classification John P. Canney - (614) 466-8952

and Research

I certify that to the maximum extent possible, action has
been taken "in good faith" to comply with the procedures set
forth in the DOJ Rules and Regulations of 20 May, 1975. I have
Tead the Regulations and am aware of the penalties for non- . - @
complieance, 20.25. Please consider the submission of this, ‘
application for certification. ‘

Signed: _ A o .Date: - "“ : T B
0 Avee,  Thewm
~ affi;7f’ | | , <

FOR SIAIE USE ONLY: T ' ®

RPU #
APD #

(Signcd by AJD Ticld Stafr)

(date)




- SYSTEMS

(SP 1 - 10/75)

C CERTIFICATION FOR LOCAL AGENCY

RECORD

. Draft

©® ®
@ 5} ) Keasans Fov -
Ron-Tuplenentation Latirate.
_Relerenee. _OPTRATIONAL_PRACINURES gt o | cmns | tectaient |amienais | Ie
20,21 Completencss and Accuracy - B AR A €9 IS DU €5 NG S O SUN R
‘ {2} ’ Complc'le hisposition Reporting in 90 days fron: ] .
@ Police wEs . ) - i U
~ Prosecutor . . ;YI_E_S__ e i
) Trial Courts . | 3 YES. — ———e — S
) Apcllate Courts 4 ﬁé- . — ————
Probation . 5 w__ - e
@ Correctional Institutions : ' ¢ YES — PO
Parole : ? YIS — — e o
1) Qucry Before Dissemination: - C 8 @.. 3 e— R
5 (1) Systenatle Auldit: - D - n
Delinquent Disposition Monitering . ? \'*—E—S-—- — e
® Accuracy Verification o Y——E—f—s-— — e
20.21 (1) Linits on Viysenination -k AR b :
{1 Contractual Agrecments/Notices nnd
Sanctione da Uifect for: ’
o Criminal Justice Apencics ‘31 \_,_Ij:i‘ — :
{2) Non-Criminal Justice Agencies Grun'tcd N YES
Access by Law or Lxecutive Order 12 ‘\29“ — e
(3) Service Apencies Uader Contract 13 N_EL__ — YES YLS H];_g)_—/l_(.).___
(4 Rescarch Organizations 14 NO __ YES : .1.2..73..,__
® Yalidating Apency Right of Acccss‘ is IIEQ___ — e
. Restrictions On: . . v
{4) (&) Juvenile Record Dissemination 16 ﬁi O— e
20,23 (<) (3) Confirmation of Record Ixistence X . 37 Y—’;“ o [
{cy () Sccondiry bisseminotion by . NO
@ Non-Crininal Justice Apencles D . 38 \7[7—%— . — - i isits
ey (D) Plssenination ¥ithoat Diapoesition _ RS - e
20.21 fudits and Duality Control - B
o Audit iraile ’
{») () Recveating Datx Dntay ' .2_0 XE;« — [

@ . Privary Plssenination Lops . e 2 ).,l_‘_.?‘. . --:.. s ——— e i s

Sccondary Bissemination Logs 22 oY —— e
T OAGERCY Northwest Ohto Rogiozml'F\—fo'ﬂnution Sysatem -
TYPE OF FILES Warrant, Arrest through Disposition .

00 ADBRESS  (sTREET) 310 M. Michigan St, _ ' /
c1ry, counry, zjp Foledo, Lucas — 45624 N
TRLEPHONE  244-1714 . AREA copp 419

@ LOCATION OF FILES 25875 Dixie Highway Pcmry::hurgf Ohio 43551 {



CERTIFICATION FOR LOCAL AGENCY RECORD e
. SYSTEMS

(SP 1la - 10/75) o

‘
®
@ @ ’ @ _Hon -_ZT;_?;_;;_Q{_C:; ‘}_ﬂk\_& . I'st g te
teference OPLK \TIONAL PROCTDUELS Drpiemented | cont | Technical | aniiaeiie | U pens
20.21 Security ) B I 1 S C NS N - X
(N uxccumc/slmum)- Designation of ' : -
{9) Responsible Lriminal) Justice Apency 23 Y.::‘-.—- — —
(1) Prevention of Unauthorized Access: - G ) ) .
. Hardware Besipn ) - 24 N_O____ YES - .
Software Design ° 25 \I:E_S_ T . — 7:@7
{(2) Dedicated Havdwares - Ul ) - ’
. Tcrs".:in:xls ' : 26 Y—I—E—S—- - — e
. . Communications Contvol . '. 27 NL Ygf;— - . e
: Processor 28 NO YES. - ) —
Stovage Devices 29 YE§-— —_— —
£3) Criminal Justice Xgency Authority: - 1 .
1 Computer Operations Policy : 301\‘9____- YES o
{4 kecess to Work Arcas a1 NO YES . . e
(s} Sclectiuh and Supcrvision of Personsicl 32 ﬁy_(_)__, Y_l;_s
(&) lssipnment of Administration Responsibility: - 3 - ’
(6) Physical Sccurity . 33. }__L§ — N ———
(9) Unauthovized Access 34 “_;S_ J— - :::‘_:
) Physicel Protecticn Against: = J ’ ’ .
fccess to Tguipnent 3% Y—}%i — """“@7
Theft, Sabotnge . : 36 ¥-L-‘-—S—' e ———
Fire, Flocd, Other Ratural Disaster 37 \‘Q:.S, — —
{6) EmpYoyce Training Program a6 YES —— e ———— ——
20,20 (x) Indiyvidual Right of Accesz - K |
Rules for Access ) 39 )l‘f—- ‘ )
Point ¢f Keview and Mechanisn o YIS
. o YES
1) Challenpe by Tndividual . YIg-
{2} Adninlotrative Leview ] 42 —_—
L &) ] Adadnlstvetive Appeal ’ ) ' 43 YES..
. Corrcction/Netification of Lyvor 44 ‘l'_l_i_S« @

AGERGY Northwest Ohio Regional Information System

TYPE OF FILES Wavvant, Arrvest throuph Disposition

ADDRESS  (STREET) 310 N. Michigan St

CCITY, COUNTY, 21P Toledo, Lucas 43624

P

TELLVTHONE _244-1714 ARVA CONLE 419

LOCATION OF FILLS 2587 Dbixie ”igh\\'(l)’ p()l’l‘)’&"blll‘g’ Ohio 43551




CERTIFICATION FOR LOCAL AGENCY RECORD SYSTEMS

Note: The "now implemented' column is answred according to planned
features to be implemented about March 1976.

Item 13 - The regional operation lacks the authority to pass laws
or make cxecutive orders. Legislation by the state is expected in
1976.

Item 14 -~ Service agnec{es do not comply due to technical consideration,
but compliance by 1977 is expected.

Ttem 24, 27, 28, 30, 31 and 32 - cannot be immediately implemented due
to costs. It is estimated that to comply with all of the above would

require a start up cost of $150,200 and an additional annual operating

cost of £300,000. Contractual agrecements and excellent security facilities

and procedures at the computer site gives good data protection.

.



CRIMINAL HISTORY RECORD INFORMATION

CERTIFICATION

PRINT CLEARLY OR TYPE ALL ENTRIES EXCEPT SIGNATURES. . @
Agency Northwest O<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>