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MEMORANDUM

To: Members of the Senate Government Operations Committee.
TFrom: Senator Abe Ribicoff, chairman, ‘ ;

This staff study by the Senate Government Qperations Committee
staff addresses several problems associated with computer programs
in. the executive branch. ) : ‘ , :

Of significant interest are problers having to do with personnel
security, the awarding of federal contracts for computer services to
commercial firms and strengthening the integrity of the Internal
Revenue Service computerized tax return system.

In addition, the staff sought to provide information on how federal
agencies secure computer systems that are involved in the disburse-
ment of public funds, économically valuable data and personal
privacy data.

The Government Operations Committee has been assured by the
Office of Management and Budget, which has fiscal and policy control
over computer operations in the executive branch, that this staff
study will be given careful review and a response to issues raised in
the staff study will be submitted to the Committes. _ ‘

It is also noleworthy that OMB Director Thomas Bertram Lance,
when he came before the Committee for his confirmation hearings
January 17, 1977, discussed the computer issue and the staff study.

I asked Mr. Lance this question:

The Office of Management and Budget has fiscal and

olicy control for computer operations in the executive
~Eranch. On May 10, 1976, the staff of the Senate Govern-
ment Operations Committee began a preliminary investiga~
tion regarding problems in federal computer opérations. A
Committee Print entitled “Problems Associated With Com-
puter Technology in Federal Programs and Private Industry’’
was issued June 21, 1976. The investigation went forward and
resulted in a staff study being written entitled “Computer
Security in Federal Programs.” The Government Printing
Office now has the staff study and it will be made public
as soon as it is printed and returned to us, which should
be in a few days. It is my understanding that my staff
has briefed your staff on the substance of the stu y_and
provided certain sections of it to you, including the findings
and conclusions and recommendations for corrective action.
On the basis of this information, what is your initial re-
sponse to the staff study and do you contemplate any
corrective actions as proposed by the staff?

-{HII)



Mr. Tance replied:

I have réceived the staff study mentioned. in this question
and presently have it under review. The central point made
by the study—that the security of federal computer oper-
ations, particularly in such areas as distribution of public
funds and highly privaté or economically valuable data
should be improved—is, in my judgement, useful and
valuable, S ,

I believe that the primary responsibility of establishing
such safeguards in federal computer operations rests with -
the relevant departments and agencies. OMB’s role can be
both to insure that the executive branch is aware of impor-
tant issues in this field and periodically to review procedures
to insure security of information. Studies like the one you
have forwarded to me are certainly helpful in alerting us to
the most significant problems. After the study has been
reviewed, appropriate actions will be taken to implement
pertinent recommendations for corrective action in accord-
ance with OMB’s role as outlined above.

I found Mr. Lance’s response to my question to be most satisfactory.
Moreover, the Committee has been assured that OMB will provi'cbl'e
a more detailed response to the staff study as one of its early priorities
for 1977. It will be my injention to insert OMB’s more detailed re-
sponse in the Oongf"essionul Record or to reprint it in the form of &

ommittee Print. The Committee may then wish to initiate further
actions in this area.
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I, INTRODUCTION

In April and May of 1976, the Financial and General Management
Studies Division of the U.8, General Accounting Office (GAO) issued

three reports on problems associated with compufer technology in

Federal programs. ,
The first report, dated April 23, 1976, was entitled “Improvements
Needed In Managing Automated Decisionmaking By Computers
Throughout The ¥ederal Government.” .~~~ |
“Computer-Related Crimes In Federal Programs” was the title
of the second GAO report. It was dated April 23, 1976. :
May 10, 1976, was the date of the third report, “Managers Need
To Provide Better Protection For Tederal Automatic Data Igrocessing
Facilities.” o L
Bach of the reports was delivered as they were made public to
Senator Abe Ribicoft of Connecticut, the chairman of the Senate
Government Operations Committee. The General Accounting Office,
as an investigative and auditing arm’ of the Congress, submits its
Reports to Congress to the Senate and House Committess on Govyern-
ment Operations, the President pro tempore of the Senate and the
Sptnker of the House. The GAO Reports to Congress are then made
available to other interested congressional comimittees, Senators,
and Representatives and the press and, upon reéquest, to other partiss.
On May 10, 1976, as chairman of the Senate Government Opera-
tions Committes, Senator Ribicoff announced in Senate remarks
that the committee staff would begin a preliminary investigation
concerning issues raised in the three. GAO reports on computer
problems. = . . : ‘
The preliminary staff investigation was to examine’ problemas
associnted with computer technology in Federal programs and private
industry. Senator Ribicoft directed that the inquiry focus specifically

on the two major issues raised in the GAOQ reports, computer.crime, -

and computer security. To conduct the prehminary staff inquiry,
Senator Ribicoff assigned Fred Asselin, a committee investigator,
and Philip R. Manuel, an investigator from the Senate Permanent
Subcommittee on Investigations detailed to the full committee.

On June 21, 1976, the “Senate Government Operations Committee
issued a 447-page committee print entitled, “Problems Associated
E’ghthpputer Technology In Tederal Programs and Private

USLy. ) ¥ i

The committee print contained the three GAO reports on com-

Euter problems, as well as articles selected at the committee’s request

y the Science Policy Research Division of the Congressional Re-
search Service of the Library of Congress. The articles were selected
by the Library of Congress to provide Senators with the views of
experts in the field of computer téchnology in connection with com~
puter abuses and computer security.

(1)
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Also included in the committee print were articles selected by the
committee staff reflective of a broad range of computer-related
problems.

Meanwhile, the preliminary staff investigation, begun May 10, 1976,
continued. The staff assembled sufficient information on computer
security and computer crime in Federal programs and private industry
to lead to a preliminary finding that serious problems did exist. In
light of that staff finding, Senator Ribicoff divected that this staff
study be issued.

The. jurisdiction of the Government Operations Committes to
conduet this investigation is spelled out in rule XXV of the Standing
Rules of the Senate.

Rule XXV asserts that the Senate Government Operations Com-
mittee has the responsibility to receive and examine reports of the
General Accounting Office and to recommend to the Senate corrective
actions which may be called for as a result of information obtained
by the GAO.

In addition, rule XXV directs the Government Operations Com-
mittee to study the o(femtion of Government activities at all levels
to assure economy and efficiency.

Moreover, according to rule , the mandate of the Government
Operations Committee also extends to matters relating to “budget and
accounting measures, other than appropriations,”

In each of these jurisdictional areas—GAO reports; economy and
efficiency in Government; budget and accounting ‘‘other than appro-

riations”’—there is a clear connection to computer applications in
federal programs. To o significant extent—the true measure of which
no one knows—the U.S, Government could not function, as presently
organized, without computers.

n turn, the Office of ﬁlItmu ement and Budget (OMB), the General
Services Administration (GSA% , and the National Bureau of Standards
of the Department of Commerce are the three agencies in the execu-~
tive branch with responsibility for establishing Government-wide
policies and procedures for computer operations. Two of these lead
agencies in computer matters—OMB and GSA—report directly to the
Senate Government Operations Committee in the legislative oversight

roCess. , :
P In addition, the full committee has, by virtue of Senate Resolution
863 (Mar, 1, 1976), authority to investigate syndicated or organized
crime and fraud and other irregularities in all branches of Government.

In examining the issue of computer security in Federat programs,
this staff study incorporates information obtained from several
d?gm'bments and agencies of the executive branch including the
Office of Management and Budget, the General Services Administra-
tion, the National Bureau of Standards of the Department of Com-
merce, the Departments of Defense, Agriculture, Justice and Health,
Education and Welfare, the Federal Bureau of Investigation, the
Bureau of Prisons, the Central Intellizence Agency and the Internal
Revenue Service. Also included in t%is stafl study is information

rovided by the General Accounting Office and a number of persons
Enow]edgea,ble’ about computer applications who do not work for the
Government. :



In summary, the staff study examines findings of the General
Accounting Office regarding problems and inefficiencies in computer
systems in Federal programs. o

Noxt, the staff study traces the development of computer tech-
nology and its growth in the executive branch.

Then, the staff study describes various responsibilities carried out
by the National Bureau of Standards and the Genéral Services
Administration regarding automated date processing (ADP) systems
in Federal progradis. Special focus is placed on security procedures
and policies. ’

To demonstrate what the committee staff feels are inconsistencies
and questionable practices in Federal ADP programs, the staff study
reports on information obtained in connection with a rehabilitation
and training project at the U.S, Penitentiary at Leavenworth, Kans.

At the prison, inmates are trained to be computer programers. With
their programing skills, the inmates then are enga%%d bg Federal
Pricon Industries, Inc., an ente%)rise owned by the U.S. Bureau of
Prisons, Under contract to the U.S. Department of Agriculture, the
inmates write programs for the Agriculture Department that have to
do with financial transactions that result in the disbursement of
millions of dollars in public funds through programs such as the
Commodity Credit Corporation and the Agricultural Stabilization and
Conservation Service. ‘ ‘

Conversely, it is the view of the U.S. Civil Service Commission, as
articulated in the staff study, that personnel working on ADP projects
having to do with the disbursement of public funds should be sub-

evel of personal integrity and suitability to hold sensitive positions.

The Leavenworth inmates are felons, many of whom have relatively

“high rates of recidivism or have committed white collar crimes such

as bank embezzlement and intérstate transport of stolen or bogus
securities or have murdered or kidnapped people.

The Leavenworth computer is also connected to the Computer
Sciences Corporation’s Infonet system, the time-sharing service which
does about $25 million a year in business with Federal agencies
including the Internal Revenue Service. ,

The staff study also describes how various persons, including a
prisoner . at Leavenworth, have apparently figured out how IRS
computers evaluate individual income tax returns and have used this
information to generate illegal returns for themselves and their
accomplices. ‘

The prisoner at Leavenworth, who was not enrolled iri the computer
rehabilitation program, filed fake returns with IRS that led the IRS
computer to send him totally undeserved refunds of nearly $20,000.
The prisoner, once apprehended, claimed that he was framed l’ay‘ a
fellow prisoner who was enrolled in the Leavenworth computer
rehabilitation program.

In connection with the Leavenworth aspect of the committee’s
preliminary staff investigation, the staff study contains an evaluation
of and information about the priscner rehabilitation project from the
U.S. Bureau of Prisons and an evaluation of the Leavenworth project
by a computer scientist whose specialty is computer sec‘u‘i'ifg., ‘

The computer scientist is Robert P. Abboti of Berkeley, Calif., who

was tetained as o consultant by the Senate Government Operations .

Committee for this preliminary staff investigation.

1ected to full field background checks to demonstrate a reasonable *
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Abbott's previous assignments include having headed a team of

computer experts under contract to the Department of Defense to

pinpoint vulnerabilities in ADP systems lousing national security
mformation. . . . : Y . S .

" The staff study also contains information provided by the Agricul:
ture Department on programs operated at the Deparfment’s IKansas
City Computer Center, the Federal installation whose computers are
on-line with the computer at the Leavenworth prison, ., .

~ Spage considerations; compelled the staff to limit the number of
individual agencies which were' asked to comment on ADP security
policy and procedures. v L ; '

“The Federal agencies which were selected were those which were
deemed to have had extensive experience with computers or whose
computer nolicies and practices were felt to be reflective of a wide
range of ADP security problems and safeguards.
~ Accordingly, presentations on ADP security policy and problems
were requested and are 1'e]la§esented in the staff study from the Central
Intelligence Agency, the Department of Defense, the Department of
Justice, the Federal Bureau of Investigation, the U.S. Civil Service
Commission and the Department of Health, Education and Welfare
and other departments and agencies. - - . Co

~ In turn, the staff study contains an éxplanation of the potential for
white collar criminals and organized crime in general to exploit com-
puters for illicit profit. S ' R

In that connection, another section of the staff study is devoted +» a
legal analysis of current laws syhich may apply in litigation involving
alleged computer abuses. . AT )
Also included in the staff study ave a description by Jervis S.

Finney, the U.S. Attorney for the District of Maryland, of the ap-
proach he took in the successful prosecution of & major crime by com-
puter; and a report from the IRS on what measures revenue officials
are initiating to foil computer-related tax refund schemes, o
- The Office of Management and Budget (OMB) has the responsi-
bility to set policy regarding ADP operations in Federal programs
throughout the executive branch. : T 5
OMB Director James T. Lynn wrote the 'Senate Government
Operations Committee on December 29, 1976 to advise the com-
mittee of steps OMB is taking in connestion with improving computer
operations in the executive branch. N )

“Director Liynn’s letter is veprinted in the staff study. . ,

~ The staff study ends with a seriés of staff findings and conclusions
and recornmendations for corrective actions. B
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II. COMPUTER USE IN FEDERAL PROGRAMS

Working with the staff of the Sendte Government . Operations
Committee, the General Accounting Office provided ‘information
relating to the growth and use of computer technology in TFederal
programs. This mnformation was provided the committee Septem-
ber 28, 1976, in a document prepared by Donald L. Scantlebury,
Dirvector of GAO’s Financial and General Management Studies
Division. . C

Waar A CompuTER Is

While most Americans arve affected to one degree or another by
computers, many people do not know what a computer actually is
and what it does, Donald Scantlebury, of GAQ, said that a computer,
in its simplest terms, may be viewed as a fast calculator. The computer
has the added dimension of memory, logic and an enormous storage
capability. A computer’s funections, he said, have been succinctTy
defined as input-process-output. ;

Scantlebury said the input-is the process of amassing the raw data

and preparing it for acceptance by the machine. This procedure is

gerformed by humans. The data itself comes from many sources.
cantlebury said the preparation of the data for acceptance by the
machine consists of converting the human intelligible data into
machine-readable coded data. , : ~
The process is the manipulation of the data according to a set of
preestablished instructions already imbedded in the computer, Scantle-

bury said, adding that alterations to these instructions will change

the results.
The output, Scantlebury said, is the resulting product from the
processing of the raw data. ‘ '
Thus, the equation of input-process-output demonstrates, at its
most fundamental level, how a computer is, first, given data by a

human; how the computer then arranges this data according to a set -

of instructions called its program; and, finally, how the computer
reports in readable language the results of its evaluation of the data
already fed into it. It should be noted that in the input-process-output’
equation humans can participate in and monitor the operations of the
computer at each step. : . ‘
Seantlebury said that in the early use of computers, data was

- processed and a report was generated. Changing the computer’s
Instructions, or program, was difficult, he said. But, Scantlebury said,

technology has made significant strides forward in improving the
process.part of the operation. '

(6)
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Tun PoranTiAL POR CRIMINAL ABUSE

Scantlebury peointed out, for example, that one breakthrough was
the development of English-like language to write instructions for the
computer. This development simphﬁe&a the process of writing com-
puter programs. and instruction and allowed for greater flexibility and
ease in the use of computers. This coupled with lower costs has stimu-
lated utilization and proliferation of computer technology. He pointed
out, however, that the growth of computer techm?logy——and its
availability to more and more people—is accompanied by the risk that
criminals will seek to exploit this new field. “Advances in communica-~
tions and teleprocessing are putting the computer at the fingertips of
all kinds of potential users—Ilegitimate and otherwise,” Scantlebury
said, “Today all one needs is access to a terminal and a telephone
line.” There is risk that criminals will probably find ways to use this
new technology for illicit purposes.

A specific area of potential exploitation by criminals, Scantlebury
said, can be seen in the widespread use of computers to store huge
amounts of financially viable data. These data banks are so designed
as to be readily accessible to legitimate parties, Scantlebury said,
acknowledging the possibility, however, that persons without a legiti-
mate interest may also gain unauthorized access to this data.

CompurERS INCREASED AS GoveERrNMENT GREW

The TFederal Government is the largest user of computers in the
world, GAO estimated that the Federal Government’s annual cost
in computer systems is more than $10 billion. Moreover, independent
inquiry by the committee staff, corroborated by GAO, found that the
Federal Government today, as presently organized, could not function
without computers. As Donald Scantlebury asserted, “Computer
systems have become an integral part of the Government process by
performing many of the operations and applications that, in the past,
were not done at all or were done manually. Some agencies would find
it impractical, if not impossible, to accomplish their missions without
computers.”’ , ‘ N
" In turn, the rapid growth of computer technology in Federal
programs has coincidecgi with the growth of Government itself.
According to the GAO, in 1950, the Federal Government had two
computers, 2 million civilian employees, and a $40 billion budget.

JFrom 1950, the Nation has witnessed large increases in social
programs, Government services—and computer systems. ‘

‘GAOQ’s Donald Scantlebury said the cost of this increased service
and workload is demonstrated in the 1977 Federal budget of about
$400 billion. In less than 30 years, his said, the Federal budget has
increased tenfold. But, Scantlebury toted, there has been no cor-
tesponding incresase in ‘Government personnel, The full-time civilian
work force in Government for 1977 is less than 2.5 million—a 25-
percent increase over 1950, Scantlebury said, adding that this civilian
work force today relies on nearly 10,000 computers to help them run
the Government. This represents a 5,000-fold increase over 1950.

“This is & very simple comparison I'm making,” Scantlebury said,
“obviously I'm not saying that computers alone have kept the work
force rtx;lgre constant than the budget, but they have had a significant
impact.

5 g
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Curononoay or Compursr Use IN FEpEraL PROGRAMS

According to information provided the committee by the General
Accounting Office, the first computers installed in the Federal Govern-
ment were used primarily to support Department of Defense research
projects in the period from 1950 to 1955. In 1951, the Bureau of tha

Census of the Department of Commerce installed a computer to-
compile- census data. This was considered the first business-type

computer application. : B :

From 1955 to 1960, the number of computers in use in the Federal
Government increased from. 45 to 531. Computers continued to be
used in scientific projects but their application was expanded markedly
as this rapidly growing technology began to be applied in Govern-
ment programs to pay old-age and survivors benefits by the Social
Security Administration; to account for pension payments by the
Veterans’ Administration; to gather weather forecasting data by the
Commerce D%)a.rtment;- to provide personnel management informa-
tion at the Defense Department and the National Institutes of
Health; to manage military material and supply inventories; and to
accumulate labor statistics for the Department of Labor.

In the period from 1960 to 1965, computer use continued its rapid
growth, numbering about 2,500. This increase resulted from greater
applications of this technology in research and material management.

The Veterans” Administratiod began using computers to process
insurance program date while the General Services Administration’s
computers prepared bills of lading and Federal Telecommunications
System billings. ; ‘

At the Internal Revenue Service, computers began processing tax
returns and the U.S. Patent Office turned to computers to automate
patent searches, ‘

The Defense Department found many roles for computers, utilizing
them in missile and air defense systems, in processing intelligence,
in evaluating petroleum bids and in procurement procedures. Simi-
larly, the National Aeronautics and Space Administration came to
rely heavily on computers in controlling missions.: ‘

The number of computers in use by the Federal Government went
up from 2,412 in 1965 to 5,277 in 1970. This increase, according to
GAO, was attributable to the expanded use of computers in financial
and administrative operations as well as stepped-up use in research
and development.” o

In this 5-year period, the Defense Department was applying
computer technology to maintain flight records and passenger reserva-
tions, to analyze satellite weather data, to standardize and integrate
personnel and financial systems and to assish in assigning and training
personnel. The new technology was applied in this Nation’s military
effort in Southeast Asia. For the first time, the coraputer had gone
to war. : ‘ V ‘ ;

Computers at the Department of Housing and Urban Develop-
ment managed housing -grants. At the Treasury Department, they
issued savings budds. The post office processed money orders with
‘computers and the Department of Agriculture used them to predict
crop levels. .. . . S
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The Department of Justice and its ederal Bureau of Investigation
stored and retrieved criminal data with computer systems. And the
General Services Administration and the Department of Transporta-
tion managed inventories with them, , :

By 1976, computers were being used in virtually all Federal agencies.
Computers were reporting on title I home improvement loans at the
Department of Housing and Urban Development. They were auto-
mating air traffic control functions for the Federal Aviation Adminis-
tration at major airports. The Department of Justice was using
computers in the awarding of grants. The Agriculture Department
was relying on computers in the Agricultural Stabilization and Con-
servation Service and the Commodity Credit Corporation. The
Congress was keeping track of proposed legislation with computers.
The U.S. Supreme Court called upon computers to assist in the
processing of judicial records. In short, the computer had become an
essential and growing tool throughout the U.S. Government.

Demonstrative of the Government’s dependence on computers are
these observations by GAO’s Donald Scantlebury:

You : 5 : see that year after year more programs and
functions were computerized. From a modest start of two
computers in 1950, we have now grown to an inventory of
9,500 in June 1976, To highlight their importance, the
National Aeronautics and Space Administration could not
carry out its space programs and the Federal Aviation Ad-
ministration could not control aircraft effectively without
computer assistance. Many computer systems are used by
the Social Security Administration to create checks for social
socurity payments of over $84 billion annually. The Internal
Revenue Service also uses computer systems to process about
125 million income tax returns each year. The agencies men-
tioned here, NASA, T'AA, Social Security, and IﬁS——m‘e only
examples of agencies that are very dependent on computers to
carry out their programs. There are many others that could
continue to function but only at reduced levels of efficiency
and effectiveness if computers were not used.

CoNGRBSSIONAL INTEREST IN COMPUTERS

Congressional interest in computers in Federal programs remains a
critical part of the legislative goal of better resource management.
Since computer systems are costly and since they have become in-
separable from Federal programs, there has been continuing congres-
sional monitoring of this relatively new technology.

The General Accounting Office, for example, has, sinde the 1950’s,
issued several reports detailing the need for improved management of
automatic date processing activities. These reports dealt with the
acquisition, procurement, management, and use of these computer
systems. ,

In the eatly 1950's, the House Appropriations Committee asked
GAO to study and re]}alort back on the development and use of punch
card equipment. In the late 1950’s and early 1960, the House Post
Office and Civil Service Committee examined the effects of computer
systems on Federal employment.
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In turn, the House Government Operations Committes during the
past 15 years held many hearings on the acquisition ‘and use of com-
puter systems by Government. The enactment in 1965 of Public Law
89-306—commonly referred to as the Brooks bill after House Governs
ment Operations Committes Chairman Jack 'Brooks of Texas—
resulted from these hearings. S . o

The Joint Economic Committes was concerned about economy in
the ‘procurement of data processing’ équipment in the early 1970's,
Scantlebury said, adding t‘imt many other Senate and House Appro=
priation Committees have held hearings dealing with the most eéfficient
and effective way to acquire and utilize computer systems. Récently,
the right to privacy has beer the subject of many congressional
hearings and legislation, one of the most significant results of which
was the Privacy Act of 1974, Public Law 93-579. The principal
sponsor of the Privacy Act was former Senator Sam Ervin of North
Carolina, who was chairman of the Senate Government Operations
Committee. R R :

Tre “Brooxs Birr” axp mae Privacy Aot

The preliminary staff investigation by the Government Operations
Committee, initiated May 10, 1976, by Senator Ribicoff, examined .
computer technology in Federal programs and private industry but
its primary focus was on computer-related crime and computer secu~ -
1ity. While there has not been any computer related crime and security:
legislation passed by the Congress in the past 25 years, two laws have
been enacted which have an impact in this area. They are thie “Brooks -
brisﬂ,’:? g?ublic Law 89-306, and the Privacy Act of 1974, Public Law
93-579. ) ke S

The Brooks bhill, endcted October 30, 1965, provided for- ‘‘the
aconomic and effective purchase, lease, maintenance, -operation, and
utilization of automatic data processing equipment by Iederal de-
partments and agencies.” - TR RS ’

The Brooks bill provides that the Office of Mangdgement and Budget
(OMB) exercise fiscal control and policy guidance. The General
Services Administration (GSA) is to be responsible for computer
equipment procurement and maintenance functions. And the National
Bureaw of Standards (NBS) in the Commerce Department is to give
technological advisory services and establish automatic data processing
(ADP) standards. - o -

In the 93d Congress, the Privacy Act of 1974 was passed to ‘‘safe-
guard individual privacy from the misuse of Federal records.” The .
law permits individuals access to records maintained by Federal
agencies concerning themselves. :

_ Under the Privacy Act, the Office of Management and Budget was
"designated to “develop guidelines and regulations for the use of the
agencies” and to provide continuing assistance in the implementation
of the law. According to a report provided the Senate Government
Operations Committee by the Science Policy Research Division of the
Congressional  Research Service of the Library of Congress, as an
initial step in implementing the Privacy Act, OMB drafted guidelines
to provide agencies with an overall framework within which to identify
specific administrative procedures in keeping with the law. In addi-
tion, GSA and NBS were directed by OMB to provide the executive

Sy
S
B \\\\




10

branch specific guidelines, the Library of Congress report said. Louise
LGiovsme%ecker, analyst in information sciences, prepared the Library
of Congress report for the committee. Entitled “Computer and
Information Security in the Federal Government: An Overview,” the
document is dated June 11, 1976, and is reprinted in the Government
Operations committee print of Juné 21, 1976, ‘
-Specific provisions of the Privacy Act which relate to computer
security include (1) limiting disclosure of personal information to
authorized persons and agencies; (2) requiring accuracy, relevance,
timeliness, and completeness of records; and (3) stipulating the use of
safeguards to ingure the confidentiality and security of records.

’l‘%e General Services Administration, in its response to the Privacy
Act, was to develop records management procedures to help agencies
implement the act. As called for in the Act, computer security require-
ments were to be evaluated prior to the procurement of new computer
equipment, or systems, . :

The critical responsibility for establishing norms for computer
security fell to the National Bureau of Standards. These norms were
set forth in June of 1974 in an NBS document entitled *Guidelines
for Automatic Data Processing and Risk Management,” This docu-
ment is also identified as “Federal Information Processing Standards
Publication 31" or, by its acronym, “FIPS 31.”

At this writing, FIPS 31 is the most comprehensive document the
Tfederal Government has issued on the subject of Government-wide
efforts to curtail computer-related crimes and abuses:and to protect
computer installations against physical damage and unauthorized
penetration and access to daba. o :

- However, independent inquiry by the Government Operations
Committee staff found that procedures to prevent crime and insure
security as called for in FIIQS 31 are not binding on any Federal
agency. At best, the procedures contained in FIPS 31 are guide-
lines—recommendations for action—but there is nothing mandatory
about them. Nor is any agency required to assign a given office or
official within that agency the responsibility for seeing to it that the
FIPS 81 procedures are followed. The National Bureau of Standards,
in fact, when it promulgated FIPS 31, made clear that the document
constituted a series of recommendations, and littls else. NBS asserted
in the FIPS 31 summary, ‘“The essential recommendations {rom this
Publication are summarized here to show the scope of these guide-
ines and to provide a quick overview of action items in establishing,
implementing and maintaining a physical security program in an
ADP facility.” Independent inquiry by the committee staff found
that the National Bureau of Standards was neither authorized nor
inclined to enforce FIPS 31. In short, no mechanism existed in the
executive branch to require compliance. ‘ ~

Accordingly, independent investigation by the committee staff,
revealed that FIPS 31 procedures were not resulting in adequate
safeguards against compuiér crime; nor did FIPS 31 recommendations
insure that reasonable safeguards against physical damage and un-
authorized access to data were being irnplemented. In certain instances,
in fact, the committee staff found that ]?IPS 31 recommendations were
not being applied. In addition, the committee staff noted, since the
FIPS 31 procedures were recommendsations only and were not backed

S
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up by any Government-wide compliance mechanism, individual
agencies were being left to their own devices on the issue of computer
security. Security measures were varied and diverse and without
consistency, ranging from very severe precautions such as those
employed at the Central Intelligence Agency to questionable pro-
cedures followed by the U.S: Department of Agriculture which con~
tracted for the services of imprisoned felons to program computer
eneral ledger and other financial data for USDA’s Commodity

redit Corporation and Agricultural Stabilization and Conservation
Service. Similarly; the Department of Health, Education and Wel-
fare’s Office of Inwestigation had no personnel with training i com-
puter fraud detestion and investigation. . :

. However, HEW, which has the largest, budget of any Iederal
agency—and which relies on computers in'the expenditure of some
$84 billion in health, education, and welfare payments—assured, the

- committes that it jx taking steps to strengthen its investigative ¢apa-

bility in the computer field. The issue of tminin% Federal agents to
investigate instances of computer fraud, not only at HEW but in
other agencies as well, is examined in other sections of this staff study.

80-246—76
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III. THE GAO’s FINDINGS
Way Comruter SysTeMs Nuep ProTrorIoN

In his Saptember 28, 1976, report to the Senate Government Oper-
ations Committee, Donald L. Scantlebury, Director of the Financial
and Management Studies Division of the General Accounting: Office,
discussed ' the need for providing adequate security for computers
used in Federal programs.

Scantlebury pointed out that of more importance than the c¢icern
over the cost of a computer facility is the value of the information
contained within the computers themselves. e said that computer
technology lends itself to centralization; that is, individual computers
are capable of storing large amounts of data in one place. The more
sophisticated the computer, the more data it can store, manipulate
and report upon. For that reason, Scantlebury said, Federal agencies
have tended to centralize their computer operations in a relative few
major computer centers. Scantlebury said this centralization increases
the potential for major thefts, frauds, abuses and damage due to fire,
flood, earthquake, vandalism, or terrorism.

Among the losses which o major Federal computer center can sus-
tain, Scantlebury said, are (1) large amounts of Government funds
being paid out for fraudulent claims; (2) valuable information being
stolen for monetary gain; (3) information or records being destroyed,
altered or misused; and (4) harm being done to individuals by im-
proper use of personal information collected and maintained.

Scantlebury said each Federal computer is unique. In turn, he said,
threats to its security are varied, relating directly to its purpose, use,
location, work force, physical facilities and other variables. In addition,
Scantlebury said, the relative risks of a facility can change over time
because of changes in Government policies, laws, conditions or changes
in the environment or physical situations. “Such changes,” he said,
“might be due . . . to war, changes in the attitude of the American
people or cconomic conditivi of the country. In any event, changes
In (Government policy or eveu the environment of the land can change
the posture of a Government computer installation or decrease the
the threat against it.”

Risx MaANAGEMENT

It was the finding of the committee staff that most computer
experts are of the opinion that no installation or computer system
can ever be made completely safe against crime, physical damage or
unauthorized access to data. Scantlebury himself noted that, ‘“Pro-
viding total protection against all possible threats could require
unlimited funds or resources.”

He noted, however, that computer systems and installations can be
made reasonably secure, at reasonable cost, if appropriate management
techniques are used. The approach Scantlebury proposed-—and one

(12)
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put forward by many other compuber experts—involves the concept
of “risk management.” - L . ‘ ‘

According to the concept of “risk management,” Seantlebury said
o reasonable level of computer security can be achieved when edera
officials assess their computer security requirerents by (1) analyzing
thoe risks involved; (2) summarizing risk ﬁndinfs {or managenient use;
(8) involving high level management in the decisionmaking process;
(4) implementing the most cost effective security practices to control
unacceptable risks; (5) periodically reevaluating the potential impact
of threats to assess values and mission accomplishments; and (6)
deciding on new or existing practices to handle the risks.

After evaluating Federal computer operations, Scantlebury said,
the GAO had concluded that security was not sufficient in many
programs. Federal agencies were not using the “risk mdnagement’
concept or other security concepts effectively, :

Drawing upon information obtainad-{fof the three GAO reports
on compuber security issued in the spring of 1976, Scantlebury said:

. . . Government computer systerms and their applications
were not, being properly protected because many installations
lacked important security and control measures and/or
recovery procedures for continuity of operation.

The three GAQ reports cited by Secantlebury were reprinted in
the Senate Government Operations Committee Print of June 21,
1976. In Senate remarks May 10, 1976, Senator Ribicoff, chairman
of the committee, summarized the findings of the reports. Senator
Ribicoff’s summary was reprinted in the committee print, In his
September 28, 1976 report to the committee,  Scantlebury also com-
mented on the veports and their findings..

,A.UTOI\'IA'I‘ED DecrstoNMAKING BY CoMPUTERS

The first of the three GAO reports, dated April 23, 1976, is entitled,
“Improvements Needed in Managing Automated Decisionmaking
by Computers Throughout the Federal Government.”

“Automated decisionmaking by computers” occurs when computers

“are programed to make payments, purchase materials and otherwise

spencll money and take actions without the assistance or review by
people. S ) ) i

Of automated decisionmaking by computers—and of its potential
for initiating waste of Government ~resources—GAO's Donald
Scantlebury had this to say:

The power of the computer is particularly well suited to
applications in which repetitive transactions based on
preestablished criterin are needed. Literally millions of
Federal actions take place daily based on such computer-
generated operations without anyone checking them for
correctness.

For example, if issuance of material from inventory causes
the balance of stock on hand to drop below the reordering
point, a purchase order can be generated automatically by
the computer. Again, based on information supplied to the
computer, it can decide whether usable material turned in
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to supply by an organization should be scrapped or returned
to inventory. Many such actions are taken without any
manual [human] review of the computer's calculations,
and great volumes of workload can be processed in this
manner, coniributing to pgreater governmental effective-
ness and efficiency. .

However, if the computer program processing the work
has errors init; or if there is incomplete or incorrect infor-
mation input to the computer; or if date already in the
computer is not accurate, complete and current, the
transactions will still be turned out in great volume, but
they]l énay be wrong, and they probably will not be
caught. ,

Wrong transactions can cost money and our [April 23,
1976] report points out that hundreds of millions of
dollars heve been unnecessarily spent as o result of such
operations. ‘

Therefore, the most important point in our report is
that poorly controlled systems have -the potential for
issuing unreviewed payments and other actions involving
billions of dollars in Government assets.

In their April 23, 1976, study of sutomated decisionmaking by
computers, GAO auditors concluded that these kinds of computer
operations initinte more than 1.7 billion payments and other actions
by Government a year without any person evaluating whether they
are correct or not.

Government automated decisionmaking computers issue each year
o minimum of unreviewed authorizations for payment or checks
totaling $26 billion, excluding payroll checks, the (%AO report said.

Unreviewed bills totaling at least $10 billion are issued annually by
automated decisionmaking computers, the GAO auditors said. These
same computers issue annually unreviewed requisitions, shipping
orders, repair schedules and property disposal orders for ms terial
valued at $8 billion.

GAO obtained information on 128 automated decisionmaking
computer programs at the Army, Navy, Air Force, Defense Supply
Agency, General Services Administration and the Departments of
Agriculture, Commerce, Housing and Urban Development, Interior,
Treasury, and Health, Education, and Welfare.

The GAO auditors cited examples in which automated decision-
making computers had resulted in millions of dollars of waste and, in

one instance, the unauthorized handling of radioactive components for .

military equipment.
In 1969, the GAO report said, the Navy’s own auditors found that a
computer program serving the Navy Aviation Supply Office in
hiladelphia was inadequately designed regarding the ability to cor-
rectly reflect demand for the purchase and repair of naval aircraft and
spare parts. The Aviation Supply Office in Phﬂadelfhia was the central
manager for all the purchases and repair of naval aireraft and spare
parts. o
The inadequacy in the automated decisionmaking computer program
at the Aviation Supply Office was not corrdeted. The problem was
noted for the second time on May 21, 1974, in a GAO report entitled,
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‘“Better Methods Needed for Canceling Orders for Material No Longer
Required.” v ,

Again, however, the inadequacy was not corréeted and the decision-
making computer continued to inaccurately réflect demand for new
equipment and for repairs on naval aircraft. Finally, 5 years after
the problem was first detected, the needed correction was made. “At
least $3 million in annual unnecessary costs iwere initiated by auto-
mated decisionmaking applications using this overstated demand
data,” GAO auditors said.

Design of the automated decisionmaking computers at the Aviation
Supply Office was developed at the Fleet Material Support Command,
Mechanicsburg, Pa., which also reported to the Naval Supply Sys-
tems Command in Washington.

GAO asked Navy officials wlgr it had taken so long to correct the
computer inadequacy. The GAO report said:

The reasons cited by Navy officials for the 5-year delay in
initinting the modifications included:

Disagreements within the Navy on whether all canceled
requisitions should result in reducing work demand.

Tigh priority workload at the design activity mandated
by higher headquarters levels in both the N avy and Depart-
ment of Defense; and ;

Lack of pressure placed on the Navy command and design
activity by the inventory control points since reduced demands
could result in budget reductions. [Emphasis supplied.] :

The Veterans’ Administration (VA) used automated decision-
making computers to make monthly payments to more than 185,000
veterans in_apprenticeship and other on-the-job training programs,
GAO said in its report. "The VA computers were supposed to be
programed to make payments at a rate that decreases every 6 months,
under the assumption that an individual veteran’s pay from his
employer will increase as he learns his trade. ‘

ually, the VA computers processed about 1.4 million unre-
viewed checks for more than $225 million in apprenticeship and other
on-the-job training benefits. However, the Em submitted to the
computers was incomplete and, GAO auditors said, checks went out
at the highest levels to the veterans and no progressively declining
payment system was implemented. The result,” GAO said; was
potential overpayments of $700,000. ‘ :

Code 8 is the designation the Army gives its e ui]i)]ment and spare
parts which have radioactive components and which, therefore, are
required to be handled by authorized personnel in a stipulated manner.

AQ said it obtained from the Army Audit Agency data concerning
the Army Electronics Comimand, Fort Monmouth, N.J., which
processed each year abt least 250,000 requisitions for material valued
at & minimum of $250 million. About 35 percent of the requisitions
were-reviewed by peoplé, GAO said, and the remaining 65 percent
~ were processed by automated decisionmaking computers - without
review by people. : T S

The Army Audit Agency examined 86 radioactive commodities
handled by this command’s automated decisionmaking computers
and found that 18.of the commodities were processed not.with the
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radioactive designation of code 8—but instead carvied a code 0
rating. Code 0 means that no spécial controls or handling are required,
GAQO said. o '

.GAO auditors said another 11 radionetive commodities were cate-
gorized as code 1, the code that indicates that the item is scarce,
costly or highly technical—butb not. that it is radioactive.

The Army Audit Agency also studied the application of automated
decisionmaking computer technology at five Army inventory control

oints, The Army auditors found the computers were often in ervor
in deciding where material should be shipped. The result, the Army
auditors showed, was an annual loss of $900,000 in unnecessary coms=
puter costs. In addition, a total of $1.3 million was incurred by the
Army in the early 1970's due to unnecessary inventory increases
caused by errors in these same computers. _ :

The GAO report said that a major cause of inaccurate computer
tabulations in the Government is the massive amounts of informa-
tion fed into the machines which lead input preparers—that is,
computer personnel—to make mistakes.

GAO noted, for example, that the Navy Aviation Supply Office in
Philadelphia received about 10 million transaction reports each
year, all of which are then fed into computers. Transaction reports
are mainly prepared by Navy facilities that receive, store, and issue
aeronautical equipment.

O auditors also estimated that during a 12-month period the
VA hospital in Philadelphia prepared more than 4 million documents
for insertion into computers. v

To insure more accurate computer calculations, GAO proposed

that the Government require selective or eyclical monitoring of &c-
tions directed by automated decisionmaking computers. The GAO
also recommended that outside auditors or independent design
teams from elsewhere in a given agency be called in to study the
design of a computer program before it is allowed to begin making
automated decisions, :
. Summing up the GAO report, Donald Scantlebury said shortcomings
in Federal automated decisionmaking by computers could be at-
tributed to two basic types of errors—-—gam errors and program errors.
He recommended corrective actions that included (1) management
assurance that computer systems have been properly designed and
tosted before—not after—they were placed in operation; and (2)
peviodic testing of output for accuracy alter the systems have been
made operational. : ‘ .

The GAO report on automated decisionmaking by computers in
Federal programs was issued April 23, 1976, On May 29, 1976, James
T. Lynn, Director of the Office of Management and Budget, sent a
memorandum to the heads of the Government’s departments and
agencies.

In his memorandum, Liynn said that the GAO report should be
read by top management. Liynn then requested that each agency:

(1) Reviow ocach of your computer operations to determine
whether any of them involve automated decisionmaking applica-
tions as defined in the GAO report.

(2) Review all administrative procedures, criteria, computer
programs, et cetera, pertaining to such automated decisionmaking
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applications ta-assess the possibility and probability of improper
‘actions, the extent to which improper actions have or may be
occurring and the monetary value ot theso improper actions.

(8) Identify and implement any improvements necessary to
minimize the future océurrence of improper actions and correct
improper past or pending actions where possible and appropriate.
© (4) Review and analyze your existing policies, responsibilities,
and procedures relative to the design, development, test, evalua~
tion, and approval of automated processes to assure maximum
efficient, effective, and economical utilization of such resourced
and develop any new policies, procedures, guidelines, or method-
ologies as necessary. ‘

(6) Provide the results of your review and a description of
corrective steps taken, underway, or planned as part of the
?nﬁmb%e to the fisenl year 1978 ADP budget, to be submitted in
all 1976, ~

“With your assistance and continuing attention to this issue’’, Lynn
concluded, *. . . we can work toward effective use of technology to
maximize efficiency and effectiveness of Government operations.”

Conmpurer-Rerarep CrIMES

Its second report on problems associated with computer technology
in Federal programs was issued on 'Ain‘il 27, 1976, and was entitled
“Oomputer-ReTated Crimes In Federal Programs.” ’

The General Accounting Office was faced with a procedural problem
in preparing this re?orﬁ, Scantlebury said, because Federal agency
records do not classily computer crimes as g separate category. But,
he said, “with some digeing,” GAO ‘auditors were able to isolate,
identify, and describe 69 mndividual cases in which computer-related
crimes had occurred in Federal programs. The committee staff
evaluation of the 69 crimes and the stafl’s own independent inguiry
led committee investi{gators to conclude that this GAQ report was
useful only in identifying the opportunities for computer-related
crime but in no way was reflective of the number of such crimes which
have occurred in the past and sve oceurring now, Similarly, Scantle~
bury himself said, “No one knows how many millions of dollars have
actually been lost as & result of fraudulent claims to Government

systems.” -~

~ Computer-related crimes in Federal programs, Scantlebury said,
could be categorized in four areas: (1) introductior of fraudulent
records inte the computer systern; (2) unsuthorized tse of facilities;
(3) alteration or destruction of information files; and (4) stealing
checks, data, or information. The 69 cases of computer crime, then,
should be viewed as demonstrative of one or more of these four
categories and were not meant to. reflect the gcope of the problem.
In addition, the committee staff learned of another constraint limiting
this GAO rp%orb. This constraint, can be seen in the fact that all 69
cases had either been adjudicated in court or definitively resolved in
an administrative or some other procedure. The result was that the
cases oxamined by G-AQ tended to be old—some of them gogn[;i back
4 or 5 years—and, consequently, of less publie impact upon disclosure
in the GAO format of presentation. Finally, the committee staff
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found, GAO auditors, in order to have access to original and raw
documents—particularly in those cases which did not result in
prosecution but were resolved in some other manner—had to make
agreements with executive branch criminal investigators and other
officials. The agreements were to the effect that the information the
GAO would make public about the 69 cases would be general, some-
times vague, and almost never specific as to names of violators,
administrative actions taken, and other pertinent data.

The General Accounting Office, examining computer-related crime
in Federal programs, studied 69 individual cases that together totaled
more than $2 million in losses to the Government.

The GAO inquiry revealed that computer fraud is a %i'owing prob-
lem in both the Government and private sector and that, in many
instances—no one knows how many—it is almost impossible to detect.

GAO obtained its information from the investigative files of the
Criminal Investigations Division (CID) Command of the Army; the
Navy Investigative Service (NIS); the Office of Special Investiga-
tions (OSI) of the Air Force; the Justice Department’s Executive
Office of U.S. Attorneys and the FBI; the Office of Investigations of
the Agriculture Department; the Internal Revenue Service (IRS) in
Treasury; HEW’s Social Security Administration; the Division of
Investigations of the Interior Department; and the Investigation and
Security Services of the Veterans’ Administration. ,

In the preponderancs of cases, criminal prosecutions resulted.

GAO sauditors cited these instances of computer crimes in
Government:

A Defense Department fuel supply employee who had helped auto-
mate an accounting system introduced fraudulent payment vouchers
into the system. The computer could not recognize that the transac-
tions were fraudulent and issued checks payable to fictitious com-
panies set up by the employee and his accomplices. These checks were
sent directly to banks where the conspirators had opened accounts
for the companies. The criminals then withdrew the funds from the
accounts. Officials estimated the Government paid this employee and
his accomplices $100,000 for goods that were never delivered.

supervisory clerk responsible for entering claim transactions to
a computer-based social welfare system found she could introduce
fictitious food stamp claims on behalf of accomplices and they would
receive the benefits. She processed more than $90,000 in claims before
she was discovered through an anonymous tip.

An engineer who was no longer employed at a computer installation
managed to continue using the equipment for his own purposes. Before
he was discovered, he had used more than $5,000 worth of computer
time. At another installation, a programer used a self-initiated training
program to obtain the use of his agency’s computer system. But in-
stead of working on the training exercise, he was developing his own
computer programs which he hoped to sell, GAO auditors said. =

The manager of a computer center processing personal information
stole some of this data and sold it to private firms. The private firms,
none of which were authorized to have such data, used the information
to promote their products. GAO said that although the Government
did not lose money in this case the privacy of individuals. whose data
records were involved was violated. : : o
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At one large Army installation officers estimated that 80 percent of
all thefts may have been computer related. o

GAO said most of the 69 cases studied did not involve sophisticated
attempts to use computer technology for fraudulent purposes. Instead,
GAO said, these were uncompliéated acts which were made easior
because management . controls over .the systems involved were
inadequate, : ’ con '

Forty-three of the 69 cases of computer-related erimes were classi-
fied by GAO as being “fraudulent record initiation.” Under this
category, GAO included cases in which Federal employees, or persons

employed by Government contractors, deliberately falsified informa-«

tion from records and documents to be fed into computers. Also
included in this category was the act of falsifying claims by reuse of
supporting documents previously processed. f N

The second category of computer-related crimes is termed ‘‘un-
authorized or inappropriate use of facilities and supplies.” This cate-
gory includes developing salable programs on Government computers,

oing commercial work for outsiders on Government computers and
duplicating files and selling them. )

“Processing alteration or destruction’” is the third category of
computer-related crimes studied by GAO. This offense includes such
crimes as sabotage or altering information in the files affecting pay,
promotion or assignment; and bypassing existing controls to enter
unauthorized changes. , ‘ ;

The final category examined by GAO is “misappropriation of
output.’ Included under this section is the misappropriation of
returned checks.

Commenting on these GAO findings, GAO’s Donald Scantlebury,
in his September 28, 1976 report to the Senate Government Opera-
tions Commiittee, said the most frequent type of c¢rime in Federal
computer programs had to do with introducing fraudulent records into
computerized systems. Scantlebury.said there had: been miany iu-
stances in which persons had prepared bogus data for Government
computer systems, resulting in direct payments to individuals who
were not entitled to them. ““These cases include fraudulent payroll,
social welfare, tax refunds and compensation transactions as well as
payments for nonexistent goods and seérvices,” Scantlebury said.

On_the subject of computer-related crimes in Federal programs,
Scantlebury concluded his remarks this way:

In the cases we reviewed, controls—both sutomated and
manual—should have been in place and working to minimize .
the possibility of criminal activity but either they were not
there to begin with or, if they had been provided, they were
not functioning groperly. In our opinion, management has a
specific responsibility to see that the assets and funds for
which they are accountable are protected through a Proper,
system of controls, and in these cases failed to provide them.
This concept is not new; it is a bagic tenet of management
and is set forth in numerous authoritative documents. ;

* Management can meet these responsibilities by having
(1) an orgenizational plan that segregates the duties of
individuals to minimize their opportunity to misuse or mis-
appropriate the entity’s resources; (2) a system of authoriza-
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tion and record procedures adequate to provide effective
accounting control over assets, liabilities, revenues and
expénses; (3) ‘an established system of practices to be
followed for each duty and function the organization per- .
forms; and (4) an effective system: of internal audit. This ..
includes an internal audit staff that has training adequate to
review and evaluate computer-based system controls and -
make such reviews when the systems are being designed and
after they have become operational. ;

We believe the guidarce on internal controls, internal
audit and accounting methods provided in GAQ’s Policy.
and Procedures Manual for the Guidance of Federal Ageneies,
and in our audit standards; gives .appropriate general®.
critieria in this area; and our report’s recommendations were
basically a restatement of this guidance coupled with an
urging that agencles review their sitiations and take appro-
priate steps to correct identified weaknesses. .

If crimes do occur, they should be analyzed to pinpoint
tht yweaknesses in management’s control processes that.
made them possible. We believe :that analyses of such
crimes should be made and. the results provided to managers, -
designers, investigators and auditors to help them strengthen
their operations and procedures. :

Scantlebury added that the agencies which commented on the'GAO
computer crime report were in ‘“‘general agreement”’ with GAO’s
views and said that they would implement *“‘appropriate corrective
measures.”’ : '
o CoMPUTER SECURITY

“Managers Need To Provide Better Protection for Federal Auto-
matic Data Processing Facilities” is the name of the third repoit on
problems associated with computer technology in Federal programs
1ssued by GAO in the spring of 1976. Dated May 10, 1976, this GAO
Teport focused on the p{lysicsd security of Federal computer facilities,

AO’s major conclusion was that Federal ADP facilities are insuffi-
ciently protected against fire, flood, earthquake, vandalism, terrorism,
program alteration, and unauthorized access. R

Commenting on May 10, 1976 in the Senate on the GAO report,
Senator Ribicoff said: ‘ : '

We can see the potential harm in Government’s failure to
adequately protect computer facilities when we consider
what enormous personal tragedies would result from serious
damage to the social security computerized system. Social
security could not function without its computers. It is im-
possible to estimate the effects on millions of our elderly
citizens whose livelihood depends on social security should the
computers be destroyed. A

But the potential threat is not limited to social security. In
terms of Tederal revenues, for instance, imagine the havoc
that would result from the destruction of Federal tax records.

In addition, the number of veterans in this country is
larger than ever before. Bach of these men and women who
served in the Armed Forces may be receiving, or may be
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~ entitled to receive, benefits from their military service. Valu--
able data and records pertaining to their military service—
~-and the benefits that accrue from that service—are.on com-
puter tapes and, in the event of catastrophe, could be lost
-forever,- | : : S i ‘
The GAO report said there were 9,000 compiiters involved in
Federal programs. (At this writing, there are, according to GAO,
9,500 computers in Federal programs and'in 1977 there will be about
10,000.) These computers, GAO said, aré worth fmany billions’:of
dollars. GAO- said thé value of some of the data which is stored and -
processed on these computers such as social security records iy ith-

measurable. “Consequently,” GAO said, “protecting equipment jand - |

data from unauthorized or inadvertent scts of destruction, alteration
or misuse is a matter of inestimable importance.” = 70 0

The GAO report noted, for example, that computers are used to
manage the more thdin 500 million transactions processed by the
Social Security Administration and the 4 billion facts relating to the
%ationa,l population compiled and managed by the Bureauw of the

ensus. : B . L ' R

Catastrophic losses to Government-sponsored data. processing
installations such as the loss of human life, irretplaceabb«data an
equipment have occurred, GAO said. In many-of these losses, GAO
said, additional security measures were implemented after the event.:

~GAO said information on the physical security measures employed
at 28 Tederdl data processing facilities led its- auditors to conclude
that Fed(fral data processing assets and valuable data are not propérly
protected. o , AR C Lo

Reflective of the amount of money Federal agenciés spend on com-
puters,- GAO said, is the fact that more than $10 billion is expended
each year to buy and operate Federal data processing systems.

Prior to concluding that security safeguards are inadequate regard-
ing computers, GAQ studied security procedures at 28 data processing
installations of the Departments of the Army, Navy, Air Force, Agri~
culture, Transportation, State and Heslth, Education, ‘and Welfare
and the Veterans Administration. Besides the 28 Federal data process-
ing sites, GAO auditors also studied security procedures at 23 addi-
tional Government computer installations. In addition, GAO ex-
amined automatic data processing security systems used at Govern-
ment contractor sites, universities, private companies, a bank and a
Iocal government. : i . a

Righteen of the 28 data processing installations were in the con-
tinental United States, The remaining 10 were abroad.

Among its findings that computer installations were not properly
protected, GAO noted that 14 installations had combustible paper
supplies or magnetic tape files which were stored in computer rooms
which exposed systems to losses from fire; 8 installations had computers
which were in use in areas where only portable fire extinguishers were
available; one installation’s computers were in operation where no
portable fire extinguishers were available; 12 installations had com-~
puters which were in use above raised flooring without periodic
cleaning below such flooring, constituting & fire hazard; 6 installations
had computers which were in operation where master electrical
power shutdown controls were not easily accessible at exit ‘points;

)
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10 installations had computers in operation whete overhead ‘water or
steam pipes—excluding sprinkler systems—existed with inadequate
provision for drainage; 2 installations had computers which were used
in basements” below grotund level, exposing systems to potential
flooding conditions; 7 installations allowed vendor service personnel
near computer banks without supervision; 5 installations allowed
in-house service personnel to move about without supervision in
computer areas; 3 installations located computers in quarters that
were vulneérable to vandals; 5 installations managed their computers
in ways susceptible to theft or misuse and remotely located computer
systerms were in operation without controls to defect improper or
erroneous attempts to use computers or data files; and 14 installations
lacked c¢ontingency planning to insure continuity of operations if an
event occurred that threatened security. «

GAQO studied instances in which major date processing facilities
had been hit by terrorism, vandalism, fire or natural disaster.

GAO said attempts at sabotage of computer activities had been
made by employees within data processing centers. GAO said four
attempts had been made to sabotage computer operations at Wright-
Patterson Air Force Base near ﬁnyton, .Ohio, during a 6-month
period ending November 15, 1974, by using magnets, loosening wires
kgn 1t;he computerr mainframe and gouging equipment with a sharp

ool. :

On August 24, 1970, a bomb exploded outside the Sterling Hall
Building at the University of Wisconsin. This building housed the
Army Mathematics Research Center and other federally funded
research activities. One employee was killed and three others were
injured. The explosion damaged 25 buildings at the university and
resulted in o total loss of $2.4 million in buildings and equipment.
Computers at the Army Mathematics Research Center were damaged
and some programing efforts and 20 years’ accumulated data was
-destroyed. It has been estimated that this research data represented
more than 1.3 million staff-hours of effort. GAQO calculated. this
effort to represent an investment of $16 million. .

In May of 1972, 2 bomb exploded on the fourth floor of the Pentagon

above the computer facility and caused extensive damage. The com-
puter facility was flooded from broken water pipes and parts of it
were inoperable for about 29 hours. . -
_ The computer center at the National Institutes of Health, Bethesda,
Md., has experienced many computer system failures due to electrical
power failures. GAOsaid officials of the computer center estimated
that they lost a.minimum of $500,000 annually from electrical power
fluctuations. During a_15-week period, the NIH computer center
experienced 6 major electrical power fluctuations which caused 15
computer system failures. These failures resulted in destruction of
data for 375 batch processing jobs and for 2,250 remote terminal
users. GAO said these power fluctuations caused replacement of
electronics costing more than $94,000 in various components of the
computer systems. . . :

On June 24, 1972, water from the Susquehanna River fleoded all of
downtown Wilkes-Barre, Pa., and filled the basement of the post
office building. Water continued rising until about 6 inches of it was
on the computer room floor. About $7.5 million worth of Government
computer equipment was located on raised flooring on the first floor.
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Had the water risen about an inch more it would have ruined virtually
all of the computer equipment, GAO said. ’

GAO described a 1959 fire at the Pentagon which destroyed three
complete_computer systems valued at $6.5 million. The fire dtarted:

~in & vault containing stored paper and magnetic tape and spread
throughout the comﬁ)uﬁexf center. When the fire occurred employees.
the switch to turn off electrical power for the.

were unable to reach
c%mputer system. This created a hazardous situation for firefighting
efforts. - T

GAO cited another example of catastrophic loss caused by fire to'a

Government: facility, although computer records were not directly
involved. In July 1973, fire broke out in the Military Personnel

Records Center in' St. Louis, Mo. Sections of the building housing .

these records were not equipped with sprinkler systems, smoke de-

tectors or fire walls. Although the fire did major damage to papers:

and not computerized recorﬁs, GAO said; it nevertheless illustrated
how devastating the loss of irreplaceable documents and records can
be. GAO said that since such records are being put on computers
more and more, the problem increasingly becomes a computer security
problem. : : '

GAO said the St. Louis Records Center has been the repository for:

about 52 million records on military personnel actions since 1912.
The sixth floor, where the fire started, contained about 22 million

military personnel files or jackets. About 16.8 million of these records:

were lost. :
Of the St. Louis fire, GAO auditors said: .

This installation’s mission is to maintain these official -
» government records and to respond to inquiries made by the
Congress, other Government agencies and the taxpayer. This
will now be hampered for soms time because the. lost rec-.
ords—some of which may be irreplaceable—must be recon-
structed to satisfy inquiries, which is a costly and time--
consuming process. , o

While 1t ‘is unreasonable to expect that there would be -
backup for every original record in the manual files, it is
reasonable to assume that some sort of contingency planning
should have been done: to insure continuity of operations
when o loss has occurred. Agency officials told us that.a
contingency plan was formulated after the fire happened.

GAO cited an instance at Kelly Air Force Base in San Antonio,

Tex., in which someone altered & computer program. that resulted in
a-$100,000 theft of Government money. Due to the computer altera-
tion, the Air Force paid $100,000 to bogus companies fox airveraft fuel
never delivered. The DHogus companies were established by a Govern-

ment employeée working at the base. The employee had in-depth .

knowledge of-the computerized fuel- a_ccountingb system which he .

helped develop and install. An investigation was

_ n egun when g bank.
contacted Air Force officials regarding suspicious ba:

ting transactions

involving Government checks. GAO said the employee was arrested,’

convicted, and sentenced to 10 years in prison. - . -
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- Compurer CrIME 1IN Privirn INDUSTRY

~Ini connection with its examination of computer-related crimes in
Pederal programs, the General Accounting Office commissioned a.
study of computer crimes in both Federal programs and private in~

dustry. It was hoped that such & study would enable GAQ to compare
ctimes against Federal programs with those which occur in the private
sector. : ; ' o L

The study was conducted by the Stanford Research Institute
(SRI), Menlo Park, Calif. The person in charge of the study was

Donn B, Parker, a senior information processing analyst at. SRI..

Parker has 26 years experience in computer programing, management
of ‘eomputer programing systems and application development, man-
agement of computer centers, university teaching and writing, and
"research in the computer field. Parker was associated with Control
Data Corp., working in the aerospace industry, until he joined SRI
7 years ago. In 1966, he wrote the first code of ethics for the Associa-
tion of Computing Machinery, the largest professional society in the
computer field. Parker is also the author of articles and books on
computers and is quite well-known in the computer science community.
His ‘most recent publication is “Crime By Computer’’ (Charles
Scribner’s Sons, 1976). - -
In its report on computer crime in Federal programs, GAO relied

on data from the Stanford Research Institute study, but it did not .

recount the SRI’s findings in' detail. The committee obtained a copy
of the SRI study. o

The SRI study headed by Parker defined computer compromises
in these words: :

Computer abuse, in its broadest terms, means any in-
tentional act involving computers in which o victim suffers or
could have suffered, n%os‘s, and o perpetrator makes, or could
have made; gain. This definition includes a broad spectrum
of acts ranging from those that could result in criminal con-
victions to those where the perpetrator could have been
reprimanded or fired from his job. This spectrum also en-
compasses cases that are disputed among businessmen iwhere
civil cases may or may not be litigated.

The SRI study examined 350 cases of computer abuse which had
been reported since 1958. The sources of these reports were primarily
the public media—mewspapers, magazines, and trade journals. The
SRI report said that about one-half of these cases had been verified
by personal contact with people directly involved in the incidents. The
remaining unverified cases were based on extensive documentation
in some cases; other cases were based entirely on newspaper articles
alone. About 20 of the cases were investigated in detail m the field
at the sites where they occurred. Eighteen of the perpetrators of
computer abuses were interviewed, the SRI report said.

Of the 350 cases studied, SRI noted, 50 occurred in Government— -

domestic and foreign. Eight occurred in the U.S. Government. SRL
offered these explanations as to why so few Federal Government cases
could be identified.

.+ . it is possible that fewer Federal cases are publicly
reported than are cases from the private sector and from
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“other levels of government. There are also indications that
many incidents of losses within the Federal Government
might not have been criminally prosecuted, but have been
handled “administratively.” This apparently is a euphemism

- for indicating that the perpetrators were fired, transferred, or
privately reprimanded by their managers. S ‘

SRI did suggest, however, that computer abuses in Federal pro-
grams do not show up in statistics because they are, in fact, small in
number in comparison to other areas-of computer operations. In
support of this possibility, the SRI report said, there tends to be a
“paternalistic’’ environment in Federal employment, owing in part to

.S. Civil Service and other protections, which provide less motiva~ -

tion to workers to commit crimes against their employer than per-
sonnel elsewhere, particularly white collar crimes, _

In turn, the SRI report said, its investigators had conducted com-
puter security surveys at Federal computer installations and compared
the results of these surveys with similar exercises in the private sector.
SRI found security ‘‘is at least as poor” in Federal programs as it is
in the private sector. Accordingly, SRI said the opportunity for
computer crime in Federal programs and private industry was about
the same. “An argument for why there should be more computer
abuse in the Federal Government than in other sectors is that em-
ployees might more easily rationalize financial fraud or theft from
the Tederal Government because ‘of its size and financial resources,
compared to the private sector where financial resources are more
closely identified with personal income,” the SRI report said, thus
acknowledging that its investigators had no firm convictions as to
why computer compromise seemed to be more readily identifieble
in the private sector than in the Federal Government,. '

But SRI did point out that the issue of which sector—public or
private—suffered the most identifiable computer compromises was
not as significant as the more important conclusion that computer
systems, no matter who owns and operates them, are equally vulner-
able to criminal penetration. The SRI report said:

. . . from a computer technology point of view, there is
little or no difference between computer centers in the
TFederal Government and computer centers in other seg- -
ments of society. The hardware and software are the same.
The types of environments housing computers are the same.
The staffs are similarly organized. And the applications of
the computers are similar in comparing similar types of busi-
ness and Government functions. Therefore, on » technical
basis, the carryover of what is found .in the private sector
should be relevant to the Federal sector.

How a computer crime is detected was a subject SRI . tried to

evaluate. Only 6 of its 350 cases were discovered by suditors. How-
ever, SRI’s report said, crimes discovered by auditors ‘“‘tend to be
_kept confidential” and, therefore, investigators would be less likely
to learn about them. Most of the 350 cases examined by SRI were

" discovered accidentally because, SRI said, “the perpetrator made a

mistake or curcumstances revealing the crime were beyond his con-

trol.” SRI concluded that, if its data—as well as its interpretation. of
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its data—are correct, “It can be assumed that only a small humber of
computer abuse cages that have occurred are being discovered :and
even fewer publically reported. This is based on the fact that most
known cases haye been discovered only accidentally and many more
are treated confidentially,” according to certified public accountants
interviewed by SRI. » ‘ T

Another point made by SRI was that, in a high incidence of cases,
it takes two or more violators to carry out a computer crime. ~

The high incidence of collusion—as compared to general white-
collar crime—Ileads to the conjecture that when a crime is cornmitted
in a technical ADP environment that more skills, knowledge, and
access are required than are possessed by any one perpetrator, the
SRI report said. ; ‘

As for the average loss sustained in a computer crime, the SRI
found that losses per incident were far higher with computer-related
white-collar crime than with other forms of white-collar criminality.
For example, the study cited a 1971 survey of bank fraud and em-
bezzlement cases, This survey, SRI said, showed noncomputer bank
fraud and embezzlement to average $100,000 a case while computer-
related bank fraud and embezzlement to average about $500,000 a
case, In this regard, SRI said: V ‘

The trend to 18..1‘%?1‘ losses when crimes involve computers
might be explained by noticing that assets are generally more
concentrated and easier to manipulate in large amounts in
computer systems than in equivalent. manual systems. Also, -
since the processes that are being attacked are automated,
it is reasonable to believe that the crimes are also automated
leading to the potential for much larger losses. Once a method
for financial theft or fraud has been developed, then it can -
more easily be repeated in & computer environment than in &
manual environment. :

The Stanford Research Institute computer team, headed up by
Donn B. Parker, sought to draw a profile of the kind of person who
engages in a computer crime. Eighteen violators were interviewed,
and it was found that they tended to be young, between the ages of
18 and 30 years. Some embezzlers were older. SRI asserted that per-
petrators were highly metivated, intelligent, and personable and were
considered good workers, Many of them were considered to be over~
qualified for their jobs and none entered their employment with the
idea of doing anything illegal. Most violators, SRI found, had been
employed for several years and had no history of job problems prior
to initiation of their crimes. Accordingly, computer criminals, SRI
said, were not “the typical white-collar criminal’”’; nor should they be
considered ‘‘professional criminals.” On the contrary, SRI said, the
computer violator seemed to be a person who, for reasons of a personal
nature, félt that crime by computer would reap short-term benefits or
solve personal problems. The staff of the Senate Government Opera-~
tions Committee interpreted this last trait in the SRI computer
criminal profile to mean that violators, in many instances, turned to
criminal acts to pay off financial debts. - ‘

SRI went on to say that, in its computer criminal profils, violators
rationalized their acts by telling themselves that they were harming -
no-one in particular and that if anyone, or anything; actually suﬂ’ere§
losses it was persons who were rich enough—or insfitutions that were
wealthy enough—to absorb such losses without serious difficulty.
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. “This would probably be particularly true of Federal civil service
employees who see the Government as a bottomless pit of financial
resources; quite removed from assets directly owned by people,” SRI
said. Moreover, While only three of the violators cited unhappiness on
the job as being the primary motive for their criminal acts, most of
them said disgruntlement at work did make them more inclined to
commiit the erime. »

In o revelation which has special meaning to developing better
crime control methods in computer operations, the 18 violators said
they staked out their schemes by making an assessment of the audit
systems in use at their given facility. The violators usually discovered
they could defraud their employers by circumventing those same
andit systems, once the systems were known to them. The computer
criminals noted that audit systems rvarvely changed. “Therefore,”
SRI said, “it was simple to predict the auditors’ activities and avoid
discovery of the acts by the auditors,”

SRI’s report pointed to other traits of computer criminals as well.
For one thing, the report said, violators were not especially sophisti-
cated in the methods they used to compromise computer systems.
They tended to perpetrate their crimes within their own work en-
vironments, and they were usually able to commit their crimes due
to the fact that their supervisors trusted them within their work
environment. :

Similarly, SRI said, computer criminals who implemented more
sophisticated tactics in attacking systems were frequently not pii-
mayrily driven by the desire for financial g};in——but ingtead, were
inclined to challenge the computer ¢ see if they could, indeed, com-
promise it, SRI said:

The more sophisticated methods for compromising
computers . . . tend to occur among the reported cases
that have been perpetrated among students in educational
environments (31 cases). These tend to be more malicious
mischief rather than to result in serious loss. There is some
concern that students in data processing environments in
universities have come to look on the computer as a game-
playing device and do not treat it with professional respect
that o powerful tool deserves. These students may leave uni-
versities and go into their occupations carrying this game-
playing concept with them, which results in an increasing
number of computer abuse cases.

In his book, “Crime By Computer,” Donn B. Parker assessed the

potential risk inherent in the attitude of some computer personnel .

who see the highly sophisticated computer as not_only & machine
that can do lots of work quickly—but also as a challenge to be con-
fronted and then conquered.

Parker wrote: :

A general characteristic of computer programers is their
fascination with challenges and desire to accept them. In fact,
they face the great cha]fenge of making computer systéms do
their bidding day in and day out. Telling a [cotputer] |
programer that a computer system is safe from penetration
1s like waving & red flag in {front of a bull. The challenge
of an unauthorized act overshadows the question of morality.
60-246-—76~——3 : : S ~




The idea that an abusive act is merely an innocuous game
with the computer is often accepted in BDP (electronic
data processing). Computer science students in universities,
the so-called systems hackers, make a game out of attemptin
to compromise the campus computer system. Sophisticatec
compromises of campus computers abound. The idea of
imparting to students the concept that the computer is an
important, powerful tool upon which our livelihood and
safety of society depends is almost nonexistent in universities.
Although professional business ethics are passed from
professor to student in university business schools, the same
1s not true of computer science departments.

A description of what Parker termed the “systems hackers” was
given by Dr. Joseph Weizenbaum, a professor of computer science
at the Massachusetts Institute of Technology. In his book, “Computer
Power and Human Reason” (W. H. Freeman and Co., 1976), Pro-
fossor Weizenbaum wrote:

Wherever computer centers have become established . . .
bright young men of disheveled appearance, often with
sunken glowing eyes, can be seen sitting at computer consoles,
their arms tensed and waiting to fire their fingers, already
poised to strike, at the buttons and keys on which their
attention seems to be as riveted as a gambler’s on the rolling
dice. When not so transfixed, they often sit on tables strewn
with computer printouts over which they pore like possessed
students of a cabalistic text. They work until they nearly
drop, 20, 30 hours at a time:. Their food, if they arrango it,
is brought to them: coffee, cokes, sandwiches, If possible,
they sleep on cots near the computer. But only for a few
hours—then back to the console or the printouts. Their
rumpled clothes, their unwashed and unshaven faces, and
their uncombed hair all testify that they are oblivious to
their bodies and to the world in which they move. . . . These
are the computer bums, compulsive programers, . . . dis-
tinguished from & merely dedicated, hardworking pro-
fessional programer . . . ‘

The compulsive programer is usually a superb techni-
cian. . . . e is often tolerated around computer centers
because . . . he can write small subsystems quickly; that is,
in one or two sessions of, say, 20 howrs each. . . . His
position is rather like that of a bank employee who doesn’t
do much for the bank, but who is kept on because only he
knows the combination to the safe . . . -

Independent inquiry by the committee staff revealed that some
Government ;%ersonnéI, particularly in the area of national defense,
are troubled by the possibility that persons Parker referred to as
“systems hackers” am{J as Professor Weizenbaum termed ‘‘compulsive
programers’” could cause problems of varying degrees of seriousness
to Federal computer programs. Whether through the desire to make
mischief or to create genuine damage, such persons, working in an
academic environment where Federal contracts are also being exe-
cuted, could, it is feared, compromise, gain unauthorized access to,
surreptitiously alter or otherwise render ineffective computer systems
supporting Government programs,
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IV. PERSONNEL AND PHYSICAL SECURITY
IN COMPUTER PROGRAMS

The committes staff could not determine if any agency in the

executive branch had the specific duty to assure that the Govern-

ment’s computer personnel security policies are effective and fair.
However, it was established that the %\I&tional Bureau of Standards
does have a significant role to play in this regard. =
The National Bureau of Standards (1\%]3{3), headquartered in
Gaithersburg, Md., is part of the Department of Commerce. The
NBS, according to the U.S, Government Manual 1976/1977, has the
gonl of strengthening snd advancing the Nation’s science and tech-
nology to promote their effective application for public benefit. NBS
provides a national system for physical measurement, The Burean
also provides services to improve the use »f materials and the appli-
cation of technology, including the computer sciences and technology.

Located within NBS is the Institute for Computer Sciences and

Technology. The Institute conducts research and provides technical
services designed to aid Giovernment agencies in the selection, purchase
and effective use of automatic data processing (ADP) equipment.
NBS has responsibility to develop standards for ADP equipment,
techniques and computer languages. The Institute for Computer
Sciences and Technology develops these Federal standards which
NBS then issues under the name of Federal Information Processing
Standards (FIPS).
FIPS-31

For the purposes of this preliminary staff investigation into com=
uter security, the most significant Federal Information Processing
tandard is Publication 31—referred to as FIPS-31—which the
National Bureau of Standards issued in June of 1974. FIPS-31 has
the title, “Guidelines for Automatic Data Processing Physical Security
and Risk Management.” The NBS FIPS-31 includes details on how
to protect against such threats as loss from five, flood, sabotage and
theft and how to decide what security measures to provide in what
circumstances. FIPS-31 also advocates a concept of risk management;
that is, as the General Accounting Office defines computer risk manage-
ment, “making a formalized agsessment of the resources to be protected
versus the cost to protect them and whether the cost involved is
worth it." ~
The General Accounting Office, in its. May 10, 1976 report on
computer security, said the FIPS-31 publication “should go a long
way in siding Federal officials in making and justifying essential
security decistons.” While FIPS-31 had been out such a short time
that GAO auditors could not evaluate its effectiveness at the time
they wrote their report, GAO did cite shortcomings in FIPS-31.

irst of all, GAO said, FIPS-31 is not a sei of standards which

each agency must adhere to; but is, instead a series of voluntary

(29)
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“guidelines.” In addition to not being mandatory, GAO said, the
guidelines apply onl?r to new installations or those embarked on an
effort to improve their computer systems. “Moreover,” the GAO
report said, “the guidelines do not and could not be expected to
a?f}ig?l 1;?sponsibi1ity for this function to an appropriate management
official,

This last point put forward by GAO—the concept of an “appro-

rinte management officinl’—was one of the major recommendations
.For corrective action in Federal computer programs. Such an official
would have a background in both automatic data processing and in
security work, GAQ said, stressing that every Federal installation
that uses computers ghould have such an official. Only then, GAQ
said, could the successful imaplementation of FIPS-31 be achieved.

GAO investigators were also troubled by the fact that the Office of
Management and Budget (OMB) had not firmly backed FIPS-31
through & policy statement in support of the guidelines, In fact,
GAO said, BMB’S response t0 this criticism was to assert that it was
not necessary to issue any further policy directives regarding FIPS-31.
OMB felt it would have been more appropriate for GAO to have
directed its recommendations to improvements needed in FIPS-31
and to the conditions found at the computer installations visited, the
GAOQ report said. .

The GAOQ report went on to say Public Law 89-306—the first
«comprehensive legislative act regarding computer management—
assigned the Government-wide responsibilities for computer manage-
ment to OMB. The Department of Commerce was made responsible
for technical standards, GAO said, adding that current Government-
wide automatic data processing (ADP) policies “do not adequately
cover ways or concepts to protect this annual multibillion™ dollar
activity which permeates most facets of government operations.”

GAO said that according to James T. Liynn, the Director of OMB,
Public Law 89-306 and Executive Order 11717 of May 9, 1973 the
National Bureau of Standards has the responsibility and authority to
develop, coordinate, and issue appropriate uniform ADP technical
standards. But, GAO pointed out, technical security standards are
not the same as computer security guidelines, “Iad NBS issued ADP
security technical standards,” GAO investigators said, “‘we would
have addressed our recommendations . .. to NBS. The NBS
guidelines [FIPS-31], however, were issued as a reference document—
not as an ADP technical standard.”
~ The GAO report did not recommend that FIPS-31 be immediately
imposed through Federal programs—but GAO did assert that there
should be some degree of insistence from OMB that the NBS guide-
lines be exercised. ‘. . . the guidelines are still in the developing
stages and must be refined further,” GAO said. “However, unless the
agencies use the guidelines it will be difficult to gain the experience
needed to improve them.,”

The GAO report added:

.. . the NBS guidelines [FIPS-31] are not a rigid,
unflexible set of rules. They instead provide mattors to be
considered in arriving at an intelligent, cost-effective ap-
proach to matching risk against severity of possible loss.
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They are meant to be applied selectively, We believe they
are o good vehicle to initiate Federal agencies in the use of
sound physical security practices and risk management
advocated in our report. Fmally, we believe that the impor-
tance of good security for ADP facilities outweighs any
further defay for achieving more perfect guidelines.

Higrory or NBS v Compurer Frmip

Computer standards from the National Bureau of Standards are
first developed in the Bureaw's Institute for Computer Sciences and
Technology. The Director of the Institute is Dr. Ruth M. Davis,
Ph. D. As chairman of the Government Operations Committee,
Senator Abe Ribicoft of Connecticut wrote to Dr. Davis July 19, 1976
for information relating to the role of NBS in Federal computer
programs. Dr, Davis replied in a letter of Septemiber 2, 1976.

Dr. Davis said in her letter that Public Law 89-308, enacted
October 30, 1965, and commonly referred to as the ‘“Brooks Act,”

gpelled out responsibilities for the Commerce Department in Federal

domﬁuter applications. These responsibilities were then delegated by
the Department to NBS. .
The purpose of Public Law 89-306 was to “‘provide for the economic
and eflicient purchase, lease, maintenance, operation and utilization
of automatic data processing equipment b%Fedeml departments and
agencies.,” Under the law, according to Dr. Davis, the Cormmerce
Department, specifically the Department’s National Bureau of
Standards, was given these scientific and technical duties: i
To provide scientific and technological adwvisory services
relating to automatic date processing and related systems to
Federal agencies and the ~Administrator, General Services
Administration, *
To make appropriate recommendations to the President re-

lating to the establishment of uniform Federal automatic data

processing standards, and
To undertake necessary research in the sciences and tech-
nologies of automatic data processing, computer and related
systems. ,
. In her letter of September 2, 1976, to Senator Ribicoft, Dr. Davis
cited a memorandum circulated throughout the Government by
President Lyndon B. Johnson on computer technology. The memo-
randum, dated June 28, 1966, emphasized the need for heads of
Tederal agencies to make the best possible use of computer tech-
nology and said the National Bureau of Standards had responsibility
“for the development of data processing standards and the provision

of assistance to agencies in designinﬁz computer-based systems,” .

President Johnson added, “I expect all agencies to cooperate fully
with . . . the Department of Commerce . . . in accomplishing [this]
objective.” )

On December 15, 1966, Phillip S, Hughes, the Asting Director of
the Bureau of the Budget of the Executive Office of the President,

sent Commerce Secretary John T. Connor a guidance paper asserting -
how NBS was to carry out its duties under Public Law 89-306. The .

policy %uidance paper, Hughes wrote, was worked out by Bureau of
the Budget personnel and Commerce Department officials.
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"The Bureau of the Budget, later to become, as presently constructed,
the Office of Management and Budget, was to provide “fiscal and
policy control” over the actions of the Commerce Department in
computer operations, Hughes wrote. This fiscal and policy control
was spelled out in section 111(g) of Public Law 89-306, Hughes

said.
BOB Acting Director Fughes wrote:

It is widely recognized that major hindrances to improving
the use of ADP are the absence of: (a) standardization in
character sets, input-output media, and interfaces which
provide for compatible interchange of information and inter-
operation of systerns and equipment; (b) standardization of
computer programing languages; and (c) yardsticks for evalu-
ating software and its effect upon the performance of the com-
puter system. The Department [of Commerce] should con-
centrate on actions which will overcome these deficiencies.

Dr. Davis said that on May 9, 1973 President Richard M. Nixon
issued Ixecutive Order 11717. Dr. Davis said this order transferred
to the Department of Commerce all functions being performed by
the Office of Management and Budget (OMB)—formerly the Bureau
of the Budget—having to do with the establishment of Govern ent-
wide ADP standards, Executive Order 11717 transferred from OMB
to_Commerce and NBS “the function of approving standards on
behalf of the President,” Dr, Davis added. She said that Executive
Order 11717 resulted in NBS receiving responsibility for the Federal
data standards program which OMB had retained when it issued its
1966 policy guidance on implementation of Public Law 89-306.

Dr. Davis said that on July 1, 1975 the Office of Management and
Budget issued OMB Circular A-108. This circular was entitled
‘“Responsibilities for the Maintenance of Records by Federal Agen-
cies.” Dr. Davis said the circular assigned to the Commerce Depart-
ment’s National Bureau of Standards “responsibility for issuing
standards and guidelines on computer and data security in accord-
ance with OMB guidance relative to the Privacy Act of 1974.”

Coxrusiox Over FIPS

In his letter of July 19, 1976, to Dr. Davis, Senator Ribicoff raised
the issue of how effectively the NBS standards were being implemented
throughout the Government.

Senator Ribicoff said in his letter that independent inqﬁiry by the

committee staff had developed information indicating that there was

confusion and uncertainty i the executive branch owing to the lack
of any compliance mechanism in the implementation of Federal

information processing standards (FIPS) within the Federal Govern-
ment. Senator Ribicoff said it was the committee staff’s understanding
that this situation had existed since the first FIPS standard was issued
in 1968. It was the stafl’s further understanding that Public Law
89-306, which established the FIPS program, did not address the issue
of compliance or enforcement and that none of the OMB policy guid-
ance papers or executive orders since 1965 clarified the issue. Senator
Ribicofl asked Dr. Davis to respond to the committee staff’s findings.-

e
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Dr. Davis replied:

The April 23, 1976 memorandum from the NBS Legal
Advisor to the Assistant General Counsel for Science and
Technology, Department of Commerece, sets out his ;ummary
of the present status regarding compliance mechanisms for
Federal Information Processing Smnéards [FIPS] within the
executive branch. It cites, for example, that the Brooks Act
“does not address the issue of enforcement where there is a
lack of compliance with ADP standards. Thus, the question
. that arises 1s whether the Secretary of Commerce has legal
authority to effect compliance on a Government-wide basis.”

In June 1976, it was determined that the Secretary of
Commerce under Executive Order 11717 of May 1973 may
require agencies to report on the extent of their implementa-
tion of the FIPS. Prior to this determination NBS had
taken only informal action to determine standards com~
pliance. The first instance of this was a 1972 assessment to
determine the significance and impact of ASCII (American
Standard Code for Information Interchange) as a Federal
standard. During this assessment, Federal agencies that par- -
ticipated on the task group were asked to provide implementa-
tion information. The effort was only partially successful due
to the stated extensive costs for agencies to obtain this
needed data. ,

This first assessment of compliance could not realistically
have been undertaken earlier. The ASCII standard, issued
in 1968, was the first significant Federal information process-
ing standard (FIPS). Full implémentation of such a standard
where costs are incurred by Federal agencies is asswmed to
require up to. 5 years under the mnormal implementing
procedures.

In his letter to Dr. Davis, Senator Ribicoft sdid:

. . ., the committee stefl has found that since 1971 NBS
has continually cited confusion surrounding the lack of an
explicit compliance mechanism as a significant factor in the

“ degradation of the credibility and effectiveness of the FIPS
program, & deficiency which affects both NBS and the
Commerce Department. What is the NBS response to that
staff finding? '

In her reply, Dr. Davis cited NBS Report 10608 -of September
1971. The report is entitled “Brooks Bill Issue Study of the National -
" Bureau of Standards.” Dr. Davis said the report was written by
NBS at the request of the Office of Management and Budget (OMB).
Dr. Davis said OMB requested that the NBS report address this
question: “What can be done to make the contribution of the NBS
more effective in achieving greater efficiency and economy in Gov-
ernment ADP operations as envisioned in the Brooks bill—Public
Law 89-30677" " ’ ’ '
Dr. Davis went on to say: '

- In that report, pagé III, 9-10, NBS recommended s
reporting system whereby agencies would report on the -
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extent of standards implementation for each individual sys-

tem and installation. The report continued by recommending

that each Federal agency assume responsibility for standards
implementation by 1ts constituent organizations and submit

reports on a regular basis to the Office of Management and

Budget. NBS would serve as an appeal mechanism for

Federal agencies where technical probelms were cited as &

basis for requesting waivers. NBS stated that such a stand-

ards reporting system should provide sufficient information

for NBS to determine if standards ave responsive to needs .
and what modifications or additional standards are needed. .
NBS, in 1971, offered to assist OMB in developing the

standards reporting system.

Since 1971 NBS has taken other actions to measure com- -
pliance with Federal ADP standards. In this regard, there :
are two types of measurements for determining compliencs
with standards. One is technical; the other is managerial.

As technical measurements, NBS has developed tests for
measuring compliance with magnetic media standards and
these have been implemented by GSA [General Service Ad-
ministration] in testing computer tapes acquired for Federal
use. In the programing language arvea, NBS has arranged for
the testing of COBOL compilers in compliance with the
standard. This testing is performed by the Navy through &
'Bini; agreement between NBS and DOD [Department of

efense]. Twenty-sever compilers and compiler versions -
have been tested and only two of these were determined to
have no deviations from the standard. Qther technical coms
pliance tests are being developed for computer security and
other programing languages. Similar compliance tests have
been developed for the FORTRAN and BASIC programing
language standards soon to be adopted.

Managerial complipnce involves determiining the extent
that standards are or are not being implemented by Federal
agencies and taking appropriate measures to assure adher- ,
ence with approved standards. As first stated in the NBS
Report 10608, of September 1971, there still needs to be, in w T
my view, a centralized reporting system on standards im-
plementation that would provide information on: The extent :
that standards have been implemented; agencies’ implemen- -
tation plans; copies of agency implementation directives for R
standards; problems encountered in implementing standards; '
actions on waivers for standards; and additional standards
that are needed by agencies in their ADP operations and
procurements. ‘

In his letter, Senator Ribicoff said it was the Government Opera~
tions Committee staf’s finding that OMB in 1976 advised NBS on an
informal basis that Executive Order 11717 of May 9, 1973, gives the
Commerce Department all needed authority to enforce compliance
or use, as appropriate, with FIPS standards and {iguidelines. Howerver,
Senator Ribicoff said, the committee staff found that no formal as-
surance of such authority had been given to NBS. In turn, Senator
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Ribicoff said, it is the stafl’s understanding that NBS, in 2 memoran-
dum of April 23, 1976, asked the Commerce Department’s Genersl
Counsel to determine whether the Secretory of ‘Commerce has the
legal authority which OMB, on an informal basis, réportedly said it
had. Senator Ribicoff asked Dr. Davis for the NBS response to the
committee stafl’s sssertions. o

Dr. Davis replied: :

The committee staff’s findings based on its preliminary
inquiry are correct. ‘

She added:

Since the Department of Commerce is still in the process
of undertaking to determine the legal authorities of the
Secretary to require complianes with the TIPS . . . weare
unable at this time to provide you with a response from the
Department on this matter. However . . . I have been in-
formed that the Department, under Executive Order 11717,
may require agencies to report on the extent of their im-
plementation of the FIPS.

Senator Ribicoff advised Dr. Dyvis of an additional committee
staff finding. Tt was that any Federal program intended to meet
legislative requirements, such as those of the Privacy Act of 1974,
needs an accompanying compliance and enforcement mechanism,
Dr. Davis was asked if she agreed with the staff finding. She said she
did agree, explaining, “With respect to standards, I have stated in
previous testimony to Congress that there should be compliance
mechanisms,”

Dr. Davis also said on this point:

In section 6 of the Privacy Act assigned responsibility to
OMB to (1) develop guidelines for the use of agencies in
implementing the actand (2% provide continuing assistance to
and oversight of this implementation. In circular A-108,
OMB assigned responsibility to the Secretary of Commerce
(NBS) as follows: “The Secretary of Commerce shall, con~
sistent, with guidelines issued by OMB, issue standards and
guidelines on computer and data security.”

TPIPS-31 “GuipBLiNes”’

Already cited in this staff study was the Federal information
processing standards (FIPS) publication 31, issued in June of 1974,
on physical security in Federal computer programs. Senator Ribicofr,
in his letter to Dr. Davis, asked why N.BS had referred to the FIPS-31
as o seb of guidelines and why this publication was not characterized
as o standard. Senator Ribicoff asked Dr. Davis to differentiate be-
tween guidelines and standards. The staff had information indicating
that FIPS-31 was the fivst time NBS had characterized a FIP)
publication as g set: of guidelines. ‘ ) ,

Dr. Davis said a standard, as defined at NBS, is a “Prescribed seb
of conditions and requirements, of general or broad application;
established by authority of agreement, to be satisfied by a material,
product, process, procedure, convention, test method; andfor the

1
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p}}llysicéxl; functional, performance, or conformance characteristic
thereof.’
Dr. Davis went on to say that she had introduced the use of guide-
linse?l in !}cllle FIPS program in 1973.
e said:

.+ « I view guidelines as a means of resolving problems
where there is a recognized Governmentwide need for
uniformity in physical, functional, performance, or conform-
ance characteristics in automated information processing
technical processes and (1) where there is inadequate costing
data to justify imposing a standard which may be impossible
for agencies to implement within existing budgets or (2) when
there is inadequate experience to justify imposition of a
supposedly mandatory standard. In this sense, guidelines
often serve as an interim step toward gaining the experience
or compiling the data needed for the issuance of a formal
standard. I know of no formally approved  definition of
“onideline” for use in Federal standardization -activities.

The principal difference between FIPS standards and
FIPS guidelines is probably best explicitly described by the
difference in the implementation requirements which ac-
company each FIPS standard and guideline. For standards,
an implementation schedule and waiver procedure is specified.
For FIPS guidelines there is no required implementation
schedule or waiver procedure,

Senator Ribicoff called to Dr. Davis’ attention an observation
made by the General Accounting Office in its computer security report
in which GAO said that “Unless the agencies use the guidelines, it
will be difficult to gain the experience needed to improve them.”

Furthermore, it was the committee staft’s view, Senator Ribicoff
said; that in those instances in which guidelines have been issued, it
is particularly important to clarify where the responsibility lies for
requesting Federal agencies to use them.

Dr, Davis said:

I believe that there needs to be a clarification of the use
of IFIPS guidelines and agreement b]):r Federal agencies as to
their purpose and utility. I have asked (as of Aug, 4, 1976)
the Chairman of the Federal Information Processing Stand-
ards Coordinating and Advisory Committee (FIPSCAQC),
which advises and assists the Secretary of Commerce in
carrying out his Public Law 89-306 responsibilities, to
review and make recommendations on this policy issue. GSA
has & membership on FIPSCAC,

FIPS-31 on PrRSONNEL SECURITY

Public Law 89-306, the Brooks Act, directed that the National
Bureau of Standards (NBS) in the Commerce Department was to
establish standards for automatic data processing (ADP) operations
in Tederal programs,

In the field of security, these standards were issued by NBS in
June of 1974 in the form of a Federal Information Processing Stand-
ards Publication 31, or, as it is known by the acronym, FIPS Pub 31.
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The title of FIPS Pub 381 is “Guidelines for Automatic Data Proces-
sing, Physical Security and Risk Management.” ; :

The document is 91 pages long and covers a broad range of computer
security considerations, ranging from “Anticipating Natural Dig-
asters,” to “Security of OQff-site ADP Facilities,” to “Internal Audit
of Physical Security.” The team of computer experts from the
General Accounting Office found the FIPS Pub 31 to be, in general,
a co”~'tuctive document but, GAO investigators note, it was only &
set’ "+, A‘guidelines” and there was no compliance mechanism to
insufe its application throughout the executive branch. To executive
branch spokesmen who said FIPS Pub 31 should not be made manda-
tory because it needed further refinement and evaluation after initial
npfph‘cation, GAO’s response was that FIPS Pub 31 could never be
refined and evaluated if it was not tried out throughout: the Govern-
ment. In effect, GAO investigators asked, how can a system for
com{mter security be tested and then improved if no agency is first
of all required to test it?

This staff study will now summarize FIPS-31 as it relates to
the primary interest of the Senate Government Operations staft’s
preliminary investigation; that is, computer security, with special
focus on personnel security considerations. :

In its chapter, *Physical Protection of ADP Facilities,” FIPS-31

addresses itself to “the roles of people” and warns against the efforts:
of “common criminals,”  ‘“activists,’” “espionage agents,” and ~

“yandals.” _ ,
FIPS-31 says that, regarding common criminals, the main concern

~ should be with the theft of Government property. Would & burglar

be likely to think there is valuable property in the building? the
FIPS-31 document asks, explaining that this might include theft of
office machines, firearms, drugs, cash, personal possessions, or any
other items subject to easy resale or usefu]ffor other criminal activities,

As for activists, FIPS-31 notes, the agency should determine
whether its activities are perceived to be controversial. Could the
installation be considered a desirable symbolic target which activists
might wish to penetrate and thereby generate public attention for

“ themselves?

The FIPS-31 document goés on to explain!

An activist group forced entry at a Midwestern research
laboratory’s ADP facility with the intention of destroying
magnetic tape data files for research projects of which the
group disapproved. No employees were present at the time
and the activists did not damage any of the hardware. A num-
ber of tapes were said to have Dbeen ‘erased and punched cards
were thrown on the floor. The group was not discovered
during the break-in but revealed themselves at a press
conference a few days later. The research laboratory is
said to have increased its patrol force coverage and given
consideration. to intrusion detectors subsequent to the
break-in. While damage was estimated to be no more than
$100,000 this episode points up the importance of safeguard-
ing an ADP facility against intrusion.

On the subject of espionage.agents, FIPS-31 says that Federal
computer installations should determine whether or not their facilities
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hold or process data which could be of value to an outsider prior to its
public release concerning subjects such as economic activity, future
allocation of Federal funds, or sensitive personal information.

If vandalism is prevalent in the area where the computer installa-
tion is located, Federal officials should know about it and—in the
threat of vandalism, as in the threats of common criminals, activists,
and espionage agents—they should insure that their ADP {facilities
are secure. ~

FIPS-31 asserts that Federal computer installations which require
full-time guards should engage this kind of personnel through the
Federal Protective Service of the General Services Administration
(GSA) or “guards furnished by a private company under contract.”

Another chapter of FIPS-31 is devoted to ‘‘Internal Controls.”
In this chapter, the issue of computer personnel security is addressed.

FIPS-31 asserts:

People are undoubtedly the most important part of the
ADP facility, and no ADP facility can function without a
trained staff dedicated to achieving the mission of the
agency. Personnel controls should reflect the need for careful
selection of mature, trustworthy people for sensitive posi-
tions, the importance of providing adequate training to
assume competent performance of ADP duties, and the
value of good supervision in achieving a high level of
motivation. ,

The selection of personnel routinely includes an effort to
determine that the candidate is qualified by training, talent,
and experience to perform the duties to be assignea. In ad-
dition to this determination of job skills, the selection for sen-
sitive ADP positions should also verify the trustworthiness
of the candidate for sensitive positions by appropriate pre-
hire sereening. Several levels of screening are available and,
of course, both effectiveness and cost increase as the depth of
the investigation increases. Therefore. the level of screening
used should reflect the relative sensitivity of each position.
Bach ADP facility must define for itself its sensitive posi-
tions; generally these will include computer operations, data -
control, management, auditing, and programing (including
acceptance testing and maintenance) of critical a,]])plica,tions :
and systems. The risk analysis for fraud will usually identify
critical interface points. Wherever a critical interface in-

“volves a single individual, the position is probably sensitive.
This is especially true for hidden interfaces in which checks
and balances are missing; for example, a single programer
for creating, testing, debugging and installing o critical
program. The most sensitive position is often that of the
system programer; a qualified practitioner of operating
system maintenance can do more damage with legs chance of
being caught than almost any other person involved with
data processing.

Bach Tederal department or independent agency has
e¢tablished regulations and procedures for designating one
or more levels of position sensitivity and the screening .
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applied to each sensitivity level, The ADP security planner
should establish the appropriate level to apply to each ADP
facility position. - ‘

Crviu SeRVICE LETTER OF SHPTEMBER 15, 1976

Personnel security was the subject of & letter Senator Ribicoff

wrote to Civil Service Commissioner Robert 1. Hampton on August
27, 1976. Senator Ribicoff wanted to know,.for example, the Civil
Service Commission’s view of FIPS-31. ‘ :

In a reply of September 15, 1976, Civil Service Commissioner Hamp-
ton said the Commission “‘did not formally evaluate FIPS PUB 31.”
But, he said, Commission c¢3cials familiar with computer operations
folt the document ““is a valuable study with sound recommendations.”

Hampton said the Commission had reviewed the commibtee pring
issued on June 21, 1976, by the Senate Government Operations &:me
mittee entitled, “‘Problems Associated with Computer Technology
in Federal Programs and Private Industry.’ Hampton said the

committee print had lead him to believe that “‘most Federal positions.

connected with ADT operations should be designated critical sensi--
tive, requiring a preappointment full field investigation.” ;
Hampton went on to say that the Commission’s Bureau of Personnel
Investigations “wholeheartedly endorses” the idea that preemploy-
ment investigations be required for persons selected for ‘‘sensitive’
ADP positions. :
Hampton added: ; ‘
The most sophisticated physical security system, without
8. correspondingly tight persennel security program, provides
only a false sense of security,
In addition, Hampton said, the language in FIPS-31 asserting that
ADP personnel should undergo “approgriate preemployment screen-
ing’’ had been interpreted by the Civil Service Conimission ‘‘to mean

a preappointment (background) investigation to establish the selectee’s -

reputation with respect to honesty, integrity and trustworthiness.”
- While Civil Service Commissioner Hampton expressed the opinion
that preappointment background investigations should be conducted

on persons about to be hired by Federal agencies for work in the ADP -

field and that most positions in this area should be designated “‘critical
sensitive,” it was a finding of the Committee staff that, as of Septem-

ber 15, 1976, the date of Hampton’s letter, Fedetal positions in the

ADP field has not been designated “critical sensitive”; accordingly,
no full field background investigations were required. - ,

Hovsn Conmirrer HEARINGS

In its evaluation of computer personnel security policies in Federal :
Frograms, the Senate Government Operations Committee pre-
iminary staff investigation found information indicating that security
procedures needed to be improved. Other aspects of automatic data.
processing (ADP) in Federal programs were also found to be in-need
of improvement. One demonstration of inadequacies was seen in an
inquiry and hearings conducted in the House of Representatives:
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The Subcommittee on Legislation and National Security, chaired
by Congressman Jack Brooks of Texas, is part of the full House
Committee on Government Operations, also chaired by Congressman.
Brocks. On June 28 and 29 and July 1, 1976, the subcommittee held
hearings on the effectiveness of the executive branch in carrying out
the first and most comprehensive legislative act affecting computers
in Federal programs, Public Law 89-306. Commonly known as the
Brooks Act, Public Law 89-306 was adopted in 1965 and the purpose
of the Flouse hearings was to evaluate how the Government had
administered the measure over the last decade.

In a report dated October 1, 1976 and issued by the full House
Committee, members of the committee said the Brooks Act had been
neither administered nor implemented in accordance with the in-
tentions of Congress. .

The report, entitled “Administration of Public Law 89-306,
Procurement of ADP Resources by the TFederal Government,”
‘was especially critical of the three ‘“lead’ agencies which were to set,
manage and implement policy in computer operations in Federal
programs, The ‘“lead” agencies are the Office of Management and

11gfget (OMB), the General Services Administration (GSA) and the
National Bureau of Standards (NBS) in the Commerce Department.

The House committee said GSA had repeatedly authorized non-
gompetitive procurements which were not adequately justified; GSA
had failed to enforce regulations and restrictions in ADP procurement
authority delegated to user agencies; GSA had not provided adequate
management guidance to user agencies; OMB had failed to establish
concise, clearcut policy; OMB had not provided adequate direction in
the enforcement of those policies it had established; NBS had failed
to provide necessary hardware and software standards; Federal user
agencies had consistently failed to cooperate with GSA; and Federal
user agencies had shown a general reluctance to adhere to the purpose
and intent of the Brooks Act. ‘ ‘

The report pointed out that under the Brooks Act, GSA has the
authority for procuring ADP resources required by Federal user
agencies, GSA, the House report said, may either buy those ADP
requivements which a user agency specifies or delegate to an agency
sgg;l&ority to procure under restrivtions and conditions specified by

The Brooks Act does not permit GSA to impair or interfere with
an agency’s determination of its requirement, the House report said,
adding, however, that this did not prevent GSA from deciding the
best means for a given agency to fulfill its computer requirements.
The House committee report noted that any dispute between GSA
and o user agency was to be resolved by OMB.

House committee members said they had surveyed Government
procurement practices for fiscal year 1975 and found that only 36
percent of the systems required were procured in a fully competitive
manner, The report also pointed out that this percentage did not
include a large number of noncompetitive delegations granted by
GSA under Temporary Regulation E-32, relating to renewals. of
leased equipment rented under the ADP schedule. If these procure-
ments had been included, the House report said, the percentage of-
competitive procurements would have been even lower.
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The House report said the remaining procurements in the computer
field were noncompetitive—‘sole source, make and rodel, brand

name or equal.’’ The committee members said this low percentage of-

competitive procurements was inconsistent with the goals and oﬁjec,-
tives of the Brooks Act and reflected a decline in the lavel of coni-
patition over an 8-year period. What the IHouse Members found
particularly disturbing, they said, was that noncompetitive procure-
ments are more costly to the Government than are competitive
procurements, GSA acknowledged this fact in testimony hefore the
the House committee, The FHouse report said that, according to GSA,
since enactment of Public Law 89-306, more than $681 million in
cost avoidance had been achieved in 802 competitive ADP contracts.

"The House report said that the Brooks Act had stimulated o greater

participation in the Government market by ADP manufacturers than:

m the -commercial market., Seventy percent of the commercial com-
puter market is dominated by one firm, the FHouse report said, but
that same firm controls only about 30 percent of the Government
market. “While the Brooks Act can justifiably take credit for this,
these statistics do not represent true competition in the sense that
they do not reflect whether competition occurred in any specific
procurement,” the Fouse report said. , ‘

Ircits criticism of the manmner in which the executive branch was

adnlmistering the Brooks Act, the House Government Osper.ations P

Committee was especially hargh in its conments about GSA's rela~

tionship with user agencies such as the Veterans' Administration, the

Social Security Administration, and the Departments of Interior, Agri-

%%li‘i}u'e, Commerce, Transportation and IHealth, Education, and
elfare.

The House report said, for example, that the General Accounting
Office had documented several cases.in which GSA granted procure-
ment delegations which had not been fully justified by user agencies.
Among these, the report said, were procurement requests by the
Department of Agriculture, the VA, and the Social Security Ad-
ministration. ‘ :

Several reasons existed for GSA’s actions, the House report said,
foremost among them being that GSA lacks the resources to examine
in depth an agency’s justification for a noncompetitive procurement.
The House report said that to conduct an adequate in-depth review
of a justification for o major ADP system would require the expendi-
ture of hundreds of man-hours by technically qualified personnel.
Generally, the House report said, GSA lacks sufficient manpower to
devote that amount of time to such reviews, The Federal Computer
Performance Evaluation and Simulation Center (FEDSIM) “does
possess the capability to perform such services, the House Committee
said, but the-Center’s resources are so limited that it is unable to
provide a significant degree of timely assigbance in this area. .

The House Committee report then went on to make, in a signifi-

cantly strong indictmient of procurement practices in the executive -

branch, this criticism of GSA and GSA’s relationship with other
executive agencies: ‘
.« » GSA, on occasion, appears to grant & user agency
a delegation of procurement authority because of the latter’s
prestige or dominance in the bureaucratic structure of Gov-
ernment. In essence, this prestige or dominance permits an

]
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agency to exercise influence over another agency without
taking any apparent overt action. This influence stems from
the mission of the agency and the support it can garner from
the higher levels of Government. GSA, unfortunately, ranks
below many other agencies in the world of bureaucracy. As a
consequence, it is unable, standing alone, to resist pressures
from o more dominant sourece if such source signals gSA that
it intends to exert pressure concerning a particular request.

"The House report said there had been occasions when user agencies
had refused to cooperate with GSA when GSA sought fuller justifica~
tion for noncompetitive procurement requests. In recent months,
the House Members said, the Departments of Interior, Commerce,
Transportation, and HEW had challenged GSA’s authority to ob-
tain additional documentation for procurement requests. These chal-
lenges, the House report said, were based on the section of the Brooks
Act which prohibits GSA from questioning an agency’s requirements.
The House report said the validity of these challenges was without
legal support under the law. The House Committee report pointed
out that if an agency disagrees with GSA regarding justification for &
garticulm‘ procurement the Brooks Act provides that the dispute be

rought to OMB for resolution. In the past, the House Members said,
neither GSA nor the agencies had exercised this right to appeal to any
extent.

Thoe House report then noted:

The committee is very disturbed over an apparently in-
creasing trend of user agencies to interpret the law to suit
their own purposes. Whether intentional or not, this type of
behavior will have the effort of subverting the effectiveness.
of Public Law 89-306. If GSA were to be denied the right
to requive full documentation for ADP procurements, the
objectives of fully competitive procurements under the act
would be effectively destroyed. Federal agencies strongly re-
sisted enactment of the Brooks Act. Since passage, they have
shown little willingness to comply voluntarily with the law.
The low level of fully competitive procurements further
illustrates their noncooperative state of mind. Either user
agencics must learn to comply with the full thrust of the act:
or OMB must take all necessary action to make them do so.
In particular, OMB must make it clear to every user agency
that its right to determine its own ADP requirements under
the act does not include the right to dictate a special brand
name of equipment as its requirements or refuse to supply - -
GSA with appropriate feasibility studies. In addition, ESX
must be given the resources to perform adequate reviews of
users agencies’ procurement justifications.

SA, in turn, must take a more aggressive position when,
dealing with user agencies, Being fully cognizant of the
bureaucratic facts of life, however, it has to be realized
that GSA will not be able to assume this role unless OMB
fully supports it.

The manner in which the Brooks Act is being admin-
istered is unacceptable, If this continues, the act’s effect-
tiveness will become seriously jeopardized at a cost of millions.
of dollars to the taxpayers.
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Of special interest to the Senate Government Operations Committee:
in its preliminary staff inquiry concerning computer security problems.
in Federal programs was a finding made by the House committee
regarding the role of the National Bureau of Standards in developing'
and promulgating standards for ADP applications. ;

The House committee urged the executive branch to initiate as soon
as possible & program to enable NBS to develop meaningful standards.
for computer hardware and software, ,

Noting that under the Brooks Act and Executive Order 11717 NBS.
is charged with responsibility for developing ADP standards, the House
report asserted that the General Accounting Office had *‘expressed
serious concern about the lack of progress being made by NBS in the
development of standards.” ;

"The House committee report said NBS had only developed to a
limited extent standards necessary to fully implement the Brooks Act.
The report said that NBS spokesmen had acknowledged that lack of
stondards seriously impeded effective competition in the procurement
aven. The report also said that testimony at the House hearvings.
from the Computer Industty Association indicated that NBS had
developed no meaningful hardware standards and only a relatively
fm{a software standards. GSA made the same charge, the House report.
said, :

The Houge report went on to say that even in those cases in which
standards have been adopted, their implementation has not been
effectively enforced. NBS said it had no data on agency compliance:
with standards and that enforcement of standards resides in each
individual &%ency, the House Members asserted.

GSA, the House report seid, has incorporated most Federal stand~
ards into its rln‘ocurement regulations but GSA has made little or no-
effort to see that they are complied with. ;

The House report said OMB last exercised its policy guidance role
in this area in 1966—soon after passage of the Brooks Act—when it.
issued policy guidelines to NBS, Since that time, the report said,
OMB has neither updated these guidelines nor taken action to see
that they are followed. The report said that even if standards are
adopted in the future such development will be of little value unless
an effective means of enforcement is developed.

The House report said thab NBS indicated that centralizing re-
sponsibility will improve compliance. But, the report said, NBS
spolkesmen say NBS is not an approprinté agency to enforce
compliance. “In consequence,” the Housé report concluded, “OMB
must establish procedures for the effective enforcement of ADP

standards and designate GSA as the agency responsible for enforcing

complnnce with such standards,” , ‘

While the FHouse Government Operations Conimittee report focused
primarily on procurement and utilization of ADP vesources, the re-
port’s conclusions—particularly as they relate to NBS standards and
a compliance mechanism to enforce them—have relevance to ¢om-
puter security. It was the view of the staff of the Senate Government.

Operations Committee that just as there is no complisnce mechanism

to enforce procurement and utilization standards; neither is thers a
compliance mechenism to enforce personnel security, crime control,
and plant security standards in ADP Federal programs.

802467 (-t
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GSA’'s Roue v CoMpurleRrR SBOURITY

Senator Ribicoff wrote to Jack Eckerd, Administrator of the Grenoral
‘Services Administration, July 9 and July 29, 1976, in connection with

the Senate Government Operations Committee’s preliminary staff

investigation of problems associated with computer technology in
Federa% programs and private industry. In addition, committee staff
mot with GSA officials, including Theodore D. Puckorius, Commis-
sioner for Automated Datn and Telecommunications Service, in
Puckoriug’ office on August 11, 1976, On November 9, 1976, Adminis-
trator Eekerd submitted a 112-page statement to the committes, In
his letter of transmittal to Senator Ribicoff, Administrator Eckerd
noted that the response was in “dreaft” form but added that, “While
o final version of material submitted for the record might differ in
minor respects, the substance of GSA’s responses would remain the
same.” Accordingly, this staff study will represent GSA’s views on
computer considerations as M. Ickerd represented them in his
“draft? response, ,

Administrator Eckerd said Public Law 89-306, the Brooks Act,
authorizos and directs GSA to coordinate and provide for the economic
and _efficient purchase, lease, and maintenance of ADP equipment
by TFederal agencies, I-f[owever, he noted, GSA cannot question any
agency’s computer requivements. Hckerd said the Brooks Act pro-
hibits GSA from impaiving or interfering with the decision by any
executive branch agency as to what its ADP needs are. “This is
signifieant,” Bckerd said, “because unduly restrictive requirement
statements may cause industry to propose less than the best solution
to Government problems.”

Public Law 89-306 gives GSA no specific Government-wide re-
sponsibility for computer security, Eckerd said. But, he added, GSA
does have certain Government-wide responsibilities which relate
to computer security. Those responsibilities, he said, have to do with
protection of personal data and with proterting Government buildings.

Regarding personal data, Eckerd said, the Office of Management
and Budget (OMB), in its promulgation of instructions for adminis-
tration o% the Privacy Act of 1974, directed GSA to assure that pro-
curement policies were such that the Privacy Act could be carried
out. However, Eckerd said, neither the Privacy Act nor GSA’s re-
sponsibility stemming from that act was directly concerned with the
broader issue of computer security.

On the subject of public buildings security, Eckerd said GSA has
responsibility to provide government-wide policy guidance and assist-
ance to agencies as they seek to secure their installations. Again,
however, as Ickerd pointed out, GSA’s duties as they relate to
securing public buildings are not directly concerned with computer
facilities, but rather with all Federal installations. “In summary,”
fekerd said, “GSA would like to emphasize that the Administrator
of General Services does not have any specific government-wide
responsibilities regarding computer security. Moveover, GSA is not
aware of any statutes or executive orders w?)ich impose either govern-
ment-wic’l’e or specific agency-level responsibilities for computer
security,

Ecke};d said, Public Law 89-306, the Brooks Act, did not delegate
any specific computer security responsibilities to GSA.

Al
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He explained:

.« . the nct is silent on this subject. It is GSA’s position
that computer security is one facet of an agency’s ADP
requirement and, as such, its determination is the responsi-
bility of individual agencies. Beyond providing for the
security of its own internal ADP operations, GSA can
currently exercise authority in computer security matters
only in those cases where GSA is contracting with vendors
for provisions of ADP services to other agencigs, or where
' an agency attempts to specily computer security require-

ments in such a way as to hnduly restrict competition.

Eckerd addressed his comments to GSA’s relationship with OMB
and the National Bureau of Standards (NBS) as fogether they seek
to sdminister the Brooks Act. OMB is responsible for policy and
fiscal control aspects of ADP manngement while NBS is charged with
de‘vleioping technicnl standards or “technical guidelines,” Eckerd
said. :

In the Jevelopment and promulgation of operating policies and
procedures,iriid in the establishment of programs aimed at achieyin
more efficient acqu‘imtmn,n}mmgomcntanff use of computers, GSA
receives overall {)ohcy divection and fiscal control from OMB, Eckerd
sald. As for technical ADP standards and guidelines, Eckerd said,
these are to be provided by NBS, “For example,” Eckerd said, “in
the comPuter secwrity area GSA personnel are participating in efforts
designed to produce computer security inspection guidance for
Federal manggers, to produce the necessary methods and procedures
needed for ndequately specilying secwrity requirements in ADP
procurements, and to facilitate the implementation of the data
encryption standard sponsored by NBS.” This encryption standard
is the preferved techmique for safeguarding confidentiality of coded
data transmitted over communications links, either by \l‘il,\dio or by
wires, ’ A

The initinls ADTS stand for GSA’s Automated Data and Tele-.
communications Service. ADLS, under the divection of GSA Com-
missioner Theodoré D, Puckoriug, has the responsibility for fulfilling

the administration’s duties assigned it by Public Law 89-306.

ADTS hagthe primary responsibility, under the Brooks Act, to
Jeasw, purchage and maintain computer equipment and, software for
Fedeval -dgencies, However, Administrator Eckerd said, the Brooks
Act mi&bﬁas GSA——and, in turn, GSA's ADTS—to delegate this
regponsibility to the individual Federal agencies, This delegation of

. authority can be executed, under the Brooks Act, ‘“to the extent
" necessary and desirable,” Bekerd said.

© Befors delegating this authority to o specific Federal agency, GSA
first of all requires that the specific agency submibt a procurement
vequest when the proposed expenditure exceeds an established amount,
Eckerd said, GSA, through its ADTS (Automated Data and Tele-
‘communicgtions Service) then reviews the request to determine if 1t
meets regnlntions, Bekerd said, If the request is found to be appro-
priate and in accordance with Federal regulations, Eckerd said, the
‘Tequest is granted, \)
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This system whereby individual agencies must submit purchase,
lease and maintenance contracts to GSA for approval, Eckerd said,
rovides certain assurances that appropriste practices will be followed
Ey individual Federal agencies. Ickerd was of the opinion that this
rocedure, while not directly affecting ADP security precautions,
oes enable GSA to maintain a semblance of oversight in the com-
puter security field. S
Eckerd explained:

.+ » ADTS reviews such requests for conformance with
established regulations, and makes a decision on whether to.
delegate procurement authority to the agency or to conduct
the procurement. Naturally, this is an oversimplification of
the agency procurement request process. Our intent is to-

oint out that a program of procurement manageraent exists.

t includes provisions for enunciating appropriate operating:
policies and procedures, and effecting necessary oversight of’
agency ADP equipment and related gervices acquisitions.
T%IOH h not presently directed at specific issues and concerns
regarding computer security, it is emphasized that this

overnment-wide management vehicle provides a basis for:

%1) establishing appropriate computer security related operat-

ing policies and procedures for ADP procurement activities;

(2) making the use of appropriate standards mandatory and

the applicability of reasonable guidelines known; and (8)

assuring necessary operational oversight of how agenecies pro-

vide for computer security within agency ADP procurement

activities.

The staff of the Senate Government Operations Committee inter~
reted Administrator Eckerd’s observations about GSA’s approval of

federal agencies’ computer procurement, leases and management.

contracts to be at variance with the findings of the House Govern~
ment Operations Committee. The House committee, as noted in the
previous section of this staff study, found that in fiscal year 1975
only 36 percent of the systems required by the executive branch.
agencies were procured in & fully competitive manner. The House
report said that GSA should be given the resources to perform ade-~
qjtlmte reviews of user agencies’. procurement justifications. In turn,
the IHouse committee said, GSA should take a more aggressive
position when dealing with executive branch agencies. “Being fully:
cognizant of the bureaucratic facts of life, however,” the gHouse
report said, ‘it has to be realized that GSA will not be able to assume-
this new rols unless OMB fully supports it.”

In their August 11, 1976, meeting with GSA officials, committee-
investigators raised the issue of the percentage of ADP hardware
and software contracts which might have been awarded not in accord--
ance with requirements as spelled out in the Brooks Act. The Senate
committee staff said it had information that as much as 70 percent.
of these ADP contracts were awarded “illegally.”

Eckerd’s response to this assertion, as articulated in his November 9,,
1976, statement to the committee, was as follows:

While there have been some deviations from the intent
of procurement regulations, particularly with respect to the
requirement for full and free competitien, it is doubtful that

[T
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these deviations could properly be construed ag being
“legal.” In any event, we do not believe that the magnitude
of this problem has been sufficient to warrant a costly study -
to determine the actual percentage in this category. Never-
theless, we monitor GAO reports and“review procurement
«documentation relating to the acquisition of ADPE ([auto- -
matic data processing equipment] and software for compli--
:ance with applicable directives. Although the enforcement,
per-se, of procurement regulators is not a responsibility of
‘GSA, we do act to avoid delegations of procurement suthority
(DPA) in those instances where there is clear evidence that
-either the procurement regulations or the limitations of the
DPA are being circumvented by the procuring activity.
Also, we act to place specific restrictions on the use’of GSA
contracts for the acquisition of ADPE and scftware when
contracts, such as our ADO schedules, are being abused.

In his statement for the Senate Government Operations Oommitfée,

'GSA Administrator Jack Eckerd went on to discuss the NTS con-

tract. N'TS is the National Teleprocessing Services. Eckerd said NTS
is a remote teleprocessing service that is available on a national scaly -

to Govermiment users having requirements for both interactive snd

‘batch modes of processing and the need to assess comsmon data bases..

Lckerd said the General Services Administration manages NTS.

He said services under N'T'S are provided by the Infonet Diyision of
‘Computer Sciences Corporation, El Segundo, Culif. The contract
with Infonet is governmentwide, The N'TS services provided under
the contract with Infonet have been successful, Eckerd said, as he
-explained:

_Based on. the success of the NTS program, and more spe-
cifically on the costs avoided as a result of that program
(savings of about $20 million in fiscal year 1975y AD'LS initi-
ated in fiscal year 1976 & new, expanded ADT teleprocessing -
services contract program; the teleprocessing services pro-
gram (TSP). :

Eckerd said the teleprocessing servicés program (TSP) will expzmd

-contractual coverage to meet widely diversified Government require-

ments now existing. ITe said the new program includes multiple

award contracts and basic agreements to be used in separate com-

petitive procurements,
Eckerd said: - )

TSP when fully implemented will harness under a single
program all Government contracting for ADP teleprocessing
services. It is pointed out that this broadly based, govern-
ment-wide program affords us an opportunity to uniformly
provide for the computer security issuss and concerns
related to contracting for such services. o

GSA  Administrator Eckerd provided the Senate Government
‘Operations Committee with a list of FPederal Agencies which have used
the Infonet system and with each Agency’s nef billings by Infonet for
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fiscal years 1974, 1975 and 1976. The Agencies and the billings of
$200,000 or more reported by Administrator Eckerd are as follows:

Fiscarl Fiscal Fiscal

year year year
1974 1975 1976
GSA 8 $3,331,627 $6,053,790 $5,929,225
Army 1,778,570 ,892,858 4,088,376
Navy 381,0 1,126,711 2,592,305
HEW 523,699 1,672,671 2,514,149
Agricultire . 893,858 1,330,335 1,999,563
HUD 958,579 1,184,444 1,658,946
Postal Service 629,098 746,258
Defensa Contract Audit Agency. 371,367 710,852 726,36R
ERDA ..., \ : 589,876
GAO 373,230 520,784
Department of Defense . 211,458 519,119
Ao ST da5.108
Ameritan Revolutionaty Bicentennial Administration....cee, - faivesasasasns y ,
Interlor. Department i 506,090 935,384 370,192
FEA . 276,335
Commerce . [ 231,034
NASA ) 450,268 313,712 230.932
Treasury 227.862
FTC g 4,3
Civil Service Commission 201,535
oMB 234,579 377,001 PO
Other ~ agenclas. . 1,849,674 1,381,659 1,300,534
Total 11,279,496 19,409,308 25,718,866

Not listed by Administrator Eckerd as a Federal user of Infonet—
erhaps because the billing was under $200,000—swas Federal Prison
ndustries, Inc., an enterprise wholly owned by the U.S. Bureau of

Prisons. Federal Prison Industries, Ine., manufactures and provides
goods and services from the labor of inmates incarcerated in Federal
penitentiaries. It was established by the Senate Government Opera-
tions Committee staff—and will be discussed further later in this
staff study—that inmates incarcerated in the Federal Penitentiary at
Leavenworth, Kans., were serving as programers for Government
computer systems under contract to Federal Prison Industries, Inc.
The inmates had access to the Infonet time-sharing ADP services.
The committee staff asked if the inmates’ access to Infonet could
compromise Infonet’s security. “Not to any greater or lesser extent
than access had by any other programers,” Bckerd said. “Infonet is
as reasonably secure as can be expected, given the requirements of the
users employing it.” ;
- The committee staff expressed an interest in knowing how secure the
Infonet system was. Administrator Eckerd said GSA’s Office of Audits
entered into a contract with the Stanford Research Institute, Menlo
Parle, Calif,, to evaluate security procedures at Infonet. Bckerd
said the Stanford Research Institute team, headed by Donn B.
Parker, concluded, with GSA’s Office of Audits, that “the data security
fentures of Infonet were commensurate with the uses being made of
the system.” However, Eckerd said, “the evaluation did indicate
opportunities to further enhance the data security of Infonet.”

Administrator Eckerd said the SRI team, under the leadership of

Donn B. Parker, was capable of making the evaluation of Infonet’s
security procedures. Parker, Eckerd said, “is a nationally recognized
authority on computer ecrime and security of computer systems.”

TRV
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GSA was asgked if, based on the SRI report, GSA was satisﬁed that
Infonet is & secure system. Mr. Eekerd’s roply was:

Skilled persons can subvert the Infonet gystem, as can be

" done with every system now in existence. SRI concluded in

its final report that “the overall security provided by

Infonet meets and in some ways exceeds the low level of

user demands and is consistent in many ways with current
practice to the extent that has been determined through

SRI experience.” ' o

Committee investigators who had read Parker’s SRI report on.
Infonet security pointed out to GSA officials that their interpretation
of the report was not the samse as their own. Investigators said Parker
had noted shortcomings in Infonet security procedures, particularly
regarding the existence of unguarded passwords and unsecured.
termingl facilities, S

Administrator Eckerd, in his statement for the committee refuted

.the staff’s view, saying any shortcomings noted in Parker’s report.

“reflect badly on the administrative and physical safeguards of

individual user agencies, and these shortcomings and remedies for

them have been brought to the agencies’ attention. These are separate

and distinct problems, however, from those of securing the Infonet:

system itself.” , .
GSA was asked if Infonet was considered to be suitable for handling:

of defense classified material. “No,” Eckerd snid in his statement,
adding that ‘“user agencies have been so advised.” In addition,

Tekerd said, “To the best knowledge of GSA and of the contractor,
no_classified information is processed on Infonet.” .

In light of the committee staff’s inquiry relating to the role of
inmates at the Federal Penitentiary at Leavenworth, Kans., com-
mittee investigators asked GSA for specific figures on the amount of
billings paid by the IRS to Infonet. Hckerd said the Infonet billings
g(:)t 4{;18 in fiscal year 1974 were $49,941; in 1975, $105,944; and in 1976,

,886. ,

In this same regard, the committee asked about Infonet billings to
the Department of Agriculture’s Commodity Credit Corporation and
the Agriculture Stabilization and Conservation Service. Both “these
Agriculture offices comprised the bulk of the computer programing
work performed by the convicts at Leavenworth. Administrator
Bckerd said that neither the Commodity Credit Corporation nor the
Agciculture Stabilization and Conseérvation Service were “reflected in
figures known to GSA,” “If these organizations are obtaining services
through another Infonet user,” Eckerd said, ‘“‘Infonet charges con-

nected with those services will be reflected in billings made to the ,

actual user,” ; : ‘ )

The subject of Infonet and the use of its computer timesharing
system by felons incarcerated at the Federal Penitentiary st Leaven-
worth led Senate committee investigators to inquire of GSA as to
what was the nature of the services provided the prisoners by Infonet,
The prisoner computer “‘programers use Infonet 1 support of system
development activities,” GSA Administrator Eckerd said in his
statement for the committee.
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In his letters to GSA, Senator Ribicoff asked about security proce-
-dures required of private firms which provide computer services for
Federal agencies. This subject. area is of significance because of an
‘OMB circular, A-76, directing that Government contract its ‘com-
puter requirements with private firms whenever appropriate.

GSA Administrator Jack Eckerd said computer security was viewed
.at GSA as an element of each individual agency’s ADP requirement.
Ie said each agency is responsible for defining its own security re-
-quirenents. Contractor firms then respond to the agency by preparing
and presenting proposals for meeting these requirements, Eckerd
said, adding that it 1s then up to the individual agency to determine
if the private company can assure that appropriate security precau-~
tions will be met. “If, for example, a particular contractor’s security
procedures do not meet; the agency’s requirements, then this is a legit-
‘imate reason to consider that contractor nonresponsive and to
select another contractor who does provide the needed level of secu-
rity,” Eckerd said. , :

Bckerd went on to say that GSA does not attempt to assure for
-other agencies the security or the integrity of private contractor
operating systems and computer time-sharing programs.

Moreover, Eckerd said, GSA does not determine national defense or
.any other security levels required by agencies as they contract out
-computer services to private firms. Hckerd reiterated that it is GSA’s
position that computer security is the responsibility of the individual
-agency.

With reference to personal data, however, GSA does have a mission,
Bckerd said. He explained that under OMB Circular No. A-108 GSA
is held responsible for insuring that agencies comply with provisions
-of the Privacy Act of 1974 concerning reports on user systems and
%ublic notice of all systems of records. In that regard, Eckerd said,

Federal agencies must now include in their requests to- GSA for pro-
-curement and services information and certification relating to specific
requirements protecting the privacy rights of individuals.

Senator Ribicoff asked if there were a role played by the National
Bureau of Standards in the award of computer service contracts to
private firms. Bekerd said he was not aware of any direct participa-
tion by NBS in providing for the security of specific agency procure-
ments. Eckerd did say, though, that GSA and NBS were working
‘together to produce “the necessary methods and procedures needed
for adequately specifying security requirements in ADP
procurements.”

To the question, how can Government agencies be sure private
«companies maintain facilities and procedures sufficient to secure
personal data and other sensitive information, Ickerd said:

GSA cannot make assurances concerning specific efforts of
other agencies and private firms. We can, however, assure the
committee that GSA fully recognizes that Government has
reached o point where something more than good intentions
are needed; and that in regards to our responsibilities
stemming from the Privacy Act of 1974 and OMB Circular
A-108 we have appropriately amended procurement regula-
tions and appropriately structured our teleprocessing service
program. . . .

o
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GSA has no specific Governmentwide responsibilities for
computer security, and as such we could be viewed as over<
- stepping our authorities by seeking such assurances on the
behalf of contractors oragencies. It is implicit in our regula=
tions that the agency consider the security dimension of its
requirements prior to using a commercial source. For those
programs GSA is responsible for, such as the teleprocessing
services program, it would be relatively easy to explicitly
embrace considerations beyond the protection of personnel
privacy, to include broader computer security issues. Such
changes would also reflect the position that providing of
computer security is the responsibility of the heads of
agencies (not GSA’s) and the fact that there are no Govern-
ment-wide standards for computer security. On a case-by-
case basis agencies must develop clear and definitive state~
ments of security reguirements and then judge .the suita~-

bility of vendor offerings.

On the subject of personnel background checks regarding e
ployees of contractor firms providing computer services to the Gov-
ernment, Administrator Eckerd had this to say: '

We have no reason to doubt that personnel reliability has

a high priority among computer contractor firms as it does
within the Federal Government. A prudent menagement
will seek to insure satisfactory performance on any existing
conitract and to build & reputation which will invite future
contracts, It is reasonable to expect, therefore, that such
firms will seek out and eliminate cases of unreliable personnel.
On the other hand, Federal agencies lack authority to require
> backeround investigations of employees of  contractor as a
condition of a contract with two exceptions. Those excep-
tions are contracts in which defense classified information is
involved and contracts made by GSA for guard and jeni-
torinl services in  (GSA-controlled buildings and storage

facilities, ‘ ‘
It can be arﬁued that because agencies have an obligation
to husband and protect the Government assets, they are em-~
powered to take those specific measures theyydeem necessary
to discharge that general obligation. In thiluj,ew, agencies
already have sufficient authority to require background
investigations of contractors’ employees, On the other hand,
the Privacy Act of 1974 places restrictions on the gathering
“and handling of personal information. It is reasonable to
expect that lack of specific suthority would  engender
challenge and delay when investigations of personmnel were

requested, thus impeding the procurement process.

GSA was asked to respond to the three reports on computer security
suf‘ld operations issued by the General Accounting Office in the spring-
of 1976, L

The May 10 report, “Managers Need To Provide Better Protection k

For Federal Automatic Data Proc‘essin%Facilities,” had GSA’s en~
dorsement. Administrator Eckerd said GSA was fully supportive of
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GAQ’s recommendations regarding the specific designation of security
officinls at Federal computer facilities and the use of FIPS-31 by
agencies when developing and implementing physical security and
risk management programs.

Bekerd said it is GSA’s position that GSA or OMB should act on
GAO’s recommendations by (1) requiring the designation of a security
officer for each Federal computer facility and take necessary actions
to define the authority and responsibility of that position; and (2)
requiring the review of security within each Federal computer facility
and then assessing that review in light of a risk analysis of areas that
needed to be improved. ,

Bekerd asserted; however, that he was not necessarily advocating
that agencies establish a new and separate position of “security
officer’ at each computer facility, although, he added, that course
may be necessary in some cases. Moreover, as another qualifying
observation, Administrator Bckeord said FIPS-31 should not, at this
time, be made mandatory but should remain—as NBS intended, he
said—an “advisory guideline.” Tckerd said FIPS-31 should not be
made mandatory until sufficient experience with it, including cost
considerations, had been realized.

Eckerd added that at the present time GSA and the Office of Man-
agement and Budget are working together to develop an effective
approach for implementing Government-wide “guidance” in com-
putar security,

Next, Bckerd commented on the GAO report, dated April 23, 1976,
named, “Improvements Needed In Managing Automated Decision-
making By Computers Throughout The Federal Government.”

In response to that report, Eckerd said, OMB, on May 29, 1976,
requested that GSA (1) review each GSA computer operation to
‘determine whether any of them involved automated decisionmaking
applications as defined in the GAO report; (2) review all administra-
tive procedures, criteris, and computer programs pertaining to auto-
mated decisionmaking applications, to assess the possibility and proba-
bility of improper actions, the extent to which improper actions had
or may be occurring and the monetary value of these improper actions;
(3) identify and implement any improvements needed to minimize
the future occurrence of improper actions; and (4) review and analyze
existing policies, responsibilities, and procedures relative to the design,
development, test, evaluation, and approval of automated processes
and syctems and to assure maximum efficient, effective, and economi~
cal utilization of these resources and develop any new policies, pro-
cedures, guidelines, or methodologies as necessary.

Accordingly, Bekord said, GSA made a review of its computer
operations and .identified five systems which contained automated
decisionmaking processes. Eckerd said GSA is continuing to review
these systems to evaluate their accuracy. GSA will report its findings
to OMB, Ickerd said.

Similarly, OMB, on June 16, 1976, instructed GSA to review the
recommendations contained in GAQO’s report, ‘‘Computer-Related
Crimes in Iederal Programs,”” Bckerd said. That report, dated -
April 27, 1976, reflected OMB’s concerns, Bckerd said, and GSA was
directed to take appropriate actions as soon as possible to reduce the
potential for computer-related crimes i ADP programs. Eckerd said
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‘OMB requested that GSA consider implementing GAQ’s recommens=
dations throughout the agency. Hckerd said a communication was
sent to all GSA services and staff officers and to each GSA region’
requesting such a review with agpmpri&te reply. Bekerd said that
replies received indicated that GSA user systems are in compliance
with GAQO’s recommendations. ,

Eckerd said GSA agrees with the GAO recommendations to set up
(1) an organizational plan that segregates the duties of individuals
to minimize their opportunity for misuse or misappropriation of the
computer system’s resources; (2) o system of authorization and
record procedurves sufficient to provide effective accounting control
over assets, liabilities, revenues, and expenses; (8) an established
system of practices to he followed for each dity and function of the
organizational unit involved in the computer system; and (4) an
effective system of internal review, including an internal audit stoff
that has training adequate to review and evaluate computer-based
system controls and that does such reviews both when systems are
being designed and after they have become operational.

“(3SA agrees with the recommendations made by GAO and will
continue to make every effort to apply the principles to both our
manupl and sutomated systems,” Eckerd conc}uded. '

AN Evarvarion oF INFONET SHOURITY

Time sharing, in computer terminology, means the utilization
of computer or data banks by many individuals, or users, from
remote terminal devices at the same time, .

A major time-sharing capability used by Federal agencies is &
computer system known ag Infonet. Infonet is owned by o private
firm known ag Computer Sciences Corp. Infonet offices—that is, the
Information Network Division of the Computer Sciences Corp,—
are at 650 North Sepulveda Boulevard, Tl Segundo, Calif. Tn this
section of the committee’s stafl study Computer Sciences Corp.
will be referred to as CSC. ‘ o

Some 200 Federal departments, agencies, and offices use Infonet’s
commercial time-share system. Government use of the Infonet
time-share system is a result of contract GS-00S-11580 entered into
by the General Services Administration’s Automated Dats and
"Telecommunications Service (ADTS) with CSC. Besides the approxi-
mately 200 Federal users of Infonet, Infonet also has subseribers from
the private sector. i : i

According to report No. 20-5002-CAC of the Office of Audits,
GSA, dated February 18, 1976, Infonet’s hardware consists of a
number of Univac model 1108 computers with associated computers,
disk, and drum storage devices and communications equipment in
Bl Segundo, Calif., and Oak Brook, I, and a connecting communi~

- eation sgstem. ,

The GSA Office of Audits report snid CSC permits the Government
to access_the Infonet network through communications ports in
Boston, New York, Washington, Atlanta, Huntsville, Chicago,
St. Louis, Fortt Worth, Dallas, Denver, San Francisco, Los Angeles,
Auburn, and Seattle. In computer terminology, access can be defined
as the ability and the means necessary to approach, "to store or”
retrieve data, to communicate with or to make use of any resource
of an automatic date processing (ADP) system,
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. The GSA Office of Audits report said that in terins of software
Infonet provides basic FORTRAN, COBOL, and assembler program-
ing languages, a proprietary data management language, manage-
ment information systems, general purpose utility programs, and an
application, library.

GSA said that originally the contract with CSC—No. GS-00S-
11580—ran through June 30, 1973, with options for three annual
renewals. (GSA exercised two options to renew the contract through
June 30, 1975. CSC and GSA agreed to extend the contract through
June 30, 1976. The new agreement, GSA said, also provides that if’
CSC is awarded a contract under the multiple award schedule con-
tract teleprocessing program, all Infonet users except the GSA
Federal Buildings Fund will transfer to the new contract.

GSA’s contract with Computer Sciences Corp. (CSC) males.
Infonet the largest single commercial computer time-share system
under contract to the Federal Government.

According to GSA Administrator Jack Eckerd, billings by Infonet.

to Federal user a%lencies in fiscal year 1974 were $11,279,495. In
fiscal year 1975, these billings totalled $19,400,308. For fiscal year
1976, the billings came to $25,718,866. The Federal user agencies.
included GSA, the Army, Navy, HEW, Agriculture, HUD, Postal
Service, Defense Contract Audit Agency, Bnergy Research and
Development Administration, General Accounting Office, Depart-
ment of Defense, Small Business Administration, Interior Depart-
ment, Federal Energy Administration, Commerce, NASA, Treasury,

Foderal Trade Commission, Civil Service Commission, Office of

Management and Budget, and other agencies.

Owing to the considerable amounts of information the Federal
Government stores and processes in the Infonet system, officials
were concerned about the adequacies of Infonet’s security precau-
tions. Accordingly, in the fall of 1974, GSA entered into contract
No. (GS-0385-43811 with the Stanford Research Institute (SRI),.
Menlo Park, Calif. Under the terms of this contract, SRI was to-
assess the security of the Infonet system and of its use by Government
users.

. The SRI team was headed by Donn B. Parker, a senior informa-
tion processing analyst at SRI. Parker, who has performed computer
security research for the National Science Foundation and the General
Accounting Office and, as an author and lecturer, is quite well known
in the ADP community, was assisted in his Infonet security svalua~
tion by D. N. Berg, D. H. Brandin, H. L. Holden, N. R. Nielsen,
W. D. Tiffany, and P. M. Whiting-O’Keefe. Parker’s report, com-
pleted January 31, 1975, and revised April 1, 1975, is named ‘‘Security
Assessment of the Infonet System and Its Use By the Federal
Clovernment.”

GSA Administrator Jack Eckerd, in his November 9, 1976 state-
ment submitted to the Senate Government Operations Committes,.
referred to Parker’s SRI study. Administrator Eckerd said that
Parker’s team had concluded that Infonet’s security features were:
“commensurate with the uses being made of the system.” Eckerd did
add, however, that the SRI report indicated there did exist “oppor-~
tunities to further enhance the data security of Infonet.” Eckerd
also acknowledged that any shortcomings in the security apparatus
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at Infonet were not the fault of the Infonet security safeguards but
‘were, instead, the result of inappropriate or incomplete actions taken
by users, users in this case béing Federal agencies. o

It was the view of the staff of the Senate Government Operations
‘Committee that an evaluation of the security precautions in the
Infonet system could not be an accurate evaluation, from the ‘Gov-
ernment’s point of view, unless it took into account both user and
contractor practices, procedures, and habits of transacting ADP
communications. In that light then—that is, when the Federal use
of Infonet and Infonet are evaluated as a whole—Parker’s SRI re-
port on Infonet security procedures takes on a meaning different
from the meaning as characterized by GSA Administrator Eckerd.
The title of the SRI report, ‘‘Security Assessment of the Infonet
System and Its Use By the Federal Government,"” reveals that it
was the Parker team’s intention to evaluate not only Infonet’s security
procedures but to also examine the security procedures of Federal
users of the Infonet system.

Moreover, it was in their evaluation of the security practices of the
Tederal agencies using Infonet that the SRI investiﬁators found fault.
The Parker veport, as GSA Administrator Eckerd said, exonerates
Infonet itself, for the most part, of serious security foilures. Butb the
users—that is, Federal agencies—fared less well in the SRI study.
As the study asserted, ‘“The overall security provided by Infonet
meets and in some ways exceeds the low level of user demands and is
consistent in many ways with current practice to the extent that has
been determined through SRI experience,” But the Parker team went
on to say, “At present the greatest risks to the general level of security
of Government data on Infonet are the users' lack of security aware~
ness and failure to use available security precautions.” The Parker
team added, “By far the larger source of general security risks are the
users, The security risks associated with the system, while clearly
present, ave of lesser concern and import.” '

The SRI report found, for example, that data stored on the Infonat
system by Government users ranged from nonsensitive to very sensi-
{ive and the knowledge and sophistication of the user communityt\
ranged from *naive to expert.” The Parker team investigators said )}
they came upon instances in which Government users of Infonet did
not fully comprehend the sensitivity of the data in their files and the
need for appropriate higher security measures. No general guidelines
were observed covering the sensitivity of information and the proper
handling of such information, the Parker group said. ,

The SRI team concluded improvements were needed in the manner
in which Government users of Infonet managed ({msswords. In com~
puter terminology. a password is a protected word or a string of char-
acters that identifies or anthenticates & user, a specific resource, or an
access type. Password is synonymous with keyword. ‘

The Parker team pointed out that anyone obtaining someone else’s
password can make himself appear to the computer system ss if he
were the legitimate holder of the appropriate credentials to gain access
to data, Parker’s investigators discerned a ‘lack of proper treatment
-of ’]lzas?({ ords” by Federal agencies linked to Infonaet, .

hei SRI report demonstrated the password problem by citing
instances in which passwords were printed on terminal output paper,

i
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thereby exposing the password to unauthorized personnel who might
be passing by. In other illustrations drawn by the Parker team it
was noted that documents carrying passwords were left unattended
lying on tables and counters in terminal areas.

" In addition, the Parker team said, passwords were {requently
selocted for the convenienge of the user rather than to strengthen
security. Passwords were selected for ease of vecall, Parker said, citing
ingtances in which passwords were formed from a user’s initials, family
name, address or project title. In other cases, the Parker team said,
pagswords were not changoed frequently enough, thereby increasing
the possibility that an unauthorized person mingt learn it.

Parkor went on to say:

Users sometimes incorporate passwords inte programs
for a varioty ol convenient reasons. However, when these
programs are subsequently stored in shared files, detection
of the password is veadily achieved by others accessing that
shared file. By oxploiting such user oversights during ter~
minal sessions on fn‘fonet, SRI obtained several user identi-
fication numbers and passwords. This placed SRI in o
position where it could have copied, changed or destroyed
any of the data files associated with those users’ accounts.
The skills and knowledge of the SRI user who was able to

 accomplish thiy are comparable to any experienced appli~
cation programer who has had previous timesharing com-
uber usage experience. Such users have gained a general
]:nowlodge of how computer systems may be organized.
Such users generally have knowledge of several programing
languages and experience in processing data from large disk
and magnetic tape files. ,

The SRI report next addvessed itself to “access control,” saying:
that, for the most part, little control was maintained over access to
terminals and to terminal output at user locations. Thus, the Payker
team noted, sensitive information could, in many instances, be
compromised in tho terminal area while located entirely outside the
computer system.

As for capabilities provided by Infonet itself to secure the computer
system for Government users, the Parker team concluded Infonet
was doing o good job. Some of these security features were inherent
in the design of tho Infonet system, the SRI report said, while other
socurity fentures were available as user options. These optional
foatuves had to do with access limitations, selective authorizing pro-
cedures and additional password safeguards, “IHowever,” the Parker
team said, "many users are unaware of the optional capabilities and,
therefore, do not take advantage of them.” Similarly, SRI’s investi~
gators said, some Government agency users of Infonet knew about
the optional security procedures but decided not to use them—-or,
if they did use them, did not utilize them in a safe or appropriate
manner,

The Parker team called attention to an Infonet service allowing for
TFoderal users of the system to keep track of computer use. This “log
information” can monitor system usage so thabt accounting ervors
and unauthorized aceount access can be detected, Once again, however,

i
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the Parker team said, some Government users, particularly users
other than GSA, were not currently receiving this information. '

The Stanford Research Institute group noted that Infonet had built
& comprehensive security system for its operation. But, the team said,
little attempt had been made to monitor protective mechanisms. The
Parker group said, for example, that there was a protective mechanism
within the computer system to malke it difficult for persons to make
repeated attempts to guess an account’s password. The Parker team
said Infonet disconnected o user after three failures to specify the
correct password but did not monitor the number of invalid attempts.
Therefore, the Parker team snid, one user can repeatedly attempt to
read another user’s protected files and no alarms or other signals would
be initiated indicating that such attempts had been made. ‘

The SRI report said that there were 30 to 60 Infonet employees
who had the capability to access user data files. The report said there
was no monitoring to determine if accesses were made to user accounts
by Infonet personnel. The Parker group also noted that thers was no
invernal audit capability within the Infonet operation.

The Parker team said Computer Sciences Corp. (CSC) had de-
veloped a comprehensive set of documented policies and procedures
relative to sepurity at its El Segundo facility. “Impressive’ was the
term the Parler team used to describe CSC's concern for security, as
judged by the security policies and procedures. But, while the policies
and procedures existed on paper, they were not always enforced, the
Parker team said, pointing out, for example, that CSC did not en-
force its own password selection procedure. Because the password
procedure was not in place, the Parker team said, SRI investigntors,
assuming the role of ordinary users, were able to gain access to an
Infonet account carrying privileges not extended to other users. In
another instance, the Parker team said, the GSA Office of Audit recom-
mended that two of the alarmed building doors be tested. ‘They were
tested and the alarms did not sound, the SRI report said.

The report said that CSC assigned the responsibility for the se-
curity of Infonet to one person, That person had meny other responsi-
bilities which took time away from his Infonet security responsibilities.
The Parker group said there was no person whose primary responsi=
bility wos computer security. Moreover, the SRI report said, there
was no periodic operational audit and reporting that included exami-
nation of the Infoneb system by internal or external auditors. The
Parker group said that because of this lack of audits there was no
way that CSC management could routinely be informed of the over-
all state of Infonet security except for possibly holding reviews
conducted by Infonet management responsible for security. :

SRI examined the safeguards against entry by unauthorized persons
into the Infonet com]iuter rooms. Enfry to the computer rooms was
controlled by two levels of perimeter protection and a badging system.
Access to the building in which the computers were Toeated was
controlled by o guard or recoptionist and alarm-controlled doors. Bub
the Parker group concluded this protection was not jotally effective.
The Parker roport said CSC ifsell reported the presence of unau-
thorized persons in the Infonet operations building but not in the
computer rooms or other specially restricted areas. SRI said no special
fire detection facilities were provided in most computer areas and that
fire protection was limited to hand held fire extinguishers.

B
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Users’ magnetic tapes were stored on open racks in the computer
rooms clcse to the computing equiljmcnt, the Parker team said. In
addition to exposure to the normal hazards of the computer room,
the tapes were accessible to all computer operations staff, the Parker
group said, going on to say that no backup copies of user tapes were
routinely stored remotely and that users had never been exglicitly
told about tape handling and stornge procedures. Parker said users
had not been informed of the need for additional safety for storage
and backup of sensitive or critical data on tn,i)e. But, the SRI report
said, OSC had indicated it would provide such services upon request.

Just as magnetic tapes were stored in the computer room, the
Parker group said, backup copies of disk files were also stored in
the computer room. But data was removed to a storage vault on a
woekly basis. The storage vault adjoined the CSC building in El
Segundo but the vault was not an integral ({mrt of the facility. The
Parker group said the vault provided some disaster protection but it
~ could not be considered far enough away to be an offsite location.
Accordingly, the Parker team said, security of the backup copies of
disk files was not suflicient in the event of disasters such as fire,
explosion, or earthquake. Computer Sciences Corp. did send some
data to its Oakdale, Ill., facility for added protection, the SRI report
said. In turn, the report said, an offsite vault outside the immediate
vicinity of the CSC facilities in Il Segundo did not exist. Such an
offsite vault would have to be close enough for physical nccess to
restore service within a reasonable time, the SRI report said.

The SRI rc:a[porb explained that magnetic tapes that are not pro-
duced on the Infonet system, or magnetic tapes that are destined for
other systems, are termed “foreign tapes.” The Parker team spid that
from o security viewpoint operational procedures used for foreiﬁn
tapes were weak., In particular, Parker’s SRI report said, the
external labeling procedures for foreign tapes were inappropriate.
As o result, Parker said, the data on foreign tapes was subject to
accidental and deliberate compromise. However, the report noted,
CSC indicated it would -improve the labeling procedures, bringing
them up to a more appropriate level of security. !

Naxt, the SRI report addressed itself to the subject of telecommuni-
cations. Terminals communicated with the 'ccntmi computers thirou%h
commercial telephone systems, the Federal Telephone System éLE‘T )
and Infonet’s Remote Communications Concentrators (RCC) lo-

cated in Infonet offices in major areas of user concentration.
The SRI report said:

The RCC is a programable (computer) device provid-
ing multiplexing and error control and allows use of 4
variety of terminal types and operation speeds. The RCC
sites are under access control similar to that provided at
the computer facility. The RCC’s are manned part time
by operators. The remainder of the time they run un-
attended. No special precautions are taken im the place-
ment of circuit boxes or telephone lines within or leading
from buildings. The telephone lines at the Tl Segundo
Tacility are underground. There is no special redundancy
of circuits other than normelly provided by the telephone

Eo4

75



59

companies, An area of unknown lev:}.of security for tele-
communications is within the junsdiction of the com-
mercial telephone companies but is outside the scope of
this study. : ,

The Parker team then went to the subiocb of ‘*service continuit;
and disaster protection.”” On this issue, the team said the unavail-
ability of service at crucial times or forlong periods of time can be a
serious security concern. As an example, the Parker group said, a
Government agency could suffer o significant loss if a useris dented
nccess to information or processing in a time-critical -transaction.
In addition, the report said, the extraordinary conditions caused by
o system or operational failure could seriously weaken or compromise
normal security functions. ; -

SRI said that, while safeguards to ]]u'otect building security did
exist regarding nonforcible and nonviolent entry, a varisty of ways
wera available by which the COSC headquarters facility containing
the Infonet El Segundo operation could be entered by hostile persons.
There were also a number of ways in which the operation of the com-~
puter systems could be halted by internal or from external hostile
persons, the Parker group said. Parker added that forcible assaults
were rare but they had occurred.

The Parker team said there was no bucku})3 or,sininterruptible
power supply for the El Segundo operation. But, the team’ said,
there were two Southern California Edison power sources, to be
switchable in the future, entering the building. There were no definite
plans for shifting the Il Segundo processing load to the Qalshroolk,
Ill., system should servics be interrupted by disaster, the SRI team
said. The Parker group said that GSA had not provided Infonet the
reduested Government service priorities and account priorities for
special treatment in such an event. . ;

The Parker team said the GSA-Infonet contract specified service’
continuity requirements and provided for liquidated damages in
the event thab these requirements were not met, The Parkér group
said that this removed to a degree the disaster recovery considerations
from the concerns of the Government user.

The SRI report explained: v

How OSC chooses to meet its contractual obligations is
legitimately its own business decision. However, data of
considerable value (e.g., instructions for Treasury disburse-
ments) are stored in Infonet. Although SRI cannot estimate
the potential damages that could result from the unavail--
ability of this data, no evidence was found that users had
made such a determination and related their potential
damages to the contractual damage clauses.

The Parker group, still discussing Infonet’s ‘‘service continuity
and disaster protection’’ capabilities, said the fire detection and
extinguishing ‘equipment located in ‘the computfer areas was not
adequate ‘‘even though CSC claims it mepts local fire codo reguire-
ments.” The SRI report said equipment provided the Oakbrook
facility was more appropriate for a large-scale, on-line, multicomputer
system,
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The Parker ‘group said Infonet had assembled a capable’staff to
asnist users with specific problems occurring in their use of Infonet
services. In addition, a number of manuals had beer: published cover-
ing major aspects of the system and its services, SRI said. But in this
litergture and services, SRI said, there were two considerations
affecting security. ,

The Parker team explained:

One area concerns the provision of information that is not
needed by the user. Thus, certain account number datu
(excluding passwords) are needlessly available in pablic files;
Diagnostic messages on security violations are, in some cases;’
overly explicit, thus providing helpful information to the-
potential penetrator. : «‘

~" " 'The other area concerns the provision of information
about the use of security-oviented characteristics of the
system, Very little consolidated information is now provided
16 the user with respéet to his ability to enhance the security
of his Infonet usage. He generally lacks a central source of
speeific information about the security features available,
thé use of these features, fnd the security side effects and
pitfalls associated with the Infonet system.

‘On July 28, 1976, Donn B. Parker told the Committee that the
audit of Infonet was limited as a result of an agreement with officials
of the Computer Sciences Corp. Parker said he refused in his report
to assert that security was adequate at Infonet because of a lack of
standards to measure Infonet’s security systom against. He said that
in besting the Infonet system he ‘‘did not go all the way in attempting
to get into any other customer’s files.” Parker said he did not initiate
an exhaustive effort to ecrack the Infonet system. He said an. éxpert
in, ﬁenetmting‘ computer systems could have compromised Infonet
with g concerted attack on the system. Parker also said that during
the andit he did not have access to the Infonet operating system.

Tre Pamure A. TENkHOFF STATEMENT

Philip A. Tenkhoff was the director of systems development for the
Information Netwerk Division (Infonet) of Computer Sciences
Corp. Tenkhoff had responsibility for the planning, network design,
specification, and implementation of all hardware and communica~
tions for Infonat. Tenkhoff:was also responsible for directing the long-
term évolution of the Infonet network and was responsible for the
overall security of the network, RS

On August 2, 1976, Tenkhoff sent to Government Operations Com-
mittee staff a copfr of & speech he, Tenkhoff, was to give that week to "
the International Conference on Computer Communication. The
Conference was held in Toronto. In his letter to the staff, Tenkhoft
said he was providing the text of the speech to indicate ‘‘some general
information . conderning Infonet’s approach to security.” Because
Infonet is the largest commercial computer time-sharing contractor
with the Federal Government, because information provided.the
committes by the Genéral Services Administration (GSA) revedled
that Infonet will, in all probability, continue to increase in the services:
it provides Government and because the Stanford Research Institute
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(SRI) evaluation of Infonet detected shortcomings in the Infonet--
Government user secuxity procedures, this staff study will now report
on Tenkhofl’s speech regarding his organization’s approach to security.

Tenkhoft said data security had long been an essential consideration .
for remote teleprocessing systems. Tenkhoff said a stringent level of
security must be provided to protect the interests of multiple sub-
seribers using o shared system, IPIe said that for many major networks,
design. considerations which reflected the concern over data security .
preceded increased legislative attention toward data privacy. While .

his remarks in this speech related specifically to Infonet, Tenkhoft.

said, much of what he had to say could be applied to the remote com=-

~ Tenkhoff said each subscriber to Infonet had one or more termirizﬂs

¥

located in one or more cities throu(%hou'b the United States, Canada,
or Europe. Hach termindl accessed.the centralized host computers

through special communications concentrators which are located in
Infonet facilities, he said, adding thatiaccess was achieved through

both the public switched telephone network and dedicated circuits.
In computer terminology, a dedicated mode is defined as the opera~
tion of an ADP system in which the ceiitral computer facility, the
connected peripheral devices, the comsnhunications, facilities and

all remote terminals are used and controlind exclusi;(@ly by specific
users or greuns of users for the processing&;\c}f particiler types and
categories of information. O 4

Tenkhoff said the Infonet communications network used dedi-
cated common carrier circuits and routed all ‘tommunication to the

" centralized host computers. He said that subseriber data files and

programs were stored on magnetic disks or tapes
plter center. o S :
_Tenkhoff said increased legislative iuttention thad recently been
divected toward privacy and security in data processing systems:.

Jocated in the com-~

v

These legislative actions, he said, had brought into the open the, -

interrelationships and conflicts regarding. individual yights to privacy;.
the current state of computer technology, and the cpst of providing
computer security. Computer designers and service: suppliers are

- faced with the challenge of providing systems which megt the security

objectives of & wide range of user requirements for ‘privacy and

security .in & competitive economic environment, Tenkhoft said.

Referring to the Stanford Resenrch Institute evaluation ofyInfonet,
Tenkhoff said that because of Infonet’s unique role as a supplier of
remote data processing services to the Federal Government Irfonet
had been subjected to the first government sudit of sucha service in:
terms of security. - - - . : C : ‘ '

- Tenkhoff seid important factors in a commercial firm’s ability to
provide ADP services to the Government are privacy, secuxity, and.
reliability—but that all too often these three considerations sre. all
linked ‘together rather than being viewed individually. S

Privacy, Teénkhoff said, is-a legal issue and not s technical one.
He said that for a computer network, such as Infonet, privacy deals:
with -actions associated with the content and disposition of data
files: which -are created: by various ¢ommercial and. Government,
agency subscribers. The content of these files is determined solely by:
the user, Tenkhoff said, explaining, “Thus, the responsibility for
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their content must rest totally with that user. Only he should be held
accountable for any legal violations.” )

On the subject of security, Tenkhoff said computer security related
to the technical means by which the integrity of the user's data is
reserved. This, he said, included protection against alteration,
oss, or disclosure of a user’s data. "Penkhofl said security included a
total range of means including hardware design, physical protection,
operations, and personnel procedures. The supplier of network
services must provide ‘the required security and the subscriber must
u]ﬂ)ropriately use the security features of the system, Tenkhoff said.
“Hence, security must be viewed as a joint supplier and user respon-
sibility,” Tenkhofl' said. : : :
This-last observation by Tenkhoff—that is, that computer security
is o joint vesponsibility of both supplier and user—supported the
Senate Government Operations Committee stafl’s view, articulated
in the previous section of this staff study, that to say Infonet!s security

procedures are sound is merely to attest to the capability of one-half

the equation. The other half of the equation must be that the users
of Infonet—that is, Federal agencies—eflectively utilize those security
procedures. : - ,
Next, Tenkhoff discussed reliability of the Infonet system. He
said reliability was associated with the degree to which user files
were available upon demand from & subscriber. This, he said, included
consideration of both downtime—that is, when a computer is not
available for use—due to temporary interruptions and the protection
against irrevocable loss of files, including natural or civil catastrophe.
Reliability, Tenkhoff said, is the prime concern of the services supplier.
~On the subject of system architecture, Tenkhoff said the system
software design for Infonet had, as one of its principal objectives,
the assurance of providing a high level of security. The majority of
this design, he said, was accomplished in the 1969-71 time period.
Infonet’s motivation was to protect the unauthorized disclosure of a
client’s data to any other source, be the disclosure through accident or
intentional system penetration.: : «
Tenkhoff said the system architecture of Infonet provided four
principal categories of protection: (1) entry protection; (2) file pro-
tection; (3) sharing protection; and (4) penetration protection.
Bntry protection, he said, dealt with the controls imposed by the
system over both access to the Infonet system and to specific files

within the system. Each subscriber has & user identification number:

and o password, Tenkhoff said, adding that the essential key which
provides access to the system is the password. The password, he said,
consists of six characters, any one or all of which could be randomly
selected by the user from a set of more thsa 100 alphanumeric and
control characters leading to a potential of 10" randomly selected
6-character passwords. ,

Tenkhoff said Infonet provided the user the capability to change
the password at any time. Such & change would be done by the user
from a _terminal without intervention by Infonet personnel, Tenkhoff
said. He explained that customers are encouraged to change the
Ifms}sword frequently and to choose their password in. s random

ashion. -
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Tenkhoff went on to say that a higher level of access protection
was provided as an option. This capsﬁ)ilit , known as autolog, per«
mits a customer to design and impose additional security precautions.
For example, he said, a user could design multiple passwords to
gain access to data. For added security, Tenkhoff said,:a customer
could have the system automatically change the password and

‘simultaneously create & complete audit trail of attempts to enter the -

system. In computer terminology, an audit trail is defined as a
chronological record of system activities which is sufficient to enable
the reconstruction, review, and examination of the sequence of en-
viconments and activities surrounding or leading to each event in

the path of a transaction from its inception to output of final results.

Tenkhoff said that once the proper user identification and pass-
word_are provided and the user is authenticated, there is an addi-
tional level of security at Infonet known as file protection. He said

file protection included the ability of the user to assign special attri- -

butes to individual files under his control. Tenkhoff said that examples
of file protection in the Infonet system were “execute only” and
“limited access.” Tenkhoff said ‘“‘execute only” means that access
to files can be executed only by designated users. Files cannot be
read, changed or deleted. He said that “limited access’” files may

only be accessed By o special program. and that general nccess 1s

prevented. SR :

Tenkhoff said that users with requirements for even greater levals
of file protection may encrypt their data. In computer terminology,
encrypt means to convert plain text into unintelligible form by means
of a cryptographic system. Tenkhoff said Infonet enables the user to

‘write encryption routines which store-all or part of his data in an

encrypted fashion. With this approach, he said, the scheme selected
by the customer remains known only to that customer and‘is not
available either to other customers or Infonet employees. In addition,

Tenkhoff said, Infonet provided a standardizedsencryption routine

available to all users. With this approach, he said, the user provides
the encryption key which provides an assurance that unauthorized
users cannot break the encryption- algorithm. In mathematics, an

algorithm ‘is any mechanical or recursive computational procedurve,

Tenkhoff said that the third form of system protection—sfter
entry and file protection—was sharing protection. He said the Infonet
system was structured around individual libraries. He said g capa-
bility is provided to permit libraries to be shared among users. Sharing
of certain specified  system libraries is  automatic, Tenkhoff said,

-explaining that sharing between user libraries was at the sole option -

of the affected users. v S I ERER :
Infonet provides users with three different levels of sharing, Tenkhoff
said. The decision as to which level to choose from is up to the user,
he said, depending on the user’s security requirements. Tenkhoff said
the first level is Munrestricted” sharing in which the shaver of the
library has the same privileges as the owner of the library. The second
level 1s ‘‘restricted write’’ in which the sharer may read any level in
the share library but may alter or delete only those files. which-he has.
contributed., The third level, Tenkhoff said, was ‘restricted read”

alter, delete or contribute to the library.

- sharing in which the sharer may read files in the library. but may not
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-+ 'Tenkhoff went on to discuss “intraaccount”. sharing. Ie said
intrasccount sharing was accomplished under-thie direction of the

customer accourt manager. Intreaccount sharing is achieved by

Infonet, he said, only after written consent was received from appro-
priate management of the affected accounts. Tenkhoff said it was
noteworthy that the architecture of the Infonet system was such that
sharers need not know each other’s user identification or passwords.
The fourth protective procedure, Tenkhoff said, is known as
Ypenetration protection.” This form of protection includes those
architectural features of the system which secure the system against
nccidental or deliberate penetration. For example, Tenkhoff said,
Infonet and UNIVAC jointly developed a full memory protection at
the hardware level for all user and system programs. This facility
provides a hardware interrupt of the operating system if any user
program attempts (1) to access any memory area outside of those pre-
defined for his exclusive use; (2) to perform any instruction that
would violate the security envelope; or (3) to make any changes in
the instruction area of the user program, Tenkhoft said. He explained
that this memory protection feature is provided automatically to all
users and that no specific customer action is required. Tenkhoff said
other types of proprietary protection are also provided at Infonet
but that disclosure of :these features would be a violation of pro-
prietary and security considerations. ‘ _
~ Physical security at Infonet was then described by Tenkhoff. He
said extensive precautions had been taken to maintain the integrity
of the physical facility in which the Infonef computers were located.
He said the centers are located in buildings to which 24-hour access
control is rigidly enforced. He said specific coded badges are required
for -entrance to the computer ayeas. He said these badges are issued

only to persons directly involved with the operation and maintenance

of the computers and communications network. Visitors and other
emnployees were prohibited entry, he said. :

Tenkhoft said continuous surveillance and monitoring by uniformed
guards were employed to enforce building access regulations. In
addition, he said, access to the computer areds was rigicﬁy controlled
by locked doors, each of which contained cipher locks whose combina~
tions were changed at specified infervals. ;

Tenkhoff, addressing himself to operating procedures, said an
integral par} of & complete computer security system required estab-
lishing and maintaining proper operating procedures. He said Infonet
maintained a complete set of ‘‘operations policies and procedures.”
These contain the requisite security measures which must be followed
in the operation of the system, Tenkhoff said. ,

He said that Infonet decided to incorporate security procedures
directly into the overall operating procedures in lieu of issuing a
separate ‘operations security document. It was felt that this approach
would provide a continuous reminder of the security-related aspects
of all operations functions for the personnel involved, Tenkhoff said.

Tenkhoff said some examples of procedures that contain security-
related functions included those associated with the accounting and
control of user programs and output, appropriate handling of inquiries
regarding use of the system physical access control and emergency
procedures. ' '

.
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A principal focus of this staff study has to do:with personnel security
and the procedures followed by the executive branch in clearing work-
ers in Federal computer programs and in Federal contractor computer
programs. It was a preliminary finding of the Senate Government
Operations Committee staff that procedures aimed at attesting to the
suitability of employees inl compuier programs was not consistent, both
in- Government programs as well as programs contracted out by
agencies to commercial firms. Tenkhoff, speaking for the largest single
Government contractor time-share firm, Computer Sciences Corpora-
tion’s Infonet, said his organization was cognizant of the sensitivity of
personnel hiring and evaluation practices. However, in his speech

efore the International Conference on Computer Communication in
Toronto in August of 1976, he gave no specifics ag to how Infonet

cleared its personnel. He snid that any security system was dependent -

to alarge extent on the personnel who operate and maintain the system.
In addition to providing o secure architecture and proper procedures, he
said, continuous attention must be paid to: personnel selection and
training. Employee awareness of the critical nature of security to the

entire business of remote computing must _be continuous, Tenkhoft

said. He said that periodic reviews were held by Computer Sciences
Corporation to insure that personnel were being appropriately attentive
to security procédures, Tenkhoff mede no reference to the manner of
background checks Infonet conducts concerning persors -employed
or applying for employment. . . .
Tenkhofl” discussed the trade off which Infonet management has
to make concerning security precautions and their cost. Independent
inquiry by the Senate Government: Operations Committee staff

indicated that most experts in the computer field were of the opinion -

that it was virtually impossible to secure a computer system: against
every conceivable compromise or form of physical damage. As Tenk-
hoff put it, “There is a direct relationship between increasing levels

of security and increasing cost.” He added, ‘“This is' a fundamental -

dilemma for the supplier of computer services in a shared environ-
ment.” Tenkhoff said Infonet had.chosen to solve this dilemma by
providing a high level of security for all users with optional levels of
additional security for those users with extremely critical ddta require~
ments. In this way, he said, the user with modest security needs does
not have to pay the price, in both cost and inconyenience, for ex-
tremely high security requirements. He said that - experience had
shown that the standard level of security provided on Infonet was
appropriate for about 99 percent of all applications. He said the
remainder of the clients invoked the optional features to obtain
additional levels df security. , ; R
Tenkhoff, making his own reference.to a point made by the Stanford
Research Institute team under Donn B. Parker, said that a major
problem which had been repeatedly observed wag that many users

did not take advantage of the security features which Infonet makes |

available, This assertion by Tenkhoff was similar to an observation
made by Parkeér’s SRI group in which it was stated: ,
Atipresént the greatest risks to the general level of sécurity
of Government data on Infonet are the users’ lack of security
awareness and failure to use available security precautions.

/ "
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* The Parker group alsonoted:

In the course of its examination' SRI has uncovered what
are believed to be shortcomings in the security associated with
the Government’s use of Infonet services relative to the sensi-
tivity of the data it stores in Infonet. Many of these weak-
nesses are the result of user action—and inactions—and as
such are not the responsibility of Infonet: Other weaknesses
are the responsibility of Infonet. However, some of these
latter findings can be viewed more as a criticism of the user
community and the industry than of Infonet. .

Tenkhoff said Infonet had tried to determine why its clients had
not invoked those security safeguards available to them. He said
three principal reasons were found. First, he said, many users were
unaware of their responsibilities to insure the security of their data
files. Tenkhoff said users tended to use the computer system without
explicitly considering their particular security requirerrents. For
example, he said, a subscriber who selected a password which was
identical or similar to his company’s name was not fulfilling his
responsibility for security. Tenkhoff stressed, ‘. . . the password is
the key to the system. Each subscriber must protect his password.in
a rigorous manner. Passwords should be changed frequently; their
dissemination within a company must be methodically controlled and
different user groups within a major subscribing company should have
independent password systems.” ‘

Similarly, one of the Stanford Research Institute’s strongest
criticisms of Federal use of Infonet had to do with lax procedures
concerningi passwords.. The Parker team said anyone  obtaining
someone else’s password could make himself appear to the computer
as if he were that person, thereby gaining access to the person’s
files. “Although most users were aware of the need for passwords,”
Parker said, ‘‘there is frequently a lack of proper treatment of
passwords.” : 1

The SRI group went on to say:

. .. in some cases passwords are needlessly printed on
terminal output paper. "This fosters compromise from passers-
by. In some facilities card decks containing passwords are =
frequently left lying on tables and counters at batch input/
output terminal locations. Passwords are frequently selected
for the convenience of the user rather than to maximize =
security. A typical instance of this is the password picked
for ease of recall and related to the user’s initials, family,
address or project name. In some cases, passwords are not
changed frequently enough to reduce the possibility of
compromise. ' ' o

Users sometimes incorporate passwords into programs
for a variety of convenient reasons. Howeyer, when these
programs are subsequently stored in shared files, detection
of the password is readily achieved by others saccessing
that shared file. By exploiting. such user oversights during
terminal sessions on Infonet, SRI obtained several user
identification numbers -and passwords. This placed SRI
in a position where it could have copied, changed, or
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destroyed any of the data files assaciated with those users’
accounts, The skills and knowledge of the SRI user who
was able to accomplish this are comparable to'any experi-
enced application programer who has had previous time-
sharing computer service usage experience. Such users
have gained a general knowledge of how computer systems
may be organized. Such users generally have knowledge of
several programing languages and experience in processing
date from large disks and magnetic tape files. -

To counter password laxity among Infonet users, Philip A, Tenkhoff
said, Infonet had recently produced a user-oriented document entitled,
“An Introduction to Infonet Security.” The purpose of this docu-
ment, he said, was to provide users with information about Infonet
security so that they would be aware of the security features of the
Infonet system and so that they could design their applications
according to particular security needs. : ’ :

Besides their lack of consideration of their own security needs—
as exemplified in password laxity—Infonet users were making a
second mistake, Tenkhoff said. This second of the three user short-

comings, Tenkhoff said, could be seen in the fact that users were

careless and unattentive to ]{roper' security procedures, In this regard,
Tenkhoff cited this example. He said some users had selected a
random. password and then posted that password in a conspicuous

- place and that unauthorized personnel could see it. This, too, com- .

promised security, Tenkhoff said. And this user shortcoming was also

one cited by the Stanford Resesrch Institute team, as noted earlier

in this Senate Government Operations Committee’s staff study. '
Tenkhoff said: e

“Situations have actually been observed wherein users have
taped their password to the terminal. One might compare
this to keeping the safe deposit box key taped to'the box so
it is never lost. - - , ,

The third cause of inadequate security, Tenkhoff said, had to do
with convevignce. Increased security, he said, carries with it the
corollary of increased inconvenience. Some Infonet users, he said,
were simply unwilling to accept this increased inconvenience. “Re-
membering & .password of six randomly selected characters is more
difficult than remembering & password which is associated with one's
birthday,” Tenkhoff said, adding, “Changing a password daily is less
convenient than never changing it.”! Tenk%mﬁ said that implementing,
through Infonet's autolog procedure, 8 scheme which would require
two people, each with his own password, to be present before o given
file could be accessed is more difficult~—and more inconvenient—than
using & standard sequence for entering the system. Tenkhoff said
many similar convenience versus inconvenience examples could be
demonstrated. ¢ o

Tenkhoff then said: : o .

Experionce to- date has firmly convinced CSC that the
weakest link in the sezurity of user data on shared remote
computing 'systems is the user himself,” Additional user.
oriented security education -needs. to be provided . . .

;_\
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‘When the using community as a whole begins to use all of
the security safeguards which are-available, overall data
security will be considerably enhanced. -

In his speech in Toronto, Philip A. Tenkhoff, director of System
Development Organization, Computer Sciences Corp., then went on
to disctiss the examination of Infonet made by the Stanford Research
Institute. He said it was the first such Government audit of & com-
mereial shared remote computing service for com}mter security.

Tenkhoff provided background on how the SRI audit came about.
He said that in 1972 Infonet was awarded a contract by the General
Services Administration (GSA) to provide services to all Government
-agencies which required conimon data base, full service remote tele-

rocessing services, For users falling within the scope of the contract,

e said, Infonet was a mandatory source of supply for the period
June 1972 to June 1976. Under that contract, Tenkhef said, there
were no provisions for security audits. Infonet was, however, obligated
to provide the degree of security called for in the Government’s con-
tract award procedures,

~In turn, Tenkhoff said, with the increased Federal attention di-
rected toward the areas of computer privacy and security, GSA re-
quested that Computer Sciences Corp. allow an audit of Infonet.
Tenkhoft said CSC was not required to submit Infonet to this audit
but it permitted the sudit “‘in the best interest of the Government.”

SRI was selected by GSA’s Office of Audit to conduct the study,

Tenkhoff said, But, he e.\']ilained, since there were no agreed upon
“security standards,” establishing a basis for the audit required close
coo(%emtion among GSA, SRI and CSC. Such issues as the protection
of CSC proprietary data, protection of user data, dissemination of
findings and audit methodology all required resolution before the
SRI survey could begin, Tenkhoff said.

Under the terms of the sudit agreement, Tenkhoff said, personnel
from the GSA Office of Audit and SRI were permitted to have access
to the computer areas, all operations procedures and operations
personnel. A normal customer user identification and password were
provided in order that system security could be assessed by the SRI
team, Tenkhoff said. He said the audit and related analysis of findings
was conducted over a period of 6 weeks. 4

The report issued by the SRI team described its ground rules in
conducting the audit this way. The report said the security survey
was restricted to a study of the Government -users of Infonet, sn
examination of the Infonet service as it was ''perceived at the user
interface” and an examination of Infonet opérations in EIASegundo,
Celif. The SRI report said that the GSA Offite of Audits conducted
its own examination of the Infonet operations in Oakbrook, Ill.

The SRI group, headed by Donn B. Parker, siid its examination of
Infonet was based on documents normally available to Government
users, interviews with Giovernment users, observations of Infonet
service made from an SRI-supplied password and account number,
interviews with Infonet personnel and observations made at C3C
facilities in El Segundo: : '

The SRI investigators said the user inferviews were conducted
with a GSA-selected “pseudo-random sample of Government Infonet

e e oo
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users.” The sample included personnel from. GSA and other Govern~
ment agencies, the SRI report said. Users representing 14 of 234
permanent account numbers were selected for interviews, the Parker

team reported. Those selected were primarily main users, the .SRI
report said. These main users accounted for about 50 percent of the

total monthly storage charges for Government users of Infonet in
June 1974. Parker said the sample was believed to be adequate,
although the SRI team did acknowledge in its report that there are
risks inherent in generalizing from such a sample group. ‘

Tenkhoff snid that Computer Sciences Corp. agreed, “as evidence
of its concern for security,” to amend its contract with GSA to pro-
vide for future periodic audits.

The staff of the Senate Government Operations Committee did not
attempt to evaluate the accuracy of the SRI report. Nor did the stafl
seek to evaluate the aceuracy of Philip Tenkhofl’s assessment of the

SRI audit. However, the following language from the SRI report may

be useful in nchieving o view of both the SRI report and Tenkhoff’s
comments about it. This language from the SRI report said:

By prior agreements between GSA, SRI, and CSC, the
security assessment placed relinnce on materials and docu-
mentation voluntarily supplied by CSC, on statements which
CSC personnel made, and on observations which CSC volun~
tarily permitted. Thus, the SRI study is a comprehensive
but not totally independent analysis of Infonet system
security. However, the excellent cooperation received from
CSC personnel assigned to work with SRI did permit some
independent verification of CSC-supplied information. In
large measure, such independent verigca.tion supported the
information supplied by CSC, although certain discrepancies
(both favorable and unfavorable) were observed and reported
in the findings section of this report.

Concluding his remarks in Toronto, Infonet's Philip A. Tenkhoff
discussed the Privacy Act of 1974 (Public Law 93-579) and how
Computer Sciences Corp. 'was seeking to comply with the Jaw, Tenk-
hoff said that because of the large number of Federal agencies which
use Infonet for their data base services, Infonet had a particularly
strong interest in the Privacy Act of 1974, which became effective in
September 1975. ; . .

Tenkhoff said the Privacy Act dealt with actions that must be taken
regarding certain types of data stored and processed in computers.
He said restrictions were imposed regarding transfer, dissemination,
modification, and existence of various data. As applied: to & shared
computing system, such as Infonet, Tenkhoff said, compliance with
these provisions must be a user responsibility. He said Infonet neither
possessed mor desired to possess knowledge of the contents of user
files stored in the Infonet system. Tenkhoft said care had been taken
in the architecture of the system to keep such information from -CSC

employees operations personnel. Tenkhoff said it-was his judgment that

examination of file contents was neither practical nor ethical. He said
this philosophy of ‘design and joperation was a vital aspect of the
security that gSO provided its isers. “Thus, legal issues dealing with

rivacy and the contents of files must rest solely with the user,”
Lenkhoff declared. ‘
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Tenkhofl said a using agency whose data falls within the provisions
of the Privacy Act of 1974 must, on its own bshalf, assure compliance
with the law by proper design of its particular application. Tenkhoff
said the user must insure that both the design and use of the particular
application program have the appropriafe administrative controls
50 _that the provisions of the act may be satisfied.
~ While the prime responsibility rests with the using agencies, Tenk-
hoff snid, the computer seyvices supplier—in this instance, Infonet—
also has responsibilities to provide an appropriate security environ-
ment in which the user is able to insure compliance with the Privacy
Act, Tenkhoft said two key sections of the law related to the providing
of o level of security commensurate with the privacy protection which
is to be achieved. )

Tenkhofl said that section 2(e)10 of the mensure states that each
agency must “Establish appropriate administrative, technical, and
pflysical safeguards to insure the security and confidentiality of
records,” Tenkhoff said section 2(e)9 states that each agency that
maintains a system of records must “Establish rules of conduct for
persons involved in the design, development, operation, or mainte-
nance of any system of records.”

Tenkhofl said the difficulty which confronts both the system user
and the services supplier was one of interpretation. What are, he asked,
“appropriate” safeguards? A review of the Infonet security features
as they apply to the ability of user agencies to comply with the
Privacy Act had resulted in OSC's conclusion that Infonet has pro-
vided “mpgmpriate” safeguards, Tenkhoff said. Tenkhoft then asserted
that the Stanford Research Institute audit of Infonet, although it
preceded implementation of the Privacy Act, substantiated CSC’s
conclusion that appropriate safeguards had been realized at Infonet
in connection with the Privacy Act.

Under the provisions of the Privacy Act, Tenkhoff said, the Office
of Management and Budget (OMB) was assigned responsibility to
formulate guidelines for compliance. Tenkhoff said OMB enlisted
the assistance of the National Bureau of Standards (NBS) in the
Comumerce Department to prepare the guidelines. Tenkhoff said the
principal ‘documents in this regard to date were, first, Federal In-~
formation Processing Standards (FIPS) Publication 41, “Computer
Security Guidelines for Implementing the Privacy Act of 1974, and,
second, FIPS-31, “Guidelines for Automatic Datea Processing Physical
Security and Risk Management.”

. Tenkhoff said FIPS-41 and FIPS-31 contained numerous useful
guidelines for assessing the security of an installation and assisting
in the determination of appropriate levels of security. He said Infonet
had reviewed and used both documents to the extent to which the
guidelines were applicable. But, Tenkhoff said, the one principal
problem with the FIPS-41 and FIPS-31 guidelines is that they are
oriented to computers operated by Government agenciesin a dedicated
environment. “R/I&ny o? the particular considerations associated with
commercial time-sharing systems are not discussed” in FIPS—41 and
FIPS-31, Tenkhoff said. This assertion by Tenkhoff is supportive of &
preliminary finding of the Senate Government Operations Committee
staff, which is that Federal officials, particularly those at OMB and
GSA who have security responsibilities, have neglected to provide for
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adequate security safeguards in connection with ADYP services per-
formed for the executive branch by commercial computer firms. The
staff noted, for example, that, with the exception of confracts to
commercial firms for ADP work in the national security arvea’sand
other limited aveas, there are no provisions for background checks on
personnel employed in nondefense but nonetheless Sgnsitive projects
such as ADP activities having to do with those syster e\‘whic 1 process
financial transactions leading to disbursement of pullic funds., As
will be described later in this staff study, for instance, the committee
staff could discern no consistency in Government policies rogarding the
hiring of persons to perform computer system programing. As an
extreme illustration—one that will be described later in this report—
telons“jcarcerated inside a Federal penitentiary were found to be
Woﬂ;ih’% as progmmers for Department of Agriculture ADP projects
which had to do with systems which process financial transactions
leading to disbursement of public funds. It wag the staff’s view that
if -felons, several of whom were white-collar criminals and almost all
of whom had relatively high recidivism rates, were programing ¢om-
puter systems for Federal agencies, then anyone—no matter what his
or her background—would have to be, or could conceivably be,
considered -suitable for employment in sensitive executive branch
ADP projects, either under the direct employ of the Government or
on a commercial contractor basis. -

It was Tenkhoff’s opinion that the FIPS-31 guidelines fell short of
their goal regarding the labeling and storage of personal data. Tenkhoft
said FIPS~31 calls for separate labeling and storage of personal data.
But, he said, the entire concept of a system like Infonet is that file
contents remain unknown to operating personnel. Accordingly,
Tenkhoff said, it is neither feasible nor desirable to label separatelj| the
medin which cortain such data. - Ve \ﬁ

Tenkhoff saié vhe El Segundo computer center contains a@utz 400
physical disks and 40,000 reels of tape. He said Infonet had‘ne-ided,
nor did it wish to know, how many of these disks and tapes; if any,
contain personal. data. Tenkhoff said Infonet had J’Jlgovic ed a high
degree of physical security for all disks and tapes. They are stored
within the confines of the computer security aves orin o vault at sall
times, Tenkhoff said, explaining that this combination of physical

rotective security plus the anonymity associated with multiple user
fi’les randomly located throughout the physical storage media is be-
lieved by Computer Sciences Corp. to provide a degree of protection
at least equivalent and better than that of distinetly marking personal
data volumes. '

Tenkhoff said this illustrated the strong need for logical interpre-
tation of law and guidelines. He said a totally rigid interpretation, in
o field devoid of standards, could lead to o combination of uncertainty,
unreasonableness, and ultimate high cost to the user. o

The issus of cost was then addressed by Tenkhoff. ¢TIt should be

. well accepted that there is no system which is 100 percent sccure,”

he said. “Given sufficient time and resource investment, any system
can be compromised.” Tenkhoff went on to say that the goal of
proper security system design should be to male the cost of compro-
mising the system outwelﬁh the value of the data. Fe said this ideal
ﬁr&g n%; difficult to articulate but that its practical realization can be
diffircult.
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In o shated enviromment, he said, such considerations as cost take
on an additional dimension, Needs of user applications for security
vary widely, he said. Tenkhoff said the engineer developing a sub-
routine for performing some complex calculation probably had:little
concern over the security of hig data and it is unlikely that it would
have high value to someone else. But, Tenkhoft said, a corporation’s
consolidated financinl data could be highly valuable to othiers and, in
that instance, high security would be warranted. Infonet’s objective,
Tenkhofl sai({, was to provide a level of security for all users which
was: satislactory for all but the most vital data. He said that these
additional security options were provided for users with extremely
high security requirements,

Penkhoff said Infonet’s approach to security options for extremely
high security permitted the. costs asgsociated with this security to be
borne only by the users requiring such features. For example, he said,
if a user decided to store data in an encrypted form, he could do so.
Tenkhofl. snid the computer resources used to enerypt and deerypt
the data were charged to the user. If encryption were to be forced upon
all users, then the cost to each user would be inereased substantially,
Tenkhofl said, adding that arbitrarily high levels of security may be
achieved but high costs will accompany these increases. “Security
is analogous to system reliability—achievement of the last {ractions
of a percent toward tho absolute is nccompanied by extremely high
cost,” Tenkhoff said, :

Tenkhoff went to say that, “Security cannot be added to a system;
it must be designed into it.” e said if the fundamental design. of the
system is not sound, then increasing the investment only increases
cost but it does not add security protection, Tenkhoff said that it does
little good, for example, to add_to the physical security of the com-
puter area if the system can be easily compromised by 'a remote
terminal. o

Tenkhoff said he was concerned that persons with insufficient
knowledge of computer technology and the problems associated with
it should Insist upon arbitrary security procedures in ADP systems.
On this point, he explained: : :

It is important that the Congress and State legislatures
have o firm understanding of cost and result implications
before passing additional privacy and sccurity legislation.
Such legislation must recognize the state of technology so that
arbitrary measures are not enacted whose principal result
would be to substantially increase the cost of computing
while not materially providing any higher degree of security.

Tenkhoft concluded his paper by making two final points. First,
he said, the principal security problem for Infonet today lies with the
user of the service and not with the system itself. To help overcome
this problem, he said, Infonet was trying to increase its security

awareness and user education program. Second, Tenkhoff said, Infonet -

meets or exceeds the sccurity requirements of thie user applications
currently being processed. 'Fenlchoff said that marginally increased
security might be achieved in selected areas. But, hie concluded, the
cost would be reflected in high usage charges and would not be justified
by the needs of the applicationg currenty being processed.
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Inmares AND INFONERT

- The Cpmputer Sciences Corp, owner of: the: Infonep computen

system, issues a newslétter entltfed, “OSC News.” The Decomber

1975 edition of the newsletter carried an article on page ¢ with the

%cx{xdling, “Infonet Working ‘Inside Job’ at Leavenworth Federal
rison. : : « :

Datelined Leavenworth, Kans, the CSC News article said that
“Prison walls_are no barrier to aspiring computer programers at
Leavenworth Federal Penitentiary.” The article said that with the
help of a recently installed Infonet terminal, prisoners hope to be-
come “a key programing source’ for the Federal Government and
productive members of society at the same time. N

[The inmates, the article said, worked in the Federal Prison Indus~
tries, & Government corporation set up by Congress in 1934 to train
inmates in useful skills and help market their services to other Federal
agencies, , . o L
'The article said the computer center in the prison’s “school building”
looked much like any other ADP facility, except that the staff wore
old army uniferms and there were bars on the windows, The install-
ing of the Infonet link at the prison was supervised by Mike Seeb, a
regional branch support manager. Seeb tralned the convicts on how
to use the Infonet system after it was installed, the avticle said.

The article quoted Seeb as stuzying that entering the “big houge”
of the U.S. prison system was “‘a sobering experience.” The article
said the prison was surrounded by walls 40-feet high, 16-feet wide ab
the bottom and 16-feet into the ground, Seeb said that on each of
his visits to the “heavily gusrded structure with its 2,000 inmates,”

he was required to swear that he was carrying no aleohol, ammuni-

tions, firearms or narcotics, according to the ©S5C News article,

The article said Seeb was then permitted to walk up shallow steps;
designed to permit entry by longer term ‘‘visitors’” in 1egrLl chains,
"Then, the article said, Seeb passed through three additional sets of
gﬁ;}.z:dlgaté‘s whereupon he was met by an escort designated by prison
officials. ; .

During the pilot training course, which began in October of 1975,
Seeb tanght COBOL, a computer language, and an introduction to
Infonet operating systems to four selected inmates and two civiliai
members of the ADP staff of Federal Prison Industries, the article
said. ‘None of the students had any exporience with timesharing
systems, the article said, but Seeb found the convicts “very quick
to learn,” The article quoted Seeb as having observed, “They ars all
willing:to take the ball and run with it—though not too far, vf course.”

The article said that some unusual security arrangements ware
required. Seeb said that since inmates were not allowed to use o tele-
phone, civilian employees made the client: contacts, marksted prison

services and handled all phone support. The article said the inmates |

were paid a minimal hourly wage, provided “full programing and

documentation sué)porb, and implement systems on Infoneb necording -

to customer specification.”

The article said Seeb had _f"}gone beyond the call of duty” in eating
in the prison mess but that Seeb was “very enthusinstic about the
program* ahyway. “The success of the fivst ¢lass demonstrates thab

“
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there’s a high probability the rest ofbthe inmate programing popula-
tion will also do as well,” Seeb was quoted as saying. Seeb noted that

- there were 58 ¢onvicts in the prison ADP depsrtment at the present

The OSC News article said that the prison had its own computer
and that using that computer the prisoners had developed about 300
accounting programs since 1972 for the U.S. Department of Ag‘ri—
culture’s Agricultural Stabilization and Conservation Service. The
article said, “Now the addition of Infonet allows them to offer their
services to & much wider market.” Seeb himself was quoted as saying,
“We're looking forward to cooperation from other Federal Govern-
ment customers and maybe commercial customers too.” '

The article said that the initial contract with TFederal Prison
Industries was made by Robert Shirey, Infonet’s Iederal Govern-
ment Marketing Account m‘aha%isr for justice and transportation
systéms in ‘Washington, ‘D.C.- The article said that Shirey, npon
learning of the needs of Federal Prison Industries, proposed that
Infonet could be used hot only to train a ‘“reliable and ‘gconomical
corps of programers for Federal agencies but also to market their
sérvices directly through the network.” ‘

The article said thet according to Al Stober, data processing
supervisor at the prison, the remote computing service had helped the
inmates’ business prospects in many ways. The article said system
dévelopment was easier and faster ‘“since the interactive mode of
operation allows programers to correct their mistakes as they go
along.” “Also,” the article said, ‘““trainees now receive a much broader
education in the latest programing techniques.”

- Stober was quoted as saying; “One of the most readily identifiable
benefits of the program is on the social level. By redirecting the
efforts of these men, many will be eligible for responsible data process-
ing jobs as soon as they have completed their sentences.”

Backerounp on THE Prison INpUusTRIES

On May 17, 1976, the U.S. General Accounting Offipe issued a
réport to the Congress entitled, “Examination of Finailcial State-
ments of Federal Prison Industries, Inc., For Fiscal Year 1975.”
The report was delivered to Senator Abe Ribicoff of Connecticut,
who, as chairman of the Senate-Government Operations Committee,
receives all of GAQ’s Reports to Congress. The report, required under
the. Government Corporation Control Act (31 U.S.C. 841), was
also delivered to the President pro tempore of the Senate, the Speaker -
of the Iouse, the chairman of the House Government Operations
Committee and to James Lynn, ®irector of the Office of Management
and Budget; and Edward H. Levi, the Attorney General. .

_ In its report on the financial statements of the Federal Prison
Industries, Inc., for fiscal year 1975, GAO said the Government-
Corporation Control Act required the'Comptroller General to examine
%ﬁ? If)immcial transactions of the Federal Prison Industries, Inc.,

3] . . i

GAO said the Federal Prison Industries, Inc., a wholly owned
Government corporation created June 23, 1934, functioned within
the Department of Justice under the general direction and supervisjon
of the Attorney General. GAO said the corporation’s primary function
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-was to employ inmat’es’in'Ii";‘edeml prisons so “gs to keep them busy

and, ab the same time, give them an opportunity to obtain training
in marketable skills. During fiscal year 1975, the corporation operated
52 industries at 23 Federal penitentiaries, GAO sid. ' e
After its examination of TPI's financial statements for fiscal year
1975, GAO auditors found their own studies of FPI, as well as those
conducted by the Justice Department, to demonstrate that Federal
Prison Industries’ books were in order and in conformity with the Lav.
GAOQO said the operating policies of FPI were set by o six-member
Board of Directors appointed by the President of the United States.

- 2The Diréctors, GAQO said; were appointed for indefinite terms and

served without compensation. The members of tHe Board of Direc~
tors, at the time of the GAO report, were James L. Palmer; president,
who was appointed in September of 1951 and who served as o repre-
sentative of retailers and consumers; John Marshall Briley, appointed
in January of 1960 and represented the Secretary of Defense; George
Meany,: &%)ointed in--December of 1947 “and represented labor:
Berry N. Beg ( , ,

industry; William E. Morgan, appointed in May of 1966 to represent
agriculture; and Peter B. Bensmger, appointed in. April of 1974 to

represent the Atte¥ney General. -

GAO said the Commissioner of Industries in FPI was Ndrman AL

Carlson, the Director/of the U.8. Bureau of Prisons. The Associate

* Director was David/C. Jelinek; and the Secretary was Paul Plein,

GAO S&idi":'fa;:«\\ o o ) L FR
GAO sald Government sgencies are required to purchase such
Federal Prison Industries products from TPI as meet their require-
ments and as may be available at prices not exceeding current market
prices. GAO said the FPI Board of Directors had established the
policy that prices for FPI products could not be-materinlly below
current market prices. - e ST sl
In fiscal year 1975, GAO said, FPI's 52 industries' in 23 Federal
prisons manufdctured goods or provided servides that included
gloves, brushes, brooms, and antomatic data processing and printing
services. GAD said the total employment for thefiscal year averaged
5,207, or about. 22 percent of the total inmate populaticn. g
" GAO listed sales; profits, losses, and average inmates employed for
each of .the FPI industries according to the goods or services .sold
during fiscal year 1975. In the automatic date processing field, GAO
said, three Federal prisons were selling services. The prisons were the
Federsl penitentinvies at Alderson, W. Va.; Fort Worth, Tex.; and
Leavenworth, Kans, - ~ e IR A
© In sales for 1974; Alderson showed a record of $318,357 and for
1975, $206,885. Profits in 1974 were $56;692 and $92,208 in 1975, GAO
said, An average of 49 convicts wers employed at Aldérson during
this period. § Pl T SR

At the Fort Worth facility, where 31 convicts were employed, GAO i =

said, prisoners ragistered sales of $73,830 and $103,138, respectively, "

for fiscal years 1974 and 1975. Profits in this pursuit at Fort Worth =

were $4,021 in 1974 and $30,014 in 1975, GAO said. = L

Leavenworth convicts had sales of $301,936 in 1974 and $351,493.in
1975, GAO said, adding that profits at Leavenworth in 1974 were
$36,629.4n 1974 and $48,919 in 1975, GAO said 44 inmates worked on
ADLprrojects at the FPI program at Leavenworth during this period.
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INTORMATION ALLEGING TAX FRAUD

In May of 1976, the staff of the Senate Government Operations
Committee developed. information indicating that inmates at the
Leavenworth Federal penitentiary had allegedly perpetrated a fraud
on the Internal Revenue Service for a large amount of money. _

On May 19, 1976, the committee staff submitted a memorandim to
Senator Ribicoff in which they said that information had come to
them alleging that a group of convicts cwrrently serving time at
Leavenworth had conceived a compiex scheme to defraud the Internal
Revente Service by beating the auditi.and computber systems. The
size of this alleged group and the identity of the individuals reportedly
invoived were not known. However,.the cgmmittee staff said, the
perpetrators of the alleged scheme were: thought to have Lieen con-
victed and incarcerated for crimes that included white collar violations,

The alleged group of imprisoned tex violators reportedly had
devised a scheme whereby they created fictitious companies and
husinesses, the committee staff said in the memorandum to Senator
Ribicoff. Complex tax returns were allegedly created for these busi-
nesses showing pages of deductions and other expenses, the cominittes
staff said. The returns were so detailed as to “beat’’ the tolerance
levels set on IRS computers. “In other words,” the committee staff
said, “the returns would not normally disturb the computer ‘audit’
alert which automatically picks up a deduction which 1s out of the

ordinary.”

Other aspects of the information provided to the committee staff
included. unsupported allegations that the scheme was facilitated by
the fact that Federal prisoners had full mailing privileges at Leaven-
worth and that incoming and outgoing mail was not censored by
prison officials; that the alleged scheme was accidentally uncovered
by a low level IRS computer clerk who decided to query the IRS
computer in connection with multiple filings and multiple disburse-
ments of refunds, that is, numerous checks going to the same address;
that IRS criminal investigators were making an inquiry into the
information uncovered by the low level IRS clerk; and that an in-
tensive investigation into this alleged scheme was being conducted
by special agents of the IRS, the TJ.8. Postal Inspection Service, the
Bureau of Prisons and the U.S. Attorney’s Office, Kansas. .

In the memorandum, the committee staff said they had informa-
tion indicating that the investigation of the alleged scheme was
being hdndled “very discreetly.”” Officials. of the affected.agencies
were said to be concerned about the embarrassment to the agencies
involved and various prison programs reportedly abused by the
alleged group of convicts. To date, the committee staff said; some of
the money had been recovered.: But, the staff said, prospects for
additional recovery of the IRS refunds were reportedly srlJight because
most- of the money had already heen ‘diverted into secret bank
accounts. - : o _

~ Upon receipt of the memorandnm, Senator Ribicoff directed that

this information be made available immediately to the appropriate
authorities at the Bureau of Prisons and the Internal Revenue Service.
Such arrangeménts were made at the chairman’s direction? '

-

e
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- JUNE. 7, 1976 MEETING

Moreover, on. Monday, June 7, 1976, at 10 a.m; & meeting was held

in, Senator Ribicofl’s office in. the Russell Office Building. The meeting

was attended by Senator Ribicoff; IRS Commissioner Donald (j:
Alexander; Assistant IRS Commissioner for Accounts, Collection and
Tn,x%&yer Service Robert H. Terry; Norman A. Carlson, Divector of
the: Bureau of Prisons; Assistant Director David C. Jelinek; Malcom

O. Campbell, Jr., Senator Ribicoff’s”administrative assisiant; and

compmittee staff. ‘ : U T :

It was explained at the meeting to the representatives of the execit-
tive branch agencies that the Senate Government Operations Com-
mittee was engaged in a preliminary stafl investigation of problems
associated with computer technology in Federal programs and private

industry and that in the course of this preliminary staff investigation,
the information regarding the alleged income tax fraud s¢heme had

surfaced and that the committee was hopeful that IRS and; the Bureau

of Prisons would work with committee investigators in carrying out -
the congressional oversight function in this matter. There wag general -
agreement smong the participants in the meeting that cooperation -
between the committee and the executive branch wasnot only possible’

and.agreeable but also desirable. Executive branch representatives at

the: meeting said they would immediately inquire into the alleged

convict scheme, N . ) o :
- Senator-Ribicoff directed the staff to expand its preliminary inyesti~
gation to include an examination of the Leavenivorth situation. The

staff then set out to examine (1) the nature and 'scope of any scheme -

oh the part of the inmates at Leavenworth to defraud the Internal

Revenue Service by beating the computerized system of selecting tax .

veturns for audit; (2) any possible weakness in, the IRS computer

operations with respect' to dealing with the Problem of fraudulent -

ings and refund schemes;.(3) the operations of the computer training
and.rehabilitation project at Leavenworth with emphasis on the crim-
inal background of those being trained and any potential irregularity
or misuse of this program by inmate programmers from a security
‘'standpoint; and (4) any possible connection between the alleged
fraudulent scheme. to defraud IRS and the’computer training project

«ab Leavenworth.

BACKGROUND ON INMATES

The committee stafl' looked into the backgrounds of the convicts
involved in the computer programing project at Leavenworth, From
1972.until June of 1976, 157 convicts participated in the ADP program
at Tieavenworth. Of the 157 convicts, the Bureau of Prisons was able
to-provide statistical data on 142 of the prisoners. This information
was provided the committee by the Buresu of Prisors in & document
dated July 7, 1976, entitled “Longitudinal Study of 'ADP Industry
Participants—U.8.P. Leavenworth, June 1976.” e

The Burean of Prisons document indicated that of the 142 convicts
on' whom ' docuriiontation was available 43 were still active in the
program; 51 inmates were still incarcerated at Leavenworth or else-
where; and 48 convicts had been released from custody. Of the 48
released, 6 had been returned to prison for violations of the law: One
of these six, the Bureau of Prisons report said, was ifoprisoned for a

R
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computer-related crime. In turn, of the 48 convicts released from
prison aftey, '“hswingErqceived training in computer programing and
having wovked in FPI projects under contract to the Agriculture
Departiment, 24 ex-convicts had=found employment in the ADP field
in civilian life outside the prison. ‘

For purposes of classification the Bureau of Prisons characterized

the criminal background of the 142 participants on whom documenta~
tion was available. Thirty-eight convicts or 27 percent of the 142
participants were classified as white collar criminals whose offenses
included convictions for crimes such as fraud, embezzlement, forgery,
and interstate transport of stolen securities. o

The Bureau of Prisons report said the remaining 104 convicts, or 73
percent of the 142 participants, were divided into 3 categories ac-
cording to the degree of violence attendant to the crimes for which
they had been convicted. Sixty-nine of these were classified as being
in the most violent group, their crimes including muider, kidnapping,
or bank robbery. Eighteen participants were classified as “property
crime’’ violators whose offenses included theft, larceny, or birglary.
S&venteen‘ of the participants were found guilty of drug-related
offenses. . ‘ ' :

The Buresu of Prisons informeéd the Senate Government Operations
Committes that the only criteria used for admission to the computer
program were, first, & desire on the part of the conviet to learn ADP
skilTs;nnd, second, an intelligence quotient or IQ of 110 or more, as
determined by preadmission testing. No evaluation of the inmate’s
reason for being in %ison was inade as to whether or not he should be
admitted to the ADP project. The convict’s criminal background,
whether it be organized crime, white collar crime, violent crime, or
drug-related crime, did not disqualify him from participation in the
training program or ‘subsequent computer programing projects for
other Federal agencies such as the U.S. Department of Agriculture;

The Bureau of Prisons snid that of the 142 convicts on whom
documentation was provided, 114 convicts entered the ADP program
as trainees. Of the 114 trainees, 103 went on to become computer
programers. Eleven dropped out or were still in training, the Bureau
of ﬁ,iﬁisons report said. In addition, 16 convicts entered the project as
ADP support personnel such as clerks and keypunchers. Twelve of the
142 convicts received training which the Bureau of Prisons could not
account for. ‘ ‘

As of June 15, 1976, 45 inmates at Leavenworth were identified by
the Bureau of Prisons as working for Federal Prison Industries in
providing computer programing services for Federal offices. The
committee staff obtamed information from the Bureau of Prisons
on the criminal backgrounds of the prisoner computer programers.
The Bureau of Prisons gave the committee individual criminal back-
ground files, commonly known as “rap sheets,”” on the inmates as
well as criminal background records from the National Crime Infor-
mation Center (NCI@). The following description of their arrest and
sconviction records will not include their names, FBI numbers or dates
of birth. The conviets will be identified by number in chronological
order, Several of thé convicts can be characterized as “career crim-
inals,” according to a definition used by the Law Enforcement As-
sistance Administiation of the Department of Justice. A career crimi-

Q
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nal, LEAA says, is a person who has had five or more felony arrests

and two or more felony convictions. ;

Convict No. 1 was convicted October 6, 1970, for bank robbery
and sentenced to 15 years in prison. He was sentenced to.1 addi-
tional year to run concurrently, after escaping from custody. Convict
No, 1 has a record of 12 arrests and 12 convictions., His convictions
include five for burglary, one on a drug charge, four for other drug
charges and one each for an unlawful weapons offense and flight to
Zscape prosecution. ) 4 » ‘
- Convict No. 2 was convicted April 12, 1973 and sentenced to" 15
years in prison for kidnaping. Conviet No. 2 was arvested on this
charge 3 days after he was released from prison in Oklahoma where he
was serving a 3-year sentence for burglary and escape by force. Con-
vict No. 2 has been arrested eight times and convicted six times, His
convictions include one violation of the Uniform Code of Military
Justice and kidnapisg, robbery, burglary, stolen vehicle, flight to
escape prosecution and another offense not recorded.

Conviet No. 3 was sentenced February 18, 1972 to 15 years imprison-
ment for armed robbery. He was arrested but not convicted in con-
nection with another instance of armed robbery. . '

Convict No. 4 is serving two life sentences for first and second de-

gree murders on an Indian reservation. He was convicted on these.

charges on August 4, 1966 and June 5, 1988, respectively.

Convict No. 4 was convicted previousll for assault with a dangerous
weapon on an Indian reservation and given a sentence of 3 years pro-
bation, Convict No. 4 is on the special offenders list at Leavenworth.
This list is also known as the cenfral inmate monitoring program.
The special offenders list contains the names of inmates who are most
carefully watched by prison authorities due to either connection to
organized crime, notorious criminal behavior, inclination to escape,
specially violent acts or because they testified against other suspects
in Federal trials and may, therefore, be targets of retribution by other
inmates, : ’ '

Convict No. 5 is serving & 15-year sentence for aﬁned bank robbery,.

having been convicted January 31, 1975, He has been arrested seven

times and convicted for hongicide twice, robbery twice, and attempted

larceny once. Convict No. 5 was, prior to his incarceration at Leaven-
worth, convicted for murder in Wisconsin and sentenced to two life
sentences. He escaped from a State hospital as well. Convict No. 5§
is on. the special violators list. . .-
Convict No. 6, on July 30, 1671, was convicted of bank robbery
and escape and sentenced to 27 years in prison. Of his 13 arrests, he
has been conyvicted of robbery twice, fraud once, and flight. to escape
prosecution three times. o -
. Convict No. 7 was convicted in June 1973 of armed bank robbery
and conspiracy and received a 12-year sentence. His convictions

include assault homicide, attempted robbery, robbery, burglary, and

“public order crimes.” . R
Convict No. 8 was sentenced to 25 years in prison for bank robbery

in July 1973, His convictions include attempted murder, and three

robberies, o . R AT
Convict No. 9 was convicted December 14, 1973 for. bank robhery

with the use of a dangerous weapon. He received a 20-year sentence,

@ =
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Arrested nine times, he has been convicted for three robberies, two
larcencies and one weapons offense. ‘

Convict No. 10 was convicted in March 1973 and given a 9-year
seritence for bank robbery. Having been arrested five times, convict
No, 10 has been convicted for three robberies and one larceny.

Conviet No. 11 was sentenced to 12 yesrs in prison on l%my 14,
11971 for bank robbery and conspiracy. On November 14, 1972, he
was sentenced to 5 more years for escape from prison. At the time
of his transfer to Leavenworth, convict No. 11's sentence was &
total of 17 years and 3 months. Convict No. 11 has been convicted for
robbery, two burglaries, a larceny, a forgery, and counterfeiting
i)‘ﬁéanse and four illicit drug violations. He is on the special offenders
15t

Convict No. 12 was convicted December 12, 1969 and sentenced
to 7 years in prison for interstate transportation of forged secu-
rities and several Dyer Act violations. Of 13 arrests, convict No. 12
has been convicted of o larceny, stolen cars three times, forgery,
counterfeiting twice and four frauds.

Convict No. 13 was sentenced to 15 years in prison for bank robbery

in Marck 1971. In August 1972 he was sentenced to S years by
State authorities; the S-year term was to be served concurrently
with his Federal incarceration. He has nine arrests and seven convic-
tions, including three robberies, three burglaries and one flight to
escape prosecution, :

Convict No. 14 has the highest recidivism rate of any of the par-
ticipants in the Leavenworth computer. program. In February of
1972, he was convicted and sentenced to 10 years in prison for inter-
state transportation of forged securities. Conviet No. 14 has been
arvested 25 times and has been convicted 16 times for offenses that
include attempted robbery, robbery, 2 assaults, burglary, larceny, 6
forgery and counterfeiting offenses, 1 fraud, 1 ermbezzlement, 1
obstructing police, and 1 traffic violation. ' ‘

Convict No. 15 was sentenced to Leavenworth in February of 1973,
having been convicted for conspiracy to distribute heroin. His term
is 11 years. He was arrested three other times but this is his only
conviction.

Convict No. 16 had, as of July 1, 1970, a consolidated sentence ab
Leavenworth of 35 years for convictions on three counts of bank
robberies. Ilis record includes five arrests and convictions for robbery
and fiwo car thefts. :

Convict No. 17 was convicted November 15, 1972, and received a

15-year sentence for extortion and stealing cars. He was arrested 17
times and convicted of robbery, extortion, larceny, 8 car thefts,
flight to escape prosecution, and 1 traflic offense.

Convict No. 18 was sentenced to 20 years in April 1971 after
being convicted of armed robbery. His criminal record consists of two
arrests for armed robbery and two convictions.

Convict No. 19’s only arrest resulted in his present 10-year sentence.
He wasfound guilty ¢f armed robbery. - \

Convict No. 20 was e=anvicted and sentenced to 16 years in prison
November 1, 1974. Of five arrests, he has three convictions, for armed
robbery, burglary, and o traffic offense.

Conwvict No. 21 is serving a 20-year sentence for armed bank robbery
after his November 19, 1974, conviction. Arrested eight times, he has
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been convicted for diding and abetting a robbery, two robberies,
assault, and embezzlement. , o

Convict No. 22 was sentenced February 18, 1971, to a 20-year term
< for armed bank robbery. He was arrested 12 times and convicted for
robbery, -car thelt, a weapons offense, 6 burglaries, and 3 larcenies.

Convict No. 23 pleaded guilty to several counts of bank robbery and
received a 25-year sentence. It was reduced to 20 years on January 1,
1974, Conviet No. 23 was arrvested and convicted four times for
armed robbery. R B

{ , o ;
Convict No. 24 wasvsentenccz},ﬁ March 38,1975, to 20 years in prison

for bank robbery. As a result bf eight arvests, he was convicted five
times, for three robberies, a burglary, and attempted flight to escape
prosecution. o e ,

Convict No. 25 was convicted September 5, 1973, and sentenced to
an 8-ysar term, The sentence was consolidated, representing convict
No. 25’s involvement in three separate cases involving conspiracy to
receive and transport stolen vehicles in interstate commerce, Conviet
No. 25 has been arrested 18 times and his 10 convictions include 2

burglaries, 3 larcenies, 2 obstructions of justice, and 1 each of conly.
spiracy to steal a car, stealing a car, forgery, counterfeiting, and .

property crimes.”

Convict No. 26 was convicted in April 1973 and given o 15-year
sentence for bank vobbery. In 10 arrests, he has been convicted in
three robberies, and for assault, hurglary, and stolen vehicle.

Convict No. 27 was ¢onvicted in July 1971 and sentenced to 25
years in prison for armed bank robbery. Arrested 12 times, convict

0. 27 was convicted for 3 robberies and for attempted assault,
burglary, attempted larceny, and larceny. Convict No. 27 is on the
special offenders list at Leavenworth, : ‘

Convict No. 28 was sentenced in May 1974 to W:15-year term for
bank robbery. While he has been arvested 13 times, his only other
conviction was in a fraud case. Convict No. 28 is on the special

offenders list. : ,
Convict No. 29 received a 17-year sentence in February of 1971 after
his conviction for conspiracy to sell and possess heroin. He has been
arrested three times in his life, each arrest related to narcoties viola-
tions. Convict No. 29 is on the special offenders list at Leavenworth.

Convict No. 30 was convicted and sentenced to 30 years in prison
for armed bank robbery in December 1974. When convict No. 30
committed the armed bank robbery, he was a parole violator from the
State of Oklahoma where he had been convicted and sentenced to 20
years for armed robbery. Convict No. 80 was arrested three times and
his convictiong include three robberies and one burglary. =

Convict Noz 31 was convicted in June 1974 for a series of parole
violations ag & result of previous convietions for fraud by wire. He was
sentenced to 6 years. His criminal record includes 14 sirests and 4
convictions—3 frauds and 1, obstruction of justice. -

Convict No. 32 is serving o prison term at Lieavenworth of undeter-
mined duration. The sentence was handed down in August 1971
when he was found guilty of bank robbery. He has heen arrested five
times and ‘convicted .of larceny, robbery and burglary twice. 2

Convict No. 33 pleaded guilty June 18,1978, to bank larceny charges
and was sentenced to 10 years in prison. Convict No. 33 has been

led
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arrested 15 times and his convictions include 2 robberies, an assault, &
burglary, alarceny and car theft. ‘

onvict No. 34 in June 1970 was sentenced to 55 years in prison
for bank robbery. Ie has been arrested seven times and his eight con-
victions include two robberies,two burglaries, stealing a car, theft o
property, illegal gambling and obstruction of justice. Conviet No. 34’s
namae is on the special offenders list at Leavenworth.

Convict No. 35 was convicted and sentenced to 6 years in prison in
Tebruary 1973 for extortion. Arrested nine fimes, he has been found
guilty six times, for extortion, burglary twice, attempted larceny,
damage to property and flight to escape prosecution. , :

Convict No. 36 was convieted in March 1975 of falsely altering
and forging a U.S. Treasury check. Four years in prison was his
sentence. Convict No. 36 was given a 5-year sentence in 1971 for
interstate transportation of forged securities and was paroled in June
1974, Convict No. 36 was atrested on 18 occasions and has 8 con-
victions, which include 4 forgery and counterfeiting offenses, 2 stolen
pll'aopmity crimes, a “public order crime” and conspiracy to commib
a burglary. :

Convict No. 87, in June 1975, was given a 15-year sentence for
armed bank robbery and escape from Federal custody. In 1972,
convict No. 37 was sentenced to 15 years in prison in Oregon for
robbery in the-first degree. Convict No. 37 has a total of 11 arrests and
6 convictions; for robbery twice, car theft and 3 flights to escape
progecution, - C ‘

Convict No, 38 is.in Leavenworth serving a 20-year sentence for
selling heroin. His conviction was in April 1971. Conviet No. 38 was
arrested four times and convicted for burglary, three drug violations,
drunkenness and disturbing the peace.,

Convict. No. 39 is in Leavenworth Penitentiary serving a 10-year
term for his July 1974 conviction for homicide as an accessory after
the fact in the murder of a Federal officer. He has been arrested four
times but his only conviction is the one for which he is presently
T_eﬁ)vmg time. Conviet No. 39 is on the Leavenworth special offenders
ist, :

Convict No. 40 was convicted in October 1972 and given a
40-year sentence for armed bank robbery, With two arrests in his
past, convict No. 40 has been convicted of the armed bank robbery
charge and burglary. . , , T
- Convict No. 41 began u’'20-year sentence February 29, 1972, for
bank robbery. He has been arrested seven times and has convictions
for two banlk robberies, one weapons offense, an attempted burglary,
and a violation of the Uniform d‘ode of Military Justice. i

Convict No. 42 is in Lesvenworth following a December 14, 1973
conviction for interstate transportation of a stolen aircraft and bond
jumping. Ten years is the length of his sentence. Among his 12 arrests
are convictions for larceny, 2 car thefts, 2 forgery and counterfeiting .
offenses, 2 frauds, a stolen property offense, and an obstruction of
justice violation. - )

Convict No. 43 was sentenced to 20 years in June 1986 after his
conviction for armed bank robbery. He was paroled to the U.S
Marshals Service but:was subsequently sentenced to a 5- to 25-year
term for kidnaping and extortion. Convict No. 43 is presently in
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Leavenworth serving a consolidated sentence of 20 years. He has
been arrested seven times and his four convictions are for kidnaping,
robbery and forgery and counterfeiting twice. '

Conyict No. 44 was convicted July 7, 1975, and sentenced to 7'

years for interstate transportation of bogus securities. He has been
arrested 34 times and his 12 convictions are for 2 burglaries, a larceny,
5 forgery and counterfeiting offenses, & fraud, an obstruction of justice,
and 2 weapons offenses. o

Convict No. 45 began serving a 10-year sentence for bank robbery
in April 1974, At the time of his last arrest he was on parole following
conviction, with & resulting 15-year sentence for armed robbery.
Prior to that, convict No. 45 had also been discovered to have violated
parole after a 15-year sentence for conviction of breaking and entering.
Arrested six times, conviet No. 45 has convictions that include
conspiracy to commit robbery, two robberies, and & burglary.

The staff of the Senat§ Government Operations Committee noted
earlier in this staff study that Bureau of Prisons officials said 43
inmates were, as of this writing, participating in the Federal Prison
Industries ADP program at Leavenworth. However, upon the com-
mittee’s request for criminal background records, or “rap sheets,”
on the participants, the Bureau of Prisons provided data on 45
conviets. : o

The Senate Government Operations Committee staff made &
criminal record profile on the participants in the Leavenworth com-
puter programing services project. The staff said that of the 45
prisoners taking part, 41 of the participants could be classified as
recidivist criminals in that they had been convicted of ab least 2
felonies, and had a least 5 felony arrests. ' :

The committee stafi’s profile of the prisoner programers showed
that, with the exception of one participant who is serving alife sentence
and another whose sentence is unknown, the average current sentende
per participant is 16.9 years. It was the stafl’s conclusion that, taking
into account current parole practices exercised in Federal prisons, it
is likely that the average prisoner working in the FPI computer ser-
vices program will serve about 5 years actual prison time belore bein
released on parole; assuming no néw violgtions should be initiate
while the individual prisoner is incarcerated. Independent inquiry by
the Senate Government Operations Committee stafl indicated that
convicts are usually eligible for parole after serving one-third of their
sentence, unless the sentence contained stipulation to the contrary.

The staff of the Senate Government Operations Committee also
noted that the ADP participant profile at Leavenworth showed that

the average prisoner computer trainee at Leayenworth had been
arrested 9.04 times and convicted 5.66 times. \

ADP TRAINING PROGRAM

Along with reviewing the crimingl backgrounds of the prisoner
computer programers at the Leavenworth penitentiary, the committee
staff also examined:the training and rehabilitation program they are
engaged in. The staff found that the computer facility at Leavenworth
is notlimited to the training of convicts in ADP programing and other
related skills for purposes of rehabilitation. Opce the conviet has
been trained to a certain level of proficiency in ADP skills, he can
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participate in writing and testing actual working programs for ongoing
Federal Governmint projects as a part of the Federal Prison Indus-
tries’ ADP progratiing services industry at Leavenworth,

The FET programing services industry has contracted with Govern-
ment agencies, and provides programing services, for a fee consistent
with rates charged by commercial firms. The fees charged by the
programing industry at Leavenworth create a profit for the overall
Federal Prison Industries, Inc., program. Inmate programers at
Leavenworth are paid about 50 cents an hour.

In documentation provided the committee by the Bureau of Prisons
it was noted that computer programing vocational training began at
the U.S. Penitentiary, Leavenworth, Kans,, in 1963 under the prison’s
educafion department.

In July 1964, the first equipment was installed, enabling inmates
to test their programing efforts on an actual computer. John Willing-
ham, the warden at the time, said, “Our goal is to help our men prepare
for their tomorrow. Data processing is one of such programs that, when
coni}?}]led with judgment in its application, will lead directly to that
goal, ‘

The Bureau of Prisons documentation indicated that profits realized
by the Bureau's Federal Prison Industries, Inc., were suflicient to
invest more money into the computer training program at Leaven-
worth, By 1970, two full-time employees had been hired to teach and
administer the ADP vocational program. The equipment had been
upgraded to a “modern third generation computer’ and formal classes
were conducted for students permanently assigned to the school, the
BOP documentation said. Joseph A. McKinley, supervisor of educa-
tion at the time, said the goal of the training was to produce 30 com~
puter operators and 15 computer programers a year,

In 1973, Federal Prison Industries, Inc., established the Computer
Programing Industry at Leavenworth ‘“to provide an open-ended
asset to the existing vocational training program,” the Bureau of
Prisons said, explaining, “The industry was added allowing the number
of inmate participants to double, and providing an opportunity for
the inmate to maintain and better his skills upon completion of the
training until his release.”’

Establishment of the Computer Programing Industry followed the
signing of o contract between FPI and the U.S. Department of
Agriculture (USDA) for ADP programing services.

The Bureau of Prisons indicated that since 1972 the Computer
Programing Industry of FPPI had written 370 computer programs for
the U.S. Department of Agriculture and the Bureau of Prisons. The
Bureau said revenues received had been large enough to lead FPI
officials to estimate that their original investment in Leavenworth
ADP work would be reimbursed by December of 1976. BOP also
noted that the Leavenworth computer industry of FPI had registered
a 15-percent net profit over all operating costs ‘“‘and recent market
studies indicate that a successful future is assured.” ‘

; HERBERT BANNER'MAN gPEECH
On May 14, 1973, Herbert Ba,nnei'mdn, then o project leader of

the Federal Prison Industries computer center at Leavenworth, gave
4 speech in San Diego before a conference of NCR computer users:

A
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In the speech, a copy ov which was given the committee by the
Bureau of Prisons, Bannerman described the computer training pro-
gram at Leavenworth. ‘

Terming Leavenworth an “old Bastille-like” prison, Bannerman
said the penitentiary had 2,000 inmates and o staff of about 400
employees. The average inmate, he said, was 35 years old, had an
IQ of 106, was serving a sentence of about 10 years, and had “probably
done time previously at other Federal and/or State institutions.”

"The prison’s first computer was a used UNIVAC purchased in an
excess Government property disposal sale, Bannerman said. From
the old TINIVAC, he said, the gnson moved to an IBM 407 account-
ing machine and in 1968 an IBM 1130 was installed. “The training
was quite informal learn-by-rending-manuals-then-try-to-go-it,”
Bannerman, said. “These early inmates had no professional help
available with the oxception of occasional short visits by site reps.”

With the limited training, it was “amazing’’ thab progress was
achieved but the inmates did move forward, Bannerman said. He
said the inmates at Leavenworth were given the task of meintaining
the educational reporting system for the entire Bureau of Prisons.
In 1969, he said, the prison installed an NCR Century 100 computer,
In the summer of 1970, the first of six ADP employees was hired and
in March of 1971 an NCR Century 200 computer was purchased,
Bannerman said, ’

Popular as the ADP training prograr had become at Leavenworth,
several inmates who wanted to participate could not afford to because
they were not paid to work with the computer, Bannerman said. He
said many convicts need money for commissary items because their
families do not give them assistance, In turn, the inmates get paying
jobs within the prison, frequently for FPI. Once FPI took on the com-
puter project at Leavenworth, contracts were signed with the Agvi-
culture Department and the Bureau of Prisons, thus enabling FPI
to pay the prisoners about $40 a month, . :

Commenting in his May 1973 speech on what the future held for
Leavenworth ADP industry, particuwlarly regarding the prison’s re-
lationship with its biggest computer service customer, the Agricyulture
Department, Bannerman said, ‘“The Department of Agriculture
[computer center] system will be headquartered in Kansas City. It is
zoing to be the second or third largest computer system in the country,
with 10-20 billion bytes of online storage. We are very excited about..
this program. Traifing on a gystem of this magnitude will give the
trainces an (Bportuniby impossible to match elsewhere. As a matter
of fact, the Department of Agriculture has expressed an interest in
hiring some of our trainees.” ' ’ '

Bannerman went on to say: ,

The most important question about any attemptat rehabil-
itation is its degree of success. We know that our training is
very successful because we are ablé to keep in touch with a

ood percentage of our graduates. At the present time we
_know of 18 locations where our graduates of the last 2 years
“are working. T'ive of these men have worked for NOR as site
reps. Two e accepted hetter jobs with NGR users, One
man, is teaching programing to blacks in a Cleveland ghetto
area. We have ex-mmates working in both Mexico and
England. Ope man is now working as o programer in o steel
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plant where he was a janitor prior to incarceration. At least
two .of our graduates are now data processing managers.
Thus far, none of the men have been returned to custody.
‘We think that our record is pretty good and I for one am
actually proud of our men who are working out on the streets
today. As a matber of fact, one man, who 1s not quite 2 years
out of our program, is attending this conference today. Our
program is so successful, thanks largely to the excellent
support given to us by NCR. A couple of years ago NCR
made o corporate commitment to assist our program. As s
result of this we can normally arrange a job interview in any
location in the couritry when one of our trainees is discharged.

To qualify for the l-year ADP training course that is preparator
to working for the FPI computer industry, a conviet must have a hig
school diploma or the equivalent of one, his IQ should be 110, his
age ab projected time of release should not be over 40 and he should
have about 8 years to serve to complete his sentence, Bannerman said,
adding, ‘‘we see no reason to spend our time training a ‘lifer’ 7. The
convict must also score a minimum grade of 40 on the IBM computer
aptitude test, Bannerman said.

Once w prisoner has met these requirements, Bannerman said, he
is then considered for selection by o “classification team” composed of
psychologists, sociologists and penologists. The classification team ve-
ceives o “complete record” of the prospective trainee, Bannerman
said. If a psychological or medical impediment is detected by the
team, Bannerman said, the convict is not allowed to become a trainee.
Owing to this selection process, Bannerman said, the ADP program
dropout rate was very low. .

Bannerman said the curriculum in the Leavenworth ADP training
program was designed to achieve two purposes. The first mission, he
said, was to train inmates in ADP so that they can do competent
application programing for the Agriculture Department in the time
between their training and release. Second, the curriculum was set up
to prepare the convict to find a job when he leaves prison. In addition,
Bannerman said, the primary focus of the training is to graduate
computer programers, not operators. ‘‘In the past 2 years,’”’ he said,
“all of our trainees have gone directly into programing.”

Educational services to supplement the ADP fraining in the prison
are provided by Highland, Kans., Junior College and Kansas Uni-
versity located in Leavenworth. I—Iig%ﬂand JC gives an associate of
arts degree to prisoners who qualify, Bannerman said. Courses offered
by the junior college and the university include three classes in com-
puter science and selected classes in mathemadtics.

Bannerman said the prisoners are highly motivated as students.
*“They work so zealously it is rather harg for an outsider to believe,”
Bannerman said. Employers who had hired ex-convicts from the
Leavenworth ADP program had remarked to him, “I can’t believe a
‘ pe.rion can, attain that degree of skill in only one year,” Bannerman
said.

Bannerman said: e

However, when you consider that many of our men
actually put in & I4-hour day, then write and work on
programs in their cells-during the weekends and any other
spare time, it is not hard to understand their competence.
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Bannerman added:

You hear a great deal about how the computer is helping
various types of businesses become more efficient. Yet, here
is a use of the computer that no one ever dreamed of. It has
proven to be a successful tool in rehabilitation. Most of
these men were literally on their last legs, yet the computer
has proven to be as good a tool in rehabilitation as any that
has been found.

FPI PROVIDES AGRICULTURE SERVICES

'The Senate Government Operations Committee staff learned that
since 1972 the ADP Programming Services Industry at Leavenworth
under contract to the Department of Agriculture had written more
than 300 accounting-related programs for USDA’s Agricultural
Stabilization and Conservation Service (ASCS).

The ASCS computer facility in Kansas City, Mo., is directly tied to

the Programing Services Industry at Leavenworth penitentiary.
The ASCS computer facility in Kansas City supports the payment of
Federal funds in the soil bank program, the Commodity Credit
Corporation (CCC) and about 20 other projects which distribute
funds for agricultural disaster assistance. : '

Operating in support of the CCC, the soil bank and the agricultural
disaster assistance programs, the. ASCS computers account for the
payment and accounting of about $4 billion a year.

The computer-trained inmates at Leavenworth write the accounting"\

rograms for the agricultural programs under the supervision of both
Pederal Prison Industries civilian computer personne{ at Leavenworth
and ASCS personnel in Kansas City,

Inmate programers. at Leavenworth also provide programing serv-
ices for the Bureau of Prisons itself. These programs relate to the
movement and custody of all Federal prisoners in the U.S. prison
system and certain accounting, budgeting, and payroll projects for
the BOP. In addition, the inmate programers at Leavenworth provide
an unspecified programing service for the National Endowment for
the Humanities. ‘

The Senate Government Operations Committee staff learned that
Federal Prison Industries, Inc., wished to be given more computer
programing business by the Federal Government, In pursuit of that
goal, the General Services Administration (GSA) issued a regulation
making Federal Prison Industries a mandatory supply source for
ADP services. The regulation is known as Tederal Procurement
Regulation, or FPR, 1-5.402. It was issued December 2, 1974. FPR
1-5.402 is designed to require Federal agencies needing ADP services
to first consider giving the contract to Federal Prison Industries.
GSA’s position is that its regulation in this regard has the effect of
giving Federal Prison Industries a priority over private industry for
keypunch and programing services.

In October of 1975, the Leavenworth computer facility was con-

nected to the Infonet system. Infonet is a privately owned time-sharing
system. In dollar volume, Infonet is the ‘largest private contractor
the Federal Governmept-does business with, The connection between

the prison and Infonet ¢ame as the result of a contrdct entered into by

s
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Infonet’s pavent firm, the Computer Sciences Corp. of El Segundo,
Chalif., angl the General Services Administration,

By late 1975, the Programing Services Industry of Federal Prison
Industries, Inc., was moving to expand its operations and revenues
by having as customers as many Federal agencies as it could accom-
modate, The Programing Services Industry of FPI now had the use
of not only the computer facilities at Leavenworth but also remote
terminals to Infonet and IBM equipment at the Department of
Agriculture’s Kansas City Computer Center (KCCQ).

IRS, BUREAU OF PRISONS PROVIDE DATA

Once the committee staff had obtained information on the criminal
background of the prisoner programers at Leavenworth and on the
nature and scope of the ADP training program and industry at the
prison, the staff then sought to evaluate the allegation it had received
that inmates had organized a scheme to defraud IRS. The alleged
scheme was reportedly initinted by inmates who, having learned how
to avoid detection by IRS computers, filed tax returns that generated
refund checks. The alleged scheme reportedly included the sending of
many fraudulent tax returns attested to by fictitious W—2 forms and
business records,

On June 14, 1976, committee staff went to Kansas, In Kansas City
on June 15, they contacted Edwin Johnson, U.S. Attorney, District.
of Kansas, and Assistant U.S. Attorney James Pusateri.

Johnson said that his office andthe IRS were investi%&ting informs~
tion concerning a possible scheme to defraud IRS by inmates at
Leavenworth. Johnson said that the TRS office in Kansas City, Kans.,
had prepared a nine-page memorandum for IRS Commissioner Donald

. Alexander,

In the memorandum, Johnson said, the IRS Kansas City office
had explained the nature of the investigation and the problem of
multiple file schemes. ‘

Johnson said that his office had recently returned an indictment
against an inmate at Leavenworth for o false filing and refund scheme.
Johnson identified the inmate as Frank E. Ready.

James Pusateri, when interviewed, provided some details on the
Ready case. Pusateri said that the II}{,S Intelligence Division had
received an anonymous letter from Leavenworth in which allegations
were made concerning the reported false filings of 600 tax returns
which allegedly generated IRS refunds of about $6 million. Pusateri
said he bhou%ht the anonymous letter probably had been written by
Ready himself in an attempt to build a defense. Pusateri was skeptical
of the accuragy of the contents of the letter. But, he said, IRS was
investigating it anyway.

Pusateri was concerned about the possibility that the Senate
Government Operations Committee’s preliminary staff investiga-
tion would be prejudicial to his prosecution of Ready. He requested
that during the staff’s forthcoming visit to Leavenworth that no
effort be made to interview Ready. The Ready trial was scheduled to
begin in late June. The staft agreed not to seek to interview Ready.

Pusateri said he had no conclusive evidence to indicate that any
veported scheme to defraud IRS was linked to the computer training
and rehubilitation program at Leavénworth, = s
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Robert McMillan, an IRS Intelligence Division supervisor assigred
to the Kansas district, was leading the investigation of Frank Ready
and other related investigations. MceMillan was on travel June 14 and
15. In his absence, committee investigators contacted Al Hunter,
Chief of IRS Intelligence for the Kansas district. Hunter confirmed
the existence of the nine page memorandum outlining what was then
known of reported efforts by Leavenworth inmates to defraud IRS.
Huntoer said release of the report to the Government Operations Com-
mittee would have to be made from Washington. :

On June 16, 1976, the committee stafl interviewed three officials
at the U.S. Penitentiary, Leavenworth—Charles Benson, the warden;
Hal Hopkins, the superintendent for Federal Prison Industries, Inc.,
at Leavenworth; and Bealer Gausz, an FPI employee who supervised
the computer services operation at Leavenworth.

Benson said he was familiar with the Ready case but knew of no
other reported involvement by inmates in the filing of false tax
returns. ‘

Besler Gausz said security controls at the prison made it impossible
for the prisoner programers to perpetrate a computer fraud. Gausz
said that the prison was no longer connected to Infonet. He said that
to his knowledge there was no connection between the Ready case
and the prison computer program.

June 16, 1976 was & Wednesday. Warden Benson also noted that
this was his second day on the job, having reported to his new position

on the 15th. )

On July 7, 1976, Norman Carlson, Director of the Bureau of Prisons,
sent the committee o report entitled, “Longitudinal Study of ADP
Industry Participants—U.S.P. Leavenworth 1972—June 1976.” This
report is the official response of the Bureau of Prisons regarding the
committee’s examination of the ADP project at Leavenworth. Per-
tinent portions of the report are as follows: : '

1. Secope of the Study. Of the 157 inmates who entered the
program from, its beginning fo June, 1976, 142 could be
analyzed in the time available. Documents for 15- others
who departed in the early 70s were not readily available.

Criminal history date was provided by NCIC/CCH; other
date came from official USP Leavenworth files, and from
contacts with employers. ) - ;

2. Summary. Of the forty-eight participants released,
twenty-four (60%) found jobs in the ADP field. This com-

ares favorably with published reports of the Office of
Tducation, which reveals that only 689, of V'T' [vocational
training] graduates in the nation as a whole obtain jobs. in
their field of training, , ‘ ‘

"‘When one considers that the Leavenworth releasees have a
history of unstable employment, and the stigma to overcome
of being ex-offenders, the success rate becomes especially
impressive. : . S ‘

he prior eriminal histories do not. appear to be significant
in_determining success. Seventy-one percent of the white
collar releasees found ADP employment, but so did sixty-
seven percent of those convicted of property crimes.
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"T'wenty-one percent of the white collar releasees have been
rebmned; fifteen percent of releases convicted of violent
crimes have been returned. Those in the other two categories
are still free. o '

The ouly veported case of a computer-relsted crime was
allegedly perpetrated by a participant in the violent offense
category.

Recommendation, According to the latest Occupationsl
Outlook Handbook Quarterly Update (Spring 1976), com-
puter programming will continue to be a desirable ocoupation »
during the next decade. Thousands of jobs will become avail- -
able; persons with experience will have the best chance.

Programmers’ salaries: are nearly double that of other
industry non-supervisory workers. The program at Leaven- r-~
worth, therefore, provides experience in a highly paid, high-
status occupation.

The study reveals a high success rate for this program.

One or two small incidents of a negative nature per forty-
eight releasees should not cause the program to he dropped.

lil‘he. report also included a section on computer crime. It read as
follows: ' ' ' '

Definition. “Computer crime’ is a broad topic that can be
divided into several distinct categories, Many require little
or no knowledge of data processing. :

The theft of trade secrets (programs, address lists, ete.),
and the falsification of data prior to processing, are within .
the purview of persons with only a casual relationship to
the data processing function. The misappropriation of come- :
puter time can be managed by computer operators, who may :
possess little knowledge of the internal workings of the
machine. Also falling into this category arve the malicious acts
of destroying date and equipment by force, -

Crimes that require n highly-skilled and intelligence
professional are: (1) The use of a computer to gain un-
authorized information and, (2) The manipulation of pro-
grams or machines to embezzle. These are the only categories "
pertinent to this discussion. - ) , ‘

Lelationship to other white collar crime. Using the computer ;
to embezzle 18 the modern-day equivalent of “juggling the -
books.” Programining involves the same kind of esoteric work o
assignment that malkes it possible for accounting personnel to
manipulate manual records to cover theft. ,

Some methods employed are very similar to manual em- <
bezzlement. For example, “skimming,” the practice of taking *
o few cents from many sccounts and adding them to the
account of the thief, 13 common to both automated and
manual embezzlement. ‘

In other cases, the machine replaces & human collaborator
neseded to embezzle under manua{)systems. For example, bank
programs have been altered to ignore the programmer’s own
account number when checking for overdrafts.

Using a computer to gain access to unauthorized informa-
tion is a form of espionage, closely akin to electronic surveil-
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lance. It differs primarily in that vaster quantities of informa-
tion. can be stolen with the same effort. - 4

Scope of computer-related crime. Current annual losses from
all white collar crime are estimated at $40 billion. Losses from
reported computer crime of all categories has been about $10
, million per year for the past four years. Thus, computer
b rplated crime accounts for only 1/400th of losses due to white
: - crllar crime, .

. 'There were 129 reported cases involving monetary losses
: from 1958 to September, 1975. The range of financial gain per
P case was $1,400 to $1.5 million; the average gain was $500,000
T per case. Bxcluded from. these figures is the loss from the
( Equity Funding case, The $2 billion embezzled in this single
P incident tends to distort the figures. ) ‘

o While no crime can be completely eliminated in an open.
society, it is clear that the incidence of computer crimes can
be reduced. One starts with the understanding that the oppor-
tunities for misuse are not unlike those for old-style em-
bezzlement. : A

In the Equity Funding scandal, in which computer pro-
grams were altered to fabricate over $2 billion worth of
insurance policies, it was learned that the company’s control
was weak. There was no internal -audit staff, and external
audits were weak. The auditors never dealt directly with the
computer staff. :

Programmers and analysts were permitted free access to
computer operations; weekend work was permitted without
supeérvision. Most of the hanky-panky, it was later revealed,
occurred on weekends. : ‘

Tt is evident from this and other incidents that the same
kinds of common sense safeguards that thwart embezzlement
under manual systems are indispensable for computerized
; systems. Separation of duties, dependable audits, and the use
f’ - of cross checks are practices that should not be discarded
' when automation takes over the books. ' ‘

Prevention of unauthorized access through better hardware

R

i

" and software improves continually. GSA recently contracted
SR with Stanford Research Institute to “crack” the security of
T a the country’s largest time-sharing vendor, Computer Sciences
- ~ Corporation (Infonet). SRI was unable to do so.

R Conclusion. It is not necessary to restrain knowledge about
.t - computers to reduce computer crimes. It is more practical to

apply common sense safeguards to computber systems; they
are needed anyway to keep honest people honest. ’

Regarding the possible existence of refund fraud at the prison, Mr.
Carlson’s report mentions only the Frank Ready case. On this matter;
the report states: ‘

Summary notes on msatter of inmate Frank Edward
Ready, #22178-175, cominitted to Leavenworth December 5,
1974, serving 5-year sentence out of Eastern Michigan for
interstate transportation of forged securities.

80-246—76—7
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“During the time Ready has been serving in Leavenworth, .
two income tax returns were filed with IRS approximately
one month apart. By accident both returns were reviewed
by an examiner in. IRS on the same day and the examiner
noticed when looking at the second return that it listed a
second head of household at the same address. The
address in question was a residence ocn the outside and not
Box 1000, Leavenworth. It turned out the second head of
household for whom & $9,000 refund was claimed was Ready’s
2-year old son. ‘

At the time Ready was indicted for his attempted fraud
by the U.S. Attorney in Kansas City, he was assigned to
Leavenworth Camp. Upon his indictment, the institution
moved him back inside. In gathering up his effects they
found o letter he had written to his wife, several pages long,
which described a number of fraudulent schemes, some
involving IRS, being carried on by others in the institution.
Ono such scheme described was in making multi-claims for
IRS refunds with those claims being sent to different ad-
dresses, and the allegation that this scheme involved a total
of $300,000 to $500,000. ,

Other allegations described schemes to defraud the Govern-
ment with false G.I. Bill education claims. (This latter
allegation paralleled the one recently investigated and found
unfounded by the FBI.) ‘

Ready is expected to go to trial on the income tax fraud
next weel, ‘

Ready is not, and has not been connected in any way,
with the computer/programmer training or production
programs ot Leavenworth.

THE MCEMILLAN MEMORANDUM

On June 28, 1976, committee stafl met with Thomas V. Glynn,
Assistant to IRS Commissioner Alexander; David Gaston, Director,

Criminal Tax Division, IRS; Robert J. Potrykus, Regional Chief,

IRS Intelligence, Dallas, Tex.; and Como Namorato, Chief, Criminal
Section, Tax Division, Department of Justice.

At this meeting, the committee staff requested a copy of the nine-
page memorandum prepared for Commissioner Alexander by the IRS
Kansas City offico. The staff had learned that this memorandum was
written by IRS Intelligence Division Supervisor Robert McMillan
of Kansas City. Also requested was o copy of the anonymous letter
describing the alleged fraudulent tax refund scheme reportedly being
perpetrated by inmates at Leavenworth.

In response to the requests on June 28, Thomas V. Glynn, on July S,
sent Senator Ribicoff edited versions of both the MeMillan memoran-
dum and the anonymous letter.

In aletter to Senator Ribicoftf that accompanied the two documents,
Glynn said that a work group of IRS officials had conferred and agreed
on various proposals designed to detect and apprehend mutftiplc
filers. Seven of the proposals were implemented in 1976 and nine
additional suggestions were under consideration during the 1977-78
filing period.

"3
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Glynn was then requested to keep the committee staff advised
regarding developments in the Ready trial ond also the progress of
IRS Intelligence }i)ivisioil agents who were continuing their investiga-
tion of the allegations in the anonymous letters. » . ‘

MeMillan’s memorandum traces the development of multiple filer
schemes from prisons, gives the details of the allegations of additional
fraudulent tax returns, identifies problem aress and gives conclusions
ond recommendations.

Regarding the Ready. case, McMillan commented on how the

fraudulent returns were discovered. He said: .

In March 1976, Internal Audit, while running a tomputer
program to compare large refund returns, identified two
returns with the same address, both of which claimed head of
household status, An Internal Audit Trainee working under
the direction of Internal Auditor, [deleted] identified these

. two returns on a computer printout where the names were
- side by side. ‘ o o .

In a discussion with [deleted] he stated it was his opinion
that if the names had not been. printed side by side, the
fraudulent individual income tax returns of [the Readys]

- would not have been detected [deleted] stated that the
. returns merely would have heen selected as a strong potential
return for audit examination. Both of these returns, the first
return filed in the name of [deleted] and the second return
filed in the name of [deleted] claimed total refunds in excess of
$18,000. The individual income tax return for 1975, bearing
the name [deleted] showed a refund amount of $9,685.64 and
had attached a W-2 form from the [deleted]. The U.S.
Individual income tax return bearing the name [deleted]
showed a refund in the amount of $9,797.890 and had at-
tached a form W-2 from the [deleted]. The same day these
returns were received by the Intelligence Division a tele-
phonic Collateral Request was made to [deleted] and [de-~
isted] to determine if the taxpayers had worked for either
company during the year 1975, A negative reply was recpived.
Tach company had a former employee serving prison time in
the Leavenxworth Penitentiary. A computer printout verified
that an inmate by the name of [deleted] was serving time in
"the [Leavenworth Penitentiary]. An inquiry at the two banks
in [deleted] revealed that [deleted] wife of [deleted] had & bank
account at the First National Bank where'she had deposited = .
refund checks. = S o
Concerning additional allegations of more extengive fraud, MeMilliu
wrote: ‘ : E B

An anonymous letter was received by the Internal Revenue
Service on May 19, 1976, that had been mailed to the Federal
District Judge”{Hdenfield] alleging that 600 fraudulent re-
turns had been filed from the [Leavenworth Penitentinry]
The anonymous letter states in general-terms the facts and
‘evidence obtained from the investigation of [Frank Ready].
The assumption had been made that the letter possibly could
have been written by [Ready] himself. [Ready] would like

~,
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very much to have charges against [Mrs. Ready] dropped
when she in fact acted as an agent for him in cashing checks
and transferring moneys and she hersel! actually filed frandu-
lent returns. This is not saying that the allegations alleged in
the anonymous letter of more fraudulent returns being filed
with the IRS is not possible. :

Tracing the funds fraudulently secured from tax refund -
checks through the bank accounts of [the Readys] did not
reveal any additional funds other than the tax returns that
we have identified as being fraudulent, Intelligence Division
feels confident that we have obtained all of the fraudulent
income tax refurns filed by [Ready] from which he benefited.
(In total [Ready], filed eight fraudulent income tax returns
which generated in excess of $70,000 in fraudulent tax refunds
during the years 1973 through March 1976) according to
MeMillan,

“In discussing the identification of problem areas in the investigation,
McMillan wrote:

The investigation of [Frank Ready] disclosed that he knew
enough about IRS procedures to discontinue using a social
security number when a false return had been selected for an
audit examination. A tax auditor in the [deleted] District had
o fraudulent 1974 tax return of [Mrs, Ready] in her posses-
sion. Although the tax auditor had not been able to locate
[Mrs. Ready] he was aware that the tax auditor was trying
to examine one of the 1974 tax returns. [Ready] did not file
o frandulent return in 1975 under the social security number
that was used on the 1974 tax return which was in the hands
of the tax auditor for examinstion. )

It appears that the preparers of false income tax returns
will use a fictitious name and a social security number that
they know will not be used on any other tax return. In a
search of [deleted] residence at [deleted] the agents found
three newly acquired social security numbers that had been
mailed to her from Chicago, Illinois, under the surname of
[deleted]. It appears that the social security numbers prob-
ably belong to children who are not required to file income
tax returns, Correspondence between [deleted] indicate that
they knew they must acquire new social security numbers
in order to avoid a duplicate filing situation.

Information was obtained that [Ready] tried to secure 100
blank 1040 forms, in which [deleted] caseworker had refused
to let him have inside the Iirison. Correspondence shows that
[deleted] wrote his wife [deleted] asking her to smuggle three
returns at a time into the Prison until he had acquired 27
returns. In addition [deleted] provided him with employer
tax guides, blank W-2 forms, and other publications the IRS
provides to taxpayers.

- Refund checks were sent to addresses in which the occu-
Fants of the address never knew that a postman had de-
ivered o refund check to their address. It is an assumption
- that [deleted] called the IRS office and inquired when his
fraudulent refund would be released. Taxpayer Service
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through IDRS would provide him with the date the refund
check would be mailed if the frandulent return had been
posted. By this means [deleted] was able to send his wife or
some other person to the residence where the check was to
be mailed on or about the day such check was to be delivered.
By taking the check out of the mailbox at the residence before
the mail had been picked up by the occupant, there would be
no trace of how or who acquived the refund check,

The rehabilitation pro%fa,m at the penitentiary provides a
computer school in which they have 150 inmates envolled.
The director of the program stated that the inmates work
night and day on various computer programs supplied to
them throu%h IBM and other computer ‘com]lmnies. The
prison has the capabilities and facilities to actually program
our DI scores and create a model tax return that would be
readily aceepted when filed with an Internal Revenue Service
Center. Analysis of cases where Intelligence has found
fraudulent returns within the prison show that each time
there is a conviction, they have tried to eliminate the flaw
%nltheir fraudulent return scheme. Examples are as shown

elow: -

1. In the emly 1960’s, fraudulent returns were mailed
from the prison, now the returns are mailed from outside the
prison. ;

2. Originally refunds would come to the jail or to a post
office box, now no two refund checks will go to the same
address, , :

3. It is evident that inmates know they must have good
social security numbers and good employer identification
numbers on their W-2 in order to beat the system. ;

4. After Frank and Melinda Ready are tried, it is probable
that inmates will use fictitious names instead of aliases.

5. Inmates receiving the refunds or whose family will
receive the refunds make sure that their h:mdwriting1 18 not
on the frandulent return. [Delsted] stated, after he was
convicted, that the only mistake heé had made was in actually
signing the return himself. '

6.-Lhe fraudulent tax return claims for refunds have risen
from $600 per refund to $10,000 per refund,

As you can see, through the years the preparers of these
fraudulent returns have improved their scheme, An analysis
of the known fraudulent claims that were generated bg
inmates within the Region shows the alarming fact that eac
one of these cases originated from leads uncovered by
accident, an informant, or by prison guards who noticed
inmates receiving more than one income tax refund check.
It is also an alarming fact that inmates, who have been
exposed to the fraudulent income tax scheme, have taken
their knowledge to the outside of the prison when they have
been paroled or otherwise released. : . ‘

It is obvious that the IRS can only eliminate this problem
of false individual income tax returns claiming fraudulent
refunds by matching the 1099 and W—2 forins with individual
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tax returns. The whole scheme is predicated upon the widely
known fact that such a matching process does not exist
within the IRS other than on a limited scale.

The next best solution would be to go back to the prior
relund audit program. This would entail making a selection of
returns that claim refunds and have them audited before the
refunds are released to the taxpayer. This is not very accopt-
able because it will delay honest taxpayers from getting
their legitimate refund checks within the prescribed time thab
the IRS has promised such checks.

Internal Audit within the Service Centers has in the past
instituted various compliance checks in the form. of com-
puter programs to identify large refunds being issued to
taxpayers. As Internal Auditor [deleted] has stated, it was
only by accident that the two [Ready] names were printed
out side by side to detect the fraudulent returns. Although
this program would be beneficial, it certainly was not de-
signed to detect 600 returns that could have been filed
at the Leavenworth Prison in 1975.

Another suggestion was made that the social security
numbers and names of all Federal penitentiary inmates be
programmed to match up any returns that may have been

filed. Such a program could be instituted, but it would be

ineffective if other social security numbers are used along
with fictitious names. v

Until the Intelligence Division develops computer capa~
bilities within the Service Centers to detect fraudulent
refunds and other Title 26 violations, the IRS will be left
with the tools of detection we are now using such as inform-
ants, close liaision with officers of the Federal prisons, and
detection by chance or accident.

In the [deleted] case it was suggested to the National
Office that a program be created to extract returns that had
the same dollar amount of refund that the inmates were
known to have received. It was decided that this program
would be ineffective in that some of the refunds were issued
in different amounts. ’

It should also be noted that in the [deleted] case the
fraudulent returns that he filed in the years 1973 through
1976, involved four regions and four different Service Cen-
ters. Any computer program would have to be used in all
Servico Centers to get the coverage needed to detect these
fraudulent returns. Programs, which the Service Centers
have created, identifying refunds going to the same address
detects refund mills but would not detect the fraudulent
returns such as those being filed by inmates in the Federal
prisons. The scheme appears to be spreading outside of the
prison walls.

[Deleted] District has two individuals under investigation
who fraudulently received a $23,000 refund. The [deleted]
District has information that some 300 tax returns were to
be filed by a church and there is no way of determining if
such returns have been filed.
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Another consideration that could be considered is using
a tax number rather than: a social security number that an
individual would file under each year until his death. This
would help the Internal Revenue Service track tax returns
that have not been filed, but it too is not practical and is
probably a violation of an individual’s rights.

I do not believe at the present time the IRS has sufficient
capabilities to detect the fraudulent tax returns being filed
by the convicts. I do believe we have made progress in
shortening the investigation time by using Title 18, Section
641 under the direction of the U.S. Attorney. L would
recommend that the Intelligence Division be given the
authority to use Section 641 on a limited basis or that the
Service recommend a similar statute to be added to Title 26
of the Internal Revenue Code.

The Ready trial, originally scheduled for June of 1976, was post-
poned. Ready remained in prison.

MCEMILLAN IS INTERVIDWED

*

IRS agent Robert MeMillan was interviewed in Washington by
Committee Investigators on August 5, 1976. McMillan was accom-
panied at the interview by Donald Turley of the Washington office
of the IRS Intelligence Division. '

MecMillan said that because the Ready case had not been brought
to trial yet he was limited in what he could tell the committee.
MecMillan also qualified to some extent one aspect of his memorandum
of June 11, 1976, to Commissioner Alexander. In his memorandum,
parts of which have already been printed in this staff study, McMillan
roferred to the ability of the prisoners at Leavenworth to “Actually
program our DIF scores and create a model tax return that would
Iémdﬂy ”be accepted when filed with an Internal Revenue Service

enter. ,

MecMilan said that this opinion of his may have been premature
and that, in any event, he did not mean that the possible callmbility
of the inmates to program DIR scores necessarily had anything to
do with the computer training and rehabilitation project at Leaven-
worth. LIIF stands for discriminate function and, according to the
Library of Congress, is o ‘‘Process that cross checks as many as 15 to 20
items ona return, assigning numerical weights to return characteristics
and identifying returns with a high probtﬁ)iliby of error, Returns with
high DIF scores are channeled to groups of IRS examiners who look
over the returns to combine computer scoring with human judgment
to arrive at a decision to audit ornot.”

This definition comes from the Library’s Congressional Research
Service, Economics Division, and appears in a CRS Multility, No.
76-6SE, entitled ‘“‘Internal Revenue Service: Ilistory and Matters
Dealigg With Oversight Of Its Practices and Procedures Through
19747

McMillan said that convicts could learn about IRS computer
tolerance levels by trial and error, by reading readily available
materinl on tax preparation and by access to IRS information recently
released under Freedom of Informatioti requests. He said that he
had no tangible proof that the computer operation at Leavenworth
was involved in any fraudulent scheme aimed at IRS refunds.

il
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MecMillan said that after the trial of Frank Ready more information
may become available regarding the possible participation of other
inmates in schemes. These inmates may have had connection with the
cor\n/})uter operation, McMillan said.

McMillan said that although his investigation was incomplete,
%IES had been able to verily some of the information in the anonymous
atter.

MeceMillan identified Louis McGill of the Internal Audit Division
in Dallas as the supervisor whose unit had uncovered the Ready case
from computer printouts. ‘

MEBTING IS HELD AT GSA

On Wednesday, August 11, 1976, committee staff attended a meet-
ing at the General Services Administration to discuss issues pertinent
to the overall comguter inquiry including questions concerning person-
nel seourity and GSA regulations 1'equirin;i)Fedeml agencies to clear
through Tederal Prisons Industries for ADP services.

The meeting was held in the office of 'Theodore D. Puckorius,
Commissioner of GSA’s Automated Data and Telecommunications
Service (ADTS). Puckorius attended as did Nancy Doane of Puck-
orius’s stafl; Robert Seraphin, Chiof of the ADTS "Technical Branch;
Michael Munter, Acting Assistant Commissioner for Planning and
Policy; and Betby Karabatsos and Gayle Chrzan, both of the GSA
Oflice of Congressional Affairs.

Puckoriug said security considerations in the ADP field were not
the responsibility of GSA.

Puckorius said he did not know what personnel security standards
were applicable to the use of convicts at' Leavenworth in programing
ongoing Federal ADP projects such as the Department of Agriculture’s
Agricultural Stabilization and Consexvation Service (ASCS).

“Puckorius said he did not know whether the conviets employed by
IPI programing services at Leavenworth were Government employees
or Government contractor employees or, more precisely, just what
status of employee the inmates enjoyed. He said he did not know
whether the inmate programers were eligible for Federal employ-
ment in the ADP field after their release from prison. Puckorius
said that to his knowledge these issues had never come up, that he
had neither sought nor received any direction from the Office of
Management and Budget (OMB) or the Civil Service Commission on
these issues, Puckorius said he would direct his staff to look into issues
concerning personnel security in connection with the Leavenworth
prison situation and also in connection with commercial firms which
provide ADP services for Federal agencies.

Puckorius seid he agreed with an assertion by the committee staff
that there is o certain inconsistency in a Federal policy that allows
felons in prison to program Government computer projects but may
find the felons unqualified for Government employment in similar
projects when they are released from prison.

OMB POSITION

On August 25, 1976, Walter W. Haase, Deputy Associate Director
for Information System of the Office of Management and Budget, was
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interviewed by committee staff. When asked whether convicted felons
could obtain Federal employment in the ADP field, Haase replied
that: (1) he did not know what procedures were required or followed
to 'Lc')lroclude such employment; (2) to his knowledge thers were no
hard and fast rules on this subject matter; (3) it was his beliel that a
felony conviction would not necessarily disbar a person from being
hired ns a computer programmer; and (4) aside from issuing regula~
tions which affect the pertinent provisiens of the Privacy Act of 1974,
he was unaware of any requirements and criteria promulgated by
Civil Service Commission on personnel security in the ADP area;
the subject had not been previously discussed per se, he said.

USDA OFFICIALS DISCUSS PROGRAM

On August 26, 1976, committee staff met with Robert Head,
Assistant Director, Automated Data Systems, Department of Agri-
culture, and James Dinwiddie, Director of USDA’s Data sttems
Division, Agricultursl Stabilization and Conservation Service (ASCS).

Dinwiddie confirmed that the programs written by inmates affect
the accounting and general ledger programs of ASCS and, therefore,
do affect the disburserent of funds for various agriculture support,

-loan, and conservation programs. o

Dinwiddie said that several programs written by inmates do affect
Internal Revenue Service records in that ASCS computers report to
IRS all amounts of reportable payments to individuals who receive
agricultural funds. This programing work is conducted under the
title of “Producer Payment lfeporting System.” ‘

Dinwiddie and Head said that they did not know what personnel
security standards or selection standards, if any, were used to designate
inmate programers but, they said, certain mmmate programers ab
Tieavenworth would probably not be eligible for Federal employment
in similar positions with the Agriculture Department.

Dinwiddie, however, was generally supportive of the Department
of Agriculture’s use of FPI computer services and said that he was un-
aware of any abuses in the program or any fraud connected with it.

As a result of the meeting with Head and Dinwiddie, a written re-
sgonse from the Agriculture Department was sent to Senator Ribicofl,

ated September 21, 1976, the letter was signed by J. Paul Boldue,
Assistant Secretary for Administration. In that portion of his letter
which dealt with the relationship of ASCS to the FPI/Leavenworth
inmate programers, Boldue said: C

«+» . The original interagency agreement hetwoen the
Agricultural Stabilization and Conservation Service (ASCS)
and Tederal Prison Industries, Ine. (FPI), was signed
August 7, 1972. Since that time, it has been amended twice.
These documents, together with the annual financial ngree-
ments, describe the scope, terms and conditions under which
ASCS obtaing programming serviees from FPI.

Selection of inmate participants in the program is handled
exclusively by Bureai of Prisons/FPI personnel. ASCS has re-
viewed the screening process and does not impose any addi-
tional requirements.
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. Programs that are written by FPI personnel are subject to
the following processes prior to being placed in production.

1. The programs are checked for COBOL assembly
errors. :

2. For approximately 50 percent of the programs

- flowchart is prepared using Ausoflow.

3. Source program and/or fHowchart is reviewed to
assure program satisfies the requirements as specified in
the program/system specification.

4. For all programs the unit test data and test output
product provided by FPI are reviewed for completeness
and aceuracy.

5. The next step is to compile and link the program to
the appropriate system section’s test executable library
(source program has already been placed om section’s
test source library by FPI coordinator) and to prepare
the Job Control Language required for use in integration.
testing.

6. All programs are subjected to a complete integra-
tion testing and review of the output product by system
section personnel, '

7. Programs are subjected to an acceptance test and
the output products of the system are reviewed by addi-
tional personnel to insure the ouput product is accurate
and complete. : ' ‘

8. Only when all of the above actions have been ac-
complished is a program placed into production.

The Performance Monitor of METACOBOL is being used
for programs developed by FPI as well as in-liouse products.

:Even though the purpose of this monitor is primarily to
provide  information relative to the efficiency of : program
design and compiler generated code, a part of this output
specifically identifies “unexecuted” paragraphs. This “Para-~
graph Table” is & list of paragraphs known to the performance
monitor and reflects “wait-time’” and “active-time’ distribu-
tion percentages as well as paragraph execution counts.

These checks are standard procedure for program develop-
ment. No additional checks are performed for FPI generated
prograias,

. . . A search of the Master Name and Address File main-
tained on magnetic tape in Kansas City and the records,
including address plates-in the Leavenworth ASCS County
Office has revealed no indication of any mailings to Box 1000;
Leavenworth, Kansas [the prison mailing address].

The USDA Office of Investigation has no present or past
activities related to the U.S. Penitentiary at Leavenworth.

With his letter, Bolduc submitted five attachments. The attach-
ments describe the services which are provided by the computer
programs written by the Leavenwoith prisoner programers. Informa-
tion contained in these attachments indicates that the Leavenworth
inmates write the computer programs which have facilitated and
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controlled the distribution of billions of dollars of public funds dis-
bursed by the Agriculture Department in support of ViLllOuS conserva-
tion, disaster relief and loan prograws.

Bolduc cited 17 ADP applications programed by Lemrenworth
inmates. Here is how Bolduc described the applications: F s

1, Commodity loans and purchases

Records individual loan and purchase data for all eligible
commodities. Loan activity includes loans made, Jepnyments
and forfeitures for both farm and warehouse stored loans.
Tinancial and statistical reports are made from loan sum-
mayry files.

2. Loan Certification

Records, verifies and reports on mspections and measure-
ments made by county office personnel on selected producer
certified farm stored loans.

3. Farm Storage and Drying Equipment Loans

Records data on farm storage and drying equipment 1oun
including disbursements, repayments and account smtus
Prepares quuued management reports.

4. Producer Payments Reporting

Records producer payments for summarization and annual
reporting to IRS and tha producers. A producer name and
address file is maintained for use with this system and other
systems as well. Approximately 760,000 statements were
prepared and mailed to pwducels on payments received in
calendar year 1975.

§. Disaster program payments

Records payments made, checks compliance with payment
limitation provisions and provides progress reports to man-
asgement on feedgrain; wheat, cotton and rice,

6. Wool and mohair program

Processes applications for payment, computes payments
due and prepares sight drafts for verification, signature and
issuance by county offices. Prepares 1ep01bs on. program
accomplishments.

7. Tobacco program

‘Majntains data on bulley and flue-cured tobacco farms,
producers nd; warehousemen/dealers including sales and
purchases. Produces allotment and quota notmes, marketing
cards and program reports.

8. Processed commodities tnventory

Assists in theinventory management activities for processed
commodities including their acqulsltlon, storage, transporta~
tion, handling and d1sposal along with related .payment
opemmons
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9. Grain inveniory o :

Assists in the inventory management activities for CCS
owned grain including acquisition, storage, reconcentration,
transportation, sale; donation and settlement operations:
10. Sight Draft Accounting ' ‘

Maintains a complete draft issued file on all CCS sight
drafts for reconciliation with paid data received from FRB.
Disbursement data is transferred to various other computer
systems for use in the preparation of program reports.

11. Appropriated Fund Accounting '

Assists in accounting and reporting activities for ASCS
appropristed funds including allocation, limitation, cost
distribution, fund distribution and other related data.

12. County Office Adminisirative Expense _ C

Records and maintains data on funds allocations, sight
draft limitations and county office bank accounts along with

personnel and payroll information for each county office
emplayes and county and community committeemen. -

18. County Office Work Measurement and Fund Allocation

County office workload is measured on a saniple basis for
analyzing each major program activity in the sample counties
analyzing each major program activity in the sample coun-
ties. Fund allocations are made to all county offices based
on regression coeflicients developed in the sample - work
measurement activity.

14. Conservation Reporting System :
Provides for the entry and accumulation of individual
}),roducer performance data for Agricultural Conservation
rogram (ACP), Emergency Conservation Measures (ZCM),
and Naval Stores Conservation Program (NSCP). The dats
is supll)lied to the accounting and d)roducer payments systems
as well as being used for periodic progress and statistical
reporting purposes. Program payment limitation provisions
are checked for compliance. A similar system is maintained
on the Forestry Incentives Program (FIP). : ‘

16. Accounting, Budgeting and Reporting System
Sup}iorts both ASCS and CCC fiscal accounting. Separate
eneral ledger controls are maintained for ASCS and CCC
unds. Produces specified fiscal réports including accounts
analyses, reports of financial conditions #ind fiscal operating
reports.
16. General Sales Manager Lxport Program System
Supports accounting and reporting for CCC export pro-
grams including credit sales and PL~480 programs.
17. Miscellaneous Systems :
Several small administrative-type systems are maintained

“to support ACSS activity such as CCC Budget-Supply and
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Utilization, Defense Facility Listings, Administrative Prop-
erty Records and Work Measurement Reporting, and a
Ground Truth Data System for the Large Area Crop
Inventory Experiment (LACIE). ’

Documentation provided the committes by Boldue describes the
actual programs written by Leavenworth inmates from 1972 to 1976.

‘This documentation shows the extent to which the programs written

by prisoners affect other computer operations. Directly or indirectly,
the programs cited by Bolduc as-having been written by prisoners
result in the dishursement of Government money. Here are:some
examples provided by Bolduc of programs which have been used at
the Agriculture Department’s Kansas City Computer Center and
which were written by prisoners at Leavenworth:

1. Finencial and Budget Master ASOS Balance Euceptions—
D381520F o :

The Update and General Ledger segment of the Finaneial
and Budget Master System, of which this module is a part,
uges current accounting transactions to update the Financial
and Budget Master file. Various updatinF, closing, purging,

* balancing and reporting functions are included. This module,
uses sEeciﬁed exception formulas to determine if ASCS or
OGSM data is in an out-of-balance condition. All formulas
%re prcilnted. Formulas with an out-of-balance condition are

agged. :

2. CCOQ Fiscal Reporting Income and Baupense—D3841110AD

This modular program is called by the handler program
whenever there is a request for the Comparative Statement
of Income and Expense report. This run accesses accounting
date on the Financial and Budget Master file, line title data
on the CCC Fiscal Reports Stub file and prior year data on
the Prior Year Financial file. It compiles all this information
into a report format for inclusion in the “Report of Financial
Condition and Operations’”” booklet.

3. ASQS Allotment and Cost Distribution Correction Process
Control Module—D3656150

This program will sérve as the controller to call modules
to effect the correction activity processing alongrwith modules
pertaining to allotments and cost records. This program
controls the calling of program modules to accomplish the
correction processing, controls, allotment, transportation,
cost distribution, and cost recap proof listings.

4. Total Amount Shipped Report—I444460

The purpose of this program is to produce a report
reflecting shipments of commodities under PL480 Title I,
and the countries that those shipments were made to the
report is produced fiyice a year and accesses the Bill of
Lading date base and the reference files for Country and
Commodity information. The data is grouped into six
months periods for the last three years and then lumped
together from that point back to the beginning of the
P1.480 Program.
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Data reported is: -
Type of Sale,
Market Value, :
Quantity (usually metric ton).
These are by commodity with a total of each country.

5. Loan Excise Tax Register Produce Proof Listing of Adjust-
ments to Bxcise Tax Register A1172280

The purpose of this program is to validate, sort and
prepare o prooflisting of cards for excise tax withheld adjust-
ment items for commodikies; whedt, flax, peanuts, rice and
soybeans. These adjustments are for any loans reported on
the monthly Excise Tax Register for which it is determined
an adjustment must be made. The following validities are
performed: state code must be valid, county code, loan
number, transaction code, crop year, transmittal number,
disbursement date, quantity and tax must be numeric.
Commodity code and loan type must be valid.
6. Farm Storage Facilities (FSI) Sysiem Overview

Loans made under Farm Storage and Drying Equipment
Loan Program help finance grain storage structures and
fquipment; used by producers to store and care for grain on
arms.

The major portion of the transactions in (FSF) system
are loans made and loans repaid. Loan disbursements are
made by CCC sight draft and data is received from the
Draft Accounting System (DRAC), Loan repayments
(CCC-257) are imitially recorded in the Cash Receipts
Segment of the Financial Accounting System (FAS).

epayments in the form of setoffs against the proceeds

of a commodity loan are received from the Price Support
Computer System. Thus, the bulk of the transactions are
received from other computer systems. The remaining
transactions, claims and corrections ave entered by punched
cards from source documents received from county offices.

Transactions are validity checked and accounting outputs
and operating reports are produced either in lists or magnetic
tape. Reports are produced monthly, quarterly, semi-
annually and annually. A report data tape is produced for
the OEO Computer System.

7. Farm Storage Facility and Drying Equipment Loans System
(IFSIF) Sort Accepted Data—A185020 '

This program sorts accepted TSI data into State, County,

Loan Number, Program Code, Transaction Code and Ac-
counting Date sequence, :

8. I'arm Storage Facility and Drying Equipment Loans System,
(FSF) - Prepare ISEF State and County Reports—
8186050 S ’
After the update of the I'SF loan file with monthly activity,
the file is processed to produce the following: _ o
A. A tape of loans and disbursements made during the
month for OEO reporting.

e

-l
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B. Small balance records for those loans having a
principal outstanding of $3.00 or less.
C. State reports for all loans.
D. National report for all loans.
E. Small balance print list. ;
This program is run monthly at month-end.

9. Farm Storage Facility and, Drying Equipment Loans System
(FSF) Prepare History Microfilm” List—A186088

The purpose of this program is to list annually all FSF

Loan Transactions followed by the Loan Summary record.

This history list is used to reconcile the CCC 386 Report for

FET Loans. This run creates print tapes and a microfilm tape.

10. Financial and Budget Master Overview

Journal voucher input data is received from DSTQ, PVCO,
FY, and other DSKFO computer systems (l.e., Iinancial
Accounting and Appropriated Fund Program Accounting
Systems). All input data is validity checked and balanced,
ond listings are produced, by office, for control and research
purposes, o

Rejected journal voucher data is retained on suspense file
to facilitate correction processing. Accepted journal voucher
date files are subsequently processed to:

Produce general journal listings, by office,

Produce inventory costing reports for DSIFO and
PVCO, :

Update the master fle.

The master file is used to produce the general Jedger and
trinl balance listings, by office, and for all offices combined.
The master file is also used to produce fiscal reports.

All the system 1istin%s are produced separately for each
ageney (ie., ASCS, OGSM, and CCQC).

11. Pinancial and Budget Master Check, Sort and Format
Input—D331120

New Journal Vouchers and/or correction vouchers from
Washington, D.C., Kansas City, Minneapolis and the Fi-
nancial Accounting System, as well as Contra Vouchers from
previous processes of this system are subjected to several
pre-validation checks, encoded in this program, necessary
to format the output records. The input information is
rearranged into o common format and sequence compatible
to further AB&R processing. Finally, the two types of records
corrections and new vouchers, are written to two separate
disks to allow their processing by two subsequent programs
with separate functions, Co

12. Financial and Budget Master General Ledger Title Crea-
tign—D331527 - .
Key-punched General Ledger line item titles are processed
in this program, to produce initially, or change an existing
tape file which, in turn, is used to control the printing of the
General Ledger Report. After creation or changing the
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General Ledger Titles File, the file is printed. An Exception
Report is printed during the processing of this program to
list discrepancies, changes, delétions .and additions as they
oceur. V
13. Fiscal Reporting System Overview

This system builds reports regarding the financial con-
dition of the Commodity Credit Corporation and of the
ASCS appropriations. These reports are as follows:
. Comparative Balance Sheet.
. Accounts Receivable and Payable.
. Income and Expense.
. Interest..
. Donation of Commodities.
. Disposition of Inventory.
. Net Gain or Loss on Inventory.
. Investment in Loans and Inventory.
. Statement of Financial Condition for Treasury.
10. Analysis of Appropriated Funds.
11. SF'133 Report on Budget Execution.

14. 00C IFiscal Reporting Accounts Payable, Accrued Lia-
bilities, Trust and Deposit—D3411104.0

This modular program is called by the handler program
whenever there is a request for the Accounts Payable,
Accrued Liabilities, Trust and Deposit Liabilities and Other
Liabilities reports. This run accesses accounting data on
the Financial and Budget Master file and formats this dats
for inclusion in the ‘“Report of Financial Condition and
Operations” booklet.

15. Fund Distribution System Overview

The systom summarizes, records and builds reports for
cash transactions processed through the Tederal Reserve
Banks, regional disbursing offices and Treasury. It provides
card date for Treasury to record certificates of deposit.
Detail is provided on reports for manual preparation of the
SF224 (Statement of Transactions). )

16. Fund Distribution System Program D364800—Monthly
Process Conirol Program

The purpose of this program is to control the execution of

the programs that are required to Xerform the monthly proc-

essing. Based upon codes returned by the called programs

this program will call or bypass other programs. It also

produces a report that shows the activity that has occurred.

17. ASCS Allotment and- Cost Distribution Daily Activity
Control Module—D356100

This program will serve as the controller to call modules

to effect the Daily Activity Processing of the Allotment

and Cost Distribution System. This program controls the

calling of program modules to accomplish the daily input,

control, trial balances and preparation of proof listings.
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18. Non-~Producer Payments Reporting System Overview

Master Name and Address and Index Table files of nor-~ -

roducers with the potential of receiving CCC payments
ave been established. Payee identification codes for all
known potential payees are included in the Index Table
file. ‘An" office code prefix is utilized to eliminate possible
duplicates between offices. In addition, a unique code is
assigned to each parent and independent  (unaffilinted)
company. A single name and address for edach uni%ue code
is maintained on the Master Name and Address file. The
Index Table file relates all payee identification codes (for
parent, independent and submisiary compunies) to- their
respective unique codes, allowing subsequent summariza-
tion of payee data. Both files are updated monthly upon
submission of payee data~, S

Payment data is recéived for dishursements made to
non-producers by Fiscal Division (FI) and the Praivie Village
Commodity Office (PVC). Each payment record includes o
purpose of payment code and payee identification to allow
summarization for reporting purpeses. FI Division pay-
ment data is furnished on source documents for key punc?)j.nw
at DSFO, PVCO manual draft data and computer prepm‘ea
draft date is selected from the Sight Draft Accounting
System and the Financial Accounting System. PVCO col-
lection data is punched on cards,

All payment data is processed by the end of the month in
which received. Control and rejection listings are furnished
to Data Operations Section (DOS) for distribution to the

appropriate office. Corrections are submitted with subse-

quent, month data. ,

Reporting is processed on a request basis. Normally
reports are requested at the end of a fiscal year for that
year's payments,

19. Non-Producer Payments Validity Check—D366064.

This program is designed to validity check the non-
producer payment date records thabt are submitted by the
Commodity Offices and the Xiscal Division in Washington,
D.C. These payment records come from three different
sources. Payments that have been mechanically prepared

come from the financial Accounting System. Manually

prepared payments from the Commodity Offices come from
the Sight Draft Accounting System. Payments from the
Fiscal Division are key-punched and entered via punched
cards. Valid payment dats records are passed on to the
monthly update process. Invalid payment data records are
formatted and printed to be returned to the respective sub-
mitting office for correction and re-entry.
29. Non-Producer Payments Select and Accumulate for
Reporting—D366108 ;

This program is designed. -to accumulate all Master.

Payment Data File records with the same Unique Address

‘Code. These accumulations are also by purpose of payment.

80-246—7 68 v
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After these accumulations are made, they then must be
matched to the Master Address File to obtain the non-
producers name and address, This program is run on request
of the Administrator, Agriculture Stabilization and Conserva-
tion Service. This request may also be for optional data
(producers receiving over a million dollars, producers
receiving less than a million dollars, all producers, the 50
producers receiving the highest amount of payments, ete.).
This request may also be for optional sequences (alphabetic,
amount in ascending sequence, amount in  descending

saquence, ete.), v

21, 1he following programs sent to I'PI have not been placed
in production dbut are currently in acceptance fest slage
T452120—FIP Sight Draft Validation
1452130—IRS Initial Update
F452200—Combine Sight Draflt and FIP-13 Date
1452140—Combine Sight Drafts
F452220—Update FIP Tile
- F452230—Prepare General Ledger Entries
F452240—Prepare Budget Report
I452280-—~Propare Allocation Control
I1452300——Prepare Research List
1452340—Prepare Statistical Report Date

THE TRIAL OF FRANK READY

On August 81, 1976, in 8 Federal court in Kansas City, Kans.,
Frank E. Ready, 81, a convict at the U.S. prison in Leavenworth,
©went on trial for tax fraud. Ready was cha,rgeil with having filed false
tfmx 1‘et15u'ns that resulted in his receiving more than $20,000 in refunds
lor 1975,

The trial ended on September 9, 1976. Ready was convicted and
sentenced to 15 years. Since Ready was already incavcerated, the
sentence was to run concurrently with his present term, 5 years for
interstate transportation of stolen securities.

Ready’s former wite, Melinda, was also charged and convieted in
connection with the tax fraud. Melinda receivecT 8 6-