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SECTION I 

INTRODUCTION 

1. 1 PURPOSE OF THIS PLAN 

AC(~U~f;;~"""'" The purpo se of this plan is to analyze federal and sta~e-stal'i1ti¥eis .. , i\V:h1'Ch have 

been legislated to insure the confidentiality of criminal justice information; 

, 
to analyze federal guidelines and standards, which have been prescribed 

to insure security and privacy of computerized crirrdnal justice information 

systems; and to present a plan to insure the security and privacy of the 

Cleveland IMPACT Cities Program Planning and Evaluation System. Thi.s 

plan has been pr epared in strict accordance with bcr~h federal and state 

statutes. However, it has also been prepared in order to implement 

. federal security and privacy guidelines and standards applicable to com-

puterized criminal justice information systems. These guidelines and 

standards are far more restrictive than either federal or Ohio legislation 

and are the result of intensive work by two federally sponsored efforts: 

(1) Project SEARCH~:< (System for Electronic Analysis and Retrieval of 

Criminal Histories), and (2) the National Advisory Commission on 

Criminal Justice Standards and Goals. The substantive provisions of 

the plan reflect important security and privacy considerations expressed 

by the Project SEARCH Committee on Security and Privacy, as set forth 

in Project SEARCH Technical Report No.2, SECURITY AND PRIVACY 

CONSIDERATIONS IN CRIMINAL HIS TOR Y INFORMATION SYSTEMS (1970), 

* A cooperative program of the states, funded by LEAA, organized to develop 
and test prototype systems which may have multistate utility for the appli­
cation of advanced technology to the administration of crim,inal justice. 
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and the National Advisory Commission on Criminal Justice Standards and 

Goals, as set forth in REPORT ON THE CRIMINAL JUSTICE SYSTEM (1973). 

L 2 BACKGROUND AND GOALS OF THE CLEVELAND IMPACT CITIES 
PROGRAM 

The Cleveland IMPACT Cities Program is a crime- specific planning and 

action effort, sponsored by the Law Enforcement Assistance Administration 

of the U. S. Department of Justice, designed to reduce the incidence of 

stranger-to-stranger crime and burglary in the City of Cleveland by five 

percent in two years and 20 percent in five years. Seven other cities, )~ 

ranging in population size from 250, 000 to 1, 000, 000, are also participating 

in the LEAA High IMPACT Anti-Crime Program. 

Stranger-to-stranger crimes are homicides, rapes, aggravated assaults, 

and robberies, as defined by the FBI's Uniform Crime Reporting Standards, 

where such offenses do not occur among relatives, friends, or persons 

well known to each other. Approximately $160 million in discretionary 

action grant funds and planning and evaluation funds from the National 

Institute of Law Enforcelnent and Criminal Justice (LEAA' s research and 

development arm) have been made available over the Fiscal Year 1972-

1974 period to (1) establish a planning agency in each IMPACT city, 

(2) undertake an analysis of target crimes, victims, and offenders, 

(3) formulate a comprehensive set of quantified, time-phased objectives 

~~ Atlanta, Baltim.ore, Dallas, Denver, Newark, Portland, and St. Louis. 
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for IMPACT crime reduction, (4) develop programs and projects responsive 

to identified problems and needs} and (5) monitor and evaluate the programs 

and projects. 

The Cleveland IMPACT Cities Program encompasses 2.5 projects in five 

major Operating Program areas: Addiction Treatment; Employment; 

Diversion and Rehabilitation; Deterrence, Detection, and Apprehension; 
, 

and Adjudication. Figure 1 depicts the hierarchical program structure and 

indicates most of the projects which are operational, and sonte of which 

are now approaching completion of important milestone dates. The figure 

also shows the various projects as they relate to the Performance Manage-

ment System (PMS) structure of the ultimate goal, four sub-level goals, 

five Operating Programs, and 31 of the 32 projects. >:< The PMS structure 

was developed to permit reliable and accurate evaluative measurement of 

program/project effectiveness and efficiency with reference to the ultimate 

goal, the sub-level program goals, and specific project objectives. All 

of these measures alld objectives are set forth in detail in the Cleveland 

IMPACT Cities Program EVALUATION COMPONENT, a technical document 

published in June 1973. 

To date, the Cleveland IMPACT Cities Program has either expended or 

encumbered nearly $14 million in LEAA discretionary funds. The size 

and scope of a program of this magnitude and con~plexity present a number 

~:~ Four projects \vere funded after If'igure 1 was prepared for tIle 
EVALUATION COlvrpONENT (referenced below) and therefore are 
not shown. 
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I 

of specia.l problems with regard to evaluation. A substantial num.ber of 

local crim.inal justice agencies, both in the City of Cleveland and Cuyahoga 

County, a.re participating in the various Operating Program.s and projects 

as well as a number of local community agencies. One of the principal 

challenges to rigorous evaluation is reliable collection and analysis of data , 

• from a wide variety of law enforcement, pro secutorial, defense, judicial, 

•
1. i. 

.- r, . 

and correctional sources in the local criminal justice system, not to mention 

a number of private implementing agencies. 

Pursuant to the EVALUATION COMPONENT, referenced above, all of the 

agencies currently implementing IMPACT Operating Programs and projects 

have been asked to collect data concerning the target populations they are 

serving, the types of services they are delivering, the quality of the services, 

the resources associated with delivery, and the results of the services --

in short, data permitting measurement of the effectivenes s and efficiency 

of each project. The data which are collected are then analyzed, generally 

by computer~assisted methods, to develop the necessary evaluative profiles 

and measurements. Much of the data which the IMPACT Evaluation Staff 

intends to analyze is being collf:cted by each project and recorded on a 

series of Data Collection Instruluents (DCIs) specifically designed for each 

project. The DCls in many instances contain data elements which relate 

to information about offender or client socio-economic backgrounds, prior 

criminal histories, current legal status in the criminal justice system 
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(if applicable), and client,- specific operational data (such as the treatm.ent 

modality of a drug abuser or the post-release status of a probationer). 

Tho se projects which are not using DCIs as the method of data collection 

are capturing data as part of a pre-existing reporting routine and they have 

agreed to make their data available to the IMPACT Evaluation Staff. To 

meet the diverse data collection and data analysis requirem.<::nts of .the , 
. 

entire program, the Evaluation Staff developed and is now implementing 

the Cleveland IMPACT Cities Program Planning and Evaluation System 

(hereinafter the Evaluation System). 

1. 3 CLEVELAND IMPACT CITIES PROGRAM PLANNING AND EVALUATION 
SYSTEM 

The IMPACT Evaluation System has been structured to serve two principal 

and exclusive types of users, namely, planners and evaluators on the 

Cleveland IMPACT Cities Program staff, the LEAA Chicago Regional 

Office staff, and the National Institute of Law Enforcement and Criminal 

Justice staff. Development of the Evaluation System has resulted in the 

creation of three Subsystems: (1) a Data Collection Subsystem, (2) a Data 

Analysis Subsystem, and (3) an Interpretive Reporting Subsystenl. All 

three subsystems have been designed to be mutually supportive and to 

provide pertinent m.anagement, planning, and evaluation information to 

the IMPACT Director and the Planning and Evaluation staff. Figure 2 

depicts the Evaluation System in terms of the three subsystems. When 
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fully operational, the Evaluation Syste.m will provide input and reporting 

formats and information output reports and displays reflecting IMPACT 

criminal justice problems and needs for planning purposes and IMPACT 

effectiveness and efficiency measures for evaluative purposes at both the 

program and project levels. 

The Data Collection Subsystem has been divided into four luajor areas or 

modules of data: (1) IMPACT crime and offender processing data, 

(2) IMPACT offender profile data, (3) planning area data, and (4) IMPACT 

program/proj ect data. Accordingly, crime data, clearance data, offender 

processing data, dispositional data, and offender profile data are in the 

process of being collected from criminal justice agencies, funded by 

IMPACT, and some of the IMPACT programs /projects. The data have 

been organized into a series of files for computerized processing. 

The basic approach underpinning development and implementation of the 

Evaluation System follows innovations in the collection and analysis of 

criminal justice statistics. The approach, often referred to as offender­

based transaction statistics, case-following statistics, or subject-in­

process statistics, focuses on the individual person and lltracks 11 the 

processing of the individual from point of entry in the criminal justice 

systelu (or an IMPACT project) to point of exit. Because the individual 

IMPACT offender or client is the only unit of count common to all criminal 

8. 
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justice agencies and processes, he is the thread that holds the statistical 

system together. By following the various paths that IMPACT offendel's 

and clients can take, as the result of ilnplementation of various IMPACT 

programs and projects, the functioning of the criminal justice system of 

Greater Cleveland can be statistically ;:1e scribed in terms of the aggregate 

experiences of those IMPACT offenders/clients who pass through it. For 

purposes of the Evaluation System, the term transaction implies. that there 

are at least two parties in every IMPACT event monitored and that the 

IMPACT offender or client is one of them. 

As IMPACT crim.e, offender, planning, and project data are collected 

pursuant to the procedures of data capture in the Data Collection Subsystem. 

(e. g., project Data Collection Instruments), an IMPACT /City Data Pro-

cessing technical group will process the data according to a series of 

analytical and statistical routines (i. e., computer programs) for the 

editing, sorting, reduction, and presentation of data into formats useful 

to IMPACT planners and evaluators. 

A series of computer programs have been (or will be) written in COBOL 

and FOR TRAN which will read Data Collection Subsystem data punched 

on cards. These computer programs will organize IMPACT crime, 

offender, planning, and proj ect data into predefined categories and 

aggregates for analysis. The analytical procedures are described in 

greater detail in Section III of the EVALUATION COMPONENT. 
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From the standpoint of insu"dng security and privacy of the Evaluation System., 

the Data Collection and Data Analysis Subsystems are the two most important 

subsystems where confidentiality problen"ls arise. The next subsection 

presents a general definition of security and privacy. 

1. 4 SECURITY AND PRIVACY CONSIDERATIONS 

The past decade has witnessed a large growth in both the number, and size 

of criminal justice information systems throughout the country. The 

Evaluation System is no exception to this growth, although its purpose is 

restricted to research and evaluation. The Evaluation System, when fully 

operational, will be collecting, storing, analyzing, and reporting infor­

mation based upon thousands of data elements about IMPACT crilnes, 

arrests, charges, prosecutions, convictions, dispositions, sentences, 

correctional supervision, and l'elated subjects. Given the scope of the 

Evaluation System, and particularly its computerized characteristics, 

special problems Inay arise concerning confidentiality. Data may enter 

the systenl. which under no circumstances should ever be disselninated 

beyond the small group on the IMPACT Cities Program staff responsible 

for planning, evaluation, and monitoring. A lapse in the security and 

privacy policies and procedures of the Evaluation System might cause 

serious damage to private citizens o:r the criminal justice agencies and 

projects supported by IMPACT funding. 
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For example, the security of the Evaluation System might be seriously 

compromised (1) if una.uthorized persons can add to, change, or delete 

entries pursuant to the processes of the Data Collection or Data Analysis 

Subsystems, (2) if authorized persons can make excerpts of infonnation 

within the two subsystems for private motives or personal gain, or (3) if 

the contents of the Evaluation System. or some portion of the contents can 

be made known to unauthorized persons or the public at large. In this 

context, security " refers to the protection of the system itself against 

intended or accidental injury or intrusion. II ,:~ 

Like security, the protection of individual privacy is a critical consideration 

in the development and implementation of the Evaluation System. Insuring 

privacy can result in part from making certain that the data in the system. 

are valid, that is to say, no data entries save tho se which are justified 

and accurate in every detail.. But the principal protection derives from 

com.plete as surance that the data in the Evaluation System. will not be 

distributed to anyone outside the IMPACT Cities Program staff and that 

the reports produced will in no way reflect data and information about 

either individual IMPACT offenders or project clients. In this context, 

privacy refers to the protection of the interests of the people whose names 

appear for whatever reason in the contents of the Evaluation System. 

~~ National Advisory Commissio11 on Criminal Justic.e Standards ancI 
Goals, REPORT ON THE CRIMINAl, JUSTICE SYSTEM, p. 114-, 
Washington: GPO (1973). 

I 
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The remainder of this docum_ent is organized into two sections, the first 

of which presents statutory materials and federal guidelines and standards 

applicable to the security and privacy of the Evaluation System, and the 

second of which outlines a plan to insure the security and privacy of the 

Evaluation System. 
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SECTION II 

SECURITY AND PRIVACY REQUIREMENTS ANALYSIS 

2. 1 OVER VIEW 

The history of state and federal action to insure security and privacy of 

cril"n.inal history infonnation is recent and incomplete. The Ohio Legislature, 

for example, has not passed any legisla.tion which resolves security and 

priva.cy problems and issues associated with cOlnputerized criminal 

justice infol'lnation systems, although there are a few statutes which are 

concerned directly with the confidentiality of various kinds of adult and 

juvenile records. Similarly, neither Congress nor the Executive Branch 

have promulgated a comprehensive set of regulations in the security and 

privacy field, although some legislation has been pas sed, other legislative 

proposa15 have been pending in both the 92d and 93d Congresses, and 

LEAA has sponsored legal and technical research which has defined the 

major issues of security and privacy. 

Each of the foregoing areas of state and federal action has been analyzed 

separately in order to identify (1) existing security and privacy requirements 

under Ohio law, (2) existing security and privacy requirements under 

federal law, and (3) federal guidelines and standards which the Evaluation 

System S~curity and Privacy Plan should incorporate in either full or 

adapted form for purposes of policy-making and/or procedural imple­

mentation. 
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2. 2 EXISTING LEGISLATION 

The new 1974 Ohio Criminal Code, which will take effect on January 1, 1974, 

provides in several chapters for the confidentiality of certain types of 

criminal justice information recorded on specific types of records. 

Specifically, Chapter 2151 of the Ohio Revised Code (ORC) sets forth the 

jurisdiction of the Juvenile Court; Chapters 2901-2935 of the, ORC s-et forth 

the new and revised classifications of criminal liability in Ohio; and Chapter 

3719 of the ORC regulates possession, usage, and sale of barbiturates 

and narcotic drugs. Within these chapters are of course hundreds of 

statutes. Among them, there are only three substantive code sections ,:~ 

and two procedural rules which regulate record-keeping about adult and 

juvenile offender s and restrict the distribution of inforlnation about adults 

and juveniles. 

In the case of juveniles, ORC Section 2151. 14 provides that lithe reports 

and records of the [Juvenile Probation] Department shall be considered 

confidential information and shall not be made public. II These reports 

and records are concerned with Probation Department activities with 

regard to investigations, judicial actions, and supervision in juvenile 

cases. ORC Section 2151. 18 authorizes the Juvenile Court to maintain 

records of all official juvenile cases brought before the Court and to 

prepare an annual report Iishowing the number and kinds of cases that 

-'­.. - Not including ORC Section 149.43, Availability of Public Records, which 
excepts from public inspection Ilrecords pertaining to physical or psychiatric 
examinations, adoption, probation, and parole proceedings, and records 
the release of which is prohibited by state or federal law. II 
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have conle before it, the disposition thereof, and such other data pertaining 

to the work of the Court as the juvenile judge directs or as the Department 

of Public Welfare directs. II Such reports may be published with the 

approval of the board of county commis sioner s and distribution is restricted 

"to persons and agencies interested in the Court or co!umunity program 

for dependent, neglected, or delinquent child.l"en and juvenile traff~c offenders. II 

In addition, ORC Section 2151. 358 provides for the "expungement" of 

juvenile records either upon application by any person "who has been 

adjudicated a delinquent or unruly child, II or upon application by the 

Juvenile Court itself, "two year s after the termination of any order 

made by the Court, or two year s after [the individual I s] unconditional 

discharge from the Ohio Youth Comn1.issioll or other institution or facility 

to which he may have b':len committed." According to the terms and 

conditions of Section 2151. 358, an individual for whom the Court finds 

"that the reb1.bilitation •.. has been attained to a satisfactory degree, the 

Court luay oreer the records sealed and the proceedings in such case 

shall be deemed never to have occurred. II The" sealing" of the records 

extends to the deletion of all case index references so that "the Court 

may properly re~~y that no record exists with respect to such person 

• 
upon inquiry in the matter. II Finally, Rule 32(C) of the Ohio Rules of 

Juvenile Procedure authorizes the Juvenile Court to deny or limit, under 

certain circumstances, inspection of the social history or report of a 
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physical or mental examination (about a juvenile) to counselor II specified 

persons."· 

In the case of adults, Rule 32. 2(C) of the Ohio Rules of Criminal Procedure 

limits, at the discretion of the judge, the disclosure of preaentence reports 

to prosecuto1"ial and defense counsel and requires the return of all copies 

of such reports to the Probation Departl1.1ent. 

The security and privacy policies and procedures of the Evaluation System, 

presented in Section III below, are not in conflict with any of the strictures 

prescribed in ORC Sections 2151. 14, 2151. 18, 21.51. 358, Juv R 32(C), 

or C'rim R 32. 2(C), and, as will be shown in subsequent discussion, go 

well beyond Ohio statuto1"Y requirements. 

Attention now turns to federal legislation which applies directly or indirectly 

to the security and privacy of the Evaluation Systeln. In July 1970, 

Project SEARCH published Technical Report No.2 entitled SECURITY 

AND PRIVACY CONSIDERATIONS IN CRIMINAL HISTORY INFORMATION 

SYSTEMS. Technical Report No.2 recommended 23 guidelines to insure 

the confidentiality of criminal history information stored in computerized 

data banks. These guidelines served as the basis for LEAA sponsored 

legislation subrnitted to both houses of the First Session of the 92d Congress 

in 1971. The legislation was known as the Criminal Justice Information 

Systems Security and Privacy Act of 1971. The proposed Act was not 
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passed into law by either the House of Representatives or the Senate 

although the Judiciary Conunittees of both houses held hearings on the 

Act. Since 1971, Congress has passed no legislation dealing with se(;urity 

and privacy in a comprehensive way. However, the Crime Control Act 

of 1973, arnending Title I of the Omnibus Crime Control and Safe Streets 

Act of 1968, does provide in Section 524(b) for some safeguards with 

respect to individual privacy. The specific language of the sect:i:on is 

as follows: 

All criminal history information collected, stored, or 
dis seminated through support under this title shall contain, 
to the maximum extent feasible, disposition as well as 
arrest data where arrest data is included therein. The 
collection, storage, and dissemination of such information 
shall take place under procedures reasonably designed 
to insure that all such information is kept current therein; 
the Adn1.inistration [LEAA] shall assure that the security 
and privacy of all'infol'lnation is adequately provided for 
and that inforn1.ation shall only be used for law enforcelnent 
and cri.minal justice and other lawful purposes. In addition, 
an individual who believes that criminal history inforrnation 
concerning hiln contained in an automated system is ir·1.ccu­
rate, incon1.plete, or l1."laintained in violation of this title, 
shall, upon satisfactory verification of his identity, be 
entitled to review such information and to obtain a copy 
of it for the purpo se of challenge or correction. >!~ 

Again, as with the Ohio statutes, the security and privacy policies and 

procedures of the Evaluation System, presented in Section III below, 

are not in conflict with any of the provisions of Section 524(b), and, as 

will be demonstrated in subsequent discussion, go well beyond the 

strictures of the Crime Control Act of 1973. 

* For the interim citation, refer to H. R. 8152, Conference Report, 
p. 22, 93d Cong., 1st Sess., Report No. 93-401, Committee Print 
(July 26, 1973). 
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The legislative history of federal security and privacy legislation between 

1970 and the present does include one important enachnent which is 

directly applicable to the Cleveland IMPACT Cities Program insofar as 

IMPACT is funding the Cleveland Drug Abuse Program (CDAP). On 

March 21, 1972, Congress passed the Drug Abuse Office and Treatment 

Act of 1972. Section 408 of the Act is very express about insuring the 

, 
confidentiality of patient records in drug abuse programs such as CDAP. 

Section 408(a) provides as follows: 

Records of the identity, diagnosis, prognosis, or treatment 
of any patient which are maintained in connection with the 
perform.ance of any drug abuse prevention function autho­
rized or as sisted under any provision of this Act or any 
Act amended by this Act shall be confidential and may be 
disclosed only for the purposes and under the circumstances 
expres sly authorized under subsection (b) of this section. 

Subsection (b)(2)(B) of Section 408 of the Act goes on to perlnit the following 

exception: 

If the patient, with respect to whom any given record referred 
to in subsection (a) of this section is n~aintained, does not 
give his written consent, the content of such record may 
be disclosed as follows: To qualified personnel for the 
purpose of conducting scientific research, management or 
financial audits, or program evaluation, but such per sonne1 
may not identify, directly 01' indirectly, any individual 
patient in any report of such research, audit, or evaluation, 
or otherwise disclose patient identities in any manner. ~:~ 
(Underlining supplied) 

In other words, the Drug Abuse Office and Treatment Act of 1972 is highly 

restrictive about the disclosure of patient or client records of any indi-

vidual participating in the CDAP Operating Progran~. Indeed, other 

):~ 21 U.S.C. 1175 . 
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provisions of the Act impose criminal penalties for failure to adhere to 

the restrictions. However, the Act does permit disclosure without 

individual consent for purposes of program evaluation among other 

carefully defined circumstances. Legal interpretation of the Act has 

isolated two important restrictions which have governed CDAP operations 

from the outset: (1) that Iidisclosure must be made to lqualified personnel, III 

and (2) that II such personnel must show that they plan to use the" infor-

mation to perform some aspect of scientific research, m,anagelnent 

>" 
or financial audits, or program evaluation. II " 

The security and privacy procedures of the Evaluation System, presented 

in Section III below, are not in conflict with any of the provisions of 

Section 408 of the Drug Abuse Office and Treatment Act of 1972, and 

indeed reinforce them. Appendix A identifies all qualified personnel in 

the Cleveland IMPACT Cities Prograln Office who will be involved in 

the CDAP evaluation, a copy of the Data Collection Instrument which 

was developed for CDAP evaluation, a description of the technical 

approach to be used for data analysis to support the program evaluation, 

and the interpretive lnemorandum cited above. Policy or procedural 

matters which are COlnmon not only to the CDAP evaluation, but also to 

the other Operating Program and project evaluations are discussed in 

Section III below. 

>~ See SAODAP Memorandum r1e IIDisc10sure of Records by Cleveland 
Drug Abuse Program, 11 Executive Office of the President, Special 
Action Office for Drug Abuse Prevention (Septem,ber 25, 1973)j see 
Appendix . 
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It should be clear from this l' eview of state and federal legislation that 

while SOUle statutes are very express in restricting disclosure of any 

inforn'lation which might be detrimental to individual privacy, there are 

no requirem,ents, guidelines, and standards which have been set forth 

in one comprehensive statute. For this reason, the IMPACT Planning 

and Evaluation staff elected to promulgate a series of policies and pro-

cedures of its own to insure security and privacy where existing 1egis-

lation did not address all of the important problems and issues. As 

noted in the Introduction, the staff, in undertaking this task, drew upon 

two important sources: (1) Project SEARCH Technical Report No.2, 

SECURITY AND PRIVACY CONSIDERATIONS IN CRIMINAL HISTORY 

INFORMATION SYSTEMS, and (2) the National Advisory Commission's 

REPORT ON THE CRIMINAL JUSTICE SYSTEM. Each of these docu-

ments, particularly the COlnmission l s Report, offered valuable guidelines 

and standards for insuring the security and privacy of the Evaluation 

SystelU. These source materials are briefly reviewed in the next 

section, Federal Recommendations. 

2. 3 FEDERAL RECOMMENDATIONS 

Project SEARCH Technical Report No. 2 was published to serve as a 

reference document on the full range of security and privacy problems 

and issues which are likely to arise in the development and imp1elnentation 
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of any computerized data base which contains criminal justice information 

and especially criminal histories. The mo st applicable part of the report 

is the 23 policy guidelines which the Project SEARCH Com,mittee on Security 

and Privacy recommended for either formal legislative enactment or 

executive policy implementation. The guidelines were drafted in the form 

of recommendations and were divided into five major policy areas:, 

1. Data Content, i. e., the types of data that will be 
contained in coniputerized files, 

..... Rules of Access and Data Use, i. e., the persons 
who will receive the data, 

3. Data Dissemination, i. e., the purposes for which 
the data will be used, 

4. Rights of Challenge and Redres s, i. e., the rela­
tionship between the system and the people whose 
criminal history records comprise the data bank, 
and 

5. Organization and Administration, i. e. 1 the organi­
zational and administrative aspects of the system. 

The SEARCH Committee defined a series of policies under each of the 

five categories including a security and privacy policy governing utili-

zation of computerized criminal justice i.nformation systems for research 

and program evaluation. 

The National Advisory Commission l s REPORT ON THE CRIMINAL 

~~ 
JUSTICE SYSTEM devotes an entire chapter to II Privacy and Security, II 

and, like the SEARCH Report, propo ses a series of standards to insure 

* National Advisory Commission, .£E. cit., Chapter 8, pp. 114-138; 
footnote, supra at p. 11. 
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security.and privacy. The standards are set forth in eight major categories 

rather than five and, like SEARCH, include one specifically to govern 

research: 

1. Security and Privacy Administration, 

2. Scope of Files, 

3. Access and Dissemination, 

4. Information Review, 

5. Data Sensitivity Classification, 

6. System Security, 

7. Personnel Clearances, ::Lnd 

8. Information for Research. 

Both the SEARCH and National Advisory Conunis sion efforts lay the 

foundations for any state wishing to enact cOluprehensive security and 

privacy legislation. Indeed, the SEARCH documentation includes model 

statutes and adluinistrative regulations. >!< Since Ohio has not yet chosen 

to legislate a comprehensive II security and privacy package, II the IMPACT 

Planning and Evaluation staff has developed a series of its own policies 

which expand and reinforce the effect of the state and federal statutes 

discussed earlier and implement many of the applicable SEARCH and 

Advisory Commjssion recommendations. Since the Evaluation System 

* Project SEARCH, A MODEL STATE ACT FOR CRIMINAL OFFENDER 
RECORD INFORMATION, Technical Memorandum_ No.3, Sacramento: 
California Crime Teclmological Research Foundation (May 1971)j and 
Project SEARCH, MODEL ADMLL,{ISTRATIVE REGULATIONS FOR 
CRIMINAL OFFENDER RECORD INFORMATION, Technical Report 
No.4, Sacraluento: California Crime Technological Research 
Foundation (March 1972). 
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is not a full criminal justice inform.ation system, but rather a data base 

for program planning and evaluation purposes, the staff has established 

six policies to insure the security and privacy of the Evaluation System, 

drawing upon Project SEARCH policy recommendations and National 

Advisory Commis sion standards: 

1. Evah.ation Design, 

2. SC'-Jpe of Files, 

3. Access and Dissemination, 

4. Data Collection Subsystem Security and Privacy, 

5. Data Analysis Subsystem Security and Privacy, and 

6. Interpretive Reporting SubsystelTI Security and Privacy. 

These policies are explained in the next subsection. 

2.4 IMPACT SECURITY AND PRIVACY POLICIES 

The fundamental concept guiding fOl'1TIulation of the security and privacy 

policies for the Evaluation System derives from the premise that IMPACT 

criminal justice evaluative,information, with respect to both adults and 

juv~niles, will only include data about individuals to the extent that analysis 

of the data contributes to evaluative knowledge that outweighs any potential 

intrusion on the privacy of individuals. Privacy, as defined in the Intro-

duction, means the protection of the interests of the individuals who se 

names appear for whatever reason in the' contents of the Evaluation System. 
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The concept consequently attem.pts to establish a reasonable balance between 

an individual's right to privacy and IMPACT's and LEAA's need to collect 

and analyze data about individuals (involved in IMPACT programs and 

projects) for purposes of IMPACT planning and evaluation. 

In this context, it should be added that the IMPACT Planning and Evaluation 

staff recognize the need to identify names and/or numbers ih order to 

associate infonnatioll across tim.e and to conduct analyses linking activities 

across projects. These empirical needs, including search and link pro-

cedures, are described in detail in Sections III and IV of the EVALUATION 

COMPONENT. The data collection and data analysis needs will be n~et 

by qualified personnel comprising the IMPACT /Data Processing technical 

,', 
group. '.' The important point is that the IMPACT Planning and Evaluation 

staff will inlplement policies and procedures which totally preclude any 

identification, either by direct or indirect means, of any individual 

offender or client in any evaluation report and, n~oreover, which other-

wise prohibit absolutely the disclo sure of individual identities in any 

manner whatsoever. The six specific policies which insure the foregoing 

are set forth below. 

2.4. 1 EVALUATION DESIGN 

The collection and analysis of IMPACT Operating Program and project 

~~ The IMPACT /Data Processing teclmical group is composed of professional 
IMPACT staff, IMPACT consultants, and City Data Processing Center 
editors, keypunchers, information systems analysts, and progralnmers. 
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data shall include the following restrictions: 

(ll Proposed designs of evaluation shall acknowledge a fundamental 
commitment to respect individual privacy interests. 

8 The IMPACT Planning and Evaluation staff shall fully investigate 
and document each proposed evaluation design • 

Gl Identification of individual offender sandi or clients (including 
both adults and juveniles) shall be divorced as fully as possible 
from the evaluative data and, under no circumstances, sh<:-ll 
any nam.es, nUlnbers, or identifier codes be disclosed to any 
party not authorized as a working mem.ber of the IMPAC T IData 
Processing technical group. 

~ Names, numbers, or identifier codes shall be accorded special 
security and privacy protection. 

2. 4. 2 SC OPE OF FILES 

Data included in the Evaluation System should be limited to those data 

necessary to evaluate IMPACT Operating Programs and projects in 

25. 

accordance with the definition of performance Ineasures and data element 

listings set forth in the EVALUATION COMPONENT. A data element 

shall be collected, stored, and analyzed, either by manual or compu-

terized means, only if the potential benefits from its analytical use 

out.weigh the potential injury to privacy of individuals. 

2.4.3 ACCESS AND DISSEMINATION 

No data included in the files of the Evaluation System, whose content refers to 

narne.s, nUlnbers, or identifier codes of~MPACT offenders or clients shall be 

released to any party outside the IMPACT Planni.ng and Evaluation staff. The 
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members of the technical group from the City Data Processing CenGer 

will only have access to Evaluation System data to the extent that they 

are involved in keypunching, programming, and data processing activities 

which require direct contact with the data, and then, only under circum-

stances of control and registration of acces s to Data Collection Insb'uments, 

data decks, magnetic tapes, disk files, or other storage and retrieval 

media. Data received and stored in the Evaluation System shali be Inarked 

and readily identifiable as IMPACT data. No remote terminal access 

to Evaluation System data (either to a computer I s central proces sing unit 

or peripheral storage or proces sing device) will be permitted except by 

authorized IMPACT /Data Processing technical group Inembers who have 

been cleared to utilize a remote terminal and are further authorized to 

have access to restriction control and job control language codes. 

Finally, no member of either the IMPACT Planning and Evaluation staff 

or the IMPACT /Data Proces sing technical group will be permitted acces s 

to any non-IMPACT law enforcement or criminal justice data stored in 

computer-processed files, maintained in the Data Processing Center in 

a real-time, on-line, or batch mode,except where such non-IMPACT 

data are necessary to complete analyses between IMPACT data segnlents 

and non-IMPACT data segments (e. g., data segments concerning the 

arrest rates of IMPACT vs. non-IMPACT police officers) . 
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2.4.4 DATA COLLECTION SUBSYSTEM SECURITY AND PRIVACY 

The Data Collection Subsystem of the Evaluation System shall include the 

following restrictions: 

(!\ All completed Operating Program and project Data Collection 
Instruments (DCIs) and other IMPACT evaluative data shall be 
stored in the Cleveland IMPACT Cities Program Office in files 
and cabinets which are secure with the exception of data and 
documentation which are stored in some other m.edium in the 
Data Processing Center (for policy details concerning th~ latter, 
see paragraph 2.4. 5). 

o 

The IMPACT Planning and Evaluation staff shall establish a 
procedure for (1) the control and registration of locked files 
and cabinets containing IMPACT DCIs and evaluative data, and 
(2) the control and registration of all IMPACT evaluative docu­
ments (for purposes of either internal or external distribution), 
whose content refers to names, nUlnbers,oi' identifier codes of 
IMPAC T offender s and clients. 

The IMPACT Planning and Evaluation staff shall not release, 
under any circuJ'"Xlstances, any IMPACT DCIs or evaluative 
data, whose content refers to nalnes, nunlbers, or identifier 
codes of IMPACT offenders and clients, to authorized me:-n.bers 
of the IMPACT /Data Processing technical group without prior 
and full com.pliance with all requirelnents of the docun'1ent con­
trol procedure governing release of IMPACT evaluative data 
and docum.entation . 

The IMPACT Planning and Evaluation staff shall include in the 
document control procedure specific requirements for the iden­
tification of all DCIs by project sequence number, the identifi­
cation of any member of the IMPACT Planning and Evaluation 
staff or the IMPACT /Data Processing technical group to whom 
DCIs have been released for analytical purpo ses, the time of 
release and return of the DCIs, and the systematic logging of 
all of the foregoing. 

27. 
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2.4.5 DATA ANALYSIS SUBSYSTEM SECURITY AND PRIVACY 

The Data Analysis Subsystem of the Evaluation System shall include the 

following restrictions: 

o 

IMPACT DCIs or evaluative data, whose content refers to nalues, 
numbers, or identifier codes of IMPACT offenders and clients, 
shall only be released to the custody of authorized mem.bers of 
the IMPACT /Data Processing technical group (i. e., evaluators, 
monitors, consultants, editors, keypunchers, inforn"lation SYfl­

ten'1S analysts, or programrners) for ten"lporary perlods,_ the 
duration and purpose of which shall only be for performance of 
editorial, keypunching, programming, or data processing func~ 
tions necessary to prepare analyses <supporting evaluation of 
IMPACT Operating Programs and projects. 

IMPACT evaluative data, whose content refers to nan1es, numbers, 
or identifier codes of IMPACT offenders and clients, and which 
are not captured on DCIs but rather stored in some other mediun"l 
(e. g., cards, tape, or disk) by the Data Processing Center, as 
part of an already existing criminal justice reporting routine, 
shall be securely stored and controlled in either the IMPACT 
Cities Program Office or the Data Processing Center under the 
supervision of the IMPACT /Data Processing technical group. 

28. 

2.4. 6 INTERPRETIVE REPOR TING SUBSYSTEM SECURITY AND PRIVACY 

The Interpretive Reporting Subsystem of the Evaluation System shall include 

the following restrictions: 

o No IMPACT interim or final evaluation report, releasable technical 
n"lemorandum, or monitoring report shall include any data or 
documentation concerning any IMPACT Operating Program, 
project, or criminal justice activity which refers, either directly 
or indirectly, to names, numbers, or identifier codes of any 
IMPACT offender or client or any other individual about whom 
criminal justice information may be maintained . 
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No CDAP interim or final evaluation report, releasable teclmical 
mexno l' an dum, or releasable monitoring report shall include any 
data or documentation concerning any CDAP clients which refer 
to client names, nluTlbers, or identifier codes; this restriction 
is designed to implement the full legislative intent and public 
policy of Section 408 of the Drug Abuse Office and Treatment Act 
of 1972 . 

III No IMPACT DCIs or evaluative data shall be maintained on a 
permanent basis; all DCIs or evaluative data shall be purged of 
any nalnes, numbers, or identifier codes or destroyed once all 
IMPACT final evaluation reports and follow-up studies have' been 
completed . 

The final section of this document outlines the plan which the IMPACT 

29. 

Planning and Evaluation staff has developed to implement the policies set 

forth above . 
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SECTION III 

PLAN FOR INSURING SECURITY AND PRIVACY 

3.1 GENERAL 

The plan for insuring the security and privacy of the data contained in the 

Evaluation SysteITl is organized according to the six policies set forth in 

Section II. The six policy categories are: 

1. Evaluation Design, 

2. Scope of Files, 

3. Access and Dissern,ination, 

4. Data Collection SubsysteITl Security and Privacy, 

5. Data Analysis SubsysteITl Security and Privacy, and 

6. Interpretive Reporting SubsysteITl Security and Privacy . 

Procedures supporting iITlplelnentation of the plan are included in Appendices 

A and B following this section . 

3.2 EVALUATION DESIGN 

The.IMPACT Planning and Evaluation staff shall undertake the following 

actions to iITlpleITlent Evaluation Design policies: 

o The staff shall docUITlent all proposed evaluation designs for each 
Operating PrograITl and/ or project. The staff shall base the designs 
on the evaluation plans set forth in the EVALUATION COMPONENT 
and shall suppleITlent existing doc1.lITlentation by appropriate tech­
nical ITleITloranda. An exaITlple of such a ITlenl.oranc1uITl is included 
in Appendix A (see the Technical MeITloranciuITl, "CDAP Data 
Collection, Processing, and Analysis, II October 30, 1973) . 
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o The staff shall separate, to the Inaxilnuln extent feasible, al1 
IMPACT offender and/or client nalnes, num.bers, identifier 
codes, and shall specify the necessary lnanual, softwal"e, or 
other safeguards to insure sucr.. separation. These safeguards 
will be docun"lented by a technical or procedurallnelnoranduln. 

3.3 SCOPE OF FILES 

The IMPACT Planning and Evaluation staff shall only capture data :which 

are consistent with the definitions of Operating Prograln and/or 'project 

31. 

perforlnance (i. e., effectiveness and efficiency) lneasures, data elelnent 

listings, Data Collection InstrUlnents, and other data capture procedures 

set forth in the EVALUATION COMPONENT. Modifications of any of the 

foregoing lnaterials will be doculnented by technical n"len"loranda. The 

staff, in collecting any data specified either in data element listings or 

Data Collection Instrulnents, shall weigh the potential benefits for purposes 

of prograln evaluation against the potential injury to individual privacy 

interests, with respect to either adults or juveniles, insofar as suc.h data 

elelnents refer to nalnes, nUlnbers, or identifier codes of IMPACT 

offender s and clients. Such judglnents shall be doculnented in technical 

lnelnoranda. 

3.4 ACCESS AND DISSEMINATION 

The IMPACT Planning and Evaluation staff and the IMPACT /Data Proces sing 

technical group shall not, under any circulnstances, release any IMPACT 

data collect~d, stored, or processed with'in the Evaluation System whose 
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content refers to names, numbers, or identifier codes of IlviPACT offenders 

and clients, except to authorized members of the IMPACT /Data Processing 

technical group. 

Members of either the IMPACT Planning and Evaluation staff or the IMPACT / 

Data Processing technical group shall have access only to specific Evalu-

ation System. data segments and only then to the extent that they require 

either substantive access, on a need-to-know basis, or teclmical access 

for purposes of keypunching, programm.ing; or data processing pursuant 

to a documented evaluation design . 

Mem.bers of either the IMPACT Planning and Evaluation staff or members 

of the IMPACT /Data Proces sing technical group shall not be permitted 

access to computerized IMPACT data by remote tel'lninal (i. e., by cathode 

ray tube, teletypewriter, or other term.inal device) unless they are (1) authorized 

terminal users of the IMPACT/Data Processing technical group, should 

the group decide to utilize remote tenninals as part of the Evaluation 

System hardware configuration, (2) authorized to access data pursuant to 

eith.er a substantive or technical need-to-know, and (3) authorized to 

utilize job control language codes and software security "passwords'l as 

described in the Software Security section of Appendix B, the IMPACT 

Technical Memorandum, dated December 3, 1973, entitled "Security and 

Privacy Plan. II 

....... '_.<-•• _-.-._-.' •• -.-••• '.' --~~~--~ 
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Finally, no men~bers of either the IMPACT Planning and Evaluation staff 

or the IMPAC T /Data Processing technical group shall be authorized to 

know any job control language codes, software access procedures, or 

security codes to access any non-IlvIPACT law enfor>:~en~ent or criminal 

justice data stored in City Data Processing Center files, except where 

such non-IMPACT data (1) do not refer to the names, numbers, or identi-

, 
fier codes of any individual adult or juvenile, and (2) are necessary £01' 

baseline or control purpo ses for evaluation of specific IMPACT Operating 

Progran~s or projects in accordance with docun~ented evaluation designs. 

In no case shall such acces s be permitted without written authorization 

from the custodian of the file and only then in conformity with the 11 acces s 

report" and other security procedures described in the Software Security 

section of Appendix B, referenced above . 

3.5 DATA COLLECTION SUBSYSTEM SECURITY AND PRIVACY 

All completed Operating Program and project Data Collection Instruments 

shall be stored in the Horizon Steel Storage Cabinet, Model No. 7236 

with a lock (hereinafter Horizon Cabinet), located in the Planning and 

Evaluation Section area of the Cleveland IMPACT Cities Program Office. 

The Horizon Cabinet is in the sole custody of the IMPACT Planning and 

Evaluation staff and can be opened (by key) by only two member s of the 

staff: the Techn.ical Assistant (TA) for IMPACT Data Security, and the 

_
. ' ........ -....... '. __ •. '-' •. ' -ii-iiiii··~··-iiii-.. -·-iii· .... iii-"'" iii-'~'-iii' ~-'iiiiiiii"""'-iiii"" _-.... '" ""_"''''~~'''"'"':.;...;.' ;;....;;;,.;..._~~ ________ ~~~ ______ n~~ __ 
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Planning and Evaluation Secretary. The Secretary and the TA both have 

access to the keys to the Horizon Cabinet. The keys, during h01.11'S when the 

office is cIo sed, are stored in a padlocked strong box in the Haskell Steel 

Filing Cabi.p.et, Style No. 8442 (hereinafter Haskell Cabinet). The TA and the 

Secretary both possess keys to the Haskell Cabinet and only they know the 

padlock combination to the strong box. The Deputy Director of Planning 

and Evaluation possesses a third key to the Haskell Cabinet~ but he does 

not know the padlock combination of the strong box in which the Horizon 

Cabinet keys are stored. No other members of either the IMPACT 

Planning and Evaluation staff or the IMPACT/Data Processing technical 

group possess keys or know the cO!1.1.binations to any of the security hard-

ware and equipluent described in this subsection . 

The IMPACT Planning and Evaluation staff has established the following 

procedure for registration of the security of IMPACT data stored in the 

Horizon and Haskell Cabinets in the Planning and Evaluation Section area: 

The Register for Security of IMPACT Evaluation Data, shown in Figure 3, 

shall be posted on the Horizon and Haskell Cabinets for the purpose of 

registering when each cabinet is opened and when each cabinet is locked 

secure. When either cabinet is open, a red plastic sign, marked IIOPEN" 

so indicates on the cabinet door or top drawer; see Standard Security 

Systems Catalog No. GB-13P. The green reverse side of the plastic sign 

is marked "LOCKEDI' and so indicates when the cabinet is locked secure. 
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FIGURE 3 35. 

REGISTER FOR SECURITY OF IMPACT EVALUATION DATA 

Horizon (Upright) Cabinet Haskell (Filing) Cabinet 

-

Time Cabinet Time Cabinet 
Date 0Eened/ Locked Initials Date Opened/Locked Initials 

. 

. 

~:+ . , .. ;;1 
; Technical Assistant for IMPACT Data Security ___________ ~ ____ ~~ 

I: Planning and Evaluation Secretary _________ -~ ___ --_______ _ 
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The IMPACT Planning and Evaluation staff has established the following 

procedure for control of IMPACT data and documentation stored in the 

Horizon and Haskell Cabinets: The Control Log for Internal and External 

Handling of IMPACT Evaluation Data, shown in Figure 4, shall be posted 

inside the Horizon and Haskell Cabinets for the purpose of logging the 

following information: who has taken physical possession of any IMPACT 

DCI or other evaluative data, stored in either the Horizon or Ha·skell 

Cabinets; when possession was taken; the DCI project sequence or docUlnent 

controlnun"lbers; the purpose for which possession was taken, in conformity 

with the Evaluation Design policy set forth in subsection 3. 2 above; and 

when the n"laterials were returned., 

3.6 DATA ANALYSIS SUBSYSTEM SECURITY AND PRIVACY 

The security n"leasures, software security measures, and privacy guarantees 

of the Data Analysis Subsystem, which the IMPACT /Data Processing 

technical group shall undertake to implelnent the Data Analysis Subsystem 

Security and Privacy Policy, set forth in paragraph 2.4.5 of subsection 2.4 

above, are described in detail in Appendix B • 

3.7 INTERPRETIVE REPORTING SUBSYSTEM SECURITY AND PRIVACY 

The IMPACT Planning and Evaluation staff shall prepare no interim 

evaluation report, final evaluation .report, releasable technical memorandum, 
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, 

CONTROL LOG FOR INTERNAL AND EXTERNAL HANDLING 
OF IMPACT EVALUATION DATA 

WITHDRAWN RETURNED 

Project Sequenc e or 
Tin"le Initials Document Control Nos. Date Tilne Initials 

. . 

-



~' .. 

i. - i'-

• • -~ ,. 
!J! .. ' 

• ,. 
• • • • • 

38. 

or Inonitoring report which includes any data or docurnentation, concerning 

any IMPACT Operating Prograln, project, or crim.inal justice activity, 

whose content refers to names, numbers, or identifier codes of any IMPACT 

offender or client or any other individual about whom crilninal justice 

iniorlnation of any kind is maint;:dned .. 

The IMPACT Planning and Evaluation staff shall prepare n0 interim evaluation 

report, final evaluation report, releasable technical men1.orandum, or 

monitoring report which includes any data or docul1.1.entation concerning 

CDAP whose content refers to names, numbers, or identifier codes of any 

CDAP client. All CDAP reports and/or memoranda, prepal'ed by the 

IMPACT Planning and Evaluation staff, shall be edited to insure that 

any internal or releasable documentation concerning CDAP fully lTIeets 

the strictures and requirelnents of Section 408 of the Drug Abuse Office 

and Treatment Act of 1972 (21 U.S.C. 1175) . 

The IMPACT Planning and Evaluation staff shall malntain no IMPACT 

evaluative data on a permanent basis and, furthermore, shall insure 

that all IMPACT DCIs or evaluative data are purged of names, numbers, 

or identifier codes, or in the alternative, are destroyed once all IMPACT 

final evaluation reports and follow-up studies have been completed, 

submitted, a.rid approved by LEAA. 

." '1 
~ _______________ ·iIIIIIIIIII ______ -.-________ ~===.~,~ 
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APPENDIX A 

CDAP DATA COLLECTION AND DATA ANALYSIS APPROACH 

This appendix consists of three documents which describe and explain 

the approach of the Cleveland IMPACT Cities Program Office to insure 

the security and privacy of CDAP client information in the course of 

program evaluation and which demonstrate the legality of tl;1e evaluation: 

(1) a technicalluemorandum identifying specific pl.'ofessional staff members 

and consultants participating in the CDAP evaluation from the IMPACT 

Office and describing the data analysis approach, (2) a copy of the Data 

Collection Instrument which will be utilized to capture client specific 

data, and (3) a copy of the SAODAP~:< Meluorandum 1,'e "Disclosure of 

Records by Cleveland Drug Abuse Program, \I cited ,supra at p. 19 • 

':< Special Action Office for Drug Abuse Prevention, Executive Office of 
the President . 

, .•.. '-~! 
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TO: 

FROM: 
.. 16' 

Don Gantzer ::: 
~/ayne Tov-In 'I' 

TECHNICAL MEMORANDUM 40 • 

October 30, 1973 

SUBJECT: CDAP Data Collection, Processing, and Analysis 

This memorandum is in response to your memorandum on the CDAP Security and 
Privacy Plan, October 4, 1973. 

Four general items of information were requested by you and each will now 
be addressed . 

1) CDAP DC I 

A Data Collection Instrument (DCI) has been developed in cooperation with 
Dave Simpson and Larry Mackie of CDAP. It is included as Attachment I and con­
sists of three main parts: 

e Client Entry Form: Section I - General Description 
This section is essentially the same as Section I used for all the 

DCIs developed previously for other projects. One major change is the 
breaking out of the item, Financial Status, into two parts: Education and 
Employment Status. 

€) Client Entry Form: Section II - Project Specific 
This section refel~s to information on every new client that is more 

specific to the project functions and activities. 

@ Client Exit Form: 
This section includes information on the client as to his status at 

time of leaving and why he left the program. In addition, it will indi­
cate a summary of all activities offered the client during his stay in the 
program. 

The Client Entry Form will be completed on each new client and submitted 
monthly to IMPACT Cities. The Client Exit Form will also be completed and sub­
mitted to IMPACT Cities on a monthly basis. The number of entry and exit forms 
completed each month must agree with the PSR summary for that appropriate month. 

2) CDAP Analysis 

Analysis of CDAP data will be essentially handled by three programs: 

A) Summary of CDAP client characteristics and activities (similar to PSR 
data) . 

B) Client Criminal History. 

CL Cl1ent Reci.divism while in CDAP. 

The names of CDAP clie~ts will not be used in any way in the analysis for pro­
gram A. For programs, Band C, the names of CDAP eli ents \vi 11 be needed by the pro­
gram but none'of the output will include names. The output will consist of summary 
statisttcs such as: 

,I, 
'I' Members of the IMPACT /Data Processing technical group. 
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G Number of C'DAP client, \'!ho have prior arrests/convictions by type 
of crime over various time periods . 

41. 

o Number of CDAP clients who have recidivated (i .e., been arrested for a 
particular crime) while ,n the CDAP program. 

~ Breakdown of number of CDAP clients who are also participating in other 
IMPACT projects . 

3) Data Base 

The program data files (tape) that will be used in some way for CDAP anal-
ysis are as follows: 

e CDAP DCIs (without client name) 
~ All IMPACT Projects Client Name-Code Matrix 
Q Other Project DCIs 
Q Police Arrest File 
o Common Pleas Court File 

4) Procedul"es 

The coded DCIs will be keypunci,ed by CDAP at thei'r facility. The DCI forms 
will be stored by CDAP. The punched cal"ds v/i11 be submitted to a particular indi­
vidua) (name identified at later date) at the City Computer Processing facility. 

A program, developed by the above mentioned individual, will transfer the 
CDAP card data onto two tape files: 

~ All IMPACT Projects Clients Name-Code Matrix (only name, and code number). 
o CDAP DCI data file (all information except name). 

The cards will then be returned to the CDAP office. 

The above tape files and all other data or program files are stored in a 
secure area at the City's Data Processing Center. Only the computer operator 
has access to the tape files. Each tape file has a number assigned to it and 
only the computer programmers working on IMPACT programs will know these num­
bers, along with Wayne Town and Don Gantzer of the IMPACT Cities office. 

Any operation on a data file requires the submission of a Job Control Lan­
guage card to the comDuter operator specifyi ng the tape fil es to be used. 

In addition to the program mentioned above which will transfer CDAP data from 
cards to tape files, two other master programs, ICTRAC* and lCSEG,** will be using the 
Name-Code data file containing the names of all IMPACT clients, not just CDAP clients. 

These programs will use the Name-Code file to determine the following type 
of summary statistics: 

9 Prior criminal histol"Y of project clients. 
G Arrests since becoming a project client. 
e Other projects for which the same person is also a client. 

These output statistical summaries will include no names. The names are used 
in the operation of the computer programs to obtain the summary statistics . 

* IMPAcl CitiesiracRlng 
** IMPACT CitiesSegment 
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Only persons with security clearanc~s have access to the City's Data Pro­
cessing Center. Only Wayne Town, Don Gantzer, and one or two programmers (names 
to be submitted later) will be aware of the format and purpose of the Name-Code 
file. Only through authorization of Wayne Town will any programmer be allowed 
to develop programs that use the Name-Code file. Under no circumstances, ex­
cept by written authorization from CDAP, will the client names be printed as 
computer output in any format. 
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ATTACH~1ENT I 
DATA COLLECTION INSTRUMENT 

CDAP 
Client Entry Form 

(Section I - General Description) 

43 • 

(Right justify all numbers, left justify all alphabetic characters - e.g., names) 

1-1 Project Sequence 
Card Number 

1-2 Name: 

[]1) 0000 

L~st 0 DOD DOD 0 0 0 
Flrst DO' DOD DO' 
Mi~dle 0 D D 0 0 0 
MaldenO D DOD' 0 0 

o 
Title:' 0 

l~Mr. 4-Jr. 

o [J 

1-3 Date of Birth 

1-4 Sex: [l 
l-Mal e-J 
2-Female 

2-Mrs. 5-~r. 
3-Miss 6-0ther __ 

Month 0 0 Day[] 0 Year 0 0 
1-5 Race: c=J 

l-\~hite 4-American Indian 
2-Negro 5-Puerto Rican 
3-0rienta1 6-Mexican American 

7-0ther ----
1-6 Marital Status: c=J 

l-Single 3-Divorced 5-Widowed 
2-Married 4-Separated 6-0ther ___ _ 

1-7 Residential Status (live with): DO 06-Parent(s) 

[J 

Ol-Alone 
02-Spouse 
03-Spouse 

07-0ther relative 

and chil dren 
04-Children only 
05-Siblings 

08-Friend 
09-Institution 
lO-Other ___ _ 

1-:-8 Employment Status: II 
1-Self-emp1oyed 
2-Employed by others 
3-Unemp1oyed 

l-Part time 0' 
2-Full time 

(1-6 ) 
(9) 

(12-21) 

(22-28) 

(29-35) 

(36-45) 

(46) 

(48-53) 

(55-56) 

(58) 

( 60-61) 

(63-64) 

1-9 Educational Status - last grade level 
Presently in: D 

l-Not in 

(or equivalent) completed 0 [J (67-68) 

D (70-71) 
2-Grade School l-Part time 
3-High School 2-Full time 
4-Coll ege 
5-Vocational School 
6-0ther ____ ~_ 
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ATTACHMENT I (CONTO) 
DATA COLLECTION INSTRUMENT 

1-10 Proj ect Sequence [M 0 [J [J 0 
Card Number W 

1-11 Residence: Number DOD 0 0 0 
Name DOD [J DOD 0 0 0 0 
Type: 0 

l-Avenue 4-0rive 7-Street 
2-Boulevard 5-P1ace 8-Terrace 
3-Creek 6-Road 9-0thers ----

1-12 Census Tract 0 0 0 0 [~ 0 0 
1-13 Length of time (i n months) at above address 0 [] '0 . 
1-14 Telephone DOD-DODO 

44 . 

(1-6 ) 
(9) 

(12-17) 

(19-29) 

(31 ) 

(33-39) 

(41-43) 

(45-51 ) 



2-1 

2-2 

.... "'--'= •...•.. ..,3 

-... 
- 2-4 --.1-5 

.~6 

.. 
• 2-7 • 
rJII 
' .. 
!J~' • 
. ~~~~' , .~ 

:."'i~ :jJ 

Cl i'ent-' s Name 

ATTACHMENT I (CONTD) 
DATA COLLECTION INSTRUMENT 

CLIENT ENTRY FORM 
(Section II - Project Specific) 

Last First M. I. 

Project Sequence 
Card Number 

" 

ITIKJ DODD 
[ill 

Date of Entry (Admittance) Month 0 D DayCDYear D -0 
Curl"ent Legal Status: D 

O-None (volunteers) . 
l-Free on Bail/Own Recognizance/Released to Custody 
2-Held for Trial 
3-Probation 
4-Civil Commitment in lieu of prosecution 
5-Sentenced to Commitment 
6-Civil Commitment 
7-Convicted and in prison/jail 
8-Parole 
9-0ther or Unknown (specify) ________ _ 

Present or most recent charge! D 
l-IMPACT Crime 3-Misdemeanor (non-traffic) 
2-0ther Felony 4-Unknown 

Previously admitted to CDAP: .c=J 
l-Yes 

Client Referred by: 

2-No 

OO-Unknown DD 
Ol-Self, Relative, Friend 
02-Municipal Court Probation 
03-Common Pleas Court Probation 
04-Juvenile Court ' 

07-House of Corrections 
08-Jail Screening Unit 
09-Adult Parole 
10-Ohio Youth Commission 
11-CAAA 
12-BDA 

45. 

(1-6 ) 
(9) 

(10-15) 

(17) 

(19 ) 

(21) 

(23-24) 

05-Municipal Court 
06-Common Pleas Court 13-0ther (specify) _____ _ 

Drug Usage: Primary D D 
~O-None 

Secondary DO 
06-Amphetamines 
07-Cocaine 

(26-29) 

Ol-Heroin 
02-Methadone (illegal) 
03-0ther'opiates and synthetics 
04-Alcohol 
05-Barbitul"ates and other sedatives 

08-t~a ri j uana 
09-Hallucinogens(Psychodelics) 
10-PsychQtropics (Librium, Valium, etc.) 
ll-Inhalants 
l2-Non-prescription, over-the~counter drugs 
13-0ther (specify) ______ _ 
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ATTACHMENT I (CONTO) 
DATA COLLECTION INSTRUMENT 

Treatment Locati on: 'D 
l-Ha rper Hall (Hou se 0 f Correcti ons ) 
2-J. Glenn Smith 
3-Jones Memorial Center 
4-Kinsman - 93 Clinic 
5-Central Intake 
6-Houqh/Norwood 
7-Hospital (Temporary Referral) 
8-0ther (specify) _______ _ 

B Relationship: 
l-Inpatient 
2-Residential 
3-0utpatient 
4-Non-scheduled 
[)-Prison 
6-0ther (specify) ______ _ 

Environment: o 
l-Medical \~ard 
2-Psyciatric Ward 
3-Live in/work in 
4-Live in/work out 
5-Live out/work out 

Initial Tteatment Approach: D 
5-Poly Otug 

46. 

(31) 

(33) 

(35) 

(37) 
l-Oetoxification 
2-Maintenance 
3-0ther Chemotherapy 
4-0tug Free 

6-0ther (specify) _____ _ 

Medication: ~l 
l-Methadone 
2-Antagonists 
3-Tranquilizers 
4-0ther Chemotherapy 

(39) 
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Client's Name 

ATTACHMENT I (CONTO) 
DATA COLLECTION INSTRUMENT 

COAP 
CLIENT EXIT FORM 

'La-s~t--------------
t1. I . 

3-1 
TA D~D 

MonthDDoayC] 0 vearD 0' 

Project Sequence: 
Card Number 

3-2 Date of Exit (discharge) 

3-3 Legal Status at Exit: 
a-None (Voluntary) o 
l-Free on Bail/Own Recognizanc~/Releassd to Custody' 
2-Held for Trial 
3-Probation 
4-Civil Commitment in lieu of Prosecution 
5-Sentenced to Commitment 
6-Ci vi 1 Comm'j tment 
7-Convicted and in Prison/Jail 
8-Parole 
9-0ther or Unknown (specify) 

3-4 If client rearrested, for what crime: c=J 
1-IMPACT 

3-5 Reason 

2-0ther Felony 
3-Misdemeanors (Non-traffic) 
4-Unknown 

for Exit: [J 
l-Satisfactory Completion 
2-Satisfactory Performance upon leaving 
3-Dropped Out 
4-Arrested 
5-0ther Unsatisfaction Performance 
6-A 11 other (specify) __________ _ 

47 • 

(1-6 ) 
(9) 

(10- 15 ) 

(17 ) 

(19 ) 

(21) 
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ATTACHMENT I (CONTD) 
DATA COLLECTION IN?TRUMENT 

CDAP 
CLIENT EXIT FORM (CONTINUED) 

Project Sequence 
Card Number 

3-7 Location Relationship Environment Approach 

D 
o 
o 
o o 
D 
D o 

Location 

l-Harper Hall 

D 
D 
D o 
D 
o 
D 
o 

2-J. Glenn SmHh 
3-Jones Memorial Center 
4-Kinsman-93 Clit;;,: 
5-Cent ra 1 I ntake ~,; td Di aq-

D 
0 
0 
0 
0 
0 
0 
[] 

Relationship 

l-Inpatient 
2-Residential 
3··0utpati ent 
4-Non-scheduled 

nostic Unit 
6-Hough/Norwood 

. 5-0ther 

7-HospHal (Temporat'y Referral) 
8-0ther ---------------
Approach 

l-Detoxification 
2-r~ai ntenance 
3-0th~r Chemotherapy 
4-Drug Free 
5-po1y Drug 
6-0ther 

---

Medication 

l-Methadone 
2-Antagonists 
3-Tranquilizers 
4-0ther Chemotherapy 

0 
D 
D 
D 
0 
0 
0 
D 

48. 

(1-6 ) 
(9) 

.. 

Medication Days 

o 
o 
0' 
D o 
o o 
o 

DOD(12-l~J 

O[JD(20-2i' 
DCID(28-3b 

DD::J(36-~t~ 
000(44-5'1 

D[JQ52-5~~' 
OCJn'60 6"" . 

D r ... ·~D~ - / 
L." (68-75 

Envil"onment 

l-Medica1 \4ard 
2-Psychiatric Ward 
3-Live in/Work in 
4-Live in/Work out 
5-Live out/Wol"k out 

Days 

Code actual number of 
days for which the tl"eat .. 
ment module obtains. 
(RIGHT JUSTIFIED) 

. '''~~.11.2 _____________ ...... ___________ ~~ 
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'EXECUTIVE OFFICE OF,THE PRESIDENT SEP 2 ~ -\9}3 
SPECIAL ACTION OFFICE FOR DRUG ABUSE PREVENTION 

WASHINGTON, DC 20506 

September 25, 1973 

MEHORANDill1 FOR: Peter Regner v 
Richard Y1. Jacobsen ~ 

FROH: 

THROUGH: 

John B. Olver-son ~~~~~_ 
Grasty ere"1s, II Ifst~ 

SUBJECT: Disclosure of records by leveland 
Drug Abuse Program 

Your memorandum of August 20, 1973 ldith enclosures, 
requests an opinion as to whether the Cleveland Drug Abuse 
Program has authority to disclose to the City Impact Office 
drug abuse information nseded to evaluate the effectiveness 
of local programs. 

It is the opinion of this office that the Cleveland 
Drug Abuse Program has authority under section 408(b) (2) (B) 
n~ p ~ Q?_?~a ~n~ ~~~~;nn dOl .44 of thp. Confidentiality 
Regulations (37 CFR 401.44) to disclose drug abuse informa­
tion to the City Impact Office for purposes of evaluution of 
some aspect of a drug abuse prevention program, provided the 
program director is assured the information will continue to 
be confidential and the i?entity of the patient not disclosed . 

Section 408 (b) (2)B has t\·~o restrictions: 

:(1) The -disclosure must be made to "qualified personne'l"; 
and 

.(2) Such personnel must show that they plan to use the 
information to perform some aspect of II scientific 
research t management or financial audits, or 
pr~gram evaluation. 1I 

The letter from the Administrator of the Cleveland Drug 
Abuse Program states that the information disclosed will be 
coordinated with information received from a variety of 
pr~grams for purposes of evaluation and to track IHPl-.CT 
offenders to determine v7hich of them had contact 1;'7i th more 

" 
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than one program. The disclosure for the purposes indicated, 
--Would appear to be related to program evaluation and therefore 

within the authority of section 408(b) (2) (B) of P.L. 92-255 . 
The program administrator should make sure, however, that the 
Cleveland Impact Office understands that it would be subject 

. .... 

to the restrictions of section 408 ~lith respect to ~he informa­
tion received by it, and any disclosure of the identity of 
a patient would be a violation involving possible criminal 
sanctions. 

While we are of the opinion that the authority exists to 
make disclosure for the purposes indicated, the questiort of 
whether the information \·;ill be properly used is \\1i thin the 
discretion of the program administrator and if he is not 
given reasonable assurances that such information will be so 
used, he can deny the request to disclose. 

-' 
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APPENDIX B 51. 
C OF C 302·214 

To 

p"om 

C1TY OF CLEVELAND 
INTER·OFFICE CORRESPONDENCE 

James Murray December 3. 1973 

Wayne Town and 
Bruce P1apinger ,:~ 

Subject 
Security an~ Privacy Plan 

This memo details the implementation of the Security and Privacy 
Plan outlined in the document entitled "Cleveland IMPACT Cities Prograrn 
Security and Privacy Plan for Progra.m Evaluation" (December 1973). 
This rnemo is divided into three sections: Security Measures, Software 
Security, and Privacy Guarantees. 

Security Measures 

Two types of secul<ity measures shall be implemented in the overall 
data-handling system . 

Because the data m.ust be transported and handled by human beings 
and the data stored on relatively fragile physical devices, adequate pro­
vision shall be luade for the physical protection of the data storage media. 
These physical security measures must guard against deliberate attempts 
at theft and unauthorized access as well as unpredictable accidents such 
as fire and computer system malfunctions. Table 1 presents a sum.mary 
of the physical security rrJ.easures to be implel':nented . 

Obviously. no phys;i.cal security system can be totally foolproof. 
The procedures outlined here will provide as much security as is possible 
given current technological and financial constraints . 

Software Security 

Once the data are in the Evaluation System, means shall be provided 
to insure that data are not illegally accessed or changed. These measures 
will be implemented via the programming system and will be totally inde­
pendent of human actions except for the necessity of monitoring !!access 
reports!! which will be explained later in the memorandum . 

,:~ Members of the HviPACT /Data Processing technical group • 
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Data Storage 
Mediums 

Data Collection 
Instrun"lents 

Keypunch Cards or 
Magnetic Tape 

Video Display 
Data Entry 

52. 

TABLE 1 

PHYSICAL SECURITY MEASURES 

1\ifETHOD USED 

Normal Usage: Data stored on disk at con"lputer centel.', 

Backup Magnetic Tape #1: Stored in 'firep'roo£ cabinet 
in computer center . 

Backup Magnetic Tape 1/2: Stored in locked Horizon 
Cabinet at IMPACT Cities Program Office . 

Access Method: Only authorized IMPACT/Data Processing 
technical group staff. Each acces s of tape rn:ust be recol.'ded 
in logbook . 

While Processing: Stored in IMPACT Cities Progl'am Office. 

Acces s Method: (San1.e as for tapes). 

After Processing: Stored in vault or other semi.-impenetrable 
location. 

Access Method: Special approval by Director of Data 
Processing Center or agent authorized by Director. 

'\ThUe Proces sing: Stored in locked cabinets in COluputer 
center. 

Access Method: Only authorized keypunch operators with 
logbook method described above. 

After Proces sing: Purging or destruction of cal'ds or 
return to agency. 

Access Method: Only authorized data entry perSOnl1el. 
Logbook should record normal entries as well as 
description of data entered . 

"t..! ______ --,-. ___ ... __ . __ . _____ . ______ . ______ ~. __ 
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Information in the Master Data Base (as described in Technical 
Memoranda iFl and #2) will be stored as illustrated in Figure lao 
Those persons required to access dat::t in the Master File will have 
corresponding access to the "Security File" (see Figure Ib). When an 
authorized user wishes to access information, he will be required to 
enter a 10 character password. If the password is successfully entered, 
the user will be assigned a new password for his next entry into the 
system. This password is randomly generated by the program and 
replaces the current password in the Security File. When a user 
attempts to access information, the "protection n!ark" entry in the 
Security File will be examined to determine if the user has access, 
privileges to the particular data item he is attempting to re'fere~1ce. 
If the access if forbidden, the user will be so informed and an entry 
will be made in 'ISystem Use File" (see Figure Ic), indicating that an 
irregular attempt was made to acces s the file. Otherwise, the user 
may access the inforn'lation and an audit will be n'lade in the access 
inforn!ation. Also contained in the Security File will be a predefined 
code which indicates whether the user has edit privileges vis-a-vis the 
data. On every occasion where data are added to the file or data in the 
file are modified in any rnanner, a record of such action and the contents 
of the file before and after such addition or modification will be entered 
in the "Audit Trail" (see Figure Id). The purpose of the access infor­
n'lation file is twofold: (1) to permit tracking, verification, and recon­
struction of changes to any record, and (2) to allow the IMPACT /Data 
Proces sing technical group to exaluine what atten!pts were luade to 
access the data, both authorized and, if recorded, unauthorized. If 
unauthorized attempts are identified, an investigation shall be initiated 
to determine the exact nature and extent of such an unauthorized attempt . 

Privacy Gual:;:mtees 

53 . 

The second important aspect of the Evaluation System will be to 
guarantee the accuracy and privacy of individuals' records in the data 
base. In the privacy area, there is little that can be done by the computer. 
All the responsibility lies with the IMPACT Planning and Evaluation 
staff n!embers who assign the access protection codes and with those 
whose protection codes allow then! access to II sensitive" data. In addi­
tion, the deletion of the usage of names, nUluber s, and identifier codes 
in all reports shall provide a reinforcement of privacy. 

In. the matter of the accuracy of data in the Evaluation System, 
two steps have been taken to insure that such data will be correct. First, 
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Figure lao Excerpt from Uniform Data Base File 

Name 
Block 

-
Linkage 
Pointer 

Address 
Block Linkage 

Pointer 

Age 
Block 

54. 

Nam,e Record --- =--> Address Record -> Age Recol:d 

Sm.ith ---• ...;t.'1 14 Any Street -----~~ 29 
;n-al._-

-- .. II _._-

-

Figure lb. Security File Format 

Nam.e Password Start Time End Time Edit Protection 
(i.e., when (i. e. , when Word Access 

{ access is access is Mast 
allowed to cut off) 
Qegin) 

..-

Example: 

Town AXEGRCBA 0900 1700 1 11111111 etc 
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Figure lc. Format of System Use File (Housekeeping) 

Name, 

Town 
Town 

Date of 
Access 

01/01/74 
01/01/74 

Figure Id. Audit Trail 

Name Date 

Town 01/01/74 

Time 

1430 

Time 

1400 
1400 

Old 
Record 

00000000000 

Successful 
Password 

Yes 
Yes 

New 
Record 

55 • 

00000000000 
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all data that are prepared as inputs to the system shall be checked for 
proper fonnatting; improper formatting is the n1.O st frequent cause 0:£ 
record coding errors. Further, any record in which an errOl" is detected 
will not be entered into the 1vlaster File and shall be returned to the 
contributing agency, Operating Program, or project for correction. 

56. 

A final consideration for security and privacy will be the requirement 
that no men1.ber of either the IMPACT Planning and Evaluation staff or 
the IMPAC T /Data Proces sing technical group shall discus s lnattel'S 
pertainihg to the Evaluation System with any third party external to the 
IMPACT Planning and Evaluation staff or the I1vlPACT /Data Processing 
teclmical group. 

WT/BP:df 
Attachn1.ents 

xc: W. Dufur 
J. Caldwell 
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l 
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I 
1 
I' 
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