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ABSTRACT

This study evaluated and compared media that may be suitable through
the 1980s for transmission of alarm signals, particularly as applied to

future low-cost residential or small business burglar alarms.

The principal transmission media considered were cross-toyn~power
lines, telephone, cable television, and radio. A major part of the study
cghsisted of gathering data from relevant sources. The évaluation pardm~
eters jincluded cost, avéilability, reliability, and regulatory and policy

constraints,

The results indicate that telephone circuits using multiport bridges
and CATV, if available, may represent optimum solutions for the commercial
grade of alarm service; telephone agto-dialers and CATV represent the
low=cost solutions, Currently available radio systems are too costly;
significant reduction of equipment costs and improvements in reliability
are necessary to make radio cost competitive with telephone or CATV media.
Cross-town power lines are not expecte%_to be available or desirgble for
alarm signaling because of the policies of the utilities and the nature

of the network.

Recommendations are made for developing a set of requirements for
low cost auto-dialer alarms, and for further investigation of potentially

low-cost ¥adio communication systems.
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but which does not necessarily meet the stringent requirements imposed

on the conventioﬁal central station type of alarm system. Of the proﬁis-
ing transmission media, those suitable for conventional, commercial alarm
service include the dedicated tzlephone systems and CATV, if available;
those suitable for iow-cost alarm service inclu&e primarif& t@e telephone
auto-dialers, but also CATV, particularly if and when wide-spread imple-

mentation of various interactive services via CATV takes place.

A summary comparison of the costs of the candidate transmission
media/systems is given in Section E, following the description of the

|
media given below.

1. Telephone systems. These dedicated telephone systems utilize

multiport bridges, which permit transmission of alarm signals over modern

frequency-division-multiplex (FDM) telephone channels. 1In particular, a

"elosed window" bridge,” currently under development by American Telephone

and .Telegraph Corp. (AT&T), should offer a high degree ot resistance to
jamming of the network from any one port. A number of "open window'

bridges currently on the market represent alternative solutions.

An interesting variation of the multiport bridge is the so-called

"nodule" concept, in which multiple subscriber terminals are connected to

each port; thus, the costs of the lease line between the subscriber terminal

and the bridge are shared by as many as 10 subscribers, significantly re-

ducing the overall cost per subscriber. However, this concept is practical

only in the case of very high subscriber densities, in which case poten-

tial low cost per subscriber would make this concept attractive for low-

cost alarm applications as well,

wAvailable in the last quarter of 1976,

viii

v,
RISy + owagiciiensitifie
MRS RN: whE

EXECUTIVE SUMMARY
EXTERNAL ALARM TRANSMISS 40N MEDIA EVALUATION

A, Study Obiectives

This report is a summary of the results of a comparative evaluation

of alternate media for transmission of burglar, holdup, and other emergency

alarm signals from instrumented premises to a responsé agency. Detailed,
supporting documentation of the results summarized in this report are

contdined in a separate Data Package.

This study was undertaken because of the decreasing availability of
telephone dc wire pairs, which thus far have been the mainstay of burglar
alarm seévice, and their gradual replacement by carrier (multiplex) chan=-
nels. The transmission media that were evaluated were (1) alternative
ways of using telephone facilities, (2) cable television (CAIV), (3) radio

(RF), and (4) cross~town power distribution lines, These media were eval-

uated in terms of cost, availability, reliability, and regulatory and policy

constraints. Because the primary intended application of such media, as
far as this study is concerned, is for low;cost residential and small-
business alarm service, the cost characteristics of the competing media
are of paramount importance, The final objective of this study was to

develop recommendations for further technical effort needed in this area.
v

B. Promising Media

The study focused on two broad categories of alarm service: (1) the
conventional, high-effectiveness, commercial service that may conform
to the requirements of Underwriters Laboratories; (2) low-cost alarm ser-

vice, such as may be adequate for residential/small-business applications,
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long-term solution, for low-cost, as well as conventional alarm service.
As in the case of the telephone auto-dialer, the low cost of CATV alarm
transmission systems results from "piggybacking' alarm traffic onto a

medium that has been developed‘and deployed for other applications.

The technology required to implement the interactive services
via. CATV is well developed. However, the resistance to tampering of the
first-generation CATV alarm transmission systems is expected to be some-
what lower than that of the dedicated telephone alarm systems, such as

the dc loop, direct wire, and the "closed window" multiport bridge.

Although current ruling by the Federal Communications Commission
(FCC) requires that all CATV systems in the top 100 markets have. two-way
plug-in capability by 1977, the actual implementation of two-way trans-
mission capability will depend on the economic viability of the inter-

active services.

C. - Media Showing Limited Promise, or Otherwise Constrained

1. Radio systems. No definitive conclusion was reached regarding

the potential cost/effectiveness of new (not yet designed) radio systems.
Currently available radio systems are expensive and require much mainte-
nance. This is particularly true if the transmitter power exceeds 3 W,
in which case the cost of annual inspection as required by FCC is high.
Thus, currently available RF systems cannot compete on the cost basis

with the telephone and the CATIV media.

Before a decision can be reached about the eventual cost-
effectiveness of this medium, compared with those of the media discussed
above, it is first necessary to determine whether radio alarm systems can
be designed to operate reliably with transmitter power below the levels
that require annual inspection, in accordance with FCC regulations, If the

answer to this question is affirmative, it will be desirable to explore
4 ra .
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In the low-cost alamm service category, the digital telephone
auto-dialer appears to offer the lowest-cost, universally available solu-
tion, at least for the near-term future, because the cost of the télephone
line is already absotbed elsewhere, A large number of auto-dialers are
currently on the market. Although some of these may already incorporate
many of the features that are desirable for low=-cost alarm signal trans~
mission--such as periodic self-checking, and capability to free the line

if otherwise in use under 4larm conditions--a specific set of requirements

for auso~dialers for this application needs to be develoﬁed.ﬁ

Currently, telephone companies* require an interface device
(coupler) between the ancillary equipment on a subscriber's premises and
the telephone line for all auto~di§1ers, except those leased from the
telephone company. The coupler is leased for an added monthly fee. If
this requirement could be eliminated, a substantial reduction in the

monthly cost of non~telco dialers would result,

tially cost/effective transmission alternative,

This medium represents asother peten=
Although it is doubtful
that this medium will apéroach the same high degree of availability as
telephore systems, current marketing forecasts indicate that in mid-1980s
about 75 percent of all households in the United States will have access
to CATV cable. Another important factor in utilizing this medium for
alarm signal transmissinn is the projected‘implementation of two-way
transmission capability over CAWV cable for such interactive applications
as pay-TV, educational, {nformation, merchandising, computer, and others.
When two-way transmission capability will have been implemented and its

cost sunk, the addition of alarm service can be obtained at very moderate

cost; in fact, in that case CATV represents potentially the lowest=-cost

%
Except, currently, in California.
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but which does not necessarily meet the stringent requirements imposed
on the conventicﬁal central station type of alarm system. Of the proﬁis-
ing transmission media, those suitable for conventional, commercial alamm
service include the dedicated tglephone systems and CATV, if available;
those suitable for iow-cost‘alarm service include primarif} thﬁ telephone
auto-dialers, but also CATV, particularly if and when wide-spread imple-

mentation of various interactive services via CATV takes place,

A summary comparison of the costs of the candidate transmission
media/systems is given in Section E, following the description of the

|
media given below,

1. Telephone systems. These dedicated telephone systems utilize

multiport bridges, which permit transmission of alamm signals over modern
frequency-division-multiplex (FDM) telepﬁone channels. 1In particular, a
"closed window" bridge,” currently under development by American Telephone
and .Telegraph Corp. (AT&T), should offer a high degree ot resistance to

A number of "open window"

jamming of the network from any one port.

bridges currently on the market represent alternative solutions.

An interesting variation of the multiport bridge is the so-called
"nodule" concept, in which multiple subscriber terminals are connected to
each port; thus, the costs of the lease line between the subscriber terminal
and the bridge are shared by as many as 10 subscribers, significantly re-
ducing the overall cost per subscriber. However, this concept is practical
only in the case of very high subscriber demsities, in which case poten=

tial low cost per subscriber would make this concept attractive for low-

cost alarm applications as well.

wAvailable in the last quarter of 1976.
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EXECUTIVE SUMMARY
EXTERNAL ALARM TRANSMISS 40N MEDIA EVALUATION

A. Study Objectives

This report is a summary of the results of a compérative evaluation
of alternate media for transmission of burglar, holdup, and other emergency
!
alarm signals from instrumented premises to a response agency. Detailed,
supporting documentation of the results summarized in this report are

contained in a separate Data Package.

This study was undertaken because of the decreasing évailability of
telephone dc wire pairs, which thus far have been the mainstay of burglar
alarm segvice, and their gradual replacement by carrier (multiplex) chan-
nels. The transmission media that were evaluated were (1) alternative
ways of using telephone facilities, (2) cable television (CATV), (3) radio
(RF), and (4) cross-town power distribution lines. These media were eval-
uated in terms of cost, availability, reliability, and regulatory and policy
constraints, Because the primary intended application of such media, as
far as this study is concerned, is for low?cost residential and small-
business alarm service, the cost characteristics of the competing media
are of paramount importance, The final objective of this study was to

develop recommendations for further technical effort needed in this area.
h )

B. Promising Media

The study focused on two broad categories of alarm service: (1) the
conventional, high-effectiveness, commercial service that may conform
to the requirements of Underwriters Laboratories; (2) low-cost alarm ser-

vice, such as may be adequate for residential/small-business applicationms,
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long-term solution, for low-cost, as well as conventional alarm service.
As in the case of the telephone auto-dialer, the low cost of CATV alarm
transmission systems results from "piggybacking' alarm traffic onto a

medium that has been developediand deployed for other applications.

The technology required to implement the interactive services
via. CATV is well developed. However, the resistance to tampering of the
first-generation CATV alarm transmission systems is expected to be some-
what lower than that of the dedicated telephone alarm systems, such as

the dc loop, direct wire, and the "closed window'" multiport bridge.

Although current ruling by the Federal Communications Commission

(FCC) requires that all CATV systems in the top 100 markets have. two-way
plug-in capability by 1977, the actual implementation of two-way trans-
mission capability will depend on the economic viability of the inter-

active services.

C. - Media Showing Limited Promise, 0¥ Otherwise Constrained

1. Radio systems. No definitive conclusion was reached regarding

the potential cost/effectiveness of new (not yet designed) radio systems.
Currently available radio systems are expensive and require much mainte-
nance. This is particularly true if the transmitter power exceeds 3 W,
in which case the cost of annual inspection as required by FCC is high.
Thus, currently available RF systems cannot compete on the cost basis

with the telephone and the CAIV media.

Before a decision can be reached about the eventual cost-
effectiveness of this medium, compared with those of the media discussed
above, it is first necessary to determine whether radio alarm systems can

be designed to operate reliably with transmitter power below the levels

that require annual inspection, in accordance with FCC regulations, If the

answer to this question is affirmative, it will be desirable to explore
& e .
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In the low-cost alarm service category, the digital telephone
auto-dialer appears to offer the lowest-cost, universally available solu-
tion, at least for the near-term future, because the cost of the telephone
line is already absorbed elsewhere. A large number of auto-dialers are
currently on the market. Although some of these may already incorporate
many of the features that are desirable for low-cost alarm signal trans-
mission--guch as periodic self-checking, and capability to free the line
if otherwise in use under 4larm conditions--a specific set of rgquirements

for auwso=dialers for this application needs to be deveio%ed.w

Currently, telephone companies™

require an interface device
(coupler) between the ancillary equipment on a subscriber's premises and
the telephone line for all auta-diglers, except those leased from the
telephone company. The coupler is leased for an added monthly fee. If
this requirement could be eliminated, a substantial reduction in the

monthly cost of non-telco dialers would result.

2. Gable television (CATV). This medium represents another poten=
tially cost/effective transmission alternative, Although it is doubtful
that this medium wiil apéroach the same high degree of availability as
telephone systems, current marketing forecasts indicate that in mid-1980s
about 75 percent of all households in the United States will have access
to CATV cable. Another important faétor in utilizing this medium for
alarm signal transmission is the projectedlimplementation of two-way
transmission capability over CALV cable for such interactive applications
as pay-TV, cducational, fnformation, merchandising, computer, and others.
When two-way transmission capability will have been implemented and its
cost sunk, the addition of alarm service can be obtain;d at very moderate

cost; in fact, in that case CATV represents potentially the lowest=-cost

*
Except, currently, in California.
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Table S-1

COMPARISON OF CURRENT AND PREDICTED FUTURE COSTS OF ALARM TRANSMISSION MEDIA/SYSTEMS

1

Monthly Costs per Subscriber
(1975 dollars)

Future
Medium/System Present _Near-Term Long-Term
. Current, dc loop .
Hard-wired (McCulloh)? $ 4,19 $ 5.692 $ 7,69
systems Direct wire 13.50 14,90 16,90
¢ 1
Telephone Multiport bridge 9.51 11.05 13,12
Multiport bridge with
) "nodule"3 Not available 5,383 5,652
- .Leased telco dialer 8.12 8.12 8.12
Non~telco dialer 12.43 12.43 12,43
i (6.93)% (6.93)%
Cable television Not available 7.242558 4,282,8
Radio 18.03 18.88 9.177

lPresented for reference.

21f évéilable.

S8Requires high 'subscriber density (10 subscribers in proximity of one another share one

lease line).

4Cost reduction if interface requirements (by telephone company) are eliminated.

e $In addition to cost of TV service; cost ofwimplementing two-way capability borne by

i alarm service subscribers.

+

8In addition to cost of TV service; cost of implementing two-way capability borne by

" other interactive services.

7Cost decrease predicated on achievement of improved reliability and elimination of the

annual inspection requirement (by.FCC), or reliable operation at low power levels

(below FCC' regulatory limit).

xii
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new proposed implementation schemes to determine whether they could pro-
vide the needed improvements in reliability at a cost that could make

this medium cost-competitive with the telephone and the CATV media.

2. Cross-town power lines. Cross-town power lines will not be

available for alarm signal transmission. This is because of a stated
or implied policy of electric power utilities arising from (1) their
apprehension that alarm signal transmission might interfere with or de-
grade the quality of the primary service, i.e., providin% electricity
to homes and businesses, (2) fear of increased regulation, and (3) lack
of visible financial incentive. In addition, the adaptation of this
medium to alarm signal transmission*would be faced with difficult-to-
overcome technical problems, the most important of which are (1) the
inherently high noise levels, (2) severe signal attenuation across the
power distribution system components, and (3) lack oflgingle predictable
signal paths ‘across the complex, time-varying (switched) distribution

networks.

D. Other (Unconventional) Media

A brlef evaluation of such unconventlonal transmLSSLOn media as
lasers, microwave, and optic fibers dlsclosed that, while these medla

prov1de much higher data.rate capabllltlee than the maJor transmlsSLOn

media under-consideration, they cannot compete with them on a cost basis;
also, some of them suffer from technical shortcomings for the alarm trans-

mission application. The use of water lines’ (using pressure transducers)

was also considered and found impractical.

E. Comparison of Transmission Costs

Table S-1 shows a comparison of the present and the projected future

transmission media costs, on a monthly cost basis, for the principal

X1
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desirable features of auto-dialers for this application,
determined on the basis of operational needs (including
resistance to tampering) and cost. Also, the current re-
quirement by telephone companies for the interface device

for connecting non-teléo auto-dialers to the telephone

system should be reexamined. The results should be com-
municated to the state public utility commissions, particu-
larly in those states where the requirement for such couplers
is being disputed or is under litigation by the manufacturers
of ancillary equipment and the telephone companies, in order
to help resolve this issue. '

o If it can be determined that reliable alarm signal trans=-
mission using radio can be accomplished with transmitter
powers below the FCC regulation limit, it will be desirable
to determine whether some new, ingenious implementation
scheme may offer low equipment cost and improved relia-
bility to the degree that would make this medium cost=-
competitive with telephone or CATV,

¢ Since the telephone companies are already engaged in develop-
ment of multiport bridges for alarm signaling application,
no additional external funding of this effort is needed.

e Since growth of the two-way CATV medium depends largely on
the economic viability of the interactive services that have
been proposed rather than on technology development or the
regulatory environment, no specific recommendations regard- .
ing studying this medium can be made. The FCC should be
informed that if widespread implementation of low=-cost
burglar alarm systems should take place, the two=-way CATIV
medium will be a strong contender, for this service.

e Further studies of the cross-town power lines as a potential
medium for alarm signal transmission should be discontinued.

In addition, in the course of this study, the SRI researchers elicited ;

spontaneous responses from various sources to the effect Ehat portable

burglar alarms that could be rented or leased and used on the premises

while the family is away on vacation would find wide acceptance, The

technical and the aesthetic requirements for such portable "vacation"

alarms are quite different from those for permanent alarm installation

and should be developed. Protoﬁype hardware development is also desirable,
LI
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media/system categories that were evaluated. The specific assumptions

and methodology used in deriving thése costs are too complex to be pre-
sented in the Executive Summary; they can be found in Chapter 3, Section F
of this report. The reader is cautioned against using these cost figures

without a thorough understanding of the underlying assumptions; the cost

data are presented here primarily to provide a basis for quick comparative--

rather than absolute--evaluation of the costs of the candidate media/sys-~

tems,

¥, Recommendations for Further Development

In evaluating candidate transmission média/systems for alarm signal-
ing applications to determine the most promising, SRI did not uncover any
major-gaps in technology or in other areas where intensive follow-on
studies oxr further technicai development under-LEAA/Aerospace sponsofship

would be expected to yield large payoffs., This is primarily because many

of the media operators and media equipment developers have already under-

taken and/or completed such needea development, e.g., the CATV' equipment

manufacturers, the "closed-window" multiport bridge undergoing development

by AT&T through their Bell Telephone Laboratories'subsidiary. Also, the
use of some candidgte media is economically constrainéd, and additional
technological developments cannot be exzpected to éxpedite the future
availability of the medigm; this is clearly the case with CATV. Never-
theless, this study uncovered some secondary problem areas and technoiogi-
cal gaps that warrant further exploration,'and the resolution of which
can be'expected to decrease the above system costs and/or improve.their
reliability. Accordingly, the following recommendations for future wdrk
are made: |

¢ A study should be undertaken to establish a set of require~

ments for telephone auto-dialers for low-cost, alarm sig- .
naling applications, which would include the required and

xiii
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A. Background

The need for a low-cost, reliable, residential and small business

alarm system has been documented in surveys conducted by private companies

and local police departments and in studies carried out under the auspices:

of government agencies, such as LEAA,

Although a variety of security alarm systems are commercially avail-

able, most are directed toward protection of commercial or industrial

properties and are custom designed and installed. The cost of these
systems is too high for middle or lower income areas where surveys have

shown that crime rates are highest. 1In addition, excessive false alarm

1
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"rates reduce the effectiveness of an alarm network due to an inability
or unwillingness of the response agent to respond to the alarm that has

more than a 90.percent probability of being false.

Most existing alarm systems use conventional hard-wire telephone &

1ines,‘a1though direct wiring or radio frequency'(RF):techniqueé are é

alsd'used. These methods have many limitations and may not be suitable F
fo% alarm a&ta transmission in the low-cost, high-volume system envisioﬁ@j
Therefore, new methods or new applications of existing methods must be
considered. The comprehensive comparison of external transmiséioﬁ methot
reéulting from this study should be of,greét'value in making decisions ﬁ:
areas such as manufacturing, marketing, and private/government funding ol

research and development for a new generation of alarm systems. - i
5

B. Objectives
The purpose of the study was to conduct a qualitative and quantita-f

tive comparison of existing, proposed, and potentiall& feasible media

for external transmission of security alarms between protected premises -

(residences and small business establishments) and a central alarm stati

In particular, the objectives were to identify and rank media and syste@?

2

CHAPTER 1, INTRODUCTION

The Exter issi
nal Alarm Transmission Media Evaluation was a seven-month

stud
y conducted by Stanford Research Institute (SRI) under subcontract to

" '
to encourage research and

d i '
evelopment to improve and strengthen law enforcement. "

fgrther developmental efforts,

To facilitate the distribution of the results of this Study to a

broad s i
pectrum of interested organizations, which may include alarm

companies, ele ic p ilitd he
s ctric power utilities, telephone companies, cable television .

CATV '
( ) system operators, state and local governments (including police

and fire departments) and individuals,,

of th . . . . . . ‘ *
e f;ndlngs of this lnvestigation, and uses a minimum of technical

termino i i :
_ logy. Detailed technical, cost, and technoeconomic analyses
- . - . ’

wh;ch‘support the findings contained herein may ﬁé found in;a s
Data Package. ‘A limited number of copies of thé Data Package were sp=-
plied by SRI to The Aerospace Corporation under this Cbntract. Réquests
for specific memoranda or technical notes tontained in the Data Package

should be directed to Aerospace.

this report contains only a sumﬁary'.

upplementary




Ve

e

b e A ey g o s s bt e Ao b st ki e o

ing task continued throughout the study.

e RF transmission of alarm data directly from a residence to
a police dispatch car, a police station, or an alarm response

company.

o Hybrid transmission system utilizing appropriate elements
of the preceding transmission media (1 through 4).

e Other transmission media such as lasers, microwave, optic
fibers, water lines, and strobe lights.

This study emphasized the real-word constraints, including the ex-

pected acceptability of potential solutions by the alarm industry, policie-

and attitudes of the media owners, projected media growth within the time

span of interest, and regulatory constraints and their projected evolution
As the study progressed, it became obvious that such constraints surpassed-
in importance technological considerations; consequently, the emphasis of |

this investigation was adjusted accordingly.

D. Approach

~Data gathering was an important part of this investigation. It in-""’
cluded a literature survey, using, among others, the SRIidata bank on
reiated topics from previous investigations, data supplied by The Aero-
space Corporation, and data from other sources. In addition, SRI under- -
took an extensive survey of va{ious interested organizations, such as
electric utili;ies, télephone coﬁpanies;'CATV operators, developers of
remote reading systems for utility meters, alarm company operators, manuff
facturers of various types of communications equipment, police departmenm;

and the Federal Communications Commission (FCC). This information gather

The system requirements for transmission of alarm signals may vary
widely with such parameters as the total number of subscribers per centr#g
reporting station, populaéibn density, énd the geographical extent of théf
area covered by the alarm system net. The relevant system requirements |

influenéed*by such parameters include the traffic rate and the avefage

4
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that are potentially economical and préctical for large scale employment

in low- and middle-income areas.

The study sought answers to the following queétidns:

* At present, which is the best choice fo

r alarm t {5
media through 19807 ra?smlssion

o Which of the alarm transmission med

ia require new or ex
development efforts? ! panded

If only system modifications are introduced, what will be the
most beneficial alarm transmission media through the 19803?'

* What factors, not previously considered, are of significance

Lndthe investigation and selection of alarm transmission
media? " |

C. Scope

The total security alarm system is composed of four principal elements:
s Sensors.

. é protected premises with an integrated control system’
including processor. ~

An external transmission medium that carries the alarm data
between th resideptial'processor and the central station

e C(Central station with response function.
+

The scope of this study was limited to the external transmiséion
media element of the total security system, including the interfaces

with the Premises control system processor and the central station (i.e
: . 2 Sy

the receiving function).

The communication media that were evaluated in the program were the

fqllowing:

¢ Cross-town power transmission lines as a medium for
carrier-modulated data.
* Two-way or interactive cable TV (CATV) system.

* Expanded use of telephone company equipment.

3
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These efforts were conducted essentially in parallel, although
emphasis on each effort varied during the study. Figure 1 shows the
functional flow chart of the ?rogram, which illustrates the interactions

between the major elements and areas of the study.

Each of the potential or proposed alarm signal transmission media
wds evaluated in conjunction with each of the three urban/population
area models and compared with tbe baseline case in terms of their cost,
effectiveness, and other system parameters. The baseline case (i.e., The
McCulloh loop) corresponded to the current U.S. implementation and tech-
nology of alarm signal transmission via leased telephone lines. Since
leased telephone lines are the principal medium for transmission of

alarm signals at present, this medium represents a sound foundation for

the comparative analysis.

For each promising transmission system concept the relevant technical
parameters were defined, technical trade-off analyses were performed, as
heeded, and overall systems costs were'computed. Thebcandidate systems
were then compared and ranked in terms of cost, technological availability,
expected reliability, compatibility with existing systems, technological

limitations, resistance to tampering, expansion (growth) potential, pro-

jected media coverage, and regulatory, policy, and economic constraints.

ded)
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length cf alarm communication links. &hus, different circumstances may

require different approaches to alarm signal transmission. For this

reason, SRI configured three separate conceptual urban/population "models"

for use in the evaluation process. Each of these models corresponds to a

different type of area that is to be protected by a central alarm system:

urban, suburban, and an isolated small town surrounded by an agricultural

*
area.

The function of the urban/population models was to:

Y
1

* Provide a broad conceptual frame of reference including a
ready set of statistical and other reference data that
characterize the area types in terms of parameters that are,
or may be, significant to alarm signal transmission.

* Inject realistic conditions and coastraints into the study,

* Uncover potential problem areas or special conditions that
might not otherwise be apparent,

The study covered the following overlapping, principal areas:

* Definition of general alarm transmission system parameters.

* Investigation of feasible alarm transmission media,

¢ Determination of the state-of-the-art of external alarm
transmission capabilities.

* Compilation of a comparative eyaluation or trade-off Study
of the various media with parameters such as cost, relia-

bility, availability, and compatibility with alarm system
and central response modes.

¢ Formulation of conclusions and recommendations concerning
the selection of ‘an alarm transmission medium now and
through the 1980s, and ‘areas in which specific development

efforts are required for more effective alarm transmission
systems, '

The corresponding exemplar areas used in this study are: (a) San
Francisco, CA--Western Addition division, (b) Mountain View, CA, and
(c) Gilroy, CA.
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‘ was placed on techniques that have potential for simplicity and low cost, % . 4
; with, hopefully, minimal sacrifice of reliability, ;
! Prior to this study, four media had been the subject of investigations. | CHAPTER 2. TRANSMISSION MEDIA %,

.

by Aerospace and others. The first uses cross-town power transmission lines.

{?f" 1}?U: : ’““ oy . as a medium for carrier modulated data. Some electric utilities, primarily | A.  Background %f“
in the eastern United States, are interested in developing this communica- At present, conventional hard-wire telephone service ;s used as th ‘g‘,? 
tions medium for remote utility meter reading, system switching, and peak~ primary means for the transmission of alarm data from thE‘subscribers éo .% '
load-control applications. A few companies have developed and demonstrated‘g the alarm service company or police station. These are dedicated direct Z .
techniques that show some promise, but recently these development efforts ,E copper-wire paths that are monitored or supervised at the central station {E‘,,Q;
have been suspended for economic reasons. ] and are generally used to service from 1 to 45% subscribers per wire pair, fﬁ |

A second communication medium investigated is the two-way or inter- depending on the type of equipment the alarm company is using.

active TV cable system. The medium is being developed under an FCC direc~; ' Dedicated telephone rental costs are increasing very rapidly, and
. . ?
tive, which states that all new systems in the top 100 CATV markets shall ! telephone companies have already given warning that additional dedicated
)

maintain a plant having a technical capability for non-voice return com-~ hard-wire, lines will not be provided across the boundaries of central

s o

"0 ’ . ) . . .
. : : , munications. A requirement for conversion of older, one-way systems to - ., = office service areas because such lines are being replaced by voice/data i
. : ‘ X two-way capability is being resisted by CATV operators. Thus, an important grade communication channels in the modernization of telephone plant equip e
consideration in using this medium is the expected coverage of two-way CATV. ment; these new channels incorporate RF carrier techniques and can only

systems of the United States during the time frame of interest. transmit ac or tone signals. Future availability of de wire pairs is in

S

A third communication medium is the telephone network, in which question even within central office service areas. Some autcmatic tele-

* . . . ' )
alarm signaling is adapted to operate over the carrier multiplex tele- Phone dialer systems are currently available but at present their cost

phone plant. Two major categories of operation are (1) dedicated- and reliability requirements, for alarm signaling, are ill-defined. |

FUPEE U O T

. 5 i channel and (2) switched. The dedicated channel approach uses "bridges' i As a means to overcome these problems, new methods.and improveﬁents gt
.; b ice 1 £, : : . . '
| to bypasa the central office switching equipment, The switched agproach C of existing techniques that may be applicable for communication of alarm data 3
{ includes use of automatic dialers, A variation of the switched category | from a residence (or a retail business establishment) to a response égency ;
: i would require that the telephone company perform some of the line monitor- . were investigated. Some of these methods are currently under development; :
: ! 4 .
. ! ing functions presently carried out by alarm companies. However, accep- othérs have been considered at one time for other applications. Emphasis ii«

JECA 5 ' tance of this approach by telephone companies may not be forthcoming be-

cause of their policies,

e e s A

*
LR . : With a McCulloh loop as many as 45 code transmitters may be used. Some

’ o newer equipment may include up to 90 transmitters,

, 10 |
B . ; | 9
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B. Cross=-Town Power Lines ‘ | %:

1. Introduction. The principal factor in favor of considering the

use of this medium for alarm gignal transmission is its accessibility to ;,

virtually all households and businesses. Another positive factor is the

expressed desire (and preliminary plans) on the part of some utilities,

primarily in eastern United States, to implement some form of remote read-f:

ing of utility meters, with cross-town power lines being considered as one.

of several possible transmission media., It has been argued that the sys- |

i

tem requirements for remote meter reading via power line carrier are not
vastly different from those for alarm traffic transmission, and that a
combined meter-reading/alarm-transmission system could offer significant

cost benefits compared with the costs associated with competing communica-:

‘

tions media. i

Power line networks do mot readily lend themselves to analytical
treatment as a communications medium because of the complex interconnec-

tions, fluctuating loads, difficult-to-predict resonance or anti-resonance;

conditions at RF carrier frequencies, and unpredictable noise sources, boﬂ '

natural and man-made, Experimental methods are required in analyzing RF

carrier transmissions over such networks and such experiments were outside!

the scope of the SRI study. Thus, this study had to rely on material ;“

published in the open literature and obtained from interviews conducted

by SRI personnel with technical, administrative and management personnel (
of efectric utilities, primarily the Pacific Gas and Electric Company :
(PGSE).

2. Description of the medium. Comprehensive descriptions of the

general characteristics of electric power transmission and distribution

1, 2%

systems are contained in the Data Package. The principal elements

*
Referencés are listed at the end of the report.

12

i

~

A fourth medium for consideratioﬁ is the RF transmission of alamm
data directly from a residence or business to either a police dispatch
car, a police station, or an alamm response company, Experiments with
several systems under LEAA sponsorship are under way; they are supervised
by local police agencies and the companies who developed the equipment,
These systems suffer from common problems (i.e., normal police or data
traffic interference, noise interference, poor equipment reliability,

lack of verification of system operability, less than optimum frequency

allocations, and high cost). :

t
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400 distribution transformers. One distribution transformer may serve

from four to about 15 residential customers. Even large numbers of cus-
tomers per distribution transformer are found in the case of underground
circuits (up to 50 residentia& customers per primary underground radial
tap). Within 1arge cities feeders seldom exceed 1 to 1-1/2 miles in
length; within suburban areas the average lengths of feeders &ay be about
2:5 miles. The length of feeders in rural areas may extend up to 50 miles,
Most suburban and rural feeders today use overhead wiring; however, the
trend 1is toward increased undergrounding of the distribution netwsrks,
primarily in urban and suburban areas. Modernization of the distribution
networks frequently includes increasing the feeder voltages; for example,
no new 4-kV feeders are currently being built in Northern Galifornia.

(b) Devices along a feeder. If alarm signaling via cross-town

power lines were to be implemented, the distribution feeders would repre-

sent the major part of the transmission paths. Thus, the devices and com-

ponents of the distribution networks that are found along feeders must be

examined for their effect on RF carrier signal transmission, Such devices

include voltage regulators, disconnect or sectionalizer switches of various |

types (including air switches), fuses, power-factor-correction capacitor
banks, autotransformers used to boost the”line voltage (éspecially on long
feeder lines), and the final distribution transformers. The most important
of these devices--from an RF carrier transmission point of view=--are dis-
connect (sectionalizer) switches, capacitor banks, and distribution trans-

formers.

Disconnect switches are used to disconnect feeder seg-
ments from one feeder and transfer them to another feeder, to be supplied

by a different transformer bank, and sometimes even by a different sub-

station, in accordance with power-demand, load-balancing, and maintenance ’

4
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of the distribution networks that were of interest in this study as poten-

tial data transmission links are the distribution feeders. Signal losses

that would be encountered across substation transformers as well as the
high costs of coupling of communication system components to high voltage
transmission lines render the use of the transmission/distribution sys-

Al

tem beyond distribution substations impractical for alamm signal trans-

mission.,

(a) Distribution feeders. Distribution feeder voltages typi-

cally range from 4 kV to 34.5 kV. Most distribution feeders in the United

States are three-phase.

Tﬂere are two common types of distribution feeder systems:
radial and "network." In a radial system, the distribution feeders
emanate radially from a distribution substation; thus, at any given time
there is only one electric path between & sﬁbstation transformer and cus-
tomer's meter. Radial distribution Systems are ubiquitous, except in
downtown areas of a number of major U.S, cities, where network systems

are used. In network distribution, a number of substation transformers

and feeders are connected in parallel., The capacity of the feeders and

their number (used in parallel) are selected so that failure (or removal
from service) of any one of the paral{el feeders leaves enough distribu-
tion capacity intact to fully supply the maximum expected power demand of
the network, Networks designed on a "single contingency outage basis"
usually employ from three to five parallel feeders, The parallel-path
configuration of the urban distribution networks stfongly suggesté the
possibility of multipath effe;ts if this medium were to be used for RF

carrier communications.

The number of customers supplied by a single feeder may range
from one large industrial customer up to about 4000 households. A typical

feeder in a suburban area may serve 3000 residential customeré via, perhaps,

13
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given power line networks, including careful selection of carrier frequen:
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¢ Dispersed into unwanted network branches across all 1;
other final distribu: ion transformers on that feeder.

, . %
¢ Subject to reflections, resonance, and antiresonance
cond«cions on t?e line and its branches. ;

¢ Subject to attenuation and/or signal blockage by
various devices and components found on distribution
feeders (discussed in the following subsection).
Additionally, the signal must overcome the inherently high noise
levels, both natural and man-made; also, switching of feeders may result
in unexpected variations (lengthening) of the signal path. Therefore,
the RF signal power injected into the power line must be of sufficient
magnitude to overcome all the above losses and still produce adequate
gignal-to-noise ratio at the receiver at the distal end (presumably at
or near the substation). Finally, modernization of the electric distri-
bution systems, with the concomitant trend toward increased undergrounding;

of facilities and higher feeder voltages may present additional obstacles

to the implementation and the maintenance of RF carrier communications

via cross-town power lines,

The problems cited above are uhique to tte cross-town power lines ;
medium and result from the fact that the medium was designed for a tocallyf
different purpose than RF signal transmission, namely efficient dlstrlbu-jﬁ
tion of electric power to utility customers. Thus, many features and ‘é
characteristics of this medium that are desirable from the power trans;
mission point of view may be detrimental for RF carrier communiCations,

and vice versa. The technical solutions would have to involve communica-

tions system designs that are tailored to the specific¢ characteristics of ', .

cies, provision of adequate transmitted nower to overéome losses and prody
adequate signal-to-noise ratio, and probably the use of repeaters (ampli- -

fiers) en route. . i

* '
“Resulting in loss of signal or in radiation from the power line. e

16 R »

~

requirements, Entire feeders may also be switched,

in the same fashion,
from one t i

ransformer bank to another. Thus, electric utilities cannot
guarantee a unique, invariant transmission path between a subscriber's

premises and a substation,

Capacitor banks are used across industrial.or residential

loads, which are partially inductive, to correct the power factor and

thus to improve the efficiency of the distribution system. These capa-

citor banks are switched across the feeders, as needed, either remotely

or locally by either elock, voltmeter, or VARmeter. Such capecitors,
when connected, present extremely low-impedance shunt paths et radio
frequencies that might be used for alarm signal transmission (60 kHz to,
perhaps, 300 kHz). There are documented cases in which the switching

in of a power factor correction capacitor bank totally disabled telephone

circults operating via power-line carrier.®

Distribution transformers.

A recent series of measurements
of RF signal attenuation across a standard utility distribution transformer
showed voltage attenuation of about 20 dB in the upward direction, and
about 40 dB in the downward direction across the transformer in the RF

range of interest (from 60 kHz to about 300 kHz).® This attenuation could

be a severe problem and may require the use of repeaters.

3. Limitations of the medium for RF carrier communlcaLions. The

RF energy injected into a ‘power line at a subscrlber S premises is subject

to losses from its being:

* Dispersed into unwanted network branches at the sub-
scriber's household, as well as at neighboring

households supplied from the same final distribu-
tion transformer

* Attenuated across the final distribution transformer.
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Due to the unpredictable behavior of power line networks
at radio frequencies, implementation of RF carrier com-
munications may involve "custom tailoring' of the com-
munications equipment to the line,

Remote meter reapding systems would require repeaters
along the feeders to.compensate for losses and attenua-
tion across transformers and capacitor banks.

RF signal transmission over power lines is subjeét to
interruption because of load changes, noise (both man=-
made and natural), weather conditions and many other
factors. This interruption does not necessarily disturb
the meter reading function, since meters generally need
to be read only about once per month and a missed read-
ing can be obtained later. However, such interruption
of transmission capability is totally unacceptable for
alarm signal transmission.

The data rates that are possible, with acceptable error
rates, over power lines are relatively slow, TFor ex-
ample, usable data rates quoted by General Electric
Company (GE) range from 30 to 120 bits/sec.?

Other competing transmission media, in particular

phone lines and CATV, offer better reliability and much
higher data rates. The principal reason for comntinued
interest in power lines by the utilities is that they
own and thus are able to control the transmission
medium,

Future resumption of development of RF carrier communi-
cations systems by electric utilities is likely to in-
clude, in addition to remote meter reading, other multi-
function, utility=-oriented applications, such as (1)
network switching and control, including remote control
of capacitor banks, switchgear, etc.; (2) peak load
shaving through remote control of water heaters and
other loads that can be shifted in time.

RN i

To summarize, system requirements for remote meter reading are quite :

different than those for alarm signaling applications. 1In particular,

meter reading: .

Iy

I‘.

Need take place only when feeders are switched into
"normal" configuration.

Need not take place during periods of high RF noise.

18

4, Remote meter reading--status.
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In the past few years utility

companies in the.United States have demonstrated interest in development

of a system of remote reading of utility meters,'®

At first glance,

the

technical requirements for remote meter reading systems do not appear td&o

different from those for alarm signal transmission,

Consequently the

security systems community is disposed to consider possible joint or

shared operation of such systems by utilities and the alarm industry,

Power line carrier communications is not the only medium considered

for this application.

systems also

SRI conducted an extensive literature survey, including technical

5

Telephone lines, CATV systems, and‘eveg radio

have been considered for remote meter reading.

and trade journals, and contacted various organizations involved in de-

velopment and/or testing of remote meter reading systems via power lines,

The folloﬁing is a summary of findings resulting from the survey:

A number of utilities and remote meter reading system
developers have developed prototype equipment and
conducted limited testing of transmission of digitalk
data via power lines, including transmission across
power trangformers. These limited tests were generally
successful, " Detailed technical test results are not
available to the public, |

Follow-on, larger-scale s&stem tests including perhaps
1000 utility meters per test system are required to
verify both the technical and the potential future
economic feasibility of such systems.

Follow-on tests have been suspended indefinitely,
primarily because no economic justification™ can be

found at the present for implementing remote utility
meter reading.

*

Curregt costs of manual meter reading range from $2 to $8 per'meter per
year,- while current estimates of the cost of remote or remote/automatic
meter reading range from $15 to in excess of $30 per meter per year.®'”
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The standard practice and codes impose rather costly’requirements for

" high-voltage feeder circuits.

6. Regulation and policy. Two policy and regulatory areas are of

primary importance to alarm signal transmission via power lines. The firs

concerns the technical safety standards and their implications for connect :

ing devices such as repeateﬁs, bypass capacitors, and transmitter/receivepf

modems to the power lines both at subscriber's premises and to high-voltag !

feeder circuits. The second deals with the current policies of the elec-
tric utilities regarding the use by others of power distribution networks

for purposes other than its original intent,

(a) Electric codes and safety standards. The design and con-

struction of the entire power distribution system up to the residential

¥

meter box is under the control of the utility company and its regulating =

authorities. Ffoﬁ.the meter box on, the installation of household wiring
is controlled by electrical codes.” These include state and local codes,
which conform fairly well to the National Electrical Code, published by
the Natiomal Fire Protection Association. Whiie the National Electrical
Code has no controlling or regulatofy authority, it is used as a very

comprehensive standard on which state and local codes are based,

The design and construction standards for utility-owned distri- |

bution systems are based on the standard utility practices, which are

i
¢
}

regulated by the state administrative codes. These specify, among othermié

gtandards for grounding and insulation, separation between conductors,

safety and protection requirements, such as fuses and circuit breakers.

coupling of devices such as bypass capacitors, repeaters, and modems to

*
For further discussion of electrical codes, the reader is referred to
Reference 2.
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¢ Requires correlation of errors only on a month-to-month
basis.,

* Requires relatively low data rates (of the order of a
few million bits per day).

On the other hand, alarm signaling:

+

¢ Requires the capability to transmit and receive at all
times.

¢ Requires immediate resolution of errors.
e Requires relatively high data rates, especially
s

for polling systems.

-

While the imﬁlementation of remote meter reading (although not neces-
sarily of alarm signal transmission) via power lines does not appear to.
be technology-constrained, the current ecénoﬁid constraints make its wide-~
spread implementation in the next decade highly unlikely. In the absence
of such systems, the'alarm industry, if it were interested in developing
the cross-town power lines as a communications medium for alarm signal
transmission, would have to carry the cost of implementing such a system.
Moreover, the alarm industry would have to obtain consent and cooperation

of electric utilities, which, as will be shown is likely to be unobtain-

able,

-+

3. Cost factors. The electric utilities as well as the developers

of remote meter reading systems have refuéed, for proprietary reasons, to -
release to SRI technical ahd cost data for the systems under development.
Thus, the equipment and operating costs for RF carrier communication via
power lines could not be obtained. In view of the.constraints on the use
of the power lines medium, as shown“in two following subsections, it was
deemed unnecessary to go tobgréat lengths to generate'such cost data,
since the availabilitj of this medium for alarm. signal transmission wés

ruled out for reasons other than cost,
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technical or other valid reasons, they might find

; themselves under a legal obligation to continue
this service, in spite of possible hardship to
the utility.

- Fear of jincreaseéd regulation., The electric
utilities are currently regulated by the public
utilities commissions, and the state administra-
tive codes, If they were to provide service as
a communications medium, they might fall under the
jurisdiction of the Federal Communications Commis-
sion, as a common carrier.

- Possible interference with the normal operation
and customer service. Connecting of repeaters,
bypass capacitors, and other devices to high=-
voltage lines might result in decreased reliabil-
ity of the power distribution system and in-
creased maintenance requirements through increased
frequency of outages. Also, RF carrier signals
might cause interference with the customer TV or
radio reception, or with the operation of other
types of customer equipment.

- Finally, the utilities see no significant increase
in their revenues, or any other financial benefits
arising from providing such service.

Thus, for all of the above reasons the utilities are expected

to resist any attempt on the part of the public or government agencies to

induce them to permit the use of cross-town power lines as a medium for
+
transmission of alarm traffic.

7. Conclusions and recommendations. In view of the anticipated

technical difficulties in implementing an RF carrier system operating via

power lines that is suitable for alarm signal transmission, as well as the -

likely resistance, or refusal, on the part of the electric utilities to

permit implementation of such systems, the following conclusions and

22
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(b) Utility policies., During this study SRI conducted exten-

sive interviews with senior engineering and management personnel of omne
of the major electric utilities to pinpoint the presently existing poli-
cies that may have an impact on the use of the power lines medium for
alarm signal transmission, as well as to solicit opinions on how these
policies may evolve in the presence of potential public deﬁand for low-
cost communication media. Although this information was obtained from
only one electric utility company, similar policies are undoubtedly

in effect throughout the electric utilities industry throughout the United

A

States. The following points summarize SRI's findings:

¢ The principal purpose of an electric utility is
to supply electricity to residential, commercial,
and industrial customers. Anything that could
potentially interfere with customer service or -

" degrade its reliability cannot be tolerated, ‘This
includes connecting of devices that might reduce
the power distribution system's reliability or
cause interference with‘customer service (includ-
ing, e.g., interference with the customer TV
reception). '

¢ Any part of the distribution system on the utility's
side of the customer's meter box is the responsi-
bility of the utility, and must meet the utility's
‘safety standards and standard practices. Also, as
a rule, installation” and maintenance of any equip-
ment connected to utility-owned power lines is
generally performed by the utility company's mainte-
nance pefsonnel; : )

* Most electric utilities in the United States have
never in the past provided the type of service that
would be necessary for alarm signal transmission,
and they would be extremely reluctant to provide
such service ir the future, for the following
reasoms: ‘

- Possibility of legal liability, under the "implied
warranty rules, once alarm signal transmission
is permitted and implemented. If the utilities
were subsequently to discontinue such service, for

21
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c. Telephone

1. Introduction., Initially, the alarm industry installed and

operated their own circuits from the protected premises to the alarm cen~
tral station., In time thislgave way to reliance on the facilities of the

telephone companies, a practice that is common today.

3

In the past, telephone company charges for alarm signal transmission -

were generally lower than were rates for voice services since the alarm

industry could utilize sub~voice grade lines, such as metallic pairs,

without the necessity (and added cost) of including repeaters or load coil

Such special rates for alarm signal transmission over metallic circuits ar

rstill available in many locations., These rates are expected to be in-
creased to be the same as the rates for data transmission because the
cost of installation and maintenance is identical for all local loops.

In addition, metallic interoffice trunks are being replaced with carrier
systems that are‘incompatible with dc signal traﬁsmission. As a result,
the telephone companies now require that the useré operate within the
nominal voice bandwidth, as specified by tﬁe Series 3000 tariffs.” Thus,
the alarm industry will be forced to discontinue dc alarm signal trans-

mission,

-+

[ SR P IO

2. Description of the medium, The customer=-provided alarm signal- ?

ing equipment has required lines with metallic continuity, due to the

direct-current nature of existing alarm and supervisory signals. However, ;

with the introduction of carrier systems, it has become uneconomical for

the telephone companies to provide such wire lines, especially for inter-

Ly

Lt
M

office service. Recently, AT&T Company stated that they have no obligaticé

to continue to provide private line channels on a metallic basis, and in -

3
“Bandwidth: 300 to 3000 Hz.

W -
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many metropolitan areas new orders for metallic circuits are no longer

accepted where interoffice circuits are involved., The alternatives avail-

able to the nlarm industry include voice-grade data service (Series 2000"
or 3000) or teletype (Series 1000) circuits. As the result of the above
changes in the regulatory enviromment and the advances in technology, the

following changes in the operation of the telephone system are considered

of importance to the alarm industry:

* Gradual phasing out of metallic-continuity dc circuits
between central offices. o :

®* Replacement of interoffice circuits with‘voice-gréde
circuits available under Series 3000 tariff,

* Probable discontinuance of wire paire with metallic
continuity within a central office area.T

* Replacement of the currently available special rate
for alarm services with staridard Series 3000 rates
in all areas.

* Availability of specially designed active bridges.,

* Installation of electronic central offices (ESS) and
tone dialing that will provide new customer services
such as call forwarding, abbreviated dialing, automatic
number identification, etc., which could be used for
improved dial-up¥ alarm services.

-+

Series 2000 is basically designed for voice communications, although
occasionally it has been used for data transmission,

However, some telephone companies (e.g., Pacific Telephone & Telegraph
Company) anticipate a continuation of this service in the’ 1mmed1ate1y
foreseeable future,

In a dial-up alarm service, the connection is made over the standard

telephone switching network, either manually or automatlcally (using
an auto-dialer),

25
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3. Alarm applications, Alarm signals are transmitted over commer-

I

cial telephone Circuits in one or the other of two general ways. The first
uses permanently connected lines or channels between the subscriber's i
premises and an alarm centraﬂ station; the circuits bypass the telephone
company's central office switching equipment. This method is termed a
"@edicated system.”" 1In the second, there are no permanent connections be-i

tween the subscribers and the control station, and the system utilizes the

telephone company's switching equipment; this is termed a "switched system,

Figure 2 is an exhaustive summary of possible categories and subcate-ﬁf
gories of dedicated and switched telephone systems that can be used for ii

transmitting alarm signal messages. The various systems are discussed

below, §
(a) Dedicated systems. Dedicated systems can be classified E

according to the type and geometric configuration of the transmission ‘§
"

channels as follows: (1) wire lines, (2) subscriber carriers, and (3) A

tree/loop-type systems.

(1) Wire lines. For this analysis, wire lines are define&
as circuits relying exclusively on physical wire pairs. Frequently, these
types of lines are also referred to as metallic circuits. The wire lines’
can be subdivided into three classes: (a) ac or dc loops, (b) circuits
utilizing multiport "open-window" bridges, and (c¢) circuits utiiizing mul{

port 'closed-window" bridges. As seen in Figure 2, both "open-window" an

"closed-window" bridges are used with ac carrier systems as well,

Dc_logps. These systems include direct connections

(wire pair) and series loops.

26

DEDICATED SYSTEMS

WIRE CARRIER TREE OR
LINE SYSTEMS LOOP SYSTEMS
l ] \
ac/dc BRIDGE BRIDGE BRIDGE BRIDGE TAPS
LOOP (OPEN (CLOSED (OPEN (CLOSED
WINDOW)  WINDOW)  WINDOW) WINDOW)
. SWITCHED SYSTEMS
EXISTING ADDITIONAL
MAINLINES CIRCUITS®
| ,
911 AUTO PARTY
DIAL LINE ~ CARRIER NEW WIRE
AUTO HOT AUTO HOT AUTO HOT
DIAL LINE DIAL LINE DIAL LINE
*With or without supervision,
$A-3765-8

FIGURE 2 ALARM SYSTEMS VIA TELEPHONE LINES
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Direct connection., In direct comnection, each

subscriber is connected by a leased private-wire line or channel to the

alarm central station. When an alarm signal is received at the central

station, a visual or audiblelindicator, or both, indicate the source of

the alarm. A variety of techniques are used to supervise the transmission

lines by providing an indication whenever a failure of the channel occurs,

Another commonly used transmission

Series loop.

system is the series connection of subscribers' alarm units.,
of individual wires to each protected premise, the subscriber's premises

are connected in a series arrangement. One of the most common loop cir-

cuits is the McCulloh loop, which serves 25 or more subscribers. Each
subseriber in the loop circuit has a transmitter unit that transmits a
code to the central station whenever the alamm is activated. Personnel

on duty in the central station can determine where the alarm originates by

decoding the signal received. There is no restriction on how many loop

circuits a central station may employ., Each loop requires a separate

communications channel.

Ac circuits and bridees, With conversion from dc to

ac signal transmission, it is iio longer possible to use simple series or

parallel comnection of metallic wire lines. Ac circuits require proper

line impedance matching. Thus, it is necessary to use bridge-type cir-

cuits, which split the line in as many ports as needed without disturbing j

the line impedance characteristics. The bridges permit operation in a

time- or frequency-division-multiplex (TDM or FDM) mode. TDM is a more
common method used by the alarm industry. Bridges can be cascaded to

increase the number of subscribers in a single system.

The first bridges offered by the telephone company

were small passive two- or four-wire bridges with four or six ports
% *
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(e.g., points for subscriber connection). The small bridges are not very
useful when applied to large systems whete many bridges have to be cascaded;
the resulting high signal loss has to be compensated with external ampli-

fiers.

In answer to the above problem, R, D, Hailey of the
Pacific Telephone and Telegraph Company (PT&T) developed a special multi-
port active bridge operating on voice frequency data channels providing as
many as 128 ports. A major characteristic of the Hailey bridge is that
each of the subscriber ports operates in a two-wire mode a;d the main input
port in a four-wire mode. The Hailey bridge is currently available to sub-
scribers., It eliminates the loop-length constraints of the dc loop and
enables the alarm companies to locate a central alarm station in any con-
venient location. Alarm points many miles away can be monitored readily

via a conventional Series 3002 voice-crade leased line.

With proper coding, voice~frequency circuits operated
with multiport bridges exhibit good resistance to tampering. However,
the system is not jam proof. Accidental or deliberate injection of noise
at any of the bridge ports (i.e., any of the subscriber premises or lines)

can mask alarm signals generated at any of the other ports on the bridge.

This weakness has Eeen recognized by the alarm industry
and AT&T, As a result, AT&T through their Bell Telephone Lahoratories is
currently developing a "closed window" (switched) four-wire active bridge
with 128 ports. In this new bridge, a central alarm processor can re=-
motely control, via a separate control channel, the opening and closing
of ports. Thus, accidental or deliberate noise injection at any input
line to the bridge will not jam the system, and at the same time, a noisy
line can be readily identified. The AT&T bridge can be cascaded, providing

loss free as many outlets s the system can handle.

29
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to individual wire circuits.,

While all types of telephbne bridges can be used as

an alternative to or replacement for hard-wired alarm circuits, the active: ]

bridges offer better flexibility. The best of these, in terms of resis-

tance to tampering, is the ATKT "closed window' bridge. This bridge is

still under development. It is expected that it will be offered for ser- _i

v

vice during the last quarter of 1976,

(2) Subscriber carrier systems. In recent years, the

costs of electronics, and especially that of active components,; have
dropped dramatically, while the installation and basic costs for cables .

have increased steadily., Thus, subscriber carrier channels are becoming

etonomically competitlve at incxeaSLngly shorter distances when compared .
This is true particularly in major metro-
politan areas where duct space is at a premium and the installation of new .

cables becomes extremely costly. The use of subscriber carrier channels

for alarm signal transmission is becoming an attractive alternative be-

cause the already existing subscriber telephone circuit can be utilized.

The subscriber carrier can be used in conjunction with the#f

ST

ac bridge systems.

(3) Tree- or loop-type systems.,

scribers, via taps,. to a single ac channel either in series (loop-type)
or in parallel (tree-type) may offer significant cost advantages in areasié
Vith high subscriber density. However, because such network arrangements
do not ‘conform to present standard telephone practices they .have not been:
investigated in great detail.

(b) Switched systems, In a switched alarm system there is no

direct and permanent‘connection between the alarm points. and the alarm

Thus, whenever an alarm condition exists, a connection between

L »

center,

30

B L T

Connecting multiple sub-;g

-

the originating point and the receiviné point has to be established
through the telephone switching network. Because the emphasis in this
study has been placed on transmission of alarm signals that are actuated
automatically, the principal equipment of interest in this category is
the auto-dialer.

(1) 911 emergency dialing system. This system allows an

individual to request assistance, for any type of emergency, requiring

either police, fire department, medical, or other source of aid, ‘simply

by dialing this three-digit number. Because of the possibilit; of false
alarms and misuse, the use of 911 in conjunction with an auto-dialer has
been banned by most public safety agencies.,  Therefore, this system can-
not be used for automatically generated alarm signals.

(2) Auto-dialer. 'A more appropriate approach for using
auto-dialers is in conjunction with alarm companies or other response
agencies, An auto-dialer system connected to an alarm company could be
recognized by a central computer with the proper exchange of code and

identification words. Thus, misuse or abuse could be minimized.

In principle, the auto- dialer, combirtied with automatic
identification, represents the 51mp1est and potentially least expen51ve
form of alamm system. A major drawback of this type of system is that
there is no line supervision. A limited degree of line supervision can be
prQVided by automatic, period%c self-reporting (e g., once or twice per
day). This type of llmited line supervision appears to “be adequate for
protection of low-value premises such as 1ow-to-middle income residences
and small businesses; it is not adequate for protecticdn of high-value

premises (e. g., banks, jewelry stores, etc.).

For any dial-up service, it is theoretically possible to

provide centralized line supervision. However, that would require
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(1) additional capital investment by the telephomne company, and (2) the

telephone companies to perform functions that are normally considered to

be a responsibility of the alarm companies. Neither of the above require. :

ments is acceptable to the tklephone companies.

Another drawback of using existing subscriber loops for
alarm services is that if a subscriber line is in use or being called,

it is not available for alarm transmission. To overcome this problem,

equipment has been developed to disconnect an on-going call and seize the :

-

line. Of course, such improvements result in increased equipment costs.

A higher degree of reliability could be obtained with aute.

Y

dialer systems if they were to operate over additional assigned telephone |

channels. However, the cost of additional leased lines obviates the pri-

mary cost-benefit feature of auto~dialers, i.e., no line costs.

One type of simple auto-dialer is currently offered for
lease by.the telephone companies. Various types of more sophisticated
and complex dialers are available from p%ivate mannufacturers. However,
for all non~telephone-company-supplied dialers, the telephone companies
require installation of an interface device (coupler) between the dialer

and the telephone line, at an added cost. The need for this device is

//f

currently disputed by the manufacturers of telephone interconnect devices -

(including auto-dialers). Currently this device is required for non-tele -

equipment in all states, with the exception of California, where recently f

(on 22 April 1975) an interim order was issued by the Public Utilitiés‘

Commiggion, which prov1des for direct connection of certlfied ancillary

equlpment, thus removing the requirement for the coupler. This ruling ﬁ

being challenged by the telephone company in court, The final resuLts‘aﬂ :

therefore uncertain., Even if approved, it is uncertain if and when other f

states will follow suit.

*
This rpling does not include telephones and PABX equipment.

32

[ . . - by Ane RS,

-~

Although a great variety‘of auto-dialers offering a diver-
sity of features is currently on the market, a set of specific require-
ments for auto-dialers specially designed for large-scale alarm signaling

applications needs to be determined.”

4, Cost factors and systems approaches, The following ground rules

or assumptions were established for the comparative cost analysis of exem-

.

plar candidate system concepts. '

* Dc loops will be discontinued and all systems will~
_operate on a Series 3002-voice-grade channel,

* From the assumptlon above, it follows that all 1nter-
face points with the telephone system require a modem.
It is recognized that in some locations, dc circuits
are still available, and thus for some systems no
modems would be required, and also the line costs could
still be lower. However, ultimately the special services
for alarm companies will disappear and all systems have
to be converted to the new ac-type of structure.

¢ Leased line tariffs are based on current PT&T tariffs.
The line charges may be different in other states, but
generally the differences are minor. Current leased
line tariffs for alarm systems in Californiat are:
~ Subscriber leased line, type 3002--$3.50/ﬁonth.

=~ Central station trunk lihe lease (full duplex) -~
$7.00/month.

- Central station trunk line termination (serves 63
leased lines)-=$5. 00 /month.

-~ Installation cost for each local loop termination-=-
$20.00. '

*

During the data gathering phase of this ;tudy, several sources, including

one ‘alarm company, suggested that combining in an auto-dialer the auto-

matic burglar/fire alarm with a request-for-aid button (e. g., for medical
aid) would find wide acceptance, especially among the elderly living alone,

TSource: Reference 11 and Galifornia PUC/PTST tariffs.
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The policies of the telephone companies

5. Regulation and policy.

and the regulations set by the FCC and public utility commissions have a
considerable bearing on the type of systems and equipment used by the alan?:
industry. ! o

For the alarm industry, the discontinuation of the metallic wire linmje

gservice and the associated low-cost special alarm circuit rates, has con-

siderable impact.

It necessitates the installation of new systems and in-'.

credses transmission costs,

Another item of importance is the requirement for an interface couplﬁ 3
i3
Under this requirement u{

for all non-telephone company~supplied equipment.

the alarm companies may be forced to pay for data access arrangements (DAMw%

at all line termination points. However, independent equipment suppliers

are exerting efforts to be relieved of this requirement or to have a sim-

pler equ1pment certification program substituted for it. The certification

program would be of major importance for manufacturers of auto-dialers,

g
B
:
B
!
3
i

gince it would make their equipment more competitive to that supplied by

the telephone company. In Reference 8, several feasible possibilities

for centralized line supervision are described. However, implementation

of any one of these possibilities is politically difficult since they

Iplace a decision-making responsibility into the hands of the telephone'
company, which is a responsibility beyond*the mandate of a common carrieré;
Under the cireumstances, unless the mandate is changed by regulation,_the?;

telephone cempanies can be expected to shy away from the responsibility

of participating in the operation of an alarm system.

All alarm

6. Conclusions. systems fall into either of two cate-

i
4
>

)
e
3

gories, dedieated or switched, with the 1atter'including auto-dialers.

Dedicated systems are more costly but prov1de a nuch greater re11a~

bility and securlty than the auto-dialer system. Therefore, in commercxal‘

& %
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operations where securlty is of prlme concern, dedicated systems are used
almost exclu31vely. However, for home alarm systems, the auto-dialer

approach using the subscriber's regular telephone line is the most promis-

"ing due to its simplicity in installation and its low cost.

,For‘the cost analysis the following system approaches:-were selected:

* Dc McCulloh loop

¢ Ac direct=-connect lines

¢ Ac digital system A
e Telco auto-dialer

e Non-telco auto-dialer.

.It was found that, among the three dedicated syszems, the McCulloh
loop operating on metallic lines was a very effective and low-cost s&stem.
However, since metallic lines will ro longer be available in seme areas,

a direct-line conversion to ac and a multiport-bridge multiplex syetem

were selected as representative examples for the cost analysis.

Existing and proposed central office bridges provided by the tele~
phone companies offer a suitable replacement fer.current dc UL=-approved
systems. Of particular iﬁterest is the "closed-window' bridge under de-
velopment by Bell Telephone Laboratories, since it will offer better sys;

tems reliability and systems simplification.

The auro-dialer shows the best promise for 1ow-cost,home alarm sys=-
tems, although some problems may etill exist, including low reliability
and the resistance of some police departments in aeéepting this form ef
alarm service. Although many o£ the desirable features for low-cost alarm
service may already have Been incorporated into some existing auto-dialers,

rhe "optimum' dialer for this service has not been specified; some improve-

ments ir reliability may be necessary.
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The current requirements for telephone-company supplied couplers be-:;

tween non-company auto-dialers and the telephone plant significantly in-

creage the cost of the non-tﬁlco dialer systems. The need for such couplq.%

should be reexamined. ;?
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D. Cable Television

1. Introduction., CATV is a broadband coaxial cahle system designed

primarily to carry TV signals. It was originally developed as a one-way
transmission medium to satisfy the demand for TV reception in poor off-
the-air reception areas., However, systems operators are interested in
expanding the service capability of their systems. The services that

are proposed include such interactive services as pay-TV data transmission,
opinion polling, and a variety of commercial, educational,tand comgputer
applications, One of the many services proposed is the provisidn of alarm
transmission. A prerequisite for the implementation of interactive services,
including alarm service, is the availability of two-way transmission. In
view of these possibilities for expanded capability of CATV, the equipment
industry has spent millions of dollars to develop and demonstrate the nec-
essary transmission and -terminal hardware. However, so far the market
acceptance has been almost non-existent. This is due primarily to the
limited penetration of CATV in the major metropolitan areas., However, it
is expectéd that the demand for these expanded services will ultimately
provide a higher penetration rate and make CATV a new major loéal common

carrier,

Between 1968 and 1972, the CATV industry invested large sums in
perfecting the technology for home terminals and two-way transmission.
Among the services proposed and demonstrated were alarm systems. Test
installations were also conducted in various parts of the country and fur-
ther installations haVe.been,placed. ~Table 1 presents an overview of the
manufacturers who have developed interactive transmission systems for CATV.
Most of these systems have been successfully demonstrated at conventions
or in actual pilot field installations, Although the‘tests proved .the
capability bf the technology, the lack of market acceptance remains a.

major obstacle to the proliferation of interactive CATV systems.
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The major investment in a CAIV system is the cable distribution facil-

SA-3755-10

ity that carries the electronic signals from a central location or the head L

P

end to the television receivers of the individual subscribers. In addition

—

to the trunk and distribution cables, the distribution system contains

0

57; trunk and distribution amplifiers (also line extenders) that must be in- [

CATV distribution center and

CATV receiving antenna and
studio

Distant TV signal received
head-end facility

off the air.

via microwave relay
Local live and film originations

Educational TV
FM Radio
Time, weather, etc.

TV

serted at frequent intervals to compeénsate for line and distribution losses.

Typically, the amplifiers are placed at 22-dB line-loss intervals. The

D. £ Distant TV signal received

A, B,

G

H
SERVICES

system layout is usually determined by the topography, cost of cables, :

and the electrical characteristics of the broadband amplifiers. -

Rural CATV systems usually supply only a few video channels. How-

Microwave

o ever, in metropolitan areas, CAIV systems must have a capability of

20 channels, or more, in order to meet the potential demand and to satisfy

the FCC regulations. These systems utilize the existing 12 VHF channels

over the SQ- to 88-MHz and the 174« to 216-MiHz bands as well as the nine

mid-band channels from 120 to 174 MHz. To receive the mid-band channels

and ta utilize all of the 12 conventional channels, a set-top converter

is required for the subscriber's TV receiver. This converter acts as a

CATV SYSTEM FOR SUBURBAN AREAS

Local
Microwave
Distribution

channel selector that converts all 20 video signals to an unused local

channel for input into the TV receiver. An additional 9 to 14 channels e,

can be made available by also using the superband between 216 and 300 MHz,

FIGURE 3

.
Another major requirement specified by FCC rules is the capability

to provide two-way transmission in the major market areas, In view of

{
this fact, most of the CATV broadband amplifiers currently on the market Y
}
have built-in options for conversion to two-way. The normal procedure j

DEVELOPMENT
{Buried Cable}

is to insert separation filters at the input and output of each main-line

iw; amplifier and an additilonal amplifier for reverse line operation, Usually,

i

the filters are designed to separate the sub-low-band.frequencies from the

frequencies above 54 MHz. This approach provides reverse transmiscion capa-

Q

f bility for up to eight video channels below 54 MHz. Most CATV experts con-
sider this bandwidth to be adequate to accommodate upstream video trans-

42 ?;E mission from selected points and upstream signaling of responses or alarms
‘ 43
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from individual subscribers. A CATV system with these extended communica~tv

tions capabilities is illustrated in Figure 4.

One other important aspect for the utilization of CATV fo} alarm
transmission is system availability. As of 1972, about 10 percent of the j(
households in the 153 largest cities were fronted by CATV and-the estimate
for 1975 is 16 percent. On a nationwide scale, the penetration is over :
25 percent, This is due to the strong demand for CATV in the rural .
areas., For the long term (i.e., in mid-lii%s), the penetration of ‘

CATV is expected to reach 75 percent. Table 2 shows the status of CAIV

gystem in 1972, in the major U.S. cities; Table 3 shows the forecasts far;

growth and penetration of CATV through 1985.” The above forecasts are .
based on the expected success of interactive pay TV, imported signals, o
and other special sources that can be provided once two-way transmission

becomes available. The accuracy of these forecasts is contingent on con- ‘

tinuation of favorable economic conditions and regulatory environment.

3. Alarm applications. A prerequisite for utilizing CATIV for

alarm systems is the availability of reverse transmission chammels, so

that the alarm signals can be transmitted from the subscriber to the E
alarm central station. The principle employed in CATV for alarm systems ‘
is very similar to the bridge-type systems offered by the telephone com-
pany (see Section C). In the CATV system, just as in a bridge-type tele-ﬁ
phone channel system, all alarm subscribers are generally connected to

one common channel. The number of subscribers that can be served on a
single channel is theoretically limited only by the Underwriters' Labora-

tories specifications, which require that every subscriber be sampled at

*
These growth forecasts were developed during a previous SRI study con~
ducted for the CATV industry.
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Table 2

~.f;]  "; e CATV STATUS, BY HOUSEHOLDS, IN 153 CI'TIES
o T L WITH 100,000 OR MORE INHABITANTS: MID-1972
& (in rillions)
‘\'\“'\‘\«—..
Households
; CATV Activity Numbe r _Percent
Fronted by CATV 1.9 10%
et : h Franchised but not :
ey R fronted by cable 5.3 28
: Subtotal franchised 7.2 38%
. Not franchised » 11.8 62
G e ‘ Total 19.0 1007
P * ' .
O . Sourse: SRI
én
; Table 3

GROWTH OF CATV: 1974-1977, 1982, 1985

Pl
s

existing cable distribution network.

Source: SRI
L IS

% S - 1974 1975 1976 1977 1982 1985
‘ - «"'_:7 )
o Sl V TV households
R : (millions) 68.0 | 69,2t 70.6 1 71,9 | 78.8 | 83.3
g§> o ’ I CATV households :
T ' ’ : ' ‘(millions) 9.0 10.5 12.3 14.4 { 27.6 | 36.3
o - . T
:‘ﬁfl . : ‘ CATV penetration ‘
A s | (percent) Cop 13% | 1s% | 17 | 20% | 35% | 44%
e
i Homes with access
to CATV® {millions , - .
(millions) 18.0 21.4 25.6 | 30.6 53.1 62.6
TV households with
access to CATV
(percent) 26% 31% 36% 43% 56% 75%
Note: All data are year-end figures.
" . .
Homes with access ko CATV are those that are passed by an

&

o
e

~

N

least once ever§ 90 sec, In a normal telephone system, as described in
Reference 8 and in Section C, the transmission speed is limited by the
voice-band bandwidth of about 3 kHz as set by the telephone company.

However, the CATV system offers ample bandwidth of the order of several
megahertz; for example, it can be‘shown that as many as 50,000 terminals

could be scanned in a polling mode once every second.

As with any polling scheme on a single channel, the major disadvantage
is that accidental or deliberats injection of noise at any agcess point to
the common-user channel coula-jam the system, One equipment manufaqturer
has proposed sectionalizing the system by installing switches at the trunk
branching points. With this approach, the system would appear much 1ike

A
the proposed AT&T "closed-window" system, where the access point. to the

“bridge is operated by remote control, In the proposed CATV system, the

switches at the branch poilnts are also operated by remote control; with
the only difference being that each CATV branch has about 100 households
compared with only one for the telephone systeml With this approach, the

defective or jammed branch can be disconnected from the system until ser-

‘viced. As a further outgrowth of the closed-window CATV system, each of

the 100 homes on a branch bould be assigned a separate frequency for sig-
naling and supervision. In the latter, approach, the alarm central station
can open one branch aE a time, observe all 100 channels simultanéously for
the preseﬁce or absence of an alarm signal, and then move on to the next

branch, The scanning cf the system is extremely fast since no individual

polling of subscribers is needed. The cost of this type of system is

claimed to be very low, of the order of $20Aper subscriber terminal when
used in conjunction with a conventional set-top converter. Including the

price of a set-top converter, it amounts to abéut $6G per subscriber. This

%

See Section C, telephone,
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type of systems approach has been successfully tested in Columbus, Ohio,

with 1000 units in operation for a pay TV system. In the system a 16-bit

message is continuously transmitted, indi?ating which channel is beiug
observed. If this type of system finds general acceptance via pay TV,
it would be easy to set aside a number of code combinations for the dif-
fefént types of alarms. These iatest developments indicate that CATV has
great potential for providing low-cost alarm circuits, provided that CATV
becomes accessible'té the majority of households and businesses.,

{
- ' L

4, Cost factors. For this study it was assumed that, for the near-

}

term future, the only cost an alarm system operator might have to bear
would be the installation of the necessary filters and amplifiers to im-
plement the reverse transmission capability. For the long-term prospect,

it is actuali} more likely that other interactive services will pay for :
the installation of the reverse transmission equipment. One likely vehicle%
for this occurrence ié pay TV where the flat-fee subscription service wduld?

Se replaced with a pay-as-you-watch approach, which requires a subscriber

terminal and the reverse transmission capability.

For the cost analysis, it was assumed that the average system has a
1:4 ratio between trunk and distribution cables, with the trunk ¥ines
being‘0.75-inch cables and the distribution lines being 0.4- or 0.5-inch
coaxial cables., Accordingly, the trunk cable requires 3.5 amplifiers per

mile versus 4 amplifiers for the distribution system., The costs per

* reversz transmission amplifier (and filters) are $200 for the trunk line

and $164 for the distribution lines. A pro rata computation was made by

-

calculating the conversion costs per mile of homes fronted. The equipment
costs amounted to $831 per frontage mile plus an additional $312 for in-

stallation,

48
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For this comparative analysis it was also assumed that a modem has
to be installed at the subscriber's premises in addition to any alarm-

generating device. The cost of $100 for the modem represents an average

figure of the various approaches proposed by the CATIV suppliers.

If the implementation of two-way CATV were entirely paid for by other
than alarm services, then the additional monthly cost estimated for the
alarm interfaces add-on should be about $3 per month in the case of 10 per-

cent market penetration of the alarm systems, and about $1 per month for

1

100 percent penetration,

n

5. Regulation and policy

(a) General. The development of CATV is under the severe handi-
cap of being subject to rules and regulations from all levels’of govern=
ment. At the highe;t level, fundamental decisions concerning copyrights
and program limitations are being made by Congress or the Supreme Court.

The Office of Telécommunications Policy (OTP); although it has no regula-
tory function, does investigate critical questions‘and makes récommendations
to Congress as well as to the FCC. The basic rules for operation and tech=
nical specifications are devised by the FCC. Over the years, FCC rules

have controlled the growth and economic well-being of CATV operations.
Regulation is alsé provided by state public utilities commissions, which

in some states have taken actions to cont¥ol the composition and rate struc-
ture of CATV. In’some'states; CATV has been declared a public utility, but
in others no action has been taken to control the medium, Local governments
have the right to grant CATV franchises, Under this right, franchise. fees
are_asséssed,and gsome free services to the city government may be éart of
the franchise agreement, In addition, cities reserve the right to control
the rate structure and also ma;® specify the techrical perfofmance beyond

that specified by the FCC,
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In addition to govermment bodies, CATV operators have to contend
with numerous organizations such as the common carriers, the National Asso-

ciation of Broadcasters, and local interes? groups.

(b) FCC rules and regulations. Two basic sets of rules promul-

gated by the FCC affect the operation of CATV: technical and pclitical-

operational.

The technical rules set minimum standards of performance., These

standards prescribe picture quality as well as the minimum size of a sys-

tem if operated in the top-100 market.

The political-operational rules specify the limitations for
signal lmportation, program origination requirements, limitations on
ownership, rules for pay TV, limitations on the type of program material

shown, etc.
For the alarm industry, two rules are of prime Ilmportance:

(1) Systems built after March 31, 1972, must have
a minimum capacity of 20 television channels
in the forward direction and a plug-in capabil-
ity* for two-way communication of non-voice
channels.

The above requirements apply also to systems
buiit before March 31, 1972, and the conversion
to plug-in, two-way capability must be completed
by March 31, 1977.

. (2)

The 1977 conversion date for all existing systems has been
gseverely criticized by the industry. It has been claimed that it is
economically unrealistic and would impose severe hardship on some systems

operators, It is generally acknowledged in the CATV industry that the

Al

1k * » (3 +
L.e., provision for connector plugs for reverse amplifier/filger modules.
LR
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1977 rule will be relaxed in order to ease the‘financial burden on the
CATV operators, 'However, natural obsolescence makes it virtuaily certain
that by 1985 all operating systems will have the two-way capability. It
was stated earlier that in 1972 about 10 percent of the capacity was
installed before the critical 1972 FCC deadline. However, even before

the FCC ruling, several forward-looking larger systems operators purchased
their systems with the add-on two-way capability. Thus, only a small per-
centage of the larger cities would come within the 1977 rule under which

the conversion to two-way capability would involve major modification or

L

perhaps replacement of the CATV system.

For systems built after 1972, implementation of 20—channei
capacity and reverse-transmission capability represent only a nominal
financial burden., For years, in expectation of two-way communications,
the industry has supplied quality equipment with a minimum capac * : of
20 channels; therefore, all major manufacturers implemented design modi-
fications to provide two-way services. For such newer systems it may be
relatively simple and not very costly to add the reverse-transmission

capability; this is a feature of prime importance to the alarm industry

"if the use of CATV is to be considéred.

o+

6., Conclusions. The CATV medium appears one of the most promising
for alarm signal transmission through the 1980s in those ‘areas where wide-
spread CATV coverage exists, particularly if two-way capability is imple-
mented for other (non-alarm) applications. The degree of utilization of
this medium depends on realization of its growth forecasts. (Best avail-
able forecasts are: 75 percent of households in the qnited States will
be fronted by CATV in the mid-1980s). The actual growth of this medium
and widespread implementat;on of the .two-way capability will depend on

economic viability, and only in lesser degree on FCC regulations,
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E. Radio Frequency

1. Introduction. The radio frequency (RF) medium has the unique

characteristic that it is within the publicidomain and is not under the
administrative control of other parties. For alarm system operations
this has the advantage that users of radio-frequency communications links
do not have to depend on others to provide the basic transmiséion medium.,
However, the use of radio frequency is stringently regulated by the FCC
and there is presently no FCC gervice category specifically assigned to
large-scale security alarm signal transmission (although it is possible
that such transmission could come under some existing subcategory).

2, Description of the medium. In contrast to other media, the

radio=frequency medium is not constrained by‘the physical layout of wire
or cable networks. This allows a measure of flexibility in alarm gystem
design and implementation that is unique to this medium, However, the use
of radio as a means of communicating non-verbal messages is not without
its problems. Propagation conditions, such as skip, fading, ducting, and
multlpath must be taken into account in the design and installation of
transmission links. Moreover, radio receptions are subject to interference
from transmitters operating in’ adjacent frequency bands (or ones that are
hérmonically'related), to spurious radiations (e.g., electrical ﬁachinery,
‘ignition goise, etc.), and to atmospheric disturbances. For these reasonms,
receiver design and choice of operating frequency are important if false
alarms and/or missed messages gre';o be minimized. However, for alarm
applicat;on, receiver performance (i.e., selectivity And sensitivity) is
coﬂs;iained by eéconomic considerations and the choice of operating fre-

quenc&‘is constrained by existing allocations of frequencies for other

"sarvices.,
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The radio frequency medium has not been used extensively for security
alarm systems because of the cost involved. Available radio equipment
suitable for alarm transmission is designed primarily for licensed-service
,!ete.).

in special applications (e.g., police "stake-out

FCC rules pre-
scribe an annual check and test of performance of licensed operation above
3 W, and this type of operation increases significantly thé cost of a
radio alarm system, A substantial part of this cost could be eliminated
if a system were available that did not require licensed operation., At
present non-licensed operation is oaly possible i1f the radio transmitters -
meet the requirements for "Low Power Communications Devices" (FCC Rules”
and Regulations, Vol, II, Part 15, Subpart E).

3. Alarm application. The results of the study showed that two

simple RF communication netting configurations coﬁld satisfy the require-
ments of alarm signéi transmission: single cell netting and multicell,
or cellular netting. Single cell has the advantages of simplicity and

of lower initial RF equipment costs compared with cellular netting.-
Cellular netting on the other hand appears to have the advantage of lower
opefating cost.,

. (a) Single-cell netting, D&rect netting between the central

tation and the subscriber is generally known as the single-cell nettlng
(i.e., the central station and subscriber units transmit the RF signals
to each othnr directly, w1th repeater stations used only to relay the sig-
nal to and f;om blind spots). To minimize the number of repeater stations,
t@e antennas of the central station must be located at a high elevation
site overlooking thé area to be covered (such as on top of a hill or tall
building). This‘is‘to overcome signal attenuation due to physical obstruc-

tions in urban and suburban environments.
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Typical communication components for a single-cell system in-

clude the following!:

s Central station eqﬁipment, including antenna sys-
tems, a transceiver, and L modem for interfacing
signals from communication equipment with the cen-
tral station alarm equipment., The modem receives
signals from the communication equipment and comn-=
verts them into a form suitable for interfacing
with the alarm equipment, e.g., frequency shift
keying (FSK) a tone to a form suitable for process-
ing (e.g., digital processing).

e Repeater stations, consisting of two transceivers
and two antenna systems, one for transmitting and
receiving signals to and from the blind spot areas
and another to transmit/receive from the central
station.

¢« Subgscriber's RF equipment, including an FM trans-
ceiver connected to the alarm equipment via a
modem.,
With this netting method, the subseriber's RF equipment would

be located within the subscriber's premises and the antenna would be

placed on top of the roof or directly underneath it.

(b) Cellular nettiné. The cellular system divides the coverage

area. of a central §tation’into small areas or cells. Within each cell is
a local monitoring station that monitors all transmitters within its area.
The local monitoring stations receive éignais from subscribers and retrans-
mit them to the alarm central station through leased telephone lines. For
a.polling system using the cellular petting configuration, the central
station would use transmitters ﬁifh sufficient power to cover all cells

in the system. To overcome signal attenuationm, as in.the single=-cell

gystem, the central station antenna must also he located at a high ele-

vation.
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The communication components for subscribers and the central

station would be the same as for a single cell system with the addition

of local monitoring stations for each czll, leased telephone lines to a !
multiport bridge at the local telephone exchange, and a priwvate line from

the bridge to the alarm central statiom.

The results of the study indicated that the annual cglibration

of subscriber transmitters required by the FCC increases the operating

costs of an RF alarm transmission system. This could be eliminated if

-

10 *
the transmitter power were below 3 W, Cellular netting would allow the,

subscriber's transmitter to operate at low output power because the dis- %@

tances would be relatively shorter (i.e., than a single cell): %

The single cell netting configuration with transmitter output

power in excess of 3 W was used in the cost analysis (Chapter 3) because
of its simplicity and lower initial RF communication equipment investment

cost.

4, Technical considerations

(a) Operating frequency and transmitter output power. In

general, in short range communications (as for alarm signaling), RF equip-

ment operating at-a frequency between &bout 50 MHz to about 1000 MHz ap~

pears to be suitable. At frequencies below 50 MHz, RF interference becomes
a problem; above 1000 MHz, a combination nf factors including inc¢reased %

signal attenuation makes these frequencies unattractive,.

The reliability requirements for alarm signal transmission and ;
other major technical requirements for a RF transmission sysfém were in-
vestigated in the studyulo The most important requirement was found to be é
the transmitter power of subscriber equipment. It was foﬁnd that to over-
come transmission path losses and RF interference, transmitter power be-

tween 1 and 10 W would be adequate. This conclusion is based on a number
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S S of factors that were taken into account including: receiver performance | equipment is usually simpler and lower in cost than PSK equipment, and

wo ; ; : ’ i ted transmission t : . o
S (e.g., sensitivity), antenna characteristics and the expec , therefore it is more suitable for a low cost alarm system. :

' path losses (i.e., free space and obstructi%ns), RF interference, and the

gt

required signal quality. However, at frequencies below about 500 MHz the (ch Resistance to defeat. The RF system is susceptible to

transmission system analysis showed that the manmade RF interference be- tampering by various methods. For example; it may be defeated by the

comes increasingly severe and that is then the major factor that determines ‘ following means: . ; ‘f:‘o

the power requirements, rather than receiver sensitivity.
* The electrical power into the building can be

-

;

cut off, }

. : 4 . j

. (b) Signal distortion and fluctuation. Physical obstructions in ; * The antenna could be put out of operation by Y |
urban and metropolitan areas (buildings, etc.) cause multipath propagation, | covering it with a large piece of metal (such ’ ©

@

as a large trash can), by short circuiting it i
to the ground, or by cutting the transmission i
received signal and causing the received signal strength to fluctuate. : line. %

which affects the reliability of RF signal transmission by distorting the

%3

/é oo v : : * The receiver could be jammed by RF vadiation,

Signal distortion. The multipath effect distorts the re-

The resistance of the system to various forms of attack can be increased

% , ceived signal by superposition of signals traveling through different ; by the following means:

: : péths and arriving at the input of the receiver at different times (time- ,
Ce | : o ) 1 * Equipping the subscriber unit with a standby
‘ o delay-spreading). Measurements conducted by SRI show tha? time-delay ! pover supply.

spreading of approximately 5 to 6 psec can be expected in urban/suburban * Placing subscriber antennas in an inaccessibie

environments. Therefore, to take into account the signal distortion that f : location, e.g., h%gh up on a roof top or under
4 a roof,

&

can cause message errors, the transmitted signals should be spaced more

bt TN S i e < eae

than 6 usec apart, i.e.,, signal bits should be transmitted 6 psec or murs There is no easy method to jncrease system resistance against

after the preceding bit. jamming, The general practice used to resist jamming is to change the

operating frequency,jor to increase the transmitter power above the jamming

Signal fluctuation. Multipath propagation causes the re- power, but these methods are impractical, . i i

ceived sigﬁal to fluctuate continuously or to fade because the motion of

[P

automobiles, aircraft, and other moving objects changes the signal paths. 5. Cost factors. The major cost of the RF communication medium is

e B

To meet the reliabiliﬁy requirements for alarm signal ‘transmission under the initial cost of the subscriber's communication equipment and installa-

; ; these conditions, frequency shift keying (FSK) or phase shift keying (PSK) | tion. The equipment cost is closely related to the quantity of production
! T; , .
Z ! modulation must be used for signaling. These techniques are less affected | and the distribution method. The off-the-shelf price for a radio trans-
. 3 by signal fading than on/off keying (i.e., amplitude modulation). FSK ] ceiver with an output power in the range of 1 to 10 W is between approximately
s , 56 57 -
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$100 and $2000% (depeniing on complexity, quantity produced, etc.). The
price range of a modem for interfacing alarm equipment with RF equipment
can be between $100 and $2000 or more depending on signaling rate. Develop~
ment of subscriber equipment that combines trgnéceiver and modem could re-
duce cost to the'subscriber considerablyq An optimistic estimate, based ot
mass production, gnd large quantity distribution and use, is $100 for an

RF transceiver and a modem and about $15 for a subscriber antenna system

(e.g., based on a monopole, ground-plane antenna, currently made in large

quantities). R

The labor cost for installing a subscriber unit is estimated on the
basis of one half-day's work for each installation (i.e., about $80).T
. :

Four hours are estimatéd for the maintenance per subscriber unit per year.

The labor cost is estimated at $20 per hour.

The cost of central station communication equipment includes the cost
of an antenna and a steel mast, two heavy-duty transceivers, a standby
power supply, and a modem. The aperating costs include the rent for an
antenna site and a small building for housing the RF equipment and the
monthly charge for electricity. Cost zstimates for each item are $1000
for the antenna system, $1000 for the RF equipment and a standby power
supply, $100 for the modem, $100 per month for the rent of an antenna
site and small building, and $10 per montﬁ for thz clectrizicy., The

operating costs for central station equipment also include the cost of

%
See Referenmce 10.

This estimate includes transportation to and from the subscriber’'s
premises, installation of the antenna and the RF equlpment, and cali-
bration of the transmitter power.

*A55uming that a malfunctioning unit will be replaced with a rebuilt
unit, and the cost of spare parts for rebuilding the subscriber's
equipment is estimated as 5 percent of the total communication equip-
ment cost per year per Enxt.
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spare parts and maintenance (i.e., 5 percent of the equipment cost for

spare parts).

6, Regulation and policy. An alarm transmission sywtem using
RF requires licensing by tlie Federal Communications Commission (i.e.,
unless it can meet the requirements for certain non-licensed categories

gset forth in FCC Rules and Regulatiomns, Vol, II, Part 15, Subpart E).

The FCC issues licenses, allocates and assigns frequencies, and regulates
the operation of all radio stations. The results of this study show.that

these regulations® could greatly affect the design and operation of an

RF alarm transmission system,

The FCC has allocated nine radio channels for radio alarm operation

under Business Radio Service (Volume V, Part 91). Because it is expected

that an alarm transmission system will employ digital transmission, the

FCC Rules and Regulaticns regarding this type of transmission shauld be

investigated with regard to the specific design and proposed implementa-
tion of any alarm transmission system using digital signaling. At present,

FCC Rules and Regulations, Vol. V, Part 91, Subpart 91,113, require that a

separgtion of 75 miles between any digital system and co=-channel voice
systems with station identification be made periodically by voice announce-

ment., ' Although the Business Radio Sé%vice represents the best possibility

*
FCC regulations pertinent to RF alarm signaling are those listed in
FCC Rules and Regulations, Vol, II, Part 2, Frequency Allocations and
Radio Treaty Matters; General Rules and Regulatioms, Vol. V, Part 89,
Public Safety Radio Services, and Part 91, Industrial Radio Services,

.r

This is required by FCC Rule 91,152(a), However, if in the opinion of
the FCC, alarm signaling can be categorized as telemétering (e.g.,
under the 'Definitions,” Part 91, Industrial Radio Service, FCC Rules
and Regulations, Vol. V, exception from the requirements for station

identification [91.152¢ta)] may'be considered in specific imstances
(by FCC) on request.
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for {rmmadiats channel access for radio alaxm,transmission, there are other

possibilities for acquiring the needed channels a@) these possibilities

' 1% The m rair ' blem of
were investigated in the study. The major‘ccnstralnt is the problem

slipgibilicy for antry~iﬁto existing services. The service categories

lnto whigh &n alarm ~ignal transmission system could gain en%ry are:

o pPubtic safety service (Volume V, Part 89, FCC Rules
and Regulations).

¢ UHF TV channels and reserve emergency pools in the
470-512 Mz band,

o Land mcbile frequencies in 806 to 902 MHz band,

s Radivs call box fraquencles in 72 to 76 and 450 MHz
_bands assigned to local government service,

R Band from 1427 te 1435 MHz for telemetry and base
station telecommand servica_with-all‘operations
.+ gecondary to fedaval government sarvice.

7. {onclusions and recommendations, From a technical standpoint,

the R¥ medfum can be usad‘fcr alarm signal transmission and can be designed

L ptowidﬁ thas vequired transmission reliability with reasonably high’resis-%

tance to tamparing.

There are other factors, however, chiefly financial
and regulatory, that would affect the selection of this medium for alarm

signal transmiasion. o

The oparat_ g cost of RF transmission systems is directly related to
tha costs of aguipment, installation, and maidtenangé. The cost of RF
squigment and modem is betveen $100 and $2000* or more each, depending
on cowplexity, signaling rate, quantify produced, and so forth. The cost
analysis of RF transmission Systems shows that the cost of operating an
R¥ pransmission aystem is relatively higher than the other media investi=-
ga&ad,lalghaugh‘uhu eyrrent lower~bound costs of an RF transceivef'énd a

wodem were used in the analysis.

. )
Raeference 11,
80
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'A: present, the FCC has allocated nine radio channels for radio

.alarm operation vider the category of Business Radio Service. Because

it is expected that a= alarm transmission system will employ digital

transmission, the FCC Rules and Regulations regarding this type of trans-

mission should be investigated with regard to the specific design and

. . . o ., k . R ‘5;
propogsed implementation of any alarm transmission system using digital Yo PSS AR
3 . . ¥

signaling.

Under the FCC requirements for Transmitter Measurements, an annual
calibration of transmitters 'is required for transmitters with an outp&t , b o f”f” ;}
power in excess of 3 W. For operations with an output power below this ? -

level, this calibration is not required: consequently, the portion of the
operating cost required for calibration is eliminated. Similarly, for
operation under the Low Power Communication Devices category, the cost of

an annual transmitter calibration 1s also avoided,

Operation ¢f an alarm system using transmitters with an output power
below 3 W, including those transmitters qualified for non-licensed opera-
tion, would require an additional evaluation to determine the transmission

reliability for alarm signaling,

I1f it is feasible to operate RF alarm systems reliably using trans-
mitters with an output power below therlevel requiring an annual calibra- e e

tion and that meet the relevant FCC requireménts, further equipment de-

velopment aimed at improvement in equipment reliability (i.e., long MIBF L o

and cost reduction) may be warranted.
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¥, Other Transmission Yedia

In addition to the four major transmission media that were explored
{r depth in this study, additional media had geen suggested from time to
time for alarm signal transmigsion; some of these fall into the "unusual”

pr "exotic” category. These media include the following:

« Lasers, both optical and infrared
s Mierowave (radic frequencies above 1 GHz)
* QOptic fibers

¢ Water Lines (using pressure transducers).

The analysis of these communications techniques consisted primarily of a re-
visw of previous SRI communications studies,’®'*® and a cursory review of
possible recent advances in the state of the art. It was concluded that,
while the £i-4t three of the media listed above offer very wide bandwidth
(and data wate) capability, the bandwidth requirements for alaia signal
pransnlesicen are very modest and can be easily satisfied by more conven-
giongl means, Furthermore, laser and, to some extent, microwave links
‘ aﬁdr&uiﬁz in the lower atmosphere would be susceptible to interruption by
bxfda{ améké, fog, réin, and snow. iMareover, the first three media cannot
gompatae in the foresecable fuhuré‘in terms of cost with telephone lides,
CATV, or radio (below 1 GHz). The feasihility of transmission of signal
by pressure changes in water lines was ,riefly analyzed in Reference 1z,
It was ccucluded‘ﬁhat this ngchniqué is impractical, |
" Raeant press releases have indicated that some cities (e.g., Detroit)
Ara currently experimenting with burglar alamms actuating strobe Iights on
chﬁ:romfg of Mijor bulldings; flasﬁing strobe lights indicate a "burglary
in pragxasa" status to alrbornme police helicqptor patrols. SRI did not
avaluate the cost-effectiveness of this method., However, previous studies
far the U.5. mrméd forces and police departments have indicated that the
mpﬁvauiﬂmnl'ﬁaab~aﬁ can%}nngs airxborne patrziiing is very high. Use of

I
i
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other types of possible receiving platforms,

tops, etec., was not investigated.

In conclusion,

media, other than the four media treated in depth in this study
. ’

a hope of becoming practical and low-cost alternatives for

alarm signals in the foreseeable ‘future,

such as tall buildings, hill-

SRI was unable to identify any additional transmission

transmission of

that offer

@ i e v
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CHAPTER 3, COMPARATIVE EVALUATION

A, Introduction .

The characterlzatlon of each transmission medium given in Chapter 2
provides a basis for the comparison of the media for the intended applica~
tion. The primary objective of the evaluation was to delineate the relatlve )
advantages and disadvantages of each medium and the individual systems that
are, or could be, used in conjunction with a particular medium. Tr per-
form a comparative evaluation, it is first necessary to:

* Identify, specifically, the alternative media/systems thaf
are to be compared.

¢ Identify those parameters that (a) form a cevmon ground for
comparison and (b) have relatively high rels ¢vance to future
decisions regarding which media/system are vest suited for
various types of alarm and response Ssystems,

B. Media Selected for Comparative Evaluation

0f the four media considered in the study, power lines were eliminated
from further consideration for the reagons given in Chapter 2. The fe-
maining three, telephone and CATV networks and the radio medium, were con-
sidered to be potentially viable élternatives for alarm transmission and
were subjected to comparative evaluation. The following specific media/
systems were considered in the evaluation as candidates for current, near-

term, or long-term alarm systems.,
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Tranamission Medium System

Telephone net- Series loop system
work (e.g., McCulloh loop)

*
Direct connect%on

Multiport bridge*--one sub-
scriber per port

*
Multiport bridge --ten sub-
scribers per port (nodule
concept) :

Auto-dialer; subscriber owned

Auto-dialer, leased from a
telephone company

* (Cable television Radio frequency carrier
networi (using two-way transmission)
* Radio Single-cell, two-way, frequency-

shift keying

C. Technical Requirements and Media Capability

The comparative evaluation was predicated on the capability of the
transmission medium to meet certain technical requirements that are derived
from the operational needs of the security system and that are independent
of the medium., The primary parameters that quantify ttese requi;ements

-+

arve the following: -

* The data rate capacity of the medium, which is directly
related to the available bandwidth.

* The probability of false alarm, or undetected true alarms,
both of which are related to the signal-to-noise (S/N)
vatio, The desired S/N ratio in turn determines the signal
power'requiremenCS. It should be noted that only the
transmission~medium-generated false alarms have been

*Suitable, or modified, to use voice/data grade telephone channel
(3002 seriles).
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. considered; false alarmi caused by human error are outside

the scope of the study.”

1. Required data rates. After an extensive review of a wide

spectrum of alarm signaling cdh.cepts,l4 SRI selected two as prime candi-

dates' for the alarm signal traﬁsmission application:

(a) Alarm reporting with periodic self-re

mission.

(b) Direct sequential.pqllihg with verification, in which"
polling scan is iuterrupted when an alarm message is
received; the subscriber station is then reinterrogated.
This scheme was selected as a high-reliability,
to-tampering, alternative since it provides continuous

line supervision.

Clearly, the latter- concept (b) requires a higher data rate capability

than the former;

false alarms due to the high traffic volume resulting from continuous
polling of subscribers. For these reasons, direct sequential polling

(with or without verification) was selected for the evaluatics of the

traffic rate requirements.

The Underwriters' Laboratories requirements for Grade A and B

approval for alarm systems state that:

* The size of the UL approved alarm systems must not exceed

1000 subscribers per central station.

¢ The time lapse between the occurrence of a status change
and the recording of that change at the central station

cannot exceed 90 sec.

"The human-error-caused false alarms represent, perhaps, the single major
obstacle to wide-spread acceptance and implementation of burglar alarms.

This problem is still awaiting a solution.
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porting of status;
a low-cost alternative, requiring only one-way trans-

resistant-

also, it is more promne to transmission-medium-generated
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Supporting analyses conducted by SRI*%'1® have shown that the above UL

requirements can be satisfied for 1000 subscribers per system with data'
rates as low as, perhaps, 240 bits/sec. The c?ndidate t?énSmlSSlon med%a
exceed these modest data rate requirements by at least one order of magni-
tude. For example, the data rate capacity of the telephone 3902 voice-
grade lines (unloaded) is at least 2400 bits/sec. Even higher data rates
can be supported by the CATV mediqm.

2 Media-generated false alarms. As in the evaluation of data rate

requirements, polling systems with 1000 subscribers were used 1ln the
analysis of media-generated false alarms. Two types of errors have been

&
evalugted:t

e False alarms (i.e., type 1l errors)

¢ Undetected true alarms (type 2 error).

The expected frequency of both of these types of errors can be determined
on the basis of the single-bit error rates for each of the c¢andidate media.
The single-bit error rates for the telephone medium, quoted by the tele-

3

phone company, may range from 10-5 (on the average, one bit in error out

k;

of every 100,000) to the worst case of 10~ (one error bit in every

1000). Error rates of this magnitude or_less can be achieved by the radio

.

medium and especlally the CATV medium.

Reference 15 shows that even for the worst-case bit error rate (10 3),
very low medium-generated false alarm rates (of the order of one in every
few years) can be achieved even for polling systems containing up to 1000
subscribers through the implementation of such features as (1) a require-
ment of two consecutive alarm messages (or a verification message) before

an alarm report can be generated, and (2) use of additional bits in the

: i icrowave links.
*For long-distance transmission, inyqlving several mi
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status message for error detection.

a

These achievable, low, medium- |

generated false alarm rates are many orders of magnitude below those

caused by human error, as is demonstrated by the experience of central

station operators and police departments,l®: 17

Non-detection of true alarms (type-2 errors) has been shown'®

to be
even less frequent;

a true alarm going undetected is expected to occur

Lo
once in a period well exceeding the lifetime of the equipment, R

5

The capability of the .transmission media subjected -
to comparative evaluation,

3. Conclusions.
~Pnciusions

in terms of data rate capacity and expected

1)

error rate, exceeds by a wide margin the rather modest requirements imposed

by alarm signal traffic. Since the telephone, cable television,

media appear to be in no way con

and radio

strained for alarm signaling applications

by the available data rates or the error rates, these two parameters were

omitted in the comparative evaluation of the transmission media,

Parameters Used in the Comparative Evaluation

A relatively large number of transmission system parameters were
considered in the study. The parameters that evolved as being the most

important, from the standpoint of a comparative evaluation, are listed

%
below:

* Technical requirements

Status of candidate systems (state of the art)

* Depenidence on other services ;
* Availability f
* Expansion potential

* Reliability, ingluding resistance to tampering

cem
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eter because in most cases (except for the non-telco dialer) the interface
requirements are similar, When such requirements are different (i.e., : {
non-telco dialer), they are reflected in the system cost,
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. each parameter and (b) how this significance may change under some circum-

o Regulatory and policy constraints

L] COSt.

It was found that all of the potentially viable media/systems could
perform in a satisfactory manner to meet the purely technical requirements
such as traffic and error rates, range, and siﬂilar communications-related
parameters, Conversely, cost was fbund-to be the single parameter that
varies to the greatgst extent depending on which of the media/systems are
being compared. For this reason costs for the principal candidate media/

systems were analyzed in depth,.

Section E, following, presents the method and results of the technical
comparative evaluation; Section F presents the method and results of the

cost comparison.

E. Evaluation of Technical and Other Non-Cost Parameters

1. Method. 1In the comparative evaluation emphasis was placed on
practical utility (and cost) because of the intended applicaticn of ex-
ternal alarm transmission to low- and middle~-income population areas.
While every effort was made to indicate the relative significance of the
transmission system parameters, no numerical weighting coefficients were
used and no overall numerical scores were computed for the competing
transmission media systems. In studies of this type there is the tempta-
tion to quantify all relevant parametersTon a common scale to form a
basis for overall numerical scoring. SRI did not use this approach be-
cause many of the system parameters either simply cannot be quantified or
may be subject to unexpected changes (e.g., in policy or regulations), or
their importance may vary under different circumstances. Instead, SRI
compared the transmission media/systemé on the basis of each system
parameter individually and indicated: (a) the relative significance of
stances (e.g., sensitivity to factors such as population density, pene-

tration levels for alarm systems, etc.).
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In many instances, we found it impractical to compare media/systems

on any basis other than the collective best judgment of a panel of experts

which included, but was not limited to, the study team members In this

regard, the method selected for approaching the problem of comparative

evaluation was a simplified version of the Delphi method developed by

0. Hel ton,” i
mer of tkhe RAND Corporation. In brief, the Delphi approach uses

the following sequential questioning process:

* A series of questions sbout a particular problem is asked

independently of each member of an expert group,

Responses are analyzed and a summary of the comsensus is
prepared,

Each person questioned is given his original answers and
the consensus report and asked if he wishes to ch

. ‘ ange an
responses in light of the consensus. ) 7

* Each respondent i's asked to explain any of his answers that
diff?r significantly from the consensus, identifying
particularly any special knowledge available only to him

2. Results. Table 4 pPresents the results of the comparative evalua-

tion for the candidate media/systems. Cprfespénding results are shown in

Table 4 for the cross-town power lines medium solely to emphasize the

reasons for its elimination.
« +

The evaluation parameters shown in Table 4 are defined as follows:

* Status--Degree of readiness or availabilit

components; state of the art,

e Availability to subscribers--Degree of likelihood--in 1975
and in mid-1980s--that a potential subscriber selec;ed at
random from the entire country could avail himself of the
alam service using the particular medium/system,

y of hardware and

A structured method of evaluation using consensus of opinions of experts!®
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e Regulatory and policy constraints

L] Cost.

It was found that all of the potentiélly viable media/systems could
) perform in a satisfactory manner to meet the purely technical requirements
such as traffic and error rates, range, and sgmilar communications-related
parameters, Conversely, cost was found to be the single parameter that
varies to the greatest extent dependiﬁg on which of the media/systems are
being compared. For this reason costs for the principal candidate media/

systems were analyzed in depth.

Section E, following, presents the method and results of the technical

comparative evaluation; Section F presents the method and results of the

cost comparisom. .

E. Evaluationvof Technical and Other Non-Cost Parameters

1. Method. In the comparative evaluation emphasis was placed on

practical utility (and cost) because of the intended applicatioﬁ of ex-
ternal alarm transmission to low- and middle-income population areas.
While every effort was made to indicate the relative significénce of the
transmission system parameters, no numerical weighting coefficients were

used and no overall numerical scores were computed for the competing

transmission media systems. In studies of this type fhere is the tempta-
tion to quantify all relevant parametersfon a common scale to form a
basis for overall aumerical scoring. SRI did not use this approach be-
cause many of the sysﬁem parameters either simply cannot be quantified or

may be subject to unexpected changes (e.g., in policy or regulations), or

‘their importance may vary under different circumstances. Instead, SRI

compared the transmission media/systems on the bésis qf each system
parameter individually and indicated: (a) the relative significance of
each parameter and (b) how this significance may chaﬁge under some circum-
stances (e.g.,‘sensitivity to factors such as population density, pene-

tration levels for alarh systems,. etc.).

e
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In many instances, we found it impractical to compafe media)sysﬁemﬁ'

which included, but was not 1imitéd to, the studyvteam members. In this
regard, thg method selected for approaching'the problem of comparative
evaluation was a s;mpLified vérsidn of ‘the Delphi method developed by
0. Helmer of the RAND Corporation.* In brief, the Delphi appfoach uses
the foglowing sequential questioning process: '
. é series of questions about a particular prbbiem is asked
1ndependen;1y~of each member of an expert group. ‘

Responses are analyzed and a summary of the consénsus is
prepared.

E;ch person questioned is given his original answers and
the consensus report and asked if he wishes to change any
responses in light of the consensus.

Bach respondent-is asked to explain any of his answers that
differ. significantly from the consensus, identifying
particularly any special knowledge available only to him

2., Results. Table 4 presents the results of the comparative evalua-

tion for the candidate media/systems.. Correspbnding results are shown in

Table .4 for the cross-town power lines medium solely to emphasize the.

reasons for its elimination.
) +

The evaluation parameters shown in Table 4 are defined as follows:

Status--Degree of readiness or availability of hardware and
components; state of the art.

Avg;lab;%ity to subscribers--Degree of likelihood--in 1975
and in mid-1980s--that a potential subscriber selected at
random from the entire country could avail himself of the
alarm service using the particular medium/system,

)
A structured method of evaluation using consensus of opinions of experts18
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on any basis other than ;he collective best judgment of 'a panel of expert;
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1. Method and assumptions. The analysis included the estimation of

sts for current, near-term and long-term systems, Current systems are

those burglar alarm communication methods currently in use by the alarm

industry and others. Near-term systems are technologically feasible

systems that are not now in widespread use but that could be implemented

within the next five years. Long-tern systems are those that are tech-

nologically feasible but that are not expected to be implemented before

the early 1980s (10 to 15 years hence). An equivalent monthly cost for

these current and future systems was computed by dividing the initial

investment required for materials, eguipment, and system installation by

120 months (ten years of operation) and then adding monthly maintenance,

o

equipment lease expenses, and operating profit.

In preparing the estimates, uniformity in the handling of the data

was emphasized to provide media costs that accurately represent the rela-

tive differences between systems. Major assumptions made in the analysis

were the following:

e A uniform subscriber and central station modem ccosts of $100
per unit.

. . S
¢ A 10 percent market penetration estimate.

s Eguivalent 1975 dollars to cost all systems.

e A computed large city population aensity of 2000 households
per square mile (average for the 20 largest U.S. cities).

wren bk nda e B

Wse st Rt

.1-

PR

%
L.e., 10 percent of households are assumed to subscribe to the alarm

service, Other penetration levels were also investigated; however, ex-
cept in the case of the CATV and the radio transmission media, the alarm
transmission costs were found to be largely independent of the penetra-
tion level. Sensitivity of costs of the CATV and the radio systems to
penetration levels are discussed in Section 2(b) below.

Other population densities (i.e., those typical for a suburban town, an
isolated small town, and rural areas) were also considered. The results
indicated that average telephone loop distances vary little between metro-

politan, suburban, and rural- areas (between 0.9 and 1.1 miles was average). |
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¢ A l0-year operating life for all systems,

* A 15 percent compound-interest return on initial investment
in materials, equipment, and installation expenses.* This
return on investment applies if this investment is made by
the alarm companies or some other part of the private sector
(e.g., through lease backs). However, a lower rate of return
may apply if the funding for the initial investment is ob-
tained from other sources, such as government loan or subsidy
or a direct purchase by an individual. This is discussed ’
further in Section 2, below.

¢ For the CATV medium.

For the current and near-term future, it was assumed that "

the total cost of reverse amplifiers and filters must be
borne by the alarm service subscribers; for the far-term
future it was assumed that two-way communication capability
is in place and its costs are sunk. It was further'assumed
tha: alarm system subscribers already subscribe to the
standard TV reception service.

¢ For the radioc medium
Present
Off-the-shelf hardware
Near-term
Long-term

Long-term=--Relaxation of FCG requirement for annual

frequency and power checks and a doubling of the ex-
pected MIBF.

¢ For the telephone medium +

- Dedicated svstems

Present--Current tariff rates for alarm applications.

Near-term--Current tariffs for digital data fransmis-
sion.

Long-term--Doubling of the current tariffs for alarm
service. (Based on statements made by AT&T personnel

regarding the true costs of line installations and
. maintenance.) '

Under certain assumptions, explained in Reference 11, this interest
rate translates to a higher rate.
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- Switched systems

Auto-dialers are assumed to operate over the subscriber's
regular telephone line, a service that is paid for else-
where. Currently, monthly rental costs of $5 have been
assumed for dialers supplied by the ltelephon: companies.

For privately owned (non-telephone company) dialers, an
additional monthly lease cost of $5.50 was assumed for a
coupler, as required by the telephone company.* No® such
devices are required for telephone-company supplied dialers.

2. Results

(a) Equivalent monthly costs. The results of the cost esti-

and 7. The basis for these

mating procedure are shown in Tables 5, 6,
costs are included in Technical Note SDD-TN-118, which shows the conver-

sion of costs per strand mile for CATV, costs per square mile (radio),

and total telephone system costs per household to alarm communications

costs per month per household. Figures 6, 7, and 8 provide a graphical

representation of the data included in Tables 5, 6, and 7.

As shown in Tablas 5 through 7, the monthly expenses are divided

‘e

into three major categories:

Initial investment

e The cost of subscriber modegland interface equipment.

e The prorated (per subscriber) portion of the central
station modem.

e Other material costs.
e Installation.

All of the above require capital outlay at the beginning of
operation.

%
As mentioned earlier, a recent interim ruling (currently disputed in
court), by the California Public Utilities Commission, eliminated this

requirement in that state.. .
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ESTIMATED COSTS PER MONTH--CURRENT
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Table 6

ESTIMATED COSTS PER MONTH~-NEAR TERM
(10% Penetration Level--1975 Dollars)

IS

o ——

g

Should the requirement for the interface equipment for non-telco dialers be eliminated, the costs would
be reduced by the monthly coupler rental cost of $5.50 (under Media Lease Expenses), to a new total of

$6.93.

S
Y

e r— Y N

o 5

Multiport
McCulloh Bridge Telco
. Loop Direct | Multiport with Non-Telco| Leased
Cost Element (dc) Wire Bridge Noduleé Dialexr Dialer | CATV | Radio
Investment
» Materials and equipment
B Central station modem $ 0.83] $ 0.01 $0.01 - w |s0.06) o
Subscribers modem 0.83 0.83 0.08 g % 0.83 %
Line costs -- -- -- 0.08 o » 0.53 o
Interface equipment (Other) - -- 0.01 0.01 i @ @
g 2 2 2
Installation costs E 5 5
Line $0.17 0.17 0.17 0.84 -8 ] 0.20| =2
4 .
Equipment -~ ] w 0.04 v
P b P
Operations g g N g
System maintenance 2.50 1.67 0.50 a a 0.17 a
Maintenance spares -- -- -- P E 0.07 E
Utilities and miscellaneous -- 3;,' » 0.28 ®
Remote site rental (repeater) --
Media lease expenses 5.00 5.00 5.23 0.73
Return on Investment 0.52 5.57 3.13 3.13 5.06 -
Total monthly costs $5.69 $14.901 $11.05 $5.38 $12.43 $8.12 |$7.24 | $18.88
*
Should .the requirement for the interface equipment for non-telco dialers be eliminated, the costs would
be reduced by the monthly coupler rental cost of $5.50 (under Media Lease Expenses), to a new total of
$6.93.
= e T e T - - R T
Table 7
ESTIMATED COSTS PER MONTH--LONG TERM
(10% Penetration Level--1975 Dollars)
Multiport
McCulloh Bridge Telco
c Loop Direct { Multiport with Non-Telco | Leased
ost Element (de) Wire Bridge Nodule Dialer Dialer | CATV | Radioc
Investment
Materials and Equipment )
c .
Subseribore mdin o BRSO e e | g |s0-06s0.01
" en 0.83 0.83 0. 08 g 5 0.83] 0.42
Line costs _— . . 0.08 o
@ Interface equipment (Other) -- -- 0.01 0.01 @ a . 0.52
Installation costs g g
. 5| 8
Line $0.17 0.17] 0.17 0.84 5 - 3 N
Equipment - - ”
. o A 0.041 0.67
Operations @ w
(a4
3 3
Syst aint
y:.» em maintenance 2.50 1.67 0.50 s 5 0.171 1.7
Maintenance spares - - . o o ) 0.07 0
Utilities and miscellaneous -2 - __ . o By 0' 28 0‘ (3)3
Remote site rental (repeater) - -— - . * : 0'50
Media lease expenses 7.00 7.00 7.30 1.00 *
Return on Invest N
nvestment 0.52 5.57 3.13 3.13 2.83 4.93
Total monthl
monthly costs $7.69 $16.90| $13.12 $5.65 $12.43 $8.12 | $4.281 $9.17

Ny A g T

o Lot

)

0 o



i o 2 Tt S, ST e e i A, S

P

Puvn,

Z8

20

-
o

w

COST PER SUBSCRIBER PER MONTH — doliars 1975

£
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3]

[ alonstond
el SO
0.52—t 7777

ll

2.50 5
{ T
6.833 il
e.n\gi?: g%l $0.83%
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017-[

0.25 e 0.60 -

6.29

0.69—

I

0.02—

JOSS
20.833]
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L 1.057

¥
70,67

INITIAL INVESTMENT

Subscriber Modem and Interface Equipment
[ Central Station Modem
Media Material Costs

Media Equipment installation
OPERATING EXPENSE

g 1 Media Lease Expense
[T} System Maintenance, Spares, and Utility Expense

YR
[tz .25] Return on Investment
{15% interest Assumed}

0
DIRECT MULTIPORT N

CONNECTION BRIDGE
TRANSMISSION

McCULLOH
LOOP (dcl

TELCO
OIALER

ON-TELCO
DIALER

SYSTEMS

RAD1O*

*Basic assumption: Ten percent of households in an area will subscribe to alarm service,
{This cost is independent of lease line lenath if wholly within a telephone base rate area.
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ALARM TRANSMISSION SYSTEMS COSTS PER SUBSCRIBER PER MONTH-CURRENT

BRIDGE WITH NODULE

*Basic assumption:
1This cost is independent of laase line length if wholly within a telephone

TRANSMISSICGN SYSTEMS

Ten percent of households jix an area will subscribe to alarm service.

bhasa rate area.

$Should the requirement for the interface equipment for non-telco dialers be eliminated,

the costs would be reduced b, the monthly couplér rental cost of $5.60.
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« that is located on their own premises. Eyen in this case,
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ég' 0 return on investment, becaqsg subscribers must either ‘
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rates to.levels which match current line installation and maintenance

costs. The current telephone tariffs for alarm service (§edicated wire
pair and series loop) have been low. The telephone companies have been
‘ charging their customers on the basis of ﬁ?e cfass of‘qtilization of the
medium, such as alarm service, teleéraph/telemetry% voice and digital
data transmission, with the last class commanding the highest tariffs.

As indicated, mon;hiy line lease expenses for alarm signal transmission
could be increased to match current tariffs for digital data transmission

¥
service by 1980 (because both use voice grade channels) and could double

the cutrent costs within 10 to 15 years.

y As shown in Figure 6 dc series loop systems are currently the

lowest-cost communications media used in reporting burglar alarms. However, |

due to préferential telephone utility company rates, the automatic dialers
and the multiport bridge systems (typified by the Larse system) are also
very low cost. If these preferential rates.are to match the tariffs for
digital data transmission over the next five years, monthly rates will be
increased to those shown in Figure 7. This figure also indicates that
even thougg the cable TV medium bears thé full cost of reverse amplifiers
and filters, it will be a relatively low cost system in the near future.
Figure 7 also indicates that the multiport bridge system modified to allow
the connection of 10 subscriber lines totone subscriber model within a
local neighborhood or apartmeht complex wil} be a relatively low-cost
alternative. The use of this‘nodule concept as well as d¢ loops, auto-
matic diafers, and CATV reverée amplification are expected to proyide the
lowest-cost methods of communication over the near term. As shown in
Figure 8, the avaflability\of CATV systems with reverse amplification
capabilities in place and multiport bridge-nodule systems are expected to
provide the lowest cost methods of alarm transmission over the next 10 to

15 years.

% ’l‘(a
In constant 1975 dollars.

86

.

<

Radio systems are currently comparatively very expensive because
of high initial équipment costs (necessitating a correspondingly large
return on investment to the alarm industry) and because of FCC requirements
for additional maintenance and annual transmitter calibration. If large-
scale-integration components are developed specifically for alarm signal
transmission, they could reduce the cost of RF transmission and modem
equipment, improve radio system reliability, and reduce radio system costs
of operation. Initial equipment costs (transmission and modem units)

1

could potentially be reduced by 50 percent over the next 10 to 15 years,

(b) Sensitivity of costs .to population density and penetration

level. Only two of the transmission media studied, radio and CATV, are
highly sensitive to population densities and the range of variations in

communication distances found between metropolitan and rural areas,

+. Figures 9 and 10 show the;effects of variations in population densities

and penetration leQel on CATV and radio:system costs, The CATV and radio
costs assume near-term operations within the ﬁext 5 years and the TV costs
include the expenses incurred in installing reverse amplifiers and filters
at the time of‘cable installation for conventional TV transmission. As
shown, the cost of‘alarm transmission over TV cable can be reduced sig-
nificantly by increases in the "penetration level," which is defined as
the éércentage of potential households served. As indicated in Figure 10,
monthly costs<per household can be reduced more than 50 percent by in-

creasing penetration levels from 10 to 50 percent,

(c¢) Present value. Another standard method of comparing system

costs is to calculate the present value of expenditurés using an assumed
minimum acceptable rate of return. This method gives full weight to the
time value of money awl equates varying expenditures over the service life

of the system. The present-value method was also used in the analysis,
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an& the systems ranking based on the comparative costs agree fully with

those based on the equivalent-monthly-cost method presented here. The

present-value results can be found in Referenceill.

G. Ranking of Evaluation Parameters

-

The two most imbortant parameters in evaluating competing candidate

transmission media/systems are availability and cost.

Several parameters in Table 4 are directly related to, and may, in

fact, determine availability of the medium. These are: status of the

media/systems, regulatory and policy constraints (such as two-way CATIV

capability), and deﬁendence on other services (such as interactive two-way

services for CATV).

Parameters that are of secondary importance are reliability, (which,

in turn embraces resistance to tampering) and expansion (growth) potential.

Parameters judged to be of minor importance in selecting alarm trans-

mission media include bandwidth (and, consequently, the data rate capacity), |

and error rate (and, consequently, the medium-generated false alarm rate).

The three primary candidate media, telephon@, CATV and radio, can easily
satisfy ﬁhé rather modest data rate requirements for alarm signal trans-
mission. Medium-generated false alarms dan be easily reduced or even
virtually eliminated through minimal applications of error detection/

correction techniques.
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CH.APTEEi 4, CONCLUSIONS AND RECOMMENDATIONS

On the basis of the results of this study of four potential alarm
transmission media (power lines, radio, CATV, and telephone), the follow-

ing principal conclusions and recommendations are drawn.

A, Conclusions .

1. Media showing no or limited promise (or otherwise comstrained)

o Cross~town power lines are not available as a trans-
mission medium. Even if available, their use could
involve severe technical. problems.

¢ Currently available or readily achievable radio systems
are too costly to compete with telephone or CATV media.
This is, due to the high equipment costs, as well as the
high maintenance costs resulting, in part, from the FCC
requirements for licensed operation (for output power in
excess of 3 W). In order for the RF medium to be cost/
effective for alarm signal transmission, one would need
to develop an implementation scheme that would feature
long MIBF, ease of installation, and operation at a RF
power level of less than 3 W. A capability for channel
supervision is also required. The implementation of the
improvements listed above is essential to lowering of
the RF system equipment, installation, and maintenance
_costs. to levels where the RF medium costs may begin to j

CATV medium. This study did not establish whether the

RF power levels below 3 W and those permissible for non-
licensed operation can be sufficient for reliable ‘trans-
mission of alarm signals. In the absence of breakthroughs
in RF system costs and simplification of operation require-
i ments, (regarding FCC regulations), radio appears to show
little promise as a potentially cost/effective alternative,

¢ Unconventional media such as lasers, microwave, optic
fibers, and water lines appear impractical and/or
costly. ‘
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2, Media showing good promise. The study focused on the best trans-

mission system alternatives for two categories of burglgr alarm service:
Conventional, commercial, high-reliability alaﬁm service, and low-cost,
residential/small-business alarm service, suitable for low-income sub-

scribers.

(a) Conventional, commercial alarm service. The systems that

appear promising through the 1980s are:

o Telephone--multiport bridge systems (particularly the
AT&T "closed window'" bridge under development).

¢ CATV--in those areas where widespread CATV coverage
;;;:t§} particularly i£ and when two-way capability is
implemented for other (non-alarm) applications. The
degree of utilization of this medium depends on realiza-
tion of its growth forecasts. (Best available forecasts
are: 75 percent of households in the United States will
be fronted by CATV in the mid-1980s.) The actual growth
of this medium and widespread implementation of two-way
capability will depend on economic viability, and only in
lesser degree on FCC regulations. The technology of
interactive services, including that of CATV trans-
mission, is well developed.

(b) Low=cost burglar alarm service. The promising systems in-

+

clude:

¢ Telephope--auto-dialer systems. These represent a

universally available, low-cost solution, although
some problems may still exist, including low relia=
bility and the fact that some municipalities have
outlawed this form of alarm service to summon the
poliée.* Although practically all desirable features
may already have been incorporated into some existing

*The reasons for this include potential saturation of police communications
through false alarms, particularly in.the event of electrical storms,
earthquakes, or other phfnomena that might trigger automatic alarms; also
unwillingness tec accept recorded messages. See Reference 20,
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auto-dialers, the "optimum' dialer for this service has
not been specified; some improvements in reliability may
be necessary. Costs of the non~telco dialers could be
reduced further if the requirement for a telephone-’
company-supplied interface device (not required with
telco dialers) could be eliminated,

¢ CATV--This system may ultimately represent the lowest
cost, long-term sblution, provided that this medium
achieves the predicted extensive coverage and two-way
transmission capability for other (non-alarm) interactive
services and its costs are sunk.

B. Recommendations

In evaluating candidate transmission media/systems for alarm signaling
applications to determine tﬁe most promising, SRI did not uncover any major
gaps in technology or in other areas where intensive follow-on studies or
further technical development under LEAA/Aerospace sponsorship would be
expected to yield large payoffs. This is primarily because many of the
media operators and media equipment developers have‘alreadyAundertakén
and/or completed such needed development, e.g., the CATV equipment manufac-
tureré, and the "closed-window" multiport bridge pnderéoing development by
AT&T through their Bell Telephone Laboratories Subsidiary. Aléo, the use
of some candidate media is economically constrained and additional tech- ‘
nological developments caﬂnot be‘expecged to expedite tﬁe future availa-

bility of the medium; this is clearly the case with CATV, Nevertheless,

. this study uncovered some secondary problem areas and technological gaps

that warrant further exploration, the resolution of which can be expected
to decrease the alamm system costs and/or improve their reliability,

Accordingly, the following recommendations are made:

1. Power lines. Cross-town power lines do not represent a viable
option for alarm transmission; thus, further analysis of this medium should

be discontinued. If widespread RF carrier communications systems via power
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- lines Vere to be implemented by the electric utilities for their own
épplications, a second look at the potential availability and utility‘

of this médium for alarm signaling applications may be warranted.
: |

2.  Ielephone

(a) .Deﬁelopmenﬁ efforts by the telephone companies and manu-
facturers of systems that are to replace previous alarm
signaling methods via the telephone medium are well under
way (e.g., the AT&T '"closed window' bridge). No need for
additional funding by LEAA exists in this area.

(b) A study should be undertaken to develop a set of require-
ments for auto-dialers for low-cost alarm signaling trans-
mission. =~ ‘

(c) The current requirements for telephone-company supplied
couplers between non-company auto-dialers and the tele-
phone plant should be reexamined. The results should be
communicated to state public utilities commissions, par-
ticularly in those states where this requirement is being
disputed or is under litigation, in order to help resolve
this issue,

3. Radio. The feasibility should be established of reliable RF

alarm signal transmission systems with power levels below those requiring

annual inspection and calibration under FCC rules, and with levels low
enough to permit operation under the non-licensed category of thé FCC.
operation, If reliable operation is infeasible, then further evaluation
of this medium should be discontinued. If feasible, then further study
aimed at improving equipment reliability and reducing its costs should be
undertaken, If non-licensed alarm operation is infeasible, then the FCC
should be petitioned to establish a new service category for radio alarm

service,

4. CATV. Since the growth of two-way CATV systems depends largely

on the economic viability of, services requiring two-way capability rather
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than on technology development or FCC regulations, no specific recommenda-
tions regarding this medium are made. The FCC should be informed that if
widespread implementation of low-cost burglar alarm systems should take

place, the two-way CATV medium will be a strong contender for this service.
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