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U.S. Department of Justice

Office of Community Oriented Policing Services

Office of the Director
1100 Vermont Avenue, NW
Washington, D.C. 20005

Dear Colleague:

The basis of any successful community policing program is establishing collaborative part-
nerships that help to reduce crime and enhance public safety. Collaboration is also the key
to successful interoperable communications. The same practices that pertain to planning,
purchasing, and managing traditional information technology systems apply to interop-
erable communications systems. What makes interoperability projects inherently more
difficult are the various needs, capabilities, and operational practices of the participating
agencies. Interagency collaboration is as important to achieving interoperability as devel-
oping the appropriate technological infrastructure.

Having awarded millions of dollars to help metropolitan regions throughout the nation
establish and enhance their interoperable communications systems, the Office of Commu-
nity Oriented Policing Services (the COPS Office) is keenly aware of the challenges that
confront agencies as they work toward interoperability. Therefore, we have developed this
publication to share what we have learned and to assist you with the process of planning,
procuring, and implementing your new system.

This guide, which is one of many resources that the COPS Office offers to law enforce-
ment, is intended to provide you with practical information that supports your effort to
successfully establish interagency, interdisciplinary, and interjurisdictional voice and data
communications systems. By increasing interoperability and information sharing among
the nation’s law enforcement, fire service, and emergency medical service communities, of-
ficer safety and the safety of the citizens they serve can be secured.

I trust that you will find this guide helpful, and encourage you to visit www.cops.usdoj.gov
to learn about the other numerous resources offered by the COPS Office.

IRAD

Carl R. Peed
Director
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A Library of Tech Guide Resources

- This Tech Guide on interoperable communications projects is intended
to serve as a companion guide to Law Enforcement Tech Guide: How to plan,
 purchase and manage technology (successfully!). The original Tech Guide was
~ published in 2002 by the U.S. Department of Justice Office of Community
riented Policing Services (COPS} and was developed as a step-by-step guide
o help iaw enforcement agenme& as t} plement new te{:hnolagx s,

This Commumcanons In emperabxhty Tech Gmde is mtended to complement
and be used along with the original Tech Guide. As such, this Guide makes
* 'freque nt references to content in the original Tech Guide. It may help to keep
the original Tech Guide close at hand so you can refer to particular pages and

 sections as needed.

“This Tech Guide is one of a seneg of four topxc»speczﬁc Tech Guides funded
by the COPS Office. The four companmn Tech Guides that will forma

~ comprehensive library of techno ogy resources, along with the original Tech

 Guide, are: -

“ M Law Fﬂﬁ)nement Tech Guzde for Small and Ruml Polzce Age;zaes A Guide
~for Executives, Managers, and Technologists ;

W Law Enforcement Tech Guide for Creating Performance Measures that Work:
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W Law Enforcement Tech Guide for Communications Intezopembz[zty A Guzde ;
for Interagency Com munications Projects .

W Law Enforcement Tech Guide /m’ Irgfarmatmn Techizolo,y S&umfy How to
Assess Risk and Establish }f/j‘cr tive Poljcies

See Page 8 for details on how to download or order your copy of the original
- Tech Guide. '




About the Guide

Communications interoperability is such a big issue; how do you get your arms around the topic?
In recent years the term has been used in a variety of ways to mean different things to different
people. Most important, what does it mean to your agency and how do you approach it practically
and systematically to best serve the public?

Well, whether you're replacing your entire radio system, replacing bits and pieces, or just looking
to improve communications with other agencies without spending money, the basics are the same.
Interoperability is built on solid foundations of leadership, cooperation, and care in understanding
just what you're trying to accomplish. No amount of money can build a system allowing police,
fire, and emergency medical services agencies across different jurisdictions to talk to each other if
operational plans and procedures don’t support it. Usually we end up talking together only as
well as we've planned to.

Communications projects can be big and costly. Too often, their complexity has forced agencies
to focus on internal needs without paying enough attention to zow they will communicate with
others. It’s easy to fall into the trap of considering your new voice or data system to be an isolated
project, unaffected by other systems that your agency and neighbors use. The result is usually

a system that is integrated with the agency’s other internal information and communications
systems, but incapable of interoperating with cooperating neighbors.

This Guide is designed to give you, an agency executive or project manager, background on the
subject of communications interoperability and tools to carry out technology initiatives that make
this interoperability possible. It is intended as a companion to the Law Enforcement Tech Guide:
How to plan, purchase and manage technology (successfully!), A Guide for Executives, Managers and
Technologists.

Many references are made to the “original Tech Guide”; you may want to have it handy to refer
to. Better yet, read it first and get an understanding of how technology projects in general are
successfully carried out!

HOW TO USE THIS GUIDE

This Communications Interoperability Tech Guide is intended to provide background information,
strategies, best practices, and recommendations for public safety radio projects. This Guide should
not be construed as specific legal advice for any particular factual situation. This publication is meant
to serve as a guideline for situations generally encountered in radio planning and implementation
environments. It does not replace or supersede any policies, procedures, rules, and ordinances
applicable to your jurisdiction’s procurement and contract negotiations. This Guide is not legal
counsel and should not be interpreted as a legal service.




4 About the Guide

Assumptions...

FYI:

We tell you how to
get your own copy
of the original Tech
Guide on Page 8.

... About You

This Guide is intended for staff of law enforcement or other public safety agencies
who are responsible for carrying out a successful radio project. A good team is made of
many players doing their own part.

If you're a chief executive of the agency, welcome aboard! Your contribution to the
project is going to be critical. If you're a technical services manager, we're happy to
have your expertise in both the business of your agency and how technology is aligned
with its goals. Since your daily responsibility is to ensure that all systems work together,
understanding the added complexities of interagency communications is vital. And if
you're a technical expert who gets the calls in the middle of the night to fix the pieces
that have taken an unexpected holiday, we empathize! Your interest in these systems
over their lifecycles hits right at home, doesn’t it?

Maybe you're the officer or communications manager who has been assigned
responsibility within your agency to oversee a new voice or data radio system that
must be compatible with other agencies with which you work. Every bit of project
management experience you've gathered will probably be put to work to make sure
these critical and often expensive systems come together on time, within budget, and
offering the capabilities everyone expects. You'll need a broad understanding of how
your agency uses radio communications to provide services, how technology is chosen
to support them, and why the efforts of a cross section of people in your agency are
needed to bring about a successful project.

Or maybe you're the project manager dedicated solely to this effort. If so,
congratulations! Not many folks get to concentrate on a single project. More likely, your
skills are valued elsewhere in the agency, too, and you have no shortage of projects on
your desk. This may be only one of several technology initiatives you’re working on that
demands your skills in combination with a decent understanding of the technologies
involved, business practices affected, and common pitfalls others have faced.

You might think that your agency is too small or your project too tightly funded to have
a full-time project manager. That certainly might be the case and if you’re managing
projects in such an agency, you're most likely to have other routine duties—and maybe
even other projects. This Guide is especially useful to you because it provides a how-to
guide with tips, checklists, and recommendations for your efforts—Ilarge or small!

This Guide will provide important background for all team members on how
interoperability in communications systems is achieved. Its companion Law
Enforcement Tech Guide will also be indispensable in your efforts. Get your own copy!
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... About Your Project

We assume that you already have voice radio capabilities in your agency and are either
replacing systems nearing the end of their useful lives or carrying out a project to
improve communications between existing systems. Maybe you're implementing a
data radio system to augment voice communications and add new field capabilities

or provide direct access to important computer systems. While this Guide doesn’t
address mobile data or computer systems in depth, it does address important aspects
of the radio environment for both voice and data projects. Its central focus is on how to
improve interagency communications across your jurisdiction.

How this Guide Is Organized

This Guide is split into three parts to help you navigate to areas of greatest interest

to you. Each part builds on preceding ones, but if you're in a hurry to get to work
improving interagency communications, jump right to the second part. If you're just
interested in how technology is applied to achieve interoperability, the third part may
be most useful to you.

However you approach it, please take time at some point to read the entire Guide. You
will find useful background for current, as well as future, projects.

Part | What Is Communications Interoperability?

Part | takes a look at what interoperability is and where we are today, as of the printing of

this Guide. While we talk briefly about how and why interoperability has become a national
issue, our focus is on what it means for local public safety agencies that have to talk with their
neighbors.

Part Il Exploring the Technologies

Part lll examines the different technological approaches to interoperability and specific types
of communications equipment used in each. Since security plays an increasingly important
role in public safety technology, we'll examine it with both voice and data systems.
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The Guide concludes with an important appendix and fold-out with the Department of
Homeland Security SAFECOM Program’s Interoperability Continuum. This tool provides
a standard set of success elements for interoperability. It also provides a snapshot of
how progress is made from limited to highly interoperable public safety services. These
elements are addressed from a project perspective throughout this Guide.

Our hope is to provide tools to help with your project. Icons are used in the margins

as they were in the original Law Enforcement Tech Guide, to highlight areas of specific
interest to particular project team members. Executive sponsors, for example, should
keep an eye out for the shield icon shown below that is used to mark key points for
project champions. Elsewhere, you will also find tips, checklists, and definitions along
the way that will be useful in your quest to improve communications interoperability.
In appendixes at the end of this Guide, we have included a glossary, resource materials,
and sample documents.

Definition of Icons

Executive Sponsors

Executive sponsors are the project spokespersons, decision makers, and leaders of
the agencies involved in the interoperability effort. Generally, they are the highest
ranking decision makers within their organization. This icon is used to highlight
recommendations and advice directed particularly at them.

Operational Experts

Operational experts are those communications users who understand the business
processes of their respective agencies and how operations are conducted with others.
Typically, these persons are senior line supervisors with experience in interagency
operations. They should keep an eye out for this icon in the margins.

Technical Experts

Technical expertise is critical for analysis of the current communications technology
environment and evaluation of the technical aspects of proposed solutions. This icon is
used to draw attention to material that will benefit technical experts.

Project Manager

Since the project manager has such a pivotal role, we could have used this icon on every
page of the Guide. We have limited ourselves to using it to highlight aspects most
commonly handled by the project manager.
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Stop Sign

Every technology project is challenged to navigate in a veritable minefield of
obstacles. When you see this icon, carefully read about pitfalls that we are hoping you
will avoid.

Grant Requirements

This icon is used to draw your attention to interoperability aspects that may be
affected by requirements of the grants funding your project. Even if your project is
funded by other means, one of your neighbors is probably relying on grants for some
part of its system and you will want to learn how grant requirements are shaping its
interagency communications plans.

Regional

Multijurisdictional, regional efforts bring the highest level of communications
interoperability. This icon is used to draw your attention to advice and
recommendations on how to make those efforts most successful.

Tips
This Guide is full of tips, but some need particular attention. We'll use this icon for
ideas you might find immediately useful.

Checklists

We all need lists to organize a collection of thoughts or tasks. Part II of this Guide has
a number of checklists to help you keep track of the recommendations that we have
provided.

interoperability Continuum

As mentioned, the SAFECOM Interoperability Continuum is an important and useful
tool for understanding how communications systems evolve from minimal to optimal
levels of interoperability. It is included in this Guide as a back cover foldout preceded
by an appendix describing its elements in depth. This icon is used to highlight those
elements as they are addressed throughout the Guide.

Original Tech Guide Reference

The parent Tech Guide contains many useful tools, charts, and instructions for
conducting various tasks. When you see this icon, you will be directed to a specific
page, or range of pages, in the original Tech Guide.

7
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Where to Go From Here

Communications interoperability projects are technology projects. If you don’t have
a copy of the original Law Enforcement Tech Guide, download or order one. Since this
Guide on interoperability is intended to complement the original, we'll often refer
to it rather than repeating advice. There’s a wealth of material in it about planning,
purchasing, and managing technology (successfully!) that you will want to use for all
sorts of projects.

If you're with a fire, emergency medical services, or other nonpolice agency, don’t get
hung up on the “Law Enforcement” part of the Tech Guide’s title. It was produced for
that audience, but the principles and practices provided are applicable across public
safety technology, generally. It has been used as a textbook by the U.S. Department
of Justice and U.S. Department of Homeland Security to train dozens of jurisdictions
from around the country in managing their interagency projects.

Sources of the “Law Enforcement Tech Guide”
The U.S. Department of Justice Office of Community Oriented Policing Services
(COPS) published the Law Enforcement Tech Guide in 2002. It is available electronically
from the COPS web site: http://www.cops.usdoj.gov/default.asp?Item=512.

There it is broken down into its separate parts as Portable Document Format (PDF) files
so you can download or read one at a time.

If you're anxious to download the whole document at once—all 14 megabytes—the
complete version can be found at SEARCH’s web site:
http://www.search.org/files/pdf/TECHGUIDE.pdf.

And finally, hard copy versions are distributed by the COPS Office. To request one,
contact the COPS Office Response Center at 800.421.6770 or e-mail
askCOPSRC@usdoj.gov.
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Interoperability
is the ability of
agencies to work
together toward
common ends.

Chapter 1:
introduction—
A Changing Environment

In recent years, dramatic criminal, terrorist, and natural disasters—and seemingly
endless post-incident inquiries—have seared into the public mind the importance

of seamless emergency services. Today more than ever, the public expects those
services will be delivered regardless of long histories of turf battles between agencies
and jurisdictions. Public safety as an entity—the collective of police, fire, emergency
medical services (EMS), and supporting agencies—is challenged to integrate services
across these boundaries to serve a public that’s not easily separated by administrative
lines or simple classifications of calls.

Interoperability is the ability of agencies to work together toward common ends. It
depends on a common vision of what those “ends” are and how separate capabilities
are combined to serve them. As with most government services provided in this

day and age, public safety response to emergencies is enabled by technology.
Telecommunications and information services, more specifically, are key enablers to
effective emergency services.

Communications interoperability is changing in an environment with strong public
expectations, evolving communications needs, developing technologies, and a
growing understanding of how all of these parts work together.

Public Expectations

What does the public expect? That’s not an easy question, but when Mrs. Smith calls
9-1-1, she doesn’t want to hear about turf issues and technological incompatibilities.
She expects that services will be delivered promptly and effectively to address her
emergency. No amount of explanation of jurisdictions, policies, or radio failures will
matter (or be acceptable) in time of need.

The public expects that emergency responders are able to communicate with one
another. Expected outcomes of that ability, in management terms, include:

* Responder accountability — That those brave souls who “face the elephant”
aren’t lost in the fog of battles.

* Coordinated incident management — That response to incidents isn’t “sliced
and diced” by administrative, operational, or jurisdictional boundaries.
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Communications
interoperability
is critical for
information
sharing.

o Shared information — That what is available or known to one is shared, as
needed, with others.

* Coordinated information management — That the ever-present threat of
“TMI” (too much information) doesn’t cause the message to be lost among
the noise..

* Economies of scale — That public funds are efficiently used for effective
systems supporting all emergency response.

Evolving Communications Needs

Changes in how we manage resources and expect services to be delivered
cooperatively have caused communications needs to evolve internally within
organizations and externally between them. This has not occurred without
great challenge.

For example, decentralized decision making and accountability—key principles in
community policing—require that information be readily available to officers who
are often widely dispersed throughout jurisdictions. Likewise, community oriented
policing requires problem-solving partnerships among police, fire, EMS, and other
public safety agencies. Those partnerships are strengthened when first responders
have ready access to information from within their own organizations and elsewhere.
Most often, that information is delivered to the field wirelessly.

One challenge that follows is simply kow to provide radio coverage. It's an
unfortunate, but inescapable, fact of today’s public safety environment that the more
widely dispersed the responders, the more difficult it is to provide them with reliable,
high-quality voice and data network services. Officers in shopping malls, firefighters
in large office buildings, and mountain rescuers alike are too often in the unreliable
margins of radio networks where any information exchange is difficult. Increasingly,
we rely on the lowly handheld radio to connect responders, making coverage an even
greater challenge.

Public safety agency managers have to work hard to assure that field personnel are
reliably connected for safety purposes and for management of operations. While
first responders are ideally always connected to the organizational infrastructure
that supports their supply of and demand for information, the emergency
environment doesn’t always cooperate. Dense urban canyons, tunnels, and ever-
rising electronic noise are just a few examples of modern life that increasingly affect
the radio environment.

Information powers the modern police officer, firefighter, and EMS provider. Whether
working individually or in tandem with others during a response, first responders
have to receive timely information about the incident, including location, scope,



Cooperators:
Any agency,
organization,

or person that
operates jointly
or cooperates
with your agency
and with which
you need to
communicate by
radio.
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who else is responding, and tactical plans. Likewise, the information they provide in
response can mean the difference between life and death for citizens, not the least of
whom are the responders themselves.

Integration of information and communications systems—both between agencies and
throughout field operations—is an essential part of interoperability today.

Developing Technologies
Radio communications is a venerable staple in the arsenal of public safety tools. It has
only become more so in modern times.

Since the earliest systems built more
than 80 years ago, radio has been the
primary means of getting information
to the field. The first Detroit Police
Department system was licensed with
the Federal Radio Commission in

1922 as KOP, an AM broadcast station
required to transmit music between
all-points bulletins and administrative
messages, with no ability for field units
to acknowledge receipt or reply to
broadcasts (at times, that might still
seem to be an advantage!). By 1928,
the radio car was a key part of Detroit’s
policing environment.

How times have changed! While the Figure 1-1: Detroit Police Department
melodious sounds of today’s dispatches Station KOP (1928)

are hardly entertainment, our radio

systems have come far from those one-way days. Gone is the time when radio simply
served to connect responders and dispatch. Today, modern police, fire, and EMS
agencies around the country rely on voice and data networks that share information
wirelessly in all directions: vertically among levels of command, horizontally between
functional subdivisions, and further yet across jurisdictional boundaries.

Science and industry regularly improve our ability to make different technologies work
together. Indeed, it’s getting more difficult to distinguish radios from computers and
wireless networks from wired pieces strung among them. Technological interoperability
first achieved through integration of internal voice and data capabilities now allows us
to connect similarly integrated systems with external cooperators.
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interoperability.

This advancing technological environment makes it easier to share underlying parts
of systems to take advantage of economies of scale, sharing what might otherwise
be wasted capacity. Shared coverage and services are possible where completely
separate systems were cost-prohibitive. Even though voice and data networks

may be separate as they reach into the patrol car, many of the components up to
that “last mile” can now be shared between agencies and systems. Both voice and
data communications can pass over the same backbone network from dispatch to
the transmission site. There they may share power, environmental, and antenna
combining subsystems before parting company on separate frequencies destined
for different radios in the car.

Elsewhere, developing technology has given us the means to get more users on

a frequency, more data through channels, and the ability to assign “talkgroups”
dynamically based on the needs of the moment. Technology has evolved so that

we can now link disparate radio systems, allowing users on one type of network to
talk with those on another across their shared operational areas. And it has given us
the ability to leverage the capabilities of wireless data to reduce demand for critical
voice channels.

There’s no doubt that technology advancements have dramatically changed public
safety communications, particularly in the past 25 years. They have also challenged
us to adapt business practices along the way, sometimes successfully, sometimes not.
The growing array of choices we have will further challenge us to manage technology,
rather than have it manage us.

The Interoperability Equation

In response to dramatic failures in interagency communications, government entities
from Main Street to Pennsylvania Avenue have taken up the challenge of improving
the situation. The term “communications interoperability” has come to mean
different things to different people, especially following well-publicized breakdowns.

In order to bring focus to the subject, the national SAFECOM Program’ was initiated.
Communications interoperability is defined by SAFECOM as follows:

The ability of public safely agencies to talk across disciplines and jurisdictions via
radio communications systems, exchanging voice and/or data with one another on
demand, in real time, when needed, and as authorized.

" See http://www.safecomprogram.gov.
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This ability to talk is the sum total of interagency operational plans, common
procedures, and enabling technologies, multiplied by the effects of training and
exercises. The best interagency plans and procedures are a complex function of
standardized incident management systems and common terminologies. Funding
and other resource limitations are often confounding factors in efforts to solve
this equation.

Further federal and state efforts are helping with this bit of algebra. The U.S.
Department of Justice, through its Office of Community Oriented Policing Services
(COPS), and the DHS, through the Federal Emergency Management Agency (FEMA),
have cooperatively granted hundreds of millions of dollars to local agencies since the
terrorist attacks of September 11, 2001, to improve communications interoperability.
In addition, the DHS Office of Grants and Training has distributed billions of dollars
to public safety agencies through State Homeland Security and Urban Area Security
Initiative (UASI) grants, much going to improve communications in response to
terrorist events. Even funds provided through pre-existing federal grant programs
are in large share today being used to update and enhance the country’s public safety
communications infrastructure.

At the state level, statewide interoperability executive committees—generically known
as SIECs—have evolved in recent years to focus state and local efforts. First defined

by the Federal Communications Commission (FCC) in 2001 for the administration

of interoperability channels in the 700 MHz frequency band, SIECs have become
increasingly pivotal in steering grant funds and growing multijurisdictional efforts in
many states. Efforts in Washington? and Virginia,? for example, have provided models
for how first responders across disciplines and jurisdictions can work together toward
common goals. State homeland security agencies have began to look to SIECs to
connect their strategic plans with real-world interagency communications needs.

Efforts to solve the interoperability equation are probably affecting your work,
whether you've been aware of it or not.

" See Washington’s SIEC web site at http://isb.wa.gov/committees/siec/.

® See Virginia’s interoperability web site at
http://www.interoperability. publicsafety.virginia.gov/.

17
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What Will Tomorrow Bring?

This is the environment faced by agency and project managers who are working to
improve communications within their own jurisdictions. Perhaps you're reading this
because you're responsible for making those improvements. How will it change over
the period of your projects, the lifecycles of your systems, or your career?

Well, it’s easy, if sad, to imagine that emergencies and disasters capturing national
attention will continue to occur. Communications needs will evolve as our response
capabilities become more complex and sophisticated. Technology will surely continue
to offer opportunities for greater interagency communications and challenge our
ability to employ it without disrupting what’s already been achieved. And our
collective efforts will help solve the interoperability equation.

In the chapters ahead, we'll look further at challenges to achieving interoperability—
right after taking a brief look at how information flows in organizations with
technology well integrated into services being delivered.
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Chapter 2:
Key Challenges and
Critical Elements

A changing environment for public safety agencies has brought a range of challenges
to achieving the communications interoperability necessary for emergency services.
Nationally, the key challenges and critical elements for success have been documented
through the collective attention of local, state, and federal officials. This high level

of attention arose in concert with a growing public awareness of interoperability
problems. Though dramatically highlighted by recent tragic events, communications,
particularly interagency communications, have long been a problem.

At the heart of public safety communications is first responder radio capabilities.
Radio communications—or the lack thereof—can and has contributed directly

to first responder deaths. This Guide stresses that integration of voice and data
technologies is necessary for interoperability, but we recognize from direct experience
the importance of first responder voice communications. Radio is the most critical
information technology tool for officers investigating a “hot” burglary, firefighters on
interior attack during a structure fire, and paramedics providing basic life support.
Given its importance in basic emergency operations, there’s no surprise that first
responder radio capabilities are also at the heart of interoperability needs.
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Recent Findings: Why Public Safety
Can’t Talk

Following that fateful September day in 2001, the National Institute of Justice
(NI)), Office of Science and Technology, organized the National Task Force on
Interoperability (NTFI). This task force of leaders from 18 national associations
representing state and local officials addressed the problem of communications
interoperability.

NTFI reported out five key reasons why public safety can’t talk.* From a policy and
operation perspectives, they are as follows:

* Incompatible and aging communications
equipment

Limited and fragmented funding

Limited and fragmented planning

Lack of coordination and cooperation

Limited and fragmented radio spectrum.

Every effort to improve interagency communications

faces these same challenges, though to different degrees. For example, some
jurisdictions have long histories of productive planning and coordination, but are
desperately short of needed funds for system upgrades to connect responders across
agencies. Other jurisdictions face such a severe shortage of radio frequencies that
interoperability efforts are stymied, regardless of available funding. Each group of
agencies seeking to improve interoperability faces a different combination of these
basic challenges.

We'll get into how these challenges can be addressed in Part II of this Guide, How
is Interoperability Achieved? Let’s take a look here at how these challenges have
developed into national problems.

) Why Can'’t We Talk? Working Together to Bridge the Communications Gap to Save Lives, National Task
Force on Interoperability, February 2003. Available at
http://www.ojp.usdoj.gov/nij/topics/commtech/ntfi_guide.pdf.
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60 percent of
state and local
law enforcement
agencies report
that aging radio
communications
equipmentis a

problem.

Options for police,

fire, and EMS radio
have blossomed

in relatively recent

history.

Incompatible and Aging Communications Equipment
The lifecycle for radio systems has traditionally been very long, sometimes
exceeding 20 and even 30 years. Equipment used in these systems is customarily
expected to have an 8-to-10-year service life, yet more than one-half of agencies
currently exceed that.

A survey of 1,334 state and local law enforcement agencies conducted in 1998 by
the National Law Enforcement and Corrections Technology Center for NIJ showed a
direct correlation between the age of systems and respondents’ assessment of their
radio communications effectiveness.® Sixty percent reported aging equipment to be
a moderate to major problem. Local law enforcement systems averaged 9 years in
service, while state systems averaged even longer—15 years. According to reports
issued by Public Safety Wireless Network (PSWN), a joint initiative of the U.S.
Departments of Justice and Treasury that is now part of SAFECOM, local fire and
emergency medical services (EMS) systems average 10 years.’

When characters Roy Desoto and Johnny Gage showed us (well, at least some of us)
just how exciting communications could be during the 1970s hit television show
“Emergency!”, radio technology choices were few and compatibility was high. Their
call sign, KMG365, was and still is assigned to a VHF (Very High Frequency)-high
band, analog FM (frequency modulated) base station. The call sign and station

are still in use by Los Angeles County, although probably with equipment of more
recent vintage!

23

Unfortunately, some agencies are still using radios purchased new when “Emergency!”

debuted. The simple fact that the radios still work is amazing. It says something
about the quality of equipment manufactured for lengthy public safety use, but more
about historically limited technology choices that lead (or force) agencies to upgrade.
Options for police, fire, and EMS radio have blossomed in relatively recent history,
much as we've seen wireless technologies explode in the consumer sector.

5 Taylor, Mary J., et al., State and Local Law Enforcement Wireless Communications and
Interoperability: A Quantitative Analysis, NCJ 168961 (Washington, D.C.: U.S. Department of Justice,
Office of Justice Programs, National Institute of Justice, January 1998). Available at
http://www.ncjrs.org/pdffiles1/168961.pdf.

5 PSWN Program Analysis of Fire and EMS Communications Interoperability, Public Safety Wireless
Network Program Management Office, prepared by Booz, Allen & Hamilton Inc., April 1999.
Available at http://permanent.access.gpo.gov/websites/safecomprogramgov/www.
safecomprogram.gov/admin/librarydocs9/fireems_interop_study.pdf.
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The value of
America’s public
safety radio
infrastructure is
staggering.

Regional incompatibilities have grown as agencies have upgraded one by one to meet
pressing internal needs. Because lifecycle needs vary, separate agencies within a single
jurisdiction often end up replacing systems at different times, making needed changes
that result in additional interoperability challenges. The costs of supporting old
equipment and technologies dropped by manufacturers have led agencies across the
country to upgrade systems. In many cases, their partners and neighbors were unable
to do likewise.

The result today is that we have, for example, rural fire departments using radio
technologies pioneered more than half a century ago while larger, neighboring
jurisdictions have migrated to higher frequency bands, digital channels, and trunked
systems. Incompatibility is the result.

Limited and Fragmented Funding
Across all levels of government, limited and fragmented funding has contributed to
all other interoperability challenges by:

* Hindering replacement of aging and incompatible equipment
* Restricting human resources available for interagency planning
* TForcing agencies to focus on their most pressing internal operational needs

* Limiting access to scarce radio spectrum resources.

There has never been a national strategy for funding public safety radio costs.

Local radio systems for police, fire, and EMS are funded by every means available

to government, from general appropriations and bonds to grants and bake sales.
Local, tribal, and state systems, alike, are most often funded as one-time projects.
Their ongoing costs—including maintenance, licensing, network services, training,
replacements, and other operating expenses—are annually shoehorned into tight
budgets. By contrast, basic and enhanced 9-1-1 services around the country are
funded similarly from state to state. Recent congressional action will standardize 9-1-1
funding further.

It’s no wonder such fragmented funding for public safety radio has evolved over time.
The value of America’s investment in it is staggering. In 1998, it was estimated to be
worth $18.3 billion’—and that’s just for equipment and fixed infrastructure. This

" LMR Replacement Cost Study Report, Public Safety Wireless Network, prepared by Booz, Allen &
Hamilton Inc., June 1998. This report and figure is currently the most comprehensive available for
the replacement costs of land mobile radio (LMR) equipment owned by local, state, and federal
governments. Available at http://www.safecomprogram.gov/NR/rdonlyres/B69361FA-9AC6-
4126-B971-83DF30FED932/0/Imr_coststudy.pdf.



Chapter 2: Key Challenges and Critical Elements 2 5

commonly cited figure does not include system installation, testing, training, or other
implementation costs. Complete replacement of existing public safety radio systems,
with all associated costs, would total two or more times this figure.

The net effect of limited and fragmented funding for public safety radio systems is
great diversity between systems and long replacement cycles across the country.

Limited and Fragmented Planning

The NTFI report identified historically limited and fragmented planning as a third
key reason for interoperability problems. Agencies at all levels of government
competing for limited funds have provided few resources for interagency planning
efforts. This competition has compounded interoperability problems by discouraging
partnerships necessary for joint operating plans that define communications needs.

Lack of Coordination and Cooperation

Likewise, NTFI identified a lack of coordination and cooperation between agencies
in funding and managing systems as an impediment to interoperability. Changing
the pattern of isolated spending, and increased sharing of management and control,
were noted as necessary steps. While multiple solutions to meet varying needs are
inevitable, portions of infrastructure, such as towers, and even full systems can be
shared in some cases.

We'll have more to say about the importance of operational planning and
coordination shortly.
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Limited and Fragmented Radio Spectrum

Agencies seeking to expand or upgrade their systems are increasingly being forced to
move to higher frequency bands to find available channels. Because radio equipment
is typically built to operate on a single one of the 10 bands open to public safety,
systems using different bands are technologically incompatible at a fundamental level.
That is, the radios talk on frequencies widely separated and are incapable of being
tuned from one to the other. See Figure 2-1. ‘

Radios on

widely separated
frequencies are
incapable of being
tuned from one to
the other.

History and operational needs have crowded users to the lower ends of the spectrum.
More than half of all |  The vast majority of public safety radio systems—both voice and data—operate
agencies operate in |  in four of the lower bands. More than half of the agencies in the country operate
VHF-high band. |  their primary voice systems in a single one: VHF-high band.® Additional channels in
current bands are virtually unattainable in many parts of the country.

MHz 450-470  784-776"  806-824 4940
25-50 150-174 220-222  470-512  794-806  851-869 4990 Microwave

“Requires TV Clearing
in most urban areas

4.8 GHz
New Public Safety
Broadband Spectrum

Figure 2-1: Radio Spectrum
Source: U.S. Department of Homeland Security, SAFECOM Program

# VHF-high band for local and state agencies runs from 150 to 174 megahertz (MHz). According to
supporting documents for PSWN’s LMR Replacement Cost Study, almost 57 percent of agencies make
primary use of it, while fewer than 6 percent used 800 MHz. See footnote 7, page 24.



The highest
frequency bands
are unsuited for
voice systems as
we know them
today.

Chapter 2: Key Challenges and Critical Elements 2 7

When an agency moves its radio communications to a “new” band, the technological
divide of operating across bands brings fresh challenges to talking directly with
previous cooperators. Other technologies, such as console patches, have been used for
years to link agencies on different bands, but these bring their own limitations and
require additional planning. Remember the planning challenge? Such approaches

to resolving the effects of fragmented spectrum are, to put it simply, just patches.
They're less than ideal, but unfortunately necessary.

Interoperability would certainly be an easier nut to crack if all agencies operated in
the same range of radio spectrum. Unfortunately, each band offers a limited number
of channels—the real estate of wireless communications. Each geographic region
(neighborhood) only has a certain number of channels (residential lots).

“Location, location, location,” they say in the world of real estate. Location in the
wireless world is equally critical, but here we're not just talking about geography.
We are also referring to where a system operates within the radio spectrum! Each of
the 10 bands is best suited for different purposes and the highest ones are entirely
unsuited for unit-to-unit voice systems as we know them today; they're used for
microwave links. And needs vary across the country. For example, urban areas

have great demand for channels in the higher bands offering the best building
penetration. By contrast, wide-area systems necessary in rural and statewide
jurisdictions are most economical in the lower bands where range is greatest.
Remember the funding challenge?

The net effect is best described as increasing fragmentation that reduces
interoperability. The NTFI report also noted that public safety has a growing need

for wireless services beyond traditional voice operations. Mobile data, automatic
vehicle location, and other types of systems increase demands on a finite public

safety spectrum. Beyond that, growing commercial and private demands for wireless
services brings intense competition for limited resources that otherwise might be used
for public safety.

Limited and fragmented radio spectrum is a fundamental cause of
interoperability problems.
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The level of
interoperability
between agencies
increases as

they create joint
SOPs, typically
first for planned
events, then for
emergencies.

Critical Elements to Achieving Interoperability
Since 2003, the Department of Homeland Security SAFECOM Program has been
working to bring a practitioner’s focus to the problem of interoperability. Through
SAFECOM, public safety leaders have identified five critical elements to solving
interagency communications problems:

1. Governance.

2. Standard operating procedures.
3. Training and exercises.

4. Frequency of use.

5. Technology.

They have also identified stages along each element, recognizing that interoperability
isn’t an either/or proposition—it’s a matter of degree. Interoperability improves as
agencies progress with each of these elements. SAFECOM'’s Interoperability Continuum,
found here as the foldout rear cover, depicts these elements and stages. Briefly, these
ideas are summarized here and incorporated throughout this Guide.

Governance

As noted by NTFI, limited coordination and collaboration between agencies is a

key reason why we can’t talk. Regular collaboration between key staff members of
agencies and across disciplines improves this situation, but formal committees serving
regional needs and working with statewide efforts are best.

Standard Operating Procedures

All public safety agencies have established standard operating procedures (SOP)—
whether these are verbal or written. The level of interoperability between agencies
increases as they create joint SOPs, typically first for planned events, then for
emergencies. Interoperability improves as joint planning moves to serve regional
needs, producing communications SOPs. Optimal levels are reached as the National
Incident Management System (NIMS) is integrated into procedures.

We'll talk further about the NIMS in Chapter 3, Operability — Job #1.

The National Incident Management System (NIMS)
[A] consistent nationwide approach for Federal, State, and local governments to work
effectively and efficiently together to prepare for, respond to, and recover from domestic
incidents, regardless of cause, size, or complexity.
Homeland Security Presidential Directive (HSPD)-5
February 28, 2003
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Training and Exercises

The importance of training and exercises cannot be overstated. Communications
interoperability improves in small amounts through simple internal orientations on
communications equipment. Tabletop exercises provide further improvements, but by
necessity these limit the number of people involved, typically to key field and support
staff. Multiagency tabletop exercises produce a higher level of interoperability than
single agency ones, of course. Full functional exercises between agencies involving

all staff are optimally second only to regular, comprehensive training and exercises
incorporating the regional SOPs described previously.

Frequency of Use

Interoperability improves as agencies use their adopted techniques, procedures,

and technologies more frequently and broadly. A minimal, but important, level is
reached as those methods and means are used for planned multiagency events. It is
further improved by common use during localized emergencies and further yet as
incorporated into regional incident management systems. Optimal levels are reached
as they are used on a daily basis throughout the region.

Technology
There are five identifiable technological means of interagency communications,
particularly by radio:

1. Swapping radios.

2. Using gateways between independent systems.
3. Sharing channels.

4. Sharing proprietary systems.

5. Sharing standards-based systems.

Higher levels of interoperability are reached as the predominant means progresses
toward shared systems.

A minimal level of interoperability is achieved when agencies resort to providing
Technological |  cooperators one of their radios, and vice versa during incidents. This is what we refer

Meansto | ¢ a5 “swapping radios.” It's not ideal for a number of reasons, but has often been

Interoperability lied
Swap radios refied upon.

Use gateways | N . . . .
Share channels Gateways” are electronic, often automated devices for taking the audio from one

Share proprietary |  radio channel and patching it to another—and vice versa. In the past, the most
systems |  common form of gateway was provided by the dispatch console patch mentioned on
Share standards- | Page 27. Since September 11, a great many of these have been purchased to improve
based systems | interoperability. We'll delve further into these devices in Part III of this Guide,
Exploring the Technologies.
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No communications
system can make
up for inadequate
operational plans.

A higher level of interoperability is provided when agencies using compatible
technologies designate common channels between them for interagency
communications in joint operations. This is referred to as “sharing channels.”

The final two technological means of interoperability are more self-explanatory.
Interoperability through “shared proprietary systems” occurs when multiple agencies
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