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E X E C U T I V E  S U M M A R Y  

The D e p a r t m e n t  of Jus t i ce  (Department)  ha s  long recognized the need to 
respond  quickly  and  appropr ia te ly  to critical inc idents ,  from na tu r a l  d i sas te r s  
to terroris t  a t tacks .  Since 1988, the D e p a r t m e n t  has  implemented  at  least  11 
init iat ives a imed specifically at  improving its capabi l i ty  in this  impor t an t  area. 
After-action repor ts  on critical inc idents  in the  1990s (for example,  Ruby Ridge 
and  the B r a n c h  Davidian s tandoff  in Waco, Texas) documented  problems with 
the Federal  Bureau  of Invest igat ion (FBI), o ther  federal investigative agencies  in 
the  Depar tmen t ' s  responses ,  and  United Sta tes  Attorneys '  Offices (USAOs) 
re sponses  to critical incidents .  

In 1996, the Attorney General  add res sed  the USAOs' p r epa rednes s  to 
r e spond  to critical inc idents  by direct ing t h a t  the Depar tmen t  implement  the 
Crisis  M a n a g e m e n t  Coordinator  Program (CMC Program). To implement  the 
CMC Program, each USAO was directed to des igna te  a Crisis M a n a g e m e n t  
Coordinator  (CMC), who was to develop a cri t ical  inc ident  response  p lan  (Plan) 
a n d  make  o ther  p repara t ions  to ensu re  t ha t  the  USAO was ready to respond  to 
a critical incident .  The Criminal  Division's Counte r t e r ro r i sm Section (CTS) 1 
a n d  the Executive Office for United Sta tes  At torneys  (EOUSA) were a s s igned  to 
admin i s t e r  a n d  suppor t  the CMC Program, a n d  to t ra in  the coordinators  
des igna ted  by the United Sta tes  Attorneys.  

After Sep tember  11 ,2001 ,  the Attorney General  under took  an  extensive 
reorganizat ion of the Depa r tmen t  to address  the con t inu ing  th rea t  of a t t acks  by 
terror is t  organizat ions ,  and  created the USAOs'  Anti-Terrorism Task  Forces 
(ATTFs). 2 The Depar tment ' s  Anti-Terrorism Plan clearly gave priority to the  
prevent ion of fu ture  terroris t  a t t acks  t h rough  expanded  intelligence ga ther ing  
a n d  informat ion shar ing.  However, the need to respond  quickly and  effectively 
to critical inc idents  con t inued  to be h ighl ighted  by both the National  St ra tegy 
for Homeland  Secur i ty  and  the Depar tmen t ' s  Anti-Terrorism Plan. 3 For 
USAOs, tha t  r e sponse  con t inues  to depend,  in large part ,  on the p repara t ions  
a n d  Plans developed u n d e r  the CMC Program. 

We conduc ted  this  review to de te rmine  whe the r  the USAOs have acted to 
improve their  abil i ty to respond quickly and  appropr ia te ly  to critical inc idents  

I Prior to December  1, 2002, CTS was par t  of the Terrorism and Violent Crime Section. 

2 The ATTFs are now called Anti-Terrorism Advisory Councils  (ATACs). 

3 M e m o r a n d u m  from the Attorney General  to the U.S. Attorneys,  "Anti-Terrorism Plan," 
Sep tember  17, 2001; National Strategy for Homeland Security,  Office of Homeland Security,  
J u l y  16, 2002. 
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by  d e v e l o p i n g  c o m p r e h e n s i v e  cr i t ica l  i n c i d e n t  r e s p o n s e  p l a n s ,  t r a i n i n g  s t a f f  to 
c a r r y  o u t  t h e  P l a n s ,  a n d  e x e r c i s i n g  t h e  P l a n s .  4 

R e s u l t s  i n  B r i e f  

The  p r i m a r y  f i n d i n g  of  t h i s  rev iew is t h a t  m o s t  USAOs  h a v e  n o t  
ef fect ively  i m p l e m e n t e d  t h e  r e q u i r e d  CMC P r o g r a m .  In p a r t i c u l a r ,  t h e  P l a n s  
d e v e l o p e d  by  t h e  U S A O s  a r e  i n a d e q u a t e  in  s c o p e  a n d  c o n t e n t  to  e n s u r e  a q u i c k  
a n d  a p p r o p r i a t e  r e s p o n s e  to a t e r r o r i s t  a t t a c k  or  o t h e r  critical i n c i d e n t .  In  
1999 ,  CTS iden t i f i ed  for  t h e  USAOs  48  f u n d a m e n t a l  a c t i o n s  t h a t  s h o u l d  be  
t a k e n  w h e n  r e s p o n d i n g  to a cr i t ica l  i n c i d e n t .  T h e  a c t i o n s  a re  o r g a n i z e d  i n to  10 
s e p a r a t e  c a t e g o r i e s  t h a t  cove r  a r e a s  s u c h  a s  c o o r d i n a t i n g  a n d  c o n d u c t i n g  
i n t e r v i e w s ,  m a n a g i n g  t h e  overa l l  c r i m e  s c e n e ,  a n d  d e p l o y i n g  USAO r e s o u r c e s  to  
FBI ' s  c o m m a n d  pos t .  Fo r  e x a m p l e ,  a m o n g  t h e  48  a c t i o n s  a re  s t e p s  to e n s u r e  
t h a t  r e s p o n d e r s :  

• c o o r d i n a t e  i n t e r v i e w s  to avo id  m u l t i p l e  a g e n c y  i n t e r v i e w s  of  t h e  s a m e  
p e r s o n ,  

• e s t a b l i s h  a u n i f i e d  e v i d e n c e  r o o m  a n d  c o m m u n i c a t e  c h a i n  of  c u s t o d y  
p r o c e d u r e s ,  

• e s t a b l i s h  a c r i m e  s c e n e  p ro toco l ,  

• p r e s e r v e  t h e  c r i m e  s c e n e ,  a n d  

• s e t  u p  o v e r l a p p i n g  re l ief  sh i f t s  to avo id  fa t igue .  

S o m e  of  t h e  48  a c t i o n s  we re  i n c l u d e d  to avo id  m i s s t e p s  i den t i f i ed  in  
a f t e r - a c t i o n  r e p o r t s  o n  ea r l i e r  c r i t ica l  i n c i d e n t s .  Fo r  e x a m p l e ,  t h e  n e e d  to 
e s t a b l i s h  a c r i m e  s c e n e  p r o t o c o l  a n d  b e t t e r  p r e s e r v e  t h e  c r i m e  s c e n e  w e r e  
i d e n t i f i e d  in  t h e  a f t e r - a c t i o n  r e p o r t  on  t h e  O k l a h o m a  Ci ty  b o m b i n g .  T h e  n e e d  
to  p l a n  for o v e r l a p p i n g  re l ief  sh i f t s  to avo id  f a t i g u e  a n d  t h e  p o t e n t i a l  for p o o r  
d e c i s i o n - m a k i n g  t h a t  m a y  r e s u l t  f rom f a t i g u e  w a s  r e c o m m e n d e d  in t h e  Ruby 
Ridge  a f t e r - a c t i o n  r epo r t .  Wi th  t h e  a d v e n t  of  t h e  ATTF in i t i a t ive  in O c t o b e r  
2 0 0 1 ,  t he  D e p a r t m e n t  i n c r e a s e d  t h e  level of  c o m m u n i c a t i o n  a n d  i n t e r a c t i o n  
b e t w e e n  USAOs,  FBI, a n d  s t a t e  a n d  local  off icials ,  t h u s  e n h a n c i n g  overa l l  
r e s p o n s e  capab i l i t i e s .  N o n e t h e l e s s ,  d e v e l o p i n g  P l a n s  t h a t  a d d r e s s  all 48  
a c t i o n s  r e m a i n e d  e s s e n t i a l  to e n s u r e  a c o m p r e h e n s i v e  r e s p o n s e  to a c r i t i ca l  
i n c i d e n t .  

" The performance of the USAOs' ATTF/ATACs is the subject of a separate Office of 
Inspector General review. 
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However, the  Plans developed by the USAOs failed overwhelmingly to 
inc lude  gu idance  to e n s u r e  tha t  all 48 specific act ions are accomplished.  Only 
12 of the 76 Plans we found on file at CTS and  EOUSA addres sed  at least  half  
of the  48 actions.  J u s t  4 of the  76 Plans add re s sed  t h e m  all. Eleven USAOs 
simply inser ted  their  n a m e  into a five-page "model" p lan i s sued  by EOUSA as a 
format  guide. Three of the Plans addressed  none  of the  48 act ions because  the  
USAOs had  submi t t ed  d o c u m e n t s  o ther  t h a n  critical inc ident  response  plans to 
m e e t  their  CMC Program requ i r emen t s  (for example,  one USAO submi t t ed  the  
emergency  evacuat ion  plan for its building). 

Moreover, we found tha t  USAOs general ly do not  follow the s t anda rd  
crisis p repa redness  practice of conduc t ing  regular  critical inc ident  response  
exercises.  While 20 of the 94 USAOs par t ic ipated in at least  one of 23 exercises 
sponsored  by the  FBI's Crisis Managemen t  Unit  tha t  were appropria te  for 
USAO part icipation,  and  o ther  USAOs par t ic ipated  in exercises sponsored  by 
o ther  federal, state, and  local p repa redness  agencies ,  exercise part icipat ion was 
the  exception ra ther  t h a n  the rule. Conduc t ing  regular  exercises,  both within a 
USAO and with o ther  agencies,  to practice crisis r e sponse  procedures  is 
impor t an t  to ensu re  a coordina ted  and  compe ten t  r e sponse  to an actual  critical 
incident .  However, in r e spond ing  to a survey tha t  we conduc t ed  dur ing  this 
review, over 60 percent  of the 81 CMCs who replied indica ted  tha t  their  USAOs 
h a d  conduc ted  no exercises since 1996, and  an  addi t ional  20 percent  
r e sponded  tha t  they had  conduc ted  ju s t  one exercise dur ing  that  time. Only 
17 percent  indicated tha t  their  offices had  conduc t ed  more  t h a n  one exercise 
s ince 1996. 

The USAOs' failure to effectively imp lemen t  the CMC Program was not  
corrected because  CTS and  EOUSA did not admin i s t e r  and  suppor t  the 
Program. The C M C s  received only l imited training,  cons is t ing  primarily of two 
na t ional  conferences  held in 1997 and 1999. CTS provided no fur ther  t ra ining 
from 1999 unti l  March 2003, when  it sponsored  a 2 -hour  videoconference.  
CTS and EOUSA also provided only minimal  gu idance  to the  CMCs, and  did 
not  keep the gu idance  up to date as changes  in depa r tmen ta l  and  nat ional  
policy occurred.  CTS and  EOUSA fur ther  failed to t rack the receipt of the Plans  
a n d  to properly ma in ta in  t h e m  on file. 

CTS has  ma in ta ined  a significant t ra in ing effort in suppor t  of the ATTFs, 
b u t  we found tha t  t ra ining provided for ATTFs general ly focused on prevent ing  
terroris t  a t tacks,  ra ther  t h a n  on how to re spond  to a t tacks  tha t  occur. Our 
interviews with CMCs, inc luding 10 who were also ATTF Coordinators ,  
conf i rmed that  the t ra ining provided to date, inc lud ing  the  ATTF training, did 
no t  meet  mos t  of the specific needs  of the CMCs. 

When we ques t ioned  the lack of CMC-specific t ra in ing over the previous 
four years, CTS told us  tha t  nat ional  CMC tra ining had  been  p lanned  for Fall 
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2001 or Spring 2002. This t ra in ing was initially deferred after the events  of 
Sep tember  11, 2001, to accommoda te  o ther  t ra in ing r equ i r emen t s  m a n d a t e d  
by the Attorney General .  The t ra in ing  was t h e n  deferred fur ther  because  m a n y  
of those who would have been  the  t ra iners  or t ra inees  were involved in the 
na t ionwide  invest igat ion of the terrorist  a t tacks .  CTS told us  tha t  addi t ional  
p repa redness  and  response  t ra in ing for CMCs is now schedu l ed  for March 
2004. 

Al though mos t  USAOs submi t t ed  their  Plans to CTS and  EOUSA as 
required,  CTS's review was not  thorough,  s Beginning  in early to mid-2000,  
four CTS a t torneys  reviewed the Plans on file in order  to draft a model  plan. 
Each  of the a t torneys  reviewed approximate ly  10 plans  in con junc t ion  with 
their  work on draft ing the model  plan. Approximately 5 to 10 plans  were 
identified as having "best practices" or provisions worthy of inclusion in a 
revised model  plan tha t  would address  content ,  not  j u s t  format. However, CTS 
never  provided feedback to each  USAO on its individual  plan and,  as a result ,  
USAOs con t inued  to rely on Plans tha t  subs tant ia l ly  failed to address  the 
fu n d a men ta l  act ions for r e spond ing  effectively to a critical incident .  A revised 
model  plan was i ssued  in May 2003 and  in Augus t  2003 USAOs reported that  
they were in the process of revising their  Plans. 

We also found tha t  the descr ipt ion of CMC Program implemen ta t ion  
inc luded  in the Depar tment ' s  Annual  Performance Reports was overstated.  In 
its FY 2000 Performance Plan, as a part  of the strategic objective to "Improve 
Response  Capabilit ies to Terrorists '  Acts," the  Depa r tmen t  set a goal of having 
Plans in place at 90 of the 94 USAOs by the end  of FY 2002. 6 In FY 2001, 
based  on an e-mail  survey conduc ted  by EOUSA, the Depa r tmen t  reported tha t  
88 USAOs had  comple ted  their  Plans. In addit ion,  several Performance Reports 
also conta ined a narrat ive detai l ing the per formance  of the program. 7 The 
narrat ive provided specific informat ion indicat ing that:  1) all 88 Plans had  been  
submi t t ed  by the USAOs and  evaluated by CTS; 2) the Plans met  the criteria 
for a complete Plan and  provided a f ramework for r e spond ing  to terrorist  
a t tacks  and  o ther  critical incidents ,  inc luding  a crosswalk to FBI and  other  

s After the comple t ion  of ou r  fieldwork, CTS provided the inspect ion t eam with the 
n a m e  of a former  s taf f  a t to rney  who said he reviewed all of the Plans  tha t  were s u b m i t t e d  as  of 
the  end of S e p t e m b e r  1999. When interviewed,  he told us  tha t  he did not recall the exact  
n u m b e r  of Plans  reviewed nor  did he write up  individual  Plan reviews, bu t  his overall  
a s s e s s m e n t  was  t ha t  the Plans  were not  detai led and  were general ly  of poor  quality.  He also 
told us  tha t  he informed the Deputy  Chief, CTS, of his findings, bu t  CTS took no action. 

6 D e p a r t m e n t  of Jus t i ce ,  FY 2000 Per fo rmance  Report  & FY 2001 Per fo rmance  Plan, 
April 200 I, page 29. 

D e p a r t m e n t  of Jus t i ce ,  FY 2001 S u m m a r y  Per fo rmance  Report,  Feb rua ry  2000; 
D e p a r t m e n t  of Ju s t i ce ,  D e p a r t m e n t  of Jus t i ce ,  FY 2000 Per fo rmance  Report  & FY 2001 
Per fo rmance  Plan, April 2001; D e p a r t m e n t  of Jus t i ce ,  FY 2002 Per fo rmance  Repor t /FY 2003 
Revised Final, /FY 2004 Per formance  Plan, Februa ry  2003.  
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r e sponse  plans;  a n d  3) the D e p a r t m e n t  was  providing con t inu ing  suppor t  to 
the  CMC Program. 

Our  review found tha t  in format ion  to be inaccura te .  Not all of the Plans 
were  ac tual ly  submi t t ed ;  the  vast  major i ty  of Plans  were not  comprehens ive  in 
the i r  gu idance ,  did not  provide a f ramework  for the USAOs' r e sponse  a n d  did 
no t  conta in  a c rosswalk  to the FBI's or o the r  r e sponse  plans;  a n d  CTS and  
EOUSA had  not  adequa te ly  suppor t ed  the CMC Program. Moreover, our  
d i s cus s ions  with CTS officials found  tha t  the i r  own reviews h a d  identif ied the 
sho r t coming  of the Plans.  Nonetheless ,  in FY 2001 the D e p a r t m e n t  dec lared  
the  pe r fo rmance  m e a s u r e  "met," and  e l imina ted  the  pe r fo rmance  m e a s u r e  from 
fu ture  Annua l  Per formance  Reports.  8 

While the first priority of the D e p a r t m e n t  is the prevent ion  of ter ror ism,  a 
c o m m e n s u r a t e  need  exists to r e spond  effectively to critical inc iden ts  t ha t  axe 
no t  prevented.  As s ta ted  in the Depa r tmen t ' s  FY 2003 and  FY 2004 
Pe r fo rmance  Plans,  "to effectively add re s s  in t e rna t iona l  and  domes t ic  te r ror i sm,  
[the Depar tment ]  m u s t  concen t r a t e  on both  prevent ion  and  response .  "9 
Despi te  the e n o r m o u s  efforts u n d e r t a k e n  by federal,  state,  and  local law 
en fo rcemen t  agencies  - inc lud ing  the work  of the ATTFs to d i s rup t  terror is t  
o rganiza t ions  and  prevent  terror is t  a t t acks  - At torney General  ,John Ashcroft  
recent ly  re i te ra ted  tha t  the Uni ted  States  c o n t i n u e s  to face a "very real 
potent ial"  of a n o t h e r  ter ror is t  a t tack.  10 The fai lure of the USAOs, CTS, and  
EOUSA to fully imp lemen t  the CMC Program leaves the D e p a r t m e n t  less 
p r epa red  t h a n  it could be - arid should  be - to r e spond  to critical inc idents .  

In March 2003, CTS r e c o m m e n d e d  tha t  the CMC Program be 
incorpora ted  into the ATTF/ATAC initiative. The r e c o m m e n d a t i o n  was  
approved  October  17, 2003. Al though placed u n d e r  the ATACs, the CMCs "will 
r e m a i n  responsible  for the creat ion,  imp lemen ta t ion ,  m a i n t e n a n c e  a n d  exercise 
of thei r  distr ict 's  crisis r e sponse  plan .... -11 However,  the ATACs are only 
respons ib le  for r e spond ing  in the event  of ter ror is t  a t tacks ,  not  o the r  crit ical  
inc iden ts .  It is not  clear  w h e t h e r  the ATACs' responsibi l i t ies  will be expanded  
to inc lude  non- te r ror i s t  critical incidents ,  or w h e t h e r  the CMCs are still 

8 D e p a r t m e n t  of Jus t i ce ,  FY 2001 S u m m a r y  Pe r fo rmance  Report,  page  223,  Appendix  A 
- Discont inued  Measures  Per fo rmance  Report.  

9 D e p a r t m e n t  of Jus t i ce ,  FY 2002 Per fo rmance  Repor t /FY 2003 Revised Final 
Pe r fo rmance  Plan/FY 2004 Pe r fo rmance  Plan, page  1. 

10 Attorney Genera l  J o h n  Ashcroft ,  Fox News Sunday, August  3, 2003.  

I l M e m o r a n d u m  from Guy  Lewis, Director,  EOUSA, to All United S ta tes  Attorneys,  
"Merger  and  Rea l ignment  of Crisis  M a n a g e m e n t  Coord ina to r s  Program Under  Ant i -Terror ism 
Advisory Council ," Oc tober l  7, 2003.  
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responsib le  for r e spond ing  to non- ter ror i s t  critical inc idents  separately.  
Therefore, it is unc lea r  how the rea l ignment  of the CMCs may affect the USAOs' 
ability to r e spond  to critical inc idents ,  especially those  tha t  are not  terrorist-  
related.  As this  review showed,  the need  to prepare  for all critical inc iden ts  has  
no t  been met.  Therefore, we provide ten r e c o m m e n d a t i o n s  to improve the  
p r epa rednes s  of the USAOs to respond  to critical incidents .  

We r e c o m m e n d  tha t  the Deputy Attorney General :  

i. Ensu re  tha t  per formance  m e a s u r e s  are developed to assess  the 
read iness  of USAOs to r e spond  to critical incidents .  

We r e c o m m e n d  that  all United States  Attorneys: 

. Revise the critical inc ident  r e sponse  plans  to address  the act ion i tems 
identified by CTS, and  regularly upda t e  the p lans  to reflect changes  in 
law, depa r tmen ta l  policy, or local procedures .  

3. Conduc t  and  part icipate in periodic exercises to test  the critical 
inc ident  response  plans  and  practice r e spond ing  to critical incidents .  

4. Establ ish  workload-repor t ing  p rocedures  tha t  capture  the t ime 
dedica ted  to critical inc ident  r e sponse  p lann ing  duties.  

We r e c o m m e n d  that  the Assis tant  Attorney General ,  Criminal  Division: 

. Provide upda t ed  t raining and  gu idance  to USAOs on how to prepare  
effective and  comprehens ive  critical inc ident  response  plans.  The 
gu idance  should  reflect changes  in legislation, policy, and  critical 
inc ident  response  practice tha t  have t aken  place since Sep tember  11, 
2001. 

. Review all USAOs' Plans, including revisions,  to ensu re  tha t  the Plans 
cover all critical areas; provide individual ized feedback to USAOs; and  
periodically report  to the Deputy Attorney General  on the s t a tus  of t he  
USAOs' Plans. 

. Provide USAOs with t ra ining and  gu idance  on how to develop and  
conduc t  appropria te  critical inc ident  response  exercises,  e i ther  
i ndependen t ly  or in conjunc t ion  with the FBI or o ther  offices. 

. In conjunc t ion  with EOUSA, complete  the deve lopment  of a websi te  
conta in ing  informat ion on critical inc ident  response ,  inc luding  lessons  
learned,  exercise scenarios,  and  bes t  practices.  
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We r e c o m m e n d  tha t  the  Director,  EOUSA: 

. Es tab l i sh  a sys tem for accura te ly  t r ack ing  and  repor t ing  the s t a tus  of 
USAO s u b m i s s i o n s  and  u p d a t e s  to critical inc iden t  r esponse  plans.  

10. With advice from CTS, revise the  opera t ions  review process  to inc lude  
a full eva lua t ion  of the p r e p a r e d n e s s  of USAOs to r e spond  to critical 
inc idents .  
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INTRODUCTION 

After  s eve ra l  h i g h l y  p u b l i c i z e d  f a i l u r e s  to r e s p o n d  effect ively to c r i t ica l  
i n c i d e n t s ,  in 1 9 9 6  t h e  A t t o r n e y  G e n e r a l  d i r e c t e d  t h e  D e p a r t m e n t  of  J u s t i c e  
( D e p a r t m e n t )  to  i m p l e m e n t  a Cr i s i s  ~ a g e m e n t  C o o r d i n a t o r  P r o g r a m  (CMC 
P r o g r a m ) .  T h e  CMC P r o g r a m  r e q u i r e d  U n i t e d  S t a t e s  A t t o r n e y s '  Offices (USAOs) 
to  i m p r o v e  t h e i r  p r e p a r e d n e s s  to r e s p o n d  " q u i c k l y  a n d  a p p r o p r i a t e l y "  to  c r i t i ca l  
i n c i d e n t s  by  d e v e l o p i n g  cr i t ica l  i n c i d e n t  r e s p o n s e  p l a n s .  T h e  A t t o r n e y  G e n e r a l  
d i r e c t e d  t h e  U S A O s  to i m p l e m e n t  t h e  CMC P r o g r a m ,  a n d  t h e  C r i m i n a l  
D iv i s ion ' s  C o u n t e r t e r r o r i s m  S e c t i o n  (CTS) a n d  t h e  E x e c u t i v e  Office for  U n i t e d  
S t a t e s  A t t o r n e y s  (EOUSA) to a d m i n i s t e r  a n d  s u p p o r t  t h e  P r o g r a m .  We 
c o n d u c t e d  t h i s  r ev iew to d e t e r m i n e  w h e t h e r  t h e  U S A O s  h a v e  a c t e d  to i m p r o v e  
t h e i r  abi l i ty  to  r e s p o n d  q u i c k l y  a n d  a p p r o p r i a t e l y  to c r i t ica l  i n c i d e n t s  by  
d e v e l o p i n g  c o m p r e h e n s i v e  cr i t ica l  i n c i d e n t  r e s p o n s e  p l a n s ,  t r a i n i n g  s t a f f  to  
c a r r y  o u t  t h e  P l a n s ,  a n d  e x e r c i s i n g  t h e  P l a n s .  

Background 

R e s p o n d i n g  q u i c k l y  a n d  
a p p r o p r i a t e l y  w h e n  cr i t i ca l  i n c i d e n t s  
o c c u r  is a n  e s s e n t i a l  p a r t  of  t h e  
D e p a r t m e n t ' s  m i s s i o n ,  a s  well  a s  a n  
i n t e g r a l  p a r t  of  t h e  D e p a r t m e n t ' s  
s t r a t e g y  for p r o t e c t i n g  t h e  n a t i o n  
f r o m  t e r r o r i s m .  P r o b l e m s  
e n c o u n t e r e d  d u r i n g  p r i o r  c r i t ica l  
i n c i d e n t s  - s u c h  a s  t h e  B r a n c h  
D a v i d i a n  s t a n d o f f  in  Waco ,  Texas ,  
t h e  O k l a h o m a  City b o m b i n g ,  a n d  
n a t u r a l  d i s a s t e r s  l ike H u r r i c a n e  
A n d r e w  - r e s u l t e d  in  s i g n i f i c a n t  
c o n g r e s s i o n a l  a n d  p u b l i c  s c r u t i n y  of  
t h e  D e p a r t m e n t ' s  a c t i o n s .  After-  
a c t i o n  r e p o r t s  o n  t h e s e  a n d  o t h e r  
c r i t i ca l  i n c i d e n t s  i den t i f i ed  s e r i o u s  
m i s t a k e s  by t h e  D e p a r t m e n t  in  a r e a s  
s u c h  a s  c o m m u n i c a t i o n  a n d  
c o o r d i n a t i o n  b e t w e e n  n e g o t i a t i n g  
a n d  t ac t i ca l  e l e m e n t s ,  p e r s o n n e l  
ava i lab i l i ty ,  c r i m e  s c e n e  
m a n a g e m e n t  a n d  e v i d e n c e  co l lec t ion ,  

a n d  u s e  of  d e a d l y  force.  

Critical Incidents  

Critical incidents include acts of terrorism, 
group defiance of governmental authority, 
hostage situations, and natural disasters. 
Typically, these events involve one or more of 
the following factors (although the presence of 
one factor by itself does not automatically 
mean that incident is critical): 

• Involves threats or acts of violence against 
government or social institutions. 

• Involves significant loss of life, significant 
injuries, or significant damage to property. 

• Demands use of substantial resources. 

• Attracts close public scrutiny through the 
media. 

• Requires coordination among federal law 
enforcement agencies (more so than usual), 
state or local law enforcement agencies, 
local or state prosecutors, emergency relief 
services, and/or  emergency response 
services. 

• Requires ongoing communication with 
upper level personnel at the Department of 
Justice. 

Source: OIG review of USAOs' critical incident response 
plans. 
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Selected Critical Incidents  and Federal Actions,  1988 - 2003  

I N C I D E N T S  D A T E  F E D E R A L  A C T I O N S  

Dec 1988 - DOJ Cris is  M a n a g e m e n t  Plan 

Oct 1989 - DOJ Nat ional  Secur i ty  Emergency  P repa rednes s  Program 

Ruby Ridge - 

Hur r i cane  Andrew - 

World Trade Cen te r  Bombing  - 

Branch  Davidian  S t and -Of f -  

O k l a h o m a  City Bombing  - 

F reemen  S t ando f f -  

Ter ror i s t s  a t t a ck  World Trade 
Cen te r  and  Pen tagon  - 

An th rax  a t t acks :  New York, 
Wash ing ton  DC, a nd  Florida - 

Aug 1992 

Aug 1992 

Feb 1993 

Feb--Apr 1993 

Apr 1994 

April 1995 

J u n  1995 

J a n  1996 

M a r - J u n  1996 

May 1996 

May 1998 

Sep 2001 

Sep 2001 

Oct 2001 

Oct 2001 

Oct 2001 

Oct 2001 

Nov 2001 

Nov 2001 

J u l  2002  

Nov 2002 

Fcb 2003  

- FBI Cri t ical  Inc ident  Response  Group  (CIRG} 

- PDD 39, "U.S. Policy on Coun te r t e r ro r i sm"  

- Attorney  Crit ical  Inc iden t  Response  Group 

- USAO Cr is i s  M a n a g e m e n t  Coord ina to r  Program 

- PDD-62, "Protect ion Agains t  - Unconven t iona l  Threa t s  to the 
Homeland  and  Amer i cans  Overseas"  

- DOJ Ant i -Terror ism Plan 

- Deputy  AG i s s u e s  "Guidance  for Ant i -Terror ism T a s k  Forces" 

- USA PATRIOT ACT p a s s e d  by Congres s  

- I n t c r agcncy  Domest ic  Ter ror i sm Concept  of Opera t ions  Plan 

- Anti -Terror ism Task  Forces  e s t a b l i s h e d  in USAOs 

- B luepr in t  for Change ,  A Plan to Reshape  the D e p a r t m e n t  and  Its 
C o m p o n e n t s  to Focus  on Ant i -Terror ism 

- Nat ional  S t ra tegy for H o m e l a n d  Secur i ty  

- Reorganiza t ion  of the Cr imina l  Division 

- Homeland  Secur i ty  Pres iden t ia l  Directive 

Source :  OIG review of d e p a r t m e n t a l  and  o ther  documen t s .  
See Appendix  D for a more detai led chronology of cr i t ical  inc iden t  events .  

Since 1988, at  least  16 init iat ives - 11 depa r tmen ta l  and  5 other  federal 
or legislative - have focused on correct ing pas t  deficiencies and  improving the 
abil i ty of the Depa r tmen t  (and other  federal agencies) to respond  to critical 
inc iden ts  {the Table above). Between 1988 and  1996, these  init iatives 
es tab l i shed  requ i rements  for periodic exercises of emergency  operat ing plans,  
a n d  ass igned  EOUSA responsibi l i ty  for overseeing the emergency  p repa redness  
of the USAOs, inc luding  developing critical inc ident  r e sponse  training.12 In 
May 1996, the Attorney General  directed t ha t  each Uni ted Sta tes  Attorney 
es tab l i sh  a CMC Program, and  prepare  P lans  as an  integral  par t  of the overall 
p r epa rednes s  effort of each office. 13 

12 DOJ Order 1900.6A, Department of Justice Crisis Management Plan, 1988; DOJ 
Order 1900.5A, National Security Emergency Preparedness Program, 1989; Memorandum from 
Merrick Garland, Principal Associate Attorney General, et al., to the Attorney General, 
"Attorney Critical Incident Response Group," January 11, 1996. 

13 Critical Incident Response Plan, Decision Memorandum from Merrick Garland, 
Principal Associate Attorney General to the Attorney General, May 23, 1996, and approved on 
May 24, 1996. 

U.S. Depa r tmen t  of J u s t i c e  
OITlcc of the Inspec tor  Genera l  
Eva lua t i on  and  Inspec t ions  Division 



Recent  ini t iat ives reinforce tha t  being prepared  to respond  to critical 
inc idents  is still one of the  p r imary  objectives of the Depar tment .  For example,  
the Depar tmen t ' s  Anti-Terrorism Plan (2001) and  the National  St ra tegy for 
Homeland Secur i ty  (2002) were imp lemen ted  to upda te  the strategic objectives 
for the D e p a r t m e n t  in the a f te rmath  of the Sep tember  2001 terror is t  a t tacks .  
Each of those  ini t iat ives identifies three  major  s trategic objectives for the 
Depar tment ,  one of which  is to respond  effectively to critical incidents .  
Specifically, the  ini t iat ives direct  the D e p a r t m e n t  to ensu re  na t iona l  secur i ty  
by: 

• serving as an  organizat ional  s t r u c t u r e  for a coordinated r e sponse  to 
acts  of te r ror i sm (Depar tment ' s  Anti-Terrorism Plan), a n d  

• minimiz ing  the damage  and  leading the recovery from a t t acks  tha t  do 
occur  (National Stra tegy for Homeland  Security). 

CMC Program. The CMC Program is des igned  to improve the abil i ty of 
the USAOs to accompl i sh  their  s t a tu to ry  responsibi l i t ies  while r e spond ing  
quickly and  appropr ia te ly  to critical inc idents .  14 Specifically, implement ing  
bet ter  p l ann ing  and  prepara t ion  for r e spond ing  to critical inc idents  was  
in tended to improve USAOs' performance in legal and  procedura l  crisis  
response;  e n h a n c e  USAOs' coordinat ion with  law enforcement  and  emergency  
response  agencies;  en s u r e  the identif icat ion a n d  organizat ion of resources  
needed to r e spond  to a critical inc ident  e(~g.., personnel ,  equipment ,  
information); and  improve the USAOs' an t ic ipa t ion  of likely crisis s i tua t ions ,  is 

Each USAO was  to improve its per formance  in a critical inc ident  by 
developing p lans  to clarify depar tment -wide  notif icat ion procedures ,  dis tr ict  
office resources ,  headqua r t e r s '  response ,  a n d  the c o m m a n d  and  control  
process du r ing  a critical incident .  In addit ion,  the Attorney General  directed 
tha t  CTS and  EOUSA admin i s te r  and provide suppor t  to the CMC Program. 16 
The specific dut ies  ass igned  to the USAOs, CTS, and  EOUSA are descr ibed in 
the following sect ions.  Figure 1 shows the componen t s  involved in the CMC 
Program. 

~4 Each of the 93 United States Attorneys is the chief federal law enforcement  officer 
within his or her  jur isdict ion,  and  serves as  the principal litigator u n d e r  the direction of the 
Attorney General. 

~s Attorney General 's  speech to CMCs at the first national  training conference,  J u n e  17, 
1997, page 7. 

16 Effective December  1, 2002, the Terrorism and  Violent Crime Section was 
reorganized into the Counter ter ror ism Section (CTS) and  the Domestic Securi ty Section (DSS). 
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Figure I - Components Involved in the CMC Program 

Attorney General [ 

{ Deputy Attorney General { 
, { , i ,xecu  oo    or I I I 

United States Attorneys Crisis Management Coodinators 

I Office of Legal Education 
Evaluation and Review Staff 
Security Program Staff 

L Counterterrorism 
Section 

Source: Organization Charts for the Dcpartment of Justice, EOUSA, and Criminal Division, July 2003. 

United States Attorney and  Crisis M a n a g e m e n t  Coordinator  
responsibil i t ies.  In the  event  of a critical incident ,  the United States Attorney is 
the  on-scene  legal decis ion make r  responsible  for m a n a g i n g  the Depar tment ' s  
r e sponse  by, among  o ther  things:  

• facilitating coordinat ion and  c o m m u n i c a t i o n  with federal, state, and  
local officials and  prosecutors ,  

• prepar ing and  secur ing  search  warrants ,  

* ass is t ing law enforcement  personnel  in interviewing witnesses ,  

• mak ing  legal decisions,  such  as gran t ing  immuni ty ,  

• appear ing  before grand  juries,  and,  w h e n  necessary ,  

• advising law enforcement  personnel  on collecting and  preserving 
evidence. 

To coordinate  and  plan each USAO's r e sponse  to a critical incident ,  the 
Attorney General  directed each  Uni ted States Attorney to select a senior  
Ass is tan t  United States Attorney (AUSA) to be the Crisis Management  
Coordinator  (CMC) and  directed that  at least one AUSA at each USAO receive 
crisis response  training. The CMCs for each USAO were directed to submi t  to 
EOUSA a Plan descr ibing how the USAO would manage  responsibil i t ies  dur ing  
a critical incident.  The CMCs were directed to coordina te  the deve lopment  and  
imp lemen ta t ion  of their  Plans with appropriate  federal, state, and local law 
enfo rcement  and  emergency  response  agencies,  and  part icipate in crisis 
r e sponse  exercises with law enforcement  and  emergency  response  agencies.  
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These Plans serve as the founda t ion  u p o n  which  USAOs will base  their  
response  to a critical incident .  It was the CMCs' responsibi l i ty  to identify the 
resources  required for their  USAOs to r e spond  quickly and  appropriately to a 
critical incident .  

While developing a Plan does not  gua ran tee  a flawless r esponse  to a 
critical incident ,  being prepared  m a k e s  it more  likely tha t  a successful  
r e sponse  will be achieved. As former Attorney General  J a n e t  Reno stated in a 
J u n e  17, 1997, speech  delivered to CMCs at the first C M C  Training Conference 
held in Arlington, Virginia: 

By being thoroughly  prepared  to deal wi th  all aspects  of a crisis, 
which  can reasonably  be ant ic ipated,  invest igators  and  
prosecutors  free themselves  to concen t ra te  on those  un ique  
aspec ts  of the crisis, which  could not  have been ant ic ipa ted  .... 
Advance prepara t ion needs  to be focused th rough  the 
deve lopment  of a wri t ten crisis r e sponse  plan in each  U.S. 
Attorney's Office. 

CTS and  EOUSA's responsibil i t ies.  To implemen t  the CMC Program, 
Attorney General  Reno ass igned CTS to review the Plans submi t t ed  by the 
USAOs for con ten t  and  quali ty and  provide feedback to each  district; EOUSA 
was ass igned  to moni tor  t imely Plan submis s ion  and  Plan upda tes .  To suppor t  
the  CMC Program, the Attorney General  directed CTS, in con junc t ion  with 
EOUSA, to develop and  ensure  t ra in ing for the  CMCs. The Attorney General  
s t ressed  "training and  advanced  p lann ing  are imperative" given the in tense  
t ime cons t ra in ts  and  public a t ten t ion  dur ing  a critical incident .  Specifically, 
CTS was to provide CMCs t ra ining in: 

• coordinat ion with law enforcement  and  emergency  response  agencies,  

• legal and procedura l  crisis response ,  and  

* specific p lann ing  to identify and  organize resources ,  as well as 
ant ic ipate  likely crisis s i tuat ions .  

The direction for CTS and  EOUSA to develop t ra in ing was rei terated on 
October  21, 1999,17 and  in the  Depar tmen t ' s  FY 2002 Performance Report: 

In the area of preparat ion for and  response  to acts of terrorism, 
the Terrorism and Violent Crime Section [now CTS] is 
responsible  for admin is te r ing  the Depar tment ' s  Attorney Critical 

~ Memorandum for the Attorney General from the Deputy Attorney General, "U.S. 
Attorney's Offices' Preparedness to Address Critical Incidents," October 21, 1999, page 4. 
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Incident  Response  Group and  its Crisis M a n a g e m e n t  
Coordinators  program, which  involves the deve lopment  of a 
crisis r e sponse  plan for each federal  judicial  distr ict  and  the 
t ra in ing of specially selected federal prosecutors  from the U.S. 
Attorneys '  offices and  the DOJ litigating divisions in crisis 
p repara t ion  and  response  techniques .  18 

CMC Training Conferences. Since the incept ion of this  CMC Program in 
1996, CTS and  EOUSA, th rough  the Office of Legal Educat ion,  have held two 
CMC Training Conferences.  The first conference  took place in Arlington, 
Virginia, from J u n e  17 th rough  20, 1997. At the Conference,  the  CMCs 
received informat ion on the availability of c ross- t ra in ing  crisis response  
exercises with the FBI and  how to develop a Plan. The second  conference took 
place in Columbia,  South  Carolina, from October  19 th rough  22, 1999. CMCs 
received contac t  informat ion and  general  informat ion on exercising Plans and  
prepar ing  a portable "office in a box" (containing, for example,  f requent ly  used  
legal forms on a CD-ROM, cell phones  for c o m m u n i c a t i o n s  capabilities).19 

S u b s e q u e n t  to the init iation of the OIG review, CTS held a two-hour  Crisis 
M a n a g e m e n t  Coordinators  Videoconference th rough  the Jus t i ce  Television 
Network on March 26, 2003. The videoconference cons is ted  of a briefing by a 
CTS Deputy Director and  a senior  litigation specialist.  They d i scussed  with the  
CMCs the exist ing documen ta t i on  and  informat ion available on USABook 
Online, an in ternal  Depa r tmen t  of Jus t i ce  websi te  for USAOs. They also 
sugges ted  tha t  CMCs review their  Plans and  integrate t h e m  with the District 
Office Securi ty Plan and  the Anti-Terrorism Task Force (ATTF) Plan. 

Dur ing this  review, CTS told us  tha t  na t ional  CMC tra ining had  been  
p l anned  for Fall 2001 or Spring 2002. This t ra ining was initially deferred after 
the  events  of Sep tember  11 ,2001  to accommoda te  o ther  t ra in ing r equ i remen t s  
m a n d a t e d  by the Attorney General  and  then  deferred fur ther  because  m a n y  of 
those  who would have been the t ra iners  or t ra inees  were involved in the 
na t ionwide  invest igat ion of the terrorist  a t tacks.  CTS told us  tha t  addi t ional  
p repa redness  and  response  t ra in ing for CMCs is s chedu led  for March 2004. 

CMC Manual. At the 1999 t ra in ing conference,  CTS gave the CMCs a 
"Crisis M a n a g e m e n t  Coordinator 's  Manual" in both hardcopy  and  on CD-ROM. 
The CMC Manual  provides legal and  practical guidance  on how to respond to 
critical incidents .  Developed by CTS, the CMC Manual  provides over 100 pages  

~8 Depar tmen t  of Just ice ,  FY 2002 Performance Report /FY 2003 Revised Final 
Performance Plan/FY 2004 Performance Plan, Strategic Objective & Annual  Goal 1.2 -1 .3:  
Investigate and  Prosecute  Terrorist Acts, page 3. 

~9 See Appendix B for a more detailed descript ion of t raining content .  
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of detai led critical inc iden t  r esponse  in format ion  specific to the CMC Program. 
The second  chap t e r  of the CMC Manua l  con ta ins  a list of C T S - r e c o m m e n d e d  
act ion i tems tha t  USAOs should  take wi th in  the first 48 hou r s  of a critical 
incident .  The CMCs also received an e lec t ronic  copy of the Attorney Critical 
Inc ident  Response  Group  Form Book, wh ich  con ta ins  typical forms tha t  may  be 
needed  w h e n  r e spond ing  to a critical inc ident .  
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S C O P E  A N D  M E T H O D O L O G Y  

Rev iew of  Critical Inc ident  Response  Plans  

We began  this review in December  2002 a n d  comple ted  our  work in 
October  2003. We reviewed the 76 Plans available at EOUSA's and  CTS's 
offices to de t e rmine  w h e t h e r  USAOs s u b m i t t e d  Plans  as  required,  the 
t imel iness  of the Plan submis s ions ,  and  the overall qual i ty  and  con ten t  of the 
Plans.  We a s se s sed  the  qual i ty and  con ten t  of the P lans  us ing  the "Crisis 
Inc iden t  Checkl is t  For Initial 48 Hours"  (48-Hour  Checklist)  con ta ined  in 
Chap te r  Two of the CMC Manual .  The 48 -Hour  Checkl i s t  con ta ined  10 
categories  of specific ac t ion  i tems compiled by CTS to guide USAOs in 
developing their  Plans for r e spond ing  to a crit ical  inc ident .  The act ion i tems 
cover every aspec t  of USAO critical inc iden t  r e sponse ,  from notifying the 
At torney Genera l  or Depu ty  Attorney Genera l  tha t  an  inc iden t  ha s  occur red  to 
coord ina t ing  with s ta te  a n d  local emergency  r e sponse  agencies .  We identified 
48 specific act ions  con ta ined  in the checkl is t .  2o 

Before we u sed  the  48 specific ac t ions  as the bas is  for evalua t ing  the 
Plans  on file, we examined  w h e t h e r  those  r e c o m m e n d e d  act ions  r ema ined  valid 
r e sponses  and  w h e t h e r  the  list as a whole r e p r e s e n t e d  a r easonab ly  complete  
a p p r o a c h  to r e spond ing  to a critical inc ident .  Based  on our  examina t ion ,  
wh ich  cons is ted  of the th ree  s teps descr ibed  below, we verified tha t  the 
a p p r o a c h  to inc ident  r e sponse  de l inea ted  by the 48 -Hour  Checkl is t  was 
r ea sonab ly  complete  and  valid cr i ter ia  for eva lua t ing  the  USAOs' critical 
inc iden t  r esponse  plans.  

We began  our  examina t ion  of the 48 -Hour  Checkl is t  by conf i rming tha t  it 
was  the gu idance  given to the CMCs on w h a t  to inc lude  in a critical inc iden t  
r e sponse  plan. We conf i rmed that:  

• CTS identified the 48 act ion i tems as i m p o r t a n t  tasks  to be 
accompl i shed  in a crisis s i tuat ion,  

the CMCs were informed of the  48 ac t ion  i tems at  the 1999 CMC 
tra ining conference ,  as par t  of the CMC Manua l  they were given to 
guide the imp lemen ta t ion  of the Program wi th in  their  district,  and  

the 1999 CMC Manual ,  par t icu lar ly  Chap te r  2, was  the latest,  mos t  
detai led,  and  mos t  comprehens ive  in format ion  provided to C M C s  on 
how to develop Plans.  

2o S e e  A p p e n d i x  A for  a l i s t  o f  t h e  4 8  a c t i o n  i t e m s .  
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S u b s e q u e n t  to our  fieldwork for this review, in May 2003,  CTS issued a 
revised "Guide to Developing a Crisis Response  Plan" tha t  inc luded  the same 
48-Hour  Checklist ,  fur ther  conf i rming tha t  the  48 act ions r ema in  the  cur rent  
gu idance  on the f u n d a m e n t a l  s teps to take in r e spond ing  to a critical incident.  

To assess  the comple teness  of the  range  of act ions inc luded  on the 48- 
Hour Checklist ,  we compared  the 48 act ion i tems to deficiencies noted in past  
FBI after-action reports  from critical inc idents ,  including: 

• Ruby Ridge (1992), 

• Branch  Davidian Stand-off  (i 993), 

• World Trade Center  Bombing (1993), 

• Murrah  Federal  Building, O k l a h o m a  City (1995), and  

• F reemen  Stand-off  (1996). 

Our a s s e s s m e n t  showed tha t  the 48-Hour  Checklis t  inc ludes  steps to 
address  the r e c o m m e n d a t i o n s  in the  above reports.  For example,  one of the 
major  f indings in the after-action report  on Ruby Ridge was tha t  on-scene  
personnel  made  mis takes  in j u d g m e n t  as a direct  resul t  of fatigue because  
there  was no plan to provide relief personne l  and  adequa te  rest  periods for 
those  conduc t ing  the operation.  The 48-Hour  Checklis t  clearly s ta tes  tha t  
USAOs should  "Plan relief shift[s] of AUSAs with preset  period[s] of overlap to 
facilitate continuity."  

The after-action reports  on the bombings  of the World Trade Center  in 
1993, and  the Ok lahoma  City Murrah Federal  Building in 1995, found 
problems with evidence collection and  preservation.  The Checkl is t  addresses  
those  areas  by s ta t ing tha t  Plans shou ld  inc lude  how USAOs will: 

• preserve the crime scene cons i s t en t  with life-saving requi rements ,  

ensu re  tha t  there is a single, coordinated  crime scene  protocol and  
that  no crime scene search  is u n d e r t a k e n  i n d e p e n d e n t  of tha t  
protocol, 

imp lemen t  a crime scene protocol, which  inc ludes  gu idance  to ensure  
the orderly presenta t ion  of evidence at trial t h rough  a l imited n u m b e r  
of wi tnesses  (e._~., search  team leaders), and  

U.S. Dcpartment of Justice 
Office of thc Inspector General 
Evaluation and Inspections Division 

9 



• es tab l i sh  a single, unif ied evidence  room with clear  u n d e r s t a n d i n g  of 
m a n a g e m e n t  and  cha in  of cu s tody  p rocedures .  21 

Finally, du r ing  our  interviews with  26 CMCs and  the Depu ty  Chief, CTS, 
we asked  thei r  opin ions  as to w h e t h e r  the  48 ac t ions  r e m a i n e d  the  appropr ia te  
ac t ions  to take  in r e sponse  to a critical inc iden t  and  w h e t h e r  the range  of 
ac t ions  was  r easonab ly  complete .  The CMCs we interviewed conf i rmed tha t  the 
48 ac t ions  r e m a i n e d  valid a n d  r ea sonab ly  complete ,  a l t hough  they  indica ted  
tha t  the list could be e x p a n d e d  to reflect c h a n g e s  tha t  have o c c u r r e d  since 
Sep t ember  11, 2001. 

U S A O  C r i t i c a l  I n c i d e n t  R e s p o n s e  S u r v e y  

Because  the scope of our  review e n c o m p a s s e d  the imp lemen ta t i on  of the 
CMC Program at all 94 USAOs, we c o n d u c t e d  a survey  of all offices to 
de t e rmine  the following: 

• wh ich  USAOs filed thei r  Plan with  EOUSA or CTS, 

• how m a n y  t imes  the offices exerc ised their  Plans in a s imu la t ed  
critical inc iden t  s ince 1996, the yea r  the CMC Program began,  

• the  n u m b e r  of ac tua l  critical inc iden t s  at  the office s ince  1996, 

• the  location of any  post-exercise  or pos t - inc iden t  reports ,  a n d  

• addi t ional  critical inc ident  c o m m e n t a r y .  

We received comple ted  surveys  from 81 of the 94 USAOs, an  86 pe rcen t  
r e sponse  rate. The da t a  we collected allowed us  to de t e rmine  how m a n y  survey  
r e s p o n d e n t s  exercised or act ivated their  Plans,  how m a n y  found  thei r  Plans 
effective, a n d  how m a n y  u p d a t e d  their  Plans.  The c o m m e n t s  CMCs provided 
s u p p l e m e n t e d  the survey responses .  A copy of the survey is i nc luded  in 
Appendix  C. 

21 The critical nature of evidence management  related to the Oklahoma City bombing 
came to the forefront again, long after the actual incident, when on May 11,2001,  the 
Department announced that it would postpone the execution of Timothy McVeigh, after 
confirming the existence of approximately 3,100 pages of previously undisclosed evidence. 
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Interv iews  with  Crisis Management  Coordinators  

We conduc ted  in -person  and  t e lephone  interviews with a s t ruc tu red  
sample  of CMCs at 26 USAOs across the  Uni ted  States.  Our interview sample  
inc luded  five CMCs each  from among  USAOs that:  

• did not  respond  to our  survey, 

• did not  exercise, but  r e sponded  to an  actual  incident ,  

• did exercise, bu t  did not  respond  to an  actual  incident ,  

• ne i the r  r e sponded  to an  actual  inc ident  nor  exercised their  Plans, and  

• both  r e sponded  to an actual  inc ident  and  activated their  Plans. 

In addit ion,  we interviewed the CMC for the USAO for the District of 
Columbia  because  it is f requent ly involved in r e spond ing  to critical inc idents  
and  hand le s  both federal and  local prosecut ions .  

Interv iews  with  EOUSA, Criminal Divis ion,  CTS, and FBI 

As part  of our review, we interviewed EOUSA, Criminal  Division, CTS, 
an d  FBI officials who have critical inc ident  r e sponse  oversight  responsibil i t ies.  
Our  interviews with EOUSA inc luded the Ass is tan t  Director for Operat ions;  the 
Ass is tant  Director for Security Programs Staff; the Assis tant  Director for 
Evaluat ion and  Review Staff; and  the Attorney Advisor for the Office of the 
Director. At the Criminal Division, we interviewed the Deputy Ass is tant  
Attorney General  responsible  for CTS. At CTS, we interviewed the Chief, 
Principal Deputy Chief, Deputy Chief, and  six of the eight Anti-Terrorism Task 
Force Regional Coordinators.  At the FBI, we interviewed the SAC, the Ass is tant  
SAC, the  Unit Chief, and  the Supervisory Special Agent of the CIRG Crisis 
M a n a g e m e n t  Unit. 

Review of  Background Information 

We reviewed the Depar tment ' s  Crisis M a n a g e m e n t  Plan (DOJ Order  
1900.6A), December  12, 1988; Attorney Critical Incident  Response  Group 
(ACIRG) Decision Memorandum,  J a n u a r y  11, 1996; Critical Incident  Response  
Plan Decision Memorandum,  May 23, 1996; and  the  Attorney General ' s  speech 
to CMCs on J u n e  17, 1997. We reviewed t ra ining mater ia ls  for the 1997 CMC 
National Training Conference held in Arlington, Virginia, and  the 1999  
conference  held at the National Advocacy Center  in Columbia,  South  Carolina. 
We reviewed the Sta tus  of USAOs' P reparedness  to Address  Critical Incidents  
m e m o r a n d u m ,  October 21, 1999; EOUSA's r eques t  to review Crisis Response  
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and  Disas te r  Recovery Response  Plans  m e m o r a n d u m ,  October  15, 2001, and  
the cor responding  USAO responses ;  DOJ Fiscal Year {FY) 2001-2006  Strategic 
Plan, November 2001;  DOJ FY 2001 Per formance  Plan, Feb rua ry  2000; DOJ 
FY 2002 Performance  Report, FY 2003 Revised Final Per formance  Plan, 
FY 2004 Performance  Plan, Februa ry  28, 2003; and  other  appropr ia te  
documents .  Additionally,  we consu l ted  books  and  art icles on critical inc ident  
response  pract ice  and  theory. 

Crit ica l  I n c i d e n t  E x e r c i s e  O b s e r v a t i o n  

We also observed a weapons  of m a s s  des t ruc t ion  exercise,  "Operat ion 
Furies," in Alexandria,  Virginia, conduc ted  on February  8, 2003. Operat ion 
Furies  was a full-scale critical inc ident  r e sponse  exercise involving more t h a n  
400 rescue workers ,  law enforcement  officers, and  mil i tary personnel ,  along 
with volunteer  role p layers  from the s u r r o u n d i n g  res ident ia l  a rea  and  the 
USAO for the  E a s t e r n  Distr ict  of Virginia. 
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r R E S U L T S  OF T H E  R E V I E W  

Most  USAOs h a v e  n o t  p r e p a r e d  c o m p r e h e n s i v e  P lans  to  gu ide  
t h e i r  r e s p o n s e  to  c r i t i ca l  i n c i d e n t s .  The  P lans  p r e p a r e d  by 
USAOs o v e r w h e l m i n g l y  fa i led  to  a d d r e s s  t h e  48  a c t i o n s  
i d e n t i f i e d  by  CTS as f u n d a m e n t a l  to  r e s p o n d  e f f e c t i v e l y  to  
c r i t i ca l  i n c i d e n t s  a n d  avo id  pas t  m i s t a k e s .  F u r t h e r ,  m o s t  
USAOs h a v e  n e v e r  c o n d u c t e d  c r i t i c a l  i n c i d e n t  r e s p o n s e  
exe rc i s e s .  CTS a n d  EOUSA fa i led  to  ca r ry  ou t  t h e i r  
a d m i n i s t r a t i v e  a n d  s u p p o r t  r e s p o n s i b i l i t i e s  to  c o n d u c t  
t r a i n i n g ,  p r o v i d e  g u i d a n c e ,  t r a c k  a n d  m a i n t a i n  t h e  USAOs' 
Plans ,  a n d  r ev i ew  a n d  p rov ide  f e e d b a c k  on  t h e  P lans  to  t h e  
USAOs. The  fa i lure  by  t h e  USAOs to  i m p l e m e n t  t h e  CMC 
P r o g r a m  was  n e i t h e r  c o r r e c t e d  n o r  r e p o r t e d  to  t h e  A t t o r n e y  
Genera l .  Moreover ,  t h e  D e p a r t m e n t  r e p o r t e d  in  i t s  a n n u a l  
P e r f o r m a n c e  R e p o r t  t h a t  t h e  CMC P r o g r a m  h a d  m e t  i t s  
o b j e c t i v e s  to  i m p r o v e  t h e  D e p a r t m e n t ' s  p r e p a r e d n e s s ,  w h e n  i t  
h a d  no t .  

M o s t  U S A O s  H a v e  N o t  P r e p a r e d  a n d  E x e r c i s e d  C o m p r e h e n s i v e  
P l a n s  t o  G u i d e  T h e i r  R e s p o n s e  to  C r i t i c a l  I n c i d e n t s  

Most  USAOs fa i led  to  p r epa re  c o m p r e h e n s i v e  c r i t i ca l  i n c i d e n t  
r e s p o n s e  Plans .  Our  analysis  showed tha t  the  Plans submi t t ed  by the USAOs 
provide inadequa te  gu idance  to respond  to a critical incident.  The 48 act ions 
tha t  should  be taken  when  respond ing  to a critical inc ident  were con ta ined  in 
the 1999 CMC Manual.  The act ions address  essent ia l  e lements  of critical 
inc ident  response ,  inc luding  coordinat ing interviews to avoid mult iple  agency 
interviews of the same person,  providing for a unif ied evidence room and  
c o m m u n i c a t i n g  cha in  of cus tody procedures ,  es tab l i sh ing  a crime scene 
protocol, preserving the crime scene, and  set t ing up overlapping relief shifts to 
avoid fatigue. 

We analyzed the 76 Plans available at CTS and  EOUSA and  found tha t  
mos t  Plans subs tant ia l ly  failed to include ins t ruc t ion  to ensu re  that  USAO staff 
r e spond ing  to a critical inc ident  accompl ishes  the 48 fundamen ta l  actions.  
Only 12 of the 76 Plans on file addressed  at least  half  of the  48 actions,  and  
j u s t  4 Plans addressed  all 48 act ions (Figure 2, next  page). Many of the 
omit ted act ions represen t  vital e lements  of an  effective critical inc ident  
response .  For example,  of the 76 Plans: 
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• 67 fai led to a d d r e s s  c o o r d i n a t i o n  of  i n t e r v i e w s  to avo id  m u l t i p l e  
a g e n c y  i n t e r v i e w s  of  t h e  s a m e  p e r s o n ,  

• 61 did no t  p rov ide  for a un i f i ed  e v i d e n c e  r o o m  a n d  c o m m u n i c a t i n g  
c h a i n  of  c u s t o d y  p r o c e d u r e s ,  

• 60 did no t  a d d r e s s  e s t a b l i s h m e n t  
of  a c r ime  s c e n e  p ro toco l ,  

• 54 did no t  a d d r e s s  p r e s e r v a t i o n  
of  the  c r ime  s c e n e ,  a n d  

32 fai led to a d d r e s s  s e t t i ng  u p  
o v e r l a p p i n g  re l ief  sh i f t s  to avoid  
fa t igue  a m o n g  AUSAs w o r k i n g  a 
cr i t ical  i nc iden t .  

In s o m e  c a s e s ,  t he  P l a n s  d id  no t  
r e p r e s e n t  even  a m i n i m a l  a t t e m p t  to 
d e v e l o p  cr i t ical  i n c i d e n t  g u i d a n c e .  E leven  

0= 

Figure 2 
48 Ac t i ons  in USAO Plans  
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Source: OIG review of Plans on file with CTS & EOUSA. 

U S A O s  did n o t h i n g  m o r e  t h a n  i n s e r t  t he i r  D i s t r i c t ' s  n a m e  in to  a " S a m p l e  Plan" 
d i s t r i b u t e d  by  EOUSA a n d  a t t a c h  c o n t a c t  l i s ts  f rom the i r  office a n d  seve ra l  
o t h e r  agenc i e s .  22 In t h r e e  o t h e r  c a s e s ,  t he  U S A O s  s u b m i t t e d  d o c u m e n t s  other  
t h a n  a cr i t ical  i n c i d e n t  r e s p o n s e  plan.  T h e s e  d o c u m e n t s  i n c l u d e d  a n  O c c u p a n t  
E m e r g e n c y  Plan,  an  E m e r g e n c y  Re loca t i on  Plan ,  a n d  a "Plan" c o m p r i s e d  of  
h a n d o u t s  f rom a J a n u a r y  1999 F B I - s p o n s o r e d  w o r k s h o p  on  W e a p o n s  of  M a s s  
D e s t r u c t i o n .  23 

D e v e l o p i n g  P l a n s  t h a t  a d d r e s s  all 48  a c t i o n s  is e s s e n t i a l  to e n s u r e  a 
c o m p r e h e n s i v e  r e s p o n s e  to a cr i t ical  i n c i d e n t  a n d  to avoid  r e p e a t i n g  m i s s t e p s  
t h a t  we re  ident i f ied  in a f t e r - a c t i o n  r e p o r t s  on  ea r l i e r  cr i t ical  i n c i d e n t s .  For  
e x a m p l e ,  the  n e e d  for a c t i o n  to e s t a b l i s h  a c r ime  s c e n e  p ro toco l  a n d  b e t t e r  
p r e s e r v e  the  c r ime  s c e n e  we re  ident i f ied  in t he  O k l a h o m a  City a f t e r - a c t i o n  
r epo r t .  The  n e e d  to p l a n  for o v e r l a p p i n g  re l ief  sh i f t s  to avoid  fa t igue  a n d  the  
p o t e n t i a l  for poor  d e c i s i o n - m a k i n g  t h a t  m a y  r e s u l t  f rom fa t igue  w a s  

22 The Sample Plan did not contain specific guidance on how to respond to critical 
incidents, but was a format guide intended to help the USAOs in developing their own Plans. 
The Sample Plan is discussed further on page 21. 

23 Occupant Emergency Plans provide for either the rapid evacuation of a building or 
sheltering in place within the building, depending on the nature of the incident that triggered 
the plan. Emergency Relocation Plans provide for the continuation of all essential 
organizational activities in secondary locations because the primary location has become 
unusable. These plans are required for USAOs, but they address activities in a context other 
than crisis response, as defined in the CMC Program. 
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r e c o m m e n d e d  in the  Ruby Ridge af ter -ac t ion report .  Failing to develop Plans 
tha t  e n s u r e  these  and  o ther  ac t ions  are accompl i shed  inc reases  the r isk  tha t  
USAOs will r e spond  incomple te ly  or ineffectively to critical inc idents .  While the 
a bsence  of a Plan does  not  p rec lude  a USAO from r e spond ing  to a critical 
inc ident ,  hav ing  a Plan tha t  gu ides  r e sponde r s  t h r o u g h  all 48 f u n d a m e n t a l  
ac t ions  e n s u r e s  tha t  the USAO is bet ter  p r epa red  to r e spond  quickly a n d  
appropr ia te ly  to a critical incident .  

P lann ing  to r e spond  to critical 
inc iden t s  was  not  a priority for USAOs. 
Based  on the qual i ty  of the Plans,  as 
well as our  d i scuss ions  with CMCs, we 
conc luded  tha t  the CMC Program was 
not  a priority for the USAOs. In our  
interviews with 26 CMCs at  the  USAOs, 
we were cons i s ten t ly  told tha t  more  
a t t en t ion  was  given to compet ing  
priorit ies a n d  tha t  the CMCs' workload  
was  not  ad jus t ed  to allow t ime for Plan 
deve lopmen t  and  CMC Program 
implementa t ion .  Several CMCs noted  
tha t  there  is no appl icable  category on 
the i r  work t rack ing  sys tem to a c c o u n t  
for the t ime they spend  on CMC dut ies .  
Therefore  t ime spen t  on CMC Program 

Dur ing  o u r  review, the Depu ty  Director,  Secur i ty  
P rog ram Staff, acknowledged  s o m e  confus ion  
c o n c e r n i n g  the  overall  secur i ty  p l a n n i n g  effort 
wi th in  USAOs. The confus ion  was  the resul t  of 
different  direct ives tha t  require  USAOs to draf t  a n d  
m a i n t a i n  six p l ans  for s epa ra t e  b u t  re la ted  
p u r p o s e s ,  m a n y  of which  over lap  in key  areas .  To 
bo l s te r  p r e p a r e d n e s s  a n d  e l imina te  confusion,  in 
J u l y  2003  EOUSA r e c o m m e n d e d  t h a t  USAOs draf t  
a core p l an  with individualized a n n e x e s  target ing 
specif ic p u r p o s e s ,  s u c h  as  crisis  r e sponse ,  
con t inu i ty  of  opera t ions ,  o c c u p a n c y  emergenc ies ,  
a n d  e m e r g e n c y  relocation.  A Secur i ty  Working 
G r o u p  (SWG) compr i sed  of U.S. At torneys  and 
EOUSA senior  s taf f  is respons ib le  for p romulga t ing  
the  a p p r o p r i a t e  guidelines.  These  ac t ions  are an  
ind ica tor  of EOUSA's effort to be  more  responsive  
to the confus ion  c rea ted  by over lapp ing  plans .  

re la ted  activities does not  get repor ted  as t ime spen t  directly on work tha t  
con t r ibu t e s  to overall office per formance .  

M o s t  U S A O s  h a v e  n e v e r  c o n d u c t e d  c r i t i c a l  i n c i d e n t  r e s p o n s e  
exercises.  Over 60 percen t  (49 of 81) of the USAOs r e spond ing  to our  survey 

Figure  3 
USAOs Conduct inK Crit ical  R e s p o n s e  

Exerc i ses  in  Last  7 Years 
N=81 

• Naver - 49 

N O n c e -  16 

r'l Tw ice - 8 

I-I Three times - 3 

[ ]  Four or more times - 3 

• U n k n o w n  - 2 

Source: OIG administered survey of CMCs 

repor ted  tha t  they  c o n d u c t e d  no 
critical inc iden t  r esponse  
exercises  s ince 1996. Anothe r  
20 pe rcen t  (16 USAOs) conduc t ed  
one exercise  du r ing  tha t  t ime. 
Only 17 pe rcen t  (14 USAOs) 
c o n d u c t e d  more  t han  one exercise  
in the  last  7 years  (Figure 3). 

The expecta t ion  tha t  USAOs 
would  exercise their  Plans  was  
clearly e n u n c i a t e d  in 1997 by the 
former  Attorney General .  In 
speak ing  to all CMCs, she s ta ted  
tha t  USAOs shou ld  par t ic ipate  in 
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reg iona l  c r i t ica l  i n c i d e n t  r e s p o n s e  e x e r c i s e s  w i t h  t he i r  local FBI field offices 
b e c a u s e :  "The f i rs t  t e n s e  h o u r s  a f te r  a b o m b  h a s  exp loded  s h o u l d  no t  be s p e n t  
on  t ry ing  for t h e  f irst  t ime  to bu i ld  a w o r k i n g  r e l a t i o n s h i p  wi th  y o u r  key  law 
e n f o r c e m e n t  a ge nc y .  It is too little, too late.  "24 

However ,  in p r o m u l g a t i n g  the  CMC P r o g r a m ,  CTS a n d  EOUSA did  n o t  
e s t a b l i s h  a n y  specif ic  r e q u i r e m e n t s  for 
USAOs to c o n d u c t  e x e r c i s e s  to t e s t  t he i r  
P l ans  a n d  p r a c t i c e  r e s p o n d i n g  to 
cr i t ical  i n c i d e n t s .  C o n s e q u e n t l y ,  as  
de t a i l ed  above ,  on ly  a few USAOs h a v e  
r e g u l a r l y  c o n d u c t e d  cr i t ica l  i n c i d e n t  
r e s p o n s e  exe rc i ses .  2s 

We f o u n d  t h a t  e xe r c i s i ng  p l a n s  is 
s t a n d a r d  p r a c t i c e  for e m e r g e n c y  
r e s p o n s e  p r o g r a m s .  For e x a m p l e ,  
Fede ra l  P r e p a r e d n e s s  C i r c u l a r s  (FPC) 
65 a n d  66,  w h i c h  d i r ec t  all Fede ra l  
a g e n c i e s  to deve lop  c o n t i n u i t y  of 
o p e r a t i o n s  p l a n s  to m a i n t a i n  a g e n c y  
o p e r a t i o n s  in t he  even t  of  c a t a s t r o p h e s ,  
r e q u i r e  t h a t  t h e  p l ans  be e x e r c i s e d  a t  
l ea s t  a n n u a l l y .  26 

ODP: E x e r c i s e s  Are An E s s e n t i a l  Part  
o f  Crit ical  I n c i d e n t  R e s p o n s e  

Experience and data show that exercises 
are a practical and efficient way to 
prepare for crises. They test critical 
resistance, identify procedural difficulties, 
and provide a plan for corrective actions 
to improve crisis and consequence 
management response capabilities 
without the penalties that might be 
incurred in a real crisis. Exercises also 
provide a unique learning opportunity to 
synchronize and integrate cross- 
functional and intergovernmental crisis 
and consequence management response. 

ODP Website, (visited on April 29, 2003) 
http://unuw.oip.usdoi.qov/odp[exercises/state.htm 

Simi lar ly ,  w i th in  t he  D e p a r t m e n t ,  t h e  FBI (which  also p r e p a r e s  cr i t ica l  
i n c i d e n t  r e s p o n s e  p lans)  r e q u i r e s  its field offices to c o n d u c t  a n n u a l  cr is is  
r e s p o n s e  exerc i ses .  We c o n t a c t e d  the  D e p a r t m e n t ' s  Office of D o m e s t i c  
P r e p a r e d n e s s  (ODP), w h i c h  he lp s  s t a t e  a n d  local  a g e n c i e s  p r e p a r e  to r e s p o n d  to 
cr i t ica l  i n c i d e n t s ,  a n d  f o u n d  t h a t  b e t w e e n  May  2 0 0 0  a n d  M a r c h  2003,  t h a t  
office s p o n s o r e d  over  150 cr is is  r e s p o n s e  exe rc i ses .  27 The  Ac t ing  Di rec to r  of 

24 The Attorney General's speech at first CMC National Training Conference, June 17, 
1997. 

2s CTS did encourage USAOs to participate in preparedness exercises conducted by the 
FBI and by other federal and state and local agencies in their region. At both national 
conferences, CTS distributed a list of exercises organized geographically to facilitate USAO 
involvement in crisis response and preparedness training. This list contained numerous 
exercises sponsored by ODP. 

26 FPCs 65 and 66 were issued by the Federal Emergency Management Agency, on 
July 26, 1999, and April 30, 2001, respectively. 

27 The Office of Domestic Preparedness, which assists state and local public safety 
personnel in acquiring training and equipment to manage the response to weapons of mass 
destruction attacks, moved from the Department of Justice, Office of Justice Programs, to the 
Department of Homeland Security on March 1, 2003. 
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ODP, and  the Director, Exercise and  Evaluat ion Division, ODP, told us  that  
p repa redness  d e p e n d s  on exercising critical inc iden t  response  plans,  as well as  
upda t ing  and  revising the  Plans to reflect l essons  learned.  An ODP official told 
us  that,  "Having a Plan and  not  exercising or revising it is the same as not  
having a Plan." 

Importantly,  a l t hough  few USAOs c o n d u c t e d  exercises,  mos t  CMCs that  
did conduc t  exercises  repor ted  tha t  they were helpful  in es tabl i sh ing s o u n d  
operat ional  p rocedures  to respond  
to a critical incident .  We 
interviewed five of the  six CMCs 
from USAOs mos t  directly 
impac ted  by the events  of 
Sep tember  11, 2001, who 
confirmed the need  for conduc t ing  
regular  Plan exercises and  
upda t ing  Plans. The CMCs all told 
us  that,  based  on their  experience,  
well-exercised Plans save lives, 
property, and  other  assets .  

While we found tha t  most  
USAOs do not  regularly conduc t  
critical incident  exercises,  some 
USAOs did part icipate in exercises 
led by the FBI's Crisis Managemen t  
Unit  (CMU). The Supervisory 
Special Agent (SSA) for the FBI 
CMU informed us  that ,  in the 33 
m o n t h s  from J a n u a r y  1999 to 
Sep tember  2001, USAOs 
part ic ipated in 20 of 23 FBI- 
sponsored  exercises where  USAO 
part icipat ion would  have been  
appropriate.  2a The exercises took 
place t h roughou t  the count ry  and 

CMC Tra in ing  R e c o m m e n d a t i o n s  

In a survey of the CMCs responsible for implementing the 
CMC Program {81 of 94 responding), and interviews of 26 
CMCs, we received numerous  comments  recommending 
improvements  to CMC Program training. The most 
frequent CMC training recommendat ions  were: 

> Organize  d i s tr ic t s  by s i z e  and s i t u a t i o n  for 
d i s c u s s i o n .  Most CMCs recommended against  a "one 
size fits all" t ra ining model. Where appropriate, lectures 
and d iscuss ion materials should consider the inherent  
differences in personnel  and other resources available to 
small,  medium, large, and extra-large USAOs. 

> Address  th e  re la t ionship  o f  th e  CMC Program to 
th e  ATTFs. Several CMCs stated that  ATTF 
coordinators and CMCs duties overlap, particularly in 
coordinat ing with state and local agencies. One 
interviewee suggested that CMC and ATTF coordinator 
t ra ining be designed so the groups can discuss areas of 
joint  or overlapping responsibilities. 

> Maximize  smal l  group d i s c u s s i o n .  CMCs frequently 
stated that  t raining should utilize a more interactive 
format featuring pragmatic advice and  information 
shar ing  among USAOs, rather than  being "a gathering of 
talking heads" as one CMC described the prior CMC 
Training Conferences. 

> C o n d u c t  tra in ing  on a regular  basis .  CMCs stated 
that  t ra in ing in critical incident  response should be 
conducted on a regular schedule (annual  or hi-annual)  
and  the t raining should be mandatory.  

involved USAOs of all sizes. Scenarios ranged  from a full-scale m o c k  airl iner 
hi jacking in Anchorage,  Alaska, to a weapons  of mass  des t ruc t ion  tabletop 
exercise in Pomona,  New York. While the  USAOs part ic ipated in the  FBI CMU 
exercises w h e n  they had  the opportunity,  we no ted  that,  in the 33 m o n t h s  

28 The  CMU c o n d u c t s  a wide r a nge  of exerc i ses ,  s o m e  of which  involve s u p p o r t i n g  local 
l aw e n f o r c e m e n t  agenc i e s .  B e c a u s e  some  of t hese  exe rc i s e s  do no t  involve v io la t ion  of federal  
law,  USAO i n v o l v e m e n t  is n o t  a lways  app rop r i a t e .  
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covered by the  SSA's records,  the  FBI CMU c o n d u c t e d  exercises in less t h a n  
25 percent  of the USAO districts.  Therefore, mos t  USAOs had  no oppor tuni ty  
to part icipate in an FBI-sponsored exercise. 

CTS also reported tha t  USAOs par t ic ipated in m a n y  exercises since 1997, 
inc luding  cyber terror ism exercises,  a "full-field" weapons  of mass  des t ruc t ion  
exercise, exercises in prepara t ion  for the 2002 Winter  Olympics,  and  
TOPOFF 2000 and  TOPOFF 2002, which  were large-scale exercises s imula t ing  
coordinated  terrorist  a t tacks  in mul t ip le  jur isdic t ions .  Our  survey regarding 
part icipat ion in exercises (see Appendix  C) was specifically designed to capture  
da ta  on USAO part icipat ion in all of the above exercises.  

USAOs report  they lack t ra in ing and  resources  to conduc t  exercises. 
Dur ing  our  interviews of 26 CMCs, we asked  why USAOs did not conduc t  more  
critical inc ident  response  exercises. They r e sponded  tha t  the pr imary reasons  
for not  conduc t ing  exercises were tha t  they lacked informat ion on how to 
conduc t  exercises (14 of 26) and  tha t  small dis tr ic ts  lacked the resources  to 
conduc t  an  exercise. However, we found tha t  some CMCs took creative steps 
to identify and  use  local resources  to conduc t  exercises.  For example,  one 
CMC in a m e d i u m  size USAO in the Midwestern United States told us  that  she 
is developing a tabletop exercise, complete  with video, with the ass i s tance  of a 
professor at a top research  universi ty.  The CMC told us  tha t  she  serves on a 
cu r r i cu lum advisory commit tee  for a g radua te  program in home land  securi ty 
tha t  the same professor is developing. Such efforts e n h a n c e d  the USAO's 
response  capabili t ies by enabl ing  it to draw on previously u n t a p p e d  resources.  

C T S  a n d  E O U S A  F a i l e d  to  F u l f i l l  T h e i r  A d m i n i s t r a t i v e  a n d  
S u p p o r t  R e s p o n s i b i l i t i e s  for  t h e  CMC P r o g r a m .  

We found tha t  CTS and  EOUSA did not  effectively suppor t  the CMC 
Program because  they did not  provide effective training,  did not  provide 
adequa t e  guidance,  did not  accurately  t rack and  ma in ta in  the submi t ted  Plans, 
did not  review the submi t t ed  Plans, and  did not  evaluate  the USAOs' 
imp lemen ta t ion  of the CMC Program. 

CTS and EOUSA did not provide effective training. Since the 
incept ion  of the CMC Program in May 1996, CTS sponsored  only two CMC 
Training Conferences and  one two-hour  videoconference.  The first t ra ining 
conference  took place in Arlington, Virginia, from J u n e  17 th rough  20, 1997. 
The second conference took place in Columbia,  South  Carolina, from 
October  19 through 22, 1999. No addi t ional  CMC-specific t ra ining was 
provided until  March 2003, when  CTS sponsored  a two-hour  videoconference 
for CMCs. The Deputy Chief, CTS, conf i rmed tha t  CTS ne i the r  developed nor  
sponsored  any other  t ra ining for CMCs. 
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Limited CMC Training. When  we ques t ioned  the  lack of CMC-specific 
t ra in ing over the previous four years ,  CTS told us  tha t  na t ional  CMC training 
h ad  been  p lanned  for Fall 2001 or Spring 2002. According to CTS, this 
t ra in ing was initially deferred after the events  of Sep tember  11 ,2001 ,  to 
a c c o m m o d a t e  other  required training,  and  then  deferred fur ther  because  m a n y  
of those  who would have been  the t ra iners  or t ra inees  were involved in the 
na t ionwide  investigation of the  terroris t  a t tacks.  In Augus t  2003, in response  
to a draft  of this report, CTS told us  tha t  addi t ional  p r epa rednes s  and  r e sponse  
t ra in ing was schedu led  for March 2004. 

We as ses sed  the t ra in ing agendas  of the  1997 and  1999 CMC tra ining 
conferences  and  viewed a videotape of the 2003 videoconference.  We found 
tha t  CMCs received little spec i fc  ins t ruc t ion  on how to develop Plans and  
conduc t  critical incident  exercises.  According to the  1997 CMC Training 
Conference agenda,  dur ing  the  three-day  conference  the CMCs received three 
hours  of ins t ruc t ion  on developing crisis r e sponse  plans  and  spen t  three  hours  
in a group a s s ignmen t  on p lann ing  exercises.  Similarly, dur ing  the 1999 CMC 
Training Conference CMCs par t ic ipated in a two and  one-ha l f  hou r  sess ion 
covering "Development  and  Test ing of a District  Plan and  Intra-distr ict  
Coordinat ion of Planning Efforts." The mos t  a t ten t ion  given to e i ther  topic 
related to conduc t ing  exercises occurred  at the  1999 conference.  Part icipants  
spen t  four hours  in a general  sess ion  d i scuss ing  two possible terrorist  a t tack 
scenarios ,  after which they met  in small  groups to d i scuss  one of the  scenarios  
for 90 minutes .  The sess ion conc luded  with a 45 -minu t e  review for all 
par t ic ipants .  

In addi t ion to reviewing the 1997 and  1999 Conference agendas ,  we 
d i scussed  t ra ining dur ing  our  interviews with CMCs across the country.  All 
bu t  one of the 26 CMCs we interviewed indica ted  tha t  the prior t ra ining was 
i nadequa te  and  that  they needed  addi t ional  training.  Further ,  the CMCs s ta ted  
tha t  the t ra in ing should  be revised to inc lude  changes  tha t  have occurred s ince 
the  last  CMC Training Conference in 1999. The changes  inc lude  the  post  
Sep tember  11 ,2001 ,  reorganizat ion of the Depa r tmen t  to focus on 
counter te r ror i sm;  the passage  of the USA PATRIOT Act and  other  terrorism- 
related legislation; the reorganizat ion of the Criminal  Division; the i s suance  of 
the  National Strategy for Homeland  Security; the format ion of the  Depa r tmen t  
of Homeland  Security; and  the creat ion of the  ATTFs within USAOs. While 
these  topics were addressed  in the ATTF t ra ining conduc ted  since Sep tember  
2001, we found that  few CMCs have a t t ended  tha t  training. 

Regarding the lack of CMC Program training,  CTS confi rmed tha t  it did 
not  conduc t  more CMC-specific t ra ining after 1999. CTS also s ta ted  tha t  it has  
no line author i ty  over the USAOs and,  thus ,  can provide gu idance  but  not  
dictate  what  the USAOs do. CTS told us  tha t  with the Depar tment ' s  increased 
focus on prevention,  it is working to see tha t  fewer inc idents  occur  and tha t  
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there  is less need  for r e sponse  activity. CTS s ta ted  tha t  it is add re s s ing  
p r e p a r e d n e s s  t h rough  s u c h  activities s u c h  as  inc reased  p l a n n i n g  a n d  
cooperat ive  act ion be tween  FBI Strategic  Informat ion  Opera t ions  Cen te r  a n d  
CTS, the  e s t a b l i s h m e n t  of a na t iona l  process  t rack ing  sys tem,  and  a CTS 
websi te  being piloted to 18 USAOs. 

Other  Trainin~ Fails to Fully Address  Critical Inc ident  Response  
Planning.  Dur ing  our  review, the CTS Chief  told us  tha t  ATTF t ra in ing  focused 
on both prevent ion  a n d  crisis response .  He fu r the r  s ta ted  t ha t  the t ra in ing  
c o n d u c t e d  for ATTF Coord ina tors  covered m u c h  of the in format ion  needed  by 
CMCs. CTS cited several  examples  of t r a in ing  tha t  they believed met  the needs  
of the CMCs, including:  

Be tween  April 2002 and  November  2002, approximate ly  1,600 
p rosecu to r s  a n d  law en fo rcemen t  officers were t r a ined  at  seven 
regional  a n d  na t iona l  an t i - t e r ro r i sm conferences .  One of the sess ions  
at  the  November  2001 ATTF confe rence  in Wash ing ton ,  D.C. 
a d d r e s s e d  crisis m a n a g e m e n t  and  was  led by an  exper ienced  CMC. 

In J a n u a r y  2002,  in order  to comply  with a directive i s sued  by the 
Attorney Genera l  at the November  2001 conference ,  EOUSA broadcas t  
a live, four-day te leconference  to an  es t imated  25 ,000  viewers. 

• In J a n u a r y  2003, 72 U.S. Attorneys were t ra ined  at  an  ant i - te r ror i sm 
conference.  

Between May a n d  Sep tember  2003 (after fieldwork on our  review was  
complete) ,  approximate ly  330 p rosecu to r s  and  500 FBI superv isors  
received u p d a t e d  t ra in ing  at six na t iona l  secur i ty  conferences ,  each  of 
which  inc luded  a tabletop crisis r e sponse  exercise.  

Because  the CTS Chief  s ta ted  tha t  ATTF t ra in ing a d d r e s s e d  CMC needs ,  
we reviewed the t ra in ing  mater ia l s  from the two nat ional  ATTF t ra in ing  
confe rences  a n d  the six regional t ra in ing conferences .  We found  tha t  the ATTF 
t ra in ing  focused on intel l igence ga the r ing  a n d  informat ion  sha r i ng  to prevent  
te r ror is t  a t tacks .  The t ra in ing ne i the r  a d d r e s s e d  prepar ing  to r e spond  to an  
a t t a ck  or o ther  critical inc idents ,  nor  developing and  exerc is ing a critical 
i nc iden t  r e sponse  plan. 29 While we found  the  first ATTF conference  inc luded  a 
sess ion  on crisis response ,  we also found tha t  crisis r e sponse  informat ion  was 
no t  covered at  the following six regional  t r a in ing  conferences ,  nor  the second 

29 The single reference to the CMC Program that we found was a list of CMC telephone 
numbers dated January 22, 2002. The only region to address the need for preparing for 
critical incidents was the Northeastern Region. 
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National Conference.  Further ,  10 of the  26 CMCs we interviewed also hold the 
ATTF Coordinator  posi t ion for their  USAO. In the last 2 years,  these  10 CMCs 
a t t ended  the 2 ATTF nat ional  conferences  a n d  a regional t ra in ing conference.  
Without  exception,  the  CMCs told us  they believe that  the ATTF t ra ining was 
not  a subs t i tu te  for addi t ional  CMC-specific t raining.  

Al though CTS provided informat ion tha t  showed USAO staff m e m b e r s  
have a t t ended  n u m e r o u s  t ra in ing events  re la ted to the ATTF initiative, our  
review found tha t  this  t ra in ing did not  replace or d imin ish  the need  for CMC 
training. Our review of the t ra in ing agendas  and  curr icula  found tha t  mos t  of 
the t ra in ing focused on the pr imary ATTF goals of identifying and  prevent ing  
terrorist  a t tacks ,  not  on responding  when  a t t acks  occur. In addit ion,  while 
some of the t ra in ing did address  prepar ing  to r e spond  to at tacks,  our  review of 
the a t t endee  lists found tha t  few CMCs a t t e n d e d  tha t  training. For example,  no  
CMCs a t t ended  the  J a n u a r y  2003 U.S. At torney Anti-Terrorism Conference,  
and  only 52 of the CMCs a t t ended  one of the  six nat ional  securi ty conferences  
conduc ted  be tween  May and  Sep tember  2003. Further ,  ATTF t ra in ing tha t  did 
address  response  capabili t ies focused on r e spond ing  to the th rea t  of terrorism, 
not  on r e spond ing  to o ther  critical incidents .  The inadequacy  of the ATTF 
t ra ining as a subs t i tu t e  for CMC tra ining was  conf i rmed in our  interviews with 
26 CMCs, as mos t  (24 of the 26) identified the  lack of t ra ining as the major  
hurd le  they faced in improving the read iness  of their  offices to r e spond  to a 
critical incident .  

In addi t ion to the  ATTF training, CTS s ta ted  that  many  USAOs had  been 
involved in "real-life" events  such  as r e spond ing  to the Sep tember  11 ,2001 ,  
terrorist  a t tacks,  and  s u b s e q u e n t  terror ism invest igat ions,  and  sugges ted  tha t  
those  responses  served as training. The act ions  of USAOs in r e spond ing  to 
critical inc idents  could resul t  in improvemen t s  to p reparedness  for later events  
if they were followed by after-action reviews, identif ication of weaknesses ,  and  
improvements  to the process.  However, we found  tha t  was not  occurring.  In 
May 2003, we con tac ted  the 81 USAOs tha t  r e sponded  to our  initial survey to 
de te rmine  if they had  made  any subs tan t ive  changes  to their  Plans. 3o The 
responses  we received from 53 USAOs indica ted  that  only 8 had  ever upda t ed  
their  Plans. While r e spond ing  to "real-life" events  does provide experience,  the 
failure to fully exploit that  experience by identifying shor tcomings  and  
improving response  Plans leaves the USAOs at risk of repeat ing mis takes  
dur ing  future  incidents .  

Based on our  review of the CMC t ra in ing  materials ,  our  evaluat ion of the 
Plans submi t ted ,  our  interviews with CMCs, and  our  de te rmina t ion  tha t  the 

30 We defined " subs tan t ive"  as changes  in policy, scope,  or p rocedures ,  as  opposed  to 
"admin is t ra t ive  only" changes ,  such  as  u p d a t i n g  t e l ephone  contac t  lists. 
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ATTF t ra in ing  did not  provide a subs t i tu t e  for the  CMC training,  we conc luded  
tha t  the t ra in ing  provided to CMCs has  not  suff iciently p repared  t hem to 
develop and  exercise crit ical  inc ident  r e sponse  plans .  The i nadequa t e  CMC 
t ra in ing  con t r ibu ted  to the  poor qual i ty of the  Plans  submi t t ed  by the USAOs. 31 
The un i fo rm poor qual i ty  of the Plans and  CMC feedback  strongly sugges t  tha t  
the  CMCs need  addi t iona l  t r a in ing  to provide t h e m  with  the gu idance  tha t  will 
enable  t h e m  to p repare  comple te  crisis r e sponse  Plans,  as well as to i m p l e m e n t  
effective exercises  to test  the  Plans.  

CTS and EOUSA provided min imal  gu idance  to the  CMC Program. 
From 1996 unt i l  May 2003,  CTS and  EOUSA g u i d a n c e  to CMCs cons is ted  of 
providing CMCs with the CMC Manua l  at  the  1997 a n d  1999 conferences ,  and  
a "Sample  Plan" sen t  to t h e m  in October  1999. This pauc i ty  of gu idance  was  
conf i rmed by the r e sponses  of all CMCs we in terviewed.  Significantly, mos t  
CMCs appoin ted  s ince 1999 said tha t  they were  e i ther  u n a w a r e  of the CMC 
Manua l  or u n a w a r e  t ha t  it was  available t h r o u g h  USABook Online, the  in te rna l  
D e p a r t m e n t  of Ju s t i c e  webs i te  for USAOs. Also, as  wi th  training,  we found  
tha t  the CMC Manua l  has  no t  been  u p d a t e d  s ince  October  1999, and  therefore  
does not  reflect the crit ical  changes  in d e p a r t m e n t a l  a n d  na t ional  policy s ince  
Sep t ember  2001. 

Fur ther ,  we found  tha t  CTS and  EOUSA did no t  work together  to develop 
appropr ia te  gu idance  for the  CMC Program. For example ,  wi thou t  notifying 
CTS, in October  1999 EOUSA dis t r ibu ted  a five-page Sample  Crisis Response  
Plan (Sample Plan) to CMCs. The Ass is tant  Direc tor  for the EOUSA Secur i ty  
Programs  Staff {SPS} told us  tha t  EOUSA d i s t r ibu ted  the Sample  Plan after 
no t ing  a ser ious  i ncons i s t ency  in format  of the  initial p lans  submi t t ed  by 
USAOs. According to EOUSA, the Sample  Plan was  never  in tended  to be a 
comprehens ive  templa te ,  bu t  was  in t ended  as  a r e sou rce  for CMCs to use  in 
p repa r ing  distr ict-specific Plans.  

We reviewed the  Sample  Plan and  conf i rmed tha t  it is pr imari ly a format  
guide.  It does not  provide comple te  gu idance  for USAOs. As a format  guide,  
the  Sample  Plan was  not  des igned  to be scalable  to mee t  the varying size, 
location,  and  vulnerabi l i t ies  of all USAOs. Fur the r ,  the Sample  Plan gives 
examples ,  bu t  does not  men t i on  m a n y  of the 48 ac t ions  r e c o m m e n d e d  in the  
CMC Manual ,  s u c h  as coord ina t ing  with the FBI, e n s u r i n g  the availabili ty of 
special ized resources ,  a n d  coopera t ing  with s ta te  a n d  local agencies.  

31 As discussed earlier in this report, our review of the 76 Plans available at CTS and 
EOUSA found 62 do not address most of the 48 actions deemed essential to a critical incident 
response by CTS, and our survey of CMCs found that since the Program's inception in 1996, 
60 percent of USAOs have never conducted an exercise. 
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The Depu ty  Chief, CTS, told us  that ,  af ter  CTS l ea rned  of the EOUSA 
Sample  Plan, it did not  suppor t  its d is t r ibut ion .  According to the  Deputy  Chief, 
each  USAO has  u n i q u e  r e q u i r e m e n t s  and  CTS was  c o n c e r n e d  tha t  some 
USAOs would  merely  adop t  the Sample  Plan w i thou t  modif icat ion.  32 However, 
she  s ta ted,  at  tha t  t ime CTS did not  have  the  r e sources  to develop a sample  
p lan  t ha t  would  addres s  all the  varying n e e d s  of the USAOs. When  we asked  
he r  if CTS h a d  con tac ted  e i ther  EOUSA or any  USAO to c o m m u n i c a t e  this 
concern ,  she  told us  tha t  it h a d  not. 

In May 2003, n e a r  the end  of our  review, CTS i s sued  a "Guide to 
Developing a Crisis Response  Plan." CTS r eques t ed  tha t  the CMCs review and  
revise thei r  Plans us ing  the Guide  as a basel ine .  33 The USAOs were ins t ruc ted  
to submi t  thei r  revised Plans  to the i r  Regional ATTF Coord ina tors  and  the ATTF 
Coord ina tor  at EOUSA. As of Augus t  2003, USAOs repor ted  tha t  they  were in 
the  process  of revising their  Plans.  

CMCs cite need  for addi t ional  Kuidance.  The CMCs we interviewed 
identif ied several  a reas  of n e e d e d  gu idance .  For example,  half  of the CMCs 
( including CMCs tha t  were also ATTF Coordinators)  cited the lack of a forum to 
improve c o m m u n i c a t i o n  of CMC Program informat ion.  CMCs  told us  tha t  they 
would  benefi t  from a web-based  sys tem tha t  would  allow t h e m  to sha re  
informat ion  such  as: 

• key resource  d o c u m e n t s  for the CMC Program, 

• p re l iminary  gu idance  for newly appo in ted  CMCs, 

• critical inc ident  r e sponse  p lann ing  p rocedu re s  from USAOs organized 
by size and  region, 

• exper t  gu idance  on conduc t i ng  table top exercises  based  on realistic 
scenar ios  of all magn i tudes ,  not  j u s t  in te rna t iona l  ter ror is t  incidents ,  

• best  pract ices  and  innovative app roaches ,  and  

32 O u r  review of  t h e  76  P l a n s  o n  file w i th  CTS a n d  EOUSA,  a s  wel l  a s  o u r  i n t e rv i e w s  
w i t h  CMCs  s u b s t a n t i a t e d  CTS ' s  c o n c e r n .  O u r  rev iew of  t h e  P l a n s  s h o w e d  t h a t  a t  l e a s t  l l 
U S A O s  s i m p l y  p u t  t h e i r  d i s t r i c t ' s  n a m e  on the  p l a n ,  a d d e d  a p h o n e  l is t ,  a n d  s u b m i t t e d  it b a c k  
to  EOUSA.  

33 A t t a c h m e n t s  to t h i s  G u i d e  i n c l u d e d  a r e - r e l e a s e  of  s e v e r a l  o u t d a t e d  d o c u m e n t s ,  
s o m e  f rom a s  far  b a c k  a s  1994.  I n c l u d e d  w a s  a n  u n r e v i s e d  c o p y  of  C h a p t e r  2 of  t h e  CMC 
M a n u a l ,  "P rac t i c a l  Tips ."  CTS d id  no t  r ev i se  t he  "Cr i t i ca l  I n c i d e n t  C h e c k l i s t  for t h e  In i t ia l  48-  
H o u r s "  to re f lec t  l eg i s l a t ive  a n d  pol icy  c h a n g e s  t h a t  h a v e  t a k e n  p l a c e  s i n c e  S e p t e m b e r  1 i ,  
200 t.  
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bullet ins  notifying CMCs of deve lopment s  affecting the CMC Program, 
such  as the Depa r tmen t  of Homeland  Securi ty Presidential  
Directive. 3a 

The CMCs also r eques ted  gu idance  on the  re la t ionship  be tween  the CMC 
Program and  the  Depar tment ' s  coun te r t e r ro r i sm mission,  addi t ional  t ra ining 
reflecting the changes  in law and policy regard ing  critical inc ident  response  
s ince 1999, individualized feedback on submi t t ed  Plans, and  informat ion  on 
conduc t ing  exercises tailored to the size of the  distr ict  (Figure 4). 

During our  exit conference  with CTS in which  we d i scussed  the findings 
of this review, CTS told us  tha t  it is developing a websi te  in t ended  to address  
these  issues,  among  others.  As of Sep tember  12, 2003, the websi te  was being 
pilot- tes ted at 18 USAOs. According to CTS, full access  is p l anned  for all 
USAOs by the end  of October  2003. 

F i g u r e  4 - CMC R e q u e s t e d  S u p p o r t  a n d  G u i d a n c e  
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Sourcc: OIG CMC Interviews. 

34 Whi l e  we a c k n o w l e d g e  t h e  CMC's  c o m m e n t s  t h a t  t h e  l a c k  of  a f o r u m  m a k e s  it m o r e  
d i f f i cu l t  for t h e m  to s h a r e  i n f o r m a t i o n ,  we n o t e d  t h a t  i t  h a s  n o t  p r e v e n t e d  al l  CMCs  f rom 
s h a r i n g  i n f o r m a t i o n .  In fact ,  m o r e  t h a n  25  p e r c e n t  of  t h e  CMCs  we i n t e r v i e w e d  to ld  u s  t h a t  
t h e y  u s e d  p e r s o n a l  c o n t a c t s  to o b t a i n  i n f o r m a t i o n  f rom o t h e r  U S A O s  to a s s i s t  in w r i t i n g  t h e i r  
P l a n s .  
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CTS a n d  EOUSA f a i l e d  to  a c c u r a t e l y  t r a c k  a n d  m a i n t a i n  t h e  P l a n s  
s u b m i t t e d  by  USAOs,  r e s u l t i n g  in  l o s t  P lans .  We found tha t  both CTS's and  
EOUSA's t r ack ing  and  m a i n t e n a n c e  of s u b m i t t e d  Plans  were d isorganized  and  
inadequa te .  Nei ther  organiza t ion  was  able to accu ra t e ly  identify which  USAOs 
h a d  s u b m i t t e d  a Plan, nor  were  they  able to e n s u r e  tha t  the Plans on file were  
cur ren t .  

We found  tha t  the p rob lems  with  CTS a n d  EOUSA's m a n a g e m e n t  of 
s u b m i t t e d  Plans  began at  receipt.  Nei ther  CTS nor  EOUSA date  s t a m p e d  the 
Plans u p o n  receipt.  Our  review of the  76 Plans  submi t t ed  found  a lmos t  
40 pe rcen t  h a d  no publ ica t ion  or s u b m i s s i o n  date.  As a resul t ,  it was  not  
possible to de t e rmine  from CTS's a n d  EOUSA's records  if those  Plans were the 
c u r r e n t  vers ions  in use  at the  USAOs. When  we a sked  the Secur i ty  Programs  
Staff (SPS) Ass i s tan t  Director  a b o u t  the lack of da te  s tamping ,  he conf i rmed 
tha t  they  h a d  no m e c h a n i s m  for t rack ing  Plans,  o the r  t h a n  a checkl is t  
con ta in ing  a l ist ing of the USAOs and  co r r e spond ing  boxes tha t  were checked  
to indicate  an  office had  s u b m i t t e d  a Plan. 

We found tha t  CTS a n d  EOUSA have no sys tem for e n s u r i n g  tha t  they  
both  have the same  Plans in their  inventory.  The Deputy  Chief, CTS, 
conf i rmed con t i nu ing  dispar i ty  in the inventories .  According to the Deputy  
Chief, after  the  second  CMC conference ,  CTS s ta r t ed  to inventory  and  review 
the  Plans and  found tha t  it did not  have the n u m b e r  of Plans tha t  EOUSA said 
tha t  it had .  She indica ted  tha t  CTS has  s ince tried to obta in  the miss ing  Plans ,  
bu t  has  been  unsucces s fu l .  We asked  EOUSA why  it did not  provide the Plans 
to CTS, and  EOUSA indica ted  tha t  it was not  aware  of any  o u t s t a n d i n g  CTS 
reques t s .  

As a resul t ,  different offices repor ted different coun t s  of submi t t ed  plans.  
According to EOUSA, 88 Plans have been  s u b m i t t e d  s ince 1996. However, a 
list provided by CTS ind ica ted  tha t  81 USAOs s u b m i t t e d  Plans.  Moreover, in 
the FY 2001 Per formance  Report,  the  D e p a r t m e n t  repor ted  tha t  88 of the 94 
USAO Distr icts  had  submi t t ed  Plans by the e n d  of FY 2001.3s To es tab l i sh  an  
a c c u r a t e  count ,  we c o n d u c t e d  a physical  inventory  of all of the Plans available 
a t  CTS a n d  EOUSA a n d  de t e rmined  tha t  only 76 Plans were  on file. 36 

3s Depar tmen t  of Jus t ice ,  FY 2001 Performance Report  & DOJ FY 2002 Revised Final, 
FY 2003 Performance Plan, page 223. The Jus t i ce  Management  Division collected the da ta  
used  in the report. 

36 In Augus t  2003, in response  to a draft  of this report,  CTS reiterated that  it had 81 
Plans on file and provided a list of the Plans. We reviewed the list and  found it omitted the 
Northern Mariana Is lands federal judicial district, but  did list four Plans tha t  were not a m o n g  
the Plans initially made  available to us. When we asked to review the four plans,  CTS could 
not  find two and  had the USAOs provide copies by facsimile. The Principle Deputy Chief, CTS, 
specula ted  tha t  the four Plans may have been out  of the files dur ing  our  review because  CTS 
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T h e  d i s c r e p a n c y  b e t w e e n  t h e  r e p o r t e d  n u m b e r  of  s u b m i t t e d  P l a n s  a n d  
t h e  n u m b e r  we  f o u n d  o n  file a p p a r e n t l y  o c c u r r e d  b e c a u s e  six U S A O s  a t t e m p t e d  
to s u b m i t  t h e i r  P l a n s  b u t  t h e  P l a n s  w e r e  los t ,  a n d  s ix  o t h e r  U S A O s  w e r e  
c o u n t e d  a s  h a v i n g  s u b m i t t e d  P l a n s  in  e r ror .  Speci f ica l ly ,  in  r e s p o n s e  to o u r  
r e q u e s t  for f u r t h e r  i n f o r m a t i o n  o n  t h e  P l a n s  t h a t  h a d  b e e n  s u b m i t t e d ,  t h e  SPS  
A s s i s t a n t  D i r e c t o r  p r o v i d e d  88  USAO r e s p o n s e s  to a n  O c t o b e r  2 0 0 1  e - m a i l  in  
w h i c h  t h e  U SA Os  w e r e  r e q u e s t e d  to r ev iew t h e i r  P l a n s ,  e n s u r e  t h a t  t h e  P l a n s  
w e r e  c u r r e n t  a n d  c o m p l e t e ,  a n d  c o n f i r m  c o m p l e t i o n  of  t h e  rev iew by  e -ma i l .  37 
A m o n g  t h e  88  r e s p o n s e s  w e r e  12 e - m a i l s  f r o m  U S A O s  t h a t  o u r  r ev iew f o u n d  
h a d  n o  P l a n s  o n  File. Six of  t h e  e - m a i l s  i n d i c a t e d  t h a t  a n  e l e c t r o n i c  c o p y  of  t h e  
U S A O s '  P l a n s  h a d  b e e n  i n c l u d e d  as  a n  a t t a c h m e n t ,  a n d  t h e  o t h e r  s ix  e - m a i l s  
i n d i c a t e d  t h a t  t h e  USAO h a d  r e v i e w e d  t h e  P l a n s  as  r e q u e s t e d ,  b u t  d id  n o t  
i n d i c a t e  t h a t  a c o p y  w a s  a t t a c h e d .  W h e n  we a s k e d  t h e  S P S  A s s i s t a n t  D i r e c t o r  
ff h e  or  h i s  s t a f f  h a d  p r i n t e d  t h e  s ix  a t t a c h e d  P l a n s ,  h e  to ld  u s  t h a t  t h e  
e l e c t r o n i c  cop ie s ,  i n c l u d i n g  all a t t a c h m e n t s ,  h a d  b e e n  de l e t ed .  N o n e t h e l e s s ,  
b a s e d  o n  t h e  r e c e i p t  of  88  e - m a i l  r e s p o n s e s ,  t h e  SPS  A s s i s t a n t  D i r e c t o r  
r e p o r t e d  t h a t  88  U S A O s  h a d  s u b m i t t e d  t h e i r  P l a n s .  

CTS did n o t  rev i ew  t i m e l y  s u b m i t t e d  P lans  or prov ide  f e e d b a c k  to  
USAOs. A l t h o u g h  m o s t  U S A O s  s u b m i t t e d  t h e i r  P l a n s  to CTS a n d  E O U S A  a s  
r e q u i r e d ,  CTS d id  n o t  r ev iew t i m e l y  or  a d e q u a t e l y  s u b m i t t e d  P l a n s  a n d  fai led to  
a c t  w h e n  i ts  r ev iew s h o w e d  t h a t  t h e  P l a n s  w e r e  s eve re ly  de f i c i en t  in  c o n t e n t  
a n d  qua l i ty .  38 CTS d id  n o t  r ev iew t h e  P l a n s  a s  it  r e c e i v e d  t h e m ,  a n d  s o m e  
P l a n s  r e m a i n e d  o n  file for a s  l ong  as  five y e a r s  be fo re  CTS b e g a n  i ts  review.  
CTS n e v e r  p r o v i d e d  f e e d b a c k  to e a c h  USAO o n  i ts  i n d i v i d u a l  p l a n  a n d ,  a s  a 
r e s u l t ,  U S A O s  c o n t i n u e d  to re ly  o n  P l a n s  t h a t  s u b s t a n t i a l l y  fai led to a d d r e s s  
t h e  f u n d a m e n t a l  a c t i o n s  n e c e s s a r y  to r e s p o n d  effect ively to a c r i t i ca l  i n c i d e n t .  
O u r  i n t e r v i e w s  s h o w e d  t h a t  t h e  C M C s  w a n t e d  f e e d b a c k  o n  t h e  P l a n s .  All b u t  
o n e  of  t h e  26  C M C s  we i n t e r v i e w e d  i n d i c a t e d  t h a t  t h e y  w e r e  u n s u r e  of  t h e  
q u a l i t y  o f  t h e i r  P l a n s  a n d  s t r o n g l y  d e s i r e d  f e e d b a c k  r e g a r d i n g  P l a n  q u a l i t y  a n d  
c o n t e n t .  After  a d d i t i o n a l  t r a i n i n g ,  f e e d b a c k  o n  t h e  P l a n s  w a s  t h e  m o s t  
f r e q u e n t l y  r e q u e s t e d  s u p p o r t  i den t i f i ed  by CMCs .  

s taff  may  have been  work ing  with them,  bu t  she  could  not  be su re  b e c a u s e  the  ind iv idua l  
r e s p o n s i b l e  for m a i n t a i n i n g  the files was  on detai l  in a n o t h e r  city. 

3v EOUSA M e m o r a n d u m  to All USAOs, "Review of Cris is  Response  a n d  D i s a s t e r  
Recovery Plans,"  Oc tober  15, 2001.  

38 After the comple t ion  of our  fieldwork, CTS provided  the inspec t ion  team with the 
n a m e  of a former  s taff  a t t o r n e y  who said  he reviewed all of the  P lans  tha t  were s u b m i t t e d  as  of  
the  end of S e p t e m b e r  1999. When interviewed,  he told u s  t ha t  he did not  recal l  the exact  
n u m b e r  of P lans  reviewed nor  did he write  up  ind iv idua l  Plan reviews, bu t  h is  overal l  
a s s e s s m e n t  was  t ha t  the Plans  were not  de ta i led  a n d  were genera l ly  of poor  qual i ty .  He a lso  
told us  tha t  he informed the CTS Depu ty  Chief  of his f indings.  
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The  CTS D e p u t y  Ch ie f  told u s  t h a t  t he  r e a s o n  CTS did  n o t  c o m p l e t e  t h e  
rev iews  or  provide  f e e d b a c k  to the  USAOs w a s  t h a t  CTS did n o t  have  the  
r e s o u r c e s  to c o n d u c t  i nd iv idua l i zed  P lan  reviews.  The re fo re ,  CTS op t ed  i n s t e a d  
to deve lop  its own m o d e l  p lan .  39 B e g i n n i n g  in  ea r ly  to m i d - 2 0 0 1 ,  n e a r l y  five 
y e a r s  a f te r  CTS b e g a n  rece iv ing  Plans ,  f o u r  CTS a t t o r n e y s  b e g a n  rev iewing  the  
P l ans  on  file in o r d e r  to d r a f t  a m o d e l  p l a n  to gu ide  USAOs in rev i s ing  the i r  
P lans .  E a c h  a t t o r n e y  r ev i ewed  a p p r o x i m a t e l y  
10 p l ans  in c o n j u n c t i o n  wi th  t he i r  w o r k  on  
d r a f t i n g  the  m o d e l  p lan .  A p p r o x i m a t e l y  5 to 10 
p l a n s  were  ident i f ied  as  h a v i n g  "bes t  p r a c t i c e s "  
or  p rov i s ions  w o r t h y  of  i n c l u s i o n  in a r ev i sed  
m o d e l  p l an  t h a t  w o u l d  a d d r e s s  c o n t e n t ,  n o t  j u s t  
f o rma t .  However ,  CTS's  ini t ial  review also 
r evea l ed  s e r i o u s  s h o r t c o m i n g s  in the  s u b m i t t e d  
P lans .  N o n e t h e l e s s ,  t h e r e  w a s  a n  a d d i t i o n a l  
t w o - y e a r  d e l a y  before  CTS i s s u e d  its G u i d e  to 
Deve lop ing  a Cris is  R e s p o n s e  P lan  in May  
2003 .  40 In A u g u s t  2003 ,  USAOs r e p o r t e d  t h a t  
t h e y  were  in the  p r o c e s s  of  rev i s ing  the i r  P lans .  

EOUSA neg l ec t ed  to  examine  CMC 

C M C  F e e d b a c k  - 

N e e d  for CTS r e v i e w  o f  P l a n s  

"Feedback would be helpful, 
any kind of feedback... 
observations, insights... I 
would love to see some 
feedback - model plans, best 
practices, any type of 
information to make the plans 
more effective... We are not 
doing this for bureaucratic 
reasons." 

- CMC from a large-size USAO in the 
sou the r n  Unitcd Statcs 

Program i m p l e m e n t a t i o n  during eva luat ions  o f  USAO operat ions .  We 
f o u n d  t h a t  EOUSA on ly  r e c e n t l y  i n c l u d e d  a m i n i m a l  e x a m i n a t i o n  of t he  USAOs '  
i m p l e m e n t a t i o n  of t he  CMC P r o g r a m  in t he  t r i e n n i a l  o p e r a t i o n s  reviews 
c o n d u c t e d  on  e a c h  USAO. D u r i n g  the  t r i e n n i a l  o p e r a t i o n s  rev iews,  EOUSA's  
E v a l u a t i o n  a n d  Review S ta f f  {EARS) e v a l u a t e s  " the  p e r f o r m a n c e  of  the  Offices of 
t h e  Un i t ed  S t a t e s  A t t o r n e y s ,  m a k i n g  a p p r o p r i a t e  r e p o r t s  a n d  t a k i n g  cor rec t ive  
ac t i on  w h e r e  n e c e s s a r y .  "41 W h e n  we ini t ia l ly  i n t e rv i ewed  the  EARS A s s i s t a n t  
Di rec to r ,  he  told u s  t h a t  t he  CMC P r o g r a m  w a s  no t  p a r t  of  EOUSA's  t r i enn ia l  
o p e r a t i o n s  reviews of USAOs.  In a s u b s e q u e n t  in terv iew,  he  i n f o r m e d  u s  tha t ,  
in  Oc tobe r  2002 ,  two q u e s t i o n s  r e g a r d i n g  t h e  CMC P r o g r a m  w e r e  a d d e d  to a 
S e c u r i t y  E v a l u a t o r ' s  C h e c k l i s t  c o m p l e t e d  by  e v a l u a t o r s  d u r i n g  t h e  reviews.  
T h e  q u e s t i o n s  a d d e d  to the  check l i s t  were:  

39 As discussed on page 23 of this report, in May 2003, CTS sent all CMCs a "Guide to 
Developing a Crisis Response Plan." 

4o As noted earlier in this report, after the completion of our fieldwork, CTS provided 
the inspection team with the name of a former staff attorney who reviewed all of the Plans that 
were submitted as of the end of September 1999. When interviewed, he told us that he did not 
recall the exact number of Plans reviewed nor did he write up individual Plan reviews, but his 
overall assessment was that the Plans were not detailed and were generally of poor quality. He 
also told us that he informed the CTS Deputy Chief of his findings. 

,i EOUSA website, http://www.usdoi.gov/usao/eousa/mission.html#backtotop, 
April 9, 2003. 
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• Has the Crisis Response  Coord ina tor  developed the Crisis Response  
Plan and  provided a copy to the Secur i ty  Program Staff? 

• Has the Crisis Response  Plan been  reviewed by the Distr ict  Office 
Secur i ty  Manager  and  s igned by the  U.S. At torney? 

We a sked  the EARS Ass i s tan t  Director  why  the CMC Program was not  
reviewed in more dep th  du r ing  the  t r iennia l  opera t ions  reviews. He s ta ted  tha t  
EARS cur ren t ly  lacks the r e sou rces  to eva lua te  the  CMC Program in greater  
detail .  When  we posed the s ame  ques t ion  to the SPS Ass is tan t  Director,  he 
a s s e r t e d  tha t  the Plans  are  prosecutor ia l  p lans ,  not  secur i ty  plans.  He s ta ted  
t ha t  the Plans are not  wi th in  the purview of the  SPS to review, bu t  are more  
appropr ia te  to be reviewed by CTS. Fur ther ,  he poin ted  out  t ha t  the 
indiv iduals  reviewing the secur i ty  opera t ions  are  general ly  secur i ty  personnel ,  
who  may  not  have extensive legal t raining,  a n d  therefore  would  not  be 
appropr ia te  to evaluate  a p rosecu tor ia l  plan. We a s k e d  the SPS Ass is tant  
Director  if he had  r eques t ed  CTS's a s s i s t ance  in fo rmula t ing  appropr ia te  
eva lua t ion  ques t ions  for the CMC Program. He s ta ted  tha t  he had  not, and  
a s s u m e d  tha t  if CTS w a n t e d  the CMC Program evalua ted ,  it would  con tac t  
EARS directly. 

We reviewed the repor ts  from 18 EARS reviews c o n d u c t e d  since those  
ques t ions  were added.  We found the ques t ions  were  checked  off wi thou t  any 
addi t ional  informat ion provided. Moreover, the  l imited informat ion  con ta ined  
in the repor ts  was incons i s t en t  wi th  w h a t  we found  w h e n  we reviewed the 
Plans  available at CTS a n d  EOUSA. Four  of the 18 t r iennia l  opera t ions  reviews 
were  c o n d u c t e d  at USAOs tha t  we found h a d  no Plans on file with CTS or 
EOUSA, bu t  the reports  ind ica ted  tha t  the USAOs h a d  submi t t ed  Plans.  In 
con t ras t ,  one report  on a USAO tha t  we conf i rmed h a d  submi t t ed  a Plan 
ind ica ted  the opposite.  
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The Depar tment  Overstated the  CMC Program Im p le m e n ta t ion  
in Its Annual  Performance  Reports .  

We found  signif icant  d i sc repanc ie s  be tween  the repor ted  pe r fo rmance  of 
the  CMC Program in the D e p a r t m e n t ' s  Annua l  Per fo rmance  Reports  and  the 
ac tua l  pe r fo rmance  of the USAOs, CTS, and  EOUSA in imp lemen t ing  the CMC 
Program.  42 While the pe r fo rmance  m e a s u r e  was  the n u m b e r  of USAOs with 
Plans,  the  suppor t ing  nar ra t ive  ind ica ted  tha t  all of the Plans  (88) h a d  been  
s u b m i t t e d  a n d  reviewed by CTS. The nar ra t ive  also s ta ted  tha t  the Plans met  
ce r ta in  m i n i m u m  con ten t  s t a n d a r d s  a n d  provided a c rosswalk  with FBI and  
local and  regional  crisis r e sponse  plans.  However,  we found  tha t  the n u m b e r ,  
the  process ,  a n d  the con ten t  of the Plans  were  all repor ted  incorrect ly.  As a 
resul t ,  the  in ten t  of the pe r fo rmance  m e a s u r e  - to e n s u r e  tha t  the D e p a r t m e n t  
was  fully p repa red  to r e spond  to critical inc iden ts  - was  not  clearly met.  

In its FY 2000 Per fo rmance  Plan, as a par t  of 
"Improve Response  Capabil i t ies  to Terror is ts '  Acts," 

Figure  5 
Goal  v. Ac tua l  P l a n s  S u b m i t t e d ,  FY 1 9 9 8  - FY 2 0 0 1  
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its s t rategic  objective to 
the D e p a r t m e n t  e s t ab l i shed  
a goal of hav ing  Plans in 
place at  90 of the 94 
USAOs by the end  of FY 
2002. 43 In FY 2001, JMD 
repor ted  tha t  88 USAOs 
h a d  comple ted  their  Plans  
based  on the USAOs' 
r e sponses  to an  e-mail  
survey  c o n d u c t e d  by 
EOUSA (Figure 5). The 
D e p a r t m e n t  dec lared  the 
pe r fo rmance  m e a s u r e  
"met," and  e l imina ted  the 
pe r fo rmance  m e a s u r e  from 
fu ture  Annua l  Per formance  
Reports.  44 

Source:  OIG a dm in i s t e r e d  survey  of CMCs 

42 Each  fiscal year,  the Depa r tmen t  develops a Performance Plan tha t  descr ibes  how it  
will achieve the objectives of its overall Strategic Plan. The following fiscal year ,  the 
D e p a r t m e n t  issues  a Performance Report  tha t  details its progress  at  achieving those objectives. 

43 Depa r tmen t  of Jus t i ce ,  FY 2000 Performance Report & FY 2001 Performance Plan, 
April 2001,  page 29. 

44 Depa r tmen t  of Jus t ice ,  FY 2001 S u m m a r y  Performance Report,  page 223, 
Appendix  A - Discont inued Measures  Performance Report.  
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In addi t ion to repor t ing the  n u m b e r  of Plans submi t ted ,  several  
Performance Reports also con ta ined  a narra t ive  tha t  descr ibed  the con ten t  of 
the  Plans, and  the suppor t  tha t  CTS and  EOUSA had provided to the CMC 
Program. 4s That  narrat ive s ta ted  that:  1) CTS had  reviewed the  Plans 
submi t t ed  by the USAOs, 2) the Plans provided specific informat ion  to guide 
the  response  to a terrorist  at tack,  and  3) the Depa r tmen t  was providing 
con t inu ing  suppor t  to the CMC Program. 

Our  review did not  corroborate  the  repor ted  level of per formance  and  the 
claims of con t inued  CMC Program guidance  and  adminis t ra t ion .  For example,  
the  FY 2000 Performance Plan stated:  

These  plans  ar t iculate  the s teps  each  office would take  in 
the  event  of a terrorist  act or o ther  critical inc ident  in their  
jur isdict ion.  Critical aspects  of each  plan include a l ist ing 
of essent ia l  points  of contac t  with state and  local 
author i t ies ,  inc luding  first r e sponde r s  and  other  emergency  
personnel ;  identif ication of potent ial  inf ras t ruc ture  targets,  
in both  the public and  private sector; and coordinat ion  
with the local the FBI field office and  other  law en fo rcemen t  
entit ies.  46 

Our review found  that the vast majority o f  the Plans submit ted  did not 
"articulate the s teps  each office would take  in the event  of  a terrorist act or 
other critical incident in their jurisdiction." Neither did they "establish a 
f r a m e w o r k  to enable each U.S. Attorney's Office to address  and plan for  the 
s teps to be taken in the event  of  a terrorist or other critical threat or act in 
their jurisdiction." Moreover, not one plan identified potential infrastructure 
targets. 

Data Validation and  Verification: The plans  are eva lua ted  
to de te rmine  if they meet  the cri teria of a complete  plan. 
This criteria [sic] the Attorney General  includes,  but  is not  
l imited to whe the r  resource suppor t  e l ements  such  as o ther  

4s Department of Justice,  FY 2001 Summary  Performance Report, February 2000; 
Department of Justice,  Department of Justice,  FY 2000 Performance Report & FY 2001 
Performance Plan, April 200 I; Department of Justice,  FY 2002 Performance Report/FY 2003 
Revised Final/FY 2004 Performance Plan, February 2003. 

46 Strategic Objective 1.4 Terrorism, Deter and detect terrorist incidents by developing 
maximum intelligence and investigative capability. FY 2000 Performance Report and FY 2002 
Performance P l a n -  April 2001 (pages 34 and 35). 
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government  agencies  (FEMA, National  Guard,  etc.) are 
identified. 47 

Our review found that CTS did not review the Plans as they were submitted, 
and did not begin a systematic review until 2001. Although that review 
disclosed the poor quality of  the Plans, CTS never provided feedback  to the 
USAOs to inform them that the Plans substantially failed to address  the 48 
actions that should be taken when  responding to a critical incident. 

Strategies  and  Init iat ives to Achieve the  FY 2002 Goal: Our  
s t ra tegy is to build m a x i m u m  feasible capabi l i ty  in the 
coun te r t e r ro r i sm program, al lowing the Depar tmen t  to 
identify and  addres s  terror is t  th rea t s . . . I t  means  tha t  all 
e lements  of crisis and  consequence  m a n a g e m e n t  at  the 
federal, s tate,  and  local levels t h r o u g h o u t  the count ry  will 
have developed and  implemen ted  integrated terrorism 
response plans [emphasis  added]. 

Despite the declaration of  the Criminal Division in the FY 2000 Performance 
Report and FY 2002 Performance Plan that the performance measure for the 
number of  submitted USAO Plans had been achieved, and the removal of  plan 
submission from future performance plans, our re view found that integrated 
terrorism incident response plans have not been developed and implemented. 

47 Depar tmen t  of Jus t ice ,  FY 2001 Performance Report /FY 2002 Revised Final, 
FY 2003 Performance Plan, Section 1.4B, Improve Response  Capabilities to Terroris ts '  Acts, 
April 2001. 
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C O N C L U S I O N  AND R E C O M M E N D A T I O N S  

We conc luded  tha t  the Depa r tmen t  ha s  not  effectively imp lemen ted  the 
CMC Program to e n s u r e  tha t  the USAOs are ready  to quickly and  appropriate ly  
r e spond  to critical inc idents .  Both the National Strategy for Homeland  Securi ty  
an d  the Depar tmen t ' s  Anti-Terrorism Plan es tab l i sh  responding  effectively to 
s u c h  inc idents  as one of three  main  strategic objectives for the Depar tment .  
The CMC Program, which  began in 1996, r e m a i n s  the core activity of the 
USAOs response  p l ann ing  effort. 

Al though CTS provided the USAOs with gu idance  tha t  identified 48 
f u n d a m e n t a l  act ions needed  to plan their  r e sponse  to a critical inc ident  in 
1999, most  critical inc iden t  response  plans  p repared  by the USAOs failed to 
reflect tha t  guidance.  Of the 76 Plans tha t  we reviewed, only 12 Plans 
add res sed  half  or more  of the 48 f u n d a m e n t a l  actions.  Further ,  the USAOs 
rarely conduc ted  exercises  to test  their  Plans and  practice critical inc ident  
r e sponse  procedures .  These deficiencies occur red  because  the USAOs did not  
place a high priority on response  planning.  

We also found tha t  CTS and EOUSA did not  fulfill their  responsibi l i t ies  to 
admin i s t e r  and  suppor t  the  Program. After ho ld ing  two nat ional  t ra ining 
conferences  in 1997 and  1999, CTS and EOUSA provided no fur ther  CMC- 
specific t ra ining in critical inc ident  response  unt i l  March 2003. CTS reviewed 
only a few of the Plans prepared by USAOs, a n d  did not  act when  that  l imited 
review found the Plans to be largely incomple te  and  inadequate .  Further ,  
EOUSA does not  evaluate  CMC Program implemen ta t ion  dur ing  its periodic 
operat ional  reviews of each  USAO. Finally, the  Depar tment ' s  Annual  
Performance Reports subs tant ia l ly  overs ta ted the ach ievements  of the CMC 
Program at improving the USAOs' and  the Depar tmen t ' s  p reparedness  to 
r e spond  to critical incidents .  

In summary ,  s ince 1996, the USAOs, CTS, and  EOUSA have failed to 
i m p l e m e n t  Plans to improve the p repa redness  of the USAOs to respond  to 
critical incidents .  The first priority of the Depa r tmen t  and  the National 
Strategy for Homeland  Security is to prevent  terrorism, but  those  initiatives 
also recognize that  there  is a c o m m e n s u r a t e  need  to be prepared to r e spond  to 
inc idents  that  canno t  be prevented.  As s ta ted  in the Depar tment ' s  FY 2003 
an d  2004 Performance Plan, "to effectively address  in ternat ional  and  domest ic  
terrorism, DOJ m u s t  concent ra te  on both prevent ion and response.  "4a The 

48 Department of Justice,  FY 2002 Performance Report/FY 2003 Revised Final 
Performance Plan/FY 2004 Performance Plan, page 1. 
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failure of the  USAOs, CTS, and  EOUSA to fully i m p l e m e n t  the CMC Program 
leaves the Depa r tmen t  less p repared  to r e spond  effectively when  critical 
inc idents  occur. 

In March 2003, CTS r e c o m m e n d e d  tha t  the CMC Program be 
incorpora ted  into the  ATTF/ATAC initiative. The r e c o m m e n d a t i o n  was 
approved October 17, 2003. Al though placed u n d e r  the  ATACs, the CMCs "will 
r emain  responsible  for the creation,  implementa t ion ,  m a i n t e n a n c e  and  exercise 
of their  district 's  crisis response  plan .... -49 However, the  ATACs are only 
responsible  for r e spond ing  in the  event  of terroris t  a t tacks ,  not  other  critical 
incidents .  It is not  clear w h e t h e r  the ATACs' responsibi l i t ies  will be expanded  
to include non- ter ror is t  critical incidents ,  or w h e t h e r  the  CMCs are still 
responsible  for r e spond ing  to non- ter ror i s t  critical inc iden ts  separately.  
Therefore, it is unc lea r  how the rea l ignment  of the CMCs may affect the USAOs' 
ability to respond  to critical incidents ,  especially those  tha t  are not terrorist-  
related. 

As this review showed,  the need  to prepare  for all critical inc idents  has  
not  been met. Therefore, we provide ten r e c o m m e n d a t i o n s  to improve the 
p repa redness  of the USAOs to r e spond  to critical incidents .  

We r e c o m m e n d  tha t  the Deputy  Attorney General:  

i. Ensure  tha t  per formance  m e a s u r e s  are developed to assess  the 
read iness  of USAOs to respond to critical incidents .  

We r e c o m m e n d  tha t  all United States Attorneys: 

. Revise the critical inc ident  r e sponse  p lans  to address  the action i tems 
identified by CTS, and  regularly upda t e  the  plans  to reflect changes  in 
law, depa r tmen ta l  policy, or local procedures .  

3. Conduc t  and  part icipate in periodic exercises to test  the critical 
inc ident  response  plans  and  practice r e spond ing  to critical incidents .  

4. Establ ish  workload report ing p rocedures  tha t  capture  the t ime 
dedica ted  to critical inc ident  r e sponse  p l ann ing  duties.  

49 M e m o r a n d u m  from Guy  Lewis, Director,  EOUSA, to All United Sta tes  At torneys ,  
"Merger and  Rea l ignment  of Crisis M a n a g e m e n t  Coord ina to r s  Program Under  Ant i -Terror ism 
Advisory Council ,"  October17 ,  2003.  
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We r e c o m m e n d  that  the  Ass is tan t  Attorney General ,  Criminal  Division: 

. Provide upda t ed  t ra in ing and  gu idance  to USAOs on how to prepare 
effective and  comprehens ive  critical inc ident  r e sponse  plans. The 
gu idance  shou ld  reflect changes  in legislation, policy, and  critical 
inc ident  response  practice that  have t aken  place since September  11, 
2001. 

. Review all USAOs' Plans,  inc luding revisions,  to e n s u r e  tha t  the Plans 
cover all critical areas;  provide individual ized feedback to USAOs; and 
periodically report  to the Deputy  Attorney General  on the s ta tus  of the 
USAOs' Plans. 

. Provide USAOs with t ra in ing and  gu idance  on how to develop and 
conduc t  appropr ia te  critical inc ident  r e sponse  exercises,  ei ther  
independen t ly  or in con junc t ion  with the FBI or o ther  offices. 

. In conjunc t ion  with EOUSA, complete  the deve lopment  of a critical 
inc ident  response  websi te  with informat ion  on critical inc ident  
response,  inc luding  lessons  learned,  exercise scenarios ,  and  best  
practices.  

We r e c o m m e n d  that  the Director, EOUSA: 

9. Establ ish  a sys tem for accurately  t racking and  report ing the s ta tus  of 
USAO submiss ions  and  upda te s  to critical inc ident  response  plans. 

10. With advice from CTS, revise the opera t ions  review process  to include 
a full evaluat ion of the p repa redness  of USAOs to r e spond  to critical 
incidents .  
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A P P E N D I X  A - Cr i t i ca l  I n c i d e n t  R e s p o n s e  P lan  C o n t e n t  A n a l y s i s  Number and Percentage of 
Plans Falling to Address Action 

Items 
Percentage of 

Action Number of 76 76 Plans 
Item CTS-Recommended Action Items (from 48-Hour Checklist) Plans Failing to 

Address Item Failing to 
Address Item 

1 Obtain the best information available on the incident 30 39% 

2 Determine FBI plans for establishing a command post 24 32% 

3 Advise EOUSA and CTS per the DOJ Crisis Response Plan 21 28% 

4 Establish clear communication channels with Headquarters 31 41% 

5 Establish initial support needs and liaison with Criminal Division 57 74% 

6 Deploy AUSAs consistent with incident magnitude 12 16% 

7 Ensure that deployed AUSAs know their role and interrelationships 16 21% 

8 Plan for overlapping relief shifts for AUSAs to ensure coverage and smooth transitions 32 42% 

Designate a Senior AUSA to handle reassignment of crisis response AUSAS to include contact with court regarding postponing 
9 court calendar 45 59% 

10 Ensure availability of victim/witness resources and service 21 26% 

11 Ensure AUSAs have appropriate equipment e(9._.g.., cell phones, laptops, ACIRG Manual, electronic forms) 33 43% 

12 Ensure availability of accommodations and transportation if event outside USAO area 52 67% 

13 Identify information flow at command post 38 50% 

14 Assign AUSAs at critical information flow points within the command post and the "SAC's Room" 53 70% 

15 Ensure AUSAs know investigative developments in timely manner 51 67% 

16 Designate AUSA(s) to review affidavits and applications for process to ensure advisability, accuracy, consistency 47 62% 

17 Designate case agents 54 71% 
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A P P E N D I X  A - Cr i t i ca l  I n c i d e n t  R e s p o n s e  P lan  C o n t e n t  A n a l y s i s  Number and Percentage of 
Plans Falling to Address Action 

Items 
Number of 76 Percentage of 

76 Plans 
Action CTS-Recommended Action Items (from 48-Hour Checklist) Plans Failing to Failing to 
Item Address Item 

Address Item 

18 Review law enforcement coordination between federal agencies, and state and local authorities 38 50% 

19 Ensure FBi/HQ does not initiate investigative action in other field offices without coordinating with command post 56 72% 

20 Have FBI/HQ take affirmative steps to ensure that other FBI offices do not self-initiate investigative activity without coordination 57 74% 

21 Ensure with SAC/On-Scene Commander that the following are used ONLY with coordination with USAO (e..q~., composites, informal 54 70% 
immunity, photo identification, search warrants) 

22 Review media procedures with SAC/On-Scene Commander (e.cl., coordinating public statements with USAO, monitor pretrial 31 39% 
publicity for litigation issues) 

23 Ensure interviews are coordinated to avoid multiple agency interviews 67 87% 

24 Ensure consistent procedure in conducting/documenting interviews (e_g:, one write-up, consistent format across agencies) 67 87% 

25 Preserve crime scene consistent with life-saving requirements 54 70% 

26 Ensure single, coordinated crime scene protocol 60 79% 

27 Ensure ordedy presentation of evidence at trial through limited witnesses e.(~...~., search team leaders) 63 82% 

28 Establish single, unified evidence room and communicate chain of custody procedures 61 80% 

29 General coordination with EOUSA and CTS to ensure USAOs receive instructions on how to proceed 62 80% 

30 Coordinate on issuing grand jury subpoenas 63 82% 

31 Coordinate applications for process, search warrants, arrest warrants, pen registers 60 78% 

32 Coordinate on using photo spreads, lineups, hypnosis, polygraphs, informal immunities 54 83% 

33 Coordinate on issuing public statements 49 64% 

34 Check availability of grand jury 62 80% 
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A P P E N D I X  A - Crit ical Incident  Response  Plan Content  Ana lys is  Numberand Percentage of 
Plans FaUlng to Address Action 

Items 
Number of 76 Percentage of 

Action 76 Plans 
Item CTS-Recommended Action Items (from 48-Hour Checklist) Plans Failing to Failing to 

Address Item Address Item 

35 Assess remaining life of grand jury/juries 62 80% 

36 Coordinate with court concerning special grand jury' sections 62 80% 

37 Assess need for voir dire of grand jurors if they are within scope of potential victims 59 76% 

38 Assign paralegal or clerk to log subpoenas provided to law enforcement and to maintain record of disposition 65 84% 

39 If out of district prosecutors involved, obtain necessary grand jury authorizations for official appearances before grand jury and 67 87% 
ensure same filed with clerk 

40 Check availability of resources/personnel - Rapid Start 66 86% 

41 Check availability of resources/personnel with forensic expertise 61 79% 

42 Check availability of resources/personnel for sketch artist 66 86% 

43 Check availability of resources/personnel - photographer 66 86% 

44 Special Projects Unit to ensure timely initial measurements for potential mock-ups at trial 66 86% 

45 Coordinate concerning availability of grand jury 63 82% 

46 Coordinate procedure for around the clock availability of judges for issuance of process 56 72% 

47 Develop a regional crisis management plan 60 78% 

48 List of contacts at every relevant federal, state, and local agency which may be called on to participate 34 45% 
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A P P E N D I X  B 
C O N T E N T  O F  CMC T R A I N I N G  C O N F E R E N C E S  

CMC Training Conferences  

The In-st of two Crisis Management  Coordinators '  Conferences (CMC 
Conference) took place on June  17-20, 1997, in Arlington, Virginia. CTS trial 
at torneys,  in conjunction with AUSAs assigned temporarily to the EOUSA 
Office of Legal Education {OLE), planned and conducted the training. 

The second C M C  Conference took place on October 19-22, 1999, at the 
National Advocacy Center (NAC) in Columbia, South Carolina. s0 Presenters 
included officials from CTS, the FBI Crisis Management  Unit, EOUSA, USAOs, 
Bureau of Alcohol, Tobacco, Firearms, and Explosives (ATF), FBI, Federal 
Emergency Management  Agency {FEMA), and the Departments  of Defense, 
Energy, and Health and Human  Services. 

1997  CMC Conference:  

Presenters included officials from CTS, EOUSA, USAOs, the FBI, the 
Office for Victims of Crime, FEMA, and the ATF who addressed CMCs on 
critical incident response. Topics covered in the training included: 

• coordinating with and support ing the FBI command post, 

• participating in regional FBI crisis response training, 

• recognizing the relationship between intelligence, investigations, and 
criminal prosecutions, 

• coordinating with law enforcement and emergency response agencies, 

• unders tand ing  laws combating terrorism, 

• servicing victims and families of victims, 

• dealing with the media, 

• conducting tabletop exercises, and 

• developing a plan. 

SO EOUSA opera tes  the NAC, which t rains federal, state, and local prosecutors  and  
litigators in advocacy skills and  managemen t  of legal operations.  
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1 9 9 9  CMC C o n f e r e n c e :  

Information provided by OLE indicated tha t  the  1999 CMC t ra in ing  
conference  covered: 

• prevent ing terrorist  acts  as a depa r tmen ta l  priority, 

• prepar ing for potent ial  chemical ,  nuclear ,  and  biological inc idents  on  
a federal, state,  and  local level, 

• upgrad ing  crisis r e sponse  capabilit ies,  

• r e sponding  to victim and  witness  needs ,  

• developing and  tes t ing Plans, and  

• coordinat ing intra-dis t r ic t  crisis p lanning.  

CMC M a n u a l  T o p i c s  

Organizat ion of Federal  Resources  - Provides t e lephone  list, list of spring 
1999 Attorney Critical Incident  Response  Group (ACIRG) members ,  and ACIRG 
organizat ional  overviews (including descr ipt ion of PDD 36 on "Lead Agency 
Authority). 

Practical Tips - Conta ins  the Crisis Inc ident  Checkl is t  for Initial 48 
Hours,  informat ion on preserving and  cataloging evidence,  ass is t ing in trial 
preparat ion,  and cooperat ing dur ing  mul t i -agency investigations.  

Legal Reference - Conta ins  informat ion on and  analysis  of domest ic  
ter ror ism offenses, jur isd ic t ional  issues,  and  s ta tu tes  re levant  to terrorism 
incidents .  

Methods  for Obta in ing  Existin~ Evidence - Conta ins  a d i scuss ion  of 
proper  me thods  for search  and  seizure of physical  evidence,  inc luding the 
proper  execut ion of search  and  arrest  warrants .  

Methods  for Developing Evidence - Conta ins  informat ion on proper  
identif ication of suspects ,  survei l lance techniques ,  tes t imonia l  evidence, and  
wi tness  issues.  

Dealin~ with the Media and  the Public - Conta ins  informat ion on 
releasing informat ion to the media  and  the public ( including coordinat ion with 
the FBI), obta ining informat ion from the media,  and  denying  the public and  the 
med ia  access  to sensit ive information.  
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S p e c i a l  I s s u e s  - C o n t a i n s  i n f o r m a t i o n  o n  u s i n g  m i l i t a r y  r e s o u r c e s  a n d  
t h e  u s e  o f  d e a d l y  force.  

T e r r o r i s m  InvolvinR C h e m i c a l ,  Bio logica l ,  Rad io log ica l  a n d  N u c l e a r  
(CBRN) W e a p o n s  - C o n t a i n s  i n f o r m a t i o n  o n  t h e  f ede ra l  r e s p o n s e  to a CBRN 
i n c i d e n t  a n d  spec i a l i z ed  r e s o u r c e s  ava i l ab le .  
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A P P E N D I X  C 
CMC S U R V E Y  I N S T R U M E N T  

Crisis Ma n a g emen t  Coordinator  Survey  
Fill out  c o n t a c t  in format ion  a n d  check  boxes  below, un less  o therwi se  noted.  

Please re turn  completed survey as an e-mail a t t achment  to [usdoj.gov]. 

NOTE: Critical incidents  include, but  are not limited to, acts of terrorism, hostage/barr icade 
si tuations,  and acts of criminal civil disorder 

Name/Ti t le  
District  

I. Does your  office have a Critical Inc ident  Response  Plan (CIRP) on file with the Executive 
Office for Uni ted Sta tes  At torneys?  

[] Yes [] No [] Don' t  Know/Not  Applicable 

2. How m a n y  t imes has  your  office exercised the CIRP in a s i m u l a t e d  critical inc ident  
s ince 1996P 

If your oJ'j~ce did not exercise the CIRP, skip questions 2a and 2b and go to Question 3. 
[] I [] 2 [] 3 [] 4+ [] Don' t  Know/Not  Applicable 

2a. Were the exercises  effective in p repar ing  for critical i nc iden t s?  
[] Effective [] Neutral  [] Not Effective [] Don' t  Know/Not  Applicable 

2b. Did your  office upda t e  or revise the CIRP after  the exercise? 
[] Ycs [] No I-I Don' t  Know/Not  Applicable 

3. How m a n y  t imes has  you r  office exper ienced an  a c t u a l  critical inc ident  s ince 1996P 
[] 1 [] 2 [] 3 [] 4+ [] Don ' t  Know/Not  Applicable 

3a. How m a n y  t imes did you activate the CIRP in response  to a crit ical inc iden t?  
[] 1 [] 2 [] 3 [] 4+ [] Don ' t  Know/Not  Applicable 

3b. How effective was  the CIRP in r e spond ing  to critical i nc iden t s?  
[] Effective [] Neutral  [] Not Effective [] Don't  Know/Not  Applicable 

3c. Did you  upda te  or revise the CIRP in r e sponse  to ac tua l  crit ical i nc iden t s?  
[] Yes [] No [] Don ' t  Know/Not  Applicable 

4. Does your  office prepare  post-exercise or post-cr i t ical  inc ident  repor ts?  
[] Yes [] No [] Don ' t  Know/Not  Applicable 

5. If your  office does prepare  post-exercise or post-cr i t ical  inc ident  reports ,  where are 
they kept? 

6. Please provide any  commen t s ,  sugges t ions ,  a nd  ideas  on CIRPs tha t  you may have. 

Please e-mail completed survey to U.S. Dept. of Justice, OJ'J~ce of the Inspector General, 
Evaluation and Inspections Division. Attn: ~ r~usdoj.gou 
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A P P E N D I X  D 
CRITICAL INCIDENT CHRONOLOGY: 1 9 8 8 - 2 0 0 3  

December 1988 DOJ Crisis Management Plan. Attorney General issued the DOJ Crisis 
Management Plan. 

i Octo]aer 1983 ~:National Preparedness Programs. Attorney General establishecl-the DOJ . . . . .  i 
i lNational Security Emergency Preparedness Program and the National Security , 

__ ]~Region~ Emergency Preparedness Program. _ . . . . . . . . . . .  

August 1992 Ruby Ridge. On a remote ridge in northern Idaho, a week-long stand-off 
between Randy Weaver and federal agents ended in a shootout during which an 
FBI sniper shot and killed Weaver's wife and infant son. Subsequent 
government reports criticized the critical incident response capabilities of the 
USAO in handling the incident. 

FAugust i992 ! H u r r i c a n e  Andrew. On August 24, 1992, Dade County, Florida~experienced - 

February 1993 

February-  
April1993 

April1994 

[April 1995 

I 

I 

I 

June  1995 

,~January 1996 

:the third most powerful storm to hit the United States and the most costly I 
l lnatural disaster ever recorded. Property damage exceeded $20 billion and left I 
I nearly 200,000 Floridians homeless. The disaster resulted in a severe and i 
l iextended disruption of normal activities, including government services, in art J 
] are_a of approximate!y 100 square miles. . . . . . . . . .  

World Trade Center Bombing. On February 26, 1993, an explosive device 
detonated on the second level of the World Trade Center parking basement. 
The blast produced a crater approximately 150 feet in diameter and five floors 
deep, killed six people, and injured more than one thousand. Four individuals 
were convicted of the bombing on March 4, 1994. 

Branch  Davidian Standoff. A 51-day s tandoffa t  the Branch Davidians' Mt. - 
Carmel compound near Waco, Texas, ended on April 19, 1993, when fire 
consumed the compound, killing the Branch Davidian leader, David Koresh, 
and most of his followers. Subsequent  government reports recommended i 

ievaluating the adequacy of communications among the different elements in a i 
Jcrisis, particularly between the negotiating and tactical elements. ] 

Critical Incident Response Group. FBI established the Critical Incident 
Response Group (CIRG) to more effectively deal with hostage-taking and 
barricade situations. 

[;Oklahoma City Bombing. On April 19, 1995 a bomb exPloded in front of the 
:Alfred P. Murrah Federal Building in Oklahoma City, Oklahoma, destroying 
[about one-third of the structure. The explosion killed 168 people. In June  
!! 1997, a jury convicted Timothy J. McVeigh on all counts connected with the 
i bombing and sentenced him to death. McVeigh was executed on June  11, 

j 2001. 

Presidential Decision Directive 39. Established critical incident response 
capabilities as a government-wide priority. 

~ F  . . . . . . . . . . .  

'ACIRG. Attorney General established Attorney Critical Incident Response 
Group to provide expert assistance to the Attorney General and USAOs in the 
event of a crisis. 
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March - J u n e  Freemen Standoff. The FBI a t tempted  to ar res t  more than  a dozen individuals 
1996 wanted on charges  tha t  included ci rculat ing $15 billion in bogus checks and  

threa ten ing  to kill a federal judge. The a t t empt  resulted in an  81-day long 
armed standoff.  On J u n e  13, 16 members  of the group surrendered,  ending the 
longest federal siege in modern U.S. history.  The incident culminated in the 
conviction of 21 defendants  in 3 separa te  trials spanning  15 weeks. 

M a y  1996 iCrit ical  Incident  Response -Plan. Attorney General  establisl~ed a Critical 
iIncident Response Plan tha t  required United States  Attorneys to develop 

i i Critical Incident  Response Plans to help ensure  "quick and  appropriate" 
_ __ ] ~response. _ . . . . . . . . . . .  

J u n e  1997 First CMC Conference. Distribution of  first edition of the Crisis Management  
Coordinator  Manual  developed by the  Criminal  Division. 

M a y  1998 - 11Presidential~Decision Directive 62 . - "Pro tec t ionAgains t  Unconventionad Threa ts  
i, to the Homeland and  Americans Overseas." Establ ished the National Special 
l,Security Event (NSSE), which is an  event  of such  nat ional  significance tha t  it 
I . . . .  

warran t s  the availabihty of the full protective and  consequence  m a n a g e m e n t  
[ . . . 

l=capabilitles of the federal government .  The three lead agencies for NSSEs are 
[FBI, FEMA, and  U.S. Secret Service. 

J u l y  1999 USAO Critical Incident Response Plans. Memorandum from Assistant  Director, 
EOUSA, to all USAOs asking for submiss ion  of their  critical incident response 
plans. 

10c tober1999  1 Second CMC Conference. --~ 

September  September  11,2001.  Terrorists hi jacked four airplanes,  three of which flew 
2001 into the World Trade Center and  the Pentagon. More than  3,000 people were 

killed in the a t tacks.  
] r  . . . .  

-September  Anti-Terrorism Plan. Attorney General  issued the Depar tment ' s  Anti-Terrorism ] 
2001 ; Plan ordering every United States Attorney to implement  the plan. The plan I i 

i focused on prevention "by arrest ing a n d  deta ining violators. . .who participate in, i 
! or lend suppor t  to, terrorist activities [and] use  every available law enforcement I 

• i-tool to incapaci tate  these individuals a n d  t_heir organizations." _ J 
September  Anti-Terrorism Task Forces. Attorney General established Anti-Terrorism Task 
2001 Forces (ATTFs) in each USAO tha t  will 1) serve as  a condui t  of information 

about  suspected  terrorists, 2) implement  an  operational plan for the prevention 
of terrorism, and  3) serve as a s t and ing  organizational s t ruc ture  for a 
coordinated response to a terrorist  incident.  

'October  2001 l 'Guidance for A'FI'Fs. Deputy Attorney General  issued a seven-page ] 
L _ _  _ j imem0randum on "Guidance for Anti-Terrorism Task Forces." ,i 

October 2001 USAO Review of Plans. Memorandum from Director, EOUSA, request ing tha t  
each USAO review its Critical Incident  Response Plan to ensure  tha t  it is 
"current ,  complete, and  known by persons. . . responsible  for crisis response." 

October 2001 ~USA PATRIOT Act. Uniting and  St rengthening  America-by Providing - - 

Appropriate Tools Required to Intercept  and  Obstruct  Terrorism (USA PATRIOT 
'ACT} passed  by Congress to "to deter  and  pun i sh  terrorist  acts  in the United 
S t a t e s  and  a round  the world, to enhance  law enforcement  investigatory tools, 
a n d  for other  purposes."  
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October 2001 Anthrax Attacks. Anthrax-contaminated letters marled to Washington, DC, and 
locations in New York and Florida. 

~October 20-01 ~CONPLAN issued. United States Government Interagency Domestic Terrorism 
Concept  of Operations Plan (CONPLAN) developed through the offices of six 
'primary departments and agencies with responsibilities as identified in 
Presidential Decision Directive 39 (PDD 39). It was designed to provide overall 
guidance to federal, state, and local agencies concerning how the federal 
government would respond to a potential or actual terrorist threat that  occurs L 
lin the United States, particularly one involving weapons of mass destruction 

. . . . . .  • L . . . . . . . . . . . . . .  " J 

November 2001 ATTF Training. Two national 3-day training sessions and six regional 2-day 
- J anua ry  2003 training sessions held for Anti-Terrorism Coordinators. 

November 2001!~Dt3JStrategic P ~  ~2001-2006-S~aategic-Pl~tn-issuedl USAOcritical - - i 
[~Incident Response Plans are discussed as part of Goal One: Protect America 
j Against the Threat of Terrorism. j 

November 2001 Blueprint for Change. Attorney General announced the "Blueprint for Change, 
A Plan to Reshape the Department and Its Components to Focus on Anti- 
Terrorism." 

FJuiy 2002 - ]i !~National Strate~/' for Homeland SecuriW. President issued National S t r a t e ~  f~r~ 
Homeland Security, which identified three strategic objectives: I) prevent 

l idomestic terrorist attacks, 2) reduce vulnerability to terrorism, and 3) minimize 
L jdamage and recover from attacks that  occur. 

November 2002 Reorganization of the Criminal Division. Attorney General divided the 
Terrorism and Violent Crime Section into the Counterterrorism Section and the 
Domestic Security Section. s~ 

r Februal-y 2003 ~aomeland Security Presidential Directive 5. President outlined a policy to ] 
'~i prevent, prepare for, respond to, and recover from terrorist attacks, major I 
I disasters, and other emergencies. ;i 

February 2003 DOJ Performance Report. Release of Department of Justice, FY 2002 
Performance Report/FY 2003 Revised Final Performance Plan/FY 2004 
Performance Plan, in which Attorney General states: "To effectively address 
international and domestic terrorism, DOJ must  concentrate on both 
prevention and response." 

MarCh 3: . . . . . . .  2003 , Department of Homeland Security established. [ 
i 

s~ The Counterterrorism Section is responsible for the design, implementation, and 
support of law enforcement efforts, legislative initiatives, policies, and strategies relating to 
international and domestic terrorism. The Domestic Security Section is responsible for 
prosecutions of border-related crimes such as alien smuggling and international arms 
trafficking. 

U.S. Department of Justice 
Office of the Inspector General 
Evaluation and Inspections Division 

44 



A P P E N D I X  E 
CRIMINAL D I V I S I O N ' S  A N D  E X E C U T I V E  

O F F I C E  F O R  T H E  U N I T E D  S T A T E S  A T T O R N E Y S  R E S P O N S E  

U.S. Department of Justice 

. . . .  Criminal Division 

Novembcr 10, 2003 

TO: 

FaOM: 

Paid A. Price 
Inspector 

on and Utspections 

- ~ , ~ .  ~ ,  

Director ~/~,~" 
=~l;ct~five niece for Urtited .'~l ttorltc'~; 

A~stnm Attorney" G~nc'r'~[V 
Criminal Division 

SUBJECT: Response to Draft Report Reviewing Critical Incident 
Response Plans of United Stales Attorneys' Offices 

L General Comments 

We have reviewed the dra.q report of the Office of  [nspoctor General (OIG), entitled 
"Review of the Critical Incident Rcslxm~ Plans of the United Stales Altome)qC Offices," and 
subrnit comments herein as requested. We agree with the OtG's ¢oncl=ion that the CrimJmd 
Division's Counte=le~rorism Section (CTS) and the Executive Oflice for United States Attorneys 
(EOUSA) could have focused more attention on certain ~pccts oft i~ crisis response program, 
especially during the period between September I I, 2001 and the fail of 2002, To the extorts 
furth=r explained below, moreover, we concur with the draR report's re~mmen~dons and have 
already mode considerable progress on • number of thurs. 

We believe the report would be more accttrate~ however, if it more clearly reflected that 
the DcpartJ~ent is more prepared today to respond to critical incidents than it has been i~ the 
past. Much ol'the rcporl focuses on historical flaws in the process by wldeh Critical Incident 
Response Place were developed and assessed. While the report's discussion of thc~e flaws 
contains useful lessons for the future, we are concerned that some readers of the report may 
misunderstand the scope and nature of our pa~! and current crisis response efforts. We believe 
that the following three points deserve much 8rester recognition: !) the exictence and us: of the 
Critical Response Plans is merely one factor to consider in assessin8 whether United States 
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Attorneys' Offices OASAOs) are adequately prepared to respond to critical incidents; 2) CTS, 
EOUSA, and USAOs have undertaken exteasive and comprehensive joint efforts during the past 
two years to enhance the.Department's overall ability to respond to critical incidents; and 3) the 
Department is currently making substantial progress toward successfully implementing most of 
the recommendations suggested in the draft report. We discuss these points below, along with 
comments on the report's final conclusion and the report's recommendations, t 

1I. Specific Issues 

A. The Existence and Use of the Critical Response Plans 

In our view, the draft report does not place the existence ,and use of the Critical Response 
Plans in the appropriate context. We agree that aspects of the response plans could have been 
better handled by all entities involved. As the draft report points out, initial plans submitted by 
the [JSAOs could and should have been monitored, and USAOs should have been provided 
feedback about the content of  those plans. However, the question of whether the Critical 
lneident Response Plans existed, or contained specific action items, is merely one area of inquiry 
pertinent to answering the broader question of whether USAOs are prepared to respond to critical 
incidents. We believe that it is absolutely crucial and appropriate for the report to more clearly 
reflect this point. For example~ some of the recommended actions in the 48-item checklist, 
which is adopted in the draft report as the criteria against which to measure the plans, are so 
second nature to the experienced prosecutor~drafting and/or implementing these plans that there 
would be no need to specifically list them. Although a USAO might not include these items in a 
written plan, it would nevertheless take many of those actions in response to a critical incident, as 
deemed appropriate. Moreover, the USAO may not have included other recommended items in 
the checklist, such as the preservation ofthe crime scene, because these items are primarily under 
the domain of the FBI or another law enforcement entity responsible for handling the crime 
scene. While the USAO would certainly support the FB1 or other law enforcement entity in 
every way possible to a.~ist in these efforts, it would not necessarily include them as part of its 
own plan. The fact that such steps are not included in a plan would not indicate that these steps 
were not significant or necessary. They simply do not need to be set forth in the USAO plan. 
Thus, we do not believe that inclusion of items on this checklist is the proper standard by which 
to determine whether USAOs around the country are prepared to respond to a crisis. We will 
continue to encourage USAOs to use CTS' "Guide to Developing a Crisis Response Plan," 
distributed by CTS and EOUSA in May of 2003, to assist them in developing and r~'ising their 
plans. 

With respect to the table of contents, the third major subject mattcr hcading in thc table 
of contents should be changed to reflect that the "Department" and not "CTS" is responsible for 
submitting the annual performance report. Although the text of  the draft report, at page 29, 
correctly reflects this fact, the heading in the table of contents does not. 

2 
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B. CTS, EOUSA, and the USAOs Have Undertaken Extensive and Comprehensive Joint 
Efforts Durin~ !the past Two Years to Erfll~ce t13¢ Departmerlt'S Overall Ability Io 
Respond to Critical haciderl.ts 

We regret that the draR report does not more thoroughly identify and recognize the 
fundamental ways in which the Department has refocused its efforts on the prevention of terrorist 
incidents since September 11, and the training conducted to prepare the Department for such 
events: The draft report does not clearly acknowledge the extensive and ¢:omprehensivejoint 
efforts undertaken during the past two years to enhance the Department's overall ability to 
respond io critical incidents. The draft report notes thai the Crisis Management Coordinators' 
(CMCs) program was "designed to improvc the ability of  the USAOs Io accomplish their 
statutog, responsibilities while responding quickly and appropriately to critical incidents" and "to 
improve USAOs' performancc in legal and procedural crisis response...." (Draft report at 3). The 
draft report, however, does not adequately reflect the substantial changes that were made in CTS, 
EOUSA., and the USAOs in response to 9/11 to focus attention on critical response to terrorism 
incidents. For example, the Attorney General's revision of the Department's Strategic Plan, and 
the establishment ofthc Anti-Terrorism Task Forces (now Anti-Terrorism Advisory Council) and 
the Intelligence Research Specialists' Program significantly enhanced the Depa~ment's 
preparedness efforts. 

The review also faults CTS and EOUSA for failing to provide appropria~ training and 
guidance as to changes in law and departmental and national policy (Draft report at iii, 18, 22). 
We believe that the report should have clearly noted the considerable substantive legal training 
provided to United States Attorneys and Assistant United States Attorneys, many of whom were 
CMCs, on crisis response responsibilities in terrorism incidents. For example, the draft report 
does not reference the training that EOUSA co-sponsored with the Centers for Disease Control in 
April 2003 on responding to chemical or biological incidents, Department training for 
prosecutors and investigators on the USA PATRIOT Act, and other changes in law relative to 
intelligence and law enforcement techniques and information sharing, and a broad array of 
substantive training provided by EOUSA to USAOs and Department attorneys through 
EOUSA's Office of Legal Education and JTN broadcasts. This training specifically addressed 
crisis response in terrorism incidents and provided updated legal and procedural training to 
improve the ability of the USAOs to satisfy the full range oftheir statutory responsibilities in 
response to a crisis. 

C. Pro~ess Made Since The Late Fall of 2002 

The draft report gives little weight to the numerous, varied, and significant actions 
undertaken by CTS, EOUSA, n,ad USAOs since the late fall of 2002 that are entirely consistent 
with the report's recommendations. Although we agree that CTS and EOUSA could have done 
more to focus attention on certain aspects of  the crisis response prepare,  especially between 
September 11,2001 and the fall o1"2002, we have beenworking together since then to provide 
the necessary fOClLS and training to improve the crisis response program. For example, in the late 
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fall of  2002, planning began for a January2003 antiterrorism conference for United Stales 
Attorneys that was eo-sportsored by CTS and EOUSA. A portion of that conference was devoted 
to a crisis response exercise, Moreover, as a result of the March 2003 CMC-spt:cific video- 
conference and the May 2003 updated and specific guidance contained in the "Guide to 
Developing a Model Crisis Response Plan" provided to USAOs, numerous USAOs across the 
country are currently revising their plans in accordance with that guidance. In addition, CTS and 
EOUSA have scheduled crisis response training at the National Advocacy Center in March of 
2004. Furthermore, CTS has reorganized its operations to include the formation of a Policy, 
Legislation arid Planning group to provide renewed focus on crisis response issues and planning. 
EOUSA and CTS have taken steps to form a small working group with the Attorney General's 
Advisory Committee's participation to review revised crisis response plans and provide 
individualized feedback to all USAOs. Moreover, the Department, as of  October 17, 2003, has 
provided a memorandum to all United States Attorneys requesting that the Crisis Management 
Program and the Antiterrorism Advisory Council (ATAC) Program in the USAOs be merged 
and/or realigned to allow the CMC to operale under lhe ATAC in each district and to work 
closely with the District Office Security Managers to coordinate efforts on crisis response 
planning. Inclusion of  all of these activities and plans in the report would have demonstrated 
that crisis response efforts are currently being enhanced to respond to the areas for improvement 
identified in the OIG report. 

D. The Report'~ F..inal Conclusion 

Finally, we are concerned that the report's final conclusion concerning the Department's 
overall preparedness exceeds the scope of  an inquiry that was limited to a review of critical 
incident response plans and does not properly credit all the steps taken by EOUSA, CTSI and the 
USAOs. This is particularly significant because the report, which will be published in November 
2003, contains no statement concerning the time frame of the investigation, but includes the 
finding that the need to prepare for critical incidents has not been met. While we will continize to 
seek to improve preparedness, we believe that a complete review of past efforts, current work, 
and future plans demonstrates that the need to prepare is being properly addressed. 

E. Recommendalion~ 

We address each of the recommendations below.' 

Recommendation 1: 

We concur that performance measures should reflect that the USAOs have meaningful 
plans and periodically exercise and revise those plans. As reflected in the attached Action Plan 
for Crisis Management Response Planning, EOUSA will work with CTS in the development of  
performance measures to assess crisis response plans and exercise and revision of those plans, 
with a target completion dareof June 30, 2004. The establishment of performance measures to 
evaluate overall readiness is a more complex matter and exceeds the scope of this review. 
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Recommendation 2: 

We concur that critical incident response plans should be revised to conform to the May 
2003 "Guide to Developing a Model Crisis Response Plan" drafted by CTS, endorsed by 
EOUSA, and distributed to all USAOs. As a result of  the March 2003 CMC-specific video- 

. conference and the May 2003 updated and specific guidance contained in the "Guide to 
Developing a Model Crisis Response Plan" provided to USAOs, numerous USAOs across the 
country are currently revising their plans in accordance with that guidance~ As discussed above, 
EOUSA and CTS have taken steps to form a small working ~oup with the Attorney General's 
Advisory Committee's participation to review revised crisis response plans and provide 
individualized feedback to all USAOs. In addition, CTS and EOUSA have scheduled crisis 
response training at the National Advocacy Center in March of 2004, which will include a table- 
top exercise designed to test the crisis response plans of every USAO. 

Recommendation 3: 

We concur that participation in periodic exercises to test critical incident response plans 
is advisable, but we do'not agree that each office should be required to conduct its own exercises. 
For some offices, particularly smaller USAOs, this may be too much of  a burden and diversion 
from other equally critical duties. CTS personnel are enhancing their expertise in the design of 
crisis response exercises so that they are batter able to provide specific guidance to USAOs in 
this area. As EOUSA and CTS plan the March 2004 crisis response training at the NAC, they 
will also include this in the agenda for that conference. 

Recommendation 4: 

We concur with this recommendation. EOUSA is exploring appropriate means to 
implement this recommendation. 

Recommendation 5: 

We concur with tiffs recommendation and note that efforts to implement it are ongoing. 
In May of 2003, we provided a "Guide to Developing a Model Crisis Response Plan" which 
updated prior guidance to USAOs on how to prepare effective and comprehensive critical 
incident response plans. In addition, in April 2003, EOUSA co-sponsored with the Centers for 
Disease Cotttrol training on responding to chemical of biological incidents, and the Department 
has provided training during the past year for prosecutors and investigators on the USA 
PATRIOT Act, and other changes in law relative to inlelligence and law enforcement techniques 
and information sharing, and a broad array of substantive training provided by EOUSA to 
USAOs and Department attorneys through EOUSA's Office of Legal Education and JTN 
broadcasts. As noted above, as a result of the March 2003 CMC-specifie video-conference and 
the May 2003 updated and specific guidance contained in the "Guide to Developing a Model 
Crisis Response Plan" provided to USAOs, numerous USAOs acrossthe country are currently 
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revising their plans ia accordance with that guidance. In addition, CTS and EOUSA are jointly 
planning a March 2004 training conference at the National Advocacy Center that will provide 
additional guidance on changes in legislation, policy and critical incidence response practice that 
have taken place since September 11, 2001. 

Recommendation 6: 

We concur in this recommendation and are taking steps to implement it. EOUSA, C'I'S, 
a1~d the AGAC are forming a small working grottp to review, evaluate and provide feedback to 
each USAO on their crisis response plan. CTS has drafted proposed criteria for the evaluation of 
the plans consistent with the May 2003 "Guide to Developing a Model Crisis Response Plan." In 
addition, CTS and EOUSA have scheduled crisis response training at the National Advocacy 
Center in March of 2004, which will include a table-top exercise designed to test the crisis 
response plans of every USAO and provide feedback to them. 

Recommendation 7: 

With the exception of  our cornments to Reconmacndation 3, we concur with this 
recommendation and are taking steps to implement it by providing guidance on crisis response 
exercises in the March 2004 txairting conference at the National Advocacy Center. As noted 
above, CTS personnel are enhancing their expertise in the design of crisis response exercises so 
that they are batter able to provide specific guidance to USAOs in this area. 

Recommendation 8: 

We agree that a critical incident response website available to USAOs would be helpful 
and are working to augment existing CTS and EOUSA websites to serve this purpose. CTS has 
developed a website that is currently being piloted to USAOs and is working with EOUSA to 
make this website available to all USAOs. This site includes resources on crisis response issues; 
best practices; updates on law, policies and procedures; and other relevant information. For 
example, this website includes the 48 action checklist, the "Guide to Developing a Model Crisis 
Response Plan", and the Attachment to the Guide. In addition, the CTS website links to the 

' EOUSA website which also includes a number of crisis response documents, including the CMC 
Manual. We believe that it would be more cost effective and a better use of resources to augment 
the existing websites Father than developing an additional one. 

Reconm~endation 9: 

We concur with this recommendation. In connection with the redesignation of CMC's, 
EOUSA and CTS have been working closely to track incoming communications from USAOs 
and to ensure that their records are consistent. It is anticipated that a similar mechanism can be 
utilized to track submissions of updated crisis response plans. 

6 
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Recommendation 10: 

We concur with this recommendation to the extent that it requests that we ensure that 
EARS evaluations of USAOs include a requirement for USAOs to have a current, updated crisis 
response plan and to periodically test.~ these plans. 

In order to further address the reconmaendat~ons and other aspects of your review, we 
have attached an Action Plan for Crisis/vfanagement Response Planning. 

Attachment 

CO: David Downs 
Liaison 
Executive Office For United States Attorneys 

Julie Wellman 
Liaison 
Criminal Division 

Vicki Sloan 
Director 
Departmental Audit Liaison Office 
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A P P E N D I X  F 
OFFICE OF T H E  I N S P E C T O R  G E N E R A L ' S  ANALYSIS OF 

THE CRIMINAL DIVISION'S  AND T H E  E X E C U T I V E  O F F I C E  
FOR UNITED S T A T E S  A T T O R N E Y S '  R E S P O N S E  

The Office of the Inspec tor  General  (OIG) sen t  copies of the draft report  to 
the  Executive Office for Uni ted States  Attorneys (EOUSA) and  the Criminal 
Division (CRM) with a r eques t  for wri t ten commen t s .  The Director of EOUSA 
a n d  the Assis tant  Attorney General  for the Criminal  Division responded  to us  
in a joint  m e m o r a n d u m  da ted  November  10, 2003. Al though EOUSA and  CRM 
expressed  concerns  about  several  of the report 's  conclus ions ,  they concur red  
with nine  of the r e c o m m e n d a t i o n s  and  partially concur red  with the tenth.  Our  
analysis  of their  r e sponse  follows. 

Response from CRM and EOUSA 

CRM and EOUSA agree that  they could have focused more a t tent ion on 
certain aspects  of the crisis response  program. However, they believe that  the  
report  should  more clearly reflect that  the D e p a r t m e n t  of ,Justice (Department)  
is bet ter  prepared  today to respond  to critical inc idents  t han  it has been in the  
past .  CRM and EOUSA sugges t  that  m u c h  of the OIG's report  focuses on 
historical  flaws in their  process  for developing and  assess ing  critical inc ident  
r e sponse  plans  (Plans), and  tha t  readers  of the report  may m i s u n d e r s t a n d  the 
scope and na tu re  of their  pas t  and  cur ren t  r e sponse  prepara t ion  efforts. The 
CRM and EOUSA response  provides detai led c o m m e n t s  regarding three points  
that  they believe deserve greater  recognition. We examine  each of these  points  
in turn.  

Specific Issues 

A. Critical Incident  Response  Plans 

CRM and EOUSA state  that  the draft OIG report  "does not place the 
exis tence and  use  of the Critical Response  Plans in the appropriate  context." 
They suggest  that  the quali ty of a United States Attorney's  Office (USAO) Plan 
is only one part  of "answer ing  the broader  ques t ion  of whe the r  USAOs are 
prepared  to respond to critical incidents ."  CRM and  EOUSA state that  some of 
the r e c o m m e n d e d  act ions on the 48-i tem checkl is t  "are so second na tu re  to the  
exper ienced prosecutors  draft ing a n d / o r  imp lemen t ing  these  plans that  there  
would be no need  to specifically list them." Consequent ly ,  they argue that  
examin ing  whe the r  a USAO has  inc luded  i tems on the checkl is t  in its Plan is 
not a proper  s t anda rd  for judg ing  the USAO's p r epa rednes s  to respond to a 
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crisis.  In addi t ion,  CRM a n d  EOUSA s ta te  tha t  some of the  ac t ions  on the 
checkl i s t  are "primari ly u n d e r  the d o m a i n  of the FBI [Federal B u r e a u  of 
Investigation] or a n o t h e r  law en fo rcemen t  entity" with  the USAOs in a 
suppor t ing  role and ,  therefore,  those  ac t ions  would  not  need  to be add re s sed  in 
the  USAOs' Plans.  

OIG Analysis.  We agree tha t  the Plans  are only one par t  of the USAOs' 
crit ical  inc ident  r e sponse  p repa ra t ions .  Therefore,  in this review we examined  
o the r  Crisis M a n a g e m e n t  Coord ina tor  (CMC) Program activities s u c h  as the 
t ra in ing  provided to USAOs' CMCs, the crisis r e sponse  exercises  c o n d u c t e d  by 
USAOs, and  the Coun te r t e r ro r i sm  Sect ion 's  (CTS's) a n d  EOUSA's suppor t  a n d  
admin i s t r a t i on  of the CMC Program.  We found signif icant  deficiencies not only 
in the Plans,  bu t  also in those  o ther  activities.  Consequent ly ,  ou r  conc lus ion  
tha t  USAOs have not  p r epa red  adequa t e ly  is based  on a more  comprehens ive  
review of critical inc ident  r e sponse  deficiencies  t han  acknowledged  by CTS and  
EOUSA. 

We do not  agree with CRM and  EOUSA's con ten t ion  tha t  "some of the 
r e c o m m e n d e d  act ions  in the 48- i tem check l i s t . . . a re  so second  n a t u r e  to 
exper ienced  prosecu tors"  tha t  they  need  not  be inc luded  in the crisis response  
Plans.  As d e m o n s t r a t e d  du r ing  n u m e r o u s  pas t  critical inc idents ,  even 
exper ienced  pe r sonne l  may  forget obvious ac t ions  tha t  are u sua l l y  "second 
na tu re . "  Fur ther ,  our  interviews with  26 CMCs, all of w h o m  are  highly 
exper ienced  p rosecu tors ,  conf i rmed tha t  the 48 i tems on the checkl is t  shou ld  
be a d d r e s s e d  in the Plans  and  are appropr ia te  act ions  to take in responding  to 
a critical incident ,  s2 

Moreover, while some of the 48 i tems on the checkl is t  clearly are more 
impor t an t  t han  others ,  ou r  review found tha t  mos t  of the Plans  omit ted more 
t h a n  a few act ions  tha t  might  be cons ide red  " second-na tu re . "  Sixty-four of the 
76 Plans (84 percent)  a d d r e s s e d  less t han  hal f  of the 48 i tems a n d  m a n y  of the 
miss ing  i tems represen ted  signif icant  ac t ions  in a crisis s i tuat ion.  For 
example,  54 Plans failed to add re s s  cr ime scene  protocols  a n d  preservat ion,  
wh ich  were identified as p rob lems  in the O k l a h o m a  City Bombing  af ter-act ion 
report.  Inc lud ing  all 48 i tems in the Plans e n s u r e s  tha t  they  will be addres sed  
du r ing  training,  exercises,  a n d  w h e n  r e spond ing  to a critical incident .  While 
we agree tha t  some of the ac t ions  m a y  be "second na tu re"  du r ing  rout ine  
opera t ions ,  we believe tha t  failing to incorpora te  all 48 ac t ions  in the USAOs' 
Plans  crea tes  a need less  risk tha t  some ac t ions  will be omit ted  du r ing  a cri t ical  
incident .  

s2 The  CTS i tself  va l i da t ed  the  check l i s t  by r e i s s u i n g  it as  c u r r e n t  g u i d a n c e  in  May 
2 0 0 3  as  p a r t  of i ts  new  "Gu ide  to Deve lop ing  a Cris is  R e s p o n s e  Plan ."  
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Regarding CRM and EOUSA's con ten t ion  that  some of the act ions on the 
checkl is t  are "primarily u n d e r  the domain  of the  FBI or a n o t h e r  law 
enforcement  entity," we acknowledge  that  m a n y  ent i t ies  may  be involved in 
r e spond ing  to a critical incident.  However, the U.S. Attorney is the chief law 
enforcement  officer in each federal judicia l  district,  and  the 48 act ion i tems 
were inc luded  on the checklis t  because  the USAOs have a significant in teres t  
in each activity, even if they are not  the lead enti ty for each  item. 
U.S. Attorneys shou ld  prepare  and  train for any  aspect  of the  government ' s  
r e sponse  that  will affect their ability to conduc t  a successfu l  invest igat ion and  
prosecut ion.  

Finally, as descr ibed in the Depar tmen t ' s  Performance Plan, one purpose  
of the USAOs' Plans is to provide a "cross-walk" with the  Plans of the FBI and  
o ther  law enforcement  entities.  In accord with that  purpose ,  add res s ing  all 48 
act ions in the USAOs' Plans is essent ia l  for ensu r ing  that  the Depar tmen t ' s  
r e sponse  to a critical incident  is coordina ted  and  effective, regardless  of 
jur i sd ic t ional  authori t ies .  

B. CTS' and  EOUSA's Efforts After Sep tember  1 I, 2001 

CRM and  EOUSA state, "The draft report  does not clearly acknowledge 
the  extensive and  comprehens ive  joint  efforts u n d e r t a k e n  dur ing  the past  two 
years  to e n h a n c e  the Depar tment ' s  overall ability to respond  to critical 
incidents ."  Fur ther ,  they state that  "the draft  report . . .does not  adequa te ly  
reflect the subs tan t ia l  changes  that  were m a d e  in CTS, EOUSA, and  the USAOs 
in response  to 9/11 to focus a t ten t ion  on critical response  to terror ism 
incidents ,"  such  as the revised Strategic Plan and  the Anti-Terrorism Advisory 
Council  (ATAC). s3 Finally, CRM and  EOUSA state  that  the report  "faults CTS 
and  EOUSA for failing to provide appropr ia te  t ra ining and  gu idance  as to 
changes  in law and depa r tmen ta l  and  nat ional  policy (Draft report  at iii, 18, 
22)," and  cite several examples  of t ra ining that  they state "specifically 
addres sed  crisis response  in terror ism and provided upda t ed  legal" t raining to 
improve the ability of the USAOs to r e spond  to a crisis. 

OIG Analysis. As s ta ted by CRM and  EOUSA, after Sep tember  1 I, 2001, 
the Attorney General  directed that  the Depa r tmen t  refocus its efforts on 
prevent ing  terrorism. Consequent ly ,  CTS, EOUSA, and  the USAOs all 
subs tant ia l ly  refocused and unde r took  several major  initiatives to prevent  
terrorist a t tacks.  Our  report  acknowledges  some of these  initiatives, such  as 
the t ra in ing of 1,600 prosecutors  and  law enforcement  officers, a 4-day anti-  
terrorism teleconference to 25,000 viewers, an ant i - te r ror ism conference  

s3 At torney  Genera]  M e m o r a n d u m  to all Uni ted  S ta t e s  At torneys ,  "Respons ib i l i t i es  of 
Ant i -Ter ro r i sm Advisory Counci l s  (ATACs)," S e p t e m b e r  24, 2003.  The ATACs were formerly 
known  as  Ant i -Ter ro r i sm Task  Forces  (ATTFs). 
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a t t e n d e d  by U.S. Attorneys in J a n u a r y  2003, and  6 nat ional  secur i ty  
conferences  a t t ended  by prosecu tors  and  FBI supervisors  (page 20). However, 
while CTS and  EOUSA have t aken  significant s teps to respond  to the th rea t  of 
terror ism by improving the Depar tmen t ' s  ability to prevent  a t tacks ,  which  we 
acknowledge,  there is a significant difference be tween  prevent ing  a t tacks  and  
prepar ing  to hand le  a crisis if prevent ion  efforts fail. Our  review focused on the 
USAOs' p repara t ions  to r e spond  in the event  tha t  terrorist  a t tacks  - or o ther  
critical inc idents  that  do not  involve te r ror ism - occur. 

Dur ing  our  review, we examined  the  t ra in ing cited by CRM and  EOUSA 
an d  found tha t  it was not  complete  or effective because  it did not  sufficiently 
address  critical inc ident  r e sponse  (as opposed  to prevent ing terroris t  attacks),  
an d  few CMC Program staff a t t ended  the training.  For example,  we reviewed 
the two nat ional  ATTF tra ining conferences  a n d  the six regional t ra ining 
conferences  and  found tha t  the t ra ining focused on intell igence ga ther ing  and 
informat ion shar ing  to prevent  terrorist  a t tacks ,  not  on prepar ing  to respond  
after an a t tack  or o ther  critical incident .  Only the  first ATTF conference  
inc luded  a sess ion on crisis response  and  it was  only a small  par t  of the 
agenda.  

Moreover, our  review of the a t t endee  lists from tra ining events  related to 
the ATTF initiative found that  few CMCs a t t e n d e d  the training. For example,  
the CTS provided us with the rosters from three  t raining events:  National 
Securi ty Conferences,  May-July 2003; Bioterror ism Conference,  April 2003; 
and  National Security Conference,  Sep tember  2003. Based on our  most  recent  
list of CMCs, we found that  52 of 94 CMCs a t t ended  the May-July  National 
Securi ty Conference,  14 a t t ended  the April Bioterrorism Conference,  and  none  
a t t ended  the Sep tember  National Securi ty Conference.  

Our  conclus ion  that  the t raining provided to CMCs was i nadequa te  was 
conf i rmed in our  interviews with CMCs, as mos t  (24 of the 26) identified the 
lack of t ra ining as the major  hurdle  they faced in improving the read iness  of 
their  offices to respond  to a critical incident .  In particular,  all t en  of the CMCs 
we interviewed who also hold the ATTF Coordinator  posi t ion for their  USAOs 
told us  that  the ATTF t ra ining they a t t ended  was not a subs t i tu te  for CMC- 
specific training. 

CRM and  EOUSA's s t a t emen t  that  the  report  "faults CTS and  EOUSA for 
failing to provide appropr ia te  t raining and  gu idance  as to changes  in law and 
depa r tmen ta l  and  nat ional  policy (Draft report  at iii, 18, 22)" is incorrect.  We 
reported a lack of training, but, as is m a d e  clear on page 19, it was the USAOs' 
CMCs who reported to us  dur ing  interviews that  they needed  addi t ional  
t ra ining on changes  in law and depa r tmen ta l  policy. Specifically, the report 
states: "the CMCs s ta ted  that  the t ra in ing shou ld  be revised to include 
changes  tha t  have occurred since the last  CMC Training Conference  in 1999. 
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The changes  include the post  Sep tember  11, 2001,  reorganizat ion of the 
D e p a r t m e n t  to focus on counter te r ror i sm;  the  passage  of the USA PATRIOT Act 
a n d  other  ter ror ism-re la ted  legislation" and  o ther  changes .  We inc luded  the 
CMCs' s t a t emen t s  so that  CTS and  EOUSA could consider  address ing  the 
CMCs' self-identified needs  w h e n  developing future  training. 

Therefore, while we acknowledged  CTS and  EOUSA's significant efforts 
s ince Sep tember  11 ,2001 ,  those  efforts have been  directed p r edominan t ly  at 
improving the ability of the Depa r tmen t  to prevent  terrorist  a t tacks.  Al though 
prevent ing  a t tacks  is of pr imary  importance,  the Attorney General ' s  Anti- 
Terrorism Plan also directs the Depa r tmen t  to be prepared  to r e spond  when  
terrorist  a t tacks  or o ther  critical incidents  occur. Despite CTS and  EOUSA's 
efforts, our  review of the USAOs' p repara t ions  to respond  after a t tacks  and  
o ther  critical incidents  found tha t  the Plans were inadequate ;  that  few USAOs 
c o n d u c t e d  exercises to test  their  Plans; and  tha t  CTS and  EOUSA did not  fulfrll 
their  adminis t ra t ive  and  suppor t  responsibi l i t ies  to provide gu idance  and  
c o n d u c t  crisis response  training. These deficiencies existed from the incept ion 
of the CMC Program in 1996 and  still have not  been  addres sed  adequately.  
Consequent ly ,  we ma in ta in  that  the USAOs have not effectively imp lemen ted  
the CMC Program. However, we acknowledged  that  CTS and  EOUSA have 
begun  to address  these  deficiencies, as they s ta ted  in their  Action Plan 
inc luded  with their  response  to the report. 

C. CTS and EOUSA's Efforts Since the Late Fall of 2002 

CRM and  EOUSA sta ted that  a l t hough  they could have "done more to 
focus a t ten t ion  on certain aspects  of the crisis response  program, especially 
be tween  Sep tember  11, 2001, and  the fall of 2002, [they] have been  working 
together  since then  to provide the necessa ry  focus and  t raining to improve the 
crisis r e sponse  program." They cite various collaborative t ra ining efforts and  
an October  17, 2003, Depar tmen ta l  m e m o r a n d u m  to all Uni ted States 
Attorneys to "re-appoint  a CMC that  will operate  u n d e r  the ausp ices  of the 
ATAC" as evidence "that  crisis response  efforts are current ly  being e n h a n c e d  to 
respond  to areas  for improvement  noted in the  OIG report." 

OIG Analysis. We cons idered  the t ra in ing and o ther  efforts that  CRM 
and  EOUSA cited as evidence that  improvements  are underway.  We reviewed 
each of the efforts they described,  but  found that  many  were not  as effective as  
they could have been  for improving the CMC Program (as descr ibed in our  
response  in sect ion B), or that  the efforts had  not yet t aken  place. For 
example:  

The Anti-Terrorism Conference for U.S. Attorneys in J a n u a r y  2003 
[pages 20-21]. This conference was only for U.S. Attorneys and  no 
CMCs a t tended.  Consequent ly ,  a l though  the conference included a 
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module  on crisis response ,  the t ra in ing was not p re sen ted  to the  staff 
responsible  for p l ann ing  the r e sponse  [i.e., CMCs). In addit ion,  the 
CMCs' r esponses  to our  February  2003 survey strongly indicated that  
t ra ining was lacking. 

The March 2003 CMC-specific v ideoconference  {pages 19, 23, and  24). 
We reviewed a videotape of the two-hour  teleconference.  The t ra ining 
inc luded no new informat ion regard ing  the CMC Program itself. Other  
than  citing the  need  for USAOs to conduc t  exercises, there  was no 
training con ten t  directed at conduc t ing  crisis response  exercises,  one 
of the areas of need  most  cons is ten t ly  cited in our  interviews with 
CMCs. Coverage of the USA PATRIOT Act and  the Bio-terror ism Act of 
2002 cons is ted  of p resen t ing  a brief synopsis  of the Acts, r a the r  t han  
an in -depth  d i scuss ion  of their  impac t  on the CMC Program. 

The deve lopment  and  d i s semina t ion  of the "Guide to Developing a 
Model Crisis Response  Plan" {page 23). We acknowledge tha t  the 
Guide was d is t r ibu ted  to USAOs in May 2003. However, dur ing  our  
review no USAO Plans were revised based  on the Guide and  s u b m i t t e d  
to CRM and  EOUSA. 

The e s t ab l i shmen t  of a working group to issue guidel ines  for USAOs 
securi ty plans  {page 15). We acknowledge  CRM and  EOUSA's plans  to 
create a working group to review in tegra t ion of the various p lans  
required from USAOs. However, their  response  did not  provide us  
with details on the role, responsibil i t ies ,  and  ass igned activities of this  
working group. 

A March 2003 reques t  to place the CMC Program u n d e r  the ausp ices  
of the ATAC {page v). This proposal  was not  approved unt i l  
October 17, 2003, well after the draft report  was provided to CRM a n d  
EOUSA, and  the impact  of this consol ida t ion  is not yet  clear. 
Although placed u n d e r  the ATACs, the  CMCs "will r emain  responsib le  
for the creation, implementa t ion ,  m a i n t e n a n c e  and  exercise of their  
district 's crisis response  plan .... -54 However, the ATACs are only 
responsible  for responding  in the event  of terrorist  a t tacks,  not  o ther  
critical incidents .  It is not  clear w h e t h e r  the ATACs' responsibi l i t ies  
will be expanded  to include non- ter ror i s t  critical incidents ,  or w h e t h e r  
the CMCs are still responsible  for r e spond ing  to non- ter ror is t  critical 
incidents  separately.  Until such  i ssues  are resolved, we canno t  

54 Memorandum from Guy Lewis, Director, EOUSA, to All United States Attorneys,  
"Merger and Realignment of Crisis Management  Coordina tors  Program Under  Anti-Terrorism 
Advisory Council," October l  7, 2003. 
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de te rmine  how the  rea l ignment  of the  CMCs may  affect the USAOs' 
ability to r e spond  to critical incidents ,  especial ly those that  are not 
terrorist-related.  

P lanning for crisis response  t ra in ing at the National Advocacy Center  
in March 2004 {pages 6 and  19). We note  in the report  that  CTS and  
EOUSA are p l ann ing  CMC training in March 2004. 

Our  report  also acknowledged  that ,  s ince we began  our  review in 
December  2002, CTS and  EOUSA increased  their  a t t en t ion  to the CMC 
Program. Those efforts u l t imate ly  could significantly improve the USAOs' crisis 
r e sponse  preparat ions .  However, the deficiencies we found  in our  review of the 
USAOs' p lans  and  exercises,  the t ra ining provided to CMCs, and  the 
admin i s t ra t ion  and  suppor t  provided by CTS and  EOUSA show that  significant 
improvement s  are still needed.  

D. The Report 's Final Conclus ion 

CRM and  EOUSA state  that  the report 's  final conclus ion  concern ing  the 
Depar tmen t ' s  overall p r epa rednes s  "exceeds the  scope of an inquiry that  was 
l imited to a review of critical incident  r e sponse  p lans  and  does not properly 
credit  all the s teps taken  by EOUSA, CTS, and  the USAOs." They assert  that  
this is part icularly significant because  the report  does not  conta in  a t ime f rame 
for the inspect ion,  but  " includes the finding tha t  the need  to prepare  for critical 
incidents  has not been  met." CRM and EOUSA conc lude  by s tat ing that  they 
will con t inue  to seek to improve p repa redness ,  bu t  believe "that  a complete  
review of past  efforts, cu r ren t  work, and  future  p lans  demons t r a t e s  that  the 
need to prepare  is being properly addressed ."  

OIG Analysis. The CRM and  EOUSA response  u n d e r s t a t e s  the scope of 
our  review. As descr ibed on page i, "We conduc t ed  this review to de te rmine  
whe the r  the USAOs have acted to improve their  ability to respond quickly and  
appropriately to critical inc idents  by developing comprehens ive  critical inc iden t  
response  plans,  t ra ining staff to carry out  the Plans, and  exercising the Plans." 
We also cons idered  all of the past,  current ,  a n d  p l anned  efforts cited by CTS 
and  EOUSA as cont r ibut ing  to the USAOs' p r e p a r e d n e s s  to respond to critical 
incidents .  In addit ion,  our  survey and  interviews with CMCs addressed  m a n y  
aspects  of the USAOs' crisis r e sponse  prepara t ions .  We found significant 
shor tcomings  in each of these  areas,  which  led us  to conclude  that  "[t]he 
failure of the USAOs, CTS, and  EOUSA to fully imp lemen t  the CMC Program 
leaves the Depar tmen t  less p repared  to respond  effectively when  critical 
incidents  occur" {page 32) {emphasis added).  In our  report,  we did not 
conclude  that  the Depar tmen t  was "unprepared"  to r e spond  to a critical 
incident.  Rather,  we conc luded  that  the Depa r tmen t  was "less prepared" than  
it could have been  - and  should  be - to respond  to critical incidents .  
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That  conc lus ion  is w a r r a n t e d  b e c a u s e  we found tha t  s ignif icant  
deficiencies in the major i ty  of USAOs' P lans  have  r e m a i n e d  u n c o r r e c t e d  for 
years ,  tha t  few USAOs c o n d u c t e d  regu la r  crisis r e sponse  exercises  s ince 1996 
(most c o n d u c t e d  no exercises),  a n d  tha t  the t ra in ing  provided to CMCs was  
inadequa te .  Fur the r ,  n o t w i t h s t a n d i n g  c u r r e n t  efforts, CTS a n d  EOUSA's 
suppor t  and  admin i s t r a t i on  of the CMC Program have not  been  effective to 
correc t  the deficiencies,  ss The i n a d e q u a t e  a n d  incomple te  p repa ra t ions  we 
d o c u m e n t e d  con t rad ic t  CRM and  EOUSA's opinion " that  a comple te  review of 
pas t  efforts, cu r r en t  work,  a n d  fu tu re  p lans  d e m o n s t r a t e s  tha t  the need  to 
p repa re  is being proper ly  addres sed . "  The correct ive ac t ions  tha t  CRM and  
EOUSA agreed  to implement ,  and  have b e g u n  to imp lemen t  in response  to our  
review and  its ten r e c o m m e n d a t i o n s  (descr ibed below), once  completed,  will 
he lp  e n s u r e  that  USAOs are  be t te r  p r epa red  to r e spond  to critical incidents .  

Regarding CRM and  EOUSA's s t a t e m e n t  tha t  the  draft  report  con ta ined  
"no s t a t e m e n t  conce rn ing  the t imeframe" of the  review, our  final report  
inc ludes  the beg inn ing  a n d  end  da tes  of our  r ev i ewmthe  review began  in 
D e c e m b e r  2002 and  e n d e d  in October  2003. 

R E C O M M E N D A T I O N S  

R e c o m m e n d a t i o n  1: R e s o l v e d - O p e n  

S u m m a r y  of CRM and  EOUSA's Response:  CRM a n d  EOUSA agree tha t  
pe r fo rmance  m e a s u r e s  shou ld  reflect tha t  USAOs have "meaningfu l  p lans  and  
periodical ly exercise a n d  revise those  plans."  To tha t  end,  EOUSA and  CTS will 
develop pe r fo rmance  m e a s u r e s  to assess ,  exercise,  a n d  revise crisis r e sponse  
p lans  by J u n e  30, 2004. However,  CRM and  EOUSA state,  "The e s t a b l i s h m e n t  
of pe r fo rmance  m e a s u r e s  to eva lua te  overall r ead iness  is a more  complex 
ma t t e r  and  exceeds  the scope of this review." 

OIG Analysis.  The ac t ions  p l a n n e d  by CTS and  EOUSA - to joint ly 
develop pe r fo rmance  m e a s u r e s  to a s sess  critical inc ident  r e sponse  plans ,  as 
well as  the USAOs' exercise and  revision of those  p lans  - are  responsive  to our  
r e c om m enda t i on .  Please provide us  with a copy of the pe r fo rmance  m e a s u r e s  
by J u l y  9, 2004, as well as CTS and  EOUSA's plan to imp lemen t  and  t rack  the 
pe r fo rmance  measu re s .  

The CRM and  EOUSA's object ion tha t  m e a s u r i n g  the overall r ead iness  of 
USAOs exceeds  the scope of the review m i s c o n s t r u e s  our  r e commenda t i on .  

ss In May 2 0 0 3 ,  CTS i s s u e d  its n e w  "Gu ide  to D e v e l o p i n g  a Cr i s i s  R e s p o n s e  P lan"  w i t h  
i n s t r u c t i o n s  for U S A O s  to r ev iew a n d  rev i se  t he i r  P l a n s  b a s e d  on  the  G u i d e .  However ,  d u r i n g  
o u r  rev iew no  U S A O  Plans  were  r ev i sed  b a s e d  on the  G u i d e  a n d  s u b m i t t e d  to CRM a n d  
EOUSA.  
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Ou r  r e c o m m e n d a t i o n  was to es tab l i sh  per formance  m e a s u r e s  "to assess  the 
r ead iness  of USAOs to respond  to critical incidents ."  By es tab l i sh ing  
pe r fo rmance  m e a s u r e s  to assess  the significant p roduc ts  and  activities 
assoc ia ted  with critical incident  r e sponse  p reparedness ,  which  is within the 
scope of this  review, CRM and  EOUSA will meet  the in ten t  of this 
r e commenda t ion .  

R e c o m m e n d a t i o n  2: Resolved - Open  

S u m m a r y  of CRM and  EOUSA's Response.  CRM and  EOUSA state that  
USAOs are revising their  Plans in accordance  with the "Guide to Developing a 
Model Crisis Response  Plan" i s sued  in May 2003. CRM and  EOUSA fur ther  
s ta te  tha t  they are forming a small  working group with par t ic ipat ion from the 
Attorney General 's  Advisory Commit tee  to review the revised Plans and  provide 
"individualized feedback to all USAOs." Lastly, they s tate  tha t  CTS and EOUSA 
have schedu led  crisis response  t ra in ing at the  National Advocacy Center  in 
March 2004, which  will include a tabletop exercise to test  each  USAO's Plan. 

OIG Analysis. The act ions p l a n n e d  by CTS and EOUSA are responsive to 
our  r ecommenda t ion .  By J a n u a r y  15, 2004, please provide us  with the char te r  
or o ther  ins t ruc t ions  for the working group and  the criteria developed for 
evaluat ing the USAOs' Plans. By Ju ly  9, 2004, please provide us  with a list of 
USAOs that  have submi t t ed  revised Plans and  received feedback on the revised 
Plans. 

R e c o m m e n d a t i o n  3: Unresolved - Open 

S u m m a r y  of CRM and  EOUSA's Response.  CRM and  EOUSA agree that  
par t ic ipat ion in periodic exercises to test  critical incident  r e sponse  plans is 
advisable,  but  disagree that  each USAO should  be required to conduc t  its own 
exercises.  CRM and  EOUSA state tha t  this r equ i r emen t  may be a bu rden  for 
some offices, part icular ly smal ler  offices, and  could divert USAOs from other  
equally impor tan t  duties.  With respect  to part ic ipat ing in periodic exercises of 
the Plans, CRM states  that  CTS is e n h a n c i n g  its expert ise in des igning  crisis 
response  exercises in order to provide specific guidance  to USAOs. Finally, 
CRM and  EOUSA state that  the agenda  for the  March 2004 t ra in ing at the 
National Advocacy Center  will include crisis response  exercises.  

OIG Analysis. The CRM and EOUSA response  does not  address  our 
r e c o m m e n d a t i o n  that  each USAO follow the s t andard  pract ice of test ing its 
plan for responding  in the event  of a critical incident,  s6 While conduc t ing  full 

s6 C o n d u c t i n g  cr is is  r e s p o n s e  exe rc i ses  is s t a n d a r d  prac t ice  for e m e r g e n c y  r e s p o n s e  
p r o g r a m s  t h r o u g h o u t  g o v e r n m e n t .  For  example ,  as de sc r i be d  on  page  16 of th i s  repor t ,  the  
FBI r e q u i r e s  i ts  field offices to c o n d u c t  a n n u a l  c r i s i s  r e s p o n s e  exerc i ses ,  a n d  the  Federa l  
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field exercises may  be b u r d e n s o m e  for some USAOs, the in tent  of our  
r e c o m m e n d a t i o n  may be met  with exercises tha t  are l imited in scope (e._~., 
tabletop exercises) or f requency e.(~., t r iennial  exercises in lieu of a n n u a l  
exercises), or tha t  are conduc ted  in con junc t ion  with ano the r  agency  (e.~., 
ano the r  USAO or the FBI). We note  tha t  CTS and  EOUSA in tend  to inc lude  
exercises in the  agenda  for the  p l anned  March 2004 training. However, while 
small  s egmen t s  on conduc t ing  exercises were inc luded in the 1997 and  1999 
CMC training,  over 60 percen t  (49 of 81) of the  USAOs respond ing  to our  
survey still reported tha t  they had  conduc ted  no exercises s ince 1996. 
Therefore, by ,January 15, 2004, please provide us  with an appropr ia te  
r equ i r emen t  and  implemen t ing  gu idance  for USAOs to periodically conduc t  
exercises or to part ic ipate  in exercises led by o ther  organizat ions.  As CRM and 
EOUSA agreed in response  to R e c o m m e n d a t i o n  1 to develop pe r fo rmance  
m e a s u r e s  to "assess  crisis r e sponse  plans  a n d  [the] exercise...of those  plans," 
the exercise r equ i rements  shou ld  be cons i s t en t  with the pe r fo rmance  
measures .  

R e c o m m e n d a t i o n  4: Resolved - Open 

S u m m a r y  of CRM and  EOUSA's Response .  CRM and  EOUSA agree with 
the r e c o m m e n d a t i o n  tha t  all United States Attorneys es tabl ish  workload-  
report ing procedures  to capture  the t ime dedica ted  to critical inc ident  response  
p lann ing  duties,  and  s tate  that  EOUSA is "exploring appropria te  m e a n s  to 
imp lemen t  this r ecommenda t ion . "  

OIG Analysis. The p l anned  act ions are responsive to our  
r ecommenda t ion .  Please provide us with the  new workload-repor t ing 
procedure  or a s ta tus  report  on its deve lopmen t  by March 31, 2004.  

R e c o m m e n d a t i o n  5: Resolved - Open 

S u m m a r y  of CRM and  EOUSA's Response .  CRM and  EOUSA agree that  
CTS should  provide upda t ed  training and  gu idance  to USAOs on how to 
prepare  effective and  comprehens ive  Plans. In its response,  CRM and  EOUSA 
cite ongoing efforts to implement  this r ecommenda t ion ,  inc luding  the May 2003 
Guide, EOUSA and  Centers  for Disease Control  co-sponsored  training,  
Depar tmen t  t ra ining for prosecutors  and  invest igators  on the USA PATRIOT 
Act, and  the "broad array of subs tan t ive  training" provided by EOUSA to 
USAOs and  Depar tmen t  at torneys.  CRM a n d  EOUSA also s ta te  tha t  the 
upcoming  March 2004 training at the National Advocacy Center  will include 
"additional gu idance  on changes  in legislation, policy and critical incidence 
response  practice that  have taken  place s ince Sep tember  11, 2001." 

Emergency Management Agency's Federal Preparedness Circulars require all federal agencies 
to exercise annually their plans for maintaining agency operations in the event of catastrophes. 
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OIG Analysis. The ongoing and  p l a n n e d  efforts to improve t ra ining and  
gu idance  on prepar ing  to r e spond  to critical inc iden ts  are responsive to our  
r ecommenda t ion .  Please provide us  with the final agenda  for the March 2004 
t ra in ing  conference by April 9, 2004. 

R e c o m m e n d a t i o n  6: Resolved - Open 

S u m m a r y  of CRM and  EOUSA's Response .  CRM and  EOUSA agree with 
the  r e c o m m e n d a t i o n  tha t  CRM review all USAOs' Plans, including revisions, to 
e n s u r e  that  the Plans cover all critical areas;  provide individualized feedback to 
USAOs; and  periodically report  to the Deputy  Attorney General  on the s ta tus  of 
the  USAOs' Plans. As s ta ted  in the response  to Recommenda t ion  2, CRM and 
EOUSA plan to form a small  working group with the Attorney General ' s  
Advisory Commit tee  to review, evaluate,  and  provide feedback to each USAO on 
its Plan. CTS states  tha t  it has  a l ready draf ted proposed criteria for eva lua t ing  
the  Plans us ing  the May 2003 Guide and  cites the  upcoming  March 2004 
t ra in ing at the National Advocacy Center,  which  will include a tabletop exercise 
"designed to test the crisis response  p lans  of every USAO and  provide feedback 
to them." 

OIG Analysis. The act ions p l anned  by CRM and  EOUSA are responsive  
to our  r ecommenda t ion .  The supp lemen ta l  informat ion we reques ted  for 
Recommenda t ion  2 will suffice to provide the s ta tus  of act ions t aken  to 
implemen t  this r ecommenda t ion .  

R e c o m m e n d a t i o n  7: Resolved - Open 

S u m m a r y  of CRM and  EOUSA's Response .  CRM and  EOUSA agree with 
the r e c o m m e n d a t i o n  to provide USAOs with t ra in ing and guidance  on how to 
develop and  conduc t  appropr ia te  critical inc ident  response  exercises, and  plan 
to provide the t ra in ing and guidance  at the March 2004 nat ional  conference.  
However, CRM and  EOUSA reiterate the  object ion they raised in response  to 
Recommenda t ion  3, i.e., tha t  they do not agree that  each office shou ld  be 
required to conduc t  its own exercises. 

OIG Analysis. The act ions p l anned  by CRM and  EOUSA are responsive  
to our  r ecommenda t ion .  Please provide us  with copies of the t raining mater ia ls  
and  guidance  relevant  to exercising critical inc ident  response  p lans  by April 9, 
2004. 

Regarding CRM and  EOUSA's rei terat ion of their  objection to requir ing 
each office to conduc t  its own exercises,  in our  analysis  of the response  to 
Recommenda t ion  3 we reques t  that  they es tabl i sh  an appropriate  r equ i r emen t  
for USAOs to conduc t  exercises (field, tabletop,  or other) or to part ic ipate  in 
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exercises  led by other  organizat ions.  CRM and  EOUSA agreed in response  to 
R e c o m m e n d a t i o n  1 to develop per formance  m e a s u r e s  to "assess  crisis response  
p l ans  and  [the] exercise. . .of  those  plans." (emphas is  added) At the March 2004 
na t iona l  t ra ining conference,  the USAOs shou ld  be provided guidance  on how 
to develop and  conduc t  exercises and  informed how their  per formance  at 
conduc t i ng  exercises will be tracked.  

R e c o m m e n d a t i o n  8: Resolved - Open 

S u m m a r y  of CRM and  EOUSA's Response.  CRM and  EOUSA agree tha t  
they  shou ld  complete  the deve lopment  of a websi te  conta in ing  information on 
critical incident  response.  They indicate tha t  the website  will conta in  resources  
on  crisis response  issues;  best  practices;  u p d a t e s  on law, policies, and  
procedures ;  and  other  relevant  information,  as well as l inks to other  exist ing 
webs i tes  with informat ion on crisis response.  The CTS is piloting the websi te  
wi th  several USAOs and  is working with EOUSA to m a k e  it available to all 
USAOs. The response  fur ther  indicates  that  CRM and  EOUSA believe that  it 
would  be more cost effective to a u g m e n t  an  exist ing websi te  (i.e., the website 
be ing  piloted by CTS) than  to develop an addi t ional  one. 

OIG Analysis. The act ions p l anned  by CRM and  EOUSA to develop the 
descr ibed  website  are responsive to our  r ecommenda t ion .  By J a n u a r y  15, 
2004,  please provide us  with access to the websi te  and  a copy of the website  
deve lopment  and  implementa t ion  plans.  

Regarding CRM and  EOUSA's s t a t e m e n t  that  they in tend  to a u g m e n t  the  
cu r ren t  pilot ra ther  than  develop a new website,  that  course  of action is 
cons i s ten t  with the in tent  of our  r e c o m m e n d a t i o n  that  they "complete the 
development"  of the websi te  now being piloted. 

R e c o m m e n d a t i o n  9: Resolved - Open 

S u m m a r y  of CRM and  EOUSA's Response.  CRM and  EOUSA agree with 
the r e c o m m e n d a t i o n  tha t  EOUSA establ ish  a sys tem for accurately  t racking 
and report ing the s ta tus  of USAOs' submis s ions  of and  upda te s  to their  Plans. 
CRM and EOUSA state that  they have been  working closely together  to t rack 
incoming commun ica t i ons  from USAOs and  ensu re  that  they both  ma in ta in  
cons i s ten t  records. CRM and  EOUSA ant ic ipate  that  "a similar  m e c h a n i s m  
can be utilized to t rack submis s ions  of u p d a t e d  crisis response  plans." In an 
Action Plan for Crisis Management Response Planning provided with their  
response,  CRM and  EOUSA indicate that  the target complet ion date for the 
shared  t racking sys tem is November 1, 2004. 

OIG Analysis. The act ions p l anned  by CRM and  EOUSA to develop a 
sys tem that  will t rack the Plan submis s ions  and  other  incoming 

U.S. Department  of Jus t ice  
Office of the Inspector General 
Evaluation and Inspections Division 

63 



c o m m u n i c a t i o n s  from USAOs and  e n s u r e  tha t  CTS a n d  EOUSA main ta in  
c ons i s t en t  records  are  respons ive  to ou r  r e c o m m e n d a t i o n .  By March 3 I, 2004,  
p l ease  provide us  wi th  a s t a tu s  repor t  on the deve lopmen t  of the  t racking 
s y s t e m  that  CRM a n d  EOUSA will u se  to moni to r  USAO Plan submis s ions  a n d  
o t h e r  c o m m u n i c a t i o n s .  

R e c o m m e n d a t i o n  10: Resolved - Open  

S u m m a r y  of CRM and  EOUSA's Response .  CRM a n d  EOUSA agree with 
the  r e c o m m e n d a t i o n  "to the extent  tha t  it r eques t s  t ha t  we e n s u r e  that  EARS 
eva lua t ions  of USAOs inc lude  a r equ i r emen t  for USAOs to have  a cur ren t ,  
u p d a t e d  crisis r e sponse  plan and  to per iodical ly  test  t hese  plans."  

OIG Analysis.  The ac t ions  p l a n n e d  by CRM a n d  EOUSA - to revise the 
Eva lua t ion  and  Review Staff (EARS) eva lua t ions  to inc lude  s teps  to e n s u r e  tha t  
USAOs have cu r r en t ,  u p d a t e d  crisis r e sponse  p lans  a n d  tha t  the USAOs are  
per iodical ly  test ing those  p lans  - are respons ive  to ou r  r e c o m m e n d a t i o n .  By 
March  3 I, 2004, p lease  provide us  with the EARS' review guide  that  inc ludes  
p r o c e d u r e s  for eva lua t ing  the USAOs' compl iance  wi th  the  r equ i r emen t  to have  
cu r r en t ,  u p d a t e d  Plans and  c o n d u c t  periodic exercises  of the Plans. 

t .  ]Y , 
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