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To The Reader

GTE Sylvania, Inc. performed a two phase effort investigating alarm
transmission capabilities of residential power lines under a subcontract
from The Aerospace Corporation, The program was funded by the
LEAA., The first phase was for the characterization of typical residen-
tial power wiring in terms of a transmission media, which resulted in

a Phase I Report. The second phase was for the development and demon-
stration of a low cost passively activated alarm system concept which
made use of the characterization data. This concept development is
described in the subcontract ¥Final Report. :

The two documents resulting from this study (Power System Character-
ization and Final Report) describe what is probably the most fully docu-
mented attempt to characterize residential power wiring systems in

terms of a communication transrnission media. This attempt was made for
the express purpose of demonstrating the feasibility of using building power
lines as a reliable internal transmission component for a low cost security
alarm system concept. )

Much is yet to be learned before residential power wiring systems can be
efficiently and widely used as a communication media. This initial study
has revealed the need for more data taken on a wider geographic scale and
incorporating additional types of measurements. Users of this data should
be aware that for some applications additional power line spectral noise
data is required, and signal insertion parameters for efficient operation
have not yet been identified. The alarm industry and other potential uscrs
of this transmission media should welcome this data as a starting point for
a better understanding of the opportunities associated wii internal alarm
communications systems utilizing residential power lines.
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To The Reader

GTE Sylvania Inc., under a subcontract from The Aerospace Corpora-
tion performed a two phase effort investigating alarm transmission
capabilities of residential power lines,

The program was funded by the LEAA. The first phase was for the
characterization of typical residential power wiring in terms of a trans-
mission media, which resulted in the Phase I Characterization Report.
The second phase was for the development and demonstration of a low
cost passively activated alarm system concept which made use of the
characterization data. This concept development is described in the
final report. .

The two documents resulting from this study (Power System Character-
ization and Final Report) describe what is probably the most fully docu-
mented attempt to characterize, and as a direct result of that character-
ization, use residential power wiring systems in terms of a communication
transmission media. This attempt was made for the express purpose of
demonstrating the feasibility of using building power lines as a reliable
internal transmission component for a low cost security alarm system
concept.

Much has been learned from this effort and much is yet to be learned
before residential power wiring systems can be efficiently and widely
used as a communication media. This initial study has revealed the need
for more data taken on a wider geographic scale and incorporating addi-
tional types of measurements. Users of this data should be aware that
from some applications additional power line spectral noise data is re-
quired and, as yet, signal insertion parameters for efficient operation
have not been identified. The alarm industry and other potential users
of this transmission media should welcome this data as a starting point
for a better understanding of the opportunities associated with internal
alarm communications systems utilizing residential power lines,

Law Enforcement Development Group
The Acrospace Corporation

An Egqual Opportunity Employer
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1.0 INTRODUCTION AND SCOPE

This document presents the results of work performed by GTE Sylvania
Incorporated under contract to The Aerospace Corporation by the Law Enforce-
ment Assistance Administration of the Department of Justice. The principal
effort described herein is the design, fabrication and testing of a breadboard
model of a residential security alarm system intended to demonstrate the
feasibility of a concept of using residential power wiring passively as the com-
munication medium within a security system. This Power Line Alarm Trans-
mission System (PLATS) is a general purpose residential intrusion detector
which utilizes the household power wiring as a medium for communication
between various entry detectors and an active receiver/alarm control unit. The
system was conceived as one possible solution to the high cost of effective resi-
dential burglar alarms, much of which cost is due to hardwire installation labor.
The concept feasibility model design was based upon a power line characteriza-
tion study performed by GTE Sylvania. Kxtensive characterization data was
collected in this study and the results have been documented in a previous report

under this same contract.

This report begins with a discussion of the system design considerations.
Next is a section on the design implementation. Following this, the results of
the completed test plan are presented and discussed. System limitations and
recommended operating procedures are presented. . These are followed by pro-
gram conclusions and recommendations for additional effort on the Power Line
Alarm Transmission concept. The final chapter of this report comprises a
separate study effort on active power line modulation considerations and includes
recommendations on the optimization of a communications ‘system which uses

active modulation of a power line carrier.



2.0 PLATS SYSTEM CONSIDERATIONS

2.1 DESIGN REQUIREMENTS

The PLATS system is intended to provide low cost intra-residential alarm transmission
via the power lines. Using the power lines as a transmission medium eliminates the
costly and often unsightly wiring when an alarm system is installed in a previously con~

structed residence.

Besides being low cost, the system should provide reliable alarm fransmission and
should have an extremely low false alarm rate. It should also be capable of being used
in a wide variety of residential wiring systems and should not be effected by power line

voltage variations, noise, and impedance changes.

Since the PLATS will be used inside residences, safety and aesthetics also become
important. The potential shock hazard which is present in all power line operated devices
must be eliminated, and the unit must be made as small, inconspicuous and aesthetically

pleasing as possible.

Part of the eventual cost of the system would be its reliability and maintainability.
It is therefore desirable to have the system as maintenance free as possible, and if
maintenance is ever required, it is desirable that it could be performed by relatively

low-skill technicians.

The one other desirable characteristic of the system would be its ability to be
implemented using integrated circuits wherever possible to reduce cost and increase
reliability. Digital techniques lend themselves easily to Large Scale Intégration {(LSI),
but for .a small system, both analog and digital techniques must be considered as being

cost-effective, depending on the application,

2.2 DESIGN APPROACH

2.2.1 Design Considerations

Several designs which could mecet the requirements as stated in section 2,1 were
considered. Systems which had both an active transmitter and receiver wexre looked at
first. However, since in this application, as many as 2 to 25 transmitters will be

required for each receiver, transmitter cost is a major consideration.

"Since the alarm system should be able to function if the AC power [ails, active trans-

mitters would have to be powered by batterics. Because of limited shelf-life, the logistics

2-1



2.2.1 (Continued)

of keceping transmitters supplied with batteries would be immense and not practi-
cal in a2 consumer application. Therefore, we made the decision to use a system

in which the alarm transmitters were passive.

A passive approach was also considered in the original PLATS proposal.
In this approach, two fixed-frequency oscillators were proposed to be used. The
sense oscillator frequency would correspond to the series resonant frequency of
the Shunt Impedance Switch (SIS) and the reference oscillator frequency would be
as close as possible in frequency to the sense oscillator, but far enough so that
its amplitude would not be affected by the SIS resonant circuit. The detector
would continuously compare the output of both oscillators so that a drop in one
oscillator output without a corresponding drop in the other would indicate that an

SIS had been connected in shunt across the power line.

As our power system characterization phase of the program progressed,

several serious limitations of such a system were discovered:

(1) The oscillator frequencies would have to be spaced very close
together (frequencies within 10% of each other) because line load
fluctuations caused variations of the line impedance not only in

magnitude but also in phase.

(2) The filtering at the detector would have to be fairly complex to

isolate frequencies so close together.

-

(3) The SIS resonant frequency must be very accurately controlled to

correspond exactly with the frequency of the sense oscillator.

(4) Most importantly, power line characteristics effectively detuned the
SIS in a manner that was dependent on the length of the power line,
and the number and type of loads. This made its detection when

sampling only two frequencies very difvfic.ult.



2.2.1 (Continued)

A simplified block diagram of this system is shown in Figure 2-1. It
consists of a Receiver/Control Unit and a Shunt Impedance Switch (SIS). The
Receiver/Control U}iit contains a swept frequency oscillator ey and a detector
located on the other side of the source resistor R;. The oscillator signal is fed
into the power line via some proper decoupling network in order to isolate it
from the 117 volts RMS. Somewhere on the other end of the power line the SIS
is connected. The SIS is normally untuned from resonance by the switch of a
sensing device such as a magnetic door switch, switch mat, or any other nor-
mally open switch contact. When the switch is closed the SIS produces a series
resonant trap at a frequency primarily detel'miﬁed by L and C. When ¢ is
swept through the resonant irequency of the SIS, the detector notices a marked
drop in the output due to the resonant loading and sounds an alarm. Conceptually

the system is extremely simple. However, implementation is complicated by

the extremely complex world of the power distribution line.

The operating frequency choice was the most important consideration. We

chose a frequency range from 104 to 116 kHz. This choice was based on numerous

considerations:
(a) Power line properties as transmission lines.
(b) Power line noise spectrum.

(c) Impedance changes due to household appliances and other types of

loads.
(d) Characteristics 'of utility company house feeder lines.
(e) SIS component characteristics.,

Most of the necessary information was obtained from the Power System
Characterization Phase I Report and additional data was gathered from computer

simulation of houschold wiring loads and the SIS.

re—
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2.2.1 (Continued)

As a result, the frequency was chosen to be a nominal 110 kHz with a
+ 6 kHz sweep range. The sweep rate, another important consideration, was
chosen to be approximately 2 Hz. Other parameters were chosen for reasons

as specified in section 3.0,

2.2.2 Computer Simulation

2.2.2.1 Power Lines as Transmission Lines

Numerous measurements were made on typical house wiring configurations,
such as Romex wire and conduit and plain wire. Some of these measurements
are covered in the Phase I Report. At that timme it became obvious that any
model that did not consider the transmission line characteristics of household
wiring would be inaccurate. Therefore, a computer model for a typical trans-
mission line was derived from the measured characteristics using the AEDCAP
computer-aided analysis program. The computer model was tested by comparing
it to actual Romex measurements and found to correspond with an accuracy which

was typically better than 1 dB.

A typical power line simulation with transmission lines is shown in
Figure 2-2. This circuit was used to test the effect of load resistance and trans-

mission line length on transmission characteristics.

Figure 2-3 shows a computer printout of the voltage ratio in decibels be-
tween nodes 4,0 and 2,0. The frequency range covered is between 10 kHz and
640 kHz. Numerous plots such as that shown in Figure 2-3 were generated. It
appeared that these transmission line effects would get increasingly severe with
increasing frequency in typical household wiring situations. This is an expected
conclusion since transmissioﬁ line effects are first noted when the length of the
transmission line is appreciable as compared with a quarter wavelength. However,
it must be kept in mind that the shunt capacitance effect is dependent on source

impedance and may be significant at lower frequencies.

JFor the sake of standardization, the power line characteristic impedance

was chosen to be 110 ohms. This value was the approximate median of the values
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2.2.2.1 (Continued)

that could be obtained with varying termination characteristics as described in
Phase I Report, pp 4-1 to 4-10. Propagation delay was calculated to be approxi-
mately 1. 43 ns per foot and the loss coefficient e (where o = R/L, R = resistance
per unit length, L. = inductance per unit length) was approximated at 10, 300
inverse seconds. It must be emphasized that this loss coefficient is a parameter
usved by the computer model and is not the same as the classical transmission

line coefficient (where a@ = R/2 VL/C), which is dimensionless.

2.2.2.2 Typical Household Wiring and Loads

Computer models for household wiring were made using the previously
derived transmission line models to simulate the sections of the power line.
These sections were connected together to simulate the wiring of an entire house.
Transmission line junctions were placed at receptacle locations and lamp sockets,
This enabled us to connect various types of computer simulated loads to dupli-
cate load changing situations during normal functioning of the household appli-

ances.

Figure 2-5 is an example of a computer plot of voltage at the output of the
receiver/control unit with SIS activated somewhere in the simulated wiring of a
house., The SIS resonant frequency was set at 100 kHz and the open circuit
voltage of the receiver/control unit was 1 V RMS. The curve differs from that
of a normal, parasitic-free series resonant circuit because of the loading and

reflection effects of the simulated power lines and loads.

The loads that were used in the simulation were also derived from the
measurements taken during the Phase I Power System Characterization. How-
ever, characterization of the load so that it would be accurate over the entire
frequency r-ange of consideration involved rather complex synthesis methods.”
Therefore to simplify the problem loads were characterized and were accurate

only for a frequency range in the vicinity of 100 kHz.,

Approximately 70 computer runs were made while \'rarying loads, wiring
configurations, and SIS locations. From this, the System parameters for the

PLATS design were obtained.
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2.2.3 Design Parametcers

The frequency range of 104 to 116 kHz was chosen as a resu'lt of a necessary
compromise between several parameters. As the frequency was increased, the
transmission line effects became more dominant and the operational range of the
system was therefore limited. As the frequency was decreased below 100 kHz,
power line noise rose very sharply and the impedance looking back into the utility
distribution lines dropped. Also, as the frequency was reduced, the values and
the physical size of the SIS inductor and capacitor also increased, thereby making

the unit larger and more expensive.

Sweep rate choice was another compromise. The high limit on a sweep rate
is set by the SIS bandwidth, that is, if the VCO is swept fast enough through the
bandwidth of the SIS, an amplitude change will not be detected. Therefore, the
upper sweep rate should not be any faster than 1 over the bandwidth of the SIS
tuned circuit. The required post-detection bandwidth in the Receiver/Control
Unit is also a function of the sweep rate. Since from the signal-to-noise stand-
point it is desirable to limit the bandwidth, the sweep rate should be as low as
possible. The other factor to be considered in the choice of the sweep rate is
the time the SIS switch is required to be closed for the unit to register an alarm.
This is an obvious limitation since at least one sweep is necessary before deci-

sion can be made that the SIS has indeed been connected across the power line.

The SIS components were chosen to give high Q at low cost and small physi-
cal size. For a given resonant frequency, the L/C ratio was an important
consideration. If a low L/C ratio was chosen, the effects of the simulated exter-
nal loads and power lines were significantly more pronounced and tended to distort

the response even more than is shown in Figure 2-5."

-For long power line runs, the distortion of the normal resonant dip increased
until at lengths approximately 1/4 wavelength, an activated SIS appeared as a
sharp risc in the output of the Receiver/Control Unit. This required that both

increases and decreases in the output had to be detected.



2.2.3 (Continued)

The Receiver/Control Unit output impedance was chosen to be approxi-
mately 100 ohms. This value was a compromise. It is close to the median value
of characteristic power line impedance. However, as the output impedance is
increased, greater change in output is noted when the SIS is activated on unloaded
lines, but the attenuation is increased when the line is loaded, resulting in a
lower output level. Output impedances significantly lower than 100 ohms result
in lessening the power line loading effects, but also reduce the change in level
when an SIS is activated, increase the driver output power requirements, and

make 60 Hz filtering and isolation more difficult.

There were many other trade-offs that were made in the process of deriving

the system parameters. These are covered in detail in section 3. 0.

2-11




3.0 DESIGN IMPLEMENTATION

3.1 BLOCK DIAGRAM

A block diagram of the Receiver/Control Unit is shown in Figure 3-1. This
block diagram may be functionally subdivided into signal generation and coupling
circuits, analog processing circuits, digital processing circuits, and alarm cir-

cuits. These functional subdivisions will be discussed separately below.

3.1.1 Signal Generation and Coupling Circuits

The signal generation and coupling circuits make up the top row of blocks
in the block diagram. These are the circuits which generate the signal that
samples the alarm status of the Shunt Impedance Switch (SIS) units. Also included

are the coupling circuits which safely couple the signal to the power line.

The resonant frequency of the SIS unit was chosen to be 110 kHz. This fre-
quency is above most of the low 'frequency noise present on the power line, and at
the same time it is below the frequencies where power line losses are prohibitive.
A frequency of exactly 100 kHz was avoided because it is a primary LORAN fre-
quency. If we allow a + 2% initial tolerance on the SIS unit resonant frequency,
then allow an additional + 1% tolerance for resonant frequehcy drift with tempera-
ture (400 PPM/OC, assuming a 0 to 50°C temperature range), and leave + 2% for
transmission line distortion effects then a + 5% sweeping range will assure worst
case coverage of the SIS resonant frequency. The sweeping oscillator was there-

fore chosen to sweep from 104 kHz to 116 kHz,

The frequency of the sweeping oscillator is controlled by a 1. 9 Hz triangular
wave oscillator. The 1.9 Hz sweeping rate was a compromise choice. It is
desirable to have the sweep rate as slow as possible so that 120 Hz noise com-
ponents may be fil tered out without affecting the desired signal, which will be
periodic at the sweep rate. However, a slower sweep rate means that a longer
time is required for the system to process an alarm. The 1.9 Hz sweep rate allows
120 Hz noise to be filtered out, and the time required for the system to alarm is

approximately onc sccond.



¢-€

POWEL
surPLy

2P it

7o+ TI I KNZ s ¥H
ot 175 kW2 ._.______o\;._..__,.
SAEECING TRRANSIEN PowE R }

— -
< Ta0 me Lovs PASS i
oSiLLATSE A CLIFPES LINE Z,z10s o

! I FILTER rectpTe s

T2 Frasi

LinE

FiLTEE

1
H | y
2 TO 40 H2
» ATTENUATIF. Asc PETECTOL 2AN6 PASS Stoce
[ . - Amp

i
i .
: low Aze . NIEN. 2FEN
Frss THRESHLD ALARA
FILTER: 2ELAY > coamen
e A2cat crosEr
hH
]
!
RAOE 2
T e R

. . - ﬁ-ﬁ:ml .
Foirrive ! L._

1
PEL e .
MALime

-

= y
l LCTECTOF | oy
S — LianT
GR el 4 £y :
ATCH cohrRIL 2
CATE “ e pecooER Svtipid : AL
. CCUNTER AND CRIVER LAnP
NELATIVE . Ypesar cLoex , 1

L
‘l by Ecres?
. . PIAN AL RESET sEcun l"‘?‘"
REET MmopE /Jz:e?i/ jj..::&
. LA I

SwiTeH SwiTcH SwireN

cLock
IHAPER

Aecess
Lamp

Fi.ure 3-1. Receiver/Control Unit Block Diagram

. K e TR RORE bt gt o ; 5 3 ! ® TRSASE s |
3 B i L s o e i i i e g e U e SR




3.1.1 (Continued)

The integrated circuit used for the sweeping oscillator has both triangular
and square wave outputs. The triangular wave output is used since the harmonic
content is less, and it is therefore easier to filter the triangular wave with a low
pass filter to obtain a sine wave. Before being filtered, the sweeping oscillator
output is amplified in a power amplifier to a level such that the signal coupled
to the power line is approximately one volt RMS, The filtering is done following
the amplifier so that distortion introduced by the power amplifier is also removed

by the filter.

The filter is a three pole Butterworth low pass type, operating at an imped-
ance level of 100 ohms. At 175 kHz the cutoff frequency is high enough so that
the filter response is extremely flat across the 104 kHz to 116 kHz signal fre-
quency band. (Any amplitude variation introduced by the filter in the signal band
will be processed as signal and will effectively reduce the system signal to noise

ratio.)

The low pass filter output is coupled to the power line through an isolation
circuit., The power line isolator provides low impedance coupling at frequencies
near 110 kHz and high attenuation at 60 Hz. Transformer coupling is used to
reduce any possibility of shock hazard. A transient clipping circuit is included
between the power line isolator and the low pass filter to prevent any large ampli-
tude transients which may pass through the power line isolator from damaging

any of the electronic circuitry.

3.1.2 Analog Processing Circuits

The analog processing circuits are the center row of blocks in Figure 3-1
plus the level detectors in the bottom row. These circuits analyze the signals on
the power line in the desired band and determine whether or not the Shunt Impecd-

ance Switch (SIS) unit is present in the alarm state.

The signal at the transient clipper is cffcctively the same as the signal on
the power line, but without the 60 Hz power frequehcy. This signal is used as

the input to the analog processing circuits. The signal is first band pass [iltered
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3.1.2 (Continued)

to remove extraneous signals and noise outside the desired signal frequency band.
The bandpass filter is a three pole Butterworth type with a center frequency of
apprdximately 108 kHz. The filter center frequency is the geometric mean of

the desired 3 dB passband frequencies, which are 90 klHz and 130 kHz. This
somewhat wide bandwidth is required to assure flat response over the band of

104 kHz to 116 kHz while allowing for component value tolerances. The filter
output is attenuated by approximately 7dB to provide the proper signal level for
the AGC amplifier input and prevent overloading of the input stiges prior to the
AGC stage.

The AGC amplifier has a gain of between 0 dB and 50 dB depending on the
signal amplitude. The purpose of the AGC amplifier is to compensate for varying
loads on the power line over time intervals greater than one sweep time. The
power line impedance, and theréfore the signal amplitude, will change every
time a 60 Hz load is switched on or off. The AGC amplifier keeps the average
signal amplitude going into the detector constant. This eliminates dynamic range
problems since it is the dynamic variation in signal amplitude during each sweep

which determines whether or not the SIS unit is in the alarm state.

The AGC threshold sets the level at which the AGC action occurs and there-
by the output level of the AGC amplifier. The low pass filter in the AGC control
loop determines the response time of the AGC amplifier. It is desired that the
AGC amplifier respond as quickly as possible to a step change in signal ampli-
tude, but not so quickly that it acts during the time required to sweep through an
alarm SIS unit. If the AGC response is too fast, the result will be an effective
decrease in signal-to-noise ratio., The optimum filter response was determined

to be approximately 0. 36 Hz, .and the filter is a single pole RC type.

The AGC amplifier output is applied to an envelope detector which extracts
the signal pulse caused by the prescence of an alarmed SIS unit on the power line.
If the SIS unit is not in the alarm statc, the dectector output is a DC voltage. The
detector output is post—detectiox{ filtered by a bandpass filter with a bandwidth
of 2 Hz to 40 Hz, This bandwidth was chosen as narrow as possible without
scriously degrading the shape or amplitude of the alarm signal pulse from the

detector.
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3.1.2 (Continued)

The post-detection filter was included to solve two specific [;roblems.
First, the impedance of the power line is frequency dependent and results in
a small degree of variation in the signal amplitude across the 104 kHz to 116 kiHz
frequency band under no-alarm conditions. This amplitude variation is undesir-
able as it reduces the signal-to-noise ratio and increases the probability of a
flase alarm. This is removed by the high pass section of the post-detection

filter.

The second reason for including post-detection filtering is that certain
power line loads, notably ''transformerless' radios and television sets, modu-
late the power line impedance at a 120 Hz rate. This is a severe problem since
the power line impedance modulation is very similar to an actual alarm signal
except that is occurs at a 120 Hz rate instead of at 3.8 Hz rate. Thus a post-
detection low pass filter section with a corner frequency at 40 Hz removes most
of the 120 Hz noise but has little effect on the signal pulses. The low pass filter
section combined with the high pass section form the complete 2 Hz to 40 Hz

post-detection bandpass filter.

In order for the system to have sufficient range to cover a typical resi-
dence, additional gain is required following the post-detection filter. This gain
is provided in the form of a slope amplifier. A slope amplifief is a high-pass,
or differentiating amplifier whose output is a function of the magnitude of the slope
of the input signal. This type of amplifier was chosen to increase rejection of

low frequency effects such as change in amplitude during sweep.

To take full advantage of the slope amplifier output, two level detectors
are required. The slope amplifier drives both a positive level detector and a
negativ.e level detector. These level detectors are identical except for the
reference level, and provide the thresholds which must be crossed for the Re-
ceiver/Control Unit to determine that the SIS unit is in the alarm state. The
level detector outputs are binary legic levels with zero volts indicating signal

below threshold (no-alarm) and 12 volts indicating sfgnal over threshold (alarm).

(3}
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3.1.3 Digital Processing Circuits

The digital processing circuits set additional requirements which must be met before
the Receiver/Control Unit will sound an alarm. This is done to reduce false alarms to
a minimum while retaining full ability to respond to a legitimate alarm. The digital processing
circuits actually implement the digital equivalent of an analog integrator. The digital
approach is extremely flexible and accurate and provides improved performance over analog

integrators when long integration times are required.

The master clock controlling the digital circuits is derived from the 1.9 Hz sweep
control oscillator. A clock shaper circuit generates a narrow clock pulse each time the
sweep control oscillator triangular wave changes slope, or in other words, each time the
sweeping oscillator changes the direction of sweep. The clock pulses occur at a 3.8 Hz

rate and synchronize the digital circuits with the sweep rate of the sweeping oscillator.

. The outputs of the two level detectors are combiﬁed in an OR gate, which in turn sets
a latching flip-flop. The latch remembers, until it is reset by the next clock pulse, when
a threshold crossing has occurred. The latch also controls the coun’tv;ingv direction of an
up/down counter. If no threshold crossing occurs during the interval between two clock
pulses, the second clock pulse will cause the counter to count down. I a fhresho_ld crossing
does occur, the counter will count up. Decoding and limiting is provided so that the counter
cannot count down past zero nor up past four. When zero is reached in the down count
direction, the counter stops counting and holds a count of zero until commanded to count
Lip. When four is reached in the up count direction, the counter stops counting and holds
a count of four until commanded to count down. Also, when the counter reaches four, the

decoder triggers the alarm driver circuits.

3.1.4 Alarm Circuits

The alarm circuits include the alarm timer and driver, the alérm lamp and tone
generator, and all the front panel controls and indicators except the power switch. The
alarm timer operates as a latch when the system is in the manual reset mode and will
hold an alarm until the manual reset button is pressed. In the auto reset mode, the alarm
timer functions as a retriggerable one shot with a period of approximately three seconds.

In either mode the alarm timer will cause an alarm to sound as long as the up/down counter
holds a count of four. If the manual reset button is depressed while the counter maintains

a couht of four, the alarm will be silenced only as long as the reset button is held depressed,
regardless of whether the mode switch is in the auto or manual reset position. The sqcurc/ '
access switch forces the logic into the no-alarm state’ and allows the up/down counter to

count down to zero, regardless of the alarm status of any SIS unit connected to the system.

3-6



3.2 CIRCUIT DESCRIPTION

A schematic diagram of the Receiver/Control Unit, is shown in Figures 3-2 and 3-3
and a parts list is included at the end of the chapter. The following circuit description
will relate portions of the schematic to the corresponding functional block discussed above

in Section 3.1.

3.2.1 Signal Generation and Coupling Circuits

The 1.9 Hz sweep control oscillator consists of integrated circuit Ul and the associated
timing components; Ul is a Signetics NE566V function generator integrated circuit which
has both triangular wave and square wave outputs. The triangular wave output is used
to frequency modulate the sweeping oscillator, and the square wave output is used to generate
the clock pulses which control the digital processing circuitry. The 1.9 Hz frequency is
determined by resistor R4 and capacitor C3. A DC bias is applied to the modulation input
and is variable by means of trimmer R2 in order to allow exact adjustment of the frequency.
The triangular output is attenuated by R5, R6, and R7 to the proper level required to
modulate the sweeping os‘cillator U2 over the desired-104 kHz to 116 kHz frequency band.

U2 is also an NE566V integrated circuit and performs the sweeping oscillator function.
The center frequency is set by R11, C8, and C9, and fine center frequency adjustments
are made with R9. The triangle wave output is used to drive the power amplifier, and

the square wave output is not used.

The power amplifier, U3, is a Motorola MC1454G integrated circuit. This device
is capable of one watt output at frequencies up to 300 kHz. In this application, however,
actual power output is approximately 0.2 watts, and no heat sink is required. The triangle
wave output of the power amplifier is filtered by a 175 kHz low pass filter to give a sine
wave output of approximately 2.3 volts rms. The filter is a three pole Butterworth type,
and consists of C15, L, Lz,' and C16.

The transient clipping circuit consists of two 6. 2'volt zener diodes connected back-
to-back in series with a current limiting resistor. The power line isolation circuit consists
of T1 and C18. T1 is designed to pass frequencies around 110 kHz and block the 60 Hz
power frequency. C18 prevents large 60 Hz currents from flowing through the sccondary

of T1.

3-7
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3. 2.2 Analog Processing Circuits

The 110 kHz band pass filter is a three pole Butterworth type consisting of L3 through
L6 and C19 through C24. The filter output is attenuated approximately 7 dB by R19 and
R20. The AGC amplifier consists of U4 and Q2, the AGC threshold is provided by Q1,
and the AGC low pass filter consists of C28 and the net equivalent parallel resistance
across C28. The Motorola MC1590G used for U4 is a wide band amplifier with differential
inputs and outputs and built in AGC. The differential output capability is used by differentially

driving T2 in order to gain rejection of noise on the power supply line.

The detector is a transformer coupled (T3) full wave rectifier driven by common
emitter amplifier Q3. Although this circuit has an additional 3 dB processing gain over
the simpler half wave rectifier, the main reason for using the transformer coupled full
wave rectifier is that it provides nearly equal charging and discharging time constants
to the post-detector filter. In other words, the loaded output impedance of the detector
circuit is the same when one of the rectifying diodes is in conduction as it is when both
diodes are reverse biased. This characteristic aids post-detection filtering of unwanted

noise.

The 2 to 40 Hz band pass filter is actually a 2 Hz high pass filter followed by a 40 Hz
low pass filter. The 2 Hz high pass filter is a two stage RC filter consisting of C36,
R36, C37, and R37. The two poles of this filter are far enough apart that interaction
is negligible. The 40 Hz low pass filter is an active filter using one half of U5, which is
a dual operational amplifier. The circuit is a two pole type, and the element values

for R37 through R39 and C38 and C39 were chosen to give a Butterworth response.

The slope amplifier uses the second half of U5 and is a conventional differentiating
amplifier circuit. The output voltage of this circuit is equal to the input current multiplied

by the feedback impedance.

The two level detectors are identical except for the reference voltage. A transistor
array consisting of five transistors on the same chip is used to make two simple differential
amplifier circuits. This insures that the four transistors will have similar characteristics
and further circuit sophistication is not required. The two reference voltages as well
as a "'virtual gound'" rcference voltage for the two opepatfonal amplifiers are obtained
from a single voltage divider chain, R13 through R46; If all of the resistors in the
divider have the same temperature coefficient, resistance changes with temperature

will cancel and will have no.net result in the circuit.



3.2.3 Digital Processing Circuits

The digital clock is derived from the square wave output of the 1.9 Hz sweep control
oscillator. The positive going edge of the square wave is differentiated by C42 and R49,
then inverted twice by transistor switches Q5 and Q6. The negative going edge is likewise
differentiated by C43 and R53, but is only inverted once by Q7. The collectors of Q6
and Q7 share a common load resistor, R55, which performs a logical OR function. The

result is a narrow positive going clock pulse at each transition of the 1.9 Hz square wave.

The OR function combining the outputs of the two lével detectors is performed by
connecting the two output collectors of the two differential amplifiers to a common load
resistor, R40. Q4 is a saturating switch which turns on whenever either threshold
is crossed.

The remainder of the logic circuits were discussed in detail above in section 3.1.3.
COS/MOS integrated circuits are used because their supply voltage requirements are
compatible with the 12 volts DC used by the analog circuits. Thus only one inexpensive

power supply is required.

8.2.4 Alarm Circuits

Most of the alarm circuit functions are performed by Ull, a Signetics NE555V timer
integrated circuit. When S3 is in the auto reset position, the NE555V functions as a one
shot multivibrator which is triggered when U9 pin 4 goes to the low state. However, diode
CR12 prevents the timing capacitor C44 from charging until the up/down counter begins
counting down and U9 pin 4 goes to the high state. When S3 is in the manual reset position,
C44 can never charge and the NE555V acts as a latch. Manual resetting is accomplished
by shorting out a large part of the timing resistance, thereby exceeding the threshold
internal to the NE555V and allowing it to reset. However, if the trigger input to the
timer is still ""low'", a new cycle will begin immediately when the manual reset button is

released.

Q8 and Q9 are saturating switches which provide the necessary drive to light the
alarm or secure lamp, respectively. Note that Q8 and Q9 are complementary transistors
driven from the same source so that the alarm Iamp and secure lamp can never be lighted

at the same time.

3.3 SHUNT IMPEDANCIE SWITCII

A schematic diagram of the Shunt Impedance Swit.ch.(SIS) is shown in Figure 3-4.

The SIS is a scrics luned cireuit having a resonant {requency which is switchuble between
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3.3 (Continued)

two values by means of an external switch. In an operating PLATS system, the extcrnal
switch is provided by the intrusion sensor. When the external effective inductance of the
tuned circuit is L1 in series with the inductance of the primary winding of T1, the rcsulting
resonant frequency is below 90 kHz, and the circuit impedance between 104 kHz and 116 kHz
is much higher than the normal power line impedance. When the intrusion sensor switch
closes, the secondary of T1 is short circuited. T1 is a very tightly coupled transformer
with a 1:1 turns ratio, and the short circuit is effectively reflected across the primary
winding. The resulting tuned circuit is then merely 11 in series with C1, and the resonant
frequency changes to 110 kHz, where it is detected by the Receiver/Control Unit. The
resonant circuit Q is approximately 120-140.

Capacitor C1, in addition to being a component in the tuned circuit, blocks 60 Hz
power currents from flowing through the primary of T1. T1 is designed to have poor
coupling at 60 Hz, so that the small 60 Hz current which does pass through C1 (approximately
90 microamperes) induces a minimum of voltage across the secondary. Thus the external
sensor switch input terminals are isolated from the power line and the possible shock

hazard is eliminated.
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4.0 TESTING AND RESULTS

4.1 TEST PROCEDURE

The completed Power Line Alarm Transmission System hardware was tested in
accordance with a previously generated test plan. The test plan was modified on several
points to make the test procedures compatible with the final system hardware. These

modifications are described in the specific test section of this report.

The test plan was composed of two basic types of tests: laboratory tests and operational
tests. The laboratory tests were performed on the laboratory bench and were designed
to identify the operating limits of several system parameters. The operational tests
were performed at an actual residential location. Most of these operational tests were
performed at the single family townhouse residence identified as Location 2 in the Phase
I Power System Characterization Eeport previously delivered under this same contract.
For maximum consistency, the outlet and circuit identification used for Location 2 in this

report is identical with that used in the site characterization of the Phase I Report.

Thogez operational tests which could not be conveniently performed at Location 2
were performed at a site hereafter identified as Location 5. This site was a single story,
single family residence of approximately 1700 square feet and two years in age. Modern
electrical wiring practices were used throughout the residence, and a safety ground was

present at all circuit outlets. A complete characterization of Location 5 was not performed.

4.2 TEST RESULTS

4.2.1 Safety Test

This test was performed to ascertain that unsafe voltages do not appear on user-
accessible parts of either the Shunt Impedance Switch transmitter or the Receiver/
Control Unit. The units were connected to a 60 Hz 120 volt AC power line, and voltages
were measui'ed using an HP 3400A RMS voltmeter. The test results revealed no voltages
present except at the screw terminals of the SIS. These terminals are transformer
isolated and current limited by the SIS circuit. An open circuit voltage of approximately
4 VRMS was present between the two 'terminals. No unsafe voltages were found on any

accessible part of the system.

It is pointed out at this time that the present equipment design did not include a

comprechensive safety analysis nor was the equipment specifically designed for UL approval
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4.2.1 (Continued)

in its present form. This is in keeping with the fact that the systein was designed to
demonstrate the feasibility of a concept and not for immediate commercial application.
Safety requirements will be very important in a production engineered version of the
system, however. The feasibility model includes safety grounding of the Receiver/
Control Unit chassis but not the SIS chassis. This was done to keep the SIS compatible
with 2-wire power line systems without the use of a 2-wire adapter which would almost
double the physical size of the SIS, Production engineefed versions of the SIS would

. require a double insulation scheme which would probably require an insulating case
material. Safety considerations were also important in the transformer coupled design
of the SIS. This design does not require attention to the power line polarity in order to

prevent dangerous voltages from appearing at the connector terminals.

4.2.2 Sensitivity/Series Resistance Test

As originally presented in the Test Plan this test was designed to utilize power
provided by a 60 Hz power inverter. This configuration was intended to isolate the
Power Line Alarm Transmission System from the effects of an uncharacterized power
circuit. The Power Line Alarm Transmission System in its current form is incompatible
with certain active devices which place a modulated impedance characteristic on the
power line. This fact will be elaborated upon in the subsedquent sections of this report.
At this point, however, it is sufficient to note that the Power Line Alarm Transmission
System is incompatible with the power inverter due to the impedance fluctuations produced
by the inverter. Instead of connecting the system to a standard 60 Hz supply and intro-
ducing the unknown impedance effects of that supply, it was decided to perform this test
without connection to a 60 Hz power sy.stem. The 12 volt DC supply which is internal
to the Receiver/Control Unit was disconnected. The Receiver/Control Unit was powered
from an external 12 volt DC supply and the system was set up in the test configuration

shown in Figure 4-1.

As shox{/n in this figure, the Receiver/Control Unit and the SIS were connected
together using short leads, a shunt resistor Ry and a series resistor, Rx' For fixed
values of Ry, Rx was increascd in value until an alarm could not be obtained upon actuation
of the SIS. Ry values were chosen to represent the shunt effect of a 60 Hz power system -
based on the results of the carlier power line characterization. Figure 4-1 also conlains
a table showing the results of this test and the computed attenuation factor, a. o was
computed assuming an input impedance to the SIS of 4.5 ohms at resonance and a Receiver/

Control Unit source impedance of 100 ohms.
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4.2.3 Active Noise Test

This test was performed to determine the noise level which can be tolerated by the
system without producing a false alarm. The test configuration is shown in Figurc 4-2.
As in the previous test, an external 12 volt DC supply was used to provide power to the
Receiver/Control Unit, and the system was not connected to a 60 Hz power line. This
was done to prevent the entrance of uncharacterized power system effects into the test.
The Receiver/Control Unit and the SIS were connected together using short leads and a
shunt variable resistor Ry' Noise was introduced into the system using a standard noise
generator with a 500 kHz bandwidth and a wideband power amplifier. Ncise measurements
were made using a true RMS voltmeter. Ry values were chosen based on the earlier power
line characterization study and are believed to represent realistic shunt impedances which
may be produced by a power system at the 110 kHz operating frequency. The results of
this test are shown on Figure 4-2. An RMS noise level of approximately 0. 25 volts
was required for false alarm and this value was substantially independent of the shunt
impedance. Alarms due to a real SIS actuation were not inhibited at any noise level

up to the false alarm level.

4.2.4 Switching Noise Test

This test was performed to determine the false alarm susceptibility of the system
to the rapid switching of a heavy load on and off the power line. The test configuration

is shown in Figure 4-3. As shown in the figure, the Receiver/Control Unit was connected

to a 110 volt 60 Hz supply present at the laboratory bench. This supply was uncharacterized.

A 1320 watt heater element load was switched on and off of the power line by means of a
power relay. This power relay was in turn switched by a 24 volf switching relay powered
from a transistor switching circuit. The source of the switching signal was a single
pulse generator. This setup facilitated variation of the switching frequency while main-
taining a 50% duty cycle. The switching frequency was Vai‘ied over a range covering

0.2 Hz to 18 Hz. False alarms were noted at a switching frequency of 5 Hz and above.

Alarms due to real SIS actuations were not inhibited at switching frequencies below 5 Hz.

4,2,5 Activation Time Tests

This test was performed to determine the minimum SIS actuation time neccssary
to produce an alarm. The test configuration is shown in Figure 4-4. As shown in the
figurc, the Recciver/Control Unit was powered from an external 12 volt DC supply with

no conncction being made to ‘an external 60 11z supply. - The SIS and Receiver/Control

4-1



12 VDC

T

Receiver/ g T A ¢
Control Unit AC Lme R SIS
Connector y-
“ 1 *
l
- N\

HP 3400 ' < GR 1390B

True RMS HP 467A 500 kHz

. Voltmeter ~ Power Amp|_, Noise Gen

\ { Gain = 20 dB
. BW =DC - 1 MHz
(Down 10%)
1
"R Ohms RMS Volts
Y for Alarm

*® 0.25
75 - K 0. 25
ot 50 R R 0.26
27 o ©0.27
10 0.22

Figure 4-2. Active Noise Test Setup and Results




Line
p L]

120 VAC

receiver/
Control Unit

I5 K
AAA~— 21712222
5.6 K
P 3 €
\ A
GK 1340

Pulse Generator

24 VD
iJ

C

L

4

v

1320 Watt
iieater

“igure 4-3. GSwitching Noise Test Cetup



12 VDC

ST

Receiver/ LC Tine -
Contyol Usit Conmector Ty

OIE

12 vDC b

Pulse Gen,.

G 1340

oMN2222

£ , Chms
.

[ve]

75

50

27

10

Jigure 4-4.

Min. Pulse Width

fo‘r Alarm, Sec

P‘OOOO
o 0 W om~3

]

ftorage Scope

fetivation Time Test Jetup ai.d Jesults



4.2.5 (Continucd)

Unit were connected together using short leads and a shunt resistor Ry. Again, Ry
values were chosen to be representative of the shunt impedance produced by a typical
power system at the 110 kliz frequency. The SIS terminals were actuated using a fast
acting mercury wetted relay. This relay was driven from a transistor source which
was in turn driven from a single pulse generator. Closure times were measured using
a storage oscilloscope. The results are also presented on Figure 4-4 and reveal a

minimum closure time of about 0. 8 seconds independent of the shunt resistance value.

4,.2.6 Alarm Verification Test

This test and all of the following tests are operational tests and were performed at
residential test sites. The purpose of this test was to confirm the operation of the various
functions appearing on the Receiver/Control Unit. The test was performed at Location 2
with both the Receiver/Control Unit and the SIS connected to outlet 9-6. The SIS trans-
mitter was. actuated by means of a toggle switch. The unit was tested for proper operation
of the visual alarm indicator, the aural alarm indicator, the aural alarm defeat switch,
the alarm relay, the secure/access switch, and the re:sef switch. All functions operated

satisfactorily.

4.2.7 Signal Transmission Test

This test, performed at the well characterized Location 2, was designed to test the
signal transmission of the system between various circuits connected both to the same
and to different sides of the power transformer. All loads were removed from the
power system at Location 2. A capacitive bridging circuit was used to cross couple the
two sides of the power transformer. This coupling circuit consisted of a 0.47 uF capacitor
housed in a plug suitable for connection to the 220 volt household clothes dryer socket,

The results of the signal transmission testing are presented in the following sections.

' Circuit descriptions appear in Figure 4-5 through 4-9.

4,2.7.1
Receiver Control Unit Circuit 9-6, Transformer Phase A
SIS . Circuit 9-3, Transformer Phase A

PLATS Alarm Verified Yes
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4,2.7.2

Receiver Control Unit Circuit 9-6, Transfox'{ner Phase A
SIS Circuit 4-3, Transformer Phase A
PLATS Alarm Verified Yes ’
4,2.7.8
Receiver Control Unit Circuit 9-6, Transformer Phase A
SIS Circuit 8-2, Transformer Phase B

PLATS Alarm Verified Yes

4.2.8 Loading Tests

It was the purpose of the loading tests to determine the ability of the Power
Line Alarm Transmission System to operate between various circuits under
the conditions of a heavy load. This test was performed at Location 2 with all
power line loads removed from the system. Two portable electric heaters of
1320 watts each were selected to represent worst case conditions and were used
as loads throughout the test. The results of the test are presented in the follow-

ing sections.

4.2.8.1

‘Load - 2640 watt heaters Circuit 9-5, Transformer Phase A
Receiver Control Unit Circuit 9-2, Transformer Phase A
SIS Circuit 9-6, Transformer Phase A
PLATS Alarm Verified Yes

Load - 2640 watt heaters Circuit 9-5, Transformer Phase A
Receiver Control Unit Circuit 9-2, Tramns former Phase A
SIS Circuit 3-2, Transformer Phase A
PLATS Alarm Verified Yes

Load - 2640 watt heaters Circuit 9-5, Transformer Phase A
Recciver Countrol Unit Circuit 9-2, Transformer Phasc A
SIS Circuit 8-2, Transformer Phase B

- PLATS Alarm Verified Yes

41



4.2.8.2

Load - 2640 watt heaters ' Circuit 9-5, Transformer Phase A
Receiver Control Unit Circuit 3-2, Transformer Phase A
SIS Circuit 9-2, Transformer Phase A
PLATS Alarm Verified Yes
Load - 2640 watt heaters Circuit 9-5, Transformer Phase A
Receiver Control Unit Circuit 8-2, Transformer Phase B
SIS Ciréuit 9-2, Transformer Phase A
PLATS Alarm Verified Yes
4.2.8.3
Load Number 1 - 1320 watt heater Circuit 9-5, Transformer Phase A
Load Number 2 - 1320 watt hea{;er Circuit 3-2, Transformer Phase A
Receiver Control Unit ’ Circnit 3-3, Transformer Phase A .
SIS ) Circuit 9-6, Transformer Phase A
PLATS Alarm Verified No alarm with both loads on. Alarm

verified with either load off.

Load Number 1 - 1320 watt heater Circuit 9-5, Transformer Phase A .
Ioad Number 2 - 1320 watt heater Circuit 8-2, Transformer Phase B
Receiver Control Tnit Circuit 8-3, Transformer Phase B
SIS Circuit 9-6, Transformer Phase A
PLATS Alarm Verified No alarm with both loads on. Alarm

verified with either load off.

4.2.9 Line Noise Rejection Tests

This test was performed at Location 2 with all loads removed from the power system
and using a 3/8" electric drill motor as a line noise source. This universal brush type
motor was connccted at circuit 9-2, transformer phase A. The results of the test are

presented in the following scctions.-

4.2.9.1
Roceiver Control Unit ) Circuit 9-5, Transformer Thasc A
SIS ' Circuit 9-6, Transformer Phase A
PLATS Alarm Verified Yes

Falsce Alarms None




4.2.9.2

Recei\;er Control Unit Circuit 9-5, Transformer Phase A
SIS Circuit 3-2, Transformer Phase A
PLATS Alarm Verified Yes '
False Alarms None

4.2.9.3 X
-Receiver Control Unit Circuit 9-5, Transformer Phase A
SIS Circuit 8-2, Transformer Phase B
PLATS Alarm Verified Yes
False Alarms None

Also note that no false alarms were induced by starting transients at any time during

the above tests.

4,2.10 EMI Tests

This test was performed to determine if interference effects exist between the
Power Line Alarm Transmission System and commercial broadcast radio and television
receivers. Because of the inaccessibility of such receivers at Location 2, this test was
performed at Location 5. Location 5 has been previously described but has not been
characterized in terms of the power system interconnections. The first test was performed
using a Heath 25 inch color console television receiver. Both the television receiver
and the Receiver/Control Unit were connected to the same circuit outlet. No interference
was exhibited in either the audio or video of the television receiver. No false alarms
were induced in the PLATS system. In a second test, an Admiral table model AM
broadcast receiver was used. Both the AM receiver and the Receiver/Control Unit
were connected to the same circuit outlet. No interference was exhibited in the audio
output of the AM receiver. A continuous non-resettable false alarm was exhibited
in the Receiver/Control Unit. It is noted here that the circuit deéign of the AM broad-
cast receiver utilizes a transformerless type power supply. In a third test a Scott LR~88
FM broadcast receiver was used. Both the FM receiver and the Receiver/Control Unit
were connected to the same circuit outlet. No intcrference was exhibited in the audio

output of the I'M recciver. No false alarms were induced in the PLATS system.

4,.2.11 Talsc Al:ﬁ‘m Tests

~ Tests were performed to indicate the susceptibility of the Power Line Alarm Trans-
mission System to houschold false alarm sources. The first test was a load switching
test using o L320 watl heater as a cirvcuit load, This test was performed at Location 2

with both the load and the Reeciver/Control Unit connected to civeuit 9-5. The load
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4.2.11 (Continued)

was manually switched on and off at a rapid rate. False alarms were exhibited during
this test. The load was switched off and on approximately three to five times per sccond
in order to produce the false alarm. Note that the results of this test are in agreement

with the results of the laboratory load switching test of section 4. 2. 4.

A second test was conducted using a 3/8" universal electric drill motor as a false
alarm source. Both the drill motor and the Receiver/Control Unit were connected to
circuit 9-5 of Location 2. The motor was rapidly switched on and off. No false alarms
were exhibited. This test was repeated with both a General Electric garbage disposal
unit and the Receiver/Control Unit connected to circuit 7-1 at Location 2. Again, no

false alarms were obtained.

A third test was intended to determine the susceptibility of the unit to false alarms
induced by the normal household operation of various appliances. This test was performed
at Location 5 and ran a total of 30 hours. The Receiver/Control Unit was connected to
a circuit outlet and allowed to run continuously during normal household operation.

The test was run in two 15 hour blocks. During this time period two resettable false
alarms occurred. These alarms were approximately five minutes apart and did not
correlate with the start-up of any appliances at the test site. In addition, none of the

heavy heating load appliances were in operation during the false alarms which occurred.

4.2.12 Multiple Sensor Tests

This test was used to verify the operation of the Power Line Alarm Transmission
System when set up in a typical security configuration utilizing 4 switch mat, a magnetic
door switch, and a photoelectric beam.interrupter. The test was performed at Location
2.. The Receiver/Control Unit was connected to circuit 9-5 on transformer phase A.

The switch mat was connected to a SIS at circuit 4-3 on transformer phase A. A magnetic
door switch was connected to a SIS at circuit 3-3 on transformer phase A. A latching
photoelectri_c beam interrupter was connected to a SIS at circuit 8-2 on transformer

phase B. Alarms were verified upon the operation of all of these detection devices.
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5.0 OPELRATING PROCEDURES AND LIMITATIONS

It should be the objective of any system test plan to give evidence of both the arcas
of excellence and any wealnesses which exist in the system being tested. That this has
been done is demonstrated by the results of the testé presented in the previous sections,
These tests reveal that the Power Line Alarm Transmission System in its present form
does represent a feasible concept. The test results also demonstrate, however, that
certain weaknesses exist which must be corrected in the hardware development phase
of the program in order to make the system a viable alternative for the residential

security alarm application,

The results of the test described in Section 4 of this report demonstrate that the
Power Line Alarm Transmission System has good reliability in terms of detection of a
SIS activation. The system provided extremely good coverage over a complex power
wiring system which would be typical of many modern residential configurations.

Tests performed during the engineering evaluation of the system and prior to the ini~-
tiation of the actual test plan revealed that the use of the simple capacitive coupler
applied to a 220 volt outlet in order to connect the twé sides of the power transformer
provided complete coverage of the residential power system at Location 2, SIS activa-
tions could be detected by the Receiver/Control Unit from any outlet in the residence
under any load condition presented by the appliances in the residence. This test was
performed at Iocation 2 and the loads used included all of the heavy heating load aj:pli-
ances, i.e., the oven and heate~ elements. It included motor sources such as air
conditioners, garbage disposals, and refrigeration units, and no false alarms were
initiated by any of these devices. The system also demonstrated a high noise immumity
as evidenced by its failure to false alarm when subjected to the high noise output of such

devices as universal brush type motors,

Tlie primary weakness of the present Power Line Alarm Transmission System lies
in the area of false alarm susceptibility, Tests show the system to be relatively unaf-
fected by the broad spectrum noise originating in such devices as brush type motors and-
SCR lamp dimmer circuits, Not a single false alarm was obtained from sourccs of this
nature at any time during testing. In addition, the system appears immune to false alarms
causcd by isolated starting transients from motors and heavy resistive loads. The sys-
tem is susceptible to false alarms from at least two soufces, however. One of these
sources, and perhﬁps the onc most commonly to be encouniered in a residential envi-

ronment, includes certain types of broadcast receivers which use a transformerless
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power supply. Such devices typically obtain their DC power from voltage doubler
and rectification networks. These networks include combinations of diodes and
capacitors and were revealed by our tests to cause an impedance modulation of
the power lines at the frequency of operation of the Power Line Alarm Trans-
mission System. Enough of this modulation eneréy lies in the PLATS signal band
to result in a definite false alarm which is usually non-resettable. Tests at
Location 5 using a small AM broadcast receiver yielded false alarms whenever
there was relatively little power line circuit separation between the broadcast
receiver and the PLATS Receiver/Control Unit. Increasing the separation dis-
tance between these two units resulted in only occasional false alarms. The use
of a portable television set with a transformerless power supply, however, re-
sulted in false alarms at Location 5 regardless of circuit separation between the

PLATS and the broadcast receiver.

False alarms were also induced in the PLATS Receiver/Control Unit by the
rapid switching of a heavy heating element load. This was confirmed in both the
laboratory tests and the operational tests at Location 2. It must be pointed out
that the starting transients due to single switching of such loads at no time pro-
duced a false alarm during the tests. Only rapid on and off switching for over a
second was shown to produce alarms. As described in a previous section of this
report, the PLATS Receiver/Control Unit uses an up/down counter as a digital
integrator. While an isolated load'switching transient may produce enough line
impedance change to trigger the threshold circuit, this only moves the counter to
a count of 1. Thresholds must be triggered on successive sweeps for the counter
to continue counting upwards to the system alarm threshold. If no threshold
trigger occurs on the successive sweep, the counter counts back down to 0. Thus,
a load must be switched on and off at a rate high enough to produce a transient
trigger on more than half of the frequency sweeps in order for the counter to
eventually reach the system alarm threshold. Such a condition is possibie but

unlikely in the normal operation of residential appliances.

An alarm failure was cxperienced during the system load tests of Section

4.2.8. 3. In this test the system failed to alarm when the SIS was actuated under
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an extremec load condition. This test was chosen so as to present a worst-case
load condition to the system at Location 2. The system was set-up with the
Receciver/Control Unit at the end of a branch circuit with a heavy heating load
near the same outlet on this circuit. The SIS was placed at the end of a second
branch circuit with another heavy heating load only a short circuit distance from
the SIS. Under these conditions, the SIS activation failed to produce an alarm
when both heaters were on. The removal of either load yielded good alarm
operation. In addition, the replacement of both loads together near the center of
the circuit path also produced reliable alarm conditions. This test demonstrates
a possible failure mode of the system in its present form. However, the test was
an extreme case and used a configuration which is not highly probable in the nor-
mal residential use of the system. This is particularly true in view of the fact
that heavy heating element loads are often localized on special circuits. Those
loads which are normally used during non—occupanc.y, such as timer controlled
ovens, presented no false alarms nor alarm failures when used with the PLATS

system at Location 2.

It must also be pointed out that a potential failure mode for the system is
inherent in the long integrating interval required for an alarm. The tests revealed
a minimum SIS actuation requirement of about 8/10ths of one second. Intrusion
detection devices which produce a SIS actuation shorter than this interval will not

result in an alarm.

A number of implications are drawn from the results of the tests performed
on the PLATS system. The feasibility of the PLATS concept is amply demonstrated.
The system provides good coverage of a typical residential power wiring configura-
tion when used with a simple'capacitive coupler to provide a signal path between the
two sides of the power transformer. This coverage is flexible and avoids the need
for hardwiring between the detectors and the receiver/control unit. In addition,
the passive SIS concept removes the requirement for a back-up power supply in
the remote alarm switches. The system may be used with mémy types of intrusion
detectors. The single detector requirement is that the detector be capable of

producing a switch closure of about one sccond minimum duration.  Detectors such
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as photoclectric beam-breakers and ultrasonic volume detectors require a
latching function to produce reliable SIS alarms. Such latching functions are
commonly part of the detector design. In those cases where this is not true,
simple modifications of existing circuits often produce the required result.

The switch closure time provided by a magnetic door switch is deemed to be
sufficient to produce reliable SIS alarms. Switch mats, however, present

the greatest problem in terms of actuation time. The passive switch mat is

not normally amenable to a latching design. It is therefore necessary that the
intruder remain on the mat for the minimum actuation time of about one second.
Thus, the application of switch mats to a security system utilizing the unmodified
PLATS design dictates the use of large mats and their strategic emplacement in

such locations that the actuation time will be maximized.

The use of heavy heating loads with the PI.ATS system in its present design
has the potential for de(-:reasing the alarm detection range. This should be borne
in mind when placing the SIS transmitters, and an effort should be made to pro-
vide the maximum circuit separation between heavy heating loads and the PLATS
system components. This condition would not normally present a problem when

the residence is unoccupied and such loads are not in use.

It is correctly implied from the test results that the opération of those
electronic appliances which use a transformerless power supply, i.e., a diode
and capacitor type supply, is incompatible with the operation of the PLATS sys-
tem in its present form. This precludes use of the PLATS system (in its present
unmodified form) in the relatively small percentage of cases in which such appli-
ances would be in use while the residence is unoccupied and under the surveillance
of the alarm system. Note, however, that two uhexplained false alarms were
obtained in the 30 hour test described in Section 4.2.11. No definite evidence
exists as to the source of these alarms. However, it is quite possible that these
alarms originated from the operation of devices ha.ving transformerless power
supplies on other neighborhood circuits connected to the same power distribution

transformer.



6.0 CONCLUSIONS AND RIECOMMENDATIONS

It is coneluded on the basis of the tests performed to date that the concept of a Power
Line Alarm Transmission System using the passive Shunt Impedance Switch mode of
sensing is both feasible and attractive for use in residential security system applications.
The concept demonstration breadboard system delivered under this contract exhibits a
high sensitivity which provided excellent coverage on typical residential power system
configurations. Further, the system has a high immunity to false alarms from a wide
variety of noise sources and varying impedance situations which occur on residential
power systems. The results of system testing also reveal several areas in which addi-
tional engineering development is required. This is neither unusual nor unexpected in
the concept development stage of any hardware program. The results obtained from the
concept feasibility model are encouraging and indicate that the Power Line Alarm Trans-
mission System should be elevated from a concept development to a hardware develop-
ment status. Under this hardware development program further engineering development
would be applied to the reduction of the system susceptibility to certain false alarm sources,
such as transformerless power supplies and repetitive load switching, and to the increase

of system alarm reliability under extreme circuit loading conditions.

Although the PLATS system concept was chosen partly on the basis of its potential
for inexpensive implementation, thus producing a cost-effective residential security
alarm system, the currently developed feasibility model was designed to demonstrate
feasibility of the concept and was not designed specifically for low-cost high-volume
production. The transition of the PLATS system from its present status as a proven
concept to an inexpensive high-reliability residential alarm system will require both
the engineering of a hardware development phase and full scale production engineering
with a goal of maximizing the cost-effectiveness of the system concept. GTE Sylvania
recommends that the Power Line Alarm Transmission System program be advanced
from the concept development stage to the hardware development stage. We recom-
mend a four-phase PLATS development program. The first phase of this program would
be a hardware development phase directed specifically. toward the engineering refinement
of the system with regard to false alarm susceptibility and alarm activation reliability,
Simultaneous with the hardware development phase, a computer modeling phase would
be performed which would provide the tools wherchy extensive power system charac-
terization could be performed on afly arbitrary power line conl’ig;uration or scenario,

This computer modeling was recommended as a result of the power line characterization
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performed under this contract and presented in the Phase I report on Power
System Characterization. It is maintained that the generation of such a com-
puter model would be a valuable output of the Power Line Alarm Transmission
System effort over and above the development of the cost-effective residential
alarm system itself. Contingent upon the satisfactory accomplishment of the
hardware development phase, phase three would accomplish a complete pro-
duction engineering of the Power Line Alarm Transmission System suitable for
inexpensive, high volume production and application to residential security
problems. A fourth program phase would accomplish extensive field testing

of the low cost PLATS system in order to provide a data base for the evaluation

of system applicability under the geographical and constructional variations

which exist in residential power wiring systems. Details of the proposed program
continuation are set forth in the Statement of Work which follows. Inherent in this
work statement is the capability of restructuring the program by combining phases

I and II and phasesIll and IV to arrive at a two-phase effort.

6.1 Recommendations for Methods of Improvement

There are two main weaknesses in the PLATS feasibility model. They are
as follows:
(1) False alarm susceptibility to various transient and continuous line
" impedance variations caused by transformerless rectifier-capacitor
power supplies and rapidly switched loads (5 to 120 ON-OFF cycles

per second).

(2) Alarm sensitivity reduction due to heavy loading of the power lines
and, in some instances, due to long power line runs between the SIS

-and the Receiver/Control Unit.

There are several changes that can be made in the basic control unit design
parameters that would probably climinate the above problems. They arc as

follows:
(1) Reduce operating frequency.

(2) Reduce sweep width,
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(3) Increase carrier amplitude.

(4) Decrease post-detection bandwidth and steepen filter skirts.
(5) Optimize sweep rate.

(6) Optimize processing techniques.

(7) Lower Receiver/Control Unit source impedance.

Lowering of the operating frequency down to the range of 40 to 60 kHz is
feasible if the carrier amplitude is also raised and sweep width decreased. The
problems arising when frequency is lowered are caused by a decrease in the
apparent utility system shunt impedance and the low shunt impedances of some

loads combined with a rise in the power line ambient noise level.

Raising the carrier amplitude and decreasing the input {filter bandwidth
would compensate for the noise increase while the lower impedance of the SIS
at resonance can compensate for the drop in utility and 1oa<i shunt impedances.
It should be remembered that keeping the Q of the SIS series resonant circuit
constant while dropping the resonant frequency results in a desirable propor-
tional drop of impedance at resonance (R = WL/Q, where R = equivalent series

resistance of the circuit).

The sweep width can be reduced if the frequency is lowered because the
tolerances that place a lower limit-on the sweep width are a constant percentage
of the center frequency and the resonant dip distortion effects caused by the

power lines and loads are proportionately reduced at lower frequencies.

The post-detection bandwidth of the detector 'circuitry has a very signifi-
cant effect on the SNR (signal-to-noise ratio) of the signal prior to final processing.
It is probably thec only analog signal conditioning paramecter that can remove the
undesirable 60 Hz and 120 Hz impedance modulation that is sometimes present
on the power lines., Ideally, it should be made v'chry narrow as to pass only the
signal caused by the series-resonant dip, which is OCCur.rjng at an approximaittely
2 Hz rate, but whose frequency content is considerably higher because the ampli-

tude change duce fo the resonant dip occurs only during a portion of the swecep.

6-3



6.1 (Continued)

The post-detection filter can be made to have considerably greater skirt slopes
by increasing the number of filter components using more complex active filter

techniques.

The sweep rate and the signal processing techniques used after detection
can have a great impact on range and false alarm susceptibility. The sweep
rate was initially chosen to be approximately 17 Hz. This was set by the maxi-
mum sweep rate that could be used over the 104 to 116 kHz bandwidth to detect
a resonant dip whose Q = 160. A fast sweep rate is desirable to minimize the
effects of low frequency irregular load switching by providing a larger number
of signal pulses per unit time for processing. Response time is also an important
consideration because switch-mats and other switch-closure output devices may
have relatively short closure durations (as short as 300 ms according to our
test data). Therefore, in the presence of irregular, low frequency load switching
noise and limited response time, faster sweep rates (and consecjuently increased

information bandwidth) would increase the signal to noise ratio,

Unfortunately, we discovered that large power line impedance transitions
occur at 60 Hz and 120 Hz rates. These impedance changes are also dependent
on the carrier frequency position in the sweep range. This causes complex and
unpredictable modulation patterns on top of the normal SIS resonant dip amplitude
modulation. Since these undesirable modulation frequencies lie above the upper
sweep rate frequency (~ 17 Hz) slowed sweep rates would make it easier to

separate the noise modulation from the desired modulation by the use of filters.

To alleviate such problems the sweep rate of the control unit was placed at
approximately 2 Hz. However, we feel that further optimization is possible when
the interplay between various process.ing techniques, response time, and sweep

rate is fully analyzcd.

The signal processing employed in the Receiver/Control Unit uscs a rather
simple coincident threshold crossing counter. Much more sophisticated patticrn
rcecognition techniques could be employed to discern the simple, repeating signa-
turc caused by the SIS resonant dip. The usc of these techniques will not neces-

sarily result in a signilicantly more complex processor, but will resull in a more
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optimum design, able to function at greater ranges with significantly smaller

false alarm rates.

The PLATS Receiver/Control Unit driving source impedance should be
optimized. It was originally chosen as a compromise as discussed in Section
2.2.3. However, it could be further optimized when sufficient measurement
and characterization of power lines has determined the typical expected values

of power line impedance.
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PILATS Program

PROPOSED STATEMENT OF WORK

Phase I - Hardware Development

1.

2.

3.

4,

Engineering Nevelopment - Increase false alarm immunity and alarm reliability
Fabrication of engineering development model
Laboratory and residential testing of ens"* ring development model

Phase I Report - Results of engineering development effort

Phase II - Computer Simulation (Simultaneous with Phase I)

1.
2.
4,

5.

Additional analysis of power system characterization data
Generation of computer model and modeling techniques
Testing for model verificatios

Phase II Report - Results ¢ :omputer simulation program

Phage III - Production Engineering

1,

2.

5‘

6.’

Engineering of overall system configuration
Value engineering for maximum reliability and minimum cost’

Limited quantity fabrication of production model Power Line Alarm Transmission

Systems
Laboratory and residential testing of production model
High volume production cost analysis

Phase III - Report - Results of production engineering, testing, and cost analysis

Phase IV - Field Testing

1.

Test site analysis and selcction
Performance/reliability testing
Analysis of system applicability

Phase IV Report = Results of test program
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7.0 LOCATION/IDENTIFICATION SENSING

As part of the PLATS contractual effort, a requirement was made to briefly investigate
location/identification sensing schemes which might be incorporated in a power line alarm
system which uses an active carrier transmission technique. This information was
considered useful primarily in the forthcoming Citizens!' Alert System. The following

paragraphs present the results of the location/identification sensing study.

7.1 PROBLE.M STATEMENT

It is desired to define a near optimum system capable of transmitting a message
indicating the distress, identification, and location of an individual located in close
proximity to an electrical power line., The receiving station for this message is to be
located near the same power line. Specifically, the system shall use the power line for
the transmission medium and have sufficient capability to identify any U. S. citizen by
number, such as Social Security Number, and place him at any one of up to 128 possible

positions along the power line. A block diagram of the system is shown in Figure 7-~1,

7.2 BASIC OPERATION

The basic operation of the system is described in the following paragraphs. An
individual who is in distress activates his personal Distress Transmitter which sends a
message containing his unique Identification Code (ID) number to the nearest Distress
Receiver (it may be received by more than one receiver). The Distress Receiver re-
ceives the alarm message and activates the Power Line Transmitter which relays the
coded distress message and adds its own unique location code to the individual's per-
sonal ID code. Thus, the message which is transmitted onto the power line contains
both the identification and location of the individual in distress. This méssage is
received and displayed at a central control location by the Alarm Display where appro-

priate action may be taken.

7.3 TECHNICAL DESCRIPTION

This discussion is not an attempt to design the specific system but rather a general
technical description of the type of system which may be used to perform the required
task using present day, cost-eflective technology. We will, therefore, attempt to place
bounds on the problem and make a reasonable first order estimate of the Power Line

transmission portion of the system.
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Figure 7-1. System Block Diagram




7.4 MESSAGE LENGTH

As it is desired to be able to identify most all adults in the USA by a unique ID code,
a reasonable lower bound of 200 million and an upper bound of 1 billion ID numbers would
be required. On the basis of a binary sequence the lower bound will be 28 hits and an
upper bound of 30 bits will be required. To identify 128 locations along the power line
an additional 7 binary bits will be required. Any additional message information, such
as the nature of the distress, may be encoded by adding extra bits at either the distress
or power line transmitter at a small percentage increase in message length. Of course,
additional bits are required to provide for both bit synchronization and a frame marker.
Usually, 5 to 7 bits will suffice in these burst type message formats. We may, therefore,
conclude that a message length of 36+7+7 = 44 binary bits will be required for such a

general system.

7.5 POWER LINE TRANSMISSION

The general electric characteristics of power lines have been covered extensively
in a previous report. As noted in these sections, the optimum frequency range
for using an active system for data transmission is the 100 to 300 KHz range. On the
basis of using tuned circuits with reasonable @ values, available RF transmission band-
widths of from 1 to 30 KHz may be considered, providing a maximum theoretical trans-
mission bit rate of 2 to 60 K bits/second. For the sake of first order system design a
bandwidth of 10 KHz will be considered with a corresponding 20 K bit maximum possible
transmission rate. If we consider the use of modulation techniques which have symmetry

about the carrier frequency such as ASK, FSK, or PSK the maximum bit rate will be 1/2

of the 20 KHz and if split phase codes are used in order to provide rapid bit synchronization

another factor of 1/2 is introduced which reduces the maximum possible bit rate to 5 K
bit in a 10 KHz band. Thus, the 44 bit message could be transmitted in approximately

9 msec. An overall message length of 10 msec will be assumed to allow for oscillator

start-up time, etc.

7.6 MESSAGE STRUCTURE

The basic message format was outlined earlier and will consist of 44 bits which must

be transmitted in a 10 KHz RT bandwidth in the 100 to 300 KHz range. The specilic methods

by which this may best be accomplished are contained in.the following paragraphs.
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7.6 (Continued)

In order to handle the basic problem of transmitting and displaying this amoux‘lt of
information, Pulse Code Modulation is the clear choice, as both thé individual ID number
and the location of the appropriate power line transmitter are converted immediately to
digital format as the first step in the transmission process. Therefore, no further digital
processing is required to provide either display or computer processing. Also, the digital
information may be transmitted with as small an error rate as desired by proper code

format selection. The code type and modulation remain to be selected.

The designer of a system for transmitting short bursts of pulse code modulation
faces two particular problems. First, the receiver must handle a large dynamic range
input signal with little or no time for an AGC loop to act on the signal, Second, bit and
frame synchronization must be achieved in times which are short with respect to the
message length if we are not to destroy the main advantage of such a system, i.e., the
ability to time multiplex many messages onto a single transmission line. GTE Sylvania
has spent significant time and effort in solving both the basic problems in the design of
short burst communications systems for military use with unattended sensor alarm trans-

mitters. The results obtained are-directly applicable to the problem at hand.

7.7 MODULATION TYPE

Frequency modulation holds a clear advantage over the two basic alternatives, AM
and PM, for the transmission of short burst data. Amplitude Modulation (AM) is unsuit-
able because of the requirements for Automatic Gain Control (AGC), which requires long
setting times which are incompatible with burst systems, and the fact that a limiting sys-
tem is immune to the high amplitude noise components which predominate on the power

lines.,

Phase Modulation (PM) has the same general noise immunity characteristics as FM,
however, it suffers from degradation due to short term phase changes in the transmission
path which are quite common on power transmission lines where various loads are continually
being switched on and off the line. PM also requires coherent detection with its associ_ated
long lock-up time for the phase reference oscillator, unless differentially cohercent modu-
lation is uscd which is impractical at low bit rates. Our tests in the laboratory on short

burst phase modulated signals at UHT have confirmed these conclusions.

Thus, GTE Sylvania proposes a PCM~-FM system as having optimum characteristics

for short transmission on a power line.
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The remaining problem, that of rapid bit and frame synchronization are solved by
the use of split phase codes. These code types have the advantage of providing bit sync
information along with each bit in the form of a known transition occurring at the start
of each bit time, Thus, bit synchronization can occur within 2 bits, as the required
energy is immediately available at the beginning of the message and no pull-in is required.
The penalty for this ability is a doubling of the required transmission bandwidth, which is
of little consequence in this application. This bandwidth doubling was included in the ini-

tial calculations provided earlier,

Frame synchronization is readily obtained in a burst system as the initial squelch
signal when the carrier is turned on provides the initial ""start of message' signal. Fol-
lowing the squelch signal a short 5 to 7 bit frame sync sequence will suffice to synchronize
the message. A code having good auto-correlation characteristics such as Barker Codes
should be used. These short sequences may be used in conjunction with the squelch sig-

nal to provide excellent results with burst signals.

7.8 MUTUAL INTERFERENCE

The only known problem with the proposed system is mutual interference between
.simultaneous transmission of the time multiplexed signals. First, to insure receipt of
a signal in a system which has no message receipt verification, redundant transmission
will be used. The distress transmitter will be latched ON when activated and transmit
each 3-5 seconds until reset when help arrives. Second, the problem of simultaneous
transmission caused by 2 or more Power Line transmitters receiving the same distress
message will be overcome by including a random delay of 10 to 100 msec in each Distress/
Receiver/Power Line Transmitter combination. Thus, if the same distress message is
reéeived for relay by 2 or more DRx/PLTX units, it will be randomly time multiplexed

onto the power line and not cause mutual interference.

7.9 CONCLUSIONS

A system has been described which will provide the desired communication link in’
a near optimum manner. A 44 bit distress message will be time multiplexed on to the
power line system. The message length will be 10 msec and be transmitted at near a
5K bit rate in a 10 Kiz bandwidth using frequency modulation with a split phase pulse
code modulation format. This system will provide excellent performance in a high noise
cnvironment and use roduﬁdnht transmission to insurc message reception without duplex

transmission.






