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FOREWORD

Program reviews, or internal audits, are a vital function of all corrections organizations.
Through the use of accepted review/audit techniques, the organization can improve its economy
and efficiency ir operations and achieve better program results.

Program review serves as a proactive tool for administrators by providing a "reality index"
as to where an organization stands at any time with respect to its operations and programs. Such
reviews will prove more efficient, effective, and productive when all staff are involved in the
process rather than just a few staff in an isolated unit in the department. In this sense, program
review requires commitment from the very top of the organization to ensure its use as a positive
force in evaluating and directing organizational activities.

The program review/internal audit functions documented in this report were based on a
survey of departments of corrections. However, the principles and practices presented are
applicable in all correctional settings, including jails, probation and parole, and community
corrections.

It is anticipated that these materials wil! assist corrections organizations in upgrading
performance and in developing new areas of expertise through the application of the program
review/internal audit process.

Morris L. Thigpen

Moseud. gty

Director
National Institute of Corrections
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CHAPTER I

INTRODUCTION TO THE STUDY

The nature of program review/internal audit systems in U.S. correctional agencies and facilities is
addressed in this report. Findings have applicability to all government organizations. A model program
review/internal audit system is provided based on an analysis of the few review systems currently in place
and a review of management literature and related research. The model is a reference for administrators
who plan to incorporate the review/audit process into their overall system of internal controls. Chapters
VII through X provide detailed information on the field work completed for this study.

"Program review" and "internal audit” are terms used interchangeably throughout this report.
"Performance review" is used more broadly to include these terms as well as traditional management
review and evaluation activities. Program review/internal audit refers to a specific process by which an
organization (or unit or department) systematically examines its activities to find out how well it is per-
forming. It asks specific and difficult questions, not to assure itself that things are running smoothly, but
to find out how they could be better and where problems may arise. Is the unit meeting its objectives and
goals? Is the unit complying with laws, policies, regulations, and procedures? Is it operating in an
efficient and economical way? Are employees satisfied? Are inmates?

A recent study of corrections management by the Robert Presley Institute for Corrections Research
and Training (in California) found that experience and intuition are the basic resources used in
management’s daily decisionmaking (McShane et al., 1990). Given the shifting financial needs and
changing environments, these are no longer adequate tools. Corrections administrators should know the
principles of performance review and be prepared to apply them to their internal operations.

The most recent effort to provide guidance for internal performange review has been the
development of national standards for adult and juvenile corrections. Standards have been promulgated
by various national commissions, professional organizations, and the U.S. Department of Justice (see
Fosen & Sechrest, 1983). Several states integrate these types of standards into their review systems, and
71% of correctional managers responding to a nationwide survey affirmed that American Correctional
Association (ACA) accreditation guidelines positively influenced their management style (McShane et al.,
1990; see also McShane & Williams, 1993).

While accreditation and performance review are complementary and share similarities, they are
different procedures. Accreditation is an external process, although it requires an internal self-evaluation
to be completed at specific intervals. Program review is an internal process that refers to the statutes,
regulations, directives specific to the agency’s own jurisdiction, and any standards adopted by the
organization. It occurs more frequently and in greater depth than an external review. The achievement
of accreditation, from whatever source, is not required to institute program review or internal audit.
Many correctional agencies are learning how to make both accreditation and program review work
together to improve the total quality of their operations. A sound program review based on specific
jurisdictional criteria and drawing on accepted national standards should be sufficient to satisfy most types
of outside review.

Project Research Design

One way to analyze an organization’s performance is to examine its structure or hierarchy and its
"built-in" review mechanisms. An earlier study (McShane et al., 1990) examined the organization flow
charts of several departments of correction. The structural components that lead to better internal control
and, therefore, to improved performance were identified. The key component was an effective
management review system that allowed administrators to identify problems and implement an improved
methodology. Program review/internal audit is such an improvement.




A primary goal of the project was to develop a model based on accepted program review/internal
audit techniques identified in various agencies in order to help administrators evaluate their needs and
design their own systems. To develop the model, project staff used available literature and information
gathered from a study of six state program review systems, the Federal Bureau of Prisons, and the
Correctional Service of Canada. The model includes information received from several state departments
of corrections and information from many other sources, most notably the Institute of Internal Auditors.

The model program review/internal audit system presented here outlines the elements of an internal
review system that will apply to departments of different sizes and organizational structures. It is con-
cerned with lines of decisionmaking authority, current points of review, and the types of reviews now
being done (informal, verbal, written, administrative, legal, and others). The model also provides a risk
assessment method based on experience in several jurisdictions that allows participants to identify
operational areas that require a higher level of review. The ultimate goal of the model is to enable users
to develop a system for the evaluation of their own operations in relation to those studied, and in relation
to national norms and audit guidelines. This project also addresses the impact of local (agency or
jurisdictional) and national standards on the organizations studied. For many organizations studied, these
standards have become a source for internal performance review systems criteria independent of their use
in an external audit or in an accreditation process.

Selection of States

To project the most accurate picture of the current state of performance review systems, the project
staff examined, summarized, and compared all facets of internal control systems currently in operation
in the Federal Bureau of Prisons, Illinois, Utah, and New Jersey. It also examined a multistate auditing
system for Oregon, Washington, and Idaho, and the information service and performance review system
designed by the Correctional Service of Canada. Selection of these states was based on over fifteen
contacts with state agencies to learn the status of their performance review and auditing systems. Several
states had such a system or were developing one. Many have relied on their inspector general for
auditing, which is often an external agency. Our concern was with the extent of the program
review/internal auditing function and its link to management information.

The Correctional Service of Canada has one of the more comprehensive systems; it includes the
Offender Management System, Executive Information System, and Offender Population Profile Systemn.
This system compares favorably with the Federal Bureau of Prisons key indicators system (KI/SSS),
which was the subject of field work and is described in detail in this report. Both agencies have developed
basic perfoninance review systems that assess internal operations and contribute to the strategic planning
function.

This study alsc considered technical factors that influence management structures and related
operations, particularly in their ability to supervise and evaluate performance. These factors include the
history of a department; its relationships to other state agencies; federal, state and departmental resource
allocations; the degree of regional versus centralized control over performance review and management
information systems; the status of traditional research and evaluation endeavors; and the types of hard-
ware and software available to implement and coordinate review systems and support evaluation.

The model performance review system was reviewed by administrators at several departments of
corrections, including an advisory group representing several corrections departments, selected in
consultation with NIC officials. A draft of the system was presented to the advisory group and sent to
over 20 correctional systems that were invited to send representatives to the advisory group meeting in
January 1993. Participation by these administrators helped refine the model and enhance its utility to all
types of correctional systems.




Presentation of Findings

Chapters 1 to IV provide definitions of program review, internal audit, and other types of
performance review. Chapter II reviews the literature on the use of performance review as a management
tool and current internal management and performance controls used in the criminal justice system today.
The application of available review systems in the public and private sectors is explored, and the
performance review capabilities of a variety of correctional systems are examined. Chapter I defines
audit and discusses the importance of internal controls, evaluation, and information systems. Chapter IV
describes the framework for evaluation of the various field sites. Chapter V presents a model program
review/internal audit system that includes: a list of the elements required for a program review/audit
system; suggestions for adapting review mechanisms to different size and different structured organiza-
tions; a description of the types of questions that must be asked to help managers analyze their operations;
a plan for evaluating performance review systems based on a variety of criteria; a method of assessing
risk with which to establish audit priorities; methods for quality control and evaluation; and a discussion
of the barriers to implementing the model. Chapter VI raises some of the issues that are relevant to the
adoption of program review and internal audit techniques in corrections.

Chapters VII to IX summarize the field work and provide technical information on developing a
review/audit capability. Chapter VII describes the findings of project field work. Chapter VIII provides
an overview of the evaluation procedures used to monitor the success of the review process in each
jurisdiction studied. The types of information needed to examine management review structures and to
measure performance are explored. Types of reviews are discussed (e.g., informal, verbal, formal
written, administrative, legal, research, and evaluation). A major component of the project is the presen-
tation of methods by which corrections managers can identify and assess risks.

Chapter VIII includes a method for scoring correctional systems and setting priorities that was
developed using current experience in program review/internal audit. This system will enable users to
design an internal review system that is consistent with their size, structure, and available resources.
Organizations that adapt this risk assessment system or a similar one will find that the adjustable format
allows them to design and control the performance review themselves. It is a less intrusive approach that
allows the user to personally assess and critique departmental policies and procedures. As such, the
process is more likely to achieve both acceptance and credibility within the organization, and the user will
be more confident in the measures adopted. Corrections administrations should not be mandated to adopt
"model" programs designed elsewhere that have components they suspect may not apply to them.
Experience has proven the wisdom of involving professionals in the developmental process for any inno-
vative approach to their own work.

Chapter IX documents the management review system of the Federal Bureau of Prisons and the
departments of corrections in six states, including their current resources and future needs. Four areas
are examined for each jurisdiction: existing performance review systems; the types of resources needed
and the methods and tools used to conduct management performance review; the strengths and weaknesses
of each system (including the researche: '~ findings and staff comments); and a comparison of the review
methodologies in each system studied, including economy, personnel efficiency, time management,
meeting legally mandated or other designated standards, communication of management needs, and

accessibility of information. Chapter X provides an overview of advanced auditing applications, to include

total quality management, fraud auditing, and the role of automation in the future of performance review.




CHAPTER II

LITERATURE REVIEW

Every government institution, whatever size, must account for how it manages its resources and
operations. Accountability methods are usually based on managemen: principles, including classical and
beliavioral theories, systems approaches, and composite thecries. The management techniques that flow
from these theories are well-described in the management literature.

Classical theories describe highly structured organizations and are concerned with titles, levels of
authority, span of control, chain of command, and grouping of tasks. These are sometimes called "closed"
organizational models, because they emphasize the stability of roles within the hierarchy (see Henry,
1980, Chapter III). Typical organizational concerns are summarized in the concepts of planning, organ-
izing, staffing, directing, coordinating, reporting, and budgeting (sometimes shortened to "POSDCORB"),
with the last four sometimes simply grouped as "controlling.” Performance review . such organizations
would be based on clear responsibilities and assigned tasks. Correctional agencies typically take a classical
approach, due to their pyramidal, quasi-military structure.

Organizational models based on behavioral theories are "open," goal-oriented, and flatly structured.
They stress the application of skills and specialized knowledge toward the completion of goals. This
approach is most often found in halfway houses and prerelease centers rather than in institutions where
standards of organizational behavior are more clearly defined. In this approach, performance review
examines goals or objectives of the program rather than specific tasks related to those goals. The
"organization development" (OD) school is a popular version of this management style. It emphasizes
the examination and resolution of organizational problems and places a high priority on the values and
attitudes that foster positive and constructive relationships. The approach was discussed for use in
corrections by the National Advisory Commission on Correctional - Standards and Goals (1973).
Management by objectives (MBO) is also a popular offshoot of this concept.

The application of evolving management theory into practice has created trends, such as open-door
policies, participative management, retreats or "team building," and "walking the unit." A recent example
is "total quality management" (TQM), wherein teams of workers from all levels meet to remedy ineffec-
tive procedures and trouble spots. Considerable use is made of charts, graphs, reports, and feedback. This
approach distrusts the obvious answer and studies other organizations for improvement strategies. Total
quality management is initially expensive to implement, but it is directly involved with the quality of
performance review. In their book on "reinventing" government, Osborne and Gaebler (1992) place
considerable emphasis on TQM in helping organizations realize better results.

It is interesting that the public sector no longer lags behind private industry in the adoption of
management innovations. Public service agencies are becoming proactive in developing strategies that
meet their needs, instead of accepting the private sector practices.

The History of Performance Review in Corrections

Traditionally, personnel in institutions have been ambivalent about the concept of performance
review. Their institutions have operated as autonomous, closed enclaves with little accountability and few
written records. There was little monitoring from outside the system and few mechanisms of internal
review; as George Beto, former director of the Texas Department of Corrections expressed it, "no other
institution has shown a greater reluctance to measure the effectiveness of its varied programs than has
corrections” (Jackson, 1971). Self-examination typically resulted from a scandal, riot or notorious change
in adminis-tration. Cohen (1987:4) explains that corrections only examines itself "as a result of dramatic
evenis and external pressures rather than as a result of introspection and internal examination. "
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The 1974 Martinson report generated interest in program evaluation and marked a crossroad in the
use of research by correctional agencies (Williams, et al., 1992). Calculating the value of specific
programs is a complex process (Palmer, 1993); however, departments have expanded measures of
program effectiveness to include cost benefits, time savings, humanistic values, and the traditional concept
of recidivism.

Lovell and Kalinich (1.92:87) note that internal political factors have discouraged corrections
agencies from using information generated from within the system. Their survey of correctional
administrators and departmental researchers concluded that program managers were quite critical of the
efforts and products of the research department. The comments of the respondents reflected concerns
about autonomy, status in the organization, parochial program and organizational political interests,
technical problems, and, importantly, the lack of their integration in the internal research process.

Traditionally, there has been scant motivation to develop performance review systems and few
employees qualified to design such a program. Furthermore, most departments were entrenched in an
historic mistrust of outsiders, educated professionals and non-security personnel. Corrections managers
worked their way up from guards to wardens, usually with no formal academic or business training. Until
recently respected leaders often earned their promotions with physical strength and "prison sense”
(Jacobs, 1977:34). Whatever review mechanisms existed involved internal monitoring and reports filed
by supervisors up their chain of command. Records were often haphazardly kept and crudely maintained.

Current efforts to implement performance review systems are still often viewed with skepticism and
mistrust. As a corrections researcher explained, "Contact with the program managers is low. Nobody uses
the information (at that level). There is protectiveness, suspiciousness" (Lovell & Kalinich, 1992:81). In
the McShane et al. study (1990), prison wardens and superintendents rated on a scale of 1-10 how various
factors influenced facility management. Managers rated legislative mandates (6.94), court directives
(7.39), and state budget constraints (6.55) as far more influential to daily decisionmaking than research
findings (3.62) and management information (5.82).

Traditionally, corrections staff undergoing performance review have reacted with everything from
indifference to panic, because they don’t understand that it is the system and not the employee that is
being tested. As noted later, the use of such systems to discipline employees is far less constructive than
developing plans of action for remedying deficiencies.

In the past, performance information about the prison Jystem rarely filtered beyond the immediate
hierarchy. Performance indicators were carefully guarded ind released in limited forms to outsiders,
although this information was officially available in the department’s annual report. These documents
offered isnportant insights into the operations and attitudes of the correctional system and are considered
today a type of performance review. Through them administrators may discharge the obligation of
disclosure and simultaneously position the department to request future resources in exchange for a
positive performance. The published annual report demonstrates accountability to external authorities such
as state executives, boards and commissions, and the public. In addition, some report formats ensure
accountability from the individual units or facilities to the central headquarters and provide some
standardized comparisons of activities and programs.

Annual reports can hide information. Since a department can control the information provided in
an annual report, what the document does not state may reveal as much or more than what it does state,
Often these reports appear to be showing you everything, but key components—especially if they’re not
that attractive—may remain hidden. Such reports tend to be positive in tone and rarely mention problems.

Annual reports can reflect changes in the general nature of corrections management, most notably
in automated information systems and the widening sphere of public accountability/information needs.
One researcher explained that a department prepares many reports in a year’s time, each tailored to the
information needs of its various constituents. The annual report describes operations; statistical reports
on population changes and cost expenditures serve legislative needs, while the media and public service
organizations require a diverse assembly of short special issue reports. An annual report addresses the
varying demands for information required of the department.




However, many departments do not publish annual reports. Some publish biannual reports while
others simply assemble statistical reports on the numbers of inmates, their classification, offense profiles
and discharge summaries. Obviously not all states view the report as a public relations tool or even as
a motivating force for gathering and analyzing management information. As explained by Idaho officials,
", .. we do not have ample staff to prepare an annual report." It is probable that any state that regularly
tracks management information would already have the contents of an annual report at their fingertips.

Although annual reports serve many functions, their lack of consistency makes them unsuitable for
meeting accountability demands. The use of inspectors, the advent of accreditation, and the development
of internal audit units to supplement external reviews has placed a new emphasis on more precise methods
of performance review.

The closed, independent systems of the early twentieth century are gradually yielding to improved
performance review procedures, due to four factors:

® Jarger departments of corrections, with more complex operations and hierarchy.

® increased legal liability for negligence. (Punitive and compensatory damages have been awarded
for civil and criminal court actions, including interactions between employees, between prisoners
and employees, and between prisoners and third parties outside the criminal justice system. More
attention to gupervision, training and decisionmaking are solutions to findings of negligence.)

® increased competition for state and federal resources.
e growing pressure for fiscal and operational accountability.

As a result of these forces, many corrections departments have been restructured to aliow
management greater access to both internal and external information sources to facilitate policymaking.
In some cases, restructuring has meant new positions, such as a legislative liaison (e.g., New Jersey,
Pennsylvania, Georgia, Washington). This position results from the effect of funding and overcrowding
in corrections. While prisons once operated far from the day-to-day workings of the legislature, the State
Capitol is now viewed as a direct influence on policy. The passage of bills that affect inmate sentences,
treatment, personnel actions, facility construction/siting and the regular struggles over the budget are now
critical issues for the modern prison administrator.

Another new position stemming from the current proactive management approach is the
“litigation/risk management coordinator," as established in Washington State. Departments recognize that
constant monitoring and troubleshooting are necessary functions. The most critical element of this
proactive movemernt is not so much the positions created, but the information flow.

The time is right for the mode! internal performance review system that will use established
principles of audit, scientific investigation, and explanation. While it is understood that every department
cannot immediately implement an "ideal" system, the components of a system that will meet minimum
requirements will be described. Specific core guidelines and practices must be in place to set up valid
program review/internal audit procedures. This may be done economically by departments with limited
resources by adjusting the intervals of reviews, to be determined by relative risk, with an understanding
of the shortcomings of such reductions of effort.

Standards and Accreditation

An important step in the development of performance review systems has been the gradual devel-
opment and acceptance of national professional standards (Reimer and Sechrest, 1979; Sechrest and
Reimer, 1982) and also national accreditation programs operated by the American Correctional
Association (ACA), the National Commission on Correctional Heath Care (NCCHC), which is specific




to the accreditation of medical services in corrections, and others (see Fosen and Sechrest, 1983). This
process of peer review,* or review by outside correctional personnel, introduced generally uniform nat-
ional standards.

Questions have been raised about the integrity of the standards and their ability to create meaningful
change in corrections, and whether the correctional facilities and community agencies being certified
really meet the highest standards of performance. Judgments of the usefulness of the standards often de-
pend on who is making the assessment. To the corrections practitioner, the standards are generally seen
as realistic and challenging; to the reform-minded, they are weak and ineffective, perpetuating poor per-
formance and injustice.

When asked about the credibility of the standards for accreditation audits being done in one state
in the early 1980s, ACA staff responded that some prison officials see the standards as too demanding
and non-prison sources see them as too lenient. These arguments were further developed in "Accreditation
on Trial," an article published in 1982 by Corrections Magazine (Gettinger, 1982) and a subsequent
"debate" article regarding the resignation of a prominent member of the accrediting bedy (Bazelon,
Charters, and Fosen, 1982). Perhaps the answer is that the standards are about as tough as the field can
accept without some assurance that additional resources will become available (see Czajkowski, 1984).
The standards appear to be adequate within the framework of what is possible currently; however, they
do not reflect the highest standards of performance. The continued development and use of local, state,
and national correctional standards can be supported by well-implemented internal program review mech-
anisms.

Program Review/Internal Auditing

Internal auditing, called program review by some jurisdictions, such as the Federal Bureau of
Prisons, has evolved with the notions of standards and accreditation. However, the implementation of
program review or internal auditing systems does not require participation in accreditation. Audit criteria
that exceed national standards draw on local and federal laws, rules, regulations, policies, and procedures
specific to each organization. The development of program review/internal audit in corrections is rooted
in the science of internal controls, which has been developing in government, business and industry for
many years. The major sources of standards have been the Institute for Internal Auditors, the American
Society for Quality Control, and the American Quality Foundation. Some departments of correction have
created internal audit units, which will be described in this report. Others still rely on an inspector
general, who conducts periodic evaluations of operations.

Internal auditing is different from accreditation. It is not monitoring or inspecting, although followup
using the results of program reviews or audits can provide a continuing monitoring function. It is not an
investigation, since it is designed as an open process involving all agency personnel in the effort to
improve organizational functioning. It is not research or evaluation, although program review can and
should be supported by an evaluation component, as outlined in chapter III of this report.

The internal audit is an internal review. It differs from the accreditation visit in several ways,
principally in its specificity, intensity, and frequency. The internal audit (or program review) is quite
specific to the agency in question, particularly the statutes, regulations, and directives specific to the
jurisdiction. It can occur more frequently and in greater depth. For example, Bureau of Prisons staff
perform program reviews across 14 separate areas, or "disciplines," at different times in various
institutions. The Utah Department of Corrections audit unit might review a correctional facility in all
areas of performance for periods of up to four weeks or longer.

Accreditation is an external review. It occurs at intervals of three years, with some periodic checks
in the interim. Internal auditing and accreditation may be both complementary and supportive. Many

*In internal audit "peer review" refers to review of the work of an internal audit team.
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correctional agencies are learning how to make them work together to improve the total quality of their
operations. Sound program reviews/internal audits using specific jurisdictional criteria (e.g., statutes,
regulations, policies, procedures) and encompassing national standards should provide more than adequate
information for accreditation visiting committees.

How is program review/internal audit helpful to a system? A study by Etherington and Gordon
(1985) demonstrated the value of internal audit for ensuring adequate internal controls. The authors
conducted 120 structured interviews with chief executive officers, chief financial officers, internal audit
managers, and information processing managers in six of Canada’s largest corporations. A survey was
mailed to 814 managers with a 43-46% response rate. A major problem for this study was defining inter-
nal control. The corporate officers saw audit as including accounting, management, and operating con-
trols, while chief executives were more concerned with efficiency and productivity. Major concerns were
expenditures and allocations of capital resources (Etherington and Gordon, 1685:27).

A more acceptable definition of internal control comes from the Financial Executives Institute of
Canada. Its definition goes beyond accounting, fiscal, and audit functions to encompass management
philosophy, organization structure, quality of personnel, delegation of responsibility commexzsurate with
authority, and effective and efficient management (Etherington and Gordon, 1985:2,113; see also Mautz
et al., 1980; Mautz and Winjum, 1981). These areas were generally grouped into accounting (financial)
controls and management controls (policies, efficiency, effectiveness, and performance review).

With respect to the relationship between internal control practices and good management,
Etherington and Gordon (1985:2) found that internal control was perceived as "important and significant
by corporate management, with activities at all managerial levels seen as the domain of internal control."
Internal audit was viewed as a major component of internal control by 80% of the respondents, and the
role of the external auditor as less important by comparison.

Many executives surveyed were concerned about the need for more formal examination of internal
control risks and for cost benefit analysis. Internal control of computerized information systems was seen
as "the most pressing internal control problem . . . involving all levels of management" (Etherington and
Gordon, 1985:2-3, 122-123).

Regarding the benefits of internal audit, half the companies surveyed had four or fewer staff in
internal audit, leading to the conclusion that internal audit was not an expensive operation: "Virtually all
executives reported that, in their companies, the benefits to all levels of the organization substantially
exceeded the costs" (Etherington and Gordon, 1985:122). The report recommends that companies without
an internal audit unit establish one. It laments the lack of followup procedures by management, in that
delays of up to two years were often experienced by auditors regarding their recommendations.

Other issues addressed in the Etherington and Gordon study (1985:120) include issues of
organization and control of internal auditing, risk assessment, computerized information systems, and the
role of external auditors. In summary, the authors indicate that U.S. and Canadian internal control
practices and problems do not differ substantially, and that many of their conclusions can apply
"generically" to any internal control system.

Defining Performance Review

Common Themes

The concept of performance review using recognized audit techniques and other types of evaluation
is fairly new to corrections. Many people associate the concept with the fiscal audits that are an accepted
part of agency operations. However, performance review is more inclusive and covers audits of fiscal,
operational, and program components of the entire agency. Research and evaluation, more traditional
forms of review, perform different functions, and as such should be part of any performance review
system.

.
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While methods may vary among states and institutions, there are several common themes that
pervade performance review. First, performance review is an active process of maintaining control over
the planning and operation of a corrections system. It refers to any measure that provides administrators
with information about operations that can be used to evaluate their efficiency and effectiveness based on
compliance with statutes, regulations, and the goals and objectives generally captured in policy and
procedure. The purpose of such a review is to improve the quality of management internally and to meet
the information needs of outside authorities.

A second theme of performance review is that the information used by management for the review
is accumulated in a cycle of input and evaluation. While there are institutional differences in who gathers,
processes and uses the information, the needs and goals of these activities are similar. One of the
purposes of this project is to highlight the similarities of these operations across the country.

Finally, the success of performance review hinges on management’s recognition of its value. Top
administrators must remain committed to improving the quality and timelfiness of the information used.
Whatever the size of the operation, they all need to continue long-range and short-range planning and
related development, to refine the review process, and to allocate resources toward that end. Although
the placement of auditors, monitors, and researchers in a system will facilitate the review process, it does
not ensure that performance review will take place.

The Purpose of Performance Review

The purpose of performance review systems is to provide reasonable assurance of control and to
ensure that accountability is maintained. According to the U.S. General Accounting Office (1992),
program performance measurement is the regular collection and reporting of a range of information that
may include:

® inputs, such as dollars, staff, and materials;

® workloads or activity levels, such as the number of applications that are in process, usage rates,
or inventory levels;

® outputs or final products, such as the number of children vaccinated, number of tax returns
processed, or miles of road built;

o outcomes of producis or services, such as the number of cases of childhood illness prevented or
the percentage of taxes collected;

e efficiency, such as productivity measures or measures of the unit costs for producing a service
(e.g., the staff hours it takes to process a Social Security claim or the cost to build a mile of
highway).

Managers may use this information to "account for past activities, to manage current operations, or to
assess progress toward planned objectives” (GAO, 1992:2).

Types of Performance Review

There are many terms associated with accountability that are integral to program review/internal
audit. These include monitoring, investigation, auditing, evaluation, and accreditation. Program review/
internal audit is not to be confused with accreditaticn, as conducted by the American Correctional Asso-
ciation’s Commission on Accreditation for Corrections, the National Commission on Correctional Health
Care for medical services, or other correctional accreditation bodies. It is different from monitoring the




work of agency personnel on an ongoing basis, although the results of program monitoring can and
should be used in this process of program review. Monitoring, such as supervisory review, is an internal
control; reviewers/auditors assess the adequacy of monitoring efforts.

The functions of monitoring, investigation, program review/audit, evaluation, and accreditation are
shown in Table 1. As noted above, program review/internal audit is not an investigation or an inspection,
which rarely requires the level of documentation needed for an audit, although some inspections may be
performed much like an audit. It is different from research or evaluation, although program review can
and should be supported by an evaluation component, as outlined in this report.

Monitoring the work of personnel is a traditional management function. Administrators, managers,
and supervisors are required by their roles and training to oversee and direct the work of their
subordinates. Monitoring is often used to designate the activity of an outside agency or source with a
vested interest in programs and operations. The term "monitor" may designate a representative of the
court or other government agency that tracks the use of grants or other financial resources given to the
state for operations or programming (e.g., legislative auditors). The term may also refer to one who
ensures that the standards of state licenses and health codes and regulations are being properly followed.

Table 1

Monitoring, Investigation, Program Review/Audit, Evaluation,
and Accreditation Activities

Ongoing Functions, Program Cutcome, | Compliance

ACTIVITY Daily Single Processes, Trends, Patterns, with Stan-
Operations | Incidents & Entities | & Projections dards

Monitoring X

Investigation X

Program X

Review/Audit

Evaluation X

Accreditation X

"Monitor" and "special master" are sometimes used interchangeably by the courts to designate a
person they employ and place in a correctional setting to insure that judicial orders are carried out. In
settling civil rights cases, monitors or "masters" insure that consent decrees are properly in place and
activated. Persons in these court-ordered positions report directly to the judge and are given complete
access to all information and operations within their area of surveillance.

An investigation is an action taken in response to an incident or a complaint. It is a "closed"
process involving only the personnel involved in the incident in question. Investigations are often
conducted by an office of the inspector general, which can be located in the department of corrections
or external to it. They may be part of an internal affairs unit.

Program review or internal audit is generally conducted independently of management but is done
internally. It seeks to inform management of areas requiring attention. Auditing is defined in detail in the
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following chapter. The major concern of this report is with internal auditing, or program review, which
seeks to provide an objective appraisal of operations and controls within an organization. Areas of
concern include examining financial and operating information, risk identification and minimization,
compliance with external regulations and internal policies and procedures, compliance with standards, and
efficient resource utilization (see Sawyer, 1988). Also, reviewers/auditors can assess program resuits.

Evaluation looks at the quality of agency services and programs using generally accepted research
techniques. Research and evaluation are more traditional forms of review that look more closely at how
well the agency performs its functions. They focus on the outcome of specific activities directed to
achieve clearly stated goals. As such, they should be an integral part of any performance review system,
as discussed in chapter III. Comparable terminology used in management literature is "quality assurance”
within the context of "total quality management" (TQM).

Accreditation and internal auditing are related within the context of the standards promulgated by
the American Correctional Association and National Commission on Correctional Health Care. The
standards are often used to support or define areas examined in an internal audit. However, in a recent
issue of the ACA publication Corrections Today (1992) that covered "Accreditation—Three Decades of
Evolution," the link between the developing science of internal controls and accreditation is not made.
Internal audit as a support for or an adjunct to accreditation is not mentioned. However, this may be
changing. The American Correctional Associatici is now testing a plan to integrate the agency program
review/internal audit process with the accreditation process, where appropriate.

Some auditing offices use both national and local or state standards as criteria for internal audits.
These standards encompass fiscal and program areas and rely on findings from external audits for fiscal
areas, while performance auditing relies on the product of an accreditation team. Several states have
developed guidelines based on ACA and NCCHC standards for both fiscal and program audits, such as
Illinois, Tennessee, and Florida. Many, such as Georgia, use the U.S. Government Auditing Standards
(Comptroller General of the U.S., 1988) for the conduct of these operational audits. However, the ACA,
NCCHC, and other national and state standards are simply a suggested framework; they were not
developed or written by auditing experts.

For the purposes of this report, performance review will be divided into several areas including
program review/internal audit, internal control and risk assessment, management inforrnation systems,
and program evaluation. Each of these areas is described in some detail.
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CHAPTER III

AUDITING AND PROGRAM REVIEW

This chapter has several goals. The first is to define more fully the audit function. The second is
to state the importance of internal controls. A third goal is to define risk assessment, including an ex-
ample of a risk control matrix and an assessment format. A fourth goal is to discuss evaluation and
information systems and their relationship to the review process.

Audit Defined
Auditing has been defined by O’Reilly, Hirsch, Defliese, and Jaenicke (1990:4) as:

a systematic process of objectively obtaining and evaluating evidence regarding assertions
about economic actions and events to ascertain the degree of correspondence between
those assertions and established criteria and communicating the results to interested users.

Sawyer (1988:7) provides more detail in defining the internal audit as:

a systematic, objective appraisal by internal auditors of the diverse operations and
controls within an organization to determine whether (1) financial and cperating infor-
mation is accurate and reliable, (2) risks to the enterprise are identified and minimized,
(3) external regulations and acceptable internal policies and procedures are followed, (4)
satisfactory standards are met, (5) resources are used efficiently and economically, and
(6) the organization’s objectives are effectively achieved —all for the purpose of assisting
members of the organization in the effective discharge of their responsibility.

The Institute of Internal Auditors (IIA) is the major international internal auditing body in the world.
It sets the standards for internal auditing and ceriifies internal auditors. The IIA defines internal auditing
as ". . . an independent appraisal activity established within an organization as a service to the
organization. It is a control which functions by examining and evaluating the adequacy and effectiveness
of other controls” (Courtemanche, 1986:17). The objective of internal auditing is to assist management
in the effective discharge of their responsibilities. "To this end internal auditing furnishes them with
analyses, appraisals, recommendations, counsel, and information concerning the activities reviewed. The
audit objective includes promoting effective control at reasonable cost” (Courtemanche, 1987:17).

According to the IIA, internal auditing comprises a review of the following areas:

» the reliability and integrity of financial and operating information and the means used to identify,
measure, classify, and report such information;

¢ the systems established to ensure compliance with those policies, plans, procedures, laws, and
regulations that could affect operations and reports, and determining if the organization is in
compliance;

¢ the efficacious use of resources;

* assessment of management, including safety;
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e implementation and results of programs leading to compliance with established goals
(Courtemanche, 1986:17).

The Comptroller General of the U.S. (1988) characterizes two types of government audits as
financial and performance. Financial audits find out whether an entity is operating according to generally
accepted accounting principles and whether the information presented in its financial reports conforms
to established criteria. Performance audits encompass economy-efficiency audits and program audits, both
of which assess compliance, among other issues. Economy-efficiency audits assess how resources are used
and identify causes of inefficiencies and uneconomical practices. Program audits evaluate the extent to
which legislative or legally mandated requirements are achieved and the effectiveness of operations.

Auditing may be regularly scheduled or done at a specifically designated time. A disadvantage of
the single period audit is that an agency may exhibit uncharacteristically "good" behavior for the audit
period. Scheduling should anticipate which areas will generate the most problems if they are not
functioning well; this involves risk assessment, discussed later in the report. Increased fiscal austerity
means that more agencies will be responsible for conducting and reporting their own auditing analyses.
The institutions surveyed in this study regularly conduct program reviews/internal audits. However,
political forces also affect auditing procedures. In Georgia, for example, a new governor’s budget cuts
caused the auditing function to be removed from the corrections central office and decentralized
throughout various facilities. In Illinois (surveyed in this report), the performance auditing unit was
eliminated and its functions reassigned to the fiscal audit unit mandated by statute. There are varying
ways in which program reviews/internal audits are placed in organizations with respect to the reporting
authority’s responsibilities.

The Importance of Internal Controls

Internal control activities are not superfluous "red tape"; they are essential to any organization
concerned with achieving objectives, safeguarding assets, and complying with laws, regulations,
standards, and policies that govern them. Internal controls exist as part of the overall controls established
at the highest levels within the organization. Internal control procedures are put in place by a Board of
Directors or other management entity "designed to provide reasonable assurance regarding the
achievement of . . . effectiveness and efficiency of operations, reliability of financial reporting [and]
compliance with applicable laws, rules, and regulations" (Treadway Commission, 1992:9). It is essential
for managers to develop of a strong system of internal controls, for reasons stated above, and because
these controls are designed to reduce risk. Management concern for developing a strong system of
internal controls is reaffirmed by Dittenhoffer (1991: 30):

Internal controls include the plan of organization and methods and procedures adopted by
management to ensure that its goals and objectives are met; that resources are used consistent
with laws, regulations, and policies; that resources are safeguarded against waste, loss, and
misuse; and that reliable data are obtained, maintained, and fairly disclosed in reports.

Furthermore, Arthur Andersen & Company (1986:3) explains that recent concerns about government
operations have triggered considerable interest in the subject of internal control. These include continued
public concern about fraud, waste and abuse, and budgetary cutbacks. In many instances Inspectors
General and the U.S. General Accounting Office have documented evidence of poor internal controls
within the management of the Federal government.

Brink and Witt (1982:78) stress that the "importance of the control function comes from the fact
that the examination and appraisal of control are normally a part—directly or indirectly—of every type
of internal auditing assignment."” The AICPA’s standards (320.09) agree that internal control comprises
the plan of organization and all of the coordinate methods and measures adopted within a business to
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safeguard assets, check the accuracy and reliability of its accounting data, promote operational efficiency,
and encourage adherence to prescribed managerial policies (Brink and Witt, 1982:81). Further, the IIA
Research Foundation (1991:2-2) defines a system of internal control as ". . . a set of processes, functions,
activities, subsystems, and people who are grouped together or consciously segregated to ensure the
effective achievement of objectives and goals." Internal control techniques may include documented
procedures, segregation of duties, supervision, security of property and records, internal audit, and
competent personnel (Arthur Andersen & Company 1986:14).

Internal controls generally fall into the financial-accounting or administrative category. According
to Brink and Witt (1982:81), "Financial or accounting controls comprise the plan of the organization and
the procedures and records that are concerned with the safeguarding of assets and the reliability of
financial records . . ." Sawyer (1988:88) agrees that accounting control includes the plan of the
organization, the procedures and records that safeguard the assets, and the reliability of financial records.
Administrative controls are broader and may include: 1) organizational controls, criisisting of the table
of organization, chain-of-command, and reporting responsibilities; 2) planning controls, such as short and
long-term planning efforts, program proposals, and budget proposals; 3) operating controls that refer to
policies and procedures, supervision methods, documented supervisory review, and staff training; and
4) informational controls such as automated and manual reports generated to monitor operations. These
controls are discussed in greater detail in chapter VIII.

Public Officials’ Responsibility

The Comptroller General (1988:1-4) has said that: "Public officials are responsible for establishing
and maintaining an effective internal control system to ensure that appropriate goals and objectives are
met; resources are safeguarded; laws and regulations are followed; and reliable data are obtained,
maintained and fairly disclosed."

Part of implementing systems of internal control includes developing financial and performance
auditing capabilities. Financial auditing is important to accountability, since it provides an independent
opinion on how accurately an organization’s financial statements present its financial operations. It also
determines whether other financial information is presented in conformity with established or stated
criteria. Performance auditing is also important to accountability because it provides an independent
view on the extent to which government officials are "faithfully, efficiently, and effectively carrying out
their responsibilities” (Comptroller General, 1988:1-5).

The IIA Research Foundation (1991:2-2) notes while management has the ultimate responsibility
for ensuring the adequacy of internal controls the internal auditor must evaluate whether the appropriate
controls are in place and functioning as designed. OMB Circular A-123, initially issued October 28, 1981
(and subsequent revisions), mandate the preparation of a five year management control plan for all
Federal agencies. Its purpose is to plan and direct the process for reviewing risk and identifying and
correcting material weaknesses in internal control systems.

According to Arthur Andersen and Company (1986:3-4):

In an era of infiationary costs, budget cutbacks and reductions in personnel, management
must eliminate fraud, waste and abuse, improve debt collections, plan and execute
programs more effectively, respond to increased oversight by auditors and inspectors
general, and, at the same time deal with the normal operation and management of large
and diversified organizations.

Public officials are responsible for providing reasonable assurance that objectives and goals of the
organization are achieved in an efficient, effective, and economical manner. Government operations must
comply with laws and their intent language as promulgated by legislatures and other governing bodies.
Proactive managers develop objectives and goals based on these legislatively mandated requirements.
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Managers within the BOP, IDOC, UDC and NJ DOC operate review and internal audit systems.
Professional standards have been adopted by these review/audit units for use in conducting financial and
performance audits. The primary scope of these audits is to assess the control environment within the
organization and to test specific internal controls developed and operated by management.

Internal controls are implemented to reduce risk. Internal auditors are concerned with potential risks
and are trained to look for the safeguards that will help prevent losses. However, another purpose of a
comprehensive internal audit function is to assist management. As a key management tool, the review/
audit function should assist in management’s duty to govern. The duty to govern is described by Dilulio
(1987, page 263):

It is easy to think of alternatives to imprisonment and to pursue magic cures for the ills of
America’s correctional complex. It is much harder to get down to the nitty-gritty business of
finding and implementing ways to improve conditions for the hundreds of thousands of people
who live and work in prisons. The former is an exciting enterprise that is in vogue; the latter
is a tremendous undertaking that seems hopeless. The first stimulates general ideas and frees
us to look ahead; the second immerses us in the particulars of prison management and forces
us to learn from our mistakes. The former enables us to theorize about how well we will
employ new or additional resources; the latter constrains us to discover and apply practical
ways of doing better with what is at hand.

Dilulio (1987 :263) expands upon the concept of governing prisons as 2 public trust:

The government’s responsibility to govern does not end at the prison gates; nor, for that
matter, does its ability. Whether government can or should run cost-effective railroads,
engineer economic prosperity, or negotiate us to international bliss may all be open to ques-
tions. But government can and should run safe, humane, productive prisons at a reasonable
cost to the taxpayers. No self-respecting government would abdicate or excuse itself from so
central a duty. Prisons are a public trust to be administered in the name of civility and justice.
Governing prisons is a public management task that we can learn to perform much better.

Using all resources within the organization, including legal, research, and audit, it is management’s
responsibility to know the law, regulations, and standards applicable to the organization; develop written,
comprehensive policies and procedures based upon the law, regulations, and standards; implement staff
training regarding organizational policies and procedures; provide supervision of staff in the context of
policies and procedures; and document all staff training and supervision. Management is responsible for
controlling and directing operations and for assuring that compliance with organizational goals, objectives,
policies, and procedures is maintained.

Generally Accepted Government Audit Standards

The BOP Program Review Division, IDOC Fiscal Internal Audit unit, UDC Bureau of Internal
Audit, and NJ DOC Internal Audit Unit subscribe to Generally Accepted Government Audit Standards
(GAGAS) as promulgated by the Comptroller General of the United States in a U.S. General Accounting
Office (GAO) publication entitled Government Audit Standards, 1988 Revision. According to the Comp-
troller General (1988:1-1), federal law mandates that federal inspectors generally comply with these
standards when performing audits. In addition, audit work conducted by nonfederal auditors of federal
organizations, programs, activities, and functions must also comply with these standards.

Broader applicability of the standards is recommended by the Comptroller General (1988:1-2), who
advocates their adoption by state and local government auditors and public accountants. The IIA and the
American Evaluation Association (AEA) have also issued related standards. The American Institute of
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Certified Public Accountants (AICPA) has issued standards that are applicable to and generally accepted
for financial audits. The AICPA standards for field work and reporting have been incorporated into the
standards promulgated by the Comptroller General.

The standards promulgaied by the Comptroller General define the types of government audits
conducted. These include financia! and performance audits. According to the Comptroller General (198§),
financial audits include financial statement audits and financial related audits. Financial statement audits
assess whether an entity is operating in accordance with generally accepted accounting principles. Finan-
cial related audits determine whether financial reports are fairly presented, if financial information is
presented in accordance with established or stated criteria, and whether the entity has adhered to specific
financial compliance reqrirements.

Performance audits include economy, efficiency, and program audits. Economy and efficiency audits
ascertain whether economical and efficient use is made of resources. They identify causes of inefficiencies
and uneconomical practices and measure the degree of compliance with laws and regulations governing
economy and efficiency. Program audits include evaluating the extent to which the desired resuits of
legislative or legaily mandated requirements are achieved, the effectiveness of operations, and whether
there is compliance with laws and regulations applicable to the program (Comptroller General, 1988).

The Comptroller General (1988) has established general standards pertaining to auditor qual-
ifications, independence, due professional care, and quality control. Specific standards address financial
audit field work and reporting, and performance audit field work and reporting. The IIA standards are
meant to serve the entire profession of internal audit in ail types of organizations. They address inde-
pendence, professional proficiency, scope of work, performance of audit work, and management of the
internal auditing department. These standards are periodically modified by the issuance of Statements on
Internal Auditing Standards:

Risk Assessment

An organization’s use of internal controls is one method by which it can identify and minimize risks.
Sawyer (1988:164) says that often organizational operations are not "mishandled" because of dishonesty
or malice, but because personnel do not follow the rules, do not understand instructions, or are not
properly monitored. Internal auditors are trained to look for the safeguards that will help prevent losses,
whatever their cause. Hyde (Internal Auditor, 1986:36) describes risk as "the probability of significant
loss of assets or disruption of a program caused by poor performance of a critical activity." It is the ex-
posure remaining after efforts at management control. Risk is defined as follows:

RISK = EXPOSURE less CONTROL

The IIA Statement on Internal Auditing Standards (The Institute of Internal Auditors, 1992b:61)
defines risk as the probability that an event or action may adversely affect the organization. The effects
of risk can involve:

e An erroneous decision from using incorrect, untimely, incomplete, or otherwise unreliable
information.

* Erroneous record keeping, inappropriate accounting, fraudulent financial reporting, financial loss
and exposure.

o Failure to adequately safeguard assets.
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¢ Customer dissatisfaction, negative publicity, and damage to the organization’s reputation.
¢ Failure to comply with laws, policies, plans, and procedures.

e Acquiring resources uneconomically or using them inefficiently or ineffectively.

¢ Failure to accomplish established objectives and goals for operations and programs.

Program reviewers/internal auditors test internal controls to identify «sk. The extent to which a par-
ticular operational objective can be achieved depends upon the answers to four basic questions:

e What could go wrong? Would the technique used prevent it from happening?
¢ If it happened, would it normally be detected? When?
¢ If not detected promptly, how would it impact the entity/program/account balance?

o If undetected material errors or irregularities could occur, what changes should be made to
prevent or detect them? (Arthur Andersen and Company, 1986:53).

Dittenhoffer (1691:5-5) describes three categories of risk:

(1) Inherent risk describes the basic hazards—for example, fraud, supply interruptions, and
accounting errors—that auditees face in the normal course of business.

(2) Control risk represents the danger that the internal controls designed to protect the auditee
from inherent risk may not have been installed or will break down.

(3) Detection risk addresses the possibility that the auditor will fail to detect a breakdown in
internal controls and express an incorrect opinion.

The risk control matrix shown in Table 2 illustrates the relationship of the control objective to
operational risk with reference to an inmate medical screening. Program review units use various methods
to identify important audit areas. The first step in determining operational risk, vulnerability, or exposure
is to segment the organization into assessable units. The Utah Bureau of Internal Audit (BIA) staff uses
a formalized risk assessment tool to establish audit priorities department-wide and specifically within the
institutions. This tool is based upon a model developed by the Institute of Internal Auditors (IIA). All
institutional functions and processes were first identified based on identified objectives, as shown in Table
2. Risk factor criteria were established and were used to prioritize all entities and functions within the
audit universe, using the form shown in Table 3. A similar tool was developed to prioritize all entities
and functions within the Utah Department of Corrections. A completed risk assessment results in a listing
of entities and functions from highest to lowest risk. High risk entities are scheduled for comprehensive
audit, while moderate and low risk entities and functions are addressed with less frequency and intensity.
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Table 2

Risk Control Matrix: Inmate Medical Screen

OBJECTIVE CONTROL RISK AUDIT TEST

To ensure 1. Comprehensive 1. Lack of policies 1. Determine if policies and
new inmates written policies and | and procedures procedures have been reviewed
arriving at procedures provides no standards | and approved by the Medical
Reception and | addressing Medical | for measuring staff Authority and are in accordance
Orientation Screening. performance. with law, regulation, standards,
undergo a consent decrees, etc.
Medical
Screening 2. Forms and 2. Various methods 2. Find out if standardized
conducted by | related of documentation forms based on policies and
appropriate documentation may ogcur. Possible procedures have been
staff within 24 | requirements. lack of developed, made available to
hours of documentation. staff and properly prepared.
arrival.

3. Staff training.

4. Supervisory
review.

3. Without staff
training, various
unwanted practices
may occur.

4. Without
continuous review,
problems may go
undetected.

3. Evaluate whether all staff
providing services to inmates
have adequate training

regarding Medical Screening.

4. Review supervisory practices
to find out if inadequate
Medical Screening practices are
detected and corrected.
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Table 3

Utah Department of Corrections Risk Assessment

RISK ASSESSMENT
DIVISION: LOCATION/FUNCTION:
DATE: ASSESSED BY:

STAFF INTERVIEWED (Name/Title):

SEGMENTATION SCHEME REFERENCE:

RISK GRADING: oo e . FISCAL YEAR TO AUDIT:

AUDIT BY:

3 afe 2k e ke e ke ke k¢ e e ok e o ke ke e adeobe e ke b ok 3 sk 3 3k ok ok ok ke ok Sk e e st ok e e ok ok ok dfese e o ofe ke ke ook sk sk e s sl she ok s o ake ok sk s sk ok sk s sfe e ok ke sk st o o oe e e ofe ke obe sk ok

SUM OF "VALUES": DIVIDED BY SUM OF "PRIORITIES": — =
RISK FACTOR:
Priority | Value

1. MANAGEMENT PLANNING: INADEQUATE 4

The degree of formalized planning conducted by MINIMAL 3

management pertaining to operations. This PARTIAL 2

includes documented short and long-term plans COMPLETE 1

that clearly state objectives, include timelines for N/A 0

completion, affix responsibility for
accomplishment, and are effectively
communicated throughout the organization and
external to the organization, where appropriate.

2. ORGANIZATIONAL CONTROLS: MINIMAL 4
Includes organizational charts, chain-of-command, | INFORMAL 3
reporting responsibilities, and adequate AVERAGE 2
organizational control methods including effective | OUTSTANDING 1
communication lines and the ability to affix N/A 0
responsibility.
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3. POLICIES AND PROCEDURES: NONE 4
Refers to the adequacy, completeness and INCOMPLETE 3
applicability of policies and procedures that guide | MARGINAL 2
operations. This includes internal technical COMPLETE 1
manuals, post orders, special orders, general MODEL 0
orders and manual chapters. Of great importance

is the degree to which these guidelines reflect the

legal and professional principles in constitutional

law, statutory law, case law, regulation and

professional standards.

4. MANAGEMENT/STAFF TRAINING: NONE 4
The adequacy, completeness, and applicability of | INCOMPLETE 3
documented preservice and inservice training MINIMAL 2
based on the legal and professional requirements COMPLETE 1
for the organization. MODEL 0
5. OPERATIOGNAL VULNERABILITY: LITIGATION 4
An estimation of the exposure to legislative VULNERABLE 3
scrutiny, public examination, etc. The potential AVERAGE 2
for such exposure and also the degree to which SECURE 1
exposure has already occurred should be N/A 0
considered.

6. OPERATIONAL COMPLEXITY AND VERY 4
INTERRELATEDNESS: COMPLEX 3
Refers to the degree to which complex operations | COMPLEX 2
occur and the level of interrelatedness or interface | MEDIUM 1
existing with other components within the NORMAL 0
facility/division and also outside the organization. | N/A

7. STAFFING/CHANGES IN GPERATIONS: PROBLEMS 4
Staff scheduling, rostering, chain-of-command, CHANGES 3
span of control and the recency and degree of any | MANAGEABLE 2
change within the organization are important EXCELLENT 1
factors. N/A 0
8. SUPERVISION AND DOCUMENTATION: | NONE 4
The degree to which operations are controlled and | POOR 3
essential activities documented. The effectiveness | AVERAGE 2
of staff and volunteer supervision should be EXCELLENT 1
assessed and a judgment made about whether N/A 0

appropriate documentation is maintained.
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9. COMPLIANCE WITH POLICIES AND NONE 4
PROCEDURES: MINIMAL 3
An opinion as to the level of staff compliance AVERAGE 2
with policies and procedures with emphasis on FULL 1
critical operations. N/A 0
10. FACILITY RISK MANAGEMENT: HIGH RISK 4
With respect to facility use and the level of MEDIUM 3
security, an assessment should be made of the MODERATE 2
significance and adequacy of risk management LOW 1
efforts (i.e., written disaster plan, fire, safety and | N/A ¢
health inspections, and related management
responsiveness to reported deficiencies).
11. MANUAL SYSTEMS CONTROL: POOR 4
This area includes such internal controls as access | WEAK 3
to, and physical control of assets, key control, AVERAGE 2
supervisory review, proper segregation of duties, EXCELLENT 1
etc. N/A 0
12. AUTOMATED SYSTEMS CONTROL: NONE 4
Refers to procurement and use of computer WEAK 3
hardware and software, integrity of data input, ADEQUATE 2
use and relevance of related reports, system EXCELLENT 1
security, data backup, etc. N/A 0
13. OPERATIONAL REVIEWS: NONE 4
Refers to the level of infernal and independent MINIMAL 3
reviews of operational performance. This may ACCEPTABLE 2
include assessments by management, local internal | MODEL 1
audits and department audits, and external audits N/A 0
and inspections.

skeake sk ok sk ok ook e sk o sk e s ok *

ke ok sk ke o ok ofe o e ke oo ok sk ok *

SUM COLUMN: Transfer these figures to first
page.
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Evaluation

Purposes and Types of Evaluation

Evaluatien seeks to determine how well a function is being performed. It may also contribute to
the development of new or revised organizational goals and objectives (i.e., new audit criteria). There
are four categories of evaluation:

e those that assess the implementation or initiation phase; how effectively the program was
phased in;

¢ those that monitor the actual program operations to see if the program is operating
correctly;

e cutcome evaluations that determine whether the program has met its goals (i.e., was a
program successful?); '

® cost evaluations that determine just how much a program cost in relation to its benefits,
or a cost-benefit analysis. Was the program worth the money?

By definition, evaluation uses "systematic, standardized methods of social science" to assess the
various interventions for their effectiveness (Smith, 1990:25). A key element of an evaluation is the
measurement of how successfully a program has met its goals. This measurement is often called outcome
evaluation.

According to Lewis and Greene (1978), a program’s early phase or implementation period should
be evaluated. This formative evaluation can give program officials valuable insight to be used in the initial
development of a treatment or process. This form of research is also called implementation or process
evaluation. Lewis and Greene (1978:175) caution, "no matter how well thought out a project may be,
there are always problems that have not been anticipated but that may influence the success or failure of
the project.” For example, an implementation evaluation conducted after the start-up of a drug treatment
program might assess whether the original staffing ratios are adequate to cover the actual operational
needs, whether the participants are receiving the treatment services as planned, and whether the schedule
of treatment is going to be able to move along at the rate initially planned. The evaluation may also look
at actual versus planned costs and whether the characteristics of selected participants match the population
originally targeted.

Evaluations will indicate whether programs should be continued, aitered or terminated. Replication
of treatment studies is also an important mechanism for justifying the widespread application of initially
successful treatments (Lempert and Visher, 1988). Because of an evaluation, as with an internal audit,
programs may be initiated, personnel may be changed, procedures may be ravised and other solutions
to accomplishing a goal may be attempted.

Today, more competition is found for the limited funding available to criminal justice agencies.
Evaluation research can indicate where available resources can be best used. Thus, the motivation for
conducting evaluation research is practical as well as economical. J. Michael Quinlan, former Director
of the Federal Bureau of Prisons, endorses the evaluation process, noting that it "must become a part of
every Bureau activity, not just because it improves our efficiency, but because it ensures a wiser use of
public resources" (Lebowitz, 1991:15).

While evaluation research should help in the formulation of policy, it should not be the sole basis
for it. Some programs may be continued in spite of unfavorable findings. Even when expressed goals are
not met (i.e., recidivism is not reduced), a program may be retained for its other values, such as
providing education and work skills, cost savings, or other organizational goals. The decision to continue
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a program is not solely a scientific or numerical judgment. However, with good evaluations, it can be
an informed decision.

The use of evaluation has been limited and controversial, with little planned effort to evaluate or
develop the best programming. As a defense mechanism against the charges that "nothing works" in cor-
rectional programming some corrections administrators may have shied away from evaluating their activi-
ties in favor of more "harmless” research efforts. A tendency is found in corrections to hire researchers
and not allow them to conduct research. Most research departments manage databases and/or provide
management information, statistical reports, surveys, literature reviews, and surveys of policies and
procedures. As Lovell and Kalinich (1992:90) argue:

Top administrators have done little to clarify the role of the research department. Top
administrators have actually given little forethought to the role for research information or to
the use and potential use of research information to achieve desired outcomes.

For example, an Arizona warden wrote of a multifaceted therapeutic community operating within the
system, concluding that the inmates in the program were calmer, less angry, related better to staff,
received fewer disciplinary reports, filed fewer grievances, and were more involved in work and school
programs than other inmates in the same institution. However, there were no formal evaluations done on
this program nor were there any independent studies showing that the program guaranteed a successful
adjustment to society.

One reason for the lack of evaluation is that records were seldom or inaccurately kept. Without
meaningful and reliable information, it is difficult to gauge the success of programs or to compare prior
results with current performance. It is only in the last decade that this problem has been remedied, with
the development of quantitative databases. In part, the current availability of aggregate data files is a
product of the automated recordkeeping components of most management information systems. Lewis
and Greene (1978) demonstrate that improved data sources and data collection can yield improved
evaluation, collation, and analysis, provide useful information for various programs, and improve infor-
mation dissemination.

Another problem that has hindered the evaluation process is that some programs ran out of funding
and were closed before evaluations could be done. Some programs eliminated the evaluation components
to allow the program itself to survive. Ironically, the evaluation was not viewed as essential to the future
survival of the program. Administrators are only now beginning to realize how essential evaluations of
prior programming are in qualifying for outside grant funding to continue these programs.

In other cases, programs ended before enough "treatment” had taken place to make assessment
meaningful. Because of changes in political administration, programs funded under one party may be
abandoned by the other. Even where good evaluations have been done, politics may dictate program
funding decisions. However, the existence of meaningful evaluations offers the opportunity to make policy
decisions based on empirical evidence. For example, the California Youth Authority developed a program
to increase the number of female recruits who passed the physical agility test. A one-day, preparatory
course was held before the test to assist women in developing and practicing the skills necessary to meet
the basic physical requirements. Special "FIT for CYA" sweatbands were given out with the instruction
and plenty of encouragement was offered. Unfortunately, there was no followup evaluation of this effort
to find out if benefits were realized; that is, to see if course participants did better in the exam than a
control or nonparticipant group.

There are two major forces presently driving evaluation. One is that initial funding is often tied to
a program’s evaluation component or continued funding is linked to the presentation of periodic eval-
uation reports. The second force driving evaluation is that in many agencies it is required by law.

A significant amount of correctional program literature is available in the form of reviews or
reports. Program reviews supply data on the numbers and types of participants, outcomes of treatment,
and costs associated with various activities. Reviews are statistical and are designed to simply provide




facts and figures. They are atheoretical in that they do rot test a hypothesis about how and why a
program might work or what expected outcomes may be.

Evaluations or evaluation research, on the other hand, may be done by social scientists from inside
or outside a program. Research is theoretical and involves the prediction of program outcomes.
Evaluation research is the scientific test of a series of assumptions or hypotheses about a given treatment.
Evaluation research is best carried out with an experimental group that receives the new program or
“treatment” and a control group that does not. The ability to replicate or reproduce research findings is
important in substantiating a study’s findings. As research findings are replicated in additional studies,
we gain confidence in the ability of that program to produce the same results with similar populations.
As Lundman (1984:43) explains:

The gain in confidence is greatest when replications do not repeat in exact detail all of the
elements of a previous project. The question to be answered by searching for replicative
studies is whether a treatment hypothesis implemented under a variety of circumstances is
effective, not whether a project precisely repeated would bave the same results. Diversity
along dimensions such as location, dates and subjects are important in assessing the general
effectiveness of a particular approach . . .

An evaluator may do either a report or a research study, depending on the type of information
sought and its intended use. If the purpose of the evaluation is simply to see if a program is meeting its
goals, for example to have clients complete the training or treatrent, then a report may suffice. However,
if the goal is to compare treatments or to measure the effects of a treatment over time, then a research
study would be proper.

Inside and Outside Evaluation

In determining the "best" persons to evaluate a program, administrators distinguish between those
who are inside or outside the organization. Inside evaluators may be agency researchers, board members,
the director, supervisors or program staff. In some cases, inmates are surveyed or interviewed as part
of the evaluation. Outside evaluators are experts in the type of program being evaluated. They are often
administrators from similar programs in the state or frorm other states, scholars, or consultants in specialty
areas. When expertise is not essential, community leaders may be selected for this role.

Several factors affect the decision to use inside or outside evaluators. The first issue is the
administrator’s confidence. It is important that the evaluator is competent and inspires trust. The second
consideration is objectivity. It may be difficult for insiders to be objective about the material they review,
to see facts clearly without prejudice. (For a discussion of objectivity, see Roberg, 1981.) A third aspect
of this decision is the evaluator’s understanding of a program or an operation. In many cases insiders
have the advantage of really knowing what a program is about; they know how goals have been translated
into projects and relationships. Outsiders may miss some nuances because they lack the working
knowledge of a program and its relationship to the agency. However, this can be redressed with some
extra preparation and access to pertinent details.

The final consideration in deciding to use inside or outside evaluators is the plan the agency has for
using the results. Reports that are not going to be widely circulated or published may not require the
neutral authority often associated with outside evaluations. When little money is available and strong
pressure exists to conduct a full-scale evaluation, an in-house evaluator may suffice. Some agencies reg-
ularly conduct inside evaluations and undergo outside review every three to five years. One realistic
compromise in the quest for meaningful evaluation is for studies to be conducted by the research office
of the state or state department of corrections. Program staff may supply those data that can be analyzed

. by researchers not directly connected with the project. An even better solution is to consult with the
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research office in the initial program development and implementation stages so that the appropriate data
are tracked and available for analysis throughout the project.

There are several types of evaluations depending on the questions being asked of a program. One
type is cost evaluation that provides a cost-benefit analysis of a particular program. It may also be able
to determine if program alternatives, either more or less costly, can provide similar rates of success at
meeting program goals.

Cost Evaluation

Cost evaluation is important, but it is not a substitute for a program review. Not all cost evaluations
are inherently meaningful. The value of court-mandated or humanistically necessary programs cannot be
measured by a cost evaluation. It is possible to assess required programs in terms of manpower and
resource expenditures to find out if they are efficiently managed. Such comparative cost assessments
between programs are becoming common, perhaps because little theoretical or practical agreement can
be found on the assessment of "benefits." Also, there is little disagreement that certain types of programs
such as education and drug treatment should exist. Thus, given similar outcomes, such as recidivism
rates, programming decisions are more likely to be made along the lines of relative cost.

An assumed distinction is often found in comparing the cost of certain categories of treatment
programs. As diagramed below, for example, self-help programs like AA will be much less costly to
operate than programs using professional counselors. In fact, the number of professional employees,
equipment, supplies, and support services necessary to operate a program will distinguish it in terms of
the expenditures necessary for its support. These can be illustrated along a continuum of cost.

LOW COST HIGH COST
SELF GROUP INDIVIDUAL TREATMENT
HELP COUNSELING COUNSELING CENTER

It is unrealistic to compare the costs of programs from two different service levels unless goals
and treatment differences are also considered.

The Role of Information Systeins
Applications

Computerized information management systems have revolutionized traditional management review.
They generate those data used in the review/audit process as well as the new audit trails. This has been
true in fiscal auditing since the advent of the computer. The IIA’s Certified Internal Auditor (CIA)
program addresses this issue in their certification criteria. Gleim (1991:148) acknowledges the computer
as a common audit tool, noting that it is used daily for data management and comparisons, statistical
analysis, and extracting information for audit test purposes. Experience with such systems is viewed as
fundamental to the work of the auditor.

The IIA has included a module on auditing and information technology in its series on "systems
auditability and control." The IIA says (1991:3-2) that "The use of information technology to support the
internal audit function is no longer optional; it is imperative.” Reviewers/auditors must discover and
understand the audit trails left by automated systems. These systems may eliminate hard copy or "paper
trails," forcing reviewers to directly access the system.

In the 1970s, automated systems were used in a few select departments. Use of information systems
in corrections grew during the eighties, due to innovations in personal and mainframe computers.
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Telecommunications and office systems technologies were also part of the new resources for managing
information (Caudle, 1990). The application of these technologies to the performance review process has
been limited and uneven across correctional agencies. However, these systems now provide new audit
trails for use in performance review, and in some agencies the information derived is being integrated
into the program review and planning processes.

The Hart and Moore study (1980:15) of information demand shows the following breakdown of
requests for management information:

Government Agencies 25%
Executive 8%
Legislative 4%
Judiciai 3%
Federal 4%
Social Service Agencies 6%
Correctional Agencies 24%
Universities 12%
Institutes and Councils 13%
Individual Citizens 15%
Private Firms 7%
Press 4%

Before a quality automated management information system is implemented, corrections
departments must first accomplish their primary objective of automated recordkeeping. According to
Alleman (1990:8), "America’s jails and prisons lag woefully behind most other organizations in the use
of computers. It is still more true than not that most prisons, despite size, rely primarily on antiquated,
clerically based record keeping systems." Alieman stresses that good information management systems
should allow those data to be recorded, reported, monitored, communicated, and analyzed. Systems that
simply record or communicate information, and do not analyze, wiil not allow managers to effectively
solve problems. Interactive systems alert users to important deadlines and possible errors in procedures.
The most useful systems will handle large amounts of information and make it available in different
formats. Simulation programs will allow managers to quickly understand the possible effects of proposed
changes in one area on other related operations.

The automation revolution has not been painless or even efficient. A recent Government
Accounting Office (GAO) report discusses problems in computerizing complex government agencies;
these include introducing technology without proper needs assessment and staff training. The issue of
secrecy also arises, along with an unwillingness to integrate these data, which means valuable information
may not be disseminated. As one consultant explained to Newsweek, (DeSilva, 1992:70) there is a

generational conflict between the Stone Age managers intimidated by scary computer
jargon and young whizzes who can infiltrate enemy military systems with their laptops
but aren’t experienced enough to understand how government agencies work. The
managers end up delegating computerization to the "techies” who in turn recommend
complicated systems that may have little relation to the agency’s needs. The government
tends to let technology direct them and not direct the technology themselves.

In 1990-1991, the Robert Presley Institute for Corrections Research and Training and California
State University-San Bernardino sponsored several workshops on managing computer resources. Partici-
pants included top managers (primarily wardens and superintendents) who were uncomfortable with how
automation could enhance administrative effectiveness. Demonstration and hands-on sessions allowed them
to directly experience some personal computer techniques, including spreadsheets and electronic mail.
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Discussion topics included handling large data sets, computerized operations such as identificatior: and
commissary, and the need for security in access areas.

As managers have recognized, computers, particularly information management systems, have
myriad applications. Functions range from managing employee records to scheduling maintenance,
assigning shifts, controlling overtime, tracking disciplinary cases, classifying inmates and ordering food.
The obvious benefits of such systems are the increased availability of information that permits greater
efficiency in performing daily operations. Other benefits include shifts in resource allocations, as requests
can be justified with facts and figures.

A disadvantage of computerized information management is that results are not immediate.
Initially, a learning curve is found which reflects differing abilities. Also, many areas that profit from
automation, including clerical and data processing, may not have a high profile or priority in the org-
anization (Northrop et al., 1990). Automation did not result in many staff reductions, according to recent
surveys of public sector administrators; however, cost savings did occur (Northrop et al.). Although
computer support staff was hired, no increases were made to existing jobs despite increases in prison
populations.

Use of Information

A management information system (MIS) can encompass the informal reports of staff, the inmate
"rumor mill," and complex networks of inside and outside databases. However, most people associate
management information systems with electronic data processing (EDP) systems developed to support
internal operations. Internal data needs include all those administrative functions that support the structure
of the system, such as fiscal activities, personnel management, inmate data maintenance, security, and
physical plant operations. An effective information system not only processes those data, it also allows
managers to respond to information demands from external entities by generating specifically formatted
reports. Outside requests may come from governmental agencies, politicians, the press, or private
citizens. A breakdown of the uses or need for management information may be viewed on a continuum
from individual (micro) to organizational and extra-organizational (macro) needs.

LEVELS OF NEED FOR MIS

MICRO MACRO
Individual Office/department Organizational External
Needs Needs Needs Needs

Management information should not be mistaken for or replace actual research. Although it
addresses the frequency and trends of events, its use in decisionmaking should be guarded. Only more
sophisticated research models using multivariate analysis (controlling for the effects of different related
variables) can give us meaningful information about cause and effect relationships as well as the
probability of certain predicted outcomes. Williams et al. (1992) outline some dangers of substituting MIS
raw data for research.

® Raw data may be misinterpreted by persons without statistical training or without a sense
of error related to the relative size of differences. If these data in a small sample show
large differences it is easy to conclude that a real difference exists when the difference
is, in fact, a fluctuation due to chance.

27




® When attempting to relate raw numbers with different bases, the accompanying
percentages may be complementary or even the sole form of those data. Percentages
based on small numbers may seem to indicate large differences when the movement (or
addition) of only a few cases is really involved. Again, the differences may be the result
of mere chance.

e Raw numbers and percentages provided to managers are not controlled and may be
misleading if compared to raw data for another area. Differences in raw data exist for
various reasons, the most common of which is that the two areas are different entities
with different functions. Comparisons must be based on similar elements. For example,
five apples #ye not necessarily better tasting, more expensive, more nourishing, or harder
to digest than four pears; the number reveals only that there is one more piece of fruit
in the apple group than in the pear group.

© Raw data are generally out of context. Easy access tempts the manager to bypass the
research unit that explains differences, controls for important variables, and is based on
appropriate statistical analysis. Managers must understand how data are interpreted to
avoid drawing poor and incorrect conclusions.

¢ Finally, it is possible that aggregated data, rather than individually based raw data, may
be the basis of the management information system. If this is the case, the database would
appear to contain valuable information, while in reality all of the above problems apply.
Further, nothing can be done to make aggregate data more useful without an under-
standing of those original raw data. The entry of individually based raw data is pref.cable
to those data aggregated at input.

This study examined how information systems are used in corrections to support performance
evaluation. Issues included the degree to which MIS results (reports, etc.) are integrated with performance
review and the auditing functions. In some cases performance review, management information, and short
and long-range planning were linked in the same system. Integration of these functions met organizational
needs far beyond those of managers, auditors, or specific organizational units.

Information systems in correctional agencies focus on three areas: operations support, direct service,
and population summary information. For purposes of the study, these categories were used to look at
information systems in the jurisdictions and the topics in each can be summarized as follows.

ORGANIZATION OF INFORMATION SYSTEMS

GPERATIONS DIRECT POPULATION
SUFFORT SERVICE SUMMARY
Finances Inmate Accounts Population Trends
Personnel Canteen/Commissary Racial Balances
Training Classification Admission
Scheduling Discipline Assignments
Staff/Inmate ratios Grievances Housing
Vacancies Health Work
Fixed Assets Pharmacy Charge/Sentencing
Inventory Vistor Control Calendar/Scheduling
Vehicle Management Property Inventory Detainer/Warrants
Key Control Discharge

‘Move Orders
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Shugoll and Dempsey (1983) distinguished between operational data, the case information used in
daily decisionmaking, and statistical data, the aggregate data compiled for reports and statistical
summaries. Many corrections departments (New Jersey, Georgia) now publish statistical reports in
addition to or instead of traditional annual reports (Nevada, North Carolina).

Operational data have become "friendlier" to management needs, and systems can now measure staff
and inmate conditions. The Moos Correctional Institution Environment Scale is a 90-item true-false
instrument that can be administered to personnel or inmates. The social climate scalz measures three
dimensions of institutions: people-to-people relationships, institutional programs, and institutional
function. Specific variables include whether inmates are encouraged to develop autonomy, whether
programs are oriented toward release and jobs, and whether program rules are clear (Houston, Gibbons
and Jomes, 1988). Such an instrument can track attitudes over time to compare attitudes between
institutions.

Another example of operational information designed for managing prison environments is the
Prison Social Climate Survey, used by the Federal Bureau of Prisons (BOP) since 1988. It surveys
randomly selected staff and inmates and assesses living and working conditions in the BOP. It provides
valuable information on personal safety, security, quality of life, and personal well-being within the work
environment. Another project of the Office of Research and Evaluation is the Key Indicators/Strategic
Support System (KI/SSS) that is discussed in greater detail in chapter VII. The automated system provides
information on inmates, staff, financial management, and institutional operations and was developed to
support performance review and planning capability (see Saylor, 1983, 1988a, 1988b, 1989). The
Program Review Division integrates information from various sources into a system that supports goal
setting, evaluation, and future planning (Lebowitz, 1991:13). In addition, the Office of Research and
Evaluation (ORE) was moved to a new Information, Policy, and Public Affairs Division. ORE also
conducts various studies on BOP programs and services that are part of a strategic planning effort.

Data Entry and Security

A controversial aspect of automated data systems is centralized versus decentralized data entry.
Centralized entry systems offer uniform methods and specificity in job function, whereas decentralized
entry allows those most familiar with each type of information to file that information. For example,
medical services personnel would code and enter medical data. Similarly persons in classification,
discipline and education would code and enter their data on inmates and operations. The advantage here
is a level of quality control, presuming that data processors better understand and could therefore adjust
information variables. This method prevents personnel unfamiliar with a discipline from incorrectly
categorizing entries. Data processors familiar with an area may be more likely to rectify errors or missing
information; such accuracy and thoroughness can only enhance quality.

Information security is an important issue. In 1987 the Federal Government passed the Computer
Security Act, legislation that established minimum security practices to protect sensitive information in
Federal computer systems. It also requested that computer systems with sensitive information be identified
and that agencies submit plans for their security to the National Institute of Standards and Technology,
the National Security Agency and the Office of Management and Budget (OMB) for review. Areas of
security concern include personnel screening, risk assessment, audit and variance detection, security
awareness and training measures, and controls for authorization/access, hardware/software maintenance,
data integrity/validation, physical environment, confidentiality, and emergency backup and contmgency
planning.

While Federal agencies continue to implement these controls, a recent Government Accounting
Office report noted that many Federal agencies have yet to meet the goals and deadlines outlined in the
1987 legislation (GAQ, 1992:1). Some officiais had bad experiences in developing a computer security
plan, learning that data entry and security controls must be in place to easure that the "data trails" left
by automated systems are timely, accurate, and useful.
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The integrity of a management information system depends on the accuracy of those data entered.
Most data processing software automatically detects wrongly coded entries and flag errors for resolution
by the entry operator. MIS security refers to protection against intentionally introduced error and
unauthorized access to sensitive databases (Waldron et al., 1987). Depending on the particular database,
the extent of possible damage from unauthorized access will vary. '

Designating information as "sensitive" or "vulnerable" is controversial, and the practice has
inhibited the widespread use of databases. Evidence shows user resistance to the system, due to the
possibilities for exploiting sepsitive information and cumbersome security systems. For example, the
California Department of Corrections has a 48-page manual on computer security that is based on the
Federal Bureau of Prisons’ Task Force on Inmate Access to PCs report. Its recommendations include:

¢ the prohibition of inmate writing of programs used to conduct the work of the institution;

¢ the designation of a full-time computer security specialist at every institution;

the establishment of a computer security committee to develop system-wide plans and policies;

e limiting inmate access to PCs and software, and the controlled release of diskettes to prevent
tampering with files;

consider locking devices on disks or drive units when appropriate;

identifying computer-literate inmates and those known for computer fraud/abuse and excluding
them from computer-related assignments.

Other recommendations are regularly scheduled training sessions on virus control, use of passwords, and
optimal use of backup procedures.

1t is likely that concerns about computer security and potential abuse of automated systems have
hindered the use of sophisticated management information systems. It is also possible that some managers
use security as an excuse for not developing such systems. However, the value of aggregate data to
anyone except managers and researchers is debatable, and the potential for abuse seems minimal.
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CHAPTER 1V

THE STRUCTURE OF PERFORMANCE REVIEW

Since an agency’s performance review system reflects its organizational structure, it is no wonder
that little uniformity is found in the application of such systems in the United States. A recent analysis
of organization charts of several U.S. correctional agencies shows how they vary in structure. The
Federal Bureau of Prisons (BOP) takes a regional approach, which brings management support closer to
field locations and enrables each region to conduct its own audits and management reviews. It is held that
"regionalization has enabled timely and effective guidance to local institutions through streamlined admin-
istrative procedures” (Quinlan, 1988). BOP’s Occupational Safety and Environmental Health Program
ensure a safe and healthy physical environment by having Safety Managers at each site to inspect food
service operations, living units, vehicles, and hospital operations. A major concern is proper use of
equipment, especially in activities carried out by Federal Prison Industries (UNICOR).

Our examination of organizational charts also revealed the placement of performance review offices.
Many departments lack a research office, believing their management information systems are sufficient;
they tend not to develop more sophisticated research/evaluation capabilities. One state DOC’s research
office is so low on the organizational chart it appears to lack direct access to senior management.
However, some organizations are modifying their performance review functions, if only with relabeling.
A recent change in another state has planning and research report directly to the commissioner, rather
than to an assistant commissioner.

As noted earlier, significant restructuring took place in the Federal Bureau of Prisens to maximize
information gathering and use. A new division was created to better promote the use of management
information and review, and the Office of Research and Evaluation was moved within the Federal Bureau
of Prisons to a new Information, Policy, and Public Affairs Division. The Office of Research and
Ev~luation conducts studies of treatment programs, recidivism, and other areas, and surveys the staff’s
perception of the work climate; this information is used in strategic planning within the Bureau.

A Framework for Evaluation of Performance Review Systems

While the development of management-directed performance review systems has varied over the
years, the basic components include internai and external review on both continuous and intermittent
schedules, with different systems for ensuring operations and program controls. Most agencies can
identify their external and internal review units within this framework. Many functions, such as annual
fiscal audits, can be clearly identified as external, intermittent activities. State or Federal (OSHA) safety
inspections are similarly external and intermittent, although regularly scheduled. Investigations might
occur any time, as can court orders requiring oversight. Evaluation of a program can be continuous but
usually for a specific period of time only.

Functions such as program review and internal audit are ambiguous. They are not specific to a given
time frame, and, depending on the location of the activity in the organization, may be viewed as external
or internal in nature. A warden may consider a review initiated by central office as external, while central
sees it as internal. Many activities, such as fiscal controls and database maintenance, have built-in controls
that operate continuously. These controls are also revicwed intermittently, especially with respect to their
application.

Conduct of the Study

This study highlights.the Federal Bureau of Prisons and six state program review/audit systems. It
includes information on the system used by the Correctional Service of Canada. The intent was to identify

31




those aspects of performance review/internal audit that would contribute to a model attainable at some
level by all correctional jurisdictions. The draft reports were reviewed by directors and representatives
of several correctional systems for their feasibility.

Project staff studied the Program Review Division (PRD), the internal audit arm of the Bureau of
Prisons created in 1988. The division assumes that program review is linked to overall agency per-
formance as well as the planning function, information systems, and research and evaluation needs. We
involved as many correctional agency personnel as possible during the study. It is hard to "sell” manage-
ment on the idea of adopting "model" programs designed elsewhere which they feel may not apply to
them. However, it is imperative that field personnel participate in any process that will affect their jobs
(Reimer & Sechrest, 1679; Sechrest & Reimer, 1982).

The model internal program review/audit. system presented in this report identifies the structural
components that lead to better management control. No perfect system exists for program review/audit
of organizational activities. Agencies with the most comprehensive review/audit functions have an admini-
strative commitment to such systems and also to sufficient funding.

Generally, the automated information systems examined were not linked specifically to the internal
audit process, although they were a component of the management review process in most jurisdictions.
The BOP and the Correctional Service of Canada have linked technology to performance review and
planning, and hence to organizational outcomes. Both systems refer to "strategic plan goals" or "corporate
objectives." The use of these information systems in internal auditing is now being explored. As with
other technologies, the proper management of information systems is important to both performance
review and internal audit.

Summary of the Field Visit Process

An open-ended, 21-item questionnaire was used to determine the present condition of the program
review/internal audit function in our sample group. This format is based on the definition of adminis-
trative controls discussed above. It is reproduced here (as revised) as a reference for agencies that wish
to assess current program review and internal audit capabilities or plan a program review and internal
audit function.

Table 4

Analysis of Program Review/Internal Audit System
Onsite Survey Questions

1. ORGANIZATIONAL ISSUES (Controls):

A. Legislation: Does enabling legislation/federal regulation exist to guide the program
review process? Are copies availatle?

B. Policies and Procedures: Does your agency have comprehensive, written internal policies
and procedures for the review/audit process? Are copies available?

C. Operational Standards: Is the program review/internal audit function guided by policies
and procedures?
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D.

Organization: Does your agency have an organizational chart, job descriptions, post
orders or other documents that show staff involved in the internal review process?

Staff: How are staff assigned? How many staff are involved? Do the reviewers report
to an individual who is placed at a sufficient level within your agency to insure
objectivity and independence of the review process?

II. PLANNING ISSUES (Controls):

A.

Are written audit plans and schedules prepared?
If YES, obtain copies and determine who prepares these documents and how they are
distributed.

Find out if relevant training is provided reviewers. Obtain copies of lesson plans or
other documentation. Determine if reviewers are associated with professional audit
associations or organizations and obtain related certifications.

Determine how your agency identifies facilities and entities to be audited. What is the
audit universe? Is the audit universe prioritized for reviews based on any process of
formalized risk factoring? Is related documentation available?

Is the time scheduled for onsite visits adequate tc address the scope of the review?
If NOT, determine disadvantages of short time frames.

II. OPERATIONAL ISSUES (Controls):

A.

Are facility and agency staff sufficiently familiar with the review process and the
policies, procedures, and other guidelines that will be used in their review/audit? Are
they generally well prepared for the review? Is a review announcement prepared? Is an
entrance conference conducted?

Are written instructions prepared for/by the reviewers for the onsite verification phase
(i.e., an audit/review program)? Are uniform instructions given as to sample size?
What types of documents are to be reviewed? Is there consistency in review testing
procedures from facility to facility and unit to unit?

Are the reviewers provided the information needed to conduct appropriate audit/review
tests (i.e., documents, staff schedules, opportunities to observe practices)? Does the
review occur in a generally cooperative environment?

Is sufficient audit/review evidence gathered and are appropriate evaluations made (i.e.,
are working papers sufficient and are logical assessments and conclusions made by the
reviewers)?

Review a sample of working papers (refer to relevant criteria).

Do the reviewers provide management immediate verbal response at the end of the
onsite phase? If not, should they? Does an exit conference occur? Does management
provide a response to an audited unit? Are there opportunities for management to seek
clarification from the reviewers?

33




Do the reviewers possess adequate professional proficiency to conduct the reviews?
If NOT, what additional training, education, experience, etc., is needed?

Are the policies and procedures or standards used as review/audit criteria sufficiently
comprehensive? If not what is missing. What operational areas do wardens and mana-
gers find important or troublesome that are typically not included within the scope of
the reviews? Are life, safety and health issues adequately addressed for example?

IV. INFORMATIONAL ISSUES (Controls):

A.

Are written review reports provided regularly? Does policy and procedure require
report preparation within specified time frames?

Do the audit review reports present an accurate portrayal of existing conditions and
offer sound recommendations?

If NOT, is there a workable method in place to address the accuracy of the report and
seek clarification from the reviewers when necessary? Obtain and review sample
reports?

Are audit/review reports useful tools in developing action plans to remedy deficien-
cies? For example, has your agency successfully used reports for purposes of capital
requests, for assigning responsibility for systems development or writing policies and
procedures?

Are followup reviews conducted?
If NOT, is there a mechanism to ascertain the degree of resolution of issues identified
in the review reports?

Are written action plans generally developed in your agency to address deficiencies
identified by both managers (management review system) and reviewers?

Please explain or define the current management review system that exists within your
agency including methods of documentation. (It would be useful to obtain samples of
written action plans).

What role do external auditors/reviewers play in influencing the management review
system within your agency? Please be specific as to state, legislative, fiscal or ACA
auditors, OSHA inspectors, fire marshal, etc.

Criteria for Measurement

Standards for a program review/internal audit system were derived from the Government Audit Stan-
dards, Comptroller General of the United States (1988), the Codification of Standards for the Profes-
sional Practice of Internal Auditing, (The Institute of Internal Auditors, 1989), A Common Body of
Knowledge for the Practice of Internal Auditing (The Institute of Internal Auditors, 1992a), and the actual
practice of internal audit. These criteria should be used by organizaticns who wish to develop a program
review/internal audit capability.
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CHAPTER V

MODEL PROGRAM REVIEW/
INTERNAL AUDIT SYSTEM

This chapter presents a model that can be the basis for an activity plan to implement program review
or internal audit procedures in a department of corrections, prison, jail, or other correctional organ-
ization. The steps necessary to developing a model are outlined and examples are given. The model draws
on the field work presented in detail in chapters VII and VIII for program review/internal audit proce-
dures used by the Federal Bureau of Prisons and departments of corrections in Illinois, New Jersey, Utah,
Idaho, Oregon, and Washington State.

The steps or activities presented in this chapter will not apply in the same way to every agency
considering implementation of program review. However, the developing art of internal review suggests
that a specific body of techniques are required for its successful implementation. Any model, such as that
presented here, is a depiction of an issue under study. Whether quantitative (using numbers) or descriptive
(discussing how a manager might respond to a union demand), a model should lead to better decision-
making. Models reduce one’s reliance on intuition. They are based on facts and, therefore, provide
objective information as well as clues to the consequences of a particular action. They are integral to the
planning process.

Model development has three stages: 1) describing the current system or activity in terms of its
goals, objectives, and strategies for attainment; 2) defining the improvements that would facilitate meeting
goals; and 3) designing a blueprint based on the first two steps that would allow the achievement of these
goals. Thus, a model must describe present conditions, desired goals, and a method by which to achieve
them. The model exists for guidance, to previde a standard; it will not be immediately realized by every
agency. Its value to each correctional system should be weighed in terms of existing resources and
potential benefits.

Our model addresses how prograrm review systems should operate and their future direction. More
detail is provided in later chapters. This chapter summarizes the basic corncepts and steps of program
review to guide agencies in developing their own review capability. To the extent possible, these elements
are designed to show how they can be adapted io organizations of different sizes and structures. This
section includes:

e a listing of elements essential to good program review/internal audit and evaluation systems;
e a format for managers to use in analyzing their existing operations;

o the organizational requirements necessary to establish a program review or internal audit
capability;

* an outline of an actual program review, including a risk assessment procedure;

e a plan for evaluating the program review system used based on a variety of performance
criteria;

¢ a description of information system requirements and software that can support program
review/internal audit and evaluation activities;

e 3 description of the barriers to effective implementation of program review/internal auditing
and program evaluation.
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Organizational Steps for Program Review/Internal Audit

The way in which the program review is organized and conducted is critical to its usefulness to the
agency. Our model outlines the general procedure, but each entity (state, county and local correctional
agency) and department must establish initiatives that reflect its needs. The agency must make commit-

steps include:
¢ enacting enabling legislation or charter;
® establishing agency policy or an internal directive;
e identifying the disciplines or functional areas to be reviewed;
¢ identifying areas of greatest risk;
® establishing measurement criteria and a reporting system for resuits;
©a method for making the system relevant to personnel performance;
» making the system part of the planning and decisionmaking process;
e establishing the internal audit function;
¢ developing information sytem support;
o developing a strategic management capability;
® conduct training and marketing.
Enact Enabling Legislation

The auditing function should be authorized either through enabling legislation, a charter, or both.
An example of model internal audit legislation has been drafted by The Institute of Internal Auditors and
is included as Appendix A.

Federal agencies—in accordance with 31 U.S.C. 3512 (b)(1), which refers to executive accounting
systems, and the Office of Management and Budget (OMB) Circular A-123, which addresses internal
control systems—are required to establish a continuous process for the evaluation and improvement of
the organization’s system of internal controls. Several states studied have already enacted audit legislation.

The IIA standards establish the importance of an audit charter for an organization operating an
internal audit function. These standards (Institute of Internal Auditors, 1989:10) state that the purpose,
authority, and responsibility of the internal auditing department should be defined in a formal written
charter, and that "the charter should a) establish the department’s position within the organization; b)
authorize access to records, personnel, and physical properties relevant to the performance of audits; and
c) define the scope of internal auditing activities."

A charter may require the organization to provide an annual statement assuring compliance with
applicable laws and adequate systems of internal control. Such a statement should comprise a report of
material weaknesses and corrective actions taken or planned and should consider internal and external
reports. The charter and law should grant auditors access to records and information, delineate reporting
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responsibilities, and specify lines of authority. It may also specify educational, experience, and
certification requirements for auditors.

Establish Organization Policy or Internal Directive

The Chief Executive Officer (CEO) must officially state in an agency directive that managers are
responsible for the development and application of internal controls. The program review/audit function,
however, must be established independent of management. Unit administrators will be held accountable
for the program review/audit findings and any corrective action required. The organization policy or
internal directive is the foundation of the program review process.

Identify Primary Disciplines for Review

The organization should identify the primary disciplines or major program areas that are to be
measured. These areas should be further grouped into "indicators," specific functions and related
processes, that are directly linked to the organization’s goals and objectives.

Identify Areas of Greatest Risk

Audit areas deemed "at risk" should be identified by staff, who should also assess critical factors
or indicators within these areas. Areas where actual practice significantly deviates from goals, objectives,
policies, procedures, laws, regulations, and standards may have serious ramifications for the organization.

Establish Measurement Criteria and a Reporting System
The organization should establish standardized audit criteria to measure the performance of the areas
under review. It should also establish a uniform method for reporting program audit findings. In an audit

of an agency’s compliance with standards, the consistency of audit testing procedures and the
completeness of evidence are major concerns.

Make the Review System Relevant to Personnel Performance
The organization should establish a procedure to incorporate audit findings and recommended
corrective action(s) into the performance plans for the managers responsible. Executive management must

demonstrate the significance of the internal control process by using audit results as a management
indicator in evaluating personnel performance.

Make the Review System Part of the Je-isionmaking Process

Managers at ali levels must be trained to interpret information relevant to their areas and to make
decisions based on their analyses. The following are specific to this area:

¢ The CEO and executive staff will consider budget requests and appropriation transfers
only if they are accompanied by quantifiable data and supporting information.

» Modifications in mission, program, or function must be supported by objective data.
Changes should be monitored over time to see if desired results are achieved.
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e Proposals for new initiatives, services, or programs should include a cost henefit analysis
supported by objective and quantifiable data. They should include the "key” or critical
indicators that will be measured during future audits and program reviews.

e The organization should incorporate the results of the review/audit process into the annual
budget cycle. Results should also be used to identify the goals and objectives of the
organization for the next year.

Establish the Internal Audit Function

Generally accepted government and internal audit standards address the impact of the program
review/internal audit function. This function should be determined by the following controls:

e QOrganizationai—the organizational status of the program review/audit function as indicated in
enabling iegislation and' charter;

¢ Planning—identification of important review areas, establishing priorities (risk
assessment);

e Operational—program review/internal audit policies and procedures, planning and in-
itiating a program review (the preliminary survey), conducting and managing onsite veri-
fication, local operational reviews, follow up reviews, quality assurance;

¢ Informational—reporting review results to management and developing action plans to
correct deficiencies.

A crucial step in the auditing process includes examining the documentation that accompanies the
report findings. The quality, validity, relevance and thoroughness of audit tests and evidence directly
affect how useful the resulting audit report will be. During the evaluation phase of the audit, examiners
find the degree of compliance with laws, rules, policies, and regulations; the level of economy and
efficiency; whether the program results are achieved; and they recommend corrective action when actual
practices and standards differ.

Integrate Review with Information System
Modern management practices require an information system that can support many functions, in-
cluding program review. Existing data collection systems, both automated (mainframe, minicomputer or
PC-based) and manual, should be assessed to determine the availability and accessibility of needed infor-
mation. Findings from the assessment should:
¢ 1aclude a management information system (MIS) model, a user feasibility study, and a
cost proposal; the model should integrate existing data collection operations in order to

support the internal control/audit review process;

e provide executive management feedback on the internal control/audit review capability.
Develop a Strategic Management Capability

An internal control program that monitors and measures institutional performance must be part of
a comprehensive strategic management plan. Information collected from the internal control process must
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be fed back to executive staff and policy makers to develop long term plans and establish organizational

. goals. Staff must be trained and oriented to the strategic management cycle and the relationship that the

internal controls program has in providing responses to management. The following are specific to this
area:

Each organization should identify and publish its goals and objectives.

Each organization should determine the existence of long term planning or strategic
management capability and/or a formal annual planning cycle.

If a strategic planning cycle exists, it should include input from each level of management
and the information needed to monitor workload performance.

The strategic planning capability should provide a feedback mechanism for each level of
management in order to assess the performance of their respective areas of responsibility.

Conduct Training and Marketing

Executive management must educate managers about the value of the program review/internal audit
process to the organization. The orientation should be presented to others who are interested, including
staff and inmates.

The Program Review/Internal Audit Model

Implementation of the program review/internal audit process requires that four areas be addressed,
at a minimum: enabling authority, organizational controls, internal controls, and operational controls. The
need for enabling legislation and/or a charter has been discussed above. The following procedures are
likewise fundamental to the attainment of a program review/internal audit process.

Organizational Controls

The status of the review program within the organization is addressed in government and internal
audit standards. Government Audit Standards (Comptroller General of the U.S., 1988:3-8) state that "the
audit organization should report the results of their audits and be accountable to the head or deputy head
of the government entity and should be organizationally located outside the staff or line management of
the unit under audit."

Standards of The Institute of Internal Auditors (1989:9) also indicate that "the director of the
internal auditing department should be responsible to an individual with sufficient authority to promote
independence and to ensure broad audit coverage, adequate consideration of the audit reports, and
appropriate action on audit recommendations.”

Internal Controls

An internal control system includes risk assessment and auditing, functions that define the audit
universe and set priorities. Important audit areas are suggested in several ways: by agencies internal and
external to the department, by surveys, by management concerns including known problem areas, and
by state or national correctional standards.

The risk assessment tools presented in this report use quantitative techniques that help determine
and prioritize high risk areas, an essential preliminary process. Because resources required by the review
process can be hard to find, Sawyer (1988) sees risk assessments as a type of analytlcal review procedure
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which is linked directly to the effectiveness and value of the audit unit to the organization. Important or
high risk areas must be identified in order to better direct resources. Sawyer (1988:447) makes it clear
that "Risk analysis is perhaps one of the greatest challenges to auditors. It requires skill, experience,
knowledge of operations, personal contacts, awareness of the operating climate, and an understanding of
the firm’s objectives and operating philosophy."

Defining the Organization

The first step in determining operational risk is to assess units according to their vulnerability. No
one method applies to all agencies. Organizations vary in structure and activities performed. However,
agencies often define themselves according to their information system needs, and these divisions may
be suitable for auditing purposes. "The important thing to remember is that the inventory should
encompass the entire organization, and the individual assessable units should be of an appropriate nature
and size to facilitate the conduct of a meaningful vulnerability assessment" (Arthur Andersen and
Company, 1986:9).

Identifying Areas of Risk

Program review staff should focus on issues which represent material risk. Sawyer (1988:203)
indicates, "The professional internal auditor should be able to identify the objectives of an operation, the
risks that lie in the path leading to the objectives, and the key controls in effect, or needed, to help
achieve the operation’s objectives." The IIA Standards (1989) also address establishing the audit universe
and developing priorities for planning and conducting the audit.

Of the jurisdictions studied, most had formalized methods based on quantifiable measures for
identifying the audit universe and for scheduling activities. The BOP assessment process examines each
component of a discipline or program to determine:

1)  the vulnerability of the program to fraud, waste, abuse, and mismanagement;

2) the potential for serious problems if policy and regulations are not followed, or systems
of internal control are not adequate;

3) the degree to which resources are being used efficiently;
4) program review priorities;
5) management indicators by which program operations are to be evaluated.

Management meetings offer a structured forum for assessing risk and needed changes. Discussions
should 1) identify an objective for operational activities, 2) assess the level of risk, 3) articulate
procedures or control techniques that ensure that operational objectives will be met and problems avoided,
4) identify the perceived adequacy of these controls and safeguards, 5) anticipate the significance of actual
risk to the program’s mission, 6) distinguish methods of reviewing the activity to ensure controls are
adequately tested, and 7) index specific program review objectives and steps to carry out testing. The
central office program administrator is responsible for maintaining documentation about the assessment
process.

A risk assessment tool was described earlier in this report. This tool, developed in Utah and based
on an ITA model, identifies institutional functions and processes outlined for 13 areas of possible risk,
shows the factor criteria established, and identifies the review/audit priorities established. Management
control plans should identify the level of risk associated with program areas and present corrective
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measures for problems that do not require additional review. Any special studies, surveys or task force
efforts to examine problems in detail should include a firm schedule.

The review/audit plan or schedule developed in this process should include the number of planned
audit hours, the risk factor, the institution or unit to be audited, a summary of previous internal and
external audit findings, the number of repeated findings, and the percent of audit hours versus the percent
of expenditures for each institution. In establishing audit priorities, key assumptions and judgmental risk
assessments should be based on prior external and internal audit results.

Operational Controls

The demands of maintaining a comprehensive program review/internal audit function require
operational guidelines for internal audit staff. IIA Standard 530 (1989:48-49) addresses this issue, calling
for policies and procedures "appropriate to the size and structure of the internal auditing department and
the complexity of work." Formal procedures and technical manuals may not be necessary in smaller units,
although they are advisable in larger organizations. Greater detail is provided in chapter VIII.

Policies and Procedures

Comprehensive written policies and procedures must guide the review process from its development
through implementation. Appendix B provides a Summary of General and Specific Standards for the
Practice of Internal Auditing. Similar guidelines are found in BOP Program Statement 1210.12, found
in Appendix C. The policy should include:

1) = a declaration regarding the purpose and scope of the review process;

2)  a listing of all affected directives and standards that are rescinded or referenced;

3)  a catalog of terms used;

4) a description of how the program statement is organized;

5) background information, including laws and regulations that necessitated the
developmeny, of the program statement;

6) the overall policy regarding program reviews;
7) asummary of management responsibilities;

8) a series of statements concerning executive and administrative staff responsibilities for
the program review process;

9) a description of the role and function of each unit and how it relates to the program
review process.

The policy must identify vulnerable areas, classify the types of reviews required (routine or special),
and include the availability of resources (see Haefeli, 1989). It must cover planning, verification and
evaluation, and reporting results. The examination phase (data collection, interviewing, observing) is
essential to the audit, and the policy must emphasize its structure and accomplishment. The policy should
define acceptable audit evidence and include guidelines for obtaining it. Other guidelines include those
for situations where auditors must redirect or stop the review due to unforeseen problems. In addition,
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working papers, invaluable assets to the audit process, must be addressed, including forms, general
sampling methodology, and documenting raviewer evaluations (judgments made by reviewers based upon
the evidence gathered).

An audit liaison (the facility/organization representative) should be assigned. This person plays a
vital role in the audit. The liaison insures the timely progress of the audit, according to the planned scope
and schedule. Duties include overseeing the verification phase, development of a draft report, and
obtaining an evaluation of the program review team from the chief administrative officer of the facility
audited.

Another policy issue, important for closure of the review process, is the presentation of material
findings, which should include the elements of a finding (condition, criteria, effect, cause, and
recommendation). Also of concern is the fairness, accuracy, clarity, persuasiveness, and timeliness of the
report. Review/audit report distribution, retention, and release provisions should be incorporated in policy
as well as procedures for review/audit followup.

In summary, policies and procedures must guide all aspects of program review/internal audit, in-
cluding 1) department risk assessments to establish review priorities, 2) review/audit schedules, 3)
review/audit programs, 4) the onsite verification and evaluation phases, 5) reporting resulis, 6) review/
audit followup, and 7) local program reviews/internal audits. These guidelines should be part of an
administrative manual issued department-wide, with more detailed information available in technical
manuals for the review/audit staff.

Planning and Initiating the Program Review/Internal Audit
The first stage in conducting a review involves the preliminary survey (see Sawyer, 1988:129-130),
which provides information on managing finances and operations and for evaluating and reporting
performance. It "will also provide information about the size and scope of the entity’s activities as well
as areas in which there may be internal control weaknesses, uneconomical or inefficient operations, lack
of effective goal achievement, or lack of compliance with laws and regulations. However, tests to
determine the significance of such matters are generally conducted in the detailed audit work as specified
in the audit program" (Comptroller General of the U.S., 1988:6-2).
An audit program must be developed upon completion of the preliminary survey. The elements of
an audit work program, addressed by the IIA (1989, Standard 410), include:
e establishing the audit objectives and scope of work;
¢ obtaining background information about activities to be audited;
e determining the vesources necessary to perform the audit;
¢ communicating with those affected by the audit;
e performing an onsite survey in order to become familiar with the activities and controls
to be audited, identify areas for audit emphasis, and invite auditee comments and
suggestions;
® writing an audit program;

e determining how, when, and to whom audit results will be communicated;

e obtaining approval for the audit work plan.
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Sawyer (1988:193-194) notes that these steps "provide for the gathering of evidence and permit
internal auditors to express opinions on the efficiency, economy, and effectiveness of the activities under
review." The program lists directions for the examination and evaluation of the information needed to
meet the review/audit objectives, within the scope of the audit work.

BOP Program Statement 1210.12 requires a written site plan that includes the review site, program
arca (discipline), scope, dates of review, suggested team members, estimated budget in dollars and
reviewer days, date of last review, status of last review, a summary of indicators (previous review
findings and other data, potential problems, and any anticipated adjustments to the Program Review
Objectives). Appropriate approvals are obtained. The reviewer-in-charge then implements the plan, which
includes arranging for the services of team members and onsite logistics.

At this point, a review/audit program should be prepared by the reviewer-in-charge, usually after
the pre-audit survey phase and before the onsite verification phase of the review/audit. The review/audit
program identifies general areas to be audited and explains what was found during the pre-audit survey.
A series of audit objectives and required audit tests are developed, followed by standards and criteria that
will enable reviewers to concentrate on priority areas. These can include areas highly vulnerable to risk,
those having the potential for savings, and those where there have been problems. Checklists and other
fexms are developed as required by the audit program. A list of review steps follows the objective,
background statement, and policy steps. These steps describe the work required to meet the program
review objectives, and they represent the minimum acceptable testing that must occur to obtain the
evidence necessary to meet the program review objective. Management indicators that may be contained
in program review steps reflect the expected outcomes of programs. They result in information allowing
the monitoring of goal attainment.*

The reviewer-in-charge should become thoroughly familiar with the audit area by reviewing all
applicable laws, regulations and policies and procedures; cbtaining and analyzing organization charts, job
descriptions, and post orders; examining past audits, reviews, and investigations; conducting an inspection
of the entity and interviewing staff; and interviewing executive, legal and other staff to identify relevant
issues. Management is responsible for identifying weaknesses in internal controls and reporting these
weaknesses to the auditors.

Conducting the Field Work

The field work is the heart of the program review/internal audit process. It must be conducted and
managed in a way that evaluates performance according to accepted standards. It is a systematic process
of objectively gathering evidence about the organization’s operations, evaluating it, and finding out
whether those operations meet acceptable standards. As Sawyer (1988:227-228) notes, "The term
‘systematic process’ implies planned audit steps that are designed to meet audit objectives. It also implies
that the internal auditor will employ professional discipline in the audit, as well as scientific method,
while gathering, arraying, recording, and evaluating evidence."

Verification of Assumptions. Field work verifies the assumptions made during the preliminary
survey. That is, the scope, methodology, tests and procedures used must provide reasonable assurance
that review/audit objectives are accomplished. This may involve statistical sampling, standardized data

*The steps outline the work to be done during the review, specific documents to be examined,
sampling techniques to be used, span of time to be reviewed, processes to be observed, persons to be
interviewed, and purpose of the program review step. Appropriate references to policy, regulation,
standards, etc., may be included, which will reduce the amount of time required by reviewers to become
familiar with review criteria from these sources.
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collection, statistical inference, quantitative techniques and other aspects of quantitative analysis
(Comptroller General of the U.S., 1988:3-11).

Records. Complete records are essential to the review/audit process, because they substantiate the
reviewer’s conclusions. These are the "working papers,” which may include tapes, films, and disks.

Testing. Review/audit findings are tested to ascertain how well they support an audit opinion. The
test process examines all or part of the documentation, including transactions, records, activities,
functions, and opinion. Sawyer (1988:240) has identified the steps to be taken in testing, which are
included in chapter VIII.

Evaluation. After taking their measurements, the auditors evaluate their findings to arrive at
professional judgments. It is also useful for them to evaluate the standards they are applying during the
audit, since even established performance criteria can be improved upon (Sawyer, 1988:232).

Sufficient Evidence. The verification and evaluation efforts that result from conducting audit tests,
assembling working papers, and making judgments must be of high quality. Findings and conclusions in
reports must be fully supported by "sufficient, competent, and relevant evidence obtained or developed
during the audit" (Comptroller General, 1988:3-11). The working papers serve as evidence in the event
program review conclusions are challenged. Physical evidence is most dependable, followed by docu-
mentary or analytical evidence. Testimonial evidence, or interviews, may be the least reliable.

Due Professional Care. Program review staff must be proficient and exercise due professional care.
A growing body of audit knowledge is available, covering types, tests, procedures, and methodology.
Auditors should be familiar with this information and apply it to the review/audit being undertaken.

Working Paper Review. The audit itself, once completed, must be reviewed to ensure that
procedures were followed and that supporting documentation exists. The audit director may designate
members of the program review/internal auditing department to do the review. This review should be
conducted at a level of responsibility higher than that of the preparer of the audit working papers (IIA
standards, 1989:39).

BOP Program Statement 1210.12 provides an overview of the program review process. The
examination phase of the review involves all the data coilection, interviewing, and observations conducted
at the review site. In this phase, the reviewer-in-charge holds a meeting with team members and briefs
them on the plan, including division of labor, time frames, objectives, and sampling techniques. The
department head and staff are informed that all comments that might alter findings and recommendations,
or that provide information concerning the cause of deficiencies, will be fully reviewed and considered,
and that the reviewers will work with the department head and staff to find causes and solutions.

Management should be regularly briefed via the review/audit liaison, to clarify preliminary review/
audit results. Should urgent issues arise (e.g., security, health, or safety deficiencies), auditors must
immediately report them verbally and in writing. This should be done through the reviewer-in-charge or
through the local program review/audit director, and these issues should be included in the final report.
A briefing on the final day should be conducted with management in which the reviewer-in-charge states
when the draft report will be provided to management.

All review/audit tests must be thorcughly documented, whether these tests are done on a computer-
ized spreadsheet or through other means. Working paper summaries must be prepared for each audit work
program area and objective or series of objectives. The content of these papers is discussed in chapter
VIII. All working paper summaries and supporting documents, such as records of discussion, checklists,
and spreadsheets, should be coded to a referencing system developed for the audit program. The work
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of the reviewers/auditors should be evaluated also and a written report provided the program review/audit
director.

Local Followup Operational Reviews/Internal Audits

There are three types of followup procedures: followup reviews/audits (by central office staff), local
reviews/audits, and local followup on recommendations. Followup audits may be done by central office
auditors or conducted locally. Local followup operational reviews/audits should be performed by
management within all agencies surveyed. These types of reviews reflect the purpose and importance of
followup to the formal reviews/audits. Many benefits can be derived from this process. Using central
office program reviews, management may ensure that operations are in order. Management may assign
content experts to examine operational areas, which may result in training and crcss-training of staff.
Often, ownership for action plans to correct deficiencies is enhanced, and, especially in larger org-
anizations such as the Bureau of Prisons, local or regional program reviews/internal audits are more cost
effective than central office reviews.

Operational reviews within the BOP must occur within ten to fourteen months from the week the
previous program review was conducted. It is the responsibility of the facility CEO to ensure this occurs.
These reviews include the five phases of Program Review Division review—preparation, verification/
examination, evaluation, reporting, and followup.

In Utah, local internal audits are conducted by facility staff who have been trained by the audit unit,
which oversees these local internal audits. The local internal auditors are generally more familiar with
the intricacies of operations than central office auditors. However, oversight from central office auditors
lends a degree of objectivity to the process.

The responsibility for the conduct of followup reviews is with a facility administrator or may come
through central office. They should be prioritized based upon the dates agreed upon in the exit conference
for completicn of action plans. Specific audit findings that warrant followup should be identified and
progress made toward eliminating these findings should be documented.

Quality Assurance/Peer Reviews

An organization must establish an ongoing process of quality improvement that is essential in
maintaining its program review function. Both the Comptroller General (1988:3-17 to 3-18) and the IIA
(Sawyer, 1988:910-911) have promulgated standards for continued quality improvement. This external
quality control review of the audit function should ensure that the program review system is in place and
that audit standards are being followed. Also, the director of internal audits should establish and maintain
a system within the unit for evaluating the operations of the internal audit department.

BOP Program Statement 1210.123 requires that the reviewer-in-charge establish and maintain a
program that assures that program review work conforms with GAO auditing standards and with the
requirements of the program statement. This includes the requirement that the reviewer-in-charge conduct
a Quality Assurance Review (QAR) for each review report. The QAR includes 1) assurance that review
findings are fully supported by sufficient, reliable, and relevant evidence, 2) an indication that the
program review objectives have been met, 3) statements showing review team members were properly
supervised and their work was adequately reviewed, 4) verification that review findings can be traced to
working papers and that supporting documentation is accurate, and 5) an indication that interim meetings
were regularly conducted with institution management. The review authority examines the report to
ensure compliance with the provisions of the program statement and standards of auditing.

Utah DOC accomplishes the objective of quality improvement in several ways. Audit staff request
comments from division directors whose units have undergone audits. Audit staff establish short and long-
term goals for the coming year, review the progress of the previous year goals, and submit a written
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report to the department director. External peer reviewers do a comprehensive review of the review/audit
process using audit peer review standards established by The Institute of Internal Auditors.

Mapagement Information

The development, implementation, and maintenance of a sound internal control system is totally
dependent on accurate, timely and relevant management information or "indicators,"” which monitor and
measure performance against clearly defined and quantifiable goals. The use of information technology
to support the internal audit function is no longer optional. It is imperative. "Not only is much of the data
that the auditor must obtain in electronic format, but data volume and complexity preclude effective
review through manual techniques. Furthermore, the overall information systems (IS) environment is
rapidly changing" (IIA Research Foundation, 1991:3-2).

Internal auditing departments are integrating internal audit and information skills, obtaining
assistance from consultants and staff with IS skills, and focusing on training and certification of internal
audit staff. Program review/internal auditors should aiso play a key role in IS development. According
to the IIA Research Foundation (1591:1-21):

Internal auditors should review the systems planning process to ensure ihe integration of
organization and IS objectives. In addition, they should address the process and procedures
used to develop and maintain the organization’s systems and data. Auditor involvement in the
system development process helps to assure that appropriate controls and security requirements
are incorporated during development; that data integrity is maintained throughout the imple-
mentation process; and that the resulting system meets management’s objectives.

The Bureau of Prisons (BOP) has developed a comprehensive and integrated internal control system,
which includes the development of a computerized strategic support system. This system, along with the
system developed by the Correctional Service of Canada and elements of the New Jersey and Illinois
systems, represent the basis of a model information system for use in both traditional management tasks
and performance reviews of all types. It is becoming increasingly clear that "paper trails" are becoming
"computer trails. " Program review/internal audit staff must understand these systems, what they generate,
and their capabilities for internal control.

The history and mechanics of the BOP Key Indicators System (KI/SSS) are described fully in
chapter IX. The purpose here is to outline KI/SSS capabilities and to add those elements of the New
Jersey, Illinois, and Canadian systems that are most useful in developing a MIS capability that supports
performance review. It is important to understand that the BOP is a very large and geographically dis-
persed system and, as such, the use of information is even more critical in understanding and integrating
system operations. While size was not as great a concern for the Correctional Service of Canada, the
geographic dispersion of its units also made its Executive Information System a necessity.

Federal Bureau of Prisons

The Program Review Division (PRD) is responsible for the ongoing and systematic review and
evaluation of all programs and operations in the BOP (U.S. Department of Justice, 1992). There are 93
employees in the Program Review Division; approximately 68 are Program Review Examiners who
complete onsite reviews at the institutions. Other than the central office division review staff, institutional
field staff from within a specific discipline assist in the program review process at institutions other than
their own. The PRD, with input from the executive staff, regional directors, central and regional office
administrators, and institutional staff, has established formal criteria and guidelines for reviewing each
of the Bureau’s 15 major programs or disciplines at the institutional, regional and central office levels.
These disciplines are divided into the Operations Branch and the Program Branch. The Operations Branch
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has 1) Correctional Programs, 2) Correctional Services, 3) Community Corrections, 4) Human Resources,
5) Medical Services, 6) Religious Services, 7) Financial, and 8) Computer Services. The Program Branch
has 1) UNICOR, 2) Psychological Services, 3) Educational Services, 4) Food Service, 5) Inmate Systems
Management, 6) Safety, and 7) Facilities.

Onsite program reviews of each discipline are completed at each institution once every two years,
and each discipline is rated according to a Bureau-wide rating system of superior, good, acceptable,
deficient, at risk. The PRD works with the executive staff and the director to prepare the annual assur-
ance statement and management control plan that identifies the goals of the Bureau for the upcoming year.
To this end, the group has developed a strategic management cycle that incorporates the continuous
monitoring, review, and feedback of each institution, region, and division into the planning process.
There are 10 elements to this process:

strategic plan goals,
operational review,

social climate survey,

other information sources,
policy development,
management assessment,
program review,

institution character profile,
information synthesis,

key indicators,

e & ¢ & & o & & o o

The development of the strategic management cycle in the BOP was the result of the director’s
interest in an objective review or process and the creation of the PRD. In turn, the PRD established a
comprehensive irternal control process that has been integrated into daily management and the annual
planning process. Also, the director’s interest in an information-based management approach convinced
all levels of BOP management to rely on sound data.

This new approach required an information support system that would provide Bureau management
with meaningrul information with which to run daily operations and also to monitor performance and
measure it against generally established criteria. The combination of these factors in the BOP, coupled
with advances in computer technology, led to the development of the KI/SSS.

Development of the Key Indicators System

The Key Indicators/Strategic Support System was developed to support virtually every component
of the Strategic Management Cycle. KI/SSS is a PC-based management information tool developed by
the Bureau’s Office of Research and Evaluation, in concert with Bureau administrators. It provides access
to a range of BOP information on inmates, staff and financial operations (Saylor, 1988a, 1988b). It was
developed to extract data from several direct service systems and provide a vehicle for aggregating,
formatting and disseminating meaningful information to Bureau managers. The mainframe applications
are still the primary support.

K1/SSS provides comprehensive, historical and current data vital to decision-making at institutional,
regional and executive levels. This information is used for managing institutional operations, for
comparative analysis and resource allocation at the regional level, and for monitoring performance and
internal control purposes at the national level. The director and executive staff use the Executive Staff
Module of KI/SSS for periodic reviews of institutional and divisional performance and for planning,
management, and policy development purposes. The Bureau’s long term goal is to incorporate Ki/SSS
and the Executive Staff Module into the annual budget cycle.
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Like any management information system, KI/SSS provides current information on a specific area
or discipline. However, a strategic support system also provides longitudinal or trend statistics for
comparative analysis. Strategic Support Systems can integrate a wide array of data elements and allow
for a systematic assessment among them at a single point in time or through continuous time. Moreover,
strategic systems are designed to provide support on demand (Saylor, 1988). Key Indicators is accessible
directly from a personal computer whereby managers can select the information for the time period they
want, format it, and extract it.

KI/SSS contains extensive information on each BOP institution, region, security level and the Bureau
nationally, in such areas as rated capacities, admissions and discharges, average daily population, inmate
demographics, security designation, custody classification, urine surveillance, assaults, escapes,
disciplinary hearings, and the like (Saylor, 1989). Up to 95% of the information in the system comes
from mainframe databases maintained by the Department of Justice or the BOP. Local databases provide
input in various areas of institutional performance (e.g., assaults, use of force, urinalyses). Other Bureau
units, such as UNICOR, provide information for the system, and there is a self-reporting data capacity
in which semiannual summaries of information are placed in the system. Due to the large amount of
information available, an "executive staff module" is produced as part of the system.

Several other special data collection efforts are included in KI/SSS. These include the social climate
surveys (staff perception of personal safety and security, work environment, quality of life and personal
well-being).

Data Flow/Data Production

Each month data from mainframe computer systems are combined with data from the Bureau’s local
PC-based and institutional self-reporting applications. The results are formatted orn a compact disk (CD-
ROM, read-only memory) and distributed to 120 institutional wardens, regional directors, members of
the Bureau’s executive staff, and selected branch chiefs as an update of the previous month’s data. The
CD updates are self-contained; they include all current and historical data and also the report generator
software and menu devices used to interface, produce reports, and respond to requests for information.
The software is proprietary and, as a result, each KI/SSS CD site must procure a one-time license for
its use. The entire data flow and data production process is described in chapter IX.

System Benefits

KI/SSS was designed to support strategic information delivery, assist Bureau managers in their
ongoing operations, and to monitor performance. Some of its benefits are the immediate access to infor-
mation; user friendly (nontechnical) interface; flexibility in data use; timeliness (i.e., data less than two
months old); operational data entry; and wide use of the system (e.g., at all levels of management, in
strategic planning, public affairs, monitoring and comparing institutional performance by regions). The
system also captures offender characteristics trends, provides institutional profiles, and allows wardens
to monitor institutional performance.

KI/SSS data are used by staff in its annual risk assessment process. Each BOP discipline annually
conducts a management/risk assessment, in which it assigns risk levels to components of its programs
based on an assessment of the previous year’s program reviews and other relevant information (Rausch,
1991). This risk assessment process indicates whether sufficient control techniques exist in the discipline
and whether they should be implemented.

Future KI/SSS applications are discussed in chapter IX. A major concern is the increasing costs of
onsite visits by PRD staff as the number of Bureau institutions grows. It is anticipated that in the future
the KI/SSS database will help support "long distance reviews" of operations and reduce the need for
onsite activity. The scope of the review process can also be narrowed. Another enhancement to KI/SSS
is the development of additional modules with which Bureau managers may monitor performance on an
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institutional or department level. The Executive Management Module, begun in 1991, is an example of
this. The Warden’s Quick Menu Module, which groups together those items identified by wardens as
important factors to monitor on one menu, is another exampie of a group-specific enhancement. Modules
for institutional staff at the departmental level and by program discipline are now being considered.

Other Systems
Correctional Service of Canada

Correctional Service of Canada (CSC) representatives demonstrated the various parts of their
"management of information" services to project staff. The CSC has taken initiatives similar to those of
the Bureau of Prisons in the development of its strategic information network. This three-system network
consists of the Executive Information System (EIS), the Offender Management System (OMS), and the
Offender Population Profile System (OPPS).

The EIS, the core of the system, was "developed to respond to the needs of management in order
to assess performance, monitor progress on priority projects, raise awareness of the political...agenda and
advise of newsworthy items inside and outside CSC" (Correctional Service of Canada, c, 1992a). The
system contains financial data as well as information on security incidents, corporate projects, briefing
notes, and legal decisions. Standard reports can be derived, as can various types of follow-through
activities. Redi-Mail offers communication between system users.

A major system goal is to measure the status of various "corporate objectives" established by senior
management staff. In this sense, the CSC system is similar to the BOP’s, upon which it was modeled.
Both take a "business systems approach,” linking technology to planning and organizational outcomes.
While the BOP refers to "strategic plan goals" based on "key indicators," the Canadian system refers to
"corporate objectives” based on "corporate performance indicators," which have a somewhat different
meaning. As with the BOP system, accountability was the main concern. Accountability is measured
against published goals/corporate objectives. The system is operationally based and designed principally
for use by managers.

CSC senior management created their mission statement and statement of eight "corporate
objectives,” upon which the system is based. During this period, "key indicators” were identified. These
indicators are not to be confused with the BOP’s key indicators, which refer to categories of variables.
CS8C key indicators denote performance and are staternents of specific goals, or targets, to be obtained.
These performance indicators must specifically relate to the corporate objectives that appear in the
agency’s mission statement. There are 52 performance indicators, which represent 52 types of questions.
Performance targets might be to keep institutional population growth at a constant rate of no more than
2.5% per year, or that inmates be released on their stated release dates. Using output from the Executive
Information System, it is easy to see if these targets have been met. In this sense, the system supports
both management and audit functions.

An example is provided in a paper done by the Research and Statistics Branch (Porporino &
Robinson, 1991). Corporate objective #1 is:

ENHANCE THE SERVICE’S CONTRIBUTION TO THE PROTECTION OF SOCIETY BY
SAFELY REINTEGRATING A SIGNIFICANTLY LARGE NUMBER OF OFFENDERS AS
LAW-ABIDING CITIZENS WHILE REDUCING THE RELATIVE USE OF INCAR-
CERATION AS A MAJOR CORRECTIONAL INTERVENTION.

Various methods for achieving this objective are given, such as changing the distribution of offender

populations with respect to prison or community supervision. However, the authors point out the
problems of measurement that can lead to a false impression of real performance changes over time. This
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concern supports the conclusions of this report that raw data must be subjected to careful analysis by
trained staff.

Almost all information in the EIS comes from existing databases. The source agency is responsible
for supplying the relevant information, which it may not do for any number of reasons. Also, not all
information suggested for the system is put i it. An "overseer" screens the various data sources in
relation to stated corporate objectives and the CSC mission statement. In this way system managers
control the information coming into the system. The system is centralized, which is seen as critical to its
success. It does not "stand-alone" like KI/SSS. Everything is "online" (i.e., institutional personnel can
download daily at will, and the information is very current). Measurement against objectives is done quite
regularly. There are mechanisms to perform internal measurements.

The Offender Management System is used by the CSC and by the National Parole Board. The
system automates information on penitentiary placement, case management, sentence administration,
security, programs, and medical records (Correctional Service of Canada and the National Parole Board,
c. 1992b:1). User input during the first application phase resulted in several improvements and
enhancements to subsequent editions. It is presently unclear how this system will be used by review/audit
staff. The availability of this information has expedited the processing of offenders.

The Offender Population Profile System (OPPS) provides statistical profiles of offender populations.
It is designed "to 1) standardize, 2) streamline and 3) enhance the reporting of monthly institutional and
community offender population information” [and meets the] CSC . . . requirement for the
standardization of offender data and statistics (Motiuk and Boe, ¢. 1992c). The system includes "key
indicator reports," population summaries, and "time plots." These reports, tables, and graphs represent
the current inmate population total, by region (province), and particular population group.

Special data files are extracted (downloaded) each month from CSC’s automated Offender
Information System and Parole Supervision System. These data are entered from the field and formatted
for the OPPS system. The OPPS system operates in SAS software (i.e., BASE, STAT, GRAPH, AF,
FSP), version 7.06 in a VMS or OS/2 environment.

In summary, the Correctional Service of Canada and the National Parole Board have a system in
place that supports the measurement of compliance with specified objectives, or internal controls.
Although the system is still being developed, it does provide for future improvements in the measurement
of organizational performance.

Hlinois, New Jersey, and Utah

The State of Illinois” Fiscal Control and Internal Auditing Act requires internal auditors to conduct
pre-implementation reviews of new or extensively revised electronic data processing (EDP) systems.
Reviews must find out if the systems provide for adequate audit trails and accountability. Illinois
Department of Corrections (IDOC) Fiscal Internal Audit (FIA) staff perform these reviews.

The Illinois DOC management information system uses 15 components to track operations. These
MIS operations are not specifically linked to audit functions at this time. Discussions with fiscal audit
personnel did not reveal an intensive linkage to the EDP system, although audit personnel did have input
into the design phase of their Budgetary Accounting Reporting System (BARS). Also, audit staff have
the same access to the system as others in the department and have begun to develop an audit point
tracking system. EDP personnel indicate that audit staff are always invited to give input into system
development as it occurs. The EDP system was designed to supply information for management purposes.
While most of the system is based on the use of a mainframe computer operated by Central Management
Services (CMS), some aspects of it are restricted to personal computers.

Within the New Jersey Department of Corrections (MJ DOC), EDP audits are conducted by staff
of the Division of Policy and Planning, MIS Bureau. These audit efforts address NJ DOC training, inmate
classification, and managemert information systems. The MIS Bureau conducts audits of the $/36 CMIS
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system at each institution to insure that the system is being used efficiently and that the proper security
precautions meet DOC guidelines.

Staff of the Utah Department of Corrections {(UDC) Bureau of Internal Audit (BXA) have been
involved in several information system (IS) audits. These have included audits of system installations and
audits of the IS function department-wide. These audits have included: 1) short and long-term planning,
2) data processing product purchasing, 3) EDP training, 4) mainframe security, 5) operating logs, 6) tape
libraries, 7) disaster recovery planning, 8) software documentation standards, 9) hardware and software
inventory procedures, and 10) surplus practices.

Information system review involving internal control issues can be aided by using audit criteria
available in the IIA Research Foundation’s Systems Auditability and Control publication. The review
program code requires the use of a consultant or an Illinois DOC data processing employee not associated
with the system. While the latter option would not guarantee total objectivity it may be the only econ-
omical option. The FIA Chief Internal Auditor felt that all financial and compliance auditors need to
develop an understanding of systems auditability and control concepts. No auditor can function effectively
in an automated environment without a basic understanding of how internal controls are implemented in
a I'C, LAN, or mainframe application.

Costs of Implementation
Program Review/Audit Costs

The most detailed information on audit costs was available from the Utah Department of
Corrections. It is as follows:

(a) Staff of 7: director, 5 auditors, 1 secretary

(b) Awvailable audit days -

Work days in year (52 x 5) 260
Less average: off duty days

vacation 10
sick days 3
holidays 11
emergency days 2
training 7

=33

Net Audit Days Available 227

(© 227 x 7 staff = 1589 actual work days per year

(d) Average of 25 full audits, follow-up audits, and special projects annually,
and oversight of local internal audits.

(¢) Total budget for bureau: $335,000 (includes salary, benefits, and current expenses)

(f) - Average working days per activity annually:
1,589 working days per year = 64 days average per year per activity (25 audits, etc.)

{g) Audit cost per day:
$335,000 (budget) = $211 per audit day (1,589 working days)

(h)  Total average cost per audit/activity:
64 days per audit/activity x $211 per day = $13,504 per audit/activity

51




The Bureau of Prisons has not broken out its audit cosis to the same degree as Utah; however,
efforts are being made to better track audit costs. These costs vary widely and depend on the number of
examiners that are required to complete a program review. Since the Bureau is widely spread geo-
graphically, the distance to review sites is a significant cost factor. On the average, for fiscal year 1991-
92, it cost about $800 to $1,000 to fund one reviewer per review site per day.

The number of reviewers required per site is determined by the number of guidelines to be reviewed
and the complexity of the review site. Different "disciplines” require different size teams. For example,
the chaplain or psychology review teams may need only two examiners, while UNICOR or correctional
services may require up to 12 reviewers. Some disciplines, such as human resources or financial
management, will have the same number of guidelines at each site. UNICOR teams vary depending on
the number of factories at a given review location.

Thus, it appears that a team of five reviewers, working at a site for five days at an average cost of
$921 per examiner per audit, could cost $4,605 for a total of 25 auditor days. The $921 per audit is not
inconsistent with $1,055 per auditor per week found in Utah, based on $211 per day for five days,
although Utah audits lasted much longer, on average. However, neither the BOP nor Utah factored in
all organizational overhead costs, which could be as much as 20% more than the costs shown. If this
were the case, an average audit/program review could cost from about $1,100 to $1,250 per auditor per
week.

Management Information Support System
Bureau of Prisons

Intensive design and development efforts for KI/SSS began in late 1986, with the first prototype
distributed to a limited number of users at eight locations during 1988. Four staff members were involved
in the initial phases of the project on a half-to-three-quarter time basis. Currently, four personnel work
on the project on a nearly full time basis, with five others assigned to it about 20% of the time. KI/SSS
is currently available at all BOP locations.

IBM-compatible personal computers (PC’s) are used to develop and maintain KI/SSS and are also
needed by the end users, who had to purchase them and CD-ROM readers for use with KI/SSS ap-
plications; however, the equipment is used for other applications. A local area network (LAN) application
produces maximum results at the institutional level.

Two costs specifically attributable to the development of KI/SSS are the CD-ROM Publisher, which
cost $30,000 in 1990 and is used to master (create) the image of KI/SSS that is transferred to compact
disk, and the actual production of CD’s. The latter is contracted out to a compact disk pressing plant; the
cost in 1992 was $14,000. BOP staff note that these expenditures resulted from the decision to distribute
this application in the CD-ROM format. A strategic support system could be distributed on other types
of media. :

One of the responsibilities of the ORE is to respond to information requests. Before the development
of KI/SSS, responding to these requests required a large portion of ORE staff time and considerable
mainframe computer resources. In assessing the development costs for a strategic support system, one
must offset the expenditures listed above by the subsequent reduction in the resources required to provide
information on an ad hoc basis. Since the implementation of KI/SSS, the CRE has experienced a decrease
of about 80% in the number of ad hoc requests received. As a consequence, staff now devote their time
to continued KI/SSS development and to the central mission of the office, which is basic research and
program evaluation.
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Lllinois Department of Corrections

The 1llinois management information system was implemented over a 6-year period at a cost of $7
to $8 million. MIS applications exist in the three major areas of concern: operations support, direct
service, and population summaries. There were no data on the cost of the developinent of the audit
capability.

New Jersey Department of Corrections

New Jersey’s original plan called for the installation of minicomputers at each institution, a goal that
has been achieved. The goal was to establish an Inmate Trust Fund Accounting system (basically for
commissary purchases and business remits). The OBSCIS is part of the system, but is serviced
independently. The long-term goal of the department, as indicated in the 1989-1994 Data Processing
Master Plan, was to integrate these two systems.

The cost of the original 5-year plan was estimated to be almost $8 million for hardware, software,
maintenance, training, staff, and consumables (New Jersey Department of Corrections, 1984:1-4). Actual
costs were much less, about $5.6 million (detailed in chapter IX). Staffing requirements included two staff
positions at each institution to carry out additional applications. These were to be a computer operator
and a senior data entry operator. Nine of 20 sites (45%) have a full time, trained computer operator.
These positions became available through the reassignment of work resulting from the automation effort.
Data entry operators were not provided.

Seven positions were recommended for central office, which appears to have been exceeded ‘based
on information presented below. The pre-CMIS system consisted of six separate, nonintegrated systems
for classification/sentencing tracking, trust fund accounting, food service, preventive maintenance, healtn/
pharmacy, corrections officer scheduling, and central office microcomputer applications.

New Jersey DOC contracted with an outside firm to design the 5-year plan. The contractor spent
over six months soliciting information on system needs from prison and central office staff, visiting
institutions, and interviewing key staff and "interfacing agency" personnel. DOC staff also researched
available software packages and visited vendors who would provide system software and hardware.
Automation guidelines and system goals were formulated. The principal monitoring function was to be
able to "monitor, on a year-by-year basis, costs associated with each identified task" (New Jersey,
1984:1-9), such as inmate information, inmate banking, etc. Information was to be used to "operate and
manage the institutions and provide greater coordination at the departmental level” (New Jersey, 1984:1-
9). The use of the system tc monitor or audit performance beyond fiscal applications was not stated as
a goal, and, as noted elsewhere, is not a current goal or function of the system.

Program Review/Internal Audit Training

The BOP’s Program Review and Strategic Management Course, part of the Institutional Cross
Development Series, is offered to all PRD and institutional staff involved in operational reviews. The
course covers 1) management assessments and how to use these data; 2) performance monitoring, which
discusses operational reviews (an annual review conducted under the jurisdiction of the installation CEO),
and program review (comprehensive reviews conducted at the direction of the Review Authority), which
includes preparing for and conducting a program review, and gathering other data; 3) strategic planning
that discusses the planning process and implementation; and 4) the KI/SSS. Some of the BOP training
(e.g., interview techniques) for program reviewers is done onsite during the audit. One program review
team member at the site visited had received no training specific to audit techniques before the review.

In Iilinois, inservice audit training was provided to new OPA hires and local internal auditors by
the OPA Audit Manager. Specialized audit training for FIA staff is obtained through the Springfield
Chapter of The Institute of Internal Auditors; this allows the audit staff to participate in professional
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development seminars. Also, new auditors participate in on-the-job training for six to 12 months to
develop professional internal auditing skills.

In Utah, auditors receive up to 40 hours a year of specialized audit training from local and national
sources; this is funded by the UDC. The BIA Bureau Director provides initial training to all new staff;
its audit training package has been used by the National Institute of Corrections and other agencies
(Haefeli, 1992). This training manual contains ten sections, including examples, which define and detail
all areas of the internal auditing function.

In New Jersey, new auditors assigned to the Internal Audit Unit receive on-the-job training with
supplemental training available from an interagency audit forum in New Jersey. Since there is no
centralized division or organizational unit within the NJ DOC responsible for the internal audit process
department-wide, all audits and programmatic reviews are local efforts. Also, the Deputy Director of the
Division of Policy and Planning provides training on various aspects of the 20 IBM $/36 that make up
the CMIS system.

Program reviewers require more than onsite instructions. Program review training should be a
continuing process, best given in special training sessions lasting at least two days (16 hours). Training
for staff of the information system units should be required also, especiaily for the EDP audit staff.
Highly specialized training is required for electronic data processing auditors, and outside specialists may
be required for this function. In any case, these data entered by staff must be accurate and reliable if they
are to be used in the audit process. Thus, both the operating systems themselves and the data entry
function must be reviewed.

Reviews become a problem when training funds are reduced during budget crises, which was
occurring at some project sites. Training at one site had not occurred on a major scale for MIS personnel
for almost five years. Most training was done internally, much of it "on the job." With such limitations
on training, it is difficult to envision either operational staff or reviewer/auditor receiving adequate
training in basic review techniques, much less quality assurance or total quality management concepts in
the future, although training in these areas is recommended.

Advancements in audit technology and management techniques that should be reviewed and
considered in training are covered in chapter VI. These include quality assurance and total quality man-
agement techniques, or continued quality improvement, construction auditir:, and fraud auditing.

Conducting Program Evaluations

Choosing Evaluation Criteria

A few traditional rules apply to choosing evaluation criteria. In the long run, it is better to choose
multiple criteria rather than single variables to test the success of a program. In fact, it may be preferable
to choose as many outcome criteria as possible. In better evaluation scenarios, variables related to the
study were determined early in the planning stages of a program. Data not already available in manage-
ment information systems were designated and tracked right from the start by program operators. In some
cases, existing agency data in the computer system were not in a format conducive to the intended
research. Plans were made as soon as possible to obtain all necessary data in the correct format to allow
proper analysis to be conducted. This meant that evaluators were able to cbtain a clear understanding of
how variables were to be defined, how secondary data were collected, and for comparison purposes, how
to adopt variable categories and classifications used in previous research.

Although it may be easier and more convenient to monitor just one outcome, such a method does
not allow for the possibility that there are many different success indicators. Staff and clients may see
many different goals as central to the program. For example, in evaluating a drug treatment program the
criteria measured may include:

e number of arrests during and following treatment,

54




7

e number of positive drug tests following treatment,

® participation in drug treatment sessions,

° participant’é self-esteem or changes in attitudes towards drugs,
» number of days without further criminal justice system contact,
s length of time employed and income earned.

Accurate measurements require quantifiable criteria (i.e., criteria that can be assigned a numerical
value or judged upon a numerical scale). For example, it is easier to measure how many months a person
maintained continuous employment rather than how they now feel about themselves. Feelings, attitudes
and impressions are difficult to quantify and it is difficult to obtain consensus on their meaning even
between two or three persons. For this reason evaluators should select measurement variables for which
considerable agreement is found as to their meaning or value. For example, arrest is a concrete event the
occurrence of which is indisputable. It is also assumed by a large segment of society that arrests are
important followup measures in studies of correctional treatment, This does not mean that self-assessment
and attitude changes cannot be measured. There are several standardized psychological tests that reliably
measure these concepts. Thus it is possible to quantify feelings and attitudes by saying a person went
from a pre-treatment life outlook satisfaction score of 12 to a post-treatment score of 26, and to determine
the statistical significance of such an improvement.

Assessing the Reliability of Measurement Instruments

One of the most common tasks for research and evaluation studies is to determine the reliability of
the tests or instruments used in daily corrections programming. Instruments may be scales or surveys used
in needs assessment, classification, and data gathering. These may also be used in program research to
profile the types of offenders being serviced or to create comparable groups for an experimental study.

A test is reliable if it will produce similar results over time, regardless of subtle changes such as
who administers or scores it. For example, a program director may interview each inmate-client with an
alcohol dependency questionnaire. The answers may then be interpreted differently by each counselor
depending on their own personal orientation toward drinking. Each counselor might aiso lead clients
toward certain types of answers,

Reliability is an essential feature of classification instruments or risk assessment surveys. Reliability
of a classification instrument is measured as the frequency with which the same classification occurs when
several different officers score the same offender. The reliability of a testing device is greatly reduced
when administrators do not trust the instrument. Then, individuals may change the score of one or more
variatles to raise or lower the total.

Measures of test instrument reliability are usually conducted in controlled settings. For example,
several test administrators come into a room and listen to a taped interview. Based upon what they hear,
each scores the offender on the instrument provided. The researcher then determines how frequently the
scores match. Studies of this type have produced reliability measures better than 85% (Baird, 1979). This
means that 85% of the scores were close enough to be considered "the same."

In reality, however, we know that the everyday scoring of classification instruments or psychological
tests does not take place in a controlled environment. Further, the process for reviewing an employee’s
scoring may be minimal. It is possible that the manipulation of scores occurs more frequently than anyone
would care to admit. In one California study, over one hundred classifications were re-scored by a
committee after it reviewed all the materials available to the officer who originally classified the cases.
The committee came up with the same score on only 16% of the cases. Researchers estimated that at least
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25% of the cases were being assigned to an inappropriate level of supervision. While exact scoring is not
necessary to assure that offenders are placed into the correct supervisory level, broad discrepancies may
have serious consequences.

With diminishing resources, departments can provide high levels of service to only a small portion
of the clientele. If reliability in classification is a problem, it may be the case that some offenders
receiving a high level of service may not need it. In addition, many who do need it may be kept out by
lack of space in the program.

Common Problems in Program Evaluation

A program’s design may cause problems during an evaluation, particularly if it has not been planned
so that one can empirically measure its effects. Evaluation is often only an "afterthought" and rarely an
influence on the original design of a program.

When evaluation strategies are tagged on after a program is already underway, it is difficult to
initiate a good evaluation methodology. This means that conditions surrounding the delivery of services
have not been controlled enough to allow program operators to say that it is the treatment itself that has
led to a client’s success or failure. Instead, other "intervening" factors in the participants’ environment
may have altered their performance. Some of the problems of program design and operation are now
discussed.

Random Assignment

Even if it were possible to accurately measure a program’s accomplishments, the problem remains
of determining whether the program itself made any difference. If a program group is evaluated without
being compared to a similar group, reviewers cannot discover whether those treated would have achieved
the same results without the program. If a program to decrease drug use among female inmates succeeds,
how can we be sure that those same individuals would not have stopped using drugs even without the
program. In fact, while not likely, it is possible that they may have reduced their uses even more without
the program. That is, the program may have actually increased their drug use beyond the level they
would be taking had they been left alone. These types of problems make interpretation of results very
difficult. The valid interpretation of a program’s results is assured by use of a control group at the onset
of the program. The best way to create identical treatment and control groups is to randomly assign
individuals to the two groups. However, random assignment does not work with sniall groups; enough
people are needed to produce the balance of characteristics such as age, race and szx. One cannot assign
participants to each group, even if various demographic characteristics such as age, race, sex, and income
are known in advance and people with each of those characteristics are assigned equally between the itwo
groups. Other characteristics might affect the results. Even if the two groups were identical at first,
changes in the control group over time might still confound the comparison.

Finally, individuals cannot be partially assigned in a random process; they must all be assigned that
way. It is not uncommon for programs to make erroneous claims of randomized assignment when, in
fact, they purposefully assigned some individuals to either the control or treatment group (for various
reasons they thought were good at the time). In these cases, an evaluator does not know if the different
assignment process created differences in the two groups or, perhaps, kept the program from working.
To remedy this problem, evaiuators have begun taking over random assignment procedures from the
program workers. The researchers can simply flip a coin and assign each potential client into either the
control or treatment group right from the start. By doing so, they car: make sure that group assignments
are truly random.

Although random assignment assures the validity of an evaluation outcome and the process has court
approval, many corrections administrators oppose its use. This results because they do not understand
the significance of randomization in assuring meaningful research, but there are other reasons for their
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resistance. Program administrators do not like to relinquish their authority to assign clients to treatment
groups. Further, many feel the need to control intake to the program believing that releasing control may
jeopardize the program or deny an eligible client needed services. Ironicaily, randomization is the fairest
way of assuring that eligible clients receive the services of an experimental program.

A meaningful experimental evaluation cannot be conducted unless more eligible clients can be found
than the program can accommodate. Program participants must be compared to similar individuals who
have completed other forms of programming or no programming at all. If enough room is available in
a program to accommodate all who need the service, then there will be no one to attend alternative
programs and, therefore, no comparison results. In addition, random assignment assures that all eligible
persons will have an equal opportunity for selection without the biases that may be introduced by an
intake person or committee. If the program administrator has carefully identified the personal
characteristics and criminal history of the program participants, these criteria may be applied to an initial
screening before random selection. This assures that all participants who enter the program are right for
it. Random assignment will not introduce a population that would be disruptive to program goals. In this
way the administrator is assured both fairness in selection of participants and the appropriateness of the
participants.

Once administrators understand and accept randomization, the next obstacle to overcome is the
courts. In many jurisdictions, the courts have authority to order defendants into specific programs. As
with the program administrator, the courts are reluctant to give up this authority to random assignment.
In these cases, judges are hesitant to allow researchers to put some offenders in a "control" group when
the judge believes that the treatment would be most helpful. Again, the appellate courts have held that
the random assignment procedure does not deprive a person of his rights or of due process. Nevertheless,
convincing judges and criminal justice administrators to accept the methodology of a good experiment
is sometimes the most difficult obstacle to overcome.

When Random Assignment is Not Possible

The institutional researcher or reviewer has less flexibility in evaluation design than do those in
community treatment programs. However, there are also more natural environmental controls in this
setting. Within the prison, the possibility of external influences contaminating treatment effects is greatly
reduced.

There are many instances in institutional programming when random assignment will be neither
practical nor possible. In these situations, quasi-experimental designs are applied. According to Cook and
Campbell (1979), quasi-experiments have treatments, outcome measures, and experimental units, but:

. . . do not use random assignment to create the comparisons from which treatment-caused
change is inferred. Instead, the comparisons depend on nonequivalent groups that differ from
each other in many ways other than the presence of a treatment whose effects are being tested.
The task confronting persons who try to interpret the resuits from quasi-experiments is basic-
ally one of separating the effects of a treatment from those due ¢o the initial non-comparability
. . . the researcher has to explicate the specific threats to valid causal inference that random
assignment rules out and then in some way deal with these threats.

For example, some states require all sex offenders to enter treatment; this reduces the possibility for a
non-treated control group. In such instances, comparisons may be made between two different types of
treatment or in varying lengths of treatment. Laws may also require that treatment occur at a certain time
in the incarceration period (i.e., not until two years or one-half of the sentence is served). This may
reduce the possibility of measuring the amenability to treatment at different points in time and create
treatment groups that are more alike (in prison experience) than under other circumstances.
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Multiple Treatments

One of the problems surrounding evaluation is the ability to distinguish between the effects of
simultaneous or overlapping treatments. For research purposes, it is preferable for clients to receive only
one treatment. With this, comparisons between the different treatments and persons getting no treatment
could be made. In reality, however, programs exist to provide the maximum amount of benefits
affordable and not for the ease of research. Therefore, in many cases, clients are often involved in
multiple programs, such as drug treatment, counseling, education programs and vocational training. It
is difficult under these conditions to determine which component is responsible for the client’s success.
Neither could it be determined whether all elements would be necessary in order for someone to be
successful.

Selection Bias

The concept of selection bias generally refers to choosing participants with the highest likelihood
of success. While a high success rate is important to a program’s continued funding, deceptive selection
procedures make it difficult to compare the results of similar programs. Working with offencers means
servicing relatively high risk groups of people compared to the general population. In any program a level
of failure will be found that is expected and accepted particularly as the group becomes younger and more
seriously involved in crime. Because the serious young offender group is very large and in need of
programming, it should not be overlooked simply to make programs appear more successful. Care should
also be taken not to compare the results of programs that target clients of different risk groups,

As critics have noted, most research on the outcome of corrections does not control for the different
criminal potentials of offenders when sentenced. That is, most persons sent to prison are a relatively high
risk group compared to probationers or those given community service sentences. Therefore, studies that
track probationers over time and compare their performance to parolees or those under intensive
supervision may contain biased samples.

The Problem of Participant Drop-Outs

The frequency of participant drop-out from corrections programs is another evaluation problem. In
any given program, a large number of clients will be rearrested or revoked or will abscond. This was the
case in the early boot camp studies where approximately 50% of participants never completed the
program (Sechrest, 1989:16). As a result, those who remain are statistically "more likely to succeed"
simply because they remain. The higher probability for success from those who "stick-it-out” may
artificially elevate program outcomes. The best resolution of this situation is to account for lost
participants by explaining the ratio of participants who began to those who completed the program. It
would also be helpful to profile the type of participant who leaves a program.

Organization Resistance to Research

There are many reasons that staff may resist efforts to conduct program research. A lack of
understanding of the research goals may lead some workers to fear or suspect the investigation. Some
employees may believe that negative findings would jeopardize their jobs or reflect poorly on their
abilities. In these instances, workers may get defensive or even try to manipulate the data gathering.

Another potential problem is that the evaluation process may appear to present additional work for
employees. Unless they understand the value of the research being conducted, they will likely resist and
resent the extra burden of reports and data collection. In one study, researchers were met with objections
from the union representing the organization workers. It was alleged that "the list and forms requested
by Program Services was an appreciable additional task for already overworked probation officers, and
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the union contract stipulated that no substantial work increases were to be made without union approval"
(Watts & Glaser, 1990:14).

There are several preliminary steps that can be taken within an agency before conducting evaluation
research that will help decrease resistance. First, evaluators should meet with program staff before the
conduci of an evaluation. The goals of the research should be carefully explained. 1t is also important for
personnel to see that the top program administrators are supportive and cooperative in the research effort.
Efforts should be made to eliminate fears and rumors about the use of the evaluation results. Researchers
should solicit input from employees in areas that concern their functions and time. Evaluation results
should be shared with employees and explained to them. The evaluation process can then be a meaningful
and "painiess" experience for all.

Recidivism as an Qutcome Variable

By far the most common measure of a program’s success is the participants’ rate of recidivism.
However, recidivism is a concept with many connotations. The most general is the act of committing a
new crime by a person already processed through the criminal justice system. It may also mean that an
ex-offender has been arrested or charged with a new offense, or that a person on parole has committed
a technical violation and has been revoked.

Recidivism is often viewed as a product of law enforcement or supervision effort. The fact of no
new arrests for a defendant doesn’t necessarily mean that no new crimes have been committed, it simply
indicates that no new crimes have been detected. Recidivism rates then will vary by the quality of law
enforcement impacting the group of persons being studied. Two individuals living in different
communities may commit the same type and number of offenses, but they will be subject to different
probabilities of arrest. The chance of detection will vary by the level of law enforcement in each
community.

For example, research suggests that offenders on intensive parcle receive more technical violations
than offenders on regular supervision (Turner et al., 1992). In addition, even if the level of detection of
new offenses or technical violations is the same, the subsequent handling of cases may be different in
each area. One jurisdiction may pursue each new offense with a complaint filed in the prosecutor’s office
while another may pursue only felony offenses or serious misdemeanors. If recidivism is defined as a new
conviction, the person living in a jurisdiction that does not pursue prosecution would be deemed a
"success.” At the same time, the person living in a more prosecution-criented community would be
deemed a "failure."

Selecting a Time Period Recidivism Measurement

One particularly confusing aspect of recidivism is the question, "When does a person put enough
time between a prior offense and a new offense to avoid being considered a recidivist?" Ever? Take, for
example, the 14-year-old boy who steals a car with a group of older, rowdy friends. As a first-time
offender, he is put on probation. After 25 years of crime-free life, this man is now convicted of tax
evasion. Is he a recidivist?

Recidivism is a more confusing concept than other terms like chronic offender or habitual offender.
The labels of chronic or habitual most often represent a legal status where specific offense and time-frame
criteria are established. For example, one state may define a habitual offender as someone who is
convicted of three similarly patterned offenses over a period of 10 years. Furthermore, it is difficult to
compare recidivism rates of different study groups. One reason is that recidivism has been defined many
different ways. Another is that recidivism rates in one report may be incorrectly compared to revocation
figures in another. A person may have been revoked on technical grounds such as failure to make
payments or meetings with the probation officer, but this should not be compared to committing a new
crime. In most cases, revocation rates will be much higher than recidivism rates. This is because not
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everyone who is revoked has committed a new crime, but most of those who have committed a new crime
have been revoked.

There may also be confusion in interpreting program success results when studies use different time
frames for measuring recidivism. For example, one department of corrections boasted that its boot camp
graduates had lower recidivism rates than regular parolees. However, the followup period on those who
had completed boot camp was only six to eight months while parolees were tracked for up to two years
(Pearlman, 1990).

Degrees of Recidivism

Glaser (1964) explained that recidivism may come in different degrees and that success may mean
different things. To demonstrate this, four different categories were used to describe the possible results
of community supervision. The first is clear reformation, defined as being on parole for one year with
steady work, committing no new crimes and not spending time around other criminals. This contrasts
with marginal reformation, which is the status of a group that is less successful in the community. These
clients have not returned to prison, but they have failed to keep a job and to stop associating with bad
influences. The third category is the marginal failure, those who have returned to prison with violations
of parole or probation or some petty offense. Although this is a failure group, it is distinguished from
the clear recidivist, an individual who has committed a new major crime for which he or she is sent to
prison.

Although one must be careful in using the concept of recidivism in evaluation research, it is an
important part of a program evaluation. The public has realistic concerns that programs designed to
"correct” offenders still provide for a safe community. Citizens and their elected representatives are
constantly expressing the need to know if programs really do what they set out to do. Research results
that provide meaningful and clear information about recidivism are a valuable public service.

Another advantage of reporting recidivism rates is that they can be applied as a relatively concrete
measure. When using arrests, it is easy to determine whether someone was arrested or not. When clearly
defined and consistently applied, recidivism rates are clear. You were either charged with a crime or not,
convicted or not, revoked or not; there is little confusion in these types of data.

Employment as a Measure of Success

Using employment as a measure of a program’s success presents many theoretical problems. One
problem is that studies often fail to differentiate between the various levels of employment —full time, part
time, and intermittent. Some studies do not include those who are working part time in their employed
category while others include this group without distinguishing their status. Both procedures misrepresent
the true employment picture. In fact, some may argue that employment status is relative to each client’s
history. For those who have no significant work history, steady part time work may be a great improve-
ment and a sign of treatment success. On the other hand, those who have held permanent, high-paying
jobs who engage in part time or low-paying positions may not have benefitted from treatment at all.

Another problem found in work statistics is the inability of these data to discriminate between
finding a job and keeping a job. Often reports simply indicate that a certain number or percentage of
participants had found work upon completion of the program. However, the length of employment or job
stability is an important aspect that may provide more useful information about a program’s effect than
simply employment alone. Some data on clients is only gathered at one point in time, for example on a
certain date each year. When this occurs, the intermittent employee may be misrepresented. These data
show that this person is actually employed on that date. However, they do not reflect that he or she has
been unemployed the six months before or for six months after that date.

While job changes are often treated as an indicator of instability, one should carefully examine the
changes for meaning. If each change brings higher pay and more responsibility, then these may be very
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positive steps. It is also a positive step if one clranges jobs in the direction of a desired career or position.
Also one would want to examine the reasons for termination. Being fired is qualitatively different from
being laid off during a recession. A thorough evaluation of employment would certainly want to address
the quality of employment of each participant.

Studies that go into detail about employment may consider the wages earned and the status of the
position held. Menial labor jobs may be considered as "underemployment" if the person is skilled in some
particular trade or profession. Changes in the availability of work and the wages earned may be a result
of the local economy and beyond the control of the client. It would be inappropriate to compare the
results of programs from different economic areas. It is unlikely that simply not having a job would be
the cause of revocation of community supervision. However, unemployment may be linked to other
revocation-producing behaviors such as drinking, fighting, and committing property offenses.

One of the most misleading aspects of employment statistics in evaluation research is the projection
of employment rates over time. Some reports may say that anyone who ever held a job for any length
of time has been employed while others may set an arbitrary length of time as adequate for success in
employment. In cases like this, six months or a year may be used as an indicator of stable employment;
the reader must then determine whether this is adequate. One way to combat this is to look for the
number of program participants employed at a certain point in the program or study or on some particular
date. Another way is to determine the average number of those employed at any given time during the
study period.

Other Measures of Program Success

While traditional outcome variables for program success generally include recidivism and job-
holding, there are others to be considered. For those incarcerated, success may be measured by
completion of therapy, consistent attendance or participation in treatment, reduction in disciplinary action,
positive staff evaluations, promotions in classification, and involvement in other self-enhancement
programs. For those released from prison, measures may include school enrollment, degree completion,
reduction in drinking or drug taking, reduced reports of truancy (for juveniles), control of anger, positive
involvements in the community, ability to get along with family members, self-reported changes in
attitudes and perceptions, ability to make payments on fines and restitution orders.

Collecting Data for Evaluations

There are many different sources of information to be tapped during an evaluation. Once the
programi goals have been matched to measures of success, it will be time to learn how to best collect
those measurements. Data sources include interviews, questionnaires, observations, program records, and
files as well as clinical examinations, official documents, and tests.

Interviews

The conduct of interviews will give the most accurate descriptions of how programs are operating
according to the people involved. While descriptions can be detailed in interviews, it is often difficult to
conduct statistical analyses because interview sample sizes are usually small. Also, it is difficult to
compile the results and make sense out of the aggregate data, since not all participants will describe things
in the same way. In addition, if clients are allowed to discuss issues in a rambling, conversational way,
it will be difficult to compare the content of one interview to another.

One solution to the problem of different answers is to use structured interviews with "forced choice"”
questions. The advantage of interviews over questionnaires is that they allow the interviewer to have
personal contact with the subjects, explain questions, and ensure that he or she understands specifically
what the respondents mean by their answers. Any unclear point may be elaborated upon to improve the
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integrity of the answers. However, interviews may subject respondents to more stress and a tendency to
"perform" for the interviewer. Also, potential bias exists for interviewers who may hear things they
would "like to hear" from the interview.

Questionnaires

An advantage of using questionnaires is that they provide anonymity. Respondents tend to answer
questions truthfully when they believe they will not be identified by name. One way to control the
answers to questionnaires, especially when building a large computerized data set, is to give the
participant closed-ended questions. This type of question makes it easy to tabulate and analyze those data.
However, this method does not always allow the respondent to give additional valuable information that
may fall outside the given choices. Also, it does not allow for qualification or elaboration of the
information given that may change the nature of the answer. Thus, some important descriptive
information may be unacknowledged.

Observations

When evaluators come in to observe programs, an artificial atmosphere often takes over the pro-
gram. People are nervous and on their "best" behavior or often behave in non-ordinary ways that might
confuse those gathering information. One solution is to make the observers less obvious and obtrusive.
Another way to lessen the effects of evaluator interference is to extend the evaluation period or number
of visits. By doing so the evaluators become a "known" and a "common" occurrence around the data
gathering site. To increase the reliability of observational data, Weiss (1972) suggests that observations
be recorded as they are made.

Program Records

Logbooks, charts, intake records, and progress notes are a valuable part of the daily operation of
any treatment or supervision program. However, these records may not always be in a form that is
meaningful for research or which transforms into aggregate data files. For example, the type of family
history data needed for a study may only be found in a rambling narrative case file. Thus, it would be
very time consuming to read each complete case history in order to extract the necessary information
(Weiss, 1972). The initial design or a redesign of existing organization records could ease research and
evaluation efforts.

Another serious challenge to the use of program records is their accuracy. Record accuracy is
affected by any number of changes that may occur over time in a program. This is especially true when
the designated staff member tracking the information is sick or leaves the job. Record accuracy may also
be threatened by changes in measurement methods. For example, if a halfway house changes its drug test
the result may be better detection. If researchers were not aware of the test change, they might erron-
eously conclude that drug use among residents had increased. Additionally, there may be changes in the
value of certain criteria for the program such as minor violations or levels of employment.

Clinical Examinations

Clinical examinations are often conducted or reviewed to determine the medical or psychological
gains that may have been realized by program participants. Important considerations for the use of clinical
examinations are who conducts these investigations and under what circumstances. Also the type of
medical or psychological characteristics noted should be clearly defined using professionally accepted
standards and measurements. The credentials of those providing treatment results should be included,
particularly when drug and alcohol treatment programs use paraprofessional facilitators. Evaluators should
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be careful to explain the limitations of such examinations or any other circumstances that may have
colored the findings.

Tests

A variety of tests may be given to measure client performance following some treatment.
Psychological tests may characterize personality patterns or look for emotional or thinking disturbances.
Vocational tests will look for career interests, aptitudes or measurements of specific skills. Academic
achievement tests will assess the grade level at which a person is functioning. It is important to know and
explain the validity and reliability factors of any test used.

When a test is valid, it measures those values that you proposed to measure. When a test is reliable,
it provides the same results over time and with different groups of similar test takers. However, it is
important to look for any elements in the environment that may be influencing those taking the test. This
might be noise, stress or perceptions about the purpose of the test. The results of tests are more
significant when pre- and post-treatment tests are given and then compared. This means that the same test
is given before and then after the treatment period. By doing so, improvements or changes in scores will
be relative to a predetermined or base score.

Government Documents

These include official criminal records and police records. They can include revocation paperwork,
which is an important source of evaluation data for recidivism studies. However, such records only
measure behaviors reported to authorities. Evaluators most often use government documents as a
secondary data source, meaning that they do not actually gather this information themselves. There is,
therefore, a higher degree of error assumed in data that are gathered by someone else. This is especially
true when it is someone who does not have a vested interest in the accuracy or "integrity" of these data.

Interpreting Program Results

There are a number of problems involved in interpreting program results. Many events that occur
during a program’s operation are beyond the control of the treatment provider. Since treatment does not
take place in a controlled laboratory or a vacuum, it may be difficult to credit the program alone for a
client’s behavioral changes.

Another problem affecting interpretation is the impact of socio-historical events. This refers to the
current events in a country, community, or family that may have a profound impact upon the offender.
Researchers and evaluators must recognize, measure and control for these events as they may affect
program results. Wars, economic recessions and changes in laws or probation criteria may not affect
program participants equally.

1t is also necessary to consider the effect of maturation when evaluating program results. That is,
the client may no longer be interested in criminal activity, a common tendency in juveniles more so than
in adults. It may be difficult to determine whether a program contributed to the youth’s "outgrowing" of
delinquent behavior or whether this change would have occurred without intervention.

Evaluating Program Evaluations

Program outcomes refer to the results of a completed goal or treatment term and may be expressed
numerically, as the number of graduates from a program or parolees who don’t get arrested. Impact, on
the other hand, is the significance of an outcome, perhaps over time. Whereas outcomes are fairly
concrete in observation, impacts may be more difficult to assess. Counseling may improve an offender’s
self-concept, but if he or she lacks the skills to get a job, then lifestyle may not be improved at all.
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Impact is probably the most important but least measured aspect of program evaluation. It tells us if those
who have completed parole or some institutional treatment program will be successful over a continued
period. There are many who believe that this is the truest measure of rehabilitation (Cowen, 1978).

A major problem in comparing evaluation reports is that programs differ in scope. Some are
national, some are state (System-wide) and others run at individual units. The larger a program’s support
base, the more resources the developers may have at their disposal. It is unfair to compare programs that
come from significantly different levels of operation. Likewise, the size and type of the population served
in each program may vary. Programs with a large applicant pool available may be able to more carefully
"select" candidates, those viewed as more likely to succeed. Differences in the inmate profiles between
institutions also make program outcome comparisons difficult. Inmates at Federal prisons, for example,
differ significantly (in terms of age, race, education, and income) from those at most state prisons, and
one could not expect similar results from similar programs operated in each. The duration of the program
may also be an important variable affecting client behaviors. The longer and more intensive some
treatments are, the more likely they may be to produce success.

Programs also vary in their approach to treatment. When reviewing a program, one should identify
its strategy as traditional or innovative. When programs are built on traditional concepts, the designers
and evaluators should be aware of the previous findings of similar programs. These findings should be
an important part of the evaluation of each subsequent program built on the same philosophy. The
outcomes of each new effort will be gauged against previcus results, and similar findings or improve-
ments would be expected.

Another factor to consider when comparing programs is their different goals. Short-term and
remedial goals may be more easily addressed than those that cover long-range improvements. For
example, it is easier to find jobs for offenders than to engage them in meaningful and economically
rewarding careers. One would have a greater likelihood of success in graduating a person from an alcohol
treatment program than insuring that the person remains alcohol-free for two or three years. The way
goals are worded and measured may make it difficult to compare programs and to determine if they have
met their goals.

When initial differences in program constructs are present, it will be difficult to compare even
similar treatment methods. This is especiatly true when examining differing offender definitions or
eligibility criteria. For example, two institutions run programs for violent offenders or sex offenders or
even drug offenders. Depending on how each category of offender is defined, the two programs may
draw different population participants and thus maintain differing potentials for success.




CHAPTER VI

ISSUES IN PROGRAM REVIEW/INTERNAL AUDIT

Some areas are of special concern to both the units being audited and the internal audit teams.
Foremost is the issue of the credibility of the findings of the program review/internal audit. As noted
elsewhere, comprehensive working papers must be developed and maintained for each review. The
reviewer-in-charge must ensure the proper development of working papers; this review-related evidence
must be accurate and complete, understandable, legible, neat, and relevant. Working papers (including
appropriate attachments) must be organized so that an independent reader will draw the same conclusions
as the reviewers. The working papers serve as evidence in the event that program review conclusions are
challenged. Physical evidence is most dependable, followed by documentary or analytical evidence.
Testimonial evidence, or interviews, may be the least reliable.

A successful internal audit depends on accurate and convincing documentation. The use of faulty
evidence in presenting a finding could affect the credibility of the entire internal audit. For this reason,
evidence discrepancies should be resolved each day of the audit or at the final debriefing session.
Auditing is an open process in which findings are communicated; it is not an investigation in which
findings are kept from the subject(s). Continuous involvement with staff of the audited unit ensures
openness and can prevent problems of faulty findings.

A related issue is the method by which findings are presented. Administrators and staff often prefer
overall compliance scores (like those for accreditation) that can be compared with other facilities, and
some review/audit units provide them. This may be appropriate in specific areas where compliance tallies
are required, but is not the preferred approach for program review/internal audit activities. Total
compliance scores may ma: "« material (i.e., significant) deficiencies. Internal reviews/audits should focus
on deficiencies and their potential correction rather than providing a total compliance "score." In this
approach the seriousness of specific deficiencies is weighed against the risk of not correcting them.

An issue related to the presentation of audit findings how personnel of the audited agencies receive
audit findings. In some of the agencies contacted during the study, it was clear that past audit findings
had been used to punish or discipline staff who had responsibility for areas with deficiencies. This is not
a recommended approach. Deficiencies exist for many reasons, and many have been documented in the
past. A more constructive approach is to view the program review as an effort to maintain high levels
of performance in the system and its processes. This does not preclude normal management concerns over
staff performance. Problems of staff performance should be addressed within that context and not within
the context of the review/audit effort.

Another credibility issue concerns the "professional" nature of the audit team: the reviewers’
qualifications, how they present themselves to the unit being audited, and how they interact with staff
under review conditions. It is important throughout the review that the team maintain a professional
demeanor and practice "due professional care," as discussed in chapter VIII. The review is a scheduled
activity and not necessarily an invited activity. Attempts to lighten the situation with humor, for example,
may be misunderstood.

Reviewers must be aware of and sensitive to the impact of their findings, especially deficiencies,
which are of two general types: cost-related and those requiring changes in policy and/or procedures. The
review team is not responsible for developing plans for correcting deficiencies; however, they may
respond to inquiries regarding recolution of these areas.

Wardens and superintendents should not feel threatened by the review or audit. The result of this
concern is sometimes an effort to control audit activities. It is understandable that administrators and other
staff want to personally "show off" the facility, and they usually offer pertinent information during the
process. However, the audit team should anticipate this behavior and intervene at some point in order to
maintain the review schedule. :
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Most reviewers meet with line supervisors of the units in question at the onset of the review process.
Similar defensive behavior may occur at these meetings, but with the opposite attitude. Some staff may
suggest (by word or demeanor) that there are deficiencies in their area that are not being addressed.
Auditors should be attuned to obviously disaffected staff and plan to talk with them to identify the nature
of the problem.

Another issue is how the audited unit presents documentation to the audit team. When accreditation
methods were developed in the 1980s, corrections departments often complained about the preparatory
paperwork required for the audit and the degree of personnel and other resources required, often over
periods of months. This problem became especially acute when there were staff shortages. The question
of efficiency is raised. Should various units being audited prepare separate documents for review by the
auditors at a central location, or should auditors go to the units and find documentation where it is
available to and accessible by personnel operating the unit?

The issue of personnel and resource usage was discussed with project staff by the review/audit team
at one site. The review team had heard complaints regarding the use of supervisors’ time to compile
documents. (Sometimes, document compilation is required for analysis, as when records such as work
orders are being sampled and analyzed.) Organization policies and procedures, administrative directives,
and the like should be available to auditors with limited help from facility staff. Local policies, proce-
dures, guidelines, documentation of activities, and minutes of meetings can also be compiled in advance,
although it may be more appropriate for auditors to go to the units and have staff locate these documents
there. Documents such as shift logs and inmate files should be viewed on the unit. Being on the unit is
advantageous because it allows a visual inspection, and this practice may promote interaction with
personnel on that unit. In any case, it creates less work for staff and probably yields comparable resuits.
It is preferred that the members of the review team initiate requests for records and review them
personally at their location in the unit.

A related issue is the relationsnip between internal audit and accreditation. As noted, a 1992 issue
of Corrections Today was devoted to "Accreditation—Three Decades of Evolution." This issue did not
explore the linkages between accreditation methods and the developing science of internal controls. It is
time to formally explore such linkages for several reasons. One is to ensure greater efficiency in
evaluating operations by reducing duplication of effort. Internal audit provides more depth than accred-
itation, because it probes more deeply into substantive areas. Accreditation provides a yardstick against
which to measure overall performance against national norms. Both are necessary and complementary
goals. It appears that such a marriage is being explored by the ACA.

A more comprehensive issue arises regarding the overall value of the review/audit process. The
question can be asked, what value is an internal audit if the reviewers are in the same organization?
Won’t the team members tend to "understand" the problems they find in their own organization? Might
there be a reluctance to check on a problem when facility staff reported that it was resolved after the fast
audit? Questions may be raised about the politics of individuals temporarily assigned to an audit team (for
the week) who know they might be later assigned to the unit they have audited. What are the concerns
of individuals who are assigned to the review/audit unit who may later be reassigned to an operational
unit?

A related concern is that organizations will accept the least difficult set of criteria in assessing their
performance. Constitutional minimums stated by the courts are hardly the best guidelines for ensuring
professional operations. National standards may rise above legal minimums, but by virtue of their national
application they simply cannot and do not define every area of correctional practice. Such standards rely
on local policy and procedures for compliance. Program review looks at the details of compliance with
local or jurisdictional criteria—laws, rules, regulations, and policies. Strong program reviews should yield
compliance levels quite consistent with both legal norms and national standards. Many correctional organ-
jzations have integrated the most important national standards into their review systems.

Standards for internal audit, as promuigated by the Institute of Internal Auditors and the Comptrolier
General of the United States, are designed to ensure the independence and objectivity of the process, and
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especially the independence of the auditors in carrying out their duties. Support from the top levels of
the organization—based on legislation and/or other type of authorization, policies and procedures, and
local guidelines—is critical. However, individual auditors are part of organizations and may not view
these protections as sufficient to ensure freedom from outside influences. Support for the process from
the top levels of the organization is the only way to defeat this problem.

The Future of Program Review/Internal Audit in Corrections

The future of program review in corrections is as good as the administrators who embrace it.
Corrections cannot operate on intuition or experience alone, which became apparent in the era of court
intervention. The national standards and accreditation program requires an agency to complete a self-
evaluation before the external audit, which has caused many departments of correction to initiate sys-
tematic internal reviews. Accreditation was and still is an excellent starting point for internal review;
however, better techniques are becoming available.

Program review/internal audit is a technique that developed in business and industry and is relevant
to all organizations concerned with quality assurance. It has already proven effective in the corrections
profession and warrants further evaluation. The Bureau of Prisons has the best potential for evaluating
the usefulness of its program review process. The key indicators system (KI/SSS) provides management
with access to a great deal of information on organizational operations; it is an outstanding tool for
strategic planning and the application of quality control principles. These data "serve as ‘indicators’ in
the sense that they let the user observe and analyze system changes such as levels of crowding, the
distribution of inmates with regard to security and custody requirements . . ." (Saylor, 1989:40).

Can performance review predict future events related to performance measures and correction of
deficiencies? Does the review adequately identify the types of prevention techniques required to improve
operations? Could the system prevent a disturbance or a riot? It is understood that this would be difficult
to know because the disturbance might not occur, which is desirable, but could a relationship between
past problems and future reductions based on the performance review function be established? Perhaps
this type of information will be determined from an analysis of existing institution profile data. When a
problem such as a disturbance does occur, it is investigated to the extent possible in terms of prior efforts
at identification.

Bureau staff state that concern always exists about the cause and effect of a problem, and that the
program review information is useful in evaluating the programs, components, and activities that may
lead to risk. They can clearly see the strengths and weaknesses of all BOP programs, and that is not in
doubt. However, no hard data support these observations. Such data would be most useful in convincing
other jurisdictions of the value of the process in controlling possible problems. It is hoped that the Bureau
will support or even undertake a study of this process to see how effective it is in actually preventing
potential problems in the organization.
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CHAPTER VII

FIELD VISITS

This chapter contains the analysis of program review/internal audit systems for the Federal Bureau
of Prisons and several state departments of corrections across the country. Included are: 1) a detailed ex-
planation of the organization of existing performance review systems in the jurisdiction studied, 2) the
types of resources needed and the methods and tools used to conduct management performance review
in each jurisdiction, 3) an analysis of the strengths and weaknesses of each system, including the findings
of the researchers and the concerns of the staff using these procedures every day, and 4) a comparison
of the six states and the Federal Bureau of Prisons on the methods and procedures used in management
review. These include economy, efficiency of personnel, efficiency of time, meeting legally mandated
or other designated standards, communication of management needs, and availability and utility of the
information used. An overview of evaluation procedures, which are used to monitor the success of the
review process by jurisdiction, is given. Potential users of this information should find it useful in de-
signing a program review or internal audit system.

Conduct of the Study

The study examined six different program review/audit systems to compare their strengths and
weaknesses. The intent was to identify and document aspects of program review/internal audit that would
contribute to a model attainable at some level by all correctional jurisdictions. Directors and represen-
tatives of several correctional systems reviewed draft reports for their feasibility.

Six states and the Federal Bureau of Prisons Program Review Division were evaluated. At the
founding of the PRD in 1988, staff recognized that program review is linked to tota! agency performance
and to the planning function, information systems, and research and evaluation needs. The process in-
volved as many correctional agency personnel as possible. It is often difficult to "sell" administrators and
managers on adopting "model" programs designed elsewhere that they may feel do not apply to them.
Involving the field in the developmental process for any innovative approach to improving corrections
has proven beneficial (Reimer & Sechrest, 1979; Sechrest & Reimer, 1982).

A key element of the model audit system(s) developed was the identification of the structural
components that lead to better management control. There is no perfect system for program review and
auditing of organizational activities. Correctional systems with the most comprehensive program review
and auditing functions have an administrative commitment and funding sufficient to allow them to work
at full capacity.

Automated information systems were not generally linked specifically to the internal audit
process, although they are a component of the management review process in most jurisdictions. The
U.S. Federal Bureau of Prisons and the Correctional Service of Canada have managed to link technology
to performance review, planning, and organizational outcomes. Both systems refer to "strategic plan
goals," or "corporate objectives" in the Canadian system, which are based on "key indicators” or
"corporate performance indicators." The use of these information systems in internal auditing is just
beginning to be explored. Again, use of technology is important to performance review/internal audit only
if it is properly managed.

Summary of the Field Visit Process
To establish the present state of the program review/internal auditing function in the six states

and the Federal Bureau of Prisons, an open-ended questionnaire format was used. This format is based
on the definition of administrative controls discussed earlier. It provides agencies a tool with which to
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assess current program review/internal audit capabilities.
Criteria for Measurement

The primary sources of criteria used in comparing the actual practices of program review/internal
audit were the Government Audit Standards of the Comptroller General of the United States (1988), the
Codification of Standards for the Professional Practice of Internal Auditing, prepared by the Institute of
Internal Auditors (1989), and the practice of internal audit. These criteria should be used by organizations
that wish to develop a program review/internal audit capability. Examples of audit policies and pro-
cedures are provided in Appendix C, including Federal Bureau of Prisons Program Statement 1210.12
and policies for the Utah and Illinois Departments of Corrections, respectively. Appendix A provides
examples of statutes governing internal audit. Standards for the audit of governmental organizations,
programs, and activities are found in Appendix B. Examples of audit programs and audit objectives are
shown in Appendix D.

Developing Operational Definitions

Within the Federal Bureau of Prisons (BOP), the Program Review Division (PRD) has
responsibility for all centralized BOP program reviews. The Illinois Department of Corrections (IDOC)
Fiscal Internal Audit Unit (FIA) is charged with conducting financial audits; an Operations and Program
Audit Unit (OPA) was responsible for performance audits until it was dissolved in 1992 (after 10 years)
and its duties assumed by the FIA. The Bureau of Internal Audit of the Utah Department of Corrections
(UDC) completes performance and financial audits of all department operations. The multi-state audit
(MSA) system operating between Washington, Oregon, and Idaho results in audits of institutions to assess
compliance with mutually agreed-upon standards. These standards have been adapted from American
Correctional Association (ACA) standards. The New Jersey Department of Corrections (NJ DOC) has
various audit units, with no centralized office performing this function.

A method of examining and analyzing the review/audit systems for these organizations was
developed based upon Generally Accepted Government Audit Standards (or "GAGAS") and the practice
of internal audit. Definitions were developed for each review/audit operational category. These defin-
itions, which are given below, were prepared to explain the informational matrices for each organization
included in this chapter.

1. Organization: the general structure of the agency based on the most current organizational
chart or table available,

2. Number of Employees: the number of persons employed within the organization, including
institutional, support and field staff.

3. Number of Institutions: the number of institutions under the authority of the organization by
security level and/or type.

4.  Number of Inmates: the total number of inmates under the jurisdiction of the organization.

5.  Legislation: whether enabling legislation authorizes and guides the review or audit function
within the organization, including a description of key elements of the legislation.

6.  Charter: a published document within the organization that authorizes and guides the review
or audit function, including reporting relationships, scope of work, etc.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

Audit Committee: whether an audit committee has been established to provide oversight of
organizational internal controi, reviews or auditing, and financial reporting, and whether the
committee is made up of individuals irom outside the organization.

Organizational Status: the position within the organization of the review or audit function and
the related degree of independence.

Categories: the types of reviews or audits conducted as described by the organization.
Policies and Procedures: whether the organization has written, comprehensive policies and
procedures regarding the review or audit function, including a summary of the general content

of these policies and procedures.

Review/Audit Staff: the personnel assigned to the review/audit function and staff qualifications
as described within applicable job specifications.

Certification: the emphasis the organization places upon professional certification of review
or audit staff.

Training: the types and sources of any specialized training provided the reviewers or auditors.

Affiliation: any review or audit-related professional affiliations maintained by the crgani-
zation’s reviewers or auditors.

Standards: whether the organization’s review or audit group has adopted professional audit
standards as promulgated by the Comptroller General of the United States, the American
Institute of Certified Public Accountants, the Institute of Internal Auditors, American
Evaluation Association, etc.

Automation: the level of electronic data processing employed as it relates to the review/audit
process, including planning, testing procedures, working paper preparation, evaluation
methods, communication etc.

Universe: all organizational entities and functions reviewed or audited.

Priorities: methods used by the organization to develop priorities for the review/audit process,
e.g., risk assessment and management assessment methodologies.

Cycle: the recurrence of reviews or audits as required by enabling legislation, policies and
procedures, executive mandate, etc.

Schedules: the process by which audit schedules are developed and implemented.

Scope: those areas generally examined during reviews or audits, including performance and
financial related issues.

Survey: the degree and extent of formalized planning for each review or audit and the level
of related documentation.
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23. Work Program: how preliminary assumptions are made by the reviewers or auditors before
conducting the review/audit, and how review/audit objectives and anticipated testing
procedures are summarized.

24. Notification: how and when those being reviewed or audited are informed and prepared; may
include written notification, an entrance conference, ongoing liaison efforts, etc.

25. Onsite Verification: the nature of the review or audit phase where tests are conducted,
evidence gathered, and evaluations made to support reported results. This includes supervision
of review/audit staff, oversight of working paper preparation, liaison with reviewed or audited
staff, interim reporting of resuits, and closure.

26. Working Papers: methods used by review or audit staff to document the verification and
evaluation process or evidence supporting judgments and conclusions.

27. Reporting Results: the manner in which draft and final review or audit reports are prepared,
including timeframes, style, conicnt, response from those reviewed or audited, action plan
development, and whether an exit conference is conducted.

28. Local Reviews or Audits: review or audit by operations staff that supplements the efforts of
the reviewers or auditors.

29. Safekeeping and Accessibility: how working papers and review or audit reports are stored and
the right of access to these documents.

30. Follow Up: how the organization ensures that action occurs subsequent to review or audit
issues or findings.

31. Continuing Quality Improvement and Peer Review: the degree and nature of internal and
external scrutiny of the organization’s review or audit process by individuals familiar with the
organization.

32. External Review or Audit: reviews conducted by agencies ouiside the organization.
Review/Audit Procedures by Organization

A master matrix of review/audit operational categories appears at the end of this chapter. It is de-
signed to guide the reader to review/audit operational categories by organization. There are also several
appendices containing sample policies, job descriptions, risk assessment forms, audit programs, audit
working papers, and other information.

Federal Bureau of Prisons Program Review Division (PRD)

1. ORGANIZATION: The PRD is one of the nine divisions of the BOP. The assistant director reports
to the Director of the BOP. The nine assistant directors and the six regional directors constitute the
Director’s executive staff.

2. NUMBER OF EMPLOYEES: Approximately 24,000 employees are employed by the BOP. However,
1995 projections reach almost 40,000 employees.
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3. NUMBER OF INSTITUTIONS: Nationally, there are 70 institutions in six geographic regions. There
are 47 additional facilities planned and 16 existing facilities will be expanded by 1995. The six geographic
regions include Northeast (Regional Office in Philadelphia, PA), Mid-Atlantic (Regional Office in
Annapolis Junction, MD), Southeast (Regional Office in Atlanta, GA), North Central (Regional Office
in Kansas City, MO), South Central (Regional Office in Dallas, TX), and the Western (Regional Office
in Dublin, CA). The regional offices have responsibility over institutional and comimunity activities.
Bureau coordination and program development are the responsibility of the Washington, DC Central
Office.

According to a publication entitled Bureau of Prisons Goals for 1992, an objective of the BOP is
to adequately manage the inmate population and to meet projected space requirements. Strategies include
obtaining sufficient resources to reduce crowding to 104% of rated capacity by fiscal year 1995,
increasing the use of alternate methods such as home confinement, exploring options for development of
new alternatives such as restitution centers and day prisons, adding a total of approximately 8,500 beds
at existing institutions, construction of new institutions, and contracting for beds. Maximum security
institutions are designed to house persons serving long sentences, except Atlanta, an Administrative
institution with several levels of security. Satellite camps are minimum security.

4. NUMBER OF INMATES: More than 90,000 inmates are in the custody of the BOP.

5. LEGISLATION: Following 31 U.S.C. 3512 (b)(1), which refers to executive accounting systems,
and the Office of Management and Budget (OMB) Circular A-123, which addresses internal control
systems, each Federal Government agency is required to establish a continuous process for the evaluation
and improvement of the agency’s system of internal controls.

The PRD Assistant Director has responsibility for coordinating the agency-wide effort to comply
with the Integrity Act (P.L. 97-255). The act also requires ‘. official to ensury: that the agency’s methods
of assessing the adequacy of internal controls comply s;ith th's act. The BOP has published Program
Statement 1210.12 that addresses Management Control aid Prog ram Review. This document cites various
Directives, Department of Justice (DOJ) Orders, OMB Maierials, General Accounting Office (GAO)
Standards and American Correctional Association (ACA) Standards.

6. CHARTER: The BOP Prograr: Statement 1210.12 includes a detailed description of the authority of
the PRD. Program reviews of all program areas are conducted by reviewers under the authority of the
Assistarit Director, PRD. Also included in Program Statement 1210.12 are the following: 1) imple-
mentaticn of the Management Control and Program Review systems in compliance with generally
accepted government audit standards and policy, 2) development of annual review schedules and related
budgets, 3) selection criteria for program reviewers, 4) a statement that the review process is to be
independent, 5) appropriate training for review staff, 6) program reviews to be conducted in a timely,
economical, and professional manner, 7) review reports to be timely and prepared in a professional
manner, 8) reports are to be reviewed to ensure review objectives were met, 9) exemplary program
findings are to be validated, 10) an evaluation is to be made of the adequacy of response to review
findings, 11) followup reviews are to be conducted to ensure all required corrective actions are taken,
and 12) pregram reviews do not come to closure until corrective actions have been taken and internal
controls are in place to prevent recurrence.

The responsibilities of the Wardens/Superintendents directly affect program reviews. Concerns
include providing full support and cooperation to the reviewers, providing prompt consideration to find-
ings, ensuring freedom of access to all property, records, employees and inmates, and providing timely
initiation and completion of appropriate corrective action to enable closure of the program review within
specified time frames. The BCP Program Statement 1210.12 systematically defines the responsibility of
all key managers and executives in assisting the director, who is required to submit an assurance state-
ment to the Attorney General at the end of each fiscal year certifying that BOP programs are operating
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effectively and in accordance with applicable law, and that the systems of internal control are adequate
to protect resources. Material weaknesses and significant concerns in the Bureau’s systems of controls
are to be identified and a plan for correcting them included. The PRD Assistant Director is the designated
BOP Internal Control Officer.

In addition to oversight of the program review process, the PRD Assistant Director: 1) serves as
Program Review Authority for all centralized BOP program reviews, 2) issues an annual review schedule
and has ultimate responsibility for ensuring timeliness in carrying out the review schedule, 3) develops
and updates review policies and procedures, 4) provides training to program reviewers, 5) monitors all
reviews and related materials to ensure reviews are conducted in accordance with policies and procedures,
6) reviews program review objectives and guidelines for completeness and adherence to accepted formats,
7) provides analysis and response to all levels of the agency concerning program reviews, 8) assesses
effectiveness of the review program, and 9) makes recommendations to the Director for improvements
in management control and program review. Regional directors have responsibility for: 1) ensuring that
Wardens and Superintendents in their regions are fully responsive to program review findings and that
program reviews are closed by the institution in a timely manner, 2) determining the need for special
reviews or studies and ensuring they are conducted, 3) analyzing the results of program reviews,
management assessments and other studies to determine if there is a pattern of noncompliance or lack of
controls in regional programs, and 4) annually preparing a certification letter to the Director attesting to
the adequacy of internal controls in regional programs, summarizing major findings and identifying major
concerns requiring corrective action. Central/Regional Office administrators complete Management
Control Plans and Year-End Assurance Statements for their respective disciplines.

7. REVIEW OR AUDIT COMMITTEE: Reviews are planned, scheduled and conducted within the
context of the BOP Strategic Management Cycle. This cycle embodies information from 1) strategic
plans and goals, 2) management assessments, 3) program reviews, 4) operational reviews, 5) prison social
climate surveys, 6) institution character profiles, 7) management indicators, 8) policy development, and
9) other information sources (external agency reviews, etc.) All of these areas are interdependent and
collectively form what is known as a "strategic management cycle."

8. ORGANIZATIONAL STATUS: An assistant director is responsible for the functional units or
branches of the PRD. These include the Program Review Branch (PRB), Strategic Management Branch,
and Program Analysis Branch. A deputy assistant director administers the PRB.

9. CATEGORIES: The PRB is divided into two parts: 1) Operations and 2) Programs. Staff of PRB
conduct financial and program reviews as specified in Program Statement 1210.12. Financial reviews are
conducted to assess compliance with laws, regulations, policies, and generally accepted accounting
principles, and to determine whether financial statements of the reviewed entity fairly present the financial
position (also referred to as financial and compliance reviews), Program reviews determine compliance
with applicable regulations and policies, adequacy of internal controls or safeguards, and the
effectiveness, efficiency, and quality of the programs and operations (also referred to as management,
centralized, operational, or expanded scope reviews).

10. POLICIES AND PROCEDURES: Comprehensive, written policies and procedures guide the PRD.
The components of the BOP program review process are addressed in Program Statement 1210.12. The
statement includes 1) a declaration regarding the purpose and scope, 2) a listing of all affected directives
and standards that are rescinded or referenced, 3) a catalog of terms used, 4) an account as to how the
statement is organized, 5) background information, including laws and regulations that necessitated the
development of the statement, 6 the overall policy regarding program reviews, 7) a summary of
management’s responsibilities, 8) a series of statements about executive and administrative staff’s
responsibilities for the program review process, and 9) a catalog of the role and function of the various
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branches of the PRD as they relate to the program review process. The BOP Program Statement 1210.12
addresses 1) developing a program review program, or plan, and 2) conducting a program review
program. Included in appendices are 1) standards for audit that consist of a summary of Standards for
Audit of Government Organizations, Programs, Activities and Function, 1988 Revision, GAO, and 2)
program review process examples.

Developing a Review Program. These programs, or plans for program review, are based upon an
identification of vulnerable areas, the classification of the types of reviews required (routine program
reviews or special reviews), the availability of resources, and the sites to be included. The details of the
management assessment process and followup activities that are the responsibility of the central office
program administrator are documented. Policy addresses the necessity for updating program review
guidelines, the development of review objectives, and the specific components of a review. Emphasis is
placed upon organization and supervision of the verification or examination phase. These topics include
planning, verification and evaluation, and reporting results (data collection, interviewing and observing).
Types of review or audit evidence are enumerated along with the standards associated with obtaining
evidence (sufficiency, competence/reliability, and relevance).

Procedures are listed when reviewers encounter serious or unusual problems that may dictate halting
or redirecting the review work. Development of working papers is discussed in detail, including de-
velopment and use of forms, general sampling methodology, and documenting reviewer evaluations (i.e.,
judgments that are made by reviewers based upon the evidence gathered). Development of material
program review findings is discussed, including the elements of a finding, i.e., condition, criteria, effect,
cause, and overall rating. Reporting results of the program review is dealt with in detail, including the
characteristics of the report (fairness and accuracy, clarity, persuasiveness, and timeliness). Review report
distribution, retention, and release provisions are discussed. The statement specifies that reporting on
results of a program review is governed by the principle of "reviewing by exception.” This principle is
used throughout the auditing profession and means that if an area, component, or issue is not mentioned
in the report, the reader may assume that no serious or significant deficiencies or need for improvement
were identified. The program review report format is specified, which includes general comments (areas
for further study, observations not directly related to the scope of the review, etc.); repeat significant
findings (a finding reported in the current review that was also listed during a previous formal PRD
review); and significant findings (material findings of deficiencies found during the review). Closure of
the program review process is discussed, outlining the reviewer’s responsibility and the responsibility of
the institution. When the review authority has obtained reasonable assurance that deficiencies have been
corrected, the review authority notifies the CEO that the program review is considered closed. Opera-
tional Reviews are conducted under the authority of the Chief Executive Officer and must be conducted
within 10 to 14 months from the week the previous PRD review occurred. Operational revisws are
conducted using the same process as PRD reviews.

11. REVIEW/AUDIT STAFF: There are 68 Program Review Examiners who are responsible for
reviews at institutions. These reviewers are assisted by up to 12 institutional field personnel, depending
upon the discipline being reviewed. To ensure independence and objectivity, institutional field personnel
do not review operations within their own facility.

12. CERTIFICATION: The BOP does not provide funds for professional certification of review staff.

13. TRAINING: Specialized training is provided all program review staff. The BOP has developed a
Program Review and Strategic Management Course as part of the Institutional Cross Development Series.
This training is provided all PRD and institutional staff involved in operational reviews. The course
includes 1) a section concerning management assessments, which addresses the process and how to use
the data; 2) a chapter addressing performance monitoring, which discusses operational reviews (an annual
review conducted under the jurisdiction of the installation CEO) and program reviews (comprehensive

74




reviews conducted at the direction of the review authority that include preparing for and conducting a
program review with supporting data); and 3) a segment devoted to Strategic Planning, which discusses
the planning process and implementation. The course material also contains information regarding the Key
Indicator Strategic Support System (see item 16 below).

14. AFFILIATION: Review staff are not reimbursed for the costs of professional affiliation by the BOP.

15. STANDARDS: As indicated in Program Statement 1210.12, PRD program reviews are conducted
in accordance with Standards for Audit of Government Organizations, Programs, Activities and Functions, .
1988 Revision, General Accounting Office (GAO). The statement further indicates program review
procedures shall comply with these standards for purposes of program and financial program reviews.
The American Institute of Certified Public Accountants (AICPA) has issued standards that are applicable
to and generally accepted for financial audits. The AICPA standards for field work and reporting have
been incorporated into GAO standards.

General Standards. These refer to qualifications of audit staff, organizational and individual
independence of the auditors, the importance of auditors exercising due professional care, and the need
for internal and external quality control of the audit function.

Field Work for Financial Audits. These standards describe the necessary planning, audit evidence
gathering procedures and understanding of the internal control structure, which is necessary for
completing financial audit field work.

Reporting Standards for Financial Audits. The unique needs of government financial audits are
addressed by these standards. A statement is required in the report that the audit was conducted in
accordance with generally accepted government auditing standards. Where these standards are not
followed, an explanation is required. The auditors should report on their tests of compliance, citing
applicable laws and regulations indicating where there is material noncompliance. The auditors should
also provide positive assurance on those items that were tested for compliance and negative assurance on
those items not tested. The auditors are to report in writing to appropriate officials within the organization
and outside the organization, unless law prohibits such reporting, on the entity’s internal control structure.
This report regarding the internal control structure should 1) indicate the scope of the auditor’s work in
obtaining an vnderstanding of the structure and control risk, 2) comment on the entity’s internal controls,
including those established in compliance with laws and regulations having an impact on the financial
statements and results of the financial related audit, and 3) include reportable conditions, incorporating
potential weaknesses such as fraud, abuse, and illegal acts.

Field Work Standards for Performance Audits. These standards relate to audit planning, supervision
of auditors during the onsite phase, the requirement that the auditors assess compliance with the ap-
plicable requirements of law and regulation, auditors providing reasonable assurance that fraud, abuse
or illegal acts related to the audit objectives are detected, a staiement that an assessment be made of
applicable internal controls, and assurance that the auditors gather sufficient, competent, and relevant
audit evidence.

Reporting Standards for Performance Audits. These standards require written reports to
communicate results on a timely basis to officials at all levels of government. The reports should be
complete, accurate, objective, and convincing, and be clear and concise. These reports are to be
distributed to the appropriate officials of the organization audited, and to the appropriate officials of the
organization arranging for the audits. Copies of reports are to be sent o officials responsible for taking
action on audit findings. Unless restricted by law or regulation, reports may be limited in distribution.

16. AUTOMATION: The Program Analysis Branch (PAB) coordinates analyses of reviews to determine
trends and patterns that are both discipline-specific and cross-disciplinary in nature. The PAB also has
responsibility for assisting program administrators and managers at all levels with the use of management
indicators from systems such as the Key Indicator Strategic Support System (KI/SSS), which is a PC-
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based management information tool providing users access to a range of BOP information on inmates,
staff and fiscal operations. Management indicators include budget reports, past program reviews, special
studies, routine operating/analytical reports, and program reviews and other tools. Much of the infor-
mation used in management assessment is provided by the PAB, which in turn results in the revision of
program review guidelines. These guidelines are the general instructions to the PRD program reviewers
for a particular program or group of programs. KI/SSS is described fully in chapter IX.

17. AUDIT UNIVERSE: The BOP has defined 15 operationa! disciplines, also referred to as programs.
The PRD has assigned responsibility to the Program Review Branchi (PRB) Operations Section for review
of the following disciplines: 1) Correctional Programs, 2) Correctional Services, 3) Community Cor-
rections, 4) Human Resources, 5) Medical Services, 6) Religious Services, 7) Financial, and 8)Computer
Services. The PRB Program Section has been assigned responsibility to review: 1) Facilities, 2) Safety,
3) Inmate Sentence Management, 4) Educational Services, 5) Food Services, 6) Psychological Services
and 7) UNICOR (industries). Thirteen of these disciplines have regional and central office counterparts,
which are reviewed annually. UNICOR has a central office counterpart only.

18. PRIORITIES: The purpose of the BOP Management Assessment process is to examine each
component of a discipline or program to determine 1) the vulnerability of the program to fraud, waste,
abuse, and mismanagement, 2) the potential for serious problems if policy and regulations are not
followed, or systems of intern::” control are not adequate, 3) the degree to which resources are being used
efficiently, 4) program review priorities, and 5) management indicators by which program operations are
to be evaluated. The one-week process addresses all three BOP management levels: the Central Office,
regional offices, and institutions. The Strategic Management Branch (SMB) has responsibility for
coordinating annual management assessments of each discipline. The management assessment consists of
1) a review of past and current performance, examining various management indicator data, and 2) an
assessment of the program’s level of risk and need for improvement by means of a structured review
methodology (risk asszssment).

Each SMB evaluator has responsibility for several disciplines and coordinates the identification of
legal and professional requirements pertaining to the discipline. Since SMB evaluators are process experts
rather than content experts, they facilitate the Management Assessment by meeting with the Regional
Administrator, Wardens and managers from various levels and the BOP Discipline Director. The purpose
of these meetings is to 1) identify an objective for operational activities, 2) assess the level of risk, 3)
articulate procedures or control techniques that provide reasonable assurance operational objectives will
be met and problems avoided, 4) identify the perceived adequacy of these controls and safeguards, 5)
anticipate the significance of actual risk to the program’s mission, 6) distinguish methods of reviewing
the activity to ensure controls are adequately tested, and 7) index specific program review objectives and
steps to carry out testing.

Central office administrators are fully involved in the management assessment process. It is the
- responsibility of the Central Office Program Administrator to ensure that necessary documentation is
maintained regarding the management assessment process. This documentation is subject to audit by the
Department of Justice, General Accounting Office and review by the PRD. It must be maintained for two
years and must be reasonably sufficient to lead a person who is not an expert in the field to the same
conclusion.

A Management Assessment form has been developed, which 1) identifies the program—usually
defined as the discipline—see 17: Audit Universe, 2) articulates an objective statement (i.e., to ensure
institutions are operated in a manner that provides a safe environment for staff and inmates and prevents
inmate escape, 3) includes an identification of the process (i.e., tool, weapon and hazardous material
control), and 4) provides a listing of the steps necessary in the process from start to finish. An inherent

risk factor is applied to each step in the process, and the adequacy of internal controls is assessed for each ;
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step. Overall risk is seen as high, medium or low. An attempt is made to balance the inherent risk against
the level of internal controls to determine the overall risk.

Key responsibilities of the assistant directors include ensuring that management assessments of all
division programs are conducted and related results are incorporated into the long-term Management
Control Plan (a brief written plan summarizing the results of the Management Assessment and planned
related action). Management Assessments are used to determine the degree of risk for each important
process or activity. Assistant directors also must 1) determine the need for special reviews or studies and
ensure they are conducted, 2) analyze the results of program reviews, management assessments, and other
reviews and studies to determine if a pattern of noncompliance or weaknesses in internal controls is
found, 3) update Management Control Plans and monitor progress in correcting deficiencies, and 4)
annually review and update Program Review Guidelines, which are the measures by which program
reviews are conducted.

19. CYCLE: Following Program Statement 1210.12, each program or operational area at each Bureau
installation is comprehensively reviewed, in accordance with published Program Review Guidelines, by
reviewers at least once every two years. Newly established facilities should be reviewed within 12 to 16
months of activation.

20. SCHEDULES: Management Control Plans are developed for five year periods by Central Office and
Regional Program Administrators. These plans are based on Management Assessments and include
planned actions. In addition to outlining the frequency of routine PRD program reviews, Management
Control Plans identify the level of risk associated with program areas, plans to correct problems that do
not require additional review, plans for special studies, surveys or task force efforts to examine problems
in detail along with dates for completion, and a certification that all high risk areas have been included
in the Program Review Guidelines or will be addressed in a special review. The PRD Assistant Director
issues a compiied Annual Program Review Schedule for all programs and is responsible for ensuring the
timeliness of program review schedules. BOP Program Statement 1210.12 specifies reviews are 1)
scheduled via the Annual Program Review Schedule, 2) included in a special sampling of sites to test the
adequacy of specific controls, or 3) conducted in response to a specific event or request.

21. SCOPE: The nature of the discipline in which a review occurs dictates the scope. Program Review
Guidelines are developed subsequent to the Management Assessment process. The BOP Program
Statement 1210.12 indicates the scope of a review may include 1) a complete examination of one
program, 2) an examination of one or more components of a program, or 3) a special review affecting
several programs.

22. SURVEY: A reviewer-in-charge is assigned responsibility to prepare for each review scheduled. The
BOP Program Statement 1210.12 indicates that, as part of preparation for a review, data collection should
occur (to include the use of the Key Indicator/Strategic Support System) and an assessment before arrival
at the review site in order to help focus program review objectives. A written site plan is prepared which
includes the review site, program area (discipline), scope, dates of review, suggested team members,
estimated budget in dollars and reviewer days, date of last review, status of last review, a summary of
indicators (previous review findings and other data, potential problems and any anticipated adjustments
to the Program Review Objectives). Upon obtaining input from the respective Regional and Central Office
Administrators, the reviewer-in-charge submits the plan to the PRD Assistant Director or designate for
approval. The reviewer-in-charge then implements the plan that includes arranging for the services of and
notifying the team members, and arranging onsite logistics.

23. WORK PROGRAM: Program Review Guidelines that are developed as part of the Management
Assessment process contain general instructions for reviewers of a program or group of programs.
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Development of these guidelines afford Program Administrators (discipline experts) the opportunity to
outline review instructions unique to the program. The guidelines also contain instructions as to the
frequency of reviews, the rumber of reviewer days required, general sampling techniques, the period of
examination, composition of the review teams, types of checklists, and other review tools needed. All
guidelines are reviewed by the Strategic Management Branch before being used.

Program Review Objectives. Based on the results of the Management Assessment, Central Office
staff and Regional Program Administrators, with input from the Warden advisory groups and institutional
managers, establish a series of objectives that will enable reviewers to focus on areas where attention is
most needed in the subsequent 12 to 24 months. These objectives relate to areas that are highly vulnerable
to risk, arsas having the potential for savings, and areas where there have been probiems. Central Office
Administrators have responsibility to ensure the objectives encompass all criteria necessary to measure
whether the objectives of the program are being accomplished. Minimally, objectives address ali
significant policy requirements necessary for achievement of the objectives. A background statement
provides additional information as to why the objective has been included in the Program Review
Guidelines. If the objective involves a policy requirement, government regulation and/or mandatory ACA
standards, they are listed in the background statement.

Program Review Steps. After each program review objective, background statement, and policy
citation is a listing of program review steps. These steps describe the work that is required to meet the
program review objectives. The steps outline the work to be done during the review, the specific docu-
ments to be examined, sampling techniques to be used, span of time to be reviewed, processes to be
observed, persons to be interviewed, and purpose of the program review step. These steps represent the
minimum acceptable testing that must occur to obtain the evidence necessary to meet the program review
objective. Where applicable, the program review step cites an appropriate reference to policy, regulation,
standards, etc., which will reduce the amount of time required by reviewers to become familiar with
review criteria from these sources. These cites are an aid to other audit agencies and allow the guidelines
to be used as a training tool. Management indicators that may be contained in program review steps
reflect the expected results or outcomes of programs. They result in information allowing the monitoring
of goal attainment.

Mandatory Program Review Objectives. These are a separate component of the Program Review
Guidelines for each discipline that are applied at the regional level. They are reviewed by a department
head or staff of greater rank for inclusion in the program review report.

24. NOTIFICATION: The review authority notifies the CEQO in writing of an upcoming review 30 days
before the review. According to Program Statement 1210.12, the notificatio:: contains 1) dates of the
review, 2) names, titles, and duty stations of the reviewer-in-charge and reviewers, 3) scope of the
review, 4) program area(s) to be examined and type of review, 5) special focus areas if any, 7) program
review objectives if different from those published in the Program Review Guidelines, 8) requests for any
specific information from officials at the review site (requests for such information are limited to those
pieces of information not available from any central data base or central information location), and 9) a
request that the CEO respond if there are any additional special concerns or areas that the CEC would
like examined. The review authority reserves the right to conduct reviews without prior notification if
deemed necessary to achieve reasonable assurance that a site/program is operating in accordance with
applicable law and policy, and property and resources are efficiently used and adequately safeguarded.

25. ONSITE VERIFICATION AND EVALUATION: An entrance interview is conducted upon the
review team’s arrival at the review site. At this meeting the reviewer-in-charge defines the scope of the
review, describes how the review will be organized so as to cause as little disruption as possible, informs
the Warden/Superintendent and staff that consideration will be given all related findings, establishes lines
of communication, and estabiishes a date and time for closeout. BOP Program Statement 1210.12 indi-
cates the examination phase of the review involves all the data collection, interviewing, and observations

78




conducted at the review site. The steps, procedures, principles, and tools required for the examination
phase include 1) a meeting by the reviewer-in-charge with the program review team members to brief
them on the plan, including division of labor, time frames, objectives, and sampling techniques; 2)
informing the department head and staff that all comments that might alter findings and recommendations
or that provide information concerning the cause of deficiencies will be fully reviewed and given con-
sideration and that the reviewers wiil work with them to find causes and solutions; 3) the reviewer-in-
charge keeping the department head/or Associate Warden informed concerning all preliminary findings,
including providing sufficient detail to allow a full understanding of the issues; and 4) the reviewer-in-
charge providing adequate supervision of the review team.

The reviewer-in-charge conducts daily closeout meetings with institution staff, associate warden,
and warden when deemed appropriate to discuss deviations from the review scope, recommendations,
misunderstandings and resolution of issues, and evaluate areas where immediate correctable action may
occur. The reviewer-in-charge is also responsible for debriefing the review team on a daily basis. This
includes a discussion of informaticn gathered and any needed adjustments to work distribution. There may
be situations where problems are so pervasive or serious that reviewers will find it necessary to halt the
review or drastically redirect the program review work. The reviewer-in-charge discusses the matter with
the review authority who has final authority to halt or redirect the review. Before a review can be halted,
the reviewer-in-charge ensures that sufficient evidence has been gathered to prepare a report of major
findings. Ending or redirecting a review before completion of the planned review scope does not relieve
the reviewer-in-charge from preparing a Program Review Report in accordance with policy. The next
course of action is discussed with the review authority. Action may include providing technical assistance
for the remainder of the review period, scheduling a later return to the review site to provide the
necessary assistance, or naming a special staff assistance team comprised of program (discipline) experts.

Reviewers are to be alert to situations or transactions that would indicate fraud, abuse or illegal acts.
Any evidence of this activity is reported immediately to the CEO and the review authority and may be
referred to Internal Affairs for investigation. The evaluation phase is where reviewers begin making
Jjudgments about every document examined, every interview conducted, and every observation to ascertain
the interrelatedness of evidence. As reviewers organize evidence into findings, they ensure it is sufficient,
reliable, and relevant. They analyze the evidence for indications of patterns, trends, interrelationships,
common causes and effects of the problems, and for innovative methods of improving operations. A
Program Review Draft Report is prepared and the reviewer-in-charge holds an exit interview with
institution staff and the CEO. As indicated in the Program Review and Strategic Management Course,
Institutional Cross Development Series (December, 1990 Edition), a positive attitude and manner are
important for setting the tone for improved performance of the program. The draft of the report on the
findings is discussed in order to provide information, clarify any misunderstandings that may have arisen
during daily briefings, resolve any differences of interpretation on factual assessment where possible, and
explain the next steps in the review process and set timetables. Any confidential matiers are discussed
in a private meeting with the CEQ. An effort is made throughout the review process to ensure open
communication.

26. WORKING PAPERS: Comprehensive working papers are developed and maintained for each
review. The reviewer-in-charge has responsibility for oversight of working paper development, ensuring
that this review-related evidence is accurate and complete, understandable, legible, neat, and relevant.
The types of evidence gathered by reviewers may be categorized as follows:

e physical evidence that consists of direct observation and is considered the most dependable in
determining the adequacy of internal controls;

» documentary evidence consisting of files, records, etc.;

e analytical evidence, which is developed by making judgments; and
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e testimonial evidence, including interviews, which are considered the least dependable type of
evidence.

Any review-related evidence of a serious problem is organized into a finding or series of findings.
According to Program Statement 1210.12, working papers are a record of the reviewer’s work, written
and organized in such a manner that an independent reader can come to the same conclusions as the
reviewers, based upon the evidence. Working papers provide 4 systematic record of the work done and
supporting documentation for findings. They serve as evidence in the event program review conclusions
are challenged. Working papers consist of 1) the management indicators reviewed in preparation for the
program review, 2) notes taken during interviews, 3) a record of observations, 4) reviews of documents,
including computer printouts, logs, and files, 5) analyses or computations that support findings, and 6)
all pre-printed program review. checklists and interview sheets. A file is established for each program
review, and the original working papers are placed in the file.

BOP Program Statement 1210.12 specifies that if maintaining the original working papers is not
practical, the documents must be at least referenced by name, date, title, result, etc., to enable another
person not involved in the review to follow or recreate the program review paper trail if this becomes
necessary. The file’s contents are to be clearly identified as official program review material and include
the review site, program area, and dates. The working paper format is specified and forms are provided
the reviewers on which to prepare working paper documentation. The Program Statement indicates
working papers should be 1) complete and accurate to provide proper support for program review
conclusions; 2) clear, concise, and understandable; 3) legible and neat; and 4) restricted to matters that
are materially important and relevant to the program review objectives.

27. REPORTING RESULTS: Review findings are developed to address weaknesses in internal con-
trols. According to Program Statement 1210.12 the materiality of deficiencies and whether or not they
need to be placed in the official report is a matter of professional judgment on the part of the reviewer
with concurrence of the reviewer-in-charge. This is based on the evidence, extent of the problem, the risk
to efficient and effective management of the program, and the program review objectives. Criteria for
assessing materiality include 1) importance to the accomplishment of the mission of the program,
institution, or the Bureau, 2) pervasiveness of the condition, 3) whether indications of fraud, waste, abuse
or illegal acts are found, 4) the extent of the deficiency, 5) the importance of maintaining internal
controls, 6) the dollar amount involved compared to allocation for the program, and 7) the relationship
to the Mandatory Program Review Objectives.

The elements of review findings include criteria, condition, effect, cause, overall rating, and recom-
mendation(s). The BOP Executive Staff determined that it is essential to have an efficient method of
gathering information from Program Review Reports. The rating system reflects the overail judgment of
the reviewer-in-charge as to how well the mission and objectives of the program are accomplished. Rating
factors include 1) Superior, which means the program is operated in an exceptional manner and
deficiencies are limited; 2) Good, indicating vital functions are being performed, there are few de-
ficiencies, and internal controls are functioning so that program performance is above an acceptable level;
3) Acceptable, meaning the vital functions of the discipline are being performed and, although numerous
deficiencies exist, they do not detract from the acceptable accomplishment of the program area; 4)
Deficient, reflecting that one or more vital functions are not being performed at an acceptable level and
internai controls are weak, thus allowing serious deficiencies in one or more program areas; and 5) At
Risk, meaning program operation is impaired to the point it is not presently accomplishing the overall
mission and internal controls are not sufficient to reasonably assure acceptable performance in the future.

According to Program Statement 1210.12, the written report of findings is submitted to the review
authority within twenty business days after the end of the review. Exceptions to this deadline must be
approved by the review authority. Within ten working days after receipt by the review authority, the
review report is forwarded to the CEO of the review site, under cover of a memorandum from the review
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authority. The memorandum includes 1) an indication of the overall rating, 2) a statement of the scope
of the review, 3) a summary of significant findings, 4) a listing of repeat findings, and 5) a directive that
a written response to the report is required within twenty business days. The response includes 1) planred
corrective action and time frames for each significant finding, 2) a statement as to the action taken to
correct repeat findings noted in the last review with certification that internal controls have been
implemented to ensure the deficiencies remain corrected, 3) a brief response to any issue needing
attention, and 4) a certification statement that all deficiencies have been corrected (which is a blanket
statement with exceptions noted). Copies of the report and cover memorandum are sent to the respective
administrators (assistant director, regional director and regional and central office administrators of the
discipline). If a separate report containing confidential information is being issued, this is stated in the
report/or cover memorandum.

28. LOCAL REVIEWS OR AUDITS: Operational reviews are to be conducted within ten to fourteen
months from the week the previous pregram review was conducted. It is the responsibility of the CEO
to ensure this occurs and these reviews are conducted, including the five phases of PRD reviews
(preparation, verification/examnination, evaluation, reporting, and followup). Operational reviews for
newly activated facilities should be conducted six to eight months after activation. The CEO determines
Operational review team composition. Unlike followup reviews (see 30, Followup) these full-scale
reviews are considered to be a function and responsibility of each department. According to Program
Statement 1210.12, the entire review team can be comprised of staff of the department being reviewed.

29. SAFEKEEPING AND ACCESSIBILITY: Program Review Reports are retained by the review
authority for eight years, in accordance wiih the provisions of the National Archives and Records
Administration, General Records Schedules (Number 22). If an outside party requests a report or related
working papers, a written request must be made to the Director. Generally, information that could impact
security of an institution or negatively affect the functioning of a discipline if released is confidential.

30. FOLLOWUP: The CEO ensures a followup review is conducted locally to ascertain if adequate
internal controls are in place to prevent problems from recurring. The appropriate Associate Warden
(AW) or Assistant Superintendent is responsible for the followup being conducted. The AW may
personally conduct the review or head a review team. Local options inciude appointing other institution
department heads or members of the review team to provide cross-discipline training or including the
department head and/or staff in question on the review team. Since a program review should be closed
within 120 business days of receipt of the review report and closure cannot be made before the followup
review, the local review should be conducted in advance tc allow closure on time. Each deficiency men-
tioned in the review report is examined by means of an adequate sampling of documents, observations,
etc. The intent is to determine not only whether the deficiency has been corrected, but whether adequate,
cost-effective controls have been instituted, where appropriate, to lessen the likelihood of a recurrence
of the deficiency.

It is the responsibility of the Regional Program Administrator of each discipline to monitor the
implementation of corrective actions and the placement of internal controls as outlined by the CEO in
response to program review findings. The reviewer-in-charge informs the review authority as to the
adequacy of the response and corrective actions taken by the imstitution. It is also the reviewer’s
responsibility to ensure that review closure is warranted and that a local menitoring system is in place
to followup on "post-closure" long term actions.

31. CONTINUING QUALITY IMPROVEMENT AND PEER REVIEW: Various levels of continuing
quality improvements efforts occur with respect the FRD function. For example, Program Statement
1210.12 requires that the reviewer-in-charge establish and maintain a quality assurance program for the
purpose of providing reasonable assurance that program review work conforms with GAO auditing
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standards and with the requirements of the program statement. This includes the requirement that the
reviewer-in-charge conducts a Quality Assurance Review (QAR) for each review report. The QAR in-
cludes: assurance that review findings are fully supported by sufficient, reliable, and relevant evidence;
an indication that the program review objectives have been met; statements indicating review team
members were properly supervised and their work was adequately reviewed; verification that review
findings can be traced to working papers and that supporting documentation is accurate; and an indication
that interim meetings were regularly conducted with institution management. The review authority ex-
amines the report to ensure compliance with the provisions of the program statement and standards of
auditing.

In March 1992 the U.S. Department of Justice, Justice Management Division published an Internal
Control Report; Bureau of Prisons—Management Control Quality Assurance Review. The report ad-
dressed BOP operations with regard to the Federal Manager’s Financial Integrity Act (FMFIA) of 1982
that was enacied to help reduce waste, loss, unauthorized use, and misappropriation of resources. The
Act and its implementing guidelines and circulars are also concerned with the efficiency and effectiveness
of agency programs. The involvement of individual managers in risk assessments, corrective actions,
reporting, and the provision of reasonable assurance that the requirements of the FMFIA are being met
is essential to the process, according to the report.

The BGP control report analyzed 1) the BOP implementation strategy regarding FMFIA and OMB
Circular A-123; 2) the organizational segmentation of the BOP; 3) the staffing and support given to
operational evaluation and reporting in the BOP; 4) the level of internal control elements in managers’
performance of work plans; 5) the training provided managers pertaining to FMFIA/A-123; 6) the risk
assessment process (management assessment) and related benefits; 7) field office involvement or the
manner in which the organization is segmented into assessable units and reasonable assurance of adequate
internal control is communicated up the chain of command; 8) automated systems of tracking the organi-
zation’s internal control process, which includes management/risk assessments and risk rating, program
review and operation review issues, and the management review plan; 9) the reporting process of
assurance of internal controls within the organization; 10) the level of management reporting, partici-
pation by the management review officials, and internal reviews and audits as a means of achieving
quality assurance; 11) the ability of the organization to identify operational weaknesses, determine ap-
propriate corrective action, and provide reasonable assurance up the chain of command that internal
controls are effective (including reporting assurance through the Director to the U.S. Attorney General);
and 12) the certification process of "reasonable assurance" within the BOP that is used by the U.S.
Attorney General ar.d contributes to the aggregate of assurances for the Department of Justice; it is given
to the President and Congress by December 31 of each year. The Justice Management Division’s quality
assurance review of the BOP did not reveal any serious shortcomings. The report reflects that the
program is both well conceived and well managed, and provides a sound basis for the year-end reasonable
assurance provided by the Director to the U.S. Attorney General.

32. EXTERNAL REVIEWS AND AUDITS: External reviews are regularly conducted of BOP
operations. For example, the GAQ reviews the quality of medical care within the institutions. The Office
of the Inspector General conducts reviews of trust funds and OSHA conducts regular inspections.

llinois Department of Corrections Internal Audit Functions

Units visited were the Illinois Department of Corrections (IDOC) Operations and Program Audit
Unit (OPA) aud the Fiscal Internal Audit Unit (FIA).

1. ORGANIZATION: The Director of the IDOC has a Chief Deputy Director responsible for eight areas
some of which include Correctional Industries and Personnel. In addition there are deputy directors over
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each of six divisions: Adult Institutions, Community Services, Juvenile, Employee and Inmate Services,
Administration and Planning, and Inspections and Audits.

2. NUMBER OF EMPLOYEES: The IDOC employs 11,500 individuals with 9,700 assigned to the
Adult Institutions Division.

3. NUMBER OF INSTITUTIONS: The Adult Institutions Division is responsible for 23 institutions with
one currently under construction. There are six juvenile institutions under the authority of the IDOC.

4. NUMBER OF INMATES: The adult inmate population exceeds 30,000. There are 21,000 parolees.
Four hundred juvenile offenders are incarcerated and 1,200 are on parole.

5. LEGISLATION: State law requires establishment of a full-time program of internal auditing to
maintain an effective system of internal control. Appointment of a chief internal auditor is required who
is a certified internal auditor or a certified public accountant with four years of auditing experience, or
is an auditor with five years auditing experience. The chief internal auditor is required to report directly
to the chief executive officer. Internal audit staff is to be free of all operational duties. A two-year audit
plan is specified to include major systems of internal accounting and administrative control.

6. CHARTER: IDOC administrative directives have been published for both OPA and FIA. Although
these directives are dissimilar they 1) include the purpose of the respective audit function, 2) state the
applicability of the directive, 3) list a definition of audit terms, 4) provide general information about the
audit function and indicate audit requirements, which include reporting responsibilities, 5) indicate that
the (FIA) auditing program will follow standards promulgated by the Institute of Internal Auditors, and
6) detail auditing procedures.

7. REVIEW OR AUDIT COMMITTEE: Both OPA and FIA develop audit schedules for review and
approval by executive staff. The OPA Audit Manager reports directly to Deputy Director of Inspections
and Audits who in turn reports to the Director of the IDOC. The Chief Internal Auditor of FIA, in
accordance with state law, develops a two-year plan for review and approval by the Director of the
IDOC. No organizationally independent review or audit committee provides oversight of the audit
process. The scope of audits and related audit work of FIA is reviewed, however, by the Illinois Office
of the Auditor General.

8. ORGANIZATIONAL STATUS: According to the most current IDOC table of organization, the Audit
Manager of OPA reports to the Deputy Director of Inspections and Audits. The Chief Internal Auditor
of FIA reports to the Director.

9. CATEGORIES: As indicated in an IDOC administrative directive, staff of OPA conduct expanded
scope audits, which include compliance with federal law, state law and department policies; economy and
efficiency; and, program results,

Staff of FIA have responsibility, according to an IDOC administrative directive, for 1) audits of
major systems of internal accounting and administrative control, which include testing of the obligation,
expenditure, receipt, and use of public funds and grants; 2) reviews of the design of major new electronic
data processing systems and major modifications; and 3) special audits of operations, procedures,
programs, electronic data processing systems, and activities. The Deputy Director of Inspections and
Audits has used the combined professional expertise of OPA and FIA on specialized audits.

10. POLICIES AND PROCEDURES: The administrative directive guiding audits includes written
procedures for audit planning that require written notification of the scheduled audit; the conduct of a pre-
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audit survey, which includes input from executive staff; the review of previous audits; coordination with
the facility audit liaison; planning meetings; obtaining special expertise to assist in the audit, if needed;
and audit scope development. The directive also addresses the verification phase, including presentation
of the audit scope to the chief administrative officer of the facility and immediate reporting of any
security-related problems found. Also, any impairments encountered by auditors are reported to the chief
administrative officer of the facility and the Audit Manager of OPA. The verification phase also includes
audit testing procedures, the audit liaison’s role as the facility’s representative in assuring the audit
progresses according to the planned tcope and schedule, development of working papers, evaluation of
audit evidence obtained, omission of confidential information, development of a draft report and obtaining
the chief administrative officer’s evaluation of the audit team.

The administrative directive for the FIA requires submission to the director of 1) an audit plan, and
2) an annual report stating how the plan was carried out, to include significant findings and the extent
to which recommended changes were made. The chief internal auditor’s responsibility to coordinate
external audits is also addressed. The administrative directive also states the auditor’s right of access and
the responsibility of managers in providing the auditors information. A reference to generally accepted
audit standards is also made.

11. REVIEW/AUDIT STAFF: There are 10 personnel assigned to OPA and include the audit manager,
an executive secretary and eight management operations analysts. Duties and responsibilities are detailed
in position descriptions that include how audits are to be planned and conducted.

Ten personnel are assigned to FIA, to include a chief internal auditor, a secretary, a supervisor,
three senjor auditors, three internal auditors, and electronic data support staff. The duties and respon-
sibilities of FIA staff are specified in Illinois State class series statements.

12. CERTIFICATION: OPA personnel do not possess audit-related certification. Within FIA the Chief
Internal Auditor is a Certified Internal Auditor.

13. TRAINING: Specialized in-service audit training is provided to newly hired OPA staff and local
internal auditors in the facilities by the OPA Audit Manager. Specialized audit training for FIA staff is
obtained through the Springfield Chapter of the Institute of Internal Auditors. This provides audit staff
the opportunity to participate in professional development seminars. Also, new auditors participate in on-
the-job training for 6 to 12 months to develop professional internal auditing skills.

14. AFFILIATION: FIA personnel are provided membership in the Institute of Internal Auditors by the
IDOC.

15. STANDARDS: The administrative directive for OPA indicates the unit "...shall follow the guidelines
established by the current Standards for Audit of Governmental Organizations, Programs, Activities, and
Functions published by the United States General Accounting Office. The audit process shall include five

- phases: planning, verification, evaluation, reporting, and followup."

The administrative directive for FIA indicates the ". . . internal auditing program will follow the
Standards for the Professional Practice of Internal Auditing promulgated by the Institute of Internal
Auditors and adopted by the State of Illinois Internal Audit Advisory Board." These standards address
auditor independence, proficiency and due professional care, the scope of internal audits, a statement as
to what audit work includes, and management of the auditing department.

16. AUTOCMATION: OPA support personnel prepare audit checklists and other materials using data
processing equipment. Staff of FIA are complemented by an electronic data support staff person. By
administrative directive FIA staff review the design of major new electronic data processing systems. The
information system used by the IDOC is described fully in chapter IX.
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17. AUDIT UNIVERSE: Staff of OPA conduct audits of all adult and juvenile facilities and programs.
FIA personnel audit major systems of internal accounting control and administrative control, including
revenues and cash receipts, expenditures and cash disbursements, property and equipment, personnel and
payroll, purchasing, accounting and financial reporting, planning and budgeting, inventories, electronic
data processing, locally held funds, grant administration and federal financial reports.

18. PRIORITIES: The Audit Manager of OPA in conjunction with the Deputy Director of Inspections
and Audits establishes audit priorities based upon direct input from Executive staff and prior audit
histories of various facilities and programs. The FIA Chief Internal auditor, in preparing an annual audit
plan, calculates the number of staff hours required by the audit plan and the actual staff hours available.
Assumptions and judgmental risk assessments are made based primarily on prior external and internal
audit results. In establishing audit priorities, key assumptions are made that 1) the quality of fiscal
operations tend to remain the same if staffing remains the same, 2) the department has developed adequate
systems of internal comntrol, 3) the size of an institution’s budget is an inherent risk, 4) the overall audit
risk grade of high, medium or low is a judgment grade based on both the audit risk and inherent risk,
5) the interests of the department are better served by conducting comprehensive audits at institutions
where higher risk is assessed than by attempting limited scope audits at all institutions.

19. CYCLE: Audits are conducted by OPA of all institutions and offices as required by administrative
directive. Staff of FIA develop a two-year audit plan as required by state statute.

20. SCHEDULES: The audit manager of OPA develops audit schedules for each quarter of the fiscal
year indicating the dates of the onsite, the facility or program to be audited, the audit staff assigned and
the lead auditor. The proposed schedule is reviewed and approved by the deputy director and distributed.
The Chief Internal Auditor of FIA develops an audit plan or schedule for each fiscal year, which includes
the number of planned audit hours, the audit risk grade, the institution, a summary of previous internal
and external audit findings, the number of repeated findings, and the percent of audit hours versus the
percent of expenditures for each institution.

21. SCOPE: Staff of OPA audit for compliance to the administrative directives of the IDOC. The audit
manager oversees the updating of an appendix for each division under audit. These appendices contain
a listing of administrative directives by category, the related number and title, and an indication as to
which are administrative directives that must be audited (mandatory). Also included in the appendices are
listings of special issues and medical issues. The Chief Internal Auditor of FIA identifies major systems
of internal accounting and administrative control to be audited as required by statute. The class series for
internal auditors published by the State of Illinois indicates the auditor reviews and evaluates 1) agency
operation in regard to the adequacy and efficiency in achieving agency goals, 2) the soundness, adequacy
and use of operational (including financial) controls toward the goal of effective control at reasonable
cost, 3) the reliability and integrity of reporting systems, 4) agency operations deemed inappropriate
resulting from actions by employees that are believed to be fraudulent, and 5) the agency’s compliance
with local, State and Federal statutes and regulations, agency policies, plans and procedures, and good
business practice.

22. SURVEY: Much of the preparation for audits by OPA is done through the review of administrative
directives, updating appendices used to catalog administrative directives and special issues, and the prep-
aration of audit questionnaires. When written notification is given to a facility or program to be audited
a pre-audit survey form is provided. According to the administrative directive guiding OPA operations,
the pre-audit survey lists specific Department policies and requires the facility to provide information
relative to what can be observed at the facility to indicate compliance, what documentation can be
provided which will indicate compliance, and who specifically can be interviewed to provide information
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or clarification with regard to the specific policies. Similarly, FIA personnel under the supervision of the
Chief Internal Auditor develop familiarity with the facilities to be audited and participate in the
development of audit questionnaires in such areas as commissary funds; employee benefit fund; inmate
trust fund; and personnel, payroll, and timekeeping.

23. WORK PROGRAM: OPA personnel develop comprehensive questionnaires or checklists and
detailed instructions for their completion for all administrative directives. These forms include 1) the
number and title of the administrative directive, 2) an indication of the facility where compliance with
the administrative directive is to be assessed, 3) the names of the audit staff, 4) the date and time audit
tests were conducted, 5) an indicatior: of the facility staff interviewed, 6) notations of whether there is
a finding and whether it is a repeated finding, 7) a notation indicating if the results have been dictated
by the auditor, 8) a series of questions based upon the requirements of the administrative directive, 9)
a column to indicate whether the requirements of the administrative directive have been met or whether
they are not applicable, 10) an indication of the methods of observation or verification and the
documentation obtained to establish the level of compliance with the administrative directive, and 11) a
section for notations. Specialized matrices are also developed and used for functions such as counseling
services to assess the amount of time spent on noncounseling and caseload activities. Audit questionnaires
are prepared by FIA personnel that include 1) an indication of the institution audited, 2) the title of the
major systems of internal accounting and administrative control to be addressed, 3) a statemcnt of the
audit objective(s), and 4) the audit steps to be followed, including development of conclusions.

24. NOTIFICATION: The administrative directive guiding OPA operations indicates that written notice
shall be provided eight weeks in advance to the facility where an audit has been scheduled. The Chief
Internal Auditor of FIA develops a two-year audit plan that is reviewed and approved by the Director and
distributed to the deputy directors.

25. ONSITE VERIFICATION AND EVALUATION: Both the Audit Manager for OPA and the Chief
Internal Auditor for FIA have developed comprehensive methods for managing the audit onsite
verification phase. For each audit conducted by OPA an audit recap spreadsheet is maintained which
includes rows for each administrative directive being audited. These spreadsheets have 1) the audit name,
2) the function (i.e., subject) of the administrative directive, 3) an indication as to whether an audit
finding was developed, 4) the date the administrative directive was audited, 5) the time spent, 6) whether
the finding is a repeated finding, and 7) a statement as to the cause of noncompliance with the adminis-
trative directive. The audit onsite verification phase conducted by FIA is documented along with other
aspects of the audit, which includes the development of draft reports, preparation of a progress sheet, and
an auditor assignment appraisal. These documents address, among other activities, the time budgeted, the
entrance meeting, and when field work ended.

26. WORKING PAPERS: Both OPA and FIA staff maintain working papers to document each audit.
OPA personnel develop files containing all pre-audit survey material, audit questionnaires and notations
of auditors testing procedures and conclusions. Audit recap spreadsheets and all other pertinent docu-
ments are maintained, including draft findings. OPA personnel use an audit actuarial form to assess the
materiality of a finding using criteria such as whether 1) it is a system problem, 2) an isolated incident,
3) whether the problem was found during an internal audit by facility staff, 4) resolved at the facility after
the facility internal audit, or 5) whether it recurred after resolution. FIA personnel maintain extensive
working papers containing pre-audit survey information, audit questionnaires and checklists, and related
evaluations and conclusions. Draft findings are referenced to the supporting working papers. For purposes
of audit oversight or supervision tracking forms, point sheets, and process flow spreadsheets that docu-
ment audit activity are maintained as part of the working papers.
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27. REPORTING RESULTS: OPA personnel are required by administrative directive to conduct an exit
conference to be attended by the Director or his/her designee, appropriate executive staff, the manager
of the facility or program site under audit and his/her assistants. An oral presentation is made of the audit
findings and recommendations, and the manager of the facility or program site under audit responds by
1) accepting the findings and recommendations, 2) clarifying the information presented, or 3) rejecting
the findings and recommendations with a verbal explanation for nonacceptance. The manager of the
facility or program site under audit discloses to the Director how the recommendations or appropriate
alternatives will be implemented, who will be responsible for resolving audit findings, and when those
findings can be expected to be eliminated. This information is recorded by the audit team and is reflected
in the final report that is submitted to the Director within 15 working days of the exit conference. The
final report includes 1) a description of the audit scope and objectives, 2) a statement that the audit was
conducted in accordance with generally accepted government auditing standards, 3) a description of
material weaknesses found in the internal control system (adrministrative controls), 4) a statement of
positive assurance on those items of compliance tested and negative assurance on those items not tested,
5) recommendations for action to improve problem areas identified in the report and to improve
operations, 6) pertinent views of responsible officials of the organization, program, activity or function
audited concerning the auditor’s findings, conclusions, and recommendations, 7) a description of note-
worthy accomplishments, particularly when management improvements in one area may be applicable
elsewhere, 8) a listing of any issues and questions needing further study and consideration, and 9) a
statement as to whether any pertinent information has been omitted because it is deemed privileged or
confidential.

The administrative directive which guides FIA requires that by September 30 of each year the chief
internal auditor submits to the Director a written report detailing how the audit plan for that year was
carried out, the significant findings, and the extent to which recommended changes were implemented.
Audit reports are issued after each onsite audit. Staff of FIA report audit resuits to the Director and the
chief administrative officer of the facility or program. The reports typicaily include 1) an introduction
that indicates the reasons the audit was ordered, 2) the purpose and audit scope, 3) conclusions, and 4)
findings, which include recommendations. The Chief Internal Auditor of FIA arranges an exit conference
with the chief administrative officer and staff to review and finalize the report.

28. LOCAL REVIEWS OR AUDITS: IDOC administrative directive requires all correctional facilities
and program sites (including parole offices) to establish a procedural system for conducting internal audits
that ensure compliance with rules, regulations, directives, operation and program standards, and policies
and procedures. Internal audits are to be conducted at least annually, including those set out in fiscal
directives identified by FIA in its audit schedule. The directive also addresses development of an audit
schedule and the need for facility and program site staff to describe in writing the process used to conduct
internal audits. This description should include working paper development, methods for reporting results,
and a description of the followup process to be implemented.

29. SAFEKEEPING AND ACCESSIBILITY: Both OPA and FIA staff maintain working papers in a
secure fashion in their respective offices. The OPA audit manager and the FIA chief internal auditor
maintain control and oversee working paper access.

30. FOLLOWUP: The administrative directive guiding OPA requires that specific audit findings be
identified that warrant foilowup. Followup audits are conducted to assess progress toward the elimination
of findings. The facility or program site audited must compile all documentation indicating resolution of
items noted in the final audit reports that have been corrected by the date specified in the report.
Followup audits may be scheduled or unscheduled and documentation is collected and returned to the
Central Office. Forms have been developed for followup audits that, when completed, are submitted to
the director. '
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31. CONTINUING QUALITY IMPROVEMENT AND PEER REVIEW: Internal assessment for
improvement is conducted by the OPA Audit Manager. Audits conducted by FIA are examined by
Auditor General of the State of Illinois.

32. EXTERNAL REVIEWS AND AUDITS: The chief internal auditor of FIA, by administrative
directive, coordinates the external compliance audit process with the Office of the Auditor General and
assists the Director in the annual evaluvation and certification to the Auditor General regarding the
adequacy and effectiveness of the Department’s system of internal control. This process is mandated by
state statute.

Utah Department of Corrections (UDC) Bureau of Internal Audit (BIA)

1. ORGANIZATION: The UDC is one of 15 departments in Utah State government. The Executive
Director is appointed by the Governor. The deputy director oversees five division directors who
administer each of the five divisions: institutional operations, field operations, administrative services,
correctional industries, and the division of personnel, training and records. An assistant director has
responsibility for public affairs.

2. NUMBER OF EMPLOYEES: There are 1,697 employees and 400 volunteers within the UDC.

3. NUMBER OF INSTITUTIONS: Nine institutions are Jocated statewide with seven centrally located
near Salt Lake City. Some inmates are also housed by contract in county jails and those nearing release
may be placed in community correctional centers operated by Field Operations.

4. NUMBER OF INMATES: In the custody of the UDC are approximately 2,800 inmates with over
10,000 offenders on parole, probation or undergoing evaluation for the courts.

5. LEGISLATION: Utah Code requires the UDC to audit all programs every three years. An overview
of the UDC Bureau of Internal Audit is found at the end of this chapter.

6. CHARTER: UDC policy and procedure guide the internal audit function, including audit authority,
reporting relationships, access to information and management’s responsibility.

7. REVIEW OR AUDIT COMMITTEE: No audit committee independent of the Department provides
oversight of the audit process. The BIA Bureau Director submits proposed audit plans based on a
Department-wide risk assessment to the Executive Director for approval. The plan is then presented to
executive staff for review and comment.

8. ORGANIZATIONAL STATUS: The BIA Bureau Director reports to the Deputy Director of the UDC
who also supervises all division directors. The Bureau Director is of equivalent rank to a warden and
auditors are equivalent to correctional institution captains. A career path for upgrading auditors has been
approved and is being developed.

9. CATEGORIES: The BIA conducts performance and financial audits of all Divisions. The scope of
past audits has included, for example, compliance w:ih policy and procedure, security issues, offerider
program results, the adequacy of medical services, inmate accounts, probation and parole supervision
issues, and restitution.
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10. POLICIES AND PROCEDURES: UDC policies and procedures guide all aspects of internal audit,
which include department risk assessments to establish audit priorities, audit schedules, audit programs,
the onsite verification and evaluation phases, reporting results, audit followup, and local internal audits.

11. REVIEW/AUDIT STAFF: The BIA Bureau Director supervises five internal auditors and one
support person. State job descriptions require a college degree in a job-related field and allow hiring
preference for graduate work and audit experience.

12. CERTIFICATION: One BIA employee is a Certified Internal Auditor (CIA), Certified Fraud
Examiner (CFE) and Certified Social Worker. Four other auditors have a CFE and one is also a
professional in human resources. The UDC provides reimbursement for one certification per auditor
annually.

13. TRAINING: Specialized audit training of up to 40 hours annually for each auditor is funded by UDC
and obtained from local and national sources. The BIA Bureau Director provides initial training to all new
personnel and has developed an audit training package used by the National Institute of Corrections and
other agencies.

14, AFFILIATION: BIA personnel are affiliated with the Institute of Internal Auditors, the Utah
Government Auditor’s Association and the National Association of Certified Fraud Examiners. The UDC
reimburses personnel for two professional memberships.

15. STANDARDS: UDC policies and procedures require all audits be completed in compliance with
generally accepted government and internal audit standards as promulgated by the Comptroller General
of the United States and the Institute of Internal Auditors.

16. AUTOMATION: BIA personnel have personal computers, some of which are portabie units. The
portable units are often used in the field during audits. A plan is being developed to maximize the use
of personal computers and reduce paperwork. All UDC policies and procedures, the criminal code and
the administrative code have been placed on an automate¢d electronic data processing system. All audit
personnel are on a local area network that provides the ability to communicate with and schedule staff.
The BIA Bureau Director schedules audits using an automated database that systematically calculates due
dates based upon BIA policy and procedure. The system is activated when the notification date is entered.
It advises when pre-audit survey information is due from the auditee along with the date of the entrance
conference, the end of onsite visit, when working papers are due to the auditor-in-charge, and when draft
and final reports are due.

17. AUDIT UNIVERSE: The audit universe consists of all entities and functions within the UDC. For
example, entities are defined as individual facilities and community centers, probation and parole regions,
and support service bureaus such as medical, food services, management information systems, and
planning and research. Major functions are also the object of audit and include, for example, inmate
accounts, restitution, personne! deployment, and inmate disciplinary. When conducting entity audits,
efforts are made to audit all major entity functions; however, some functions represent such a high degree
of potential risk if not adequately controlled that an audit of the function alone is warranted. The UDC
Executive Director frequently calls upon BIA staff to perform training and technical assistance assign-
ments and provide assistance to other state agencies.

18. PRIORITIES: A formalized risk assessment tool is used by BIA staff to establish audit priorities.

This tool is based upon a model developed by the Institute of Internal Auditors, for use primarily in the
private sector. Twenty criteria are rated and ranked which are used to prioritize all entities and functions
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within the UDC audit universe. Some of the criteria include completeness of policies and procedures, the
degree of formalized planning that occurs, the time since the last audit, the level of supervision occurring
and the completeness of related documentation, facility environmental issues and staff training.

19. CYCLE: By Utah State statute and UDC policy, every program included in the audit universe must
be audited every three years.

20. SCHEDULES: Based upon a three-year audit plan, the BIA Bureau Director develops a long-term
plan indicating the audit resources available. BIA staff meet quarterly and audit schedules are prepared
for each three-month period and submitted to the UDC Executive Director for review and approval. This
is done at least eight weeks before the commencement of the three-month audit plan.

21. SCOPE: Typically, the scope of an entity audit will include assessing compliance with UDC policies
and procedures, including the staff performance appraisal process, staff familiarity with policies and
procedures, key control, inmate discipline, emergency procedures and inspections; the completeness and
adequacy of UDC policies and procedures; economy and efficiency of operations; and program
effectiveness.

22. SURVEY: The BIA Bureau Director assigns an auditor-in-charge for each scheduled audit. This staff
member is responsible for planning the audit by initiating a comprehensive pre-audit survey. The auditor-
in-charge becomes thoroughly familiar with the entity or function to be audited through metheds such as
reviewing all applicable laws, regulations and policies and procedures; obtaining and analyzing organ-
izational charts, job descriptions, and post orders; examining past audits, investigations and reviews of
the entity or function, conducting an inspection of the entity and interviewing staff; and interviewing
executive and legal personnel as well as individuals outside the UDC to identify relevant issues. Manage-
ment is responsible for identifying weaknesses in internal controls and reporting these weaknesses to the
auditors.

23. WORK PROGRAM: An audit program is prepared by the auditor-in-charge after the pre-audit
survey phase and before the onsite verification phase of the audit (see Appendix D). The audit program
identifies general areas to be audited, including a narrative explaining what was found during the pre-
audit survey. A series of audit objectives is developed for each area with the specific audit test indicated
to accomplish each audit objective. Checklists and other forms are developed as required by the audit
program. The audit program is submitted to the BIA Bureau Director for review and approval before
implementation.

24, NOTIFICATION: Customarily, written notice is provided of each audit eight weeks in advance of
the onsite verification phase. The audit announcement includes the planned dates for the onsite visit, the
preliminary scope and objectives, the audit team composition, a request for pre-audit survey information,
and the name of the audit liaison person who represents management and coordinates auditor activity.

25. ONSITE VERIFICATION AND EVALUATION: The omnsite verification phase of each audit
customarily begins with an entrance conference attended by the BIA Bureau Director, all auditors, the
audit liaison and management of the entity or function being audited. The onsite usually lasts four weeks.
Each auditor-in-charge is responsible for ensuring that all audit tests outlined in the audit program are
conducted by auditors and appropriate working papers are prepared, including draft audit findings. If a
portion of the planned audit tests are not conducted due to a modification of the audit scope or other
factors, the auditor-in-charge is required to document what was not completed and the reason(s). During
the onsite visit, facility management receives briefings to clarify preliminary audit results, which is
coordinated through the audit liaison. If issues are identified by the auditors that require immediate
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attention, such as security, health or life safety deficiencies, the auditors will report these matters immed-
iately both verbally and in writing. The BIA Bureau Director does this, and these issues are ultimately
included in the audit report. A final briefing is conducted with management on the last day of onsite
phase with the auditor-in-charge providing preliminary results of the audit and an indication of when the
draft report will be provided management.

26. WORKING PAPERS: Pursuant to UDC policy and procedure all audit tests are thoroughly docu-
mented whether these tests are done on a computerized spreadsheet or through o:her means. The auditor-
in-charge has responsibility to ensure the adequacy of working papers. The auditor’s work is evaluated
and a written report provided the BIA Bureau Director. Working paper summaries are prepared for each
audit work program area and objective or series of objectives. Working paper summaries include 1) a
purpose statement, i.e., why the summary was prepared with a reference to the audit program objective;
2) a definition of the scope of the inquiry, including the nature of the testing, verification and evaluation
efforts that occurred; and 3) sources of information, including personnel interviewed, practices observed,
and documents reviewed. All working paper summaries and supporting documents such as records of
discussion, checklists, computer spreadsheets, etc., are coded to a referencing system developed for the
audit work program.

27. REPORTING RESULTS: By UDC policy and procedure audit reports are distributed in draft form
in preparation for an exit conference 30 calendar days after the last day of the onsite verification phase.
The report contains written audit findings that state criteria, condition, cause, effect, and recommendation.
An exit conference is conducted with management, the BIA Bureau Director and the UDC Executive
Director or designee. The purpose of this conference is to review the report for accuracy, obtain a
response from management and finalize action plans for resolution of audit findings. A final report of
findings and recommendations is distributed within 10 working days of the exit conference. Both draft
and final audit reports are distributed only on order of the Executive Director. BIA controls all distrib-
ution, and reports are labeled confidential.

28. LOCAL REVIEWS OR AUDITS: Local internal audits are conducted by staff within the facilities
and the other UDC divisions who have been trained by the BIA Bureau Director. BIA oversees these
local internal audits. The local internal auditors are generally more familiar with operations than BIA
auditors and are content experts. Oversight from BIA provides a degree of objectivity to the process.

29. SAFEKEEPING AND ACCESSIBILITY: Each auditor-in-charge is responsible for safekeeping
audit working papers for audits they oversee. Files are stamped as confidential and kept in locking file
cabinets in the auditors’ offices. Like audit reports, working papers are confidential documents as
indicated in statute and by policy. By Utah statute and UDC policy, audit reports are confidential and
available only when authorized by the Executive Director, governor or court order.

30. FOLLOWUP: Followup audits are scheduled and conducted by BIA as authorized by the Executive
or Deputy Director. They are prioritized based upon the dates agreed upon in the exit conference for
completion of action plans. Also considered is the risk the entity or functions represent to the Department
based upon the UDC risk assessment and other factors identified by management. The follow up audit
report reflects the degree of resolution with the original audit report based upon the judgment of the
auditors. The report reflects whether full, partial or nonresolution was achieved. The auditors may also
ascertain that resolution has become nonapplicable. Judgments made by the auditors are supported by a
general discussion in the report.

31. CONTINUING QUALITY IMPROVEMENT AND PEER REVIEW: Annual planning retreats are
conducted by BIA where time is spent reviewing staff performance. Typically, input comes from each
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division director whose entities and related functions undergo regular audit. BIA staff establishes short-
and long-term goals, reviews the progress of the previous year goals, and submits a written report to the
Executive Director. In addition to these internal efforts for continued quality improvement, external peer
reviewers were hired in 1990. Bureau personnel received a comprehensive review over a one week period
based on peer review standards established by the Institute of Internal Auditors. It was concluded that
Bureau performance was in compliance with audit standards.

, 32. EXTERNAL REVIEWS AND AUDITS: External audits and reviews are conducted of the UDC.

Generally, the BIA Bureau Director functions as the liaison with the external auditors. Organizations that
conduct external audits and reviews of the UDC include the Utah Legislative Auditor General (perform-
ance audits), the Utah State Auditor (financial compliance audits), various consultants in specialized areas
such as inmate medical services, prison warehouse inventory, etc., the Federal Bureau of Prisons
(inspections pertaining to housing federal inmates), state and county health departments, Occupational
Safety and Health Administration (OSHA), the Utah State Fire Marshall, and local fire departments.

New Jersey Department of Corrections Internal Audit Functions

Units include the Internal Audit Unit (IAU), Office of Human Resources (OHR), Custody Overtime,
Bureau of Management Information Systems (MIS), Correctional Information Systems, Classification
Services (CICS), Bureau of Training, and the Office of Institutional Support Services.

1. ORGANIZATION: The New Jersey Department of Corrections is headed by a Commissioner, which
is a cabinet level post appointed by the Governor, requiring confirmation by the Senate. There is one
Deputy Commissioner who reports to the Commissioner and is supported by four Assistant Commis-
sioners. Structurally, the Department is composed of four separate divisions, each headed by an Assistant
Commissioner. In addition, there are several other smaller administrative units that report directly to the
Office of the Commissioner or the Office of the Deputy Commissioner. The four divisions are: Adult and
Juvenile Institutions, Juvenile Services, Policy and Planning, and Administration.

2. NUMBER OF EMPLOYEES: The number of employees that the Department maintains to provide
its services is directly related to the number of offenders supervised. As of January 1, 1992, the De-
partment employed approximately 10,000 individuals of which about 58% are uniformed or custody
personnel. The remaining 42% are civilian employees and are classified as administrative/professional
(30%), clerical (8%) and technical (4%).

3. NUMBER OF INSTITUTIONS: The Degartment is responsible for 12 major adult institutions and
their satellite units: three major juvenile facilities, 50 adult and juvenile residential and nonresidential
community-based facilities and 13 district parole offices throughout the state.

4. NUMBER OF INMATES: As of January 1, 1992, the Department was responsible for a jurisdictional
inmate population of 24,337 (compared to 6,490 in 1980). The parolee population for the same date stood
at 27,400 (compared to 8,470 for 1980). By the end of fiscal year 1993, these figures are projected to
increase by about 2,200 inmates and by approximately 2,500 parolees.

5. LEGISLATION: The Internal Audit Unit (IAU) within the Division of Administration conducts
internal financial audits of the Department’s institutions, Adult and Juvenile Residential Programs, District
Parcle Offices and the Central Office Revenue Unit. In accordance with the Single Audit Act of 1984 and
applicable federal and state circulars, the IAU also completes desk reviews of Single Audit Reports
submitted by state grant recipients. "Recipients" are defined as any local government, including school
boards, and any not-for-profit organization that receive from a state agency any federal grants, state
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grants or state aid funds. Each audit is conducted by a CPA firm that is independent of the entity to be
audited. Desk reviews are conducted by the IAU to assure that each audit report complies with applicable
federal and state circulars.

6. CHARTER: An JAU staff member has drafted an audit charter that addresses the responsibility and
scope of the IAU and includes the right of auditor access to information and records and reporting
responsibilities.

7. REVIEW OR AUDIT COMMITTEE: JAU audit plans are reviewed and approved by the Assistant
Commissioner of the Division of Administration. Coordination of audit results is the responsibility of the
Director of the Division of Administration in conjunction with the other division directors.

8. ORGANIZATIONAL STATUS: There is no one centralized division or unit within the department
that is responsible for the total internal financial audit and/or programmatic review process. Audits and
internal reviews are currsntly conducted by the individual unit or bureau that has the functional respons-
ibility for its respective discipline or program. For example, internal financial audits of the institutions,
residential programs, and parole district offices are conducted by the central office IAU, which is within
the Division of Administration. Similarly, programmatic reviews of health, dental and food services in
the institutions are undertaken by the Office of Institutional Support Services (OISS), the agency of the
Department responsible for the coordination of these services. OISS is within the Office of the Deputy
Commissioner but reviews programs within the Division of Adult and Juvenile Institutions, another entity
within the Department. Presently, the internal control and audit function within the department is not
ittegrated or coordinated between the units who perform financial audits and programmatic reviews.

9. CATEGORIES: IAU internal financial audits generally include reviews and-evaluations of the finan-
cial aspects of an entity’s nonappropriated funds, reviews of petty cash, procurement procedures, fixed
assets and certain personnel procedures. The Division of Administration, through its Office of Human
Resources (OHR) is responsible for all personnel activities, which include employment, payroll records,
timekeeping, etc. OHR conducts audits of timekeeping activities. In addition, the OHR provides direction
and training sessions to the institutional, residential and District Parole Office timekeeping units to ensure
standardization and uniformity of timekeeping operations and to comply with DOC timekeeping
procedures.

The Division of Adult and Juvenile Institutions is responsible for the administration of 15 major
adult and juvenile institutions that supervise and provide security for approximately 24,500 offenders. One
of the primary review and audit responsibilities of this unit is to monitor and control the use of custody
overtime within the Department. During the past year, more than $45 million was spent for custody
overtime, including both uncontrollable (contractual) and controllable expenditures. On a weekly basis,
custody overtime reports are submitted to central office by each institution providing data and information
on the overtime hours expended for the previous week. These data are compiled by division staff to
produce Department-wide totals and are then compared with overtime expenditures for previous pay
periods to determine increasing or decreasing trends. Overtime data is shared with the Division of
Administration and is used for determining the projected costs for the fiscal year and possible shortages
or overages in the salaries accounts.

The Division of Policy an: Flanning is responsible for planning, program analysis, information
systems, classification services, training and standards development in the Department. Several internal
review functions are conducted by division staff, including auditing processes in the management
information systems, classification services, and training areas. The Bureaw of Management Information
Systems is responsible for the operation, coordination, maintenance and security of the department’s 20
IBM S/36 minicomputers, which make up the CMIS system. This system provides direct service to the
15 major adult and juvenile institutions for the five direct service applications, which are trust fund
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accounting, canteen services, health, pharmacy, and inmate inforniation (classification). In addition, seven
other administrative applications such as financial management, personnel, correction officer scheduling,
time and attendance, fixed assets, inventory control and training also operate on the S/36 CMIS system.

- The CICS Bureau audits both the use of the S/36 CMIS inmate information application and the manual

classification procedures which backup or support the computerized classification operation. The audit
includes a systematic review of each major function within the application such as posting of additional
sentences, detainer, agenda schedules, etc. In addition, manual folders and files are researched to verify
entries in the system.

10. POLICIES AND PROCEDURES: The IAU Unit has been in the process of developing a DOC
auditing manual, which would encompass all of the documents used by the IAU; however, due to budget
cutbacks and reduced personnel levels, this consolidated report has not been finalized.

11. REVIEW/AUDIT STAFF: The Bureaa of Audits’ Internal Audit Unit, which consists of seven pro-
fessionals (two supervisors, two auditors and, at present, three vacant positions), serves a total of 79
institutions, District Parole Offices and Central Office Business units spread throughout the state. There
are 15 major adult and juvenile facilities, 13 Regional Parole Gffices, 1 Central Office Revenue Unit
(CORU) and 50 adult and juvenile residential and community treatment centers.

12. CERTIFICATION: One IAU employee is a Certified Public Accountant. Two employees have
recently took the Certified Internal Auditor examination offered by the Institute of Internal Auditors.

13. TRAINING: New auditors assigned to IAU receive on-the-job training with supplemental training
available from an inter-agency audit forum in New Jersey. Also, the Deputy Director of the Division of
Policy and Planning provides training regarding various aspects of the 20 IBM S/36 that make up the
CMIS system.

14. AFFILIATION: IAU employees affiliate with the local chapter of the IIA and a local accounting org-
anization. The NJ DOC does not provide funding for these memberships.

15. STANDARDS: IAU internal audits are conducted in accordance with generally accepted government
and internal audit standards, as established by the United States General Accounting Office (GAO) and
the Institute of Internal Auditors (IIA).

16. AUTOMATION: The Department of Corrections has two primary computer systems for processing
critical inmate and administrative computerized functions. These are the Offender Based State Correc-
tional Information System (OBSCIS) and the S/36 Corrections Management Information System (CMIS;
see chapter IX).

17. AUDIT UNIVERSE: IAU internal audits entail financial audits of 1) Inmate Trust Funds, 2) Inmate
Organization Funds, 3) Inmate Enterprises, and 4) Canteen Operations; evaluations of the internal control
structures of the various operating units within the Department; examinations of the various institutions
and other programs with the Department of Corrections to determine if operations are in compliance with
applicable statutes, state regulations and state and departmental policies and procedures. The OHR
conducts regular timekeeping audits of the four operating divisions and other Central Office timekeeping
units on a regular basis. The Division of Adult and Juvenile Institutions conducts reviews and audits of
custody overtime to monitor and control overtime expenditures within the Division.

Electronic Data Processing (EDP) audits are conducted by employees of the Division of Policy and
Planning, MIS Bureau. These audit efforts address NJ DOC training and inmate classificatior, as well
as management information systems. The MIS Bureau conducts audits of the $/36 CMIS system at each
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institution to ensure that the system is being used efficiently and that the proper security precautions are
in compliance with DOC guidelines. Various OISS personnel conduct audits in the area of Health
Services, for example. Based upon the content expertise of Health Services staff, Medical and Dental
audits are conducted.

18. PRIOCRITIES: Management determines audit priorities, usually placing emphasis upon institutions
or functions that have not been recently audited or those areas presenting problems.

19. CYCLE: The overall goal of the IAU is to audit each facility or organizational unit once every three
years. The Bureau of Management Information Systems attempts to audit each institution once every three
years.

20. SCHEDULES: Audit schedules and internal review dates are established by managers within each
individual organizational unit based upon predetermined work schedules. Emergency reviews and audits
are undertaken in response to situations or conditions that warrant immediate action. Although the IAU
follows an audit schedule, the schedule is frequently modified to accommodate special audit requests
prioritized by management and generally responds to emergent conditions.

The Bureau of Management Information Systems attempts to audit each institution once every three
years. Due to personnel cutbacks and budget limitations, audits of the S/36 CMIS institutional applications
has been suspended with the exception of the inmate information application that is conducted by the
CICS. The CICS audit schedule for the inmate information application is to review each of the 15 major
institutions once every three years. Firing range audits are completed every three years. OISS internal
audits, generally, are completed on an annual basis or upon request if there is an emergent condition.
External audits are completed on a contractual basis with other Departments of State Government and
generally are scheduled as annual inspections.

21. SCOPE: IAU staff define the scope of each audit in an entrance conference at the commencement
of each audit. An effort is made to define an audit scope based upon the resources allocated for each
audit. The scope of programmatic reviews or audits conducted within the NJ DOC is based on assessing
compliarice with State of New Jersey Administrative Code sections pertaining to Medical and Health
Services, in the case of OISS Health Services for example. EDP audits assess computer operations,
system security, and hardware controls.

22. SURVEY: Pre-audit surveys are conducted by IAU staff through developing and administering
internal control questionnaires to preliminarily assess operations in such areas as personnel, inventories,
fixed assets, debt and liabilities, petty cash, and procedures manuals. MIS personnel, for example,
develop audit questionnaires and also generate computer reports in preparation for an audit.

Recently several of the NJ DOC operational units have expressed an interest in using the
Department’s S/36 CMIS system to do preliminary analyses of institutional disciplines or programs prior
to their audit or review onsite visits. According to these internal auditors, this would facilitate the identi-
fication of potential problem areas or material weaknesses that couid be thoroughly analyzed during the
onsite visit. Efforts to pursue this model have been undertaken and are awaiting security clearance from
the Commissioner’s office.

23. WORK PROGRAM: Comprehensive audit programs are prepared by IAU staff and amended as
appropriate based upon the results of individual pre-audit surveys. Audit programs typically are divided
into general areas (e.g., personnel), contain audit objective statements and related audit steps (e.g., review
payroll records of all employees to determine if any employees have negative time balances in any

category), and provide a reference to applicable law, regulation or policy. The majority of NJ DOC
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divisional units responsible for audits and reviews ensure preparation of written audit programs developed
by staff members possessing the appropriate expertise, or who are content experts.

24. NOTIFECATION: The IAU provides written notification to employees of the entity scheduled for
audit two weeks before an upcoming audit. Customarily, prior notification is provided when program-
matic reviews or audits are scheduled.

25. ONSITE VERIFICATION AND EVALUATION: IAU personnel commence the audit onsite
verification phase with an entrance interview where staff of the entity being audited are informed of the
audit scope and schedule. The logistical aspects of the audit are addressed, including auditor access to
records, availability of staff for interviews, and other accommodations necessary to ensure a successful
audit. IAU staff also answer questions at this point to minimize apprehension on the part of staff.

IAU personnel remain onsite for six to eight weeks interviewing individual employees, observing
practices and examining records. Most audit testing procedures are detailed in the audit program with
emphasis placed upon internal control weaknesses identified during the pre-audit survey phase. If auditors
encounter an audit impairment it is immediately reported to the Bureau Director of Administration. If
fraud, abuse, or illegal acts are suspected by the auditors a referral is made to the NJ DOC internal
affairs unit.

When conducting audits MIS Bureau personnel conduct site visits to observe operations. Interviews
are conducted, and appropriate material (for example, documentation and backups) are examined. Most
audit functions are conducted using the computer sysiem by accessing the audit site through network
communications facilities from a Ceatral Office location. On-line examination occurs and includes a
review of the system service log, which is a record of system service calls and unusual events such as
overrides of initial program loads. Also examined are 1) the system history, which is a log of all systems
jobs and job control language, 2) the system configuration, which includes operating system definition
of devices and program support, 3) volume table of contents which lists all disk objects, 4) the PTF log,
which keeps a history of operating system program temporary fixes, 5) the update control file, which
identifies application program updates, 6) and description files, which are tables for application programs.
Manual console logs, physical sight layouts, system and application documentation, and training
procedures are also reviewed. The review of system security includes an examination of physical security,
communications, and resource security. Hardware controls are reviewed (e.g., inventory, maintenance
procedures, and related documentation).

26. WORKING PAPERS: Comprehensive working papers are developed and maintained by the IAU.
These documents contain all audit-related correspondence, internal control reviews, audit program
objectives and questions, results of audit tests conducted (including spreadsheets, interview results, com-
puter printouts, analyses, etc.), and audit reports. All working papers are bound, labeled, and numbered.

27. REPORTING RESULTS: An exit debriefing is conducted by IAU staff with management in order
to provide feedback on preliminary audit results. This informal reporting process is followed by a written
report. IAU staff prepare audit reports that include criteria, condition, cause, effect, and recommendation.
Pursuant to NJ DOC Accounting Bulletin 88-3, formal responses to IAU reports are required frcm each
institution within 15 days subsequent to the audit exit conference. Included in the response are statements
about concurrence or disagreement with the findings and recommendations, actions taken or planned to
resolve each finding, including the time frame required and indicating reasonable assurance the finding
will not recur. Firing range audits are sent to the appropriate institutional warden, deputy director and
assistant commissioner.
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28. LOCAL REVIEWS OR AUDITS: Since there is no centralized division or organizational unit within
the NJ DOC that is responsible for the internal audit process department-wide, all audits and program-
matic reviews are local efforts.

29. SAFEKEEPING AND ACCESSIBILITY: All working papers are maintained by the individual units
conducting the audit. Control and release of these documents are determined by each unit and division.

30. FOLLOWUP: IAU staff report that a Resolution Report is to be prepared pertaining to each audit.
Due to the limited number of IAU staff, reliance is placed upon management’s report with littie inde-
pendent corroboration by IAU staff.

31. CONTINUING QUALITY IMPROVEMENT AND PEER REVIEW: Legislative Services has
informally reviewed IAU and an independent CPA has conducted a formal review.

32. EXTERNAL REVIEWS AND AUDITS: Other than the internal reviews conducted by the NJ DOC
organizational units, additional audits and programmatic reviews are conducted on a regular basis by state
and federal agencies external to NJ DOC. The NJ Department of Health, the NJ Department of Labor,
the NJ Office of Legislative Services and the U.S. Department of Justice (Federal Bureau of Investigation)
are just a few of the external organizations who audit NJ DOC operations and programs.

In addition, the NJ DOC has participated in the American Correctional Association’s Comrnission
on Accreditation in Corrections (CAC) process which also requires an extensive self-analysis and external
audit by Corrections professionals from the ACA. The NJ DOC has had seven of its correctional
institutions and the Bureau of Parole accredited during the past 10 years. Generally, the appropriate
organizational unit within the Department that is vesponsible for the program or discipline works with the
external auditing organization in arranging logistical and operational support to assist the external review
team. For example, Management Information Systems staff of the Division of Policy and Planning may
provide access codes to the $/36 CMIS system and hard copy reports of the $/36 CMIS system for the
external review by the independent auditors. NJ DOC is required by statute to provide support to the
external review team.

There are two outside agencies that perform the majority of financial and administrative audits
within the DOC, the Office of Legislative Services (OLS), Office of the State Auditor and the Depart-
ment of the Treasury, Office of Management and Budget (OMB). These two agencies focus primarily on
appropriated funds. Also, internal control reviews and certain tests of the internal control structure are
performed at the various facilities and locations throughout the DOC as directed by OMB.

The Office of the State Auditor, Office of Legislative Services, conducts audits pursuant to the State
Auditor’s audit responsibilities as set forth in Article VII, Section 1.6 of the State constitution, and
N.J.S.A. 52:24-4. State statute requires the officers and employees of each accounting agency to assist
the state auditor, when required, for the purposes of carrying out the provisions of this chapter. The
Department of Treasury, Office of Management and Budget, Internal Audit Unit conducts audits of
specific locations or functions within the DOC at the discretion of the Director and State Comptroller.
There are no written administrative directives regarding this audit. However, OMB Circular 85-31 sets
forth the authority, responsibility and guidelines for preparing the annual internal control statements of
each agency within State Government that helps to determine risk assessment throughout the State. In
addition to the State Auditor and OMB, other agencies within the State of New Jersey conduct financial
audits to ensure compliance with grants made to the Department of Corrections, such as the Department
of Education, Department of Human Services, etc. These audits are conducted administratively at the
discretion of the funding agencies, such as the National Institute of Justice (NIJ), the National Institute
of Corrections (NIC), etc., and, generally, occur as a result of grant conditions. There are no written
directives regarding these audits. ‘
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Multi-State Audit (MSA) Approach

The multi-state audit (MSA) group consisted of Washington State Department of Corrections
(WDC), the Oregon Department of Corrections (ODC), and the Idaho Department of Corrections (IDC).
These states have developed a procedure for doing audits at sites in member states other than their own,
using a common set of standards as audit criteria.

1. ORGANIZATION: The Washington Department of Corrections (WDC) is organized into six divisions
each administered by a director. These include prisons, community corrections, human resources,
offender programs, budget and correctional industries. The Oregon Department of Corrections (ODC)
is divided into branches each administered by an assistant director. These include administration and
planning, institutions, community services and inspections. The Idaho Department of Corrections (IDC)
is organized into four divisions each headed by an administrator. These are institutions, field and
community services, management services, and correctional industries. All administrators report to the
Director.

2. NUMBER OF EMPLOYEES: The WDC has 5,596 employees with 4,139 in the Division of Prisons.
The ODC has 2,332 positions allocated in the current budget with 1,880 employees assigned to the
Institutions Branch. The IDC employs 1,031 individuals with 663 assigned to the Division of Institutions.

3. NUMBER OF INSTITUTIONS: In Washington there are 14 institutions classified as either major
or minor. In Oregon there is one maximum security institution, four medium security institutions, seven
minimum security institutions and one intake center. In Idaho there is one maximum security institution,
two medium security institutions with an additional medium security women’s institution under con-
struction, three minimum security institutions, and three community work centers.

4. NUMBER OF INMATES: In Washington there are approximately 8,700 inmates and 37,900
offenders on probation and parole. In Oregon there is an average daily inmate count of 6,677. In Idaho
there are 2,300 inmates.

5. LEGISLATION: Although no individual state statutes guide the MSA process, an interstate agreement
has been developed that includes the standards by which various institutional operations will be measured
when audited, the audit planning which will occur, audit team composition, methods for facilitating the
onsite verification phase of the audit, and the advisory nature of the reports.

6. CHARTER: The interstate agreement establishes the audit process, including reporting responsibilities,
auditor access to information, and the appeal process when institution staff disagree with the auditors.

7. REVIEW OR AUDIT COMMIT™EE: Each state oversees development of an audit schedule and
resolution of audit findings.

8. ORGANIZATIONAL STATUS: The auditors involved in each audit are from the other two states
that make up the multi-state group. Auditors are usually management level personnel and include assistant
wardens, associate superintendents, legal counsel and captains.

9. CATEGORIES: The audit team addresses facility compliance with the standards adopted by the multi-
state participants.

10. POLICIES AND PROCEDURES: No comprehensive policies and procedures have been published
by the multi-state participants to guide the audit process.
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11. REVIEW/AUDIT STAFF: Typically two auditors are assigned to audit a facility. The auditors are
not empioyed by the state being reviewed, but are assisted onsite by a multi-state audit coordinator (or
liaison), who is also an auditor for the host state in doing audits for other states in the group. It is the
responsibility of the host state liaison to prepare for the auditors’ visit and facilitate the onsite verification
phase. '

12. CERTIFICATION: Not Applicable.

13. TRAINING: Staff of the WDC have prepared a video training program for the multi-state audit
process. This training includes: 1) the advisory nature of the audit process; 2) an emphasis upon the
auditors working with management when a probiem is found, and the role of the auditor as a "teacher";
3) a review of the audit grading system; 4) a discussion of the re-audit process; 5) the pre-audit survey
process and the importance of the auditors being familiar with facility terminology; 6) facility tours; 7)
taking notes to document the auditors’ work; 8) exit interviews and audit score sheets; 9) audit file
construction; 10) primary documentation; 11) report distribution; 12) secondary dr .imentation; 13) file
construction; and 14) audit documentation requirements.

14. AFFILIATION: Not Applicable.
15. STANDARDS: Not Applicable.

16. AUTOMATION: Audit questionnaires and other documents are prepared by support staff using
computers. Audit testing processes are conducted and documented using paper and pencil methods.

17. AUDIT UNIVERSE: Each participating State identifies which facilities will be included within the
audit process. The standards used as audit criteria are adapted from those promulgated by the American
Correctional Association and include, for exampie, security, custody, staff training, inmate funds, HVAC
systems, deadly force policies and procedures, emergency communication and inmate classification.

18. PRIORITIES: Within each state, managers and staffs establish audit priorities based upon the needs
of the organization. No formalized risk assessment process is used by the MSA participants to identify
audit priorities.

19. CYCLE: A three year audit cycle has been established by practice. The first round of audits began
in 1990 and a second was completed in 1993.

20. SCHEDULES: Each member state establishes schedules based upon the needs of the organization.
21. SCOPE: Auditors determine compliance with standards.

22. SURVEY: Multi-state audit coordinators conduct extensive pre-audit surveys in preparation for the
visiting auditors. File folders are prepared for each standard, which include work sheets, primary docu-
mentation (local policy or field instructions), and a section for secondary documentation (verifying the
level of compliance with local policy or field instructions).

23. WORK PROGRAM: Through the pre-audit survey process the MSA coordinators also provide the
visiting auditors an indication of sources for purposes of verification.

24. NOTIFICATION: Based upon the MSA contract date, facility staff may have from several months
to one year notice of an upcoming audiz.
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25. ONSITE VERIFICATION AND EVALUATION: The onsite verification phase commences with
introductions of the visiting auditors and facility staff. The auditors are given a facility tour. Two to three
days are spent onsite. Various methods are used by the auditors to assess compliance with standards,
including interviews with personnel, observing practices, and reviewing documents. The MSA coordinator
plays a central role in providing the auditors with general information, arranging for supplies and a work
area, answering questions, «5taining documents, scheduling interviews, coordinating the observation of
practices and generally ensuring a positive audit engagement. Auditors indicate the level of compliance
with standards on checklists and make notations explaining the reasons for their judgment. On the last
day of the visit auditors provide the superintendent or warden and the MSA coordinator a briefing
indicating the preliminary results of the audit.

26. WORKING PAPERS: Working papers are generally maintained at the facility and include all the
pre-audit survey information originally prepared by the MSA coordinator. This consists of the standard,
the related departmental policy or order, and an indication of sources for purposes of verification. Also
included are some notations made by the auditors in support of the judgments made regarding the level
of compliance to each standard. Representatives of the MSA participating States met after the first round
of audits and agreed that auditors, when finding noncompliance with standards, should prepare more
supporting documentation.

27. REPORTING RESULTS: Audit reports are generally prepared and submitted within 30 days as
required by the MSA agreement. The reports indicate the overall degree of facility compliance with
standards as expressed in a percentage. Tlpon receipt of the report, each State prepares an action plan to
address material weaknesses in operations identified in the report. If management disagrees with the
auditor’s findings, an appeal process is provided.

28. LOCAL REVIEWS OR AUDITS: WDC staff pre-audit their own facilities in preparation for the
MSA auditors’ visit. Responsibility for compliance with internal policies and procedures is normally
designated by Facility Field instruction. Facility Field instructions refer to the MSA standards in their
reference sections. Often the wording of the audit standard is incorporated into the field instruction. The
staff member(s) designated are responsible for meeting/com)lying with the audit standards. Security audits
of practices and procedures are conducted annually by institition/facility personnel and by personnel from
other facilities pursuant to division directive.

Aszcording to staff of the ODC, audits are conducted of security and custody standards six months
before a scheduled MSA visit. Several wardens are selected to audit a facility other than their own and
are required to report to the Director. Also, an internal auditor within the Inspections Branch audits
various operations, including capital equipment, the inmate canteen, and inmate mail. Most of the internal
auditors’ time is spent on institutions and trusts. The ODC Manager of Business Support Services, based
upon Oregon’s emphasis to strengthen internal controls, has assessed the cost of the current level of inter-
nal control relative to fixed assets inventory tracking. It was determined that the costs of control exceeded
the benefit derived when considering the value of the assets to the organization. As a result, internal con-
trol training will be developed by the Department with reliance on the American Institute of Certified
Public Accountants Statements on Audit Standards (SAS).

29. SAFEKEEPING AND ACCESSIBILITY: Working papers are maintained at each facility under the

_control of the warden or superintendent.

30. FOLLOWUP: Followup audits are not conducted. The second cycle of MSA is currently being
planned.
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31. CONTINUING QUALITY IMPROVEMENT AND PEER REVIEW: Representatives from each
State meet periodically to assess the MSA process and make recommendations for improvement.

32. EXTERNAL REVIEWS AND AUDITS: WDC facilities are inspected by the Federal Bureau of
Prisons annually. Examples of other external audits conducted are Department of Health audits/
inspections, fire depariment inspections, labor and industries audits and inspections, Department of
Human Services inspections, Division of Human Resources safety audits and inspections, and State
Auditor’s Whistleblower audits. Fiscal audits are also conducted by the State Auditor’s Cffice. These
external audits are conducted to assure that facilities are meeting the requirements of DMB/OFM and to
ensure accounting accuracy. Financial operations for the IDC are audited by the State Auditor and the
Legislative Auditor.

For purposes of comparisons, Table 5 provides page references to operational categories for all
organizations studied.
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Table 5

Program Review/Internal Audit Process Summary
(Page References)

Agency Bureau of lilinois Utah New Jersey Muiti-State
Prisons
OPERATIONAL Program Re- Operation and Bureau of Various Internal MSA: Washing-
CATEGORY view Division Program Audit, Internal Audit Audit Functions ton, Oregon,
Fiscal Internal and Idaho
Audit Units
1-Organization 71 82 88 92 S8
2-Number of 71 83 88 92 98
Employees
3-Number of 72 83 88 92 98
Institutions i
4-Number of 72 83 88 92 o8
Inmates
S-Legisiation 72 83 88 92 98
6-Charter 72 83 88 93 98
7-Review or 73 83 88 93 98
Audit Committee
8-Organizationai 73 83 88 93 98
Status
9-Categoiies 73 83 88 93 98
10-Policies and 73 83 89 94 98
Procedures
11-Review/Audit 74 84 89 94 g8
Staff
12-Certification 74 84 89 94 99
13-Training 74 84 89 94 99
14-Affiliation 75 84 89 94 89
15-Standards 75 84 89 94 99
16-Automation 75, chapterIX 84, chapter IX 89, chapter IX 94, chapter IX 99
17-Audit 76 85 83 94 99
Universe
18-Priorities 76 85 89 95 g9
19-Cycle 77 85 0 95 98
20-Schedules 77 85 90 95 88
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Agency Bureau of illingis Utah New Jersey Muiti-State
Prisons
OPERATIONAL Program Re- Qperation and Bureau of Various Interna} MSA: Washing-
CATEGORY view Division Program Audit, internal Audit Audit Functions ton, Oregon,
Fiscal Internal and Idaho
Audit Units
21-Scope 77 85 90 a5 99
22-Survey 77 85 a0 95 99
23-Work 77 86 90 21 99
Program
24-Notification 78 86 a0 96 99
25-Onsite Verifi-
cation and 78 86 90 g6 100
Evaluation
26-Working 79 86 91 a6 100
Papars
27-Reporting 80 87 91 96 100
Resuits
28-Local Re- 81 87 91 97 100
views or Audits
29-Safekeeping 81 88 91 97 100
and Accessibility
30-Followup 81 87 91 97 100
31-Continuing
Cuality Improve- 81 88 91 97 101
ment and Peer
Review
32-External
Reviews and 82 88 92 a7 101
Audits )
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CHAPTER VIII

ANALYSIS OF AUDIT/REVIEW SYSTEMS

Administrative Controls

This chapter provides an analysis of the program review/internal audit systems described in chapter
VII through an examination of the components of administrative controls that relate to any activity or
function and to the various program review/audit steps. The methods used by each organization are
systematically compared within the framework of administrative controls, procedures for planning and
initiating the program review/internal audit, conduct of the audit, local reviews, followup procedures, and
techniques for quality assurance.

Administrative controls were introduced in chapter IV. They represent one category of internal
control, which may be used to analyze an organization or a component of an organization. Typically,
program review/internal audit staff analyze operations in the context of the administrative and financial
or accounting controls developed by management. Administrative controls may include:

e organizational controls, consisting of the table of organization, chain-of-command, and re-
porting responsibilities;

¢ planning controls, such as short- and long-term planning efforts, program proposals, and bud-
get proposals;

® operating controls, which refer to policies and procedures, supervision, supervisory review,
and personnel training;

¢ informational controls, such as automated and manual reports generated to monitor operations.
Organizational Controls

Organizational Status

Organizational status refers to the independence of the program review unit in terms of the lines of
authority established in an organization. Both generally accepted government and internal audit standards
address the importance of the location of the program review/audit unit in the organization. The IIA
standards (1989:9) address the importance of the independence of the program review/audit director in
the organization. They say that this person "should be responsible to an individual with sufficient auth-
ority to promote independence and to ensure broad audit coverage, adequate consideration of the audit
reports, and appropriate action on audit recommendations. "

Government auditing standards (Comptroller General, 1988:3-8) are more specific as to lines of
authority:

To help achieve organizational independence, the program review/audit unit should report the
results of their audits and be accountable to the head or deputy head of the government entity.
Organizationally, it should be located outside the staff or line management of the unit under
audit.

The program review/audit unit should be located in the organization in a way that will maximize
its independence in reporting results to top management.
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Reporting Practices

The Federal Bureau of Prisons (BOP) Program Review Division (PRD) is administered by an
Assistant Director who reports to the Director of the BOP. The lilinois Department of Corrections
(IDOC) Director of Operations and Program Audit (OPA) reports to a Deputy Director of Inspections
and Audits. As indicated in law and practice, the Chief Internal Auditor responsible for the Fiscal Internal
Audit (FIA) unit reports to the Director. However, in practice this person reports to the Deputy Director
of Inspections and Audits. -

The Director of the Bureau of Internal Audit (BIA) for the Utah Department of Corrections (UDC)
reports to the Deputy Director of the department. The multi-state audit (MSA) sysiem developed between
the departments in Washington, Oregon, and Idaho uses auditors from outside the state facility under
audit. The New Jersey Department of Corrections (NJ DOC) Internal Audit Unit (IAU) conducts audits
under the direction of the Assistant Commissioner, Division of Administration.

The Bureau of Prisons Program Review Division, the Illinois Fiscal Internal Audit Unit, and the
Utah Bureau of Internal Audits exemplify an organizationally independent audit function. Program re-
view/audit managers in each organization have sufficient authority to provide reasonable assurance that
their reports and recommendations receive adequate consideration. MSA audit reports are advisory in
nature and, since the auditors are not affiliated with the department under audit, their position within the
organization is not critical. External auditors may provide a degree of independence to the process, thus
enhancing the objectivity of the audit process.

Enabling Legislation and Charter

Federal agencies are required to establish a continuous process for the evaluation and improvement
of the agency’s system of internal controls. This is done in accordance with 31 U.S.C. 3512 (b)(1), which
refers to executive accounting systems, and the Office of Management and Budget (OMB) Circular A-
123, which addresses internal control systems. Audit legislation has been enacted in several of the states
studied. Sample enabling legislation is found in Appendix A.

Audit charters are essential tools developed within an organization to facilitate a program review
or internal audit function. They establish the department’s position within the organization, authorizing
access to records, personnel, and physical properties used for the performance of audits. They also define
the scope of internal auditing activities.

The IIA standards (1989:10) establish the importance of an audit charter for an organization
operating an internal audit function:

The purpose, authority, and responsibility of the internal auditing department should be
defined in a formal written document [charter] . . . The charter should (a) establish the
department’s position within the organization, (b) authorize access to records, personnel and
physical properties relevant to the performance of audits, and (c) define the scope of internal
auditing activities. -

Recjuirements of Enabling Legislation

The BOP Program Review Division Assistant Director is responsible for coordinating the agency-
wide effort to comply with the Integrity Act (P.L. 97-255), which also requires that the agency’s methods
of assessing the adequacy of internal controls comply with this act. Illinois State law requires establish-
ment of a full time program of internal auditing to maintain an effective system of internal control. This
requires the appointment of a Chief Internal Auditor who is a certified internal auditor or a certified
public accountant with four years of auditing experience, or is an auditor with five years auditing exper-
ience. This person reports directly to the chief executive officer, and audit staff are free of all operational
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duties. A two-year audit plan is specified to include major systems of internal accounting and adminis-
trative control. The Utah Code requires the UDC to audit all programs every three years. The Code
requires that all working papers and reports are classified as confidential, available only upon
authorization of the director, governor, or by court order.

Although no individual state statutes guide the multi-state audit (MSA) process, the interstate audit
agreement defines the process by which institutional operations are measured through the application of
accepted standards. The agreement also addresses standards for audit planning, audit team composition,
facilitating the onsite verification phase of the audit, and the advisory nature of the reports.

In accordance with the Single Audit Act of 1984 and applicable Federal and state circulars, the New
Jersey Internal Audit Unit (IAU) completes desk reviews of single audit reports submitted by state grant
recipients. "Recipients" are any local government, including school boards, and any not-for-profit organ-
ization that receives any federal grants from a state agency, state grants, or state aid funds. Each audit
is conducted by a CPA firm that is independent of the entity being audited. Desk reviews are conducted
by the IAU to assure that each audit report complies with applicable federal and state circulars.

The New Jersey State Comptroller is responsible by law (N.J.S.A. 52:27B-45) for preparing reports
on the condition of state appropriations. As a result, the state established an internal control program,
which requires an annual statement about how internal control systems comply with standards prescribed
by the Comptroller. The annual statement is accompanied by a report on all identified material (i.e.,
significant) weaknesses and corrective actions taken or planned; internal and external reports are
considered when formulating statements of assurance.

Requirements of the Charter

The BOP has a program statement, or policy, that includes a detailed description of the authority
of the Program Review Division. Wardens/superintendents must fully support and cooperate with the
PRD. They must ensure freedom of access to all property, records, employees and inmates, and give
prompt consideration of findings. Duties include timely initiation and completion of appropriate corrective
action to enable closure of the program review within specified time frames.

BOP Program Statement 1210.12, shown in Appendix €, systematically defines the responsibility
of all key managers and executives in assisting the Director. The Director is required to submit an assur-
ance statement to the Attorney General at the end of each fiscal year. This statement certifies that BOP
programs are operating effectively, in accordance with applicable law, and that the systems of internal
control are adequate to protect resources. Material weaknesses and significant concerns in the Bureau’s
systems of controls are identified and a plan for correcting them is included. The PRD Assistant Director
is the designated BOP Internal Control Officer.

Illinois Department of Corrections Administrative Directives have been published for both
Operations and Program Audit and FIA. Although there are many differences between these two sets of
directives, they 1) include the purpose of the respective audit function, 2) state the applicability of the
directive, 3) list a definition of audit terms, 4) provide general information about the audit function and
indicate audit requirements including reporting responsibilities, 5) indicate that the (FIA) auditing program
will follow standards promulgated by the Institute of Internal Auditors, and 6) detail auditing procedures.

Utah Department of Corrections policy and procedure guides the internal audit function, including
audit authority, reporting relationships, auditor access to information and management’s responsibility.
The MSA interstate agreement establishes the audit process, including reporting responsibilities, auditor
access to information, and the appeal process when institution staff disagree with the auditors. An audit
charter has been drafted for consideration by the IDOC administration that addresses the responsibility
and scope of the IAU, including the right of auditor access to information and records, and reporting
responsibilities.

Enabling legislation supports and guides operations of the PRD, FIA, BIA, and IAU. Management
for the BOP, IDOC, and the NI DOC, respectively, is obligated by law to develop internal control
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systems. Program review/internal audit systems play a major role in helping directors with their annual
assurance statements. Audit charters are essential tools developed within an organization to facilitate a
program review or internal audit function. They do so by establishing the department’s position within
the organization; authorizing access to records, personnel, and physical properties used for the reviews/
audits; and defining the scope of internal auditing activities.

Planning Controls
Identifying the Review/Internal Audit Universe

Various methods are used within audit organizations to identify important audit areas. As discussed
in chapter II, there is a growing literature on performance review in corrections. Such measures are found
in a study undertaken by Logan (1993:2). Specific "empirical indicators" are detailed in eight major
areas, or "dimensions." Review of these types of measures against organizational criteria is necessary
to identify the review universe and to develop review criteria. These measures include security, safety,
order, care, activity (programs), justice (fairness), (living) conditions, and (efficient) management, with
a variety of "subindicators.” Similar performance criteria have been developed in a study sponsored by
the Office of Juvenile Justice and Delinquency Prevention (Parent et al., 1993).

Program review/internal audit procedures use formalized risk assessment tools, which incorporate
quantitative techniques into decisionmaking processes. According to Sawyer (1988:446-447), risk as-
essments are a type of analytical review procedure (ARP) in which:

There is a direct correlation between solid risk analysis and an internal audit department’s
effectiveness and value to the organization. If important audit areas are not identified, auditors
will not have an opportunity to address them. Instead, valuable audit resources may be spent
on items of less importance and value with less positive impact on the organization . . . Risk
analysis is perhaps one of the greatest challenges to auditors. It requires skill, experience,
knowledge of operations, personal contacts, awareness of the operating climate, and
understanding of the firm’s objectives and operating philosophy.

The first step in determining operaiional risk, vulnerability, or exposure is to segment the organ-
ization into assessable units. As explained by Arthur Andersen and Company (1986:9):

There is no single method to divide an agency into assessable units (i.e., organizational
components, programs, administrative functions, etc.) for which vulnerability assessments will
be performed, particularly since agencies vary widely in organizational structure and the
nature of activities and functions conducted. The important thing to remember is that the
inventory should encompass the entire agency, and the individual assessable units should be
of an appropriate nature and size to facilitate the conduct of a meaningful vulnerability
assessment.

Program review/internal audit staff should focus on issues that present material risk to the organ-
ization. As indicated by Sawyer (1988:203), "The professional interna! auditor should be able to identify
the objectives of an operation, the risks that lie in the path leading to the objectives, and the key controls
in effect, or needed, to help achieve the operation’s objectives."

IIA standards (1989:47-48) address the tasks of establishing the audit universe and developing
priorities for planning and conducting the audit:
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520 Planning
The director of internal auditing should establish plans to carry out the responsibilities of the
internal auditing department.

.04  Audit work schedules should include (a) what activities are to be audited,;
(b) when they will be audited; (c) the estimated time required, taking into
account the scope of the audit work planned and the nature and extent of
audit work performed by others. Matters to be considered in establishing
audit work schedule priorities should include (a) the date and the results
of the last audit; (b) financial exposure; (c) potential loss and risk; (d)
requests by management; (e) major changes in operations, programs,
systems, and controls; (f) opportunities to achieve operating benefits; (g)
changes to and capabilities of the audit staff. The work schedules should
be sufficiently flexible to cover unanticipated demands on the internal
auditing department.

Establishing Priorities: the Utah Risk Assessment Scale

The Utah BIA uses a formalized risk assessment tool in all departments and at the local level to
establish audit priorities. This scale is based on a model developed by the IIA. An example of a local
level risk assessment includes all institutional functions and processes identified, as shown in Exhibit 1.
Risk factor criteria were established and were used to set priorities for all entities and functions within
the audit universe, using the risk assessment form shown in Table 3, chapter IIl. The results of the
application of this form are displayed in Exhibit 2.

The central office auditors validate each local risk assessment, which often changes the priorities
shown in Exhibit 2. A similar tool has been developed to set priorities for all entities and functions within
the UDC. A complete risk assessment results in a listing of entities and functions from highest to lowest
risk. High risk entities or functions are scheduled for comprehensive audit, while moderate and low risk
entities and functions are addressed with less frequency and intensity.

Based upon a department-wide risk assessment and in accordance with the requirement to develop
a three-year audit plan mandated by statute, the BIA bureau director develops short and long term audit
plans with consideration given the audit resources available. BIA staff meet quarterly, and audit schedules
are prepared for each three-rnonth period and submitted to the UDC Executive Director for review and
approval. This is done at least eight weeks before the commencement of each quarterly plan.

The Bureau of Prisons (PRD), Illinois (FIA), Utah (BIA), and New Jersey (IAU) have developed
varidus formalized methods for identifying the review/internal audit universe and scheduling activities
based upon quantifiable measures. The purpose of the BOP Management Assessment process is to exam-
ine each component of a discipline or program to determine the vulnerability of the program to fraud,
waste, abuse, and mismanagement; the potential for serious problems if policy and regulations are not
followed, or systems of internal control are not adequate; the degree to which resources are being used
efficiently; program review priorities; and management indicators by which program operations are to
be monitored.
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Exhibit 1

Central Utah Correctional
Facility Audit Universe

Outside Programming

1-A  Outside Programming/Volunteers
1-B Outside Programming/Tours
1-C  Outside Programming/Religious Services

Insice Programming

2-A-  Inside Programming/Contract Staff

2-B.  Inside Programming/Library

2-C Inside Programming/Education

2-D  Inside Programming/Recreation

2-E  Inside Programming/Habilitative Tracks
2-F  Inside Programming/Full Productivity

Perimeter

3-A  Perimeter/K-9

3-B  Perimeter/Special Weapons and Tactics
3:C  Perimeter/Towers

3-D  Perimeter/Vehicle Direction Station
3-E  Perimeter/Fences

3-F Perimeter/Communication

3-G  Perimeter/Armory

3-H - Perimeter/Transportation

341 Perimeter/Emergency Access

Housing Security

4-A  Housing Security/Housing Units
4-B  Housing Security/Counts

4-C ' Housing Security/Movement Control
4-D - Housing Security/Key Control

4-E - Housing Security/Inmate Property
4-F = Housing Security/Urinalysis

4-G Housing Security/Incident Reports
4-H  Housing Security/Full Productivity

4-1 Housing Security/Unit Management Teams

4-J Housing Security/Work Crews
Support Services

5-A  Support Services/Fixed Assets

5-C  Support Services/Warehouse

5-D  Support Services/Inmate Accounting
5-E  Support Services/Maintenance
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5-F  Suppon Services/Food Service

5-G  Support Services/Mail

5-H  Support Services/Property

5-1 Support Services/Records

51 Support Services/Management Information
Systems

Administration

6-A  Administration/Disciplinary

6-B  Administration/Classification

6-C  Administration/Grievances

6-D  Administration/Officer In Charge

6-E  Administration/Policy & Procedure

6-F  Administration/Command Post

6-G  Administration/Inmars Housing Assignments

6-H  Administration/Personnel

6-1 Administration/Budget

6-J  Administration/Purchasing

Building/Physical Plant

7-A  Building & Physical Plant/External Inspections

7-B ' Building & Physical Plant/Emergency Safety

7-C Building & Physical Plant/Space Utilization

7-D  Building & Physical Plant/Disaster ‘Planning

7-E  Building & Physical Plant/Mcdification

Medical

A.l1 ° Medical/Medical Services/Clinic

8-A.2 Medical/Medical Services/Nursing Services

8-A.3 Medical/Medical Services/Infirmary

8-A.4 Medical/Medical Services/Optometry

8-A.5 Medical/Medical Services/Audiology

8-A.6 Medical/Medical Services/Contract Services

8-A.7 Medical/Medical Services/Specialist Serv.

8-B  Medical/Dental Services

8-C  Medical/Pharmacy

8-D.1 Medical/Mental Health/Psychiatric Services

8-D.2 Medical/Mental Health/Crisis Intervention

8-D.3 Medical/Mental Health/Mental Health

8-D.4 Medical/Mental Health/Sexual Offenders




Exhibit 2
Central Utah Correctional Facility

RISK ASSESSMENT RESULTS

Note: These ratings were decided by staff at the institution and validated by central
office auditors in a department-wide risk assessment.

Sorted by Risk Assessment

2-A Inside Programrning/Contract Staff 3.43055
8-A.3 Medical/Medical Services/Infirmary 3.06452
2-E Inside Programming/Habilitative Tracks 2.96444
5-H Support Services/Evoperty 2.87097
6-E Administration/Policy & Procedure 2.83333
6-H Administration/Personnel 2.80555
2-C Inside Programming/Education 2.77778
8-D.4 Medical/Mental Health/Sex Offender 2.77143
8-A.7 Medical/Medical Services/Specialist Serv. 2.75758
5-F Support Services/Food Service 2.75000
6-1 Administration/Budget 2.72222
4-H Housing Security/Full Productivity 2.69444
5-E Support Services/Mainténance 2.69444
1-C Qutside Programming/Religious Services 2.65714
6-J Administration/Purchasing 2.63889
1-B Qutside Programming/Tours 2.46667
54 Support Services/MIS 2.44444
5-1 Support Services/Records 2.44444
2-F Inside Programming/Full Productivity 2.43333
6-G Administration/Classification Committee 2.40000
8-A.6 Medical/Medical Services/Contract Services 2.39394
5-D Support Services/Inmate Accounting 2.36111
5-G Support Services/Mail 2.33333
6-F Administration/Command Post 2.30556
8-A.1 Medical/Medical Services/Clinic 2.27778
3-E Perimeter/Fences 2.26667
8-A.2 - Medicai/Medical Services/Nursing Services 2.25000
4-1 Housing Security/Unit Management Teams 2.22222
4-E Housing Security/Inmate Property 2.20589
5-A Support Services/Fixed Assets 2.16667
7-C Building & Physical Plant/Space Utilization 2.13889
8-D.2 Medical/Mental Health/Crisis Intervention 2.13889
4-G Housing Security/IR-1's 2.13889
2-B Inside Programming/Library 2.07407
31 Perimeter/Emergency Access 2.05556
7-D Building & Physical Plant/Disaster Planning 2.00000
3-H Perimeter/Transportation 1.91667
4-B Housing Security/Counts 1.91666
3-B Perimeter/SWAT 1.88889
8-C Medical/Pharmacy 1.88889
8-A.5 Medical/Medical Services/Audiology 1.87879
6-D Administration/OIC 1.85714
4-C Housing: Security/Movement Control 1.83333
3-A Perimeter/K-9 1.83333
4- Housing Security/Work Crews 1.83333
8-B Medical/Dental Services 1.83333
1-A Outside Programming/Volunteers 1.82609
110




3-F Perimeter/Communication 1.78788
6-A Administration/Disciplinary 1.76190
5-C Support Services/Warehouse 1.72222
6-C Administration/Grievances 1.61111
4-A Housing Security/Housing Units 1.58333
6-B Administration/Classification 1.57143
8-A.4 Medical/Medical Services/Optometry 1.52941
8-D.1 Medical/Mental Health/Psychiatric Services 1.44444
3-D Perimeter/VDS 1.44444
7-A Building & Physical Plant/External Inspections 1.44444
8-D.3 Medical/Mental Health/Mental Health 1.44444
7-E Building & Physicai Plant/Modification 1.41667
4-D Housing Security/Key Control 1.36111
7-B Building & Physical Piant/Emergency Safety 1.19444
3-C Perimeter/Towers 1.19444
4-F Housing Security/Urinalysis 1.13889
3-G Perimeter/Armory 1.00000

The Federal BOP management assessment reviews past and current performance, examines various
management indicator data, and assesses the program’s level of risk and need for improvement by means
of a structured review methodology (risk assessment). Management assessrment meetings are conducted
with the Regional Administrator, Wardens, and managers from various levels and the BOP discipline
director. The purpose of these meetings is to 1) identify an objective for operational activities, 2) assess
the level of risk, 3) articulate procedures or control techniques that provide reasonable assurance that
operational objectives will be met and problems avoided, 4) identify the perceived adequacy of these
controls and safeguards, 5) anticipate the significance of actual risk to the program’s mission, 6)
distinguish methods of reviewing the activity to ensure controls are adequately tested, and 7) index spe-
cific program review objectives and steps to carry out testing.

Central office administrators are fully involved in the management assessment process. It is the
responsibility of the central office program administrator to ensure that necessary documentation is
maintained regarding the management assessment process.

A management assessment form has been developed that 1) identifies the program, 2) articulates
an objective statement (e.g., to ensure institutions are operated in a way that provides a safe environment
for staff and inmates and prevents immate escape), 3) includes an identification of the process (e.g., tool,
weapon and hazardous material control), and 4) provides a listing of the steps necessary in each operation
or process from start to finish. An inherent risk factor is applied to each step in the process and the
adequacy of internal controls is assessed for each step. An overall risk rating is listed, which is the result
of the inherent risk minus the level of internal control.

The BOP develops management control plans for 5-year periods. These plans are based on manage-
ment assessinents and include planned actions. In addition to outlining the frequency of routine PRD
program reviews, management control plans identify the level of risk associated with program areas.
Plans to correct problems that do not require additional review are included, as are arrangements for
special studies, surveys or task force efforts to examine problems in detail, with dates for completion.
The management control plan also includes a certification that all high risk areas have been included in
the Program Review Guidelines or that they will be addressed in a special review. The PRD Assistant
Director issues a compiled Annual Program Review Schedule for all programs and is responsible for
ensuring the timeliness of program review schedules.

The Chief Internal Auditor of Illinois FIA develops an audit plan or schedule for each fiscal year.
It includes the number of planned audit hours, the audit risk grade, the institution, a surnmary of previous
internal and external audit findings, the number of repeated findings, and the percent of audit hours
versus the percent of expenditures for each institution. In preparing an annual plan, the number of staff
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hours required by the audit plan and the actual hours available are calculated. Assumptions and judg-
mental risk assessments are made based primarily on prior external and internal audit results.

Establishing audit priorities requires several assumptions: 1) the quality of fiscal operations tends
to remain the same if staffing remains the same; 2) the department has developed adequate systems of
internal control and the effectiveness of these systems in a specific institution is an audit risk; 3) the size
of an institution’s budget is an inherent risk; 4) the audit risk grade of high, medium or low is a
judgmental grade based on both the audit risk and inherent risk; and 5) the interests of the department
are better served by conducting comprehensive audits at institutions where higher risk is assessed than
by attempting limited scope audits at all institutions.

The Bureau of Prisons (PRD), Hllinois (FIA), and Utah (BIA) have developed quantifiable methods
of identifying assessable units and assigning relative risk to each. BOP and UDC management are directly
involved in this process in their respective agencies. The management assessment process within the BOP
includes annual meetings with various levels of management to establish program review guidelines. The
FIA Chief Internal Auditor establishes audit priorities based upon risk, audit resources, characteristics
of the institution, a swmmary of previous internal and external audit findings, the number of repeated
findings, and the percent of audit hours versus the percent of expenditures for each institution. Within
the UDC, formalized risk assessments are prepared and updated annually both at the department level and
within individual divisions. Management has direct input into this process.

Operational Controls

Program Review/Internal Audit Policies and Procedures

The demands of maintaining a comprehensive program review/internal audit function require the
development of operational guidelines. IIA standards (1989:48-49) address this issue:

530 Poticies and Procedures
The director of internal auditing should provide written policies and procedures to guide the audit
staff.
.01 The form and content of written policies and procedures should be appropriate
~ to the size and structure of the internal auditing department and the complexity
of work. Formal administrative and technical manuals may not be needed by
all internal auditing departments. A small internal auditing department may be
managed informally. Its audit staff may be directed and controlled through
daily, close supervision and written memoranda. In a large internal auditing
department, more formal and comprehensive policies and procedures are
essential to guide the audit staff in the consistent compliance with the depart-
ment’s standards of performance.

Summary

The Federal Bureau of Prisons (PRD), Illinois (OPA and FIA), and Utah (BIA) have developed
comprehensive, written policies and procedures to guide the program review/internal audit function.
Comprehensive, written policy and procedures guide the PRD review process, as detailed in BOP Pro-
gram Statement 1210.12. Included in appendices are standards for audit that include a summary of Stan-
dards for Audit of Government Organizations, Programs, Activities and Function, 1988 Revision, GAO,
and program review process examples (see Appendix B). The conduct of a program review begins with
the development of a program, or plan, for program review, which is based on an identification of
vulnerable areas, the classification of the types of reviews required (routine program reviews or special
reviews), the availability of resources, and the sites to be included. Types of review or audit evidence
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are enumerated along with the standards associated with obtaining evidence (sufficiency, competence/
reliability, and relevance). Procedures are listed to cover serious or unusual problems that may dictate
halting or redirecting the review work. Development of working papers is discussed in detail (sec Ap-
pendix E). A discussion on closure of the program review process outlines the responsibilities of
reviewers and the institution. Operational reviews are conducted using the same process as PRD reviews.

The Illinois Department of Corrections (IDOC) administrative directive guiding OPA includes writ-
ten procedures for audit planning, which require written notification of the scheduled audit. A pre-audit
survey is also required; this includes input from executive staff, a review of previous audits, coordination
with the facility audit liaison, planning meetings, obtaining special expertise to assist in the audit if
needed, and audit scope development. The directive also addresses the verification phase, refers to
generally accepted audit standards, and requires that an audit plan and annual report be submitted to the
director to say how the plan was carried out. The directive also states the auditor’s right of access to, and
the responsibility of managers in providing, information.

Utah Department of Corrections (UDC) policies and procedures guide all aspects of internal audit,
including 1) department risk assessments to establish audit priorities, 2) audit schedules, 3) audit
programs, 4) the onsite verification and evaluation phases, 5) reporting results, 6) audit follow up, and
7) local internal audits. These guidelines are in an administrative manual series issued department-wide,
with more detailed information in a technical manual issued to BIA staff and local internal auditors.

Planning and Initiating a Program Review/Internal Audit

An essential first step in preparing to conduct an audit involves the preliminary survey. As Sawyer
(1988:129-130) explains, the preliminary survey determines who participates in the review, what they
do, and why, when, and how they do it. Other factors inciude audit cost and an examination of risk
factors and controls that are in place to minimize risk.

The Comptroller General of the United States (1988:6-2) suggests that the value of the survey is
in:

providing information about the key systems and procedures used . . . the size and scope of

the entity’s activities [including areas of] internal control weaknesses, uneconomical or

inefficient operations, lack of effective goal achievement, or lack of compliance with laws and

regulations. However, tests to determine the significance of such matters are generally con-
ducted in the detailed audit work as specified in the audit program.

An audit program is developed afier completion of the preliminary survey. The elements of an audit
program are outlined by Sawyer (1988:193-194):

A mapagement-oriented program provides a series of analytical procedures or steps for
internal auditors to follow. These steps will provide for the gathering of evidence and allow
internal auditors to express opinions on the efficiency, economy, and effectiveness of the
activities under review. The program lists directions for the examination and evaluation of the
information needed to meet the audit objectives, within the scope of the audit work.

The IIA standards interpret individual audit planning efforts:

410 Planning the Audit
Internal auditors should plan each audit.
.01 Planning should be documented and should include:
.1 Establishing audit objectives and scope of work.
.2 Obtaining background information about the activities to be audited.
.3 Determining the resources necessary to perform the audit.
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. .4 Communicating with all who need to know about the audit.

.5 Performing, as appropriate, an onsite survey to become familiar with the activities and
controls to be audited, to identify areas for audit emphasis, and to invite auditee com-
ments and suggestions.

.6 Writing an audit program.

.7 Determining how, when, and to whom audit results will be communicated.

.8 Obtaining approval for the audit work plan.

Summary

A reviewer-in-charge is assigned the responsibility to prepare for each scheduled Federal BOP
review. BOP Program Statement 1210.12 requires that preparation for a review will include data
collection, including data from the Key Indicators system, and an assessment before arrival at the review
site. This helps focus program review objectives. A written site plan summarizes all elements of the
review (see chapter VII), including input from the respective regional and central office administrators.
The PRD Assistant Director or designate approves the plan submitted by the reviewer-in-charge, who then
implements it. Program review guidelines developed as part of the management assessment process
contain general instructions for reviewers of a program or group of programs.

Central office staff and regional program administrators, based on the input from warden advisory
groups and institutional managers, establish a series of program review objectives that will enable review-
ers to focus on areas where attention is most needed in the subsequent 12 to 24 months, particularly in
areas of high risk, where there is potential for savings, and where there have been problems. Central
office administrators have responsibility to ensure the objectives encompass all criteria necessary to
measure whether the objectives of the program are being accomplished. Minimally, objectives address
all significant policy requirements necessary for achievement of the objectives. Background information
is provided as to why the objective has been included, noting where it is part of a policy requirement,
government regulation, and/or mandatory national standards.

Each program review objective, background statement, and policy citation is followed by a listing
of program review steps, which represent the minimum acceptable testing that must occur to obtain the
evidence necessary to meet the program review objective (see chapter VII, Bureau of Prisons, topic 23).
Where applicable, the appropriate references to policy, regulation, standards, etc. are made. A separate
component of the program review guidelines for each discipline are mandatory program review objectives
applied at the regional level. These are specific areas that require special review, such as suicide preven-
tion controls. A department head or administrator of greater rank reviews them for inclusion in the
program review report.

Much of the Illinois OPA’s preparation for audits is done by reviewing administrative directives,
updating appendices used to catalog administrative directives and special issues, and preparing audit
questionnaires. When a facility or program is notified of an impending audit, a pre-audit survey form is
provided. According to the OPA guidelines, the pre-audit survey lists specific Department policies and
requires the facility to document observations regarding compliance and identify information sources.
Similarly, Illinois FIA staff, under the supervision of the Chief Internal Auditor, develop familiarity with
the facilities to be audited and participate in the development of audit questionnaires. The areas they
commonly audit are commissary funds, employee benefit fund, inmate trust fund, personnel, payroll, and
timekeeping. Illinois OPA staff develop comprehensive questionnaires, checklists, and detailed
instructions for completing all administrative directives and various audit questionnzires, as discussed in
chapter VII, IDOC topic 23.

For each scheduled audit the Utah BIA Bureau Director assigns an auditor-in-charge who is respon-
sible for planning the audit by initiating a comprehensive pre-audit survey. The auditor-in-charge becomes
thoroughly familiar with the entity or function to be audited, as detailed in chapter VII, UDOC, topic
22. Management is responsible for identifying weaknesses in internal controls and reporting these
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weaknesses to the auditors. An audit program is prepared by the auditor-in-charge after the pre-audit
survey phase and before the onsite verification phase of the audit (see Appendix D). The audit program
identifies general areas to be audited, and audit objectives are developed for each area with specific tests
indicated to accomplish each audit objective. Appropriate forms are developed. The audit program is
submitted to the BIA Bureau Director for review and approval before implementation.

Utah BIA internal auditors conduct extensive preliminary surveys in preparation for each audit. A
critical aspect of the preliminary survey process is establishing criteria for measuring performance.
Sources used in establishing criteria include the National Institute of Corrections Information Center; state
law and administrative rules; and UDC policies and procedures, which are available to BIA staff on a
software system; current correctional case law, which is aczessible through subscription to a corrections
case law catalog and a correctional law reporter; American Correctional Association standards; and the
opinion of various UDC legal and content experts, to include individuals outside the department. BIA
staff prepare written audit programs that provide guidelines to auditors in conducting audit tests and
obtaining audit evidence.

Analysis shows that PRD, OPA, FIA, and BIA conduct and document preliminary surveys and
develop written programs to guide the reviewers/internal auditors. For example, the BOP develops a writ-
en site plan. Content experts in each discipline prepare review guidelines as a result of a management
assessment process, which provide direction to program reviewers.

Conducting and Managing the Onsite Verification and Evaluation Phases

For each state studied, field work reflected the basic requirements of the program review/internal
audit program. This is consistent with the literature, which discusses field work as a systematic process
of objectively gathering evidence about an organization’s operations, evaluating it, and finding out
whether those operations meet acceptable standards. The term "systematic process" implies planned audit
steps that are designed to meet audit objectives, and that the internal auditor will employ professional
discipline while gathering, arraying, recording, and evaluating evidence in the audit (Sawyer, 1988:227-
228).

Once in the field, verification of assumptions made during the preliminary survey is integral to the
program review. According to the Comptroller General (1988:3-11), the quality of audit work and the
resulting reports is determined by the degree to which ". . . the audit scope, methodology, and the tests
and procedures used in the audit are adequate to provide reasonable assurance that the audit objectives
are accomplished,"” suggesting that it may be appropriate to use statisticai sampling, statistical inference,
and other aspects of quantitative analysis, as necessary. Concerning the standards for performance
auditing, the Comptroller General (1988:6-16) states the following:

Sufficient, competent, and relevant evidence is to be obtained to afford a reasonable basis for
the auditor’s judgments and conclusions regarding the organization, program, activity, or
function under audit. A record of the auditor’s work is retained as working papers. Working
papers may include tapes, films, and disks.

Audit objectives are achieved through a process of testing. According to Sawyer (1988:240):
The audit test usually implies evaluation of transactions, records, activities, functions, and
assertions by examining all or part of them. But testing—when viewed as putting something
to proof—does not necessarily exclude a complete examination. Testing is any activity tliat
supplies the auditor with sufficient proof to support an audit opinion.

Sawyer (1988:240) identifies the steps to be taken in testing as:
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¢ determining the standard,

e defining the population,

® selecting a sample transaction or process,

¢ examining the selected transactions or processes.

Comparing practices with standards or criteria identified in the preliminary survey and included in
the program is only the first of two review phases. After measurements are taken, reviewers/auditors
must evaluate findings and arrive at conclusions. In doing so they can and should evaluate the criteria/
standards used, all of which are subject to ongoing review (see Sawyer, 1988:232).

The verification and evaluation efforts that result from conducting audit tests, assembling working
papers, and making judgments must be of high quality. According to the Comptroller General (1988:3-
11), "Findings and conclusions in reports are [to be] fully supported by sufficient, competent, and rele-
vant evidence obtained or developed during the audit.” Sample working papers are in Appendix E.

Program review/internal audit personnel must possess professional proficiency and exercise due pro-
fessional care. The Comptroller General (1988:3-12) again states:

A body of knowledge on types of audits, tests, procedures, and methodology exists. Soine are
generalized and some are specific to certain industries, types of audits, or special circum-
stances. Auditors should have sufficient awareness of this body of knowledge to apply it to
the audit being undertaken. This awareness is necessary to ensure that the selected method-
ology, tests, and procedures are appropriate.

ITA standards (1989:39) address examining and evaluating information:

All audit working papers should be reviewed to ensure that they properly support the audit
report and that all necessary auditing procedures have been performed. Evidence of
supervisory review should be documented in the audit working papers. The director of internal
auditing has overall responsibility for review but may designate members of the internal
auditing department to perform the review. Review should be conducted at a level of
responsibility higher than that of the preparer of the audit working papers.

Summary

The onsite verification phase of program reviews and internal audits conducted by staff of the BOP,
IDOC, UDC, NJ DOC, and the multi-state (MSA) group (Washington, Oregon, and Idaho) is generally
based upon well prepared program review guidelines and audit programs. The specifics of policy and
procedures are found in chapter VII. Field work generally commences with an entrance conference with
management of the entity under audit and a presentation of the general scope and procedures to be
followed during the review. A predominant theme is to maintain open communication with management
and ensure a positive experience for all involved. Specific audit testing procedures are conducted under
the supervision of a reviewer or auditor-in-charge. Program review/internal audit evidence generally
consists of physical evidence gained through direct observation, which is considered the most dependable
in determining the adequacy of internal controls. This is followed by testimonial evidence, including
interviews, which are considered the least dependable type of evidence; documentary evidence consisting
of files, records, etc.; and analytical evidence, which is developed by making judgments.

Working papers are prepared to document all program review/audit tests conducted and their results.
Also included under the definition of working papers are all preliminary survey materials, corres-
pondence, program review guidelines or audit programs, and any other material relevant to the audit. The
review/audit team meets frequently to assess progress during the field work. Also, they frequently meet
with management to provide feedback. Documented supervision of the field work is important in
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assessing the audit team’s performance. When UDC auditors encounter audit impairments or problematic
areas, they verbally inform management and followup in writing to the BIA Bureau Director.

An exit conference is conducted shortly after the field work is completed, at which time the draft
report is presented. On the last day of field work, each unit reviewed provides feedback that includes
follow up with an exit conference and a written report. Finally, the reviewers/auditors themselves are
evaluated by the agency and by the reviewer-in-charge. Examples of auditor evaluation forms are found
in Appendix G. Specific procedures for each jurisdiction are given in chapter VII.

Local Operational Reviews/Internal Audits

Within the BOP (PRD), IDOC, UDC, MSA, and NJ DOC, various forms of local operational
reviewr/internal audits are generally done by various management staff. These operational reviews yield
many benefits. First, management may ensure that operations are in order between central office program
reviews/audits. Also, management may assign content experts to examine operational areas with resulting
training and cross-training of staff. In addition, ownership for action plans to correct deficiencies is
enhanced; and, in larger organizations such as the Federal Bureau of Prisons, local program reviews/
internal audits are more cost-effective than central office program reviews/internal audits.

Details of local operational reviews are provided for each jurisdiction in chapter VII. Operational
reviews for the Bureau of Prisons are outlined in Program Statement 1210.12. The Illinois DOC ad-
ministrative directive requires all correctional facilities and program sites (including parole offices) to
establish a procedural system for conducting annual internal audits. The purpose is to ensure compliance
with rules, regulations, directives, operational and program standards, policies, procedures, and FIA-
determined fiscal directives. In Utah local internal audits are conducted by facility staff and the other
UDC divisions who have been trained by the BIA Bureau Director. BIA oversees these local internal
audits. The local internal auditors are generally more familiar with the operational intricacies than BIA
auditors. Oversight from BIA provides a degree of objectivity to the process.

Washington State Department of Corrections staff members pre-audit their own facilities in
preparation for the MSA auditors’ visit. Designated units are responsible for compliance with audit
standards. The Oregorn: Department of Corrections conducts audits of security and custody standards six
months before a scheduled MSA visit. Several wardens are selected to audit a facility other than their own
and are required to report to the Director. Also, an internal auditor within the Inspections Branch audits
various operations including capital equipment, the inmate canteen, and inmate mail. Most of the auditors’
time is spent on institutions and trusts. Because of Oregon’s focus on strengthening internal controls, the
ODC Manager of Business Support Services assessed the cost of the current level of internal control
relative to fixed assets inventory tracking. It was learned that the costs of control exceeded the benefit
derived when considering the value of the assets to the organization. As a result, the Department will
develop and provide to management and staff internal control training based on the American Institute
of Certified Public Accountants Statements on Audit Standards (SAS). Since there is no centralized unit
within the NJ DOC responsible for the internal audit process, all audits and programmatic reviews are
local efforts. In this case, they should be more concerned with gaining outside input in both performing
and reviewing the audit process.

Followup Program Reviews/Internal Audits

Professional internal audit standards reflect the purpose and importance of program review/internal
audit followup. The IIA standards (1989:46) state:

440 Following Up

Internal auditors should follow up to ascertain that appropriate action is taken on reported audit
findings.
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.01 Internal auditors should determine that corrective action was taken and is achieving
the desired results, or that senior management or the board has assumed the risk of
not taking corrective action on reported findings.

According to ITA standards (annotations), followup activity is part of auditing and when management
accepts the risk associated with not taking action recommended by the auditors, ". . . the internal
auditor’s responsibility is normally discharged and no further audit action is required" (Sawyer,
1988:1205). However, the IIA Code of Ethics states that "a member shall not knowingly be party to any
illegal or improper activity" (Sawyer, 1988:1206).

According to Sawyer (1988:314):

Hence, internal auditing is responsible for appraisal of operating management’s performance
in carrying out its responsibilities. It is, thus, an extension of top management . . . It would
be inconsistent for the auditor to be charged with detecting a systems defect, and then be
excused or prevented from looking for defects in the correction of that defect, or from
pointing out the failure to achieve correction.

Summary

The Chief Executive Officer for the Bureau of Prisons facility ensures that a followup review is
conducted locally to determine whether adequate internal controls are in place to prevent problems from
recurring. The appropriate associate warden or assistant superintendent is responsible for conducting the
followup, as discussed in chapter VII, BOP topic 30. The Regional Program Administrator of each
discipline oversees the accomplishment of corrective actions and the internal controls as outlined by the
CEO in response to program review findings. The Illinois OPA requires the identification of audit
findings that warrant followup audits. These audits would check progress made toward corrective actions.
The facility audited must present documentation supporting the resolution of problematic areas by the
deadlines indicated in the final report. Forms have been developed for followup audits, which when
completed are submitted to the director with documentation.

The Utah BIA schedules and conducts followup audits as authorized by the Executive or Deputy
Director. They are prioritized in two ways: 1) according to the dates agreed upon in the exit conference
for completion of action plans, and 2) by the risk represented to the Department based on the UDC risk
assessment and outside (external) scrutiny. The followup audit report shows whether full, partial or
nonresolution was achieved and may also determine that resolution is nonapplicable. Auditor’s judgments
are supported by a general discussion in the report. New Jersey IAU staff prepare a Resolution Report
for each audit. IAU staff limitations place heavy reliance on management’s report; there is little inde-
pendent corroboration by IAU staff. MSA member states do not yet conduct followup audits, although
they are currently being planned.

Sawyer (1988) reports varying opinion as to auditors’ responsibilities for follow up. However, if
internal auditing is to be an independent appraisal function, they have responsibility ". . . to identify and
report on both actual and potential risks to the enterprise” (Sawyer, 1988:314). Within the BOP, IDOC,
UDC, and NJ DOC, followup efforts occur, although the type of followup varies by organization.
Ideally, these agencies should have outside participation in followup reviews, although this is often not
the case.
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Quality Assurance/Peer Review— Auditing the Auditors

An organization must have an ongoing quality improvement procedure concurrent with its program
review/internal audit. Both the Comptroller General and the IJA have promulgated standards for continued
quality improvement. The Comptroller General (1988:3-17 to 3-18) states:

Audit organizations conducting government audits should have an appropriate internal quality
control system in place and participate in an external quality control review program.
45. - The internal quality control system established by the organization should

provide reasonable assurance that it: (1) has established, and is following,
adequate audit policies and procedures and (2) has adopted, and is following,
applicable auditing standards. The nature and extent of the organization’s
internal quality control system depends on many factors, such as its size, the
degree of operating autonomy allowed its personnel and its audit offices, the
nature of its work, its organizational structure, and appropriate cost-benefit
considerations. Thus, the system established by individual organizations will
vary, as well as the extent of their documentation.

46. Organizations conducting government audits should have an external quality control
review at least once every 3 years by an organization not affiliated with the organ-
ization being reviewed. The external quality control review program should determine
that: (1) the organization’s internal quality control system is in place and operating
effectively and (2) auditing standards are being followed in its audit work, including
its government audits. However, external quality control review procedures should be
tailored to the size and nature of the organization’s audit work . . .

The IIA standards define quality assurance and specify the elements of such a program (Sawyer,
1988:910-911):

560 Quality Assurance

The director of internal auditing should establish and maintain a quality assurance program to
evaluate the operations of the internal auditing department.

.01 The purpose of this program is to provide reasonable assurance that audit work
conforms with these Standards, the internal auditing department’s charter, and
other applicable standards. A quality assurance program should include the
following elements:

.1 Supervision
.2 Internal reviews
.3 External reviews

.02 Supervision of the work of the internal auditors should be carried out continually to
assure conformance with internal auditing standards, departmental policies, and audit
programs.

.03 Internal reviews should be performed periodically by members of the internal auditing

staff to appraise the quality of the audit work performed. These reviews should be
performed in the same manner as any other internal audit.
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.04 External reviews of the internal auditing department should be performed to appraise
the quality of the department’s operations. These reviews should be performed by
qualified persons who are independent of the organization and who do not have either
a real or apparent conflict of interest. Such reviews should be conducted at least once
every three years. On completion of the review, a formal, written report should be
issued. This report should express an opinion as to the department’s compliance with
the Standards for the Professional Practice of Internal Auditing and, as appropriate,
should include recommendations for improvement.

Summary

Analysis of these agencies shows various efforts to improve the quality of the review/audit function
for the BOP, IDOC, UDC, NJ DOC, and the MSA. Internal und external methods of quality assurance
were found in all the organizations examined. Quality assurance and total quality management (TQM)
are discussed in greater detail in chapter X, to include the applicability of TQM to government auditing.

The Federal Burear of Prisons Program Review Division (PRD) makes continuing efforts to address
quality improvements. For example, Program Statement 1210.12 requires that the reviewer-in-charge
establish and maintain a quality assurance program to ensure that program review work conforms with
GAO auditing standards and with the requirements of the program statement, The reviewer-in-charge is
required to conduct a Quality Assurance Review (QAR) for each review report, and this report is ex-
amined by the review authority. This procedure is discussed in chapter VII, BOP topic 31. Reference is
made to the Federal Manager’s Financial Integrity Act (FMFIA) of 1982, which was enacted to help
reduce waste, loss, unauthorized use, and misappropriation of resources. The Act and its imiplementing
guidelines and circulars are also concerned with the efficiency and effectiveness of agency programs.

In the Illinois DOC, the OPA audit manager conducts internal assessment for improvement. Audits
conducted by FIA are examined by the Auditor General of the State of Illinois. The Utah BIA holds
annual planning retreats at which attendees review Bureau performance. Short- and long-term goals for
the coming year are established based on a review of the progress of the previous year’s goals, and a
written report is submitted to the Executive Director. The New Jersey IAU has been reviewed informally
by legislative services and formally by an independent CPA. Representatives of the multi-state group meet
periodically to assess their audit process and make recommendations for improvement.

Reporting Resulis of the Program Review/Internal Audit

The organization should establish a uniform method for reporting program review/audit results to
management and developing action plans to correct deficiencies. According to Sawyer (1988:685), written
reports:

. are the auditor’s opportunity to get the attention of management. Auditors have an
admirable story to tell: they should not miss that opportunity through inept or unprofessional
reporting. Reports should meet the standards of accuracy, ciarity, conciseness, timeliness, and
tone.

The need for continual written and oral feedback to management is expressed in HHA standard 430
Communicating Resuits (IIA, 1989:40), which provides guidance as to how auditors should report the
results of their audit work. Section .01 states:

A signed, written report should be issued after the audit examination is completed. Interim
reports may be written or oral and may be transmitted formally or informally.
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.1 Interim reports may be used to communicate information which requires immediate
attention, to communicate a change in audit scope for the activity under review, or
to keep management informed of audit progress when audits extend over a long
period. The use of interim reports does not diminish or eliminate the need for a final
report.

.2 Summary reports highlighting audit results may be appropriate for levels of manage-
ment above the auditee. They may be issued separately from or in conjunction with
the final report.

Reports based on audit findings identify material (significant) weaknesses in operations. The IIA
standards (IIA, 1989, pages 43-44) discuss report structure. In section .07 they indicate that "Audit
findings emerge by a process of comparing what should be with what is. Whether or not there is a
difference, the internal auditor has a foundation on which to build the report. When conditions meet
criteria, acknowiedgment in the audit report of satisfactory performance may be appropriate.”

Findings should be based on attributes that address deficiency findings using the following format:

Title: a statement of the area in which the deficiency was found. This is customarily based upon the
program review guidelines or audit program (i.e., key control).

Criteria: a statement of the policy, law, regulation, or accepted professional practice that reflects
the accepted level of performance (i.e., all security key rings are to be checked in at the control
desk at the end of each shift and documented in the shift log).

Condition: a statement or series of statements indicating the actual practices occurring at the time
of the program review/internal audit (i.e., key control logs for the period of October 1, 1992 to
December 1, 1992 reflected not all security key rings were documented as having been checked in
at the end of shift). For example, Facility A, Shift 1, shift logs indicated only 45% of the required
log entries were made.

Effect: a statement of the actual or potential effect of the disparity between criteria and condition.
If there is significant risk to the facility or organization because of this disparity, there is a material
deficiency finding.

Cause: the program review/internal audit team must determine the caise of the disparity between
criteria and condition to make a recommendation that is logical and will result, if followed, in
providing reasonable assurance the problem will be resolved.

Recommendation: the program review/internal audit staff suggestions for resolution.

The purpose of a review is to identify operational deficiencies and facilitate corrections. Manage-
ment’s concurrence with the auditor’s recommendations is essential to developing a workable action plan.
According to ITA standards (1989:45):

.06 The auditee’s views about audit conclusions or recommendations may be included in the
audit report.

.1 As part of the internal auditor’s discussions with the auditee, the internal auditor
should try to obtain agreement on the results of the audit and on a plan of action
to improve operations, as needed. If the internal auditor and auditee disagree
about the audit results, the audit report may state both positions and the reasons
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for the disagreement. The auditee’s written comments may be included as an
appendix to the audit report. Alternatively, the auditee’s views may be presented
in the body of the report or in a cover letter.

The Comptroller General standards (1988:7-1) stress the importance of written reports for purposes
of communicating audit results to officials at all levels of government: "Written audit reperts are to be
prepared communicating the results of each government audit.” The report makes the results less
susceptible to misunderstanding, facilitates follow up to determine whether appropriate corrective actions
have been taken, and makes the results available for public inspection. While availability of reports to
the general public is encouraged by the Comptroller General (1988:1-5), legal restrictions or ethical
considerations may justify limited release of reports.

Summary

Review findings are developed and reported in order to address weaknesses in internal controls. The
Federal PRD, Illinois OPA and FIA, Utah BIA, and New Jersey IAU provide written reports of all audit
results and generally address deficiency findings. Generally, an exit conference is held to review the audit
results with management and develop an action plan. This is in addition to the requirement that
review/audit staff keep management informed of progress and preliminary results during the onsite or
field work phase. Action plan results indicating who will do what by when are documented as part of the
report.

According to BOP Program Statement 1210.12 the materiality of deficiencies and their inclusion
in the official report is determined by the professional judgment of the reviewer with concurrence of the
reviewer-in-charge. These procedures are detailed in chapter VII, BOP topic 27. The elements of review
findings noted above are used. The rating system reflects the judgment of the reviewer-in-charge about
how well the mission and objectives of the program are met, ranging from superior to "at risk." Within
20 business days following the review, the report of findings is submitted to the review authority, who
must respond within 10 working days of receipt. The review authority must retain the program review
reports for eight years by law. Outside party requests for a report or related working papers must be in
writing to the Director. Sensitive information that might impact an institution’s security or negatively
affect a unit’s functioning if released remains confidential.

Staff of the Illinois OPA must (by administrative directive) conduct an exit conference that includes
the Director or a designee, appropriate executive staff, the manager of the audit site and his/her assistants.
Audit findings and recommendations are orally presented, to which the audit site manager responds. The
manager tells the Director how the recommendations or appropriate alternatives will be implemented, the
person responsible for resolving audit findings, and when negative findings will be rectified. This
information is recorded by the audit team and appears in the final report submitted to the Director within
15 working days of the exit conference. The form of the final report is detailed in chapter VII, IDOC
topic 27, to include submission deadlines and plans for correcting deficiencies. The OPA audit manager
and the FIA chief internal auditor maintain control and oversee working paper access.

Utah Department of Corrections policy and procedure require the distribution of audit reports in
draft form preliminary to the exit conference, held 30 calendar days after the last day of the onsite
verification phase. The report has audit findings that specify criteria, condition, cause, effect and
recommendation. The conference is attended by management, the BIA Bureau Director and the UDC
Executive Director or designate, who review the report for accuracy, obtain management response, and
finalize corrective action plans. A final report of findings and recommendations is distributed within 10
working days of the exit conference. Both Utah statute and UDC policy deem audit reports, both draft
and final versions, as confidential.

122




» . N

For the MSA states, audit reports are generally prepared and submitted within 30 days, as required
by their agreement. The reports indicate the overall degree of facility compliance with standards, express-
ed as a percentage. Upon receipt of the report, each state prepares an action plan to address identified
material weaknesses in operations. Managers who disagree with audit findings may appeal. Working
papers are maintained at each facility under the control of the warden or superintendent.

New Jersey IAU staff conduct an exit briefing with management to provide feedback on preliminary
audit results. This informal reporting process is followed by a written report. IAU staff prepare audit
reports that include criteria, condition, cause, effect, and recommendation. Pursuant to MJ DOC Account-
ing Bulletin 88-3, formal responses to IAU reports are required from each institution within 15 days
following the audit exit conference. The response contains statements of concurrence or disagreement with
the findings and vecommendations. It states actions taken or planned to resolve each finding, including
the time required, and indicates reasonable assurance the finding will not recur. Firing range audits are
sent to the appropriate institutional warden, deputy director, and assistant commissioner. All working
papers are maintained by the individual units conducting the audit. Control and release of these documents
are decided by each unit and division.
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CHAPTER IX

MANAGEMENT INFORMATION SYSTEMS
IN PERFORMANCE REVIEW

The development, implementation, and maintenance of a sound internal control system depends on
accurate, timely and relevant management information, which provides the "indicators" needed to monitor
and measure performance against clearly defined and quantifiable goals. The Bureau of Prisons, within
the past seven years has created a comprehensive and integrated internzl control system, including a
computerized strategic support system to monitor its internal control process. This chapter describes the
BOP’s Key Indicators/Strategic Support System (KI/SSS) and its relationship to the internal control
process, strategic management and planning, and the day-to-day management operations of the Bureau.
Information systems in Illinois, New Jersey, and Utah are described with respect to their support of
internal controls and audit systems.

Federal Bureau of Prisons Key Indicators System

Organizational Structure of the Bureau of Prisons

To fully understand the capability and functionality of Key Indicators, it is important to understand
the organizational structure of the Federal Bureau of Prisons and its strong commitment to planning,
performance monitoring and managing by information. The Bureau’s Chief Executive Officer is the
Director, assisted by an executive staff of nine Assistant Directors and six Regional Directors.

Each Assistant Director is responsible for an operating division covering: 1) Administration; 2)
Health Services; 3) Industries, Education, and Vocational Training; 4) Program Review: 5) Information,
Policy, and Public Affairs; 6) Correctional Programs; 7) Human Resource Management; 8) Community
Corrections and Detention; and 9) the Office of the General Counsel and Review. Each of the six Region-
al Directors is responsible for approximately 8,000 to 10,000 inmates, 12 to 16 institutions, and a staff
of regional administrators who coordinate and oversee services and programs within the region. The
regions are North Central, Northeast, Southeast, Western, South Central, and Mid-Atlantic, The
organization of the Bureau is shown on the following page.

The Bureau encompasses 70 institutions and plans to construct 32 additional facilities. Each in-
stitution is organized along programmatic (discipline) lines (e.g., correctional services, education, food
services, etc.). Similar organizational structures exist at both the regional and central office levels
(Internal Controls Reports, March 1992).

Each institution is headed by a warden or superintendent, who is considered the chief executive
officer. The CEO is supported by several Associate Wardens who are responsible for specific programs
or "disciplines" of operation within the institution. The wardens report to the Regional Directors, who
report to the Director.

Strategic Management and the Internal Control Process

In 1988 under the direction of former Director Quinlan, the Bureau embarked on a formal Strategic
Planning strategy. Director Quinlan expressed his belief, "that our success, as corrections professionals,
would be enhanced if we, as a team, addressed issues and problems in a more systematic fashion" (U.S.
Department of Justice, 1992). "The purpose of the introduction of a strategic planning capability was ...
to seek continuous improvement and efficiency in accomplishing our mission and, by fully involving the
entire work force, we seek to empower staff at all levels” (U.S. Department of Justice, 1992).
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Since 1980, the number of BOP institutions (including camps) has grown from 51 to 70. The
offender population is rapidly increasing: from 24,000 in 1981 to over 49,900 in 1988, with 68,000
offenders presently and a projected population of over 100,000 inmates by the year 2000. In 1988,
projected increases required planning for the construction of up to 32 new institutions. These demands
led to the need to plan for growth and in doing so to contain costs, improve productivity and efficiency,
and control budget increases.

Information is crucial to effective decisionmaking. To develop an effective strategic planning
capability, the Director placed a top priority on the use of information in the decisionmaking process.
“The phenomenal growth of the Bureau of Prisons in terms of staff, inmates and facilities requires man-
agement by information to complement management by walking around" (U.S. Department of Justice,
1992). The development of a strategic management capability coupled with the high priority of an
information-oriented management approach provided direction to Bureau staff. As a result, the Program
Review Division (PRD) was established in 1989 in order to develop the tools and methods to assist
Bureau managers in this process. Prior to the creation of the PRD, the Bureau’s Management Control
Review process, as directed by OMB Circular 123, was under the regional offices. When the Department
of Justice Office of Inspector General (OIG) was established in 1989, the BOP recast its entire manage-
ment system in terms of management control process and created the Program Review Division (U.S.
Department of Justice, 1992).

The Program Review Division, administered by an Assistant Director, is responsible for the on-
going, systematic review and evaluation of all programs and operations in the BOP (U.S. Department of
Justice, 1992). A Deputy Assistant Director oversees the program review section, which incorporates the
Operations and Programs branches. Recent restructuring has redefined the Strategic Management Branch,
which now includes the former internal control branch. Program Analysis makes up another branch. The
Program Review Division has 91 employees with 68 Program Review Examiners who complete onsite
reviews at the institutions. In addition to the central office division review staff, institutional field staff
from within a specific discipline assist in the program review process at outside institutions.

The PRD, with input from the executive staff, regional directors, central and regional office ad-
ministrators, and institutional staff, has established formal criteria and guidelines for reviewing each of
the Bureau’s 15 major programs or disciplines at the institutional, regional and central office levels. The
15 disciplines are located in the Operations Branch and the Programs Branch. The Operations Section
encompasses 1) Correctional Programs, 2) Correctional Services, 3) Community Corrections, 4) Human
Resources, 5) Health Services, 6) Religious Services, 7) Financial, and 8) Computer Services. The
Program Section encompasses 1) Facilities, 2) Safety, 3) Inmate Systems Management, 4) Educational
Services, 5) Food Service, 6) Psychological Services, and 7) UNICOR (industries). Thirteen of these
disciplines have regional and central office counterparts, which are reviewed annually. UNICOR has a
central office counterpart only.

Each discipline within an institution completes an onsite program review once every two years, and
each discipline is rated according to a Bureau-wide rating system of superior, good, acceptable, deficient,
and at risk. The appropriate administrator at the institutional, regional and divisional level is informed
of the results and initiates necessary corrective action. In addition, the Bureau considers innovative or
positive features identified in the review process for further system-wide application. Program review
results are also used by the Director and executive staff to monitor institutional performance and to collect
information for Strategic Management and Long Range Planning purposes.

The PRD works with the Director and executive staff to prepare the annual management/risk assess-
ment and review guidelines and to formulate the strategic management plan, which identifies the Bureau'’s
goals for the upcoming year. This process is facilitated by a strategic management cycle which in-
corporates the continuous monitoring, review, and feedback of each institution, region and division into
the planning process. The elements of this process include 1) strategic plan goals, 2) management
assessment, 3) operational review, 4) program review, 5) social climate survey, 6) institution character
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profile, 7) other information sources (e.g., special reports, IG and GAO audits), 8) information syn-
thesis, 9) policy development, and 10) Key Indicators.

The cyclical nature of the planning process affects the regional and institutional levels as well as
central or divisional offices. Planning is based on the annual risk assessment and the program review
process as defined in the internal control guidelines. Different methods are used within each discipline
to identify the issues that will need attention in order to meet overall goals for the next year. Information
derived from the program reviews, environmental scans and the comments of the wardens and regional
directors relative to the program reviews are included in the strategic management cycle. Similarly, the
social climate surveys conducted by the Office of Research and Evaluation and the Institution Character
Profiles completed by the regional offices provide subjective information on the quality of institutional
life (for staff and inmates) and other perceived concerns of institutional operations. These factors, and
the hard guantifiable data for the various BOP and Department of Justice computer systems, provide data
for the Strategic Management Process.

Until 1993 the Strategic Management Cycle revolved around an annual plan involving a fixed
(calendar) schedule of issue submission, management assessment, conferences, planning retreats, goal
announcement, central office and institutional goal-setting and strategic planning, budget consideration
and selection of areas of concentration. This process is now ongoing.

The strategic management cycle in the BOP developed as a result of several events. The Director’s
interest in an objective audit or review process led to the creation of the Program Review Division. The
PRD provided a comprehensive internal control process that was integrated into daily management and
annual planning processes. The Director emphasized an informational approach that encouraged all levels
of BOP management to make information-based decisions. This innovative approach required a manage-
ment information support system to provide Bureau management with meaningful data with which to run
their daily operations. The system also gave them the capability to monitor operational performance and
to measure it against generally established criteria. The combination of these factors in the BOP, coupled
with advances in computer techniology, led to the development of the Key Indicators/ Strategic Support
System. The remaining sections of this report further describe this management tool.

The Key Indicators System

The core of the Strategic Management Cycle is the availability and access to the information. The
Key Indicators/Strategic Support System (KI/SSS) was developed to support virtually every component
of the strategic management cycle.

KI/SSS is a PC-based tool developed by the Bureau’s Office of Research and Evaluation (ORE),
in concert with Bureau administrators, which yields a range of BOP information on inmates, staff and
financial operations (Saylor, 1988a, 1988b). The Key Indicators concept was first proposed by Saylor in
1983, and intensive design and development was initiated in 1986. The first prototype was distributed to
a limited number of users in 1988-89 on a pilot basis (Gilman, 1991). KI/SSS dees not replace or sup-
plant the Bureau’s SENTRY system or other Department of Justice mainframe systems, such as those for
human resources and fiscal information. Rather, Key Indicators was developed to extract data from these
direct service systems and provide a vehicle for aggregating, formatting, and disseminating meaningful
information to Bureau managers. The mainframe applications remain the primary providers of individual
support and direct service to the inmate population and to the institutions.

KI/SSS offers a range of information or "critical indicators" for key disciplines which are used to
monitor Bureau performance. As a strategic support system its data are comprehensive, historical,
relatively current, and vital to decisionmaking at each level of Bureau management. Information derived
from KI/SSS is used for managing institutional operations, for ccmparative analysis and resource allo-
cation at the regional level, and for monitoring performance and internal control purposes at the national
level. The Director and the executive staff use the Executive Staff Module of KI/SSS for semi-annual
reviews of institutional and divisional performance and for planning, management, and policy develop-

127




ment purposes. The Bureau’s long-term goal is to incorporate KI/SSS and the Executive Staff Module
into the annual budget cycle.

Key Indicators is a database of 2,000 data elements and offender/institutional characteristics, readily
accessible by the CEQ, Regional Direcior, or executive staff with a need to access it. To stay current
with changing management needs, KI/SSS is continually monitored and updated to capture new in-
formation. KI/SSS differs from a management information system (MIS) because it provides current
information on a specific area or discipline, as any MIS system does, but it also provides the longitudinal
or trend data needed for comparative analysis. Strategic support systems integrate a wide array of data
and allow a systematic assessment among these elements at a given time or on a continuous basis.
Moreover, strategic systems provide support on demand (Saylor, 1988). A management information

system requires a specific request at a point in time.

Before KI/SSS, management made decisions on information generated from routine reports or from
ad hoc requests. Data needed for the latter were not readily available and often required extensive staff
time to generate. This information was descriptive in nature and was used primarily for administrative
purposes to meet a specific request. The KI/SSS model system is the vehicle for disseminating strategic
information throughout the Bureau. It is a flexible system that allows Bureau managers to work from their
own personal computers to select specific information for use. Access is immediate. The system is menu
driven and the user may select key information by institution, region, security level and Bureau level.
Format options include tables, graphs, and historical and trend comparisons, when applicable.

KI/SSS was designed for end-users at the institutional, regional and central office levels and for
statisticians and researchers. It is user friendly and encourages the use of data and statistics by managers
in the field. It presents key indicator information in a usable manner so that Bureau managers can spend
more time analyzing, interpreting and applying the information in managing (Rausch, 1991).

KI/SSS contains extensive information on each BOP institution, region, security level and the
Bureau nationally, including information about rated capacities, admissions and discharges, average daily
population, inmate demographics, security designation, custody ciassification, urine surveillance, assaults,
escapes, disciplinary hearings, inmate grievances, education program enrollments and completions, staff
demographics, staff perceptions of institutional social climate and financial management (Saylor, 1989).

At the institutional level, Key Indicators allow the manager to review and analyze changes in the
institution or areas of responsibility and to observe changes which may occur over time. Corrective action
to address potential problems can be initiated in order to avoid serious incidents which might occur at
a later time.

Current Status of the Key Indicators System

The majority of information in the system comes from existing mainframe databases originally
developed to satisfy day-to-day operational needs (Saylor, 1989). Approximately 90 to 95% of all non-
survey KI/SSS information is generated from large mainframe applications which are maintained by the
BOP or the Department of Justice, including:

System Name Database Application Agency Maintaining
1. SENTRY Inmate Information Bureau of Prisons
2. FMIS Financial Information Department of Justice
3. HRMIS Human Resource Department of Justice
4. PERSPAY Personnel Payroll Department of Justice
5. JUNIPER Justice Uniform Personnel Department of Justice
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Mainframe data have been collected to support daily operational systems, therefore, Key Indicators
does not create additional burdens on existing institutional or administrative staff. Because Key Indicators
integrates information from many sources, managers have easy access to prepared data (Saylor, 1989).

Other than the mainframe applications which feed KI/SSS, several local PC-based applications (e.g.,
dBase) are used to collect and input data on operations and significant incidents, including use of force,
assaults, urinanalysis, etc. Data are collected from each institution through a standard electronic form and
transmitted to the appropriate division via the SENTRY electronic mail system. BOP staff compile and
edit the data from all 70 institutions through dBase applications and transfer them to a disk for updating
KI/SSS.

The Bureau of Prisons has also instituted a self-reporting capability to collect information which
currently cannot be extracted from mainframe databases or local dBase applications. Local database
applications from Bureau organizational units, such as the Program Review Division and UNICOR,
provide information for the executive staff module, which is produced in conjunction with the KI/SSS
system. The semi-annual update of the Executive Staff Module provides information on program reviews,
vacant/total authorized positions, executive (institution) staffing patterns, union grievances, bilingual staff,
UNICOR, health services, etc.

Institution staff respond to a series of questions on a semi-annual basis, which is then compiled by
Program Analysis staff, edited and entered into the KI/SSS database. Institution self-reports provide
current information on management staffing patterns, union grievances, volunteer activities, etc. These
data are then included in the Executive Staff Module of the KI/SSS system.

Special Data Collection Surveys

In addition to downloading data from mainframe applications and local PC-based and institution
self-reporting systems, the Key Indicators database is also updated by special data collection procedures
conducted by the Office of Research and Evaluation in the Bureau. The Social Climate Survey (Saylor,
1983), conducted by the ORE, and the Institutional Character Profile, conducted by the Program Review’
Division (Rausch, 1991), are two of these programs.

Social Climate Survey

The Prison Social Climate Survey (PSCS), administered annually to staff since 1988, is a
comprehensive questionnaire containing over 275 items that assess staff’s views of safety and security in
the prisons, inmate quality of life, their work environment and personal well-being. These data are
collected, edited, and entered into the Key Indicators for use in comparative analysis and review by man-
agement staff in conjunction with other indicators. Questionnaire items deal with operational issues (e.g.,
was equipment issued when necessary and did it work properly) and some with attitudes and feelings
(such as staff’s sense of personal efficacy in working with inmates, or satisfaction with their institution).

The Office of Research and Evaluation (ORE) analyzed the data from the four administrations to
assess the ongoing reliability and validity of the PSCS. Its reliability was established by examining the
consistency of staff’s responses across the four years for which data were available (1992 data have just
become available). However, validating the instrument is more complex, due in large part to the
comprehensive nature of the instrument. The ORE is continuing its validation studies. The first is an
assessment of the work environment scales that represent eight dimensions, or aspects, of organizational
processes; these have traditionally been used to assess the social climate of an organization. The
dimensions are: ‘

¢ quality of institutional/organizational operations;
¢ quality of supervision;
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quality of training;

sense of personal efficacy in working with inmates;

job-related stress;

satisfaction and commitment to one’s job;

satisfaction and commitment to the institution where currently employed;
satisfaction and commitment to the Bureau of Prisons.

The original work to determine which of the 49 questionnaire items represented the eight psycho-
logical dimensions listed above was accomplished through statistical analyses, using the 1988 question-
naire data. Exploratory factor analyses of the items on one-half of the sample were consistent with the
theoretical structure employed during the development of the questionnaire. The reliability of this
structural pattern was assessed by performing the same analyses on the second half of the sample.
Although the size of the coefficients varied slightly, the same pattern of factor loadings was observed,
such that the items on the second half loaded highest on the same factors as for the first half of the
sample. The variance explained was similar in the two sets of analyses. Similar analyses of 1989, 1990
and 1991 data provide for an initial assessment of the internal reliability and consistency of the scale
structure that was developed with the 1988 data. While the size of the coefficients, by factor, varied
slightly across the four years, the same pattern of factor loadings was observed for all years. The PSCS
results from the 1992 administration are currently being prepared. Once available, confirmatory
(constrained) factor analyses will be performed to provide a more rigorous assessment of the internal
reliability of the scales’ structure.

Analyses of the available data from all the administrations support the construct validity of the scales
and show strong relationships along theoretically relevant measures of the work environment section.
Current analyses are designed to assess the correspondence of the PSCS subjective measures with
objective measures of the same phenomena (e.g., perceptions of the likelihood of assault and the actual
number of assaults) to establish the extcenal validity of the instrument. Preliminary analyses performed
on items from the work environment, personal safety, and security sections reveal a high level of as-
sociation among the subjective and objective measures.

Institutional Character Profile

Similarly, an institutional character profile provides information on the institutional environment
and staff perceptions. Regional Directors and their staff interview institutional staff with open-ended
questions, review institution records and observe specific institution operations. The institution character
profile is less quantifiable than the social climate survey, because of the open-ended question format.

The summary results of program information obtained from these profiles are also entere: into the
Key Indicators for use in the Executive Staff Module for monitoring performance and planning purposes.
ORE staff, in conjunction with the Office of Program Analysis, monitor the data needs of the Executive
Staff Module and adjust or modify it at Executive Management staff request. They work closely with
many divisions and branches in monitoring the data collection needs of the Bureau and medifying Key
Indicators to include additional data indicators when required. The close working relationship of the ORE
to the BOP divisions and branches, including the Program Analysis Branch, ensures data integrity and
that the information and "indicators" collected are relevant to Bureau management needs.

Data Flow/Data Production
Each month data from the various mainframe computer systems are combined with data from the

Bureau’s local PC-based and institutional self-reporting applications and are downloaded to a compact disk
(CD-ROM, i.e., non-tamperable). The CDs are distributed to each institutional warden, regional director,
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executive staff and to selected branch chiefs, updating last month’s CD. There are currently more than
120 PC locations throughout the Bureau on the monthly CD distribution list.

The updated CDs include all current and historical data as well as the report generator software and
instructions for producing reports and responding to information requests. As a result, the current CD
is self-contained and includes both the data and the software to retrieve the data and produce the reports
on request. The KI/SSS CD uses proprietary software, and, as a result, each KI/SSS CD site must
procure a one-time license for the use of the software. The following describes the KI/SSS data flow and
data production process.

Data Archive and Extract of KI/SSS

At the end of each month, the KI/SSS mainframe applications are archived, and a data extract is
produced which updates the KI/SSS relational database. Similarly, all KI/SSS data received from local
PC and self-reporting databases are edited, finalized, and submitted to the Office of Research and
Evaluation by operaticns staff. Generally, it takes three weeks to produce and process mainframe extracts
and to edit and perform quality control checks on the extracts and the local data base disks. The new CD,
which contains information for the previous month, is distributed at the end of the third week. Each
institution receives identical data for its Key Indicators personal computer.

Data Archive and Extract of Executive Staff Module

The Executive Staff Module is updated twice a year, with information from both KI/SSS, local
dBase, and institutional self-reporting systems; 50% of these data comes from Key Indicators. Every six
months data from the local databases and the institutional self-reporting systems are combined with the
KI/SSS generated data from the mainframe extracts. Each month thereafter the Executive Staff Module
retains its unique information for five consecutive months until it is updated on the next semi-annual
cycle.

Data Coordination and Quality Control

The Office of Research and Evaluation is responsible for the coordination and quality control of the
monthly KI/SSS CDs. It ensures that all these data are edited, aggregated and processed according to the
CD production schedule. The ORE works very ciosely with the Office of Information Systems to resolve
any KI/SSS data discrepancies that arise. In addition, if new indicators are added to the KI/SSS system,
the ORE makes sure that the appropriate processing modifications to update the KI/SSS database have
been coordinated with the division or branch which requested the change.

There is an extensive amount of coordination, communication, and quality control between the ORE
and the Program Analysis Branch to update and produce the Executive Staff Module, which is done in
March and October. The process involves resolving data discrepancies and delivering local database disks;
it requires a close, detailed working relationship between the two organizational units. The Data Analysis
Branch has a screening function that is central to data integrity and correcting data discrepancies and
inaccuracies in the Executive Staff Module updates.

Data Synthesis
Historically, Bureau managers faced the formidable challenge of obtaining relevant decisionmaking
information (Gilman, 1991). Prior to developing KI/SSS, the Bureau, like many large organizations, used

extensive amounts of data from several different computer systems, which often necessitated the creation
of data retrieval programs.
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In 1984 the Bureau began archiving data from several mainframes (SENTRY and JUNIPER) and
categorized these data according to its newly proposed performance indicators, which then could be
related to the Bureau on the national, regional, institutional and security levels. The aggregated format
was downloaded from the mainframe to a local area network of personal computers, where it updated the
relational database used by the Key Indicators system (Saylor, 1989). The aggregated data stored in PCs
were easily accessible and retrievable in many formats, enabling system users to quickly respond to
information requests. The KI/SSS system was further enhanced by the knowledge and experience of both
ORE staff and Bureau management. Bureau regional and central office staff played a major role in
defining the KI/SSS output reports. Furthermore, the ORE staff manipulated the various aggregated
indicators into meaningful reports for management use, responding to, and even anticipating, management
information requests. Reports for ail levels of Bureau management were developed, including insti-
tutional, regional and executive staff. Security reports are also readily available from KI/SSS.

The ORE staff developed a user friendly report generator that allows the user to select the specific
indicators or characteristics and presentation formats; that is, KI/SSS will generate a customized report
based on the user’s criteria. Key Indicators presents information as tables, with counts and percentages,
and as graphs that help to depict trends in particular areas (e.g., inmate completion of education courses,
inmate assaults and disciplinary rates) (Gilman, 1991). The reports appear directly on the screen and in
print, should the user want a hard copy for duplication and distribution purposes.

KI/SSS is a valuable management tool used in daily Bureau operations. This easy integration into
their operation results from ORE staff handling of germane data.

Data Distribution

The Office of Research and Evaluation produces and distributes the monthly CD updates to more
than 120 offices, which include the director, assistant directors, regional directors, institutional wardens
and selected branch offices. Aggregate KI/SSS data are available to every user; however, only wardens
receive the Executive Staff Module and the social climate information for their respective institutions.

The Executive Staff Module is restricted to users with a password. All executive staff officers have
passwords which access the entire Executive Staff Module. Any data from the Office of Internal Affairs
requires an access password.

System Benefits
The KI/SSS system was designed to support strategic information delivery, assist Bureau managers
in ongoing operations, and to monitor performance. The benefits of the system reflect the original design

of the system, which was to make meaningful information readily available to Bureau Managers. Some
of the benefits of the system include:

Immediate Access to Information

The PC-based system allows virtually instantaneous access to current information. No delays occur
in waiting for a requested report to be processed, and current information is provided.

User Friendly Interface
The user friendly interface in the KI/SSS system allows non-technical staff to access data and

information through a view/selection process. It requires no computer expertise or reliance on an
intermediary (Saylor, 1989).
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Flexibility

The relational database used in the Key Indicators file striicture, combined with the way the data
are organized (according to the Bureau’s critical performance factors), allows the users to select data and
groups of data in several ways. Users can organize information on a Bureau-wide, regional, institutional,
or security level. Key Indicators provides aggregate information for a specific time or a longer span of
time, for descriptive and comparative analytic purposes (Saylor, 1989).

Timeliness

Characteristic, programmatic and review data that appear in annual or special reports may be up
to 12 months old before publication and distribution. Key Indicators, on the other hand, provide both
historical and current information which is no more than two months old. Data are updated monthly, and
each new CD includes all current and historical information for the prior month. It should be noted that
despite a relatively quick turnaround on programmatic and characteristic data, line staff occasionally
experience difficulties with data which does not match current counts. The Bureau’s SENTRY system and
the DOJ mainframe provide online information for individual records and limited aggregate data which,
at times, will result in disparate counts with KI/SSS generated data. Efforts to orient line and field staff
to the different types of data needs and data systems have been undertaken by Bureau analysts to
minimize these difficulties.

Meeting Operational Needs

Data entered into mainframe databases, initially loaded and stored for the purpose of meeting the
agency’s operational needs . . . is the source of data for KI/SSS (Saylor, 1989). By using exiting data,
the Bureau reduces data entry workload and costs associated with redundant data entry and editing. In
addition, the integrity and quality of the data are enhanced because of their operational use.

Extensive Use of the System

The Key Indicators System is used by every level of Bureau management from the Director and
executive staff to the regional director and institutional wardens and associate wardens. As the KI/SSS
system has become assimilated into Bureau operations, its use has increased. The following identifies
some of the more immediate uses of KI/SSS’s data by the various levels of management in the BOP.

Director and Executive Officers

KI/SSS is used to measure, track and monitor institutional performance based on selected man-
agement indicators. This is done with the Executive Staff Management Indicators Module, which was
introduced in the KI/SSS system and the Bureau in 1991. The Executive Staff Module contains
information that was identified by the Bureau’s executive staff as necessary for examining its institutions,
and the layout of this information was determined by the Director and Assistant Director (Rausch, 1991).
Much of the information in the Executive Staff Module was generated from KI/SSS mainframe systems
or local databases within the Bureau’s 15 major program disciplines.

The periodic Executive Staff Module update provides information in a standardized and uniform
format for many of the Key Indicators which BOP management feels are critical to measuring institutional
performance. It includes information on the status of the most recent program review results, and ORE’s
social climate survey results combined with quantitative information on personnel, offender and operations
data. It also provides summary financial information, to include per capita costs, overtime obligations and
line item funding, among the fiscal transactions. Its staff profile reports staff experience levels, perfor-
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mance evaluations, separations and turnover, and sick leave percentages for each institution. Additionally,
the Executive Staff Module provides comparative data for like security level institutions Bureau-wide.

As a result of the updated Executive Staff Module, executive staff can monitor institational
performance in a uniform and systematic manner across the Bureau and Regional Directors can review
institutional performance within their own domain. Information generated from this system is also used
by executive staff within each division during the semi-annual reviews in March and October to monitor
the program areas or disciplines for which they are responsible. During these executive staff retreats,
institutional assignments, reassignments and/or promotional opportunities for Wardens and Associate
Wardens are considered for the upcoming year.

In addition to KI/SSS, numerous reports for the Director, executive staff, and other Bureau per-
sonnel are used to monitor programs. The program summary report, generated monthly from the Program
Analysis Branch local database, provides information on major trends and findings in all program areas
for the past quarter. The report is distributed to managers at all institutions and offices. The overall rating
report reflects the status of each discipline for each of the Bureau’s 70 institutions and is used exclusively
by executive staff. This multi-page matrix report identifies the 15 disciplines, the date, and overall rating
of the most recent program review for each BOP institution. Through this summary report, which is
distributed separately from K1/SSS, the Director and executive staff can easily monitor the performance
of each institution, identify potential problems, and determine corrective action.

Another report which is widely used throughout the Bureau is the institutional fact sheet, a
comprehensive overview of the characteristics of the offender population. This inmate profile, one of the
most useful KI/SSS reports, presents information on capacities, custody designation, mean sentence
length, racial breakdowns, disciplinary rates, use of force rates, unusual incidents, etc. A copy of the
institutional fact sheet is shown in Appendix H.

Program Review Division

The Program Review Division, which is responsible for the Internal Controls Process and the
development of the annual Strategic Management Plan, makes significant use of the KI/SSS system. Staff
of the two program review branches access information from KI/SSS to prepare for upcoming program
reviews. In addition to those data returned from KI/SSS, information on previous program reviews, status
reports on current operations of the institution, and operational rates of activities within each discipline
are analyzed to identify potential review issues before the on-site visit. Other than the Ki/SSS data,
Division staff also research prior program review reports and corrective action reports. These data are
compared with other institutions of a like security level and Bureau rates to identify possible anomalies
and potential areas of review.

Aside from the program review function, KI/SSS data are used by PRD staff in its annual risk
assessment process. Each discipline in the Bureau of Prisons conducts a yearly management/risk
assessment in which it assigns risk levels to components of its programs based on an assessment of the
previous year’s program reviews and other relevant information (Rausch, 1991). This needs assessment
process helps determine whether sufficient control techniques exist and if new controls are needed. This
process allows for refinements or modifications to the program review guidelines for the appropriate
discipline.

Information derived from formal program reviews and the needs assessment process provide input
to Bureau management for policy development and its strategic management planning process. Through
its audit oversight functions, the PRD is charged with integrating program review information with other
data sources (objective and subjective), and with showing managers how it can be used to monitor,
evaluate, and plan. These information sources allow managers to identify problems and why they are
occurring. Thus managers are able to make informed decisions regarding problems and remedies or
program termination. This level of feedback also enables managers to more accurately plan future
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activities and resource needs. The system supports a program’s credibility at a time of limited public
resources and increased demands for accountability (Rausch, 1991).

Informational Policy and Public Affairs Division, Office of Research and Evaluation

The Office of Research and Evaluation (ORE) of the Information Policy and Public Affairs Division
conducts research studies, develops and maintains PC-based information systems, produces and distributes
reports and responds to information requests (Gilman, 1991). ORE also prepares reports for the Director;
the executive staff; management staff of the Bureau; and the Congress, other executive departments,
academia, private foundations, and the public.

ORE analysts use KI/SSS in virtually every information request received by the unit, because the
wealth of current information in the database permits them to quickly access data and perform statistical
functions to respond to information requests. Because KI/SSS is decentralized and easily retrievable, ORE
staff have a greater capability for responding rapidly to requests. This allows them to better manage their
time. As a result, ORE spends less time generating data in response to ad-hoc requests (data which are
rarely ever useful for any other purpose), and concentrates on more complex long-term projects to which
the office is committed (Saylor, 1988a). The use of KI/SSS is not limited to executive and central office
staff, but is available to managers in the field offices and institutions as well.

Regional Directors

Regional directors use KI/SSS and its Executive Staff Module to monitor and manage the per-
formance of institutions in their regions and to compare them to similar institutions throughout the
Bureau. Some of the primary uses of the KI/SSS system on the regional level include monitoring
institutional performance and making regional and Bureau-wide comparisons.

Monitoring Institutional Performance

Regional administrators use KI/SSS to monitor institutional performance within a specific discipline.
Through it and other internal Program Review Division reports, regional administrators can determine
the overall rating of a specific discipline, the number of repeat significant findings, and the number of
repeat deficiencies from previous program reviews. Through Key Indicators, regional administrators and
the regional directors to whom they report have immediate access to recent performance indicators on
each of the 10 to 12 institutions in their respective region.,

Performance Comparisons within the Region/Bureau

KI/SSS allows users to compare data, both current and historical, on different characteristics and
programmatic variables, including disciplinary actions, use-of-force incidents, staff experience, and staff-
to-inmate ratios. In addition, it provides fiscal year per capita cost data, overtime obligations and other
financial expenditures. Through this readily available information, regional directors and their admin-
istrators can analyze institutional operations and current expenditures within their region, identify potential
resource problems, and recommend appropriate action.

For example, a regional director can review the number of correctional officer separations within
the region and compare it to institutions within the same security level in other regions or Bureau-wide.
KI/SSS makes it possible to generate graphs that depict the number of correctional officer separations in
a given facility and compare it to other regions and all institutions, and with all other facilities in the
Bureau at that security level. Thus, it is possible to determine separations at one facility relative to the
total separations for the region, the Bureau, and like security level facilities for that particular month.
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Such comparative data on institutions within a region point out differences between the institutions.
Similarly, comparisons of institutions of the same security leve] (minimum to high) are also available
Bureau-wide, enabling regional administrators to compare their jurisdictional performance with similar
organizational units in the Bureau.

Comparisons of inmate-to-staff ratios is another financial indicator that impacts an institution’s
budget. KI/SSS can generate inmate-to-staff counts at a specific facility on a given date as well as the
ratio for both total staff complement and custody staff complement. A regional director or administrator
can easily compare a facility’s inmate-to-staff ratio relative to other organizational units in the Bureau.

Offender Characteristics Trends

Changes in sentencing laws affect the composition of the offender population. Specifically, the
Federal priority on drug interdiction, drug trafficking and drug kingpins means the BOP offender
population has shifted to drug-related offenders.

The KI/SSS system contains information on how offender population composition shifts in the
institution and the region from one time period to another. Graphs can produce this information on the
increase in drug-related offenders between given dates. Similar information can be produced to show
change in security designations, disciplinary infractions, inmate demographics, assaults, and other
variables. Regional managers and Bureau executive staff can analyze institutional trends over a period
and make adjustments to resource allocations, funding requests, or Bureau policy, as required.

Institutional Character Profiles

Institutional character profiles are conducted for each institution at least once every three years.
They supplement the hard, quantifiable data and provide wardens and associate wardens the opportunity
to meet with the regional directors and their staff to discuss performance and other areas of concern. The
survey team includes the relevant regional director or assistant director and three or more staff (Rausch,
1691). Preparations include review and analysis of information from KI/SSS relative to institutional
performance, operations, and other critical factors, including the most recent Social Climate Survey.
From these the team develops questions for the institutional character profile.

Using institutional profile data with Key Indicators, regional directors can monitor institutional
performance, analyze inmate population trends, and review the impact of policy changes. This
information is then used by Bureau executive staff for policy development or resource allocation purposes
and by institutional wardens for performance monitoring and corrective action.

Institutional Administrators

The wardens and associate wardens use KI/SSS to monitor performance on the institutional and
discipline levels within their program area. Current disciplinary adjudications, assaults, and use-of-force
incidents can be compared with historic data to determine if institutional violence has increased or
decreased. These data can then be compared with social climate survey results for the same time periods
to determine if staff perceptions of safety are changing, and, if so, management can initiate training
programs, policy changes, or other appropriate action to ameliorate the concerns.

Drug use and contraband are major concerns of wardens and associate wardens, becsise of the
potential impact on security and control. They may access KI/SSS for data on sul:stance use for a specific
time period, and from these determine increases in drug activity. Wardens and staff can monitor substance
abuse and take corrective actions.

Many wardens and associate wardens are beginning to assimilate Key Indicators into their operations
and decisionmaking. Key Indicators allows administrators to monitor institutional expenditures—such as
overtime obligations, staff turnover, and sick leave use—which, in turn, allows them to control costs,
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increase productivity and identify potential trends that may affect institutional operations. An example is
the comparison of several years of sick leave and staff turnover data. Negative trends in these two
mdicators may signify employee dissatisfaction or poor morale, which may result from changes in the
composition of the offender population, an increase in assaults, or other operational issues. By monitoring
these Key Indicator trends and spotting patterns, wardens and associate wardens can take corrective action
to neutralize potential problems before they develop.

In addition to monitoring institutional performance, wardens and associate wardens use KI/SSS to
monitor performance within each of the 15 disciplines. Data derived from KI/SSS identify strengths and
weaknesses within a discipline and can be used by the appropriate associate warden to monitor progress
toward corrective action recommended in a previous program review. Key Indicators is a management
tool for quality control, to ensure that performance meets stated guidelines and that progress is measured
when corrective action is undertaken to bring a program up to minimum standards.

Wardens and associate wardens increasingly incorporate Key Indicators into their daily operations
and performance monitoring as they recognize its value. Although Key Indicators is now being used
institutionally and regionally, the Bureau’s long-term goal is for all wardens and associate wardens to be
familiar with its capabilities and its integral relationship to the Internal Control process.

Future KI/SSS Applications and Developments

In an article on the future of Federal corrections, former BOP Director Quinlan (1989) underscored
the need of the Bureau:

. . . for monitoring our own performance. Public accountability in the information age means
more than answering our mail. It means developing sophisticated feedback mechanisms to
measure how well our programs work, allow for midcourse corrections and provide a solid
database so that we can manage better.

The development of a centralized internal control process combined with the Key Indicators System.
which provides the feedback to Bureau managers, has provided the Bureau with the tools to monitor
performance in a comprehensive and systematic manxer.

Since 1988, when Key Indicators was piloted, the Bureau has expanded the system to each of its
institutions, the regional offices, the central offices and the executive staff. Today, all institutions receive
the Key Indicators disk on a monthly basis and, in varying degrees, are incorporating its use into the
management of their daily operations and in monitoring institutional performance levels. With the
assimilation of the Internal Control Process and the Key Indicators System into Bureau operations, Bureau
staff are now looking at additional uses for KI/SSS.

Review by Need

A long-term goal of the Program Review Division is to implement what were originally intended
as "long-distance reviews." Currently, program reviews are conducted every two years for each of the
15 disciplines at the Bureau’s 70 institutions. Each review requires an onsite visit by several PRD staff,
and costs include travel and per diem, in addition to salaries. The Bureau projects an increase in offender

population and several new institutions to accommodate this growth. Despite growth, the PRD does not

expect to add new staff or resources to monitor institutional performance.

As the Program Review process has become part of institutional and regional operations, the review
function has evolved from the concept of the "long-distance review," supported by Key Indicators, into
a "review by need” strategy. Fewer onsite visits with reduced staffing levels has resulted. Program
reviews may be moved back an additional year (to three years) if a facility retains good or superior
ratings and has no major problems. Existing internal controls combined with the ongoing development
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of Key Indicators are intended to provide a basic model for monitoring institutional performance in the
Bureau well into the next century.

Module Enhancements

Several modules have been added to KI/SSS to further enhance its usefulness to Bureau managers.
The Executive Staff Module is an example. The Warden’s Quick Menu Module, which groups together
those items identified by wardens as important factors to monitor, is an example of a group-specific
enhancement. Modules for departmental level staff and by program discipline are now being considered.
To complement the model enhancements, Bureau staff regularly hold training seminars and Key Indicator
orientation sessions for Bureau management. ORE and Program Analysis staff continually work to
develop meaningful reports and displays to encourage staff participation. With central office analysts
acting as consultants, Bureau managers not only identify which tools they need, but they also help design
their format, what they should measure, how they should perform, and what they should produce
(Rausch, 1991). By joining into a partnership with field managers and executive staff, Bureau analysts
have developed a process that will help integrate Key Indicators into the regular operations of the Bureau.

Implications for a Proposed Internal Control Review Model

Over the past four years, the BOP has implemented a comprehensive and integrated internal control
review process. It is based on a well-defined needs assessment, a structured and defined program review
capability of key program indicators and a sophisticated computerized feedback system which provides
information used to monitor institutional and program performances. The development of this system
would have been impossible without several critical factors which, taken in their totality, have led to this
sophisticated performance monitoring process.

The BOP is a unique correctional system, notable for the wide geographical area for which it has
responsibility and the number of institutions it has under its jurisdiction. Because of this, there has been
a long tradition of strong central control and direction to the field units. This is particularly true in the
development of the Bureau’s internal control process. Although many state and local correctional systems
lack the BOP’s strong centralizaticn, there are several factors which have contributed to their success in
the development and implementation of a model internal control process.

Illinois Department of Corrections

The Illinois DOC management information system has 15 components that are used to track
operations. These MIS operations are not specifically linked to audit functions at this time. Discussions
with fiscal audit personnel did not reveal an intensive linkage to the electronic data processing (EDP)
system, although audit personnel did have input into the design phase of their Budgetary Accounting
Reporting System (BARS). Also, audit staff have the same access to the system as others in the
department and have begun to develop an audit point tracking system. As with most such systems, the
EDP system was designed to supply information for management purposes. While most of the system
relies on a mainframe computer operated by Central Management Services (CMS), some aspects of it are
restricted to personal computers.

Priorities in system development have been established, which are similar to those for other systems.
Development of this system followed a familiar historical order, beginning with the Offender Tracking
System (OTS), Automated Inmate Trust Fund System (or "TFS"), and the Budgetary Accounting Re-
porting System. Other components have developed as resources permitted. There is a plan for expanding
and improving MIS services when the necessary resources become available.
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The Illinois system was implemented over a five to six year period at a cost of $7 to $8 million.
1t was developed after a needs analysis. MIS applications exist in the three major areas of concern:
operations support, direct service, and population surnmaries.

Operations Support

Fiscal

The fiscal system is critical to operations support. Foremost in their financial systems is the Budget-
ary Accounting Reporting System, an automated system (CICS COBOL) that tracks expenditures from
requisition to payment. It allows on-line inquiries from correctional centers and the central office. It is
table-driven. The Payroll System and a related sub-system is operated by the Department of Mental
Health and Developmental Disabilities.

A Budget Development and Tracking System is used by business administrators and budget services
siaff in filling out various forms necessary to the budget process. It is PC-based, using an IBM PC XT
or compatible. COBOL and Lotus 1-2-3 software function together to provide file security and
simplification of use. In addition to the Automated Inventory Management System (AIMS) there is a Keys
and Locks Control System (KALC). This PC-based security system aliows key control officers at each
facility to determine who has access to the facility by users’ access levels.

Personnel

The Automated Roster Management System (ARMS) maintains security posts and produces reports
for each institution. It provides a daily roster, master roster, seniority lists, and training reports.
Additions, changes, and deletions for post and employee data can be done on-line. Computer files include
two IMS-related databases each containing 7,500 records. Systems have been established for affirmative
action reporting, auditing, and monitoring the hiring process (Automated Freeze Processing System).
Systems are in place within the Illinois Central Management Services (CMS) computer system as part of
the payroll system that are designed to monitor the hiring process and to track affirmative action hiring.
The CMS is described below under the offender tracking system.

Direct Services

~ The automated Trust Fund System, which tracks inmate accounts at the commissary, has accelerated
the commissary (canteen) process and made inmate accounting more accurate. It provides on-line com-
missary balances. Other functions include general ledger, accounts payable, accounts receivable, transfer/
release of inmates, and reports used in reconciliation of offender and general ledger accounts. An audit
trail is provided for all general ledger and inmate naster lists; there are approximately 100,000 on-line
transactions per month. The computer environment consists of approximately 200 CICS command-level
COBOL programs, 100 CICS maps, and 50 batch application programs in addition to the standard CICS
software. Approximately one million transactions occur per year; 13 system files are key sequenced
VSAM files.

An automated Property Control System (PCS) was developed to track equipment, weapons, etc. This
system maintains a "hardgoods" inventory at all IDC locations, providing on-line entry, maintenance, and
inquiry capabilities. An audit trail is provided for all transactions with a seven year history. VSAM files
are accessible on-line; a master file of 100,000 records contains information on all property worth more
than $100.
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Population Summaries

As noted, the top priority in system development includes the comprehensive Offender Tracking
System (OTS), which keeps track of aduit inmates. The control, tracking, and reporting system is
operated through the state’s Central Computer Facility located in Springfield, Illinois (Peters, 1991) and
is controlled by Central Management Services (CMS). It was installed in October of 1988 after a three
year development period.

Host hardware is an IBM 3090, model 600J. The system is a sophisticated data network with over
850 terminals accessing the centrally stored information and over 70 line printers located at 23 adult
institutions. Additional terminals and printers can be added as needed. It uses Computer Associates
database management system IDMS/R software in both on-line and batch environments. ADS/On-Line,
COBOL II, and Easytrieve Plus are used for program development and maintenance of the database
(Peters, 1991).

OTS is used regularly by some 1,500 staff throughout the state. It is supported by a staff of 10 data
processing professionals and a help desk of computer information consultants who train end users in the
system. All OTS staff are located in the central office (Springfield). Each institution has an OTS
coordinator who assists institutional staff and acts as a liaison to central office. The OTS system admits
inmates into the system and is used to determine their security classification and reclassification levels.
It oversees transfers of records; housing placement; program/assignments changes; tracking of scheduled
institutional movements; and writs, bonds, detainers, warrants, and furlough documents. Population
counts are maintained by tracking cellhouse changes and movements. Health and dental information is
kept in this system. Parole preparation information is kept in the system, which also tracks discharge
dates (sentence calculation). The OTS was recently updated to include tracking of gang affiliations and
visitor information.

The system provides 350 screens for new data entry, general inquiry, deletion and for changing
existing data (updating). Color coding is used to identify data fields that are unprotected or protected;
enterable or not; and errors, messages, and other information necessary to use the system. There are
current user manuals explaining screen use and report generation.

There are more than 130 automated and "requestable” reports available to end users, depending on
their access level. Automated reports are predefined and produced according to a controlled schedule;
daily, weekly, and monthly reports can be generated depending on institution needs. Requestable reports
are generally produced overnight, depending on the nature of the request. Specific criteria (e.g., a data
range) can be stated in order to control the amount of information generated. Distribution and control
involves questions of who receives the report, when it is produced, where it is printed, and the cycle of
production.

Access security applies to screens and reports. A departmental User Design Committee develops
user profiles that control access to security, and determines which screens and reports will be available
to the OTS user. Every user may access at least four screen types: add, change, delete, or inquiry. Inmate
data can be accessed by users at parent institutions, inmate locations (parole offices, community facilities,
etc.), and central office. Major system enhancements for the future include tracking disciplinary actions,
institution shakedowns, escape information, and personal property.

Summary

The OTS is designed to benefit institution and central office personnel in many ways. Most
importantly, it assists in classification and reclassification by providing on-line access to an inmate’s dis-
ciplinary history, movement, and "keep separate” status. Automated scheduling assists in seeing that
medical and dental examinations and reclassifications are not missed due to personnel or inmate transfers.
Assignments, transfers, and reclassification activities can be validated in the system. Assistance is
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provided for incident investigations by having movement histories, which are also helpful in summarizing
inmate activities, such as the numbers of inmates who have entered the hospital or used the law library.

Central office staff can account for inmates from entry to discharge, including community cor-
rectional center and parole populations. Also, projections of inmate population are erhanced through the
use of available ‘length of stay’ data. The reporting system reduces the amount of time required to
summarize offender data in evaluating classification and reclassification systems, recidivism rates, and
proposed legislative or procedural changes. The system provides a "compliance report” for the internal
audit group to assist in their audits of institutions.

Disciplinary tracking and incident report