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PREFJ.\CE 

Technical Report No. 13: Standards for the Security and Privacy of Criminal History 
Record Informatio·n is the culmination of a three-year effort by the SEARCH Membership 
Group to re-evaluate and revise national standards for handling criminal justice 
information. Originally formulated by SEARCH in 1975, the standards were updated in 
1978. With the adoption, in July 1988, of the standards presented here, SEARCH has 
reaffirmed its long-standing commitment to the principle that the individual's right to 
privacy must be balanced with society'S need for criminal history information. 

As advocates of responsible criminal justice information law and policy, SEARCH has 
been committed to maintaining this balance since its formation in 1969. In 1970, SEARCH 
first published findings and recommendations regarding the security, privacy and 
confidentiality of information contained in computerized criminal history files (Technical 
Report No.2: Security and Privacy Considerations in Criminal History Information 
Systems). Subsequent SEARCH documents provided guidance in establishing legislative 
and regulatory protections for criminal offender recordkeeping (Technical Memorandum 
No.3: A Model State Act for Criminal Offender Record Information and Technical 
Memorandum No.4: Model Administrative Regulations for Criminal Offender Record 
Information). 

While serving the needs of criminal justice practitioners, these publications were limited to 
addressing prototype criminal history exchange systems and rap sheet information. The 
scope of the 1975 publication of Technical Report No. 13 surpassed the previous 
documents in that it was the first comprehensive statement of SEARCH's recommendations 
for safeguarding the security and privacy of all criminal justice information. 

Technical Report No. 13 addresses important criminal justice issues and as changes in 
society affect these issues, SEARCH has responded by revising Technical Report No. 13. 
For example, the phenomenal growth of technology has enabled criminal justice agencies to 
collect, store, analyze and disseminate a vast volume of records and statistics, but this 
growth has lead to justifiable concerns that the security and integrity of the information -
as well as the rights of the person to whom the information relates - be protected. 
Dissemination of inaccurate data, the use of data for wrongful purposes, and inappropriate 
harm to the subject of a criminal history record are all consequences of a failure to protect 
data. 

This third edition of Technical Report 13 sets forth 19 standards which are intended to 
guide those responsible for developing legislation and regulations regarding the security, 
privacy and confidentiality of criminal history information. New standards have been 
added to address the growing concern with noncriminal justice access to criminal history 
records and the establishment of the Interstate Identification Index (III). The extensive 
commentary that accompanies each standard will aid the reader in understanding underlying 
policies and implications. 

iv 
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This revised edition was introduced by the SEARCH Law and Policy Project Advisory 
Committee (see page iii), and was unanimously approved by the SEARCH Membership 
Group at its Annual Meeting in July 1988. The report represents a deliberative, objective 
process which has resulted in definitive, cogent standards for managing criminal history 
information. Three years of discussions and analysis have resulted in the revised 
Technical Report No. 13; the SEARCH Membership Group received input from both 
inside and outside of the criminal justice community. Work on revising the standards was 
completed under a grant from the Bureau of Justice Statistics, U.S. Department of Justice. 

The goal of SEARCH in presenting this report is to provide a comprehensive approach to 
criminal history information policy that is based upon articulated standards. This edition of 
Technical Report No. 13 sets forth these standards in a pragmatic and concise manner, 
thus allowing policymakers to effectively apply the standards to fit the needs of their 
jurisdictions. The efforts of the Law and Policy Committee in realizing this goal are to be 
commended. 

v 
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INTRODUCTION 

In October 1975, SEARCH Group, Inc. (SEARCH) 
published a technical report containing comprehensive 
standards for the handling of criminal justice information 
titled Technical Report No. 13: Standards for 
Security and Privacy of Criminal Justice Information 
(Technical Report No. 13 or Report). As originally 
published, the Report contained 25 standards for 
inclusion in federal and state legislation which, in con­
junction with recommended agency regulations and 
operational procedures, sought to establish a national, 
interstate criminal justice information system and ensure 
the security, accuracy, completeness and confidentiality 
of criminal justice information. In addition, SEARCH 
intended that Technical Report No. 13 should serve as a 
guide for officials to use in preparing state legislation 
and state, local and individual agency regulations and 
guidelines. Two years later, in 1977, SEARCH issued a 
second edition of Technical Report No. 13. The revised 
edition included an expanded commentary, but left tlle 25 
original standards intact. 

When adopted in 1975, the 25 original standards rep­
resented a distillation of six years of research by 
SEARCH and its predecessor, Project SEARCH, with 
respect to law and policy as it then related to criminal 
justice information. The thrust of the standards in 
Technical Report No. 13 was threefold: 

1. to establish a national, interstate criminal justice 
information system; 

2. to ensure the security, accuracy and completeness 
of the information in that system; and 

3. to ensure fairness, confidentiality and privacy with 
respect to record subjects. 

Background of Technical Report No, 13 
Project SEARCH was created in 1969 under a grant 

from the Law Enforcement Assistance Administration 
(LEAA). In many respects, the grant was a response to 
a concern that criminal justice agencies in many stales 
were spending relatively large amounts of money on rel­
atively experimental and untested automated information 
systems. In its early years, Project SEARCH helped to 
promote a more orderly and efficient means of develop­
ing, evaluating and implementing automated information 
systems. Project SEARCH's first major effort was the 

1 

development and successful demonstration of a prototype 
computer-based information system in seven states for 
the interstate exchange of criminal history records. That 
prototype system eventually encompassed 20 states and, 
in a very real sense, was the forerunner of today's 
Interstate Identification Index (III). 

In developing that demonstration system, it became 
clear to the members of Project SEARCH that security, 
privacy and confidentiality issues regarding criminal jus­
tice information would require special attention. In 
1969, Project SEARCH established a permanent com­
mittee on security and privacy to study these problems 
and to develop recommendations. In July 1970, Project 
SEARCH published the committee's findings and rec­
ommendations as Technical Report No.2: Security 
and Privacy Considerations in Criminal History 
Information Systems (Technical Report No.2). 
Shortly thereafter, Project SEARCH published 
Technical Memorandum No.3: A Model State Act 
for Criminal Offender Record Information (Technical 
Memorandum No.3) and Technical Memorandum No. 
4: Model Administrative Regulations for Criminal 
Offellder Record Information (Technical Memoran­
dum No.4). By 1975, however, it had become clear, as 
the commentary to Technical Report No. 13 noted, that 
"none of these documents [Technical Report No.2 and 
Technical Memoranda 3 and 4] fully set out" Project 
SEARCH's then-current thinking with respect to crimi­
nal justice information policy. "For this reason, SOl 
developed and published Technical Report No. 13 .... " 

Impact of Technical Report No. 13 
By any measure, the standards in Technical Report 

No. 13 have had an important impact upon law and pol­
icy with respect to criminal justice information. The 
standards served in large measure as a basis for the 
LEANs development of comprehensive regulations for 
criminal history record information adopted in March 
1976 ("Justice Department Regulations"). 1 The official 
appendix to those regulations, as published in the Code 
of Federal Regulations, expressly states: 

1 2!S C.P.R. Part 20. 



In preparing the plans required by these 
regulations, States should look for guidance 
to Project SEARCH: Security and Pri­
vacy Considerations in Criminal History 
Record [sic] Systems, Technical Reports 
No.2 and No. 13; ... 2 

Together, Technical Report No. 13 and the Justice 
Department Regulations have had a significant effect on 
state criminal history record law. For example, in 1974, 
one year prior to publication of Technical Report No. 
13, statutes in only 24 states regulated the dissemination 
of cnminal history record information. By 1984, 52 
states and territories regulated such dissemination. In 
1974, statutes in only 12 states gave a record subject the 
right to inspect his criminal history record information. 
By 1984, 53 jurisdictions had adopted such provisions. 
In 1974, statutes in only 14 states set standards for 
accuracy and completeness. By 1984, 51 jurisdictions 
had adopted such standards. In 1974, statutes in only 12 
states prescribed security safeguards for criminal justice 
information systems. By 1984, 38 jurisdictions had 
adopted such provisions. In 1974, statutes in only six 
states provided civil remedies for violations of record­
keeping standards. By 1984,36 states had adopted such 
provisions. And finally, in 1974, statutes in only 18 
states imposed criminal penalties for criminal justice 
record violations. By 1984,43 jurisdictions had adopted 
such provisions. 

Technical Report No. 13 has also had a significant 
impact on the form that the emerging national criminal 
history exchange system is taking. Technical Report 
No. 13 called for the establishment of a national, inter­
state system for the exchange of criminal justice record 
information centered around a national index which 
would "point" authorized requesters to records held in 
particular states. Today, that index is becoming a reality 
in the form of the III. 

Recent Developments Call for New Standards 
It is hardly surprising that, in the 13 years from 1975 

LO 1988, many new technological, political and legal de­
velopments have occurred which make it appropriate, 
indeed, necessary, for SEARCH to adopt comprehensive, 
new standards. There have been, for example, significant 
improvements in the accuracy, completeness and timeli­
ness of criminal history record information and, con­
comitantly, advances in the development of techniques 
which have proven to be effective in improving data 

2 28 C.F.R. Part 20 Appendix § 20.22(a). 
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quality.3 Although the extent and nature of progress 
s:nce 1975 is not free from controversy, most researchers 
have little doubt that, especially in some states, very 
significant progress has been made. The emergence of 
techniques which have proven to be effective in improv­
ing data quality make it more appropriate than it was in 
1975 for SEARCH to adopt standards which identify, 
with specificity, techniques which should be used to im­
prove data quality. Improvements in data quality also 
provide a basis to relax confidentiality safeguards because 
today there is more reason to believe that when records 
are released, they will be accurate and complete. 

Another development that has encouraged SEARCH 
to consider the adoption of new standards is the mush­
rooming demand by noncriminal justice agencies for ac­
cess to, and use of, criminal justice information. 
SEARCH's 1985 survey of state repositories concluded 
that, "In a majority of states, however, the processing of 
noncriminal justice inquiries represents a significant 
portion of total processing workloads."4 Some part of 
this increased demand is a result of an increase in litiga­
tion against employers under the "negligent hiring" doc­
trine. The neglig~nt hiring doctrine, in some circum­
stances, makes employers liable for the criminal acts of 
their employees if the employer fails to make inquiries 
about the employee's or applicant's prior criminal his­
tory record.5 

National security concerns also seem to be fueling 
continued, significant increases in the already massive 
volume of federal noncriminal justice requests for access 
to criminal history records for employment anu security 
clearance screening purposes. For these and otb::r rea­
sons, the volume of requests for records from noncrimi­
nal justice users continues to mount. For example, the 
United States Congress' Office of Technology 
Assessment (OTA) found that, in 1981, about 53 percent 
of all requests for criminal history record information to 
the FBI's Identification Division were made by 

3 U.S., Department of Justice, Bureau of Justice 
Statistics, Data Quality of Criminal History Records, 
Criminal Justice Information Policy Series, NCJ·98079 
(Washington, DC: U.S. Government Printing Office, 
October 1985), pp. 17-29. 

4 SEARCH Group, Inc., "State Criminal History Record 
Repositories," Draft Report (1986), p. 19. 

5 U.S., Department of Justice, Bureau of Justice 
Statistics, Privacy and the Private Employer, Criminal 
Justice Information Policy Series, NCJ-79651 
(Washington, DC: U.S. Government Printing Office, 
November 1981), pp. 42-46, 



noncrimina1 ju~tice agencies - primarily federal 
"national security" agencies, such as the Dephrtment of 
Defense.6 Most experts expect that demands for access 
from various noncriminal justice users will continue to 
grow. 

Another important development in the last 13 years 
that encourages SEARCH to adopt new standards has 
been the increased use, in fact the now near-universal 
use, of automated information technology. By 1985, for 
example, all but five states had automated at least part of 
their criminal history record system and three of those 
states indicated that automation would begin in 1987. 
Use of automated information systems often improves 
data quality. This technology, however, also makes it 
easier and cheaper to collect, store and disseminate data. 

Another development that is relevant to SEARCH's 
considel"dtion of new standards has been the emergence of 
automated, name-indexed criminal record systems in set­
tings where manual and non-name-indexed systems had 
previously been the norm. Court docket systems and 
police blotter systems are perhaps the two best exam­
ples. The emergence of automated, name-indexed news­
paper morgues and other private sector databases is a re­
lated development. 

~ti11 another new technology that provides a basis for 
changes in policy is the emergence of Automated 
Fingerprint Identification Systems (AFIS). These sys­
tems permit the automated, positive identification of in­
dividuals on the basis of fingerprints, including latent 
(crime scene) prints. AFIS promises to vastly improve 
the reliability and utility of criminal history record 
checks. The emergence of even newer identification 
systems based on DNA typing data and other biometric 
identifiers also promise improvements in reliability and 
efficiency. 

Another factor which encourages the adoption of new 
standards are research findings indicating that rehabilita­
tion programs often do not work and that, instead, crim­
inal recidivism rates for many types of offenders tend to 
stay high from the offender's late juvenile years through 
the offender'S mid-to-late-20s.7 Moreover, these new 

6 U.S., Congress, Office of Technology Assessment, An 
Assessment of Alternatives for a National Computerized 
Criminal History System, OTA-CIT-161 (Washington, 
DC: U.S. Government Printing Office, OClober 1982), p. 
176. 

7 R. Martinson, "What Works?: Questions and Answers 
About Prison Reform," The Public Interest 35 (Spring 
1974) : 22; U.S., Department of Justice, Bureau of Justice 
Statistics, Examining Recidivism, Special Report, NCJ-
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research findings indicate that a relatively small percent­
age of chronic, violent offenders account for a dispropor­
tionately large percentage of crime. For example, stud­
ies suggest that just over 20 percent of offenders commit 
over 60 percent of aU homicides, over 75 percent of all 
rapes, nearly 75 percent of all robberies, and 65 percent 
of all aggravated assaults.8 Based on research findings 
such as these, a credible empirical argument can be made 
that confidentiality safeguards should be relaxed for 
records relating to recent arrests and, particularly, con­
victions. 

Still another factor that is influencing the adoption of 
new standards has been a steady erosion of the constitu­
tional basis for the confidentiality of criminal history 
record information. In 1975, when Technical Report 
No. 13 was published, the United States Court of 
Appeals for the District of Columbia Circuit had just 
issued two major deci.,ions suggesting that constitu­
tional interests are implicated when criminal history 
record information is disseminated.9 One year after 
publication of Technical Report No. 13, however, the 
United States Supreme Court published Paul v. 
Davis.lO In Paul, the Supreme Court rejected a record 
subject's claim that a sheriff's department's public 
dissemination of his name and photo as an "active 
shoplifter" is the kind of dissemination which violates 
an individual's constitutional right of privacy. The 
plaintiff had been arrested for shoplifting some 18 
months earlier but had never been convicted, and the 
charges were still pending. The court rejected Davis' 
claim, stating that: 

[Davis] claims constitutional protection 
against the disclosure of the fact of his arrest 
on a shoplifting charge. His claim is based 
not upon any challenge to the State's ability 
to restrict his freedom of action in a sphere 
contended to be "private," but instead on a 
claim that the State may not publicize a 

96501 (Washington, DC: U.S. Government Printing 
Office, February 1985), p. 1. 

8 U.S., Department of Justice, Bureau of Justice Statis­
tics, Report to the Nation on Crime and Justice: The Data, 
Bulletin, NCJ-87068 (Washington, DC: U.S. Government 
Printing Office, October 1983), p. 34. 

9 Menard v. Saxbe. 498 F. 2d 1017, 1026 (D.C. Circ. 
1974), and Tarlton v. Saxbe, 507 F. 2d 1116, 1122-23 
(D.C. Circ. 1974). 

10 424 U.S. 693 (1976). 



record of an official act such as an arrest. 
None of our substantive privacy decisions 
hold this or anything like this, and we 
decline to enlarge them in this manner.ll 

Today, Davis continues to be good law, Indeed, in 
October 1987, the District of Columbia Circuit Court of 
Appeals issued its long-awaited decision on whether the 
FBI has authority under the federal Freedom of 
Information Act to withhold criminal history record in­
formation from the press and the public.12 The Court 
of Appeals, in an opinion that is sure to have far-reach­
ing implications, effectively held that federal agencies 
must disclose criminal history record information inas­
much as the component parts of the record, such as po­
lice docket entries or court docket entries, are already in 
the public domain. In light of these developments, there 
are few, if any, court-imposed bars to the disclosure of 
otherwise accurate or complete criminal history record 
information. This is a dramatically different legal envi­
ronment than existed in 1975 and contributes to 
SEARCH's determination to reconsider its criminal jus­
tice information standards. 

A final factor that encourages SEARCH to adopt new 
standards is the continued erosion of statutory confiden­
tiality protections for criminal history record informa­
tion. Since 1979, several states, including, most no­
tably, Florida and Oklahoma, have adopted open record 
statutes under which the public can obtain virtually all 
criminal history record information.13 In addition, in 
recent years, legislatures in many states have adopted 
legislation which authorizes or requires state repositories 
and/or other criminal justice agencies to make criminal 
history record information available to particular types of 
noncriminal justice requesters for particular purposes. 
Most common are statutes permitting or requiring the 
release of criminal history information for background 
investigations for individuals who work with children or 
who work in other kinds of sensitive positions.14 

11 Id., p. 713. 

12 The Reporters Committee for Freedom of the Press v. 
U.S. Department of Justice, 831 F. 2d 1124 (D.C. Circ. 
1987). rehearing denied 831 F. 2d 1124 (1987). 

13 U.S., Department of Justice. Bureau of Justice Statis­
tics, Public Access to Criminal History Record Informa­
tion, Criminal Justice Information Policy Series, NCJ-
111458 (Washington. DC: U.S. Government Printing 
Office. November 1988). pp. 19-20. 

14 Ibid., p. 29. 
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The Congress has also made piecemeal exceptions to 
comprehensive confidentiality safeguards with respect to 
criminal history information. Today, federally-held 
criminal history information can be released for back­
ground investigations for employment at certain kinds of 
banking institutions and securities organizations. 15 In 
1985. moreover. the Congress enacted the Security 
Clearance Information Act (SCIA), which requires state 
and local criminal justice agencies to release criminal 
history record information to certain federal agencies for 
national security background checks.16 In 1986, 
Congress enacted the Immigration Reform Act, which 
promises to unleash a torrent of requests to federal, state 
and local criminal justice agencies for criminal justice 
information about illegal aliens who are applying for 
eligibility for citizenship under the Immigration Reform 
Act program. 17 

Principles of Revised Standards 
The revised standards reflect several goals that were 

either not reflected in the original standards or were of 
less importance in those standards, as follows: 

• that the states should have exclusive control 
over criminal history information that they 
create or receive, except for such limitations as 
may be necessary in order to participate 
effectively in an interstate program for the 
exchange of criminal history information or for 
national security purposes; 

• that noncriminal justice agencies may have a 
legitimate need for access to criminal history 
information; 

• that insofar as is possible, all criminal history 
information should be disseminated only on the 
basis of positive identification by means of 
fingerprints; 

• that state and local agencies should implement 
safeguards in order to enhance the security of 
manual and automated criminal justice 
information systems; 

• that agencies should implement certain enu­
merated programs that have proven to be effec­
tive in improving the accuracy, completeness 
and timeliness of criminal justice information; 

15 15 U.S.C. § 78q(f)(2). 

16 Pub. L. No. 99-169. 99 Stat. 1009. codified in part 
at 5 U.S.C. § 9101. 

17 Pub. L. No. 99-603. 100 Stat. 3359. 



that agencies should implement a regular 
program of training with respect to the 
handling of criminal history information; 
that agencies may, at their discretion, charge 
fees to requesters, other than criminal justice 
agencies, for access to criminal history 
information, except that fees should not be 
charged for processing III inquiries for 
noncriminal justice purposes; 

• that agencies should establish programs for 
auditing criminal history information systems; 
am 

• that the states should participate fully in the 
Interstate Identification Index, as set forth in 
Standard 15 herein. 
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TEXT OF STANDARDS AND OFFICIAL COMMENTARY 

Standard 1. State Authority 
1.1. The authority of state legislatures to enact 
legislation governing the maintenance, use or 
dissemination of criminal justice information 
within a given state is based upon the plenary 
powers of the states, including the police 
powers of the states, reserved by the Tenth 
Amendment to the states. 

Commentary 
This Standard recognizes the authority of state 

legislatures to enact legislation governing the activities 
of state and local criminal justice information systems. 

Standard 1.1 describes the powers of state legislatures 
to enact legislation governing the activities of criminal 
justice information systems within the individual states. 
The Tenth Amendment to the Constitution states that all 
powers not delegated by the Constitution to the federal 
government nor prohibited to the states are reserved to 
the states. Thus, except to the extent that the Congress 
may regulate state agencies and activities pursuant to 
express or necessarily implied constitutional grants of 
power (for example, such as the Congress did in 1985 in 
adopting the federal Security Clearance Information Act 
(SCIA),18 which requires state and local agencies to 
make criminal history record information available to 
certain federal agencies for national security purposes in 
certain circumstances), each state possesses plenary 
power to regulate its own criminal justice agencies and 
activities. 

1.2. States should exercise primary authority 
over the maintenance, use and dissemination 
of criminal justice information which agencies 
located within the state create or receive, 
subject only to such limitations as may be 
necessary in order to participate effectively in 
an interstate program for the exchange of 
criminal justice information or for national 
security purposes. 

18 Pub. L. No. 99-169, 99 Stat. 1009. 
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Commentary 
States not only have the constitutional authority to 

govern the maintenance, use and dissemination of crimi­
nal justice information, but as a policy matter, states 
should exercise that authority. Accordingly, these stan­
dards - with the exception of Standard 15 covering the 
Interstate Identification Index - convey recommenda­
tions to state legislatures. The standards can be adopted 
in toto, in which case the resulting legislation would 
establish a comprehensive arrangement for the handling 
of criminal justice information and, in particular, crimi­
nal history record information. On the other hand, the 
standards are drafted in such a way that state legislatures 
can selectively adopt particular standards or parts thereof 
depending upon circumstances in their individual states. 

States and localities operate the vast majority of law 
enforcement agencies, courts and correctional facilities. 
It has been estimated that about 9S percent of the crimi­
nal justice activities in the nation are state and local in 
character. Thus, state and local criminal justice agencies 
collect, maintain, use and disseminate the vast bulk of 
criminal justice information. Accordingly, states and 
their localities should take the primary role in the design 
and regulation of criminal justice infom1ation policies. 
Second, the emergence of central state repositories makes 
it more appropriate than ever that states take the primary 
role in the management of criminal justice information. 

Standard 1.2 provides that a state should exercise au­
thority not only over criminal justice information which 
agencies within the state create (at least so long as the 
information is maintained in the state), but also over 
criminal justice information created by agencies outside 
the state when the information is transferred into the 
state. In other words, under this standard, the "recipient" 
state, not the "donor" state, should set policies for 
maintenance, use and dissemination. 

Two considerations justify this approach. First, this 
approach recognizes that an agency in the recipient state 
has obtained the record in order to make a determination 
about a record subject located in the state. Standard 1.2 
reflects the view that decisions ab~ut whether past crim­
inal conduct should influence hiring, licensing or other 
determinations should be made by the legislatures and 
other policymakers in the state where the determination 



is to be made. Second, as a practical matter, agencies 
receiving a record from out-of-state cannot reasonably be 
expected to know the law of the donor state; or, even if 
they are familiar with out-of-state law, they cannot be 
expected to establish a system whereby out-of-state in­
formation is permanently "tagged" with an out-of-state 
label. 

Standard 1.2 recognizes two exceptions to the princi­
ple that the state maintaining the data should set the 
rules for the maintenance, use and dissemination of the 
data. First, the standard recognizes that compliance with 
national standards may be necessary in order to permit a 
state to participate effectively in an interstate program 
for the exchange of records. This approach parallels the 
approach taken in Standard 15 governing the III and re­
flects the view that, if a national exchange system is to 
be successful, national rules must provide compatibility 
and assure users that the system will provide access to at 
least a reasonable amount of data. 

Second, Standard 1.2 recognizes that state rules for 
maintenance, use and dissemination may, where neces­
sary, be pre-empted when information is sought for gen­
uine national security purposes. This approach is re­
flected in the federal SCIA, which requires state and local 
agencies to disclose criminal history record data to 
certain federal agencies for certain national security 
purposes. Even in this situation, however, state and 
local agencies retain substantial discretion and the SCIA 
pre-empts state law only to the extent necessary to 
safeguard national security interests. 

Standard 2. Definitions 
2.1. For purposes of these Standards, "crimi­
nal justice information" includes the following 
kinds of information: 

(a) "correctional and release informa­
tion," defined as information or re­
ports on individuals compiled in con­
nection with bail, pretrial or post-trial 
release proceedings, pre-sentence in­
vestigations, proceedings to deter­
mine physical or mental condition, 
participation by inmates in correc­
tional or rehabilitative programs, or 
probation or parole proceedings; 

(b) "criminal history record informa­
tion," defined as information col­
lected by criminal justice agencies on 
individuals consisting of identifiable 
descriptions and notations of arrests, 
detentions, indictments, informa­
tions or other formal criminal 
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charges, and any disposition arIsmg 
therefrom, including sentencing, 
correctional supervision and release; 

(c) "criminal index information," de­
fined as informatioD about an indi­
vidual about whom criminal history 
record information is maintained by 
one or more state central repositories 
and/or the Federal Bureau of Investi­
gation (FBI), including an identifi­
cation of the jurisdiction and agency 
maintaining the criminal history 
record information; 

(d) "criminal intelligence information," 
defined as information on identifiable 
individuals compiled in an effort to 
anticipate, prevent or monitor possi­
ble criminal activity; 

(e) "criminal investigative information," 
defined as information on identifiable 
individuals compiled in the course of 
the investigation of specific criminal 
acts; 

(f) "disposition," defined as information 
disclosing that a decision has been 
made not to bring criminal charges or 
that criminal proceedings have been 
concluded, abandoned or indefinitely 
postponed; or information relating to 
sentencing, correctional supervision, 
release from correctional supervision, 
the outcome of appellate review of 
criminal proceedings or executive 
clemency; 

(g) "identification record information," 
defined as fingerprint classifications 
and other physical descriptive data 
concerning an individual to the ex­
tent that it does not include any in­
dication or sug;;estion that the indi­
vidual has at any time been suspected 
of or charged with a criminal offense; 

(h) "nonconviction information," de­
fined as information without dispo­
sition if an interval of one year has 
elapsed from the date of arrest and 
no active prosecution of the charge is 
pending; or information disclosing 
that a criminal justice agency has 
elected ))ot to refer a matter to a 
prosecutor, or that a prosecutor has 
elected not to commence criminal 



proceedings, or that proceedings have 
been indefinitely postponed, as well 
as all acquittals and all dismissals; 
and 

(i) "wanted person information ,," de­
fined as identification record in­
formation on an individual against 
whom there is an outstanding arrest 
warrant, including the charge for 
which the warrant was issued, and in­
formation relevant to the individual's 
danger to the community and any 
other information that would facili­
tate the apprehension of the individ­
ual. 

Commentary 
Standard 2.1 defines the types of information that are 

included in the term "criminal justice information" and 
thus are covered by the standards. Paragraphs (b), (t) and 
(g), which define "criminal history record information," 
"disposition" information and "identification record in­
formation," along with paragraph (h), which defines 
"nonconviction information," collectively include all of 
the elements of a traditional criminal history record or 
"rap sheet." All four of these terms are defined in a 
manner that is substantively similar to the definitions of 
these terms in the Justice Department Regulations, 28 
C.F.R. § 20.3(b), (e) and (k). It should be noted that 
identification record information, as defined in paragraph 
(g), includes not only fingerprint classifications, but also 
retina pattern data, voice print data, DNA typing data and 
other kinds of physical descriptors. 

Correctional and release information, as defined in 
paragraph (a), includes information about formal crimi­
nal justice events, such as bail reports, presentence re­
ports and parole reports; and "infOImal" events or activi­
ties, such as information about participation in correc­
tional or psychological treatment programs or prison 
employment. Some of the formal reports may be part of 
the subject's conviction record. To the extent, however, 
that correctional and release information is not a part of a 
conviction record, this information is subject, under the 
Standards, to strict dissemination standards. 

The term "criminal index information" in paragraph 
(c) refers to identification information used to "point" an 
authorized requester to a jurisdiction maintaining crimi­
nal history record information about a record subject. In 
this sense, although criminal index information consists 
largely of identification information, its maintenance in 
a criminal index information system indicates that there 
is a criminal history record. For this reason, and in view 
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of the fact that the term "criminal index information" is 
used in Standard 15's discussion of the Interstate 
Identification Index, it is appropriate that the term be de­
fined. 

Two other types of information subject to the 
Standards are "criminal intelligence information" 
(paragraph (d» and "criminal investigative information" 
(paragraph (e». Both definitions relate to prearrest 
investigative information. They are distinguished, how­
ever, in that "intelligence" information relates to possi­
ble or suspected unspecified criminal acts. By contrast, 
"investigative" information relates to a suspected, spe­
cific criminal act.19 Both of these definitions relate to 
records or information compiled on identifiable individu­
als. The term "individual" is used to refer to natural 
persons and does not include corporations or other legal 
persons. 

It should be noted that the term "disposition" defined 
in paragraph (t) relates to more than simply the outcome 
of the initial prosecution stage of criminal proceedings. 
The term also includes information relating to sentenc­
ing, correctional supervision, executive clemency and 
appellate review of criminal proceedings, all of which 
relate to post-prosecution proceedings. Thus, "disposi­
tion" should be understood to mean the formal conclu­
sion of each stage of a criminal case. It follows, then, 
that many cases will have more than one disposition. 

The definition of "wanted person information" in 
paragraph (i) is restricted to instances where an arrest 
warrant has been issued and the information includes a 
statement of the charges for which the warrant was is­
sued. Of course, restrictions based on state law may be 
applicable to this type of information. Although the 
wide public dissemination of wanted person information 
may harm a record subject, two factors make it 
appropriate to treat this information differently from 
criminal history record information or intelligence and 
investigative information. First, the public's interest in 
apprehending the subject and the need to alert the public 
to a potential danger create an especially compelling 
state interest in the disclosure of this information. Sec­
ond, the subject can be said to have "waived" some 
degree of his privacy interest by failing to answer the 
warrant. 

19 See U.S., Department of Justice, Bureau of Justice 
Statistics, Intelligence and Investigative Records, 
Criminal Justice Information Policy Series, NCJ-95787 
(Washington, DC: U.S. Government Printing Office, 
February 1985), p. 9. 



I 
L. 

2.2. For purposes of these Stundards, "crimi­
nal justice agency" is defined as: 

(a) courts; 
(b) a government agency or any subunit 

thereof which performs the admini­
stration of criminal justice pursuant 
to a statute, local ordinance or exec­
utive order, and which allocates a 
substantial part of its annual budget 
to the administration of criminal jus­
tice; and 

(c) any other agency or organization, in­
cluding a private organization not 
covered by paragraphs (a) or (b), 
which, by contract with a covered 
agency, performs an activity covered 
in section 2.3, but only to the extent 
of that activity. 

2.3. The "administration of criminal justice" 
is defined as the performance of any of the 
following activities: detection, apprehension, 
detention, pretrial release, post-trial release, 
prosecution, adjudication, correctional su­
pervision or rehabilitation of accused persons 
or criminal offenders. The administration of 
criminal justice includes criminal identification 
activities and the collection, storage and dis­
semination of criminal history record informa­
tion. State and federal inspectors general 
offices are included. 

Commentary 
Standard 2.2 defines "criminal justice agency" and 

"administration of criminal justice" to include any adult 
court with criminal or civil jurisdiction and any other 
governmental agency, or subunit thereof, that is princi­
pally engaged in specified activities related to the admin­
istration of criminal justice, as well as entities under 
contract to the agency which perform such activities on 
behalf of the agency. Thus, all adult courts qualify as 
criminal justice agencies. Other agencies must meet a 
three-part test to qualify. First, the agency must be 
characterized as "governmental;" that is, the head of the 
agency must be an elected or appointed official or re­
sponsible to such an official. Second, pursuant to 
statute or executive orders, the agency must perform one 
or more of the criminal justice activities set forth in the 
definition. If the agency's criminal justice activities are 
authorized by the state's constitution, the authorization 
is also effective. Third, these activities must be the 
agency's principal function; that is, they must occupy 

more than one half of the agency's time or resources. 
Even if an entire agency does not qualify as a criminal 
justice agency, it is possible that a subunit may qualify. 

Several other points should be emphasized. First, the 
criminal justice-related activities set out in the definition 
do not include crime prevention activities. Accordingly, 
activities, such as drug addiction programs aimed at 
crime prevention through reduction of drug-related 
crimes, would not qualify the agencies operating the 
programs for access to criminal history records. Second, 
criminal justice-related activities do not include criminal 
defense. Thus, private defense attorneys and members of 
public defender offices would not be considered criminal 
justice officials. Criminal history records, however, 
must generally be made available to them under court 
order, pursuant to state statute or through the record 
subject. 

Third, the criminal justice activities set out in the 
definition include criminal identification functions and 
the collection, storage and dissemination of criminal 
justice information. This means that data processing 
activities supportive of criminal justice agencies qualify 
an agency as a criminal justice agency if those activities 
constitute the principal function of the data processing 
unit. Thus, a state central data processing unit or a dis­
tinct subunit thereof, performing identification and record 
storage and dissemination services for criminal justice 
agencies, may be considered a criminal justice agency if 
those services constitute the principal part of its total 
activities. 

Finally, throughout the Standards, the term "criminal 
justice purpose" is used. Whenever used, this term 
should be understood to include and be limited to the ac­
tivities set forth in Standard 2.3. In other words, a 
criminal justice purpose is any activity whose goal is 
the detection, apprehension, detention, pretrial release, 
prosecution, adjudication, correctional supervision or 
rehabilitation of accused persons or criminal offenders. 

2.4. "Central state repository" is defined as 
an agency, department, board, commission, 
office or other unit of state government with 
authority to maintain a central data facility of 
criminal justice information which will include 
criminal history record information and may 
include identification record information or 
other types of criminal justice information for 
the purpose of collecting, maintaining and 
disseminating, as appropriate, on behalf of the 
state, criminal justice information to qualified 
recipients, as prescribed by state law or other 
appropriate law. 
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Commentaty 
In 1987, Nevada became the last state to establish a 

central criminal history record repository. These reposi­
tories are charged with the responsibility of maintaining 
files of criminal arrest and charge data contributed by lo­
cal law enforcement agencies and case disposition data 
submitted by prosecutors, courts and correctional agen­
cies, and providing offender criminal history records, 
commonly called "rap sheets," to criminal justice agen­
cies throughout the state that require such records for use 
in the discharge of their duties. Although most of the 
repositories maintain other types of records and provide 
other types of criminal justice services, it is the impor­
tance of the basic criminal history record that has secured 
for the repositories the prominence in the criminal jus­
tice system that they now enjoy. Criminal history 
records are generally thought to be the most widely used 
records within the criminal justice process. Throughout 
the system, these records are relied upon as a primary 
source of information vital to decisionmaking and the 
exercising of discretion concerning the processing of 
criminal defendants. 

Abou~ one-half of the repositories owe their founding 
to the upgrading of previously existing state bureaus of 
identification. Many of these bureaus were initially es­
tablished as long as 50 or 60 years ago to serve as the 
state repository of criminal fingerprints and to provide 
criminal identification services and investigative assis­
tance to law enforcement agencies within the state. By 
the 1960s, in some of the states, particularly the larger, 
more populous states, these bureaus had become impor­
tant sources of criminal arrest record data for prosecutors 
and courts, as well as law enforcement agencies, and had 
begun collecting disposition data and assembling and 
providing criminal history records. A few of the largest 
bureaus had begun to use computers to automate their 
databases and the processing of inquiries. It was the es­
tablishment of the LEAA in 1968, however, and the in­
fusion of substantial federal assistance by LEAA aimed 
at the improvement of the state identification bureaus, 
that marked the beginning of the development of today's 
criminal record repositories. Although LEAA did not 
require each state to establish a central criminal record 
repository, it did strongly encourage the establishment of 
such agencies. 

As a result, the 1970s were a period of great progress 
in the evolution of the present day repositories, with the 
establishment of new repositories in many states and the 
implementation of programs to improve existing 
repositories in other states. A 1986 SEARCH survey of 
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repositories indicates that at least 16 of the repositories 
were established after 1970.20 In many other states, ex­
isting bureaus of identification were designated as central 
record repositories and were given the necessary addi­
tional responsibility and authority. During this period, 
the state legislatures were active in developing and 
enacting new criminal history record laws that empha­
sized the importance and authority of the repositories and 
imposed reporting requirements on local criminal justice 
agencies.21 

2.5. 
(a) "Seal" is defined to mean prohibiting 

access to criminal history record in­
formation except to: criminal justice 
agencies for record management pur­
poses; government officials and crim­
inal justice officials for criminal jus­
tice employment determinations; the 
record subject; a party for an autho­
rized research or statistical purpose; 
and a party authorized access to a 
record by statute or a court order. 

(b) "Purge" is defined to mean destroy­
ing, blotting out, striking out or 
effacing so that no trace as to the in­
dividual's identification remains. 
Destruction of personal identifiers so 
that the record or entry can never be 
associated with an individual is a form 
of purging. 

Commentary 
Standard 2.5(a) defines the term "seal" to denote two 

characteristics: (1) the sealed record or entry continues to 
exist; and (2) virtually all dissemination of the sealed 
record or entry is prohibited. This approach distin­
guishes a sealed record from a purged (destroyed) record, 
and fTom a record that is merely subject to certain confi­
dentiality safeguards and dissemination limitations. 

The definition of seal is consistent with the practice 
in many central state repositories. The heart of a sealing 

20 See note 4, table 1, p. 4. 

21 U.S., Department of Justice, Bureau of Justice 
Statistics, Compendium of State Privacy and Security 
Legislation, 1984 Edition: Overview, NCJ-98077 
(Washington, DC: U.S. Government Printing Office, 
September 1985). 



action, in most states, is to remove the record or a spe­
cific entry on the record from routine access within the 
repository and routine dissemination outside the reposi­
tory. The information, once sealed, is available only in 
exceptional circumstances. [Note that under Standards 
15.1 and 15.4, index information in the III would not 
reflect a record if the record has been sealed.] Various 
levels of security may be applied when the sealed data are 
under the custody of specific repository personnel or, in 
an automated environment, when the data are accessible 
only by selected terminals. In any event, the effect of 
the seal from the point of view of the recordkeeper is to 
ensure that reasonable safeguards against improper dis­
closure or dissemination are in place. 

The definition of seal contemplates that disclosure 
will occur in only five circumstances. First, criminal 
justice agency employees (as well as contractors or 
agents who are performing microfilming or other record 
management functions) are permitted access, provided 
that they have a demonstrated need for access to the data 
in order to accomplish a proper record management 
function, such as updating or corrt'~ting an entry. This 
provision represents a common-sense, practical accom­
modation to the reality that some employees or agents of 
the agency maintaining a record must, of necessity, see 
the record. Those persons, however, are permitted access 
only in connection with recordkeeping operations. 

Second, government criminal justice officials are 
permitted access to sealed data for criminal justice em­
ployment screening determinations. This provision 
would give criminal justice officials access to sealed 
data, as well as give the President, governors, other 
executive officials and legislative officials access to 
sealed data in connection with appointment decisions for 
judges, police commissioners and other executive-level 
criminal justice officials. The reason that access to 
sealed data is appropriate is that this data often will be 
relevant to criminal justice employment decisions. It is 
important to assure that individuals charged with 
upholding the law do not themselves have a history of 
violations of law; moreover, public confidence in the 
integrity and rectitude of criminal justice officials may 
be adversely affected if these officials have prior records. 

Third, the definition contemplates that the record 
subject will have access to his sealed data. Such access 
includes a right to obtain a copy of the record. The defi­
nition assumes that the purposes served by sealing a 
criminal history record are not served by culting off a 
record subject's access rights. This approach is consis­
tent with most existing state statutory sealing provi­
sions. In most states, a subject, upon proper identifica­
tion, is entitled to review the contents of his sealed in-

formation - presumably for purposes of ascertaining 
the record's completeness and accuracy. 

Fourth, the definition contemplates that persons who 
will use the sealed data for' authorized research and statis­
tical purposes are also permitted access. The term 
"authorized research and statistical purposes" contem­
plates that the applicant will comply with Standard 13.2 
regarding researcher access and with the standards for re­
searcher access and use of identifiable criminal justice 
data adopted by the Justice Department at 28 C.F.R. Part 
22. 

Fifth, the definition assumes that any party with a 
court order is permitted access. Naturally implicit in 
this authorization is the right of a court to conduct an in 
camera review of the record prior to issuing the order. 
This proviSion provides a "safety valve" for access in 
various situations where there is a compelling need for 
access. 

Methods used by recordkeepers to accomplish a seal­
ing vary. The two most common approaches, however, 
are both con<;istent with Standard 2.5(a). Strict physical 
segregation of a record is the first approach. Agencies 
remove all information pertaining to the sealed record 
from agency records and secure the sealed data in a sepa­
rate file. The file usually contains other sealed records 
and is maintained under lock and key. Often agencies 
assign responsibility for record maintenance and security 
to certain designated personnel. 
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Agencies also use a second, less restrictive approach. 
Agencies maintain the sealed data alongside non sealed 
data. Agencies, however, use physical or automated 
shielding or logical separation techniques to prevent the 
data from being seen during routine passes through the 
file. In automated systems, the task of separating the 
data is made easier. The sealed data remains in the sys­
tem but can be retrieved only by personnel who are 
authorized to use particular terminals and/or retrieval 
directions. 

Standard 2.5(b) defines the term "purge" in a literal 
and common-sense manner - to destroy. To accom­
plish a purge, agencies may often destroy an entire 
record, including fingerprints, photographs and arrest and 
disposition data; or agencies may retain a record, but en­
tries within the record are purged. This is a common 
occurrence when multiple charges are part of the same 
case, not all of which resulted in a disposition favorable 
to the subject. A criminal case that resulted in two 
charges being filed, one of which ended in conviction and 
one of which ended in a nonconviction, for example, 
might be handled in the following manner: identifica­
tion data including the fingerprint card is retained; how­
ever, the non conviction data and any other data which 
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refer to the nonconviction are erased or otherwise de­
stroyed. The term "expunge" is not used in these defini­
tions because the term has different and sometimes op­
posing meanings in various states. 

Standard 3. Informatioll Excluded from Coverage 
3.1. The Standards should not apply to: 

(a) chronologically organized initial 
records of arrest maintained at police 
stations, such as "police blotters" 
and "incident reports," if such 
records are not indexed or accessed 
by name and if they are permitted by 
law or longstanding custom to be 
made public; 

(b) court record systems accessible only 
by date or by docket or file number, if 
comprised of records of public crimi­
nal proceedings that are open to pub­
lic access, court opinions, including 
published compilations thereof, or 
records or indexes of pardons or 
paroles; 

(c) records of traffic offenses maintained 
only for the purpose of regulating the 
issuance, suspension, revocation or 
renewal of drivers' licenses; 

(d) records relating to violations of the 
Uniform Code of Military Justice 
maintained solely within the 
Department of Defense, and not dis­
seminated to agencies or systems 
covered by the standards; 

(e) statistical or analytical records or re­
ports in which individuals are not 
identified and from which their 
identities cannot be ascertained; 

(f) Identification record information; 
and 

(g) Wanted person information. 

Commentary 
This Standard excludes from coverage criminal jus­

tice-related information that either does not represent a 
serious threat to personal privacy or should not be regu­
lated as criminal justice information for reasons related 
to public policy. 

For example, paragraph (a) of Standard 3.1 excludes 
various kinds of original records of entry that are main­
tained by criminal justice agencies on a chronological 
basis and that by law or well-established custom have 
been open to public inspection. An example is a police 
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blotter, arrest book or equivalent record system main­
tained chronologically at police stations to record arrests. 
A primary function of such records is to provide current 
information to the press and the public about police ac­
tivities, both to enable the press to report upon such ac­
tivities and to guard against secret arrests. Because of 
the public policy served by the availability of such 
records, and because their chronological organization 
makes retrieval difficult and therefore less of a threat to 
an unwarranted invasion of privacy, the Standards rec­
ommend that such records continue to be open to the 
public. Where these records are retrievable by a name 
search, however, they would not be excluded. 

Paragraph (b) concerns public court records and in­
dexes of pardons or paroles accessible other than by 
name. As is the case with respect to original records 
entry, a key feature is that, in order to be excluded, such 
records must not be retrievable by a name search. For 
example, although chronologically arranged court case 
files may be made available to the public, any such files 
arranged and accessible by name may not be made avail­
able. Thus, if an index of case files is mainllained that 
would enable an interested person to find and access all 
previous court case files relating to a specific individual, 
that index would remove the files from the exclusion of 
paragraph (b). 

Paragraph (c) excludes traffic offense records main­
tained for noncriminal justice purposes, such as records 
maintained by state departments of motor vehicles for 
the purpose of administration of drivers' licensing laws. 

Paragraph (d) excludes records of military offenses if 
such records are kept strictly within the military and are 
not linked to nonmilitary databases. The Uniform Code 
of Military Justice includes a comprehensive and separate 
set of standards for military justice information. 
Legislation concerning civilian criminal justice 
information invariably excludes military offense records. 

The Standard in 3.1(e) would exclude statistical and 
analytical information in which individuals are not iden­
tified and from which their identities cannot be ascer­
tained. Where criminal justice information cannot be 
connected with a specific individual, the content of the 
data and its method of organization are such that the in­
formation poses little threat to personal privacy. 

Paragraphs 3(t) and (g) exclude identification record 
information and wanted person information, respectively. 
Identification record information is defined in Standard 
2.1(g) expressly to exclude any suggestion that the indi­
vidual has been suspected of or charged with a crime. 
Inasmuch as this type of record does not carry any 
stigma, there is no reason to apply the maintenance, use 
and dissemination safeguards in the standards. Wanted 



person information, on the other hand, exists for the 
very purpose of indicating that the record subject has 
been charged with a crime; therefore, inasmuch as wanted 
person information is, by definition, public domain data, 
there is no reason to apply dissemination safeguards. 

3.2. Criminal justice agencies are not restrict­
ed from continuing to disclose to the public 
and the press factual information about in­
vestigations, arrests and other criminal justice 
events if such disclosures are reasonably con­
temporaneous with the events, nor from 
responding to specific inquiries by the public or 
press about arrest records or criminal records 
of specific individuals if such responses are 
based on information described in paragraphs 
(a), (b) or (g) of Standard 3.1. 

Commentary 
Standard 3.2 reflects the existence of a strong public 

policy interest in permitting public disclosure of timely 
information relating to ongoing developments in crimi­
nal cases. Thus, this Standard would permit criminal 
justice agencies to respond to press or public inquiries 
that are specific as to particular events, as opposed to 
inquiries that seek full or partial criminal histories of 
named individuals. Thus, if a reporter were to ask 
whether a particular individual was arrested on a particu­
lar date, a criminal justice official could respond to that 
question if the response is based on data available to the 
public under Standard 3.1. 

This Standard also ensures that, even in the absence 
of specific inquiries, announcements of ongoing criminal 
justice proceedings should be permitted if such an­
nouncements are "reasonably contemporaneous" with the 
event to which they relate. Thus, criminal justice agen­
cies may make press statements concerning such events 
as new developments in investigations, arrests, convic­
tions or incarcerations, so long as the announcements 
occur within a relatively short period following the event 
during which it would be considered newsworthy. In 
most cases, this period would be no longer than a week, 
although there conceivably are situations, such as cases 
involving celebrated individuals, in which the period 
may be longer. 

Standard 4. Correctional and Release Information 
Correctional and release information shall 

be available only to: 
(a) criminal justice agencies for criminal 

justice purposes and to the extent 
necessary for the performance of duty; 

or 
(b) the record subject or his attorney if 

authorized by federal or state statute 
or regulation or court order or rule.22 

Commentary 
Correctional and release information should be avail­

able for dissemination to, and use by, criminal justice 
agencies for any authorized purposes related to the per­
formance of their duties. The Standard provides, how­
ever, that such information should not be disseminated 
to noncriminal justice agencies. 

Correctional and release information can include ex­
tremely sensitive subjective and normative data that, if 
disclosed, may damage the subject. In view of the 
sensitivity of correctional and release information and the 
limited degree of its potential utility to the public or to 
private sector organizations, disclosure cannot be justi­
fied except to recipients, such as criminal justice offi­
cials, who can make particularly persuasive claims for 
access. 

This Standard also recognizes that there exists a sub­
stantial body of statutory and regulatory law regarding 
access by record subjects and their attorneys to correc­
tional and release data. In general, this law permits ac­
cess to correctional and release record information, par­
ticularly in situations where the information has been 
used to make a material decision about the record sub­
ject, such as parole.23 This body of law also recognizes 
exceptions to the right of access where such access 
would pose a threat of hann to third parties or would 
impair a treatment relationship or a confidential rela­
tionship or in certain other circumstances.24 Standard 
4(b) defers to this law by providing t.hat a record subject 
or his attorney have access to correctional and release 
data only if authorized by applicable federal or state law. 

22 To the extent possible, this is a gender-neutral doc­
ument. In those few circumstances when the masculine 
gender is used, it is deemed to be a reference to both mas­
culine and feminine genders. 

23 Paine v. Baker, 595 F. 2d 197 (4th Circ. 1979), 
cert. denied 444 U.S. 925 (1979); Coralluzzo v. Neo.lI York 
State Parole Board, 566 F. 2d 375 (2d Cir. 1977), dis­
missed after cert. granted 435 U.S. 912 (1978). 

24 See, e.g., Massachusetts, Department of Correction, 
Regulations Governing Access to and Dissemination of 
Executive Information, 103 CMR 157. 
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Standard S. Segregation of Intelligence alld lIlves­
tigative Illformation 

Criminal intelligence and investigative 
information shall be physically or logically 
segregated from other types of' criminal justice 
information, and, when such other types of 
criminal justice information is disseminated, 
shall not contain any information that would 
indicate or suggest that a criminal intelligence 
or investigative file exists on the individuals to 
whom the information relates. 

Other types of criminal justice information 
may be included in criminal intelligence and 
investigative files, but shall not, solely by 
reason of such inclusion, become subject to the 
restrictions on access and dissemination ap­
plicable to criminal intelligence and investiga­
tive information. 

Commentary 
In view of the sensitive nature of much intelligence 

and investigative information, and particularly in view of 
the fact that such information often is unverified, this . 
Standard provides that intelligence and investigative in­
formation be physically or logically segregated from 
other types of criminal justice information. Other types 
of criminal justice information are based upon verified 
occurrences and thus are far more factually reliable. 

In order to discourage the linkage of intelligence and 
investigative information and other types of criminal 
justice information, it is recommended that criminal 
justice information not include any reference to whether 
an intelligence or investigative file exists with respect to 
a particular individual. In view of the fact that other 
types of criminal justice information are often used to 
make administrative decisions about record subjects, it is 
especially appropriate that intelligence and investigative 
information - which is used primarily for leads and 
seldom used to make dispositive decisions about record 
subjects - is segregated. Since the Standards apply 
more restrictive dissemination safeguards to intelligence 
and investigative data than they do to other types of 
criminal justice information, there is no need to prohibit 
the inclusion of other types of criminal justice informa­
tion in intelligence and investigative files. 

The term "physically segregated" means that intelli­
gence and investigative information should be main­
tained in a manual system or an automa'!e'.r database that 
is physically distinct and separate from systems or 
databases which contain other kinds of criminal justice 
data, such as criminal history data. Alternatively, the 
Standard permits intelligence and investigative data to be 
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logically segregated from other types of justice data. 
The term "logically segregated" means that intelligence 
and investigative data can be kept in a system or database 
with other types of criminal justice data, provided that 
the system has the capability, through system architec­
ture, software or otherwise, to segregate intelligence and 
investigative data from other types of criminal justice 
data. Moreover, when other types of r.:riminal justice data 
are disseminated, they must not indicate that an intelli­
gence or investigative record exists. 

Standard 6. Direct Access to Criminal Justice 
Illformatioll 
6.1. Direct access to criminal justice informa­
tion systems should be limited to authorized 
officers or employees of criminal justice agen­
cies, except as provided in Standard 6.2. Each 
agency should have operating procedures to re­
strict access to criminal justice information to 
those officers and employees who are autho­
rized to have particular kinds of information; 
who need such information for the performance 
of their duties; who will use such information 
for authorized purposes only; and who will not 
redisclose such information to recipients who 
are not eligible under the Standards to receive 
the information. 

6.2. Agencies of the federal government autho­
rized by federal statute to conduct investiga­
tions determining the eligibility for security 
clearances allowing access to classified infor­
mation or for appointment to or retention in 
national security duties may, at the discretion 
of a criminal justice agency, be permitted di­
rect terminal access to a criminal history 
record information system for such national 
security checks. 

Terminal access shall be subject to an agree­
ment between the criminal justice agency and 
the federal agency which protects the interests 
of the criminal justice agency and record sub­
jects, and which includes provisions for positive 
identification and audit. Criminal justice agen­
cies which provide direct terminal access to 
such federal agencies are authorized to charge 
the federal agency for all costs associated with 
such direct access. 

Commentary 
Standard 6.1 provides that authorized officers or em­

ployees of a criminal justice agency may be given direct 



access to a criminal justice information system. The 
term "direct access" is not defined in the Standards. This 
term is defined in the Justice Department Regulations to 
mean "having the authority to access the criminal his­
tory record database, whether by manual or automated 
methods. ,,25 This, however, is not the way in which 
the term "direct access" is used in the Standards. The 
term is used in these Standards to mean access to infor­
mation in an information system, whether by automated 
or manual means, by an individual or agency without 
intervention by or the assistance of any other party or 
agency. 

Security is sometimes defined as the ability of a 
record manager to keep his promises about confidential­
ity. In this sense, direct access always poses a threat to 
security because it strips record managers of access con­
trol. Accordingly, it is important that the circumstances 
under which direct access is permitted are limited and that 
appropriate safeguards are attached. 

For this reason, Standard 6.1 attaches four conditions 
to direct access by criminal justice officials: (1) only 
employees with legal authority for direct access are per­
mitted to have direct access; (2) authorized employees 
must have a need for direct access; (3) employees with 
direct access must use the information only for autho­
rized purposes; and (4) employees with direct access 
must not redisclose the information obtained through di­
rect access to individuals who are not eligible under the 
Standards to receive such information. 

It is contemplated that agencies will express these 
safeguards in writing by specifically identifying those 
employees who have direct access; by setting forth the 
circumstances under which authorized employees have a 
need for direct access; and by either entering into agree­
ments with applicable employees to the effect that they 
will comply with the safeguards or by expressing these 
safeguards as conditions of employment in employee 
manuals or other appropriate documents. 

Standard 6.2 is a response to the Security Clearance 
Information Act (SCIA). The SCIA requires state and 
local criminal justice agencies, upon request, to make 
available criminal history record information to desig­
nated federal agencies for background investigations for 
eligibility for security clearances or appointment to or 
retention in national security duties. However, the 
SCIA does not require state and local agencies to give 
SCIA agencies direct access to their information sys­
tems. As a consequence of the passage of this law, the 

25 28 C.F.R. § 20.3(1). 
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volume of federal "national security" requests to state and 
local agencies is expected to increase significantly. For 
this reason, or for other reasons, some state and local 
agencies may wish to give SCrA agencies direct access 
to their criminal history record systems, and Standard 6.2 
reflects this possibility. 

If, however, direct access is provided to federal agen­
cies, these agencies are expected to enter into written 
agreements with the state or local agency operating the 
information system. The agreement should incorporate 
the personnel safeguards in Standard 6.1, as well as any 
other safeguards, such as the security safeguards in 
Standard 11, which the criminal justice agency de­
termines are necessary in order to protect the interests of 
the agency and record subjects. In addition, and at a 
minimum, these safeguards must include a provision for 
positive identific::ltion, consistent with Standard 10, and 
for auditing, consistent with Standard 18. 

Of necessity, this Standard contemplates that direct 
access may involve a name-only search as a basis for 
initial access to a record, to be followed by verification 
by a technical search relying upon fingerprints. The 
technical search must be completed prior to the SCIA 
agency's use of the record as a basis for any decision 
about the record subject. 

Finally, criminal justice agencies are specifically au­
thorized by the SCIA to charge federal noncriminal jus­
tice agencies for all reasonable costs associated with 
providing direct access, provided that the amount charged 
does not exceed the charges to state or local noncriminal 
justice agencies. Such charges can include the capital 
costs associated with acquisition and installation of ap­
propriate equipment; initial and ongoing manpower 
costs; and pro rata overhead costs. Of course, criminal 
justice agencies retain discretion to provide access with­
out charge whether pursuant to III protocols or other­
wise. 

Standard 7. Use of Crimillal Justice Illformation 
By Crimillal Justice Agellcies 

(':iminal justice information shall be permit­
ted ~o be used by government agencies and 
criminal justice agencies for criminal justice 
employment purposes and by criminal justice 
agencies for other criminal justice purposes 
under agency rules or regulations specifically 
designed to limit such use to the following 
purposes: 

(a) the commencement of prosecution, 
determination of pretrial or post-trial 
release or detention, the adjudication 
of criminal proceedings or the prepa-



ration of a presentence report; 
(b) supervision by a criminal justice 

agency of an individual who has been 
committed to the custody of that 
agency prior to the time the arrest 
occurred or the charge was filed; 

(c) the investigation of an individual 
when that individual has already been 
arrested or detained; 

(d) the development of investigative leads 
for particular criminal offenses if ac­
cess to the information is limited to 
criminal justice officials with both a 
_leed and a right to have access to 
such information; 

(e) the alerting of an official or employee 
of a criminal justice agency that a 
particular individual may present a 
danger to his safety or for similar es­
sential purposes; or 

(0 such other legitimate criminal justice 
purposes as are set forth in agency 
rules or regulations. 

Commentary 
The basic purpose of this Standard is to identify, in 

some detail, the breadth of permissible uses of criminal 
justice information by criminal justice agencies, and to 
require criminal justice agencies to give thought to their 
policies for the use of such information by requiring 
these agencies to adopt rules or regulations. This 
Standard reflects the view that the characteristics of 
criminal justice agencies and the purposes for which they 
use criminal justice information justify the most liberal 
Standards for their access to and use of such information. 
Criminal justice information is, after all, principally 
collected and maintained to assist criminal justice agen­
cies to perform their vital missions. If criminal justice 
agencies cannot freely obtain access to criminal justice 
information, their ability to accomplish their missions 
is likely to be compromised. Further, published re­
search, as well as testimony at Congressional hearings, 
indicates that criminal justice agencies generally use 
criminal justice information in a responsible manner. 
According to these sources, the vast majority of in­
stances of information abuse and subject injury occur af­
ter criminal justice information leaves the criminal jus­
tice community.26 

26 A. Hess and F. LePoole, "Abuse of the Record of 
Arrest Not Leading to Conviction," Crime and 
Delinquency 13 (1969) : 494-505; see also Testimony of 
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Accordingly, this Standard requires that criminal jus­
tice agencies be permitted access to and use of criminal 
justice information for all legitimate criminal justice 
purposes, such as investigation, prosecution, adjudica­
tion and detention. 

In addition, the Standard requires that criminal justice 
information be available for criminal justice employ­
ment purposes. The Standard gives criminal justice 
agencies access for employment screening purposes and 
also gives the President, governors, mayors, other 
executive bronch officials and legislative officials, access 
to criminal justice information for determinations about 
appointments of judges, poHce commissioners and other 
police executives. It is not contemplated, however, that 
executive branch agencies would have direct access for 
such purposes, but rather would be required to submit 
requests through a criminal justice agency. 

Employment screening for criminal justice purposes 
is judged to be a critical use. Without such access, the 
public would run a significant risk that individuals 
charged with criminal justice responsibilities would have 
a history of involvement with the criminal justice sys­
tem. This result might seriously compromise the crim­
inal justice system's ability to accomplish its mission, 
while doing significant damage to public confidence in 
criminal justice officials. 

Finally, since the purpose of this Standard is not to 
restrict the use of criminal justice information within the 
criminal justice community, th~ Standard contains a 
"safety valve" provision in paragraph (f) to permit "such 
other legitimate criminal justice purposes as are set forth 
in agency rules or regulations." 

Standard 8. Access by Individuals for Purposes of 
Challenge 
8.1. 

(a) Any individual who satisfactorily veri­
fies his identity and complies with 
reasonable rules and regulations shall 
be permitted, in person or through 
counsel, to review and obtain a copy 
of any criminal history record 
information or criminal index infor­
mation concerning him maintained by 

Rocky Pomerance, Police Chief, Miami Beach, and 
President, International Association of Chiefs of Police, 
at U.S., Congress, Senate, Committee on the JUdiciary, 
Hearings Before the Subcommittee on Constitutional 
Rights of the Committee on the Judiciary on S.200B. 
94th Cong., 1st sess., 1975, p. 149. 



the criminal justice agency receiving 
the individual's access request, for the 
purpose of challenging its accuracy or 
completeness or the legality of its 
maintenance. 

(b) Each criminal justice agency shall 
adopt and publish rules and proce­
dures to implement this section, in­
cluding some method of ad­
ministrative review of any challenge 
the individual may make and some 
method of ensuring that appropriate 
corrections are made and that appro­
priate notice of such corrections is 
given to criminal justice agencies that 
have received inaccurate or incom­
plete information. 

(c) Each state shall provide a procedure 
for administrative appeal upon request 
by the individual in instances in which 
a criminal justice agency refuses to 
correct challenged information to the 
satisfaction of the individual. In ap­
propriate cases, such appeal shall in­
clude a hearing at which the individual 
shall be permitted to appear, with or 
without counsel, to present evidence 
and to examine and cross-examine 
witnesses. 

(d) Each state shall provide for judicial 
review of any final decision taken af­
ter administrative appeal pursuant to 
paragraph (c) if the individual is not 
satisfied with such decision and of any 
failure to provide to any individual 
any right set out in this Standard. 

Commentary 
Paragraph (a) of this Standard provides individuals 

who are the subject of arrest or conviction records with a 
right to obtain a copy of the record or any supporting 
index information maintained by the agency receiving 
the request, and to challenge its legality, accuracy or 
completeness. In paragraph (b) the Standard requires 
criminal justice agencies to establish an administrative 
review procedure to be used when recordkeepers and sub­
jects disagree about the inclusion in the record of a sub­
ject's proposed corrections. In addition, paragraph (b) 
would require agencies to ensure that wilen corrections 
are made, other criminal justice agencies which have 
previously received the incorrect record receive notice of 
the corrections. Paragraphs (c) and (d) call upon the 

states to establish administrative and judicial appeal 
mechanisms. 

This Standard recognizes that access should not be 
permitted where the access will sabotage an ongoing in­
vestigation (intelligence and investigative information) 
or limit the candor and subjectivity of normative records 
(correctional and release information). Thus, the 
Standard permits access only to criminal history record 
information and wanted person information. 

Subject access to criminal history records is funda­
mental to basic fairness. Subject access also tends to 
improve the accuracy and completeness of records in an 
information system. Furthermore, subject access helps 
to quiet fears of government surveillance. For all of 
these reasons, subject access provisions are included in 
virtually every state statute and the Justice Department 
Regulations. The Justice Department Regulations re­
quire agencies to implement a subject access Standard 
that is very similar to the provisions in this Standard. 
The Department's Regulati.ons differ in only two re­
spects: (1) review and appeal procedures are not as com­
plete; and (2) the Regulations do not specifically permit 
the subject to authorize his lawyer to obtain access. 

Paragraph (b) of this Standard requires recordkeepers 
to ensure that other criminal justice agencies that have 
received a record are notified of corrections or changes. 
This requirement must be read in conjunction with 
Standard 12 for accuracy and completeness which requires 
that a log be maintained describing each dissemination 
that has occurred within the prior three years. Accord­
ingly, correction notifications are not required beyond a 
three-year period. Also, agencies are given discretion in 
implementing this requirement, in that only 
"appropriate" notices of corrections are required. Thus, 
where the nature of the correction is not significant, no­
tice need not be provided. Similarly, if notice would im­
pose an onerous burden on the agency, or is otherwise 
inappropriate, it may be avoided. 
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The administrative appeal provisions in paragraph (c) 
require states to provide record subjects with extensive 
due process protections. Because the approach in para­
graph (c) is ambitious, it is recognized that states should 
be accorded substantial latitude in interpreting and 
applying the safeguards in paragraph (c). 

8.2. No individual who obtains any copy of any 
information regarding himself under this 
Standard may be requested or required to 
transfer or show such copy to any other person 
or agency, and any request for such a transfer 
or disclosure shall be prohibited. 
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Commentary 
This Standard reflects the view that requesters should 

obtain criminal history record information from criminal 
justice agencies directly and not indirectly from record 
subjects. Obtaining information from record subjects 
substantially increases the risk that partial or out-of-date 
information will be obtained. Such a practice also runs 
the risk, in some circumstances, that a private party who 
is not authorized access to a record will obtain access by 
applying pressure upon the record subject. 

Standard 9. Mailltellallce, Dissemillatioll alld Use 
of Criminal Illtelligence and Investigative Infor­
mation 

(a) Criminal intelligence and investiga­
tive files shall be reviewed at regular 
intervals - and, at a minimum, upon 
any request for dissemination of par­
ticular information - to determine if 
the grounds for retaining the 
information still exist and, if not, it 
shall be destroyed. 

(b) Within a criminal justice agency, ac­
cess to and use of criminal intelli­
gence and investigative information 
shall be strictly limited to officers and 
employees who are authorized to have 
such access and use and who have a 
demonstrable need for particular 
information. 

(c) Criminal intelligence and investiga­
tive information shall be disseminated 
outside of the collecting agency only 
for the following purposes: 
(1) confirmation of information in 

the files of another criminal jus­
tice agency; or 

(2) for criminal justice employment 
or other criminal justice pur­
poses, such as an investigation of 
an individual by another criminal 
justice agency, if the requesting 
agency gives assurance that the 
information is relevant to the 
criminal justice purpose. 

(d) An assessment of criminal intelli­
gence and investigative information 
may be provided to a governmental 
official or to any other individual 
when necessary to avoid imminent 
danger to life or property. 
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Commentary 
Paragraph (a) provides that intelligence and investiga­

tive information cannot be retained indefinitely in indi­
vidually indexed files in the absence of a reasonable basis 
for determining that the information is relevant to 
known or suspected criminal activity. Thus, intelligence 
;md investigative files must be reviewed at regular inter­
vals - the frequency depending upon such factors as the 
potentially damaging nature of the information and 
whether or not the information system is automated -
to determine if its further retention can be justified. For 
example, if an agency is maintaining intelligence or in­
vestigative information of questionable reliability or rel­
evance, and subsequent investigation does not develop 
supporting information, the information in question 
should be destroyed within a reasonable period. More­
over, even when intelligence or investigative informa­
tion provides a reasonable basis for believing that the 
record subject is involved in criminal activity, the in­
formation in question should be reviewed regularly. At a 
minimum, a review must be conducted whenever a re­
quest for dissemination of the information in question is 
received. 

The principal reason for this safeguard is that intelli­
gence and investigative files, by their very nature, con­
tain raw and unverified information. A typical intelli­
gence file is likely to contain at least some of the fol­
lowing kinds of information about suspects: name, ad­
dress, aliases, nicknames, Social Security number, date 
and place of birth, marital status, name of spouse, race, 
physical description, criminal history record, motor ve­
hicle record, names and addresses of business associates, 
parental background, educational background, military 
background, employment history, affiliation with orga­
nizations and groups, financial and (:redit status, habits 
and traits, places frequented, past activities, and other 
police findings and observations. An investigative file 
is likely to contain some, although usually not aU, of 
the same information. Customarily, an investigative 
file will also contain more detailed physical descriptions 
and less information about background and associates 
(since the suspect's identity is often unknown, which is 
less often the case in intelligence investigations) . 

Paragraph (b) of this Standard provides that intelli­
gence and investigative information should be available 
within the criminal justice agency maintaining the in­
formation only to authorized employees on a "need-to­
know" basis. In general, this means that a criminal jus­
tice official requesting access to an intelligence or inves­
tigative file must establish that he is conducting an in­
vestigation pursuant to his official duties and that he 
needs the information in cQnnection with the investiga-



tion. In view of the size and diverse nature of many 
criminal justice agencies, strict limitations on intra­
agency sharing of information is an important safeguard. 

Paragraph (c) sets out the circumstances under which 
intelligence and investigative information must be dis­
seminated outside of the agency that maintains the in­
formation. Historically, intelligence and investigative 
data have not been available except within the criminal 
justice community, and sometimes not even within that 
community. Under paragraph (c), dissemination of 
intelligence and investigative informntion must be lim­
ited to criminal justice agencies for valid criminal justice 
purposes, such as for confirmation of information which 
the requester already has or for investigative purposes, 
based upon legally valid grounds. 

Statutes in several states affirmatively prohibit the 
disclosure of intelligence and investigative data, except 
to other criminal justice or law enforcement agencies. In 
addition, the tort doctrines of defamation and invasion of 
privacy can, at least in some circumstances, lead to lia­
bility of criminal justice agencies and their officers for 
disclosure of intelligence and investigative data. More­
over, release of tillese data may violate record subjects' 
constitutional rights of due process, or p~rhaps privacy, 
if the data are inaccurate or incomplete, and if release 
results in some tangible harm to the record subject. 

Paragraph (d) permits criminal justice agencies, in 
their sole discretion, to provide an "assessment" of 
intelligence or investigative information to a govern­
ment official or other individual where necessary to avoid 
an imminent danger to life or property. For example, 
this paragraph permits a disclosure of intelligence or in­
vestigative information to national security agencies in 
emergency circumstances where a threat to life or prop­
erty is involved. This paragraph, however, is not au­
thority for the release of intelligence and investigative 
information for purposes of national security background 
investigations. 

This paragraph contemplates that actual intelligence 
or investigative records would not be released, but rather, 
only an oral excerpt or summary or, in unusual circum­
stances, a written excerpt or summary. 

Standard 10. Positive Identification of Record 
Subjects 
10.1. Except as permitted in Standard 10.2, 
criminal justice information, except criminal 
intelligence and investigative information, 
shall be available only on the basis of positive 
identification of an individual by means of fin­
gerprints or other equally reliable means. 
10.2. A criminal justice agency shall be permit-

ted to respond to requests for criminal justice 
information from criminal justice agencies, and 
from noncriminal justice agencies for national 
security purposes consistent with the Security 
Clearance Information Act, based upon name, 
date of birth, sex andlor other identifiers, 
other than fingerprints, where necessary for 
criminal justice or national security purposes, 
and provided that the record prominently indio 
cates that it has not been furnished on the basis 
of positive identification. 

Commentary 
Standard 10.1 establishes a general rule that criminal 

justice information, except criminal intelligence and in­
vestigative information, shall be available only on the 
basis of positive identification by means of fingerprints 
or other equally reliable means. "Other equally reliable 
means" include biometric identification processes, such 
as DNA typing, that result in the positive identification 
of an individual. This Standard contemplates that an 
agency could initially conduct a name-only search and 
then follow up that search with a fingerprint or similar 
verification or, alternatively, an agency could conduct an 
initial search (technical search) on the basis of finger­
prints or other means of positive identification. 
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Name-only searches that are not supported by positive 
identification can result in significant problems. For 
instance, individuals may be misidentified and, conse­
quently, criminal justice information may be dissemi­
nated about the wlOng individual. In addition, name­
only searches often fail to result in the identification of 
relevant records about the subject of the search. For ex­
ample, studies of the FBI's responses to name-only 
searches requested by federal noncriminal justice agencies 
indicate that the productivity of the search - e.g., the 
likelihood that the search will produce a "hit" - declines 
substantially when the search is conducted on a name­
only basis, as opposed to being conducted on the basis 
of fingerprints. 

The development of new positive identification tech­
nologies, such as automated fingerprint identification 
systems, makes it far more cost-effective to confirm this 
made on the basis of name-only information or, for that 
matter, to conduct initial searches using either rolled or 
latent fingerprints. These advanced technologies are also 
tolerant of poor quality prints. As a consequence, it is 
far easier today than ever before to obtain a positive 
identification on the basis of fingerprints. 

Standard 10.2 permits criminal justice agencies to re­
spond to requests based upon name, date of birth, sex or 
other identifiers, other than fingerprints, if the requests 
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are made by criminal justice agencies or by federal agen­
cies, consistent with the terms of the Security Clearance 
Information Act. Under the terms of Standard 10, how­
ever, noncriminal justice and non-SCIA requests could 
be processed only on the basis of positive identification. 

Criminal justice agencies are often required to make 
name-only requests because they often will not have a 
suspect's prints. Also, in many instances, criminal jus­
tice agencies must obtain the results of their search 
quickly and therefore cannot wait for the repository or 
other agency conducting the search to receive the prints. 
Advances in facsimile transmission capabilities for fin­
gerprints may reduce the extent to which time pressures 
force criminal justice agents to rely upon the results of 
name-only searches. 

Paragraph 10.2 also permits criminal justice agencies 
to respond to name-only requests by federal agencies 
where the criminal justice agency is required to do so 
under the SCIA. Under the SCIA, state and local crimi­
nal justice agencies are required to respond to otherwise 
valid name-only requests by SCIA agencies unless the 
state agency is a central state repository which uses fin­
gerprints in an automated fingerprint identification sys­
tem and an applicable state law requires the submission 
of fingerprints. Only in that relatively narrow circum­
stance may SCIA agencies be required to submit prints. 
The legislative history of the SCIA, however, indicates 
that federal agencies should also submit prints to any 
state or local criminal justice agency when necessary to 
prevent a misidentification of a record subject. Pre­
sumably, this is a reference to instances where the name­
only search produces several hits, and it is not possible 
on the basis of nonfingerprint information to make a de­
termination as to which record is responsive to the re­
quest. In all other instances, agencies covered by the 
SCIA can require state and local criminal justice agencies 
to process their requests on a name-only basis. Accord­
ingly, Standard 10.2 recognizes this federal requirement. 

Standard 10.2, however, also requires that whenever 
criminal justice information is made available on the 
basis of a name-only check, whether to criminal justice 
agencies or to federal national security agencies, the rec­
ord must prominently indicate that it has not been furn­
ished on the basis of positive identification. This re­
quirement contemplates that an appropriate legend will 
be stamped or otherwise permanently and prominently 
affixed to the rap sheet or other criminal justice record. A 
legend of this kind protects both users and record sub­
jects. 

It should also be noted that the direct access 
authorization in Standard 6 is not an exception to the 
positive identification requirements of this Standard. 
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Thus, information provided through direct access must 
still be made available only on the basis of positive 
identification, except that it is contemplated that re­
questers authorized to have direct terminal access under 
Standard 6.2 can obtain records on the basis of a name­
only check, and thereafter, "hits" must be verified by a 
fingerprint comparison or other means of positive 
identification. The technical verification must be com­
pleted before the criminal justice information is used as a 
basis for a decision about a record subject. 

Standard 11. Security 
Each criminal justice agency shall adopt 

operational prOl.edures reasonably designed to: 
(a) ensure the physical security of crimi­

nal justice information in its custody 
and to prevent the unauthorized dis­
closure of such information; 

(b) ensure that when criminal justice in­
formation is stored in an automated 
system, effective and technologically 
advanced software and hardware de­
signs are instituted to prevent unau­
thorized access to such information; 

(c) ensure that communications lines, 
whether dedicated or shared, over 
which criminal justice information is 
transmitted, are operated so as to 
detect and prevent unauthorized in­
quiries, record updates, destruction 
of records or unauthorized access or 
tampering; 

(d) ensure that central repositories are 
protected from unauthorized access, 
theft, sabotage, fire, flood, wind or 
other natural or man-made disasters, 
and that adequate backup facilities are 
available so that, in the event that 
criminal justice information main­
tained in such repositories is de­
stroyed or damaged, copies of such 
information are readily available at a 
backup site; and 

(e) ensure that personnel security proce­
dures are employed, including appro­
priate background investigations, and 
that the agency has authority to 
transfer or remove personnel who are 
judged to be security threats. 

Commentary 
The security of information in manual and automated 



criminal justice information systems has been one of 
SEARCH's primary concerns since its founding. 
Project SEARCH's Technical Report No.2, published 
in July 1970, devotes an entire chapter to system secu­
rity. The definition of "security" that is found in 
Technical Report No.2 is still valid: 

[Security is] the ability to restrict the 
availability of specific information to 
authorized individuals, and the ability to 
physically protect all parts of the system, 
including both data and the system that 
processes the data, from any form of hazard 
that might endanger its integrity or 
reliability.27 

In point of fact, security is a prerequisite for any in­
formation system. Maintenance of information in an 
insecure environment destroys the recordkeeper's ability 
to control the system and permits the entry of erroneous 
information, the destruction of appropriate information, 
and the unauthorized dissemination of information. 
Security is a special concern in systems which maintain 
criminal justice information. Unauthorized access to and 
use of criminal justice data can cause severe harm to 
record subjects. Furthermore, unauthorized access can 
jeopardize numerous criminal justice interests, including, 
in particular, investigative interests. 

The extent and nature of security safeguards that 
ought to be implemented in criminal justice information 
systems has prompted considerable debate. Nevertheless, 
there is wide agreement that basic security plans are 
needed in any criminal justice information system. The 
Federal Crime Control Act of 1973 and the Justice 
Department Regulations require the adoption of security 
safeguards in criminal justice information systems. The 
S~nate Report an the Crime Control Act of 1973 rec­
ommended that the Justice Department Regulations track 
the security Standards found in Technical Report No.2. 
Not surprisingly, the security provisions in Standard 11 
also track SEARCH's original security Standards pub­
lished in Technical Report No.2. Although Standard 
11 is relatively detailed, it assumes, like most of the 
Standards, that individual criminal justice agencies will 
develop their own implementation strategies to comply 
with the Standard. 

Paragraph (a) requires each criminal justice agency to 

27 Project SEARCH, California Crime Technological 
Research Foundation, Security and Privacy Considerations 
in Criminal History Information Systems, Technical 
Report No. 2 (Sacramento, CA: California Office of State 
Printing, July 1970), p. 39. 

establish procedures reasonably designed to ensure the 
physical security of criminal justice information in its 
custody and thereby to prevent unauthorized access to 
such information. While each agency is free to develop 
its own physical security procedures, the types of proce­
dures which are contemplated include: 
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• the establishment of physical barriers, sign-in 
procedures and guards, and the use of badges, 
keys or technological locking devices; 

• the segregation of terminals and files and other 
physical locations where information is used 
and displayed so that visual surveillance or 
eavesdropping is discouraged; and 

• procedures for escorting visitors, maintenance 
personnel and equipment vendors. 

Paragraph (b) requires that when criminal justice in­
formation is stored in an automated system, effective and 
technologically advanced software and hardware designs 
are instituted to prevent unauthorized access to the in­
formation. Importantly, paragraph (b) does not require 
that agencies use only "dedicated" computer systems -
that is, equipment that is set aside exclusively for the 
use of the criminal justice information system. 
Although the dedication of equipment to a criminal jus­
tice information purpose is an effective means of pro­
moting security, advances in hardware and software 
security permit an appropriate level of security to be 
achieved even when a system is not dedicated. 

The types of procedures that could be characterized as 
reasonably designed to ensure security in an automated 
system will vary greatly depending upon the exact use 
and location of the system; the type of hardware and 
software in place; other elements of system architecture; 
and the presence of related security safeguards, such as 
physical and personnel security. The types of safe­
guards that can contribute to automated security include 
the following: 

• the use of identification code numbers or pass­
words for each terminal and user; 

• an automated log of all inquiries, authorized or 
unauthorized, and all disseminations; 

• software which specifies the use that can be 
made of each terminal; 

• procedures to allow for the suspension of re­
mote terminal access in suspicious situations; 
software which is programmed to alert system 
managers of unauthorized requests; 

• programs that prohibit inquiry, record updates 
or destruction of records from terminals that are 
not authorized; and 

• secrecy for key software programs. 
Paragraph (c) requires the adoption of operational 
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procedures reasonably designed to assure that communi­
cation lines over which criminal justice information is 
transmitted are operated so as to detect and prevent unau­
thoriZed inquiries, record updates, destruction of records 
or unauthorized access or tampering. This Standard is 
particularly important in view of the direct access per­
mitted for criminal justice agencies and, in certain 
circumstances, noncriminal justice, national security 
agencies under Standard 6. The types of procedures rea­
sonably designed to secure communication lines are the 
same types of procedures that can be used to ensure 
security in automated information systems. 

Paragraph (c) does not contemplate that criminal jus­
tice information transmitted over communication lines 
must be scrambled or coded. It is believed that there are 
adequate security procedures currently available to dis­
courage eavesdropping, tapping, insertion of false mes­
sages or other types of tampering with communication 
lines without the need to scramble messages. 

Paragraph (d) requires the implementation of opera­
tional procedures reasonably designed to ensure that cen­
tral repositories are protected from unauthorized access, 
theft or other natural or manmade disasters, and that ade­
quate backup facilities are available so that copies of 
criminal justice information are readily available at 
backup sites in the event of a disaster. The specific 
types of procedures to be implemented to protect central 
repositories against natural or manmade disasters and w 
provide for backup are left to each agency. In general, 
such procedures can include the following: 

• specific site configuration safeguards to assure 
against fire, flood, theft and other natural or 
manmade disasters; 

• adequate fire detection and suppression devices; 
• use of fireproof and lockable filing cabinets; 
• environmental monitors and controls for temp­

erature, humidity, etc.; and 
• an emergency shutdown procedure of the infor­

mation system and all of its power sources. 
With respect to the establishment of backup facilities, 

it is contemplated that repositories will maintain a full 
set of duplicate files at an off-premises site. Care should 
be taken for proper labeling of information at the backup 
site and proper environmental control to permit long­
term storage of such data. 

Paragraph (e) requires the implementation of opera­
tional procedures that are reasonably designed to ensure 
that personnel security procedures are employed, includ­
ing appropriate background investigations, and that the 
agency has authority to transfer or remove personnel 
who are judged to be security threats. The types of per­
sonnel security procedures to be employed are left to 
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each agency, but it is contemplated that they may in­
clude the following: 

• an identification of all personnel who need to 
have access to a criminal justice information 
system; 

• identification of the types of records to which 
each employee should have access; 

• a personal interview with each employee who 
is authorized access and periodic reinterviews; 

• a national records check to determine if an 
applicant has a criminal history record and 
periodic rechecks of employees. 

Standard 12. Accuracy and Completeness 
12.1. Each criminal justice agency shall main­
tain criminal history record information in such 
a manner as to ensure that the criminal history 
record information is accurate and complete, 
and shall adopt the following policies and 
procedures, which are reasonably calculated to 
produce the higLlest quality of criminal history 
record information: 

(a) ensure that disposition and other ad­
ditional or corrective information 
pertinent to original arrest records 
are promptly reported for inclusion 
on such records; 

(b) ensure that records are made and 
maintained, for a period of at least 
three years, of -
(1) the source of arrest record in­

formation and criminal offender 
record information; and 

(2) the identity of other agencies or 
persons to whom criminal history 
record information is dissemi­
nated, together with the date of 
the dissemination, the authority 
of the requester, the purpose of 
the request, and the nature of any 
information provided; 

(c) ensure that information and formats 
are standardized for reporting and 
entering information into criminal 
history record systems throughout the 
state; 

(d) ensure that procedures are in place to 
systematically and in detail review 
and verify entries in criminal history 
records; 

(e) ensure that a tracking and linking 
system is used to match disposition 



entries with chaltge entries and to 
match other types of subsequent 
entries with orighnal entries; 

(f) ensure that a disposition monitoring 
system has been implemented which 
flags aged arrest entries and provides 
for procedures to obtain dispositions 
for these entries; 

(g) ensure that there is a regular program 
of auditing; 

(h) ensure that the central repository is 
queried prior to making criminal his­
tory record information available, 
unless the information in question was 
originated by the disseminating 
agency or the agency knows that the 
central repository does not maintain 
such information or the central 
repository is incapable of responding 
within the necessary time period; 

(i) whenever possible, implement auto­
mated systems which include data 
quality protocols of the type 
identified in this Standard; 

U) implement policies and procedures 
which promote and facilitate commu­
nication with the courts and other 
parts of the criminal justice system in 
order to maximize the sharing of dis­
position and other relevant infor­
mation; and 

(k) ensure that a criminal history record 
information sheet ("rap sheet") 
clearly indicates the linkages among 
arrest, charge and disposition infor­
mation and bears a conspicuous leg­
end which states the date on which the 
rap sheet is issued and a warning that 
the rap sheet information is current 
only as of the date of issuance. 

12.2. A state may exempt from compliance with 
this Standard information entered into 
information systems prior to the adoption date 
of the Standards. 

Commentary 
The accuracy and completeness of criminal history 

record information is one of the most, if not the most, 
significant information issues confronting the criminal 
justice community. Accordingly, this Standard requires 
that each criminal justice agency maintain criminal his-

tory record information in such a manner as to ensure 
that the criminal history information is accurate and 
complete. No numeric requirement is imposed since it 
is understood that the goal should always be to maintain 
all information in a manner that is accurate and com­
plete. The Standard identifies 11 policies and procedures 
which have been demonstrated to improve the quality of 
criminal history record information and requires that 
agencies implement these procedures. The Standard, 
however, contemplates that in some cases, an agency 
may properly determine that it is impractical or inappro­
priate to implement a particular procedure. 

Criminal history record information is vital at virtu­
ally every stage in the criminal justice process. From an 
initial arrest to a final decision to release, criminal his­
tory record information plays a significant role. 
Unfortunately, the available research indicates that the 
accuracy and completeness of criminal history record in­
formation in at least some central repositories, and par­
ticularly in local criminal justice systems, is deficient, 
especially with regard to court dispositions. Studies by 
the U. S. Congress' Office of Technology Assessment 
indicate that, as a national average, the state central 
repositories have achieved approximately a 65 percent 
disposition reporting rate.28 This rate, however, varies 
significantly from state to state and varies further with 
respect to the age of the records being sampled. 
Relatively recent entries tend to have significantly higher 
accuracy and completeness rates. Studies by OTA and 
others indicate that the FBI's criminal history system 
has an even lower disposition reporting rate.29 

In states that have enjoyed success in improving the 
accuracy and completeness of their criminal history 
records, research indicates that they have implemented 
many, if not all, of the safeguards and procedures set 
forth in paragraphs (a) through (k). Paragraph (a) re­
quires agencies to implement a system to assure that 
disposition and other infonnation pertinent to original 
arrest records are promptly reported for inclusion on such 
records. Although many state statutes require the 
prompt reporting of information to repositories and other 
criminal justice agencies, research suggests that agencies 
maintaining these records must implement their own 
followup and monitoring procedures if they are to be 
confident that mandated reporting will take place. Of 
course, in many states, statutory relief is necessary in 
order to assure proper reporting and proper follow up and 

28 See note 6, pp. 93-94. 

29 Ibid., pp. 91-92. 
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monitoring. 
Paragraph (b) requires that a transaction log be main­

tained which describes the source agency for each arrest 
record entry and which identifies agencies or persons to 
whom information is disseminated, together with the 
date of the dissemination, the authority for the dissemi­
nation, the purpose of the dissemination, and the nature 
of any ihformation provided. Transaction log records 
must be maintained for three years. Most state statutes 
require transaction logs of this type. A transaction log 
requirement of this type not only facilitates audits of the 
system, but also permits criminal justice agencies to 
notify record recipients of any errors or corrections, in­
cluding those brought to their attention by criminal 
record subjects. 

Paragraph (c) requires that information and formats be 
standardized for reporting and entering information into 
information systems throughout the state. It has be­
come something of a truism that uniform documentation 
promotes the collection of uniform data. Uniform data, 
of course, makes it far easier for agencies to verify data 
and to ensure that appropriate data have been received. 
Uniform reporting formats also encourage the reporting 
of data. 

Paragraph (d) requires that procedures be in place to 
systematically review and verify entries in criminal his­
tory records. This Standard contemplates a system of 
edit-checking and verification that identifies and screens 
out questionable data prior to its entry into the system. 
In automated systems, this task is accomplished rela­
tivelyeasily. In manual systems, the task is more diffi­
cult, but still feasible and, if anything, even more im­
portant. It is contemplated that positive identification 
techniques are part of the review and verification process. 
Positive identification by means of fingerprints or other 
equally reliable biometric identification, is the only 
completely reliable way to ensure that incoming infor­
mation is entered onto appropriate rap sheets and that 
agencies do not maintain multiple rap sheets about the 
same offender. 

Paragraph (e) requires that a tracking and linking sys­
tem be used to match disposition entries with appropri­
ate charge entries. The inability of agencies to match 
disposition entries with charge entries is a surprisingly 
common problem. The reason that the problem is so 
widespread is that criminal history records may contain 
not only original arrest charges but also formal charges 
entered by a prosecutor; therefore, it is often difficult to 
match a subsequent disposition with the charge to which 
it pertains. Tracking and linking systems assign unique 
numbers to each charge, thereby making it possible to 
track a charge through the entire process. In so doing, 
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not only is the rap sheet made more readable and reliable, 
but its utility for statistical purposes is enhanced. In 
particular, the utility of the records for Offender-Based 
Transaction Statistics (OBTS) research is increased. 

Paragraph (f) requires the implementation of a dispo­
sition monitOIing system which flags aged arrest entries 
and establishes procedures to obtain dispositions for 
these entries. Disposition monitoring systems are gen­
erally thought to be one of the most important tech­
niques to improve data qUality. The waiting period that 
must elapse before an arrest is cited as delinquent is left 
to each agency's discretion, but as a general matter, not 
less than three months is used as a waiting period. 

Paragraph (g) requires that there be a regular program 
of aUditing. The type of audit contemplated under the 
Standards is discussed in the commentary that accompa­
nies Standard 18. Research has found that auditing is an 
indispensable tool for determining if information in a 
system is accurate and complete and for identifying spe­
cific steps that should be taken to cure any deficiencies. 

Paragraph (h) requires that the central repository be 
queried prior to making criminal history record informa­
tion available, unless the information in question was 
originated by the disseminating agency, or the agency 
knows that the central repository does not maintain the 
information, or the central repository is judged to be in­
capable of responding within the necessary time period. 
The Justice Department Regulations require agencies to 
establish procedures to query the central repositOry prior 
to disseminating criminal history information. In addi­
tion, numerous state statutes impose this same require­
ment. Given the mobility of criminal offenders and the 
differences in the accuracy and completeness of rap sheets 
maintained by state and local criminal justice agencies, it 
is critical that these agencies query the repository before 
disseminating criminal history record information. 

Paragraph (i) requires that, where possible, agencies 
establish automated systems which include data quality 
safeguards of the type identified in this Standard. 
SEARCH's research has found that automation fre­
quently is cited as a principal reason for an agency's im­
provement in the accuracy or completeness of its crimi­
nal history information. Automation is thought to con­
tribute to data quality because it usually makes it easier 
and less expensive to implement data quality safeguards. 
Tracking and linking systems, editing systems, disposi­
tion monitoring systems and transaction logs, in 
particular, are more readily implemented and maintained 
in an automated environment. 

Paragraph (j) requires that agencies implement poli­
cies and procedures which promote and facilitate com­
munication with the courts and other parts of the crimi-



nal justice system. States which have implemented au­
tomatic systems, by which court dispositions are com­
municated from the courts to the repository, have found 
that their disposition reporting rate increases dramati­
cally. In fact, many experts believe that the single most 
important step that can be taken to improve data quality 
is to establish an effective system of communication 
between the courts and the repository. In addition, it is 
important that policies and procedures are established to 
facilitate the repository's communication with other 
parts of the criminal justice system in order to improve 
arrest reporting; create redundancy in the reporting sys­
tern; and facilitate the updating and correction of records. 

Paragraph (k) requires that each criminal history 
record, or rap sheet, present its information in such a 
way that a reader can readily recognize arrest, charge 
and/or disposition entries that are related. At present, rap 
sheets issued in many jurisdictions fail to link arrest 
charge and disposition entries. Consequently, it is often 
impossible to know whether a reported disposition re­
lates to a reported arrest or charge. In addition, paragraph 
(k) requires that rap sheets bear a legend conspicuously 
printed on the sheet which contains the date on which 
the rap sheet was printed and a warning that rap sheet 
information is current only as of the date of issuance. 

Standard 12.2 provides that a state may exempt from 
compliance information entered into information sys­
tems prior to the adoption date of the Standards. This 
provision is necessary in order to encourage states to 
implement the most advanced, state-of-the-art data qual­
ity procedures for new data. Were state and local crimi­
nal justice agencies required to apply Standard 12 to 
archival data, the administrative burden and the cost 
could be excessive and, thereby, discourage many agen­
cies from adopting Standard 12. 

Research, moreover, indicates that when agencies es­
tablish a sophisticated data quality program prospectively 
so as to apply to new data, the level of data quality im­
proves substantially within just a few years. Older 
criminal history records are requested and disseminated far 
less frequently than more current records and, when dis­
seminated, tend to be relied upon less than more current 
records. Accordingly, it is most important that current 
data be as accurate and complete as possible. 

Standard 13. Dissemination of Criminal Justice 
Information to Noncriminal Justice Requesters 
13.1. All criminal justice information in the 
possession or control of a criminal justice 
agency shall be disclosed pursuant to court or­
der. 

13.2. All criminal justice information in the 
possession or control of a criminal justice 
agency, except criminal intelligence and inves­
tigative information, should be made available 
to qualified persons and organizations for re­
search, evaluative and statistical purposes un· 
del' written agreements reasonably designed to 
ensure the security and confidentiality of the 
information and the protection of the privacy 
interests of individual subjects. Whenever such 
information is made available, the identifica­
tion component of criminal justice records 
should be deleted unless the purpose of the reo 
search clearly cannot be accomplished without 
such identification information. 

13.3. Criminal history record information that 
has been sealed pursuant to Standard 14 cannot 
be disseminated except as provided in 
Standards 14 and 2.5(a). 

13.4. All criminal history record information 
and criminal index information in the posses­
sion or control of a criminal justice agency 
shall be made available to federal agencies pur· 
suant to federal statute for background checks 
for security clearance determinations or 
assignment to or retention in sensitive na· 
tional security duties; and 

13.5. All criminal histOl'y record information in 
the possession or control of a criminal justice 
agency, except nonconviction information and 
criminal index ivJormation, shall be made 
available, upon request, to any person for any 
purpose, and non conviction information and 
criminal index information shall be made avail­
able for governmental or private noncriminal 
justice purposes as authorized by state statute 
or court order or rule in circumstances involv­
ing responsibility for the life or safety of indi~ 
viduals. Nonconviction information and crim­
inal index information may be made available 
under this standard only pursuant to a written 
agreement with the requester reasonably de· 
signed to ensure that the information is used 
only for the purpose for which it was dissemi­
nated, is not redisseminated, and is main­
tained in a manner to assure the security of the 
information and the protection of the privacy 
interests of record subjects. 
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Commentary 
Standard 13.1 requires a criminal justice agency to 

disclose any and all criminal justice information in the 
agency's possession or control pursuant to a court order. 
The Standard recognizes that there may well be instances 
in which the interests of justice warrant the release of 
criminal justice information to agencies or individuals 
not otherwise entitled to access. A parallel approach has 
been taken in the federal Privacy Act which permits 
disclosure of personal information "pursuant to the order 
of a court of competent jurisdiction. "30 

Colirts should exercise this authority only in circum­
stances where release is necessary for the effective func­
tioning of the criminal justice process or to avoid an in­
justice. Ordinarily, release under Standard 13.1 should 
be authorized by a specific court order directed to a par­
ticular agency or individual upon showing of particular 
circumstances justifying release of this specified in­
formation. In such cases, the court order should be ex­
pressly tailored to respond to the need shown and to pro­
vide adequate security and confidentiality protections. 

The exercise of this authority should be limited to 
courts of general jurisdiction or courts having equivalent 
jurisdiction. The effect should be to preclude the exercise 
of this authority by justices of the peace, lesser munici­
pal courts, magistrates and similar courts of limited ju­
risdiction. The proceedings contemplated by Standard 
13.1 may, at the court's discretion, permit the record 
subject to participate. Courts that are faced with third­
party requests for criminal justice information may 
choose to notify the re.cord subject of the pending request 
and permit the subject to express his interest in the mat­
ter. This procedure is consistent with the approach taken 
in the Financial Privacy Act and other federal and state 
statutes governing the release of sensitive, personal in­
formation. 

Standard 13.2 makes all criminal justice information, 
with the exception of criminal justice intelligence and 
investigative information, available to bona fide re­
searchers for evaluative and statistical purposes related to 
criminal justice, provided that the researcher enters into a 
written agreement reasonably designed to ensure the se­
curity and confidentiality of the information and the pro­
tection of the privacy interests of record subjects; and 
further provided that the researcher not redisseminate the 
information unless the information is redisseminated in a 
nonpersonally identifiable format, except in cases where 
the research purpose clearly cannot be accomplished 

30 5 U.S.C. § 552a(b)(ii). 
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without preserving identifiers. In view of the substantial 
benefits that can be derived from research activities, use 
of criminal justice information for such purposes is en­
couraged. The anonymity, however, of the record subject 
should be preserved to the maximum extent possible and 
every other effort should be made to ensure that record 
subjects' privacy rights are protected. 

For this reason, criminal justice agencies should re­
lease criminal justice information for research purposes 
only upon receipt from the researcher of a written agree­
ment that reasonably establishes the credentials of the 
researcher and the relationship of the research purpose to 
a criminal justice purpose. Furthermore, no information 
should be released unless the agreement provides adequate 
protection for security and privacy interests. 
Specifically, the agreement should identify the informa­
tion to which access is permitted; limit use of the in­
formation to the specified research purpose and the ap­
proved research design; ensure the security and confiden­
tiality of the information; and, of particular importance, 
include a nondisclosure provision with penalties for a 
violation. This approach is consistent with the approach 
taken in the Department of Justice Regulations govern­
ing the "confidentialiti of identifiable research and 
statistical information." 1 

Standard 13.3 makes clear that once criminal history 
record information is sealed, its dissemination is gov­
erned by Standards 14 and 2.5(a). Thus, sealed informa­
tion is treated as a special category of information. This 
approach is consistent with the approach taken in the 
Security Clearance Information Act (SCIA), which ex­
empts sealed information from the dissemination provi­
sions in that Act 

Standard 13.4 would make all criminal history record 
information in the possession or control of a criminal 
justice agency available to federal agencies pursuant to a 
federal statute for background checks for security clear­
ance determinations or assignment to or retention in 
sensitive national security duties. This Standard is con­
sistent with the approach taken in Standard 1.2 and 
tracks the federal SCIA. Moreover, Standard 13.4 reflects 
the view that where legitimate national security interests 
are at stake, appropriate federal agencies should have ac­
cess to criminal history record information. 

Standard 13.4's requirement that a federal statute be in 
place is important. The SCIA and the Privacy Act pro­
vide substantial protections for state and local criminal 
justice agencies and record subjects. Standard 13.4's au-

31 28 C.F.R. Part 22. 



thorization for federal access for national security pur­
poses is premised on the assumption that the protections 
currently embodied in these applicable federal statutes 
will remain in place. These protections include an ex­
emption for sealed data; a requirement that, at least in 
some circumstances, federal agency requests for criminal 
history data be accompanied by fingerprints; an 
indemnification for state and local agencies in certain 
circumstances to protect against loss and damage arising 
from the federal government's use of criminal history 
data obtained under the SCIA; the right to charge fees to 
fedeml agencies for complying with their access requests; 
limitations on federal agency redissemination or use of 
the criminal history data for non-national security pur­
poses; and a requirement that the record subject approve 
requests for his criminal history record data. 

Standard 13.5 makes all criminal history information, 
except nonconviction information and criminal index in­
formation, available, upon request, to any person for any 
purpose; and makes nonconviction information and 
criminal index information available for governmental 
and private noncriminal justice purposes, as authorized 
by state statute or court order or rule, in circumstances 
involving responsibility for the life or safety of indi­
viduals. 

This Standard applies to all noncriminal justice re­
quests, whether in-state or out-of-state, other than III re­
quests for noncriminal justice purposes. This Standard 
recognizes a sharp distinction between conviction and 
open arrest information on the one hand and nonconvic­
tion information and criminal index information on the 
other. Under Standard 13.5, all members of the public 
are entitled to access, for any purpose, to conviction 
record information and to records of open arrests where 
the arrest has occurred within one year or the arrest is 
older, but an active prosecution of the charge is pending. 

Public availability of conviction record information is 
consistent with the Justice Department's Regulations for 
state and local criminal history record systems at 28 
C.F.R. Part 20 and the FBI's statutory recordkeeping 
authorization at 28 U.S.C. § 534. Both the Regulations 
and the FBI's statute recognize that conviction record in­
formation should be more readily available than noncon­
viction information. At the state level, the law in over 
30 states establishes different dissemination policies for 
conviction information than for non conviction informa­
tion. Only three states make all criminal history data, 
regardless of its character, available to noncriminal jus­
tice requesters. Only 13 states make no criminal history 
data, regardless of its character, available to the public. 
In every other state, the availability of criminal history 
data turns, at least in part, on the distinction between 

conviction and nonconviction data. 
Admittedly, only eight states give the general public 

access to conviction record information, and, even in 
those states, significant restrictions apply. In a couple 
of those states, for example, requesters must obtain ap­
proval from an administrative board before obtaining ac­
cess to conviction record information. In other states, a 
waiver must be obtained from the record subject. Stan­
dard 13.5, however, does not have the effect of making 
conviction record information available to the casual and 
curious requester. Standard 10.1 permits criminal justice 
information to be made available only on the basis of 
positive identification by the means of fingerprints. 
Accordingly, members of the public seeking conviction 
record information will have to submit the record sub­
ject's fingerprints. As a practical matter, this require­
ment means that record subjects will have notice of such 
a request and will generally have given their approval in 
order for the requester to obtain their fingerprints. 

Standard 13.5's approach to the public availability of 
conviction record information reflects the fact that a 
conviction record is a formal determination of guilt. 
Open arrest records, while not reflecting an adjudication 
of guilt, are nonetheless records of a recent event in 
which the public interest in access is likely to be high, 
and the issue of guilt remains to be determined. 
Moreover, to the extent that conviction record informa­
tion reflects ~n adjudication, these records are certain to 
be publicly available in court docket systems, many of 
which are now indexed. 

Standard 13.5's recommendation that conviction 
record information be publicly available also reflects the 
view that there is less chance of unfairness to the record 
subject with respect to the release of conviction record 
information. Certainly the most serious type of 
inappropriate or unfair harm arising from release of 
criminal history data is the tendency of those records to 
be incomplete because they lack a disposition and are 
therefore misleading. This problem is not associated 
with conviction record information, except to the extent 
that there may be an appellate determination. 
Furthermore, to the extent that the release of conviction 
record information to the public involves a risk of un­
fairness - in that the record may relate to the wrong 
person, may arise from an improper conviction or may 
relate to an old and no longer germane conviction -
remedies are available for the individual under the sealing 
provisions of Standard 14. 
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Standard 13.5 makes nonconviction information 
[arrests over one year with no charges actively pending; 
nolle prosses; and acquittals and dismissals] and crimi-
nal index information available only pursuant to a state 
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statute or court order or rule and recommends that such 
statutes or orders permit access only in circumstances 
where the noncriminal justice governmental or private 
purpose at issue involves the life or safety of individu­
als. Three states have adopted statutes that are essen­
tially "open record" statutes and provide for public access 
to nonconviction information. A 1979 Wisconsin state 
court decision lifted the remaining restrictions on the 
application of Wisconsin's open record statute. In 1980, 
Florida adopted legislation requiring that all criminal 
history record information compiled by Florida's Di­
vision of Criminal Justice Information Systems be made 
available to any person, upon request, and the payment 
of a fee. Florida's statute, however, is limited to crimi­
nal history record information that relates to in-state of­
fenses. Most recently, in 1985, Oklahoma adopted an 
open record statute which makes all criminal history 
record information available for public inspection. A 
few other states - North Dakota, Oregon and Nebraska 
- have adopted statutes that are sometimes characterized 
as open record statutes but which, in fact, place 
considerable restrictions upon the public availability of 
criminal history information. These statutes require re­
questers to submit fingerprints or a state identification 
number or require that the agency give record subjects 
notice of an access request. Legislatures, however, in a 
number of other states have come close to adopting open 
record statutes, and many observers predict that in the 
next few years several states will join Wisconsin, 
Florida and Oklahoma. 

Notwithstanding these "open record" developments, 
statutes in most states continue to limit governmental 
and private noncriminal justice access to nonconviction 
information. Statutes in only about half of the states 
give governmental, non-national security agencies access 
to nonconviction information, and then only in limited 
circumstances and with significant restrictions. 
Moreover, statutes in only about 10 states give private 
employers access to nonconviction data and then only in 
very limited circumstances and subject to substantial re­
strictions. In recent years, however, a few states have 
adopted statutes which give private organizations which 
provide child care services limited access to nonconvic­
tion data. Apart from states with open record statutes, 
no state provides the general public with access to non­
conviction information. 

In establishing a policy for noncriminal justice access 
to nonconviction information, SEARCH not only 
looked at existing state law but also looked at available 
empirical data. Based on this review, SEARCH recog­
nizes that the empirical data suggest that the release of 
nonconviction information to the public may not have a 
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significant impact, one way or the other, on the 
rehabilitation of record subjects and their reintegration 
into society. SEARCH recognizes that there is evidence 
that private employers, in particular, may not base em­
ployment decisions on criminal history records, particu­
larly arrest-only records, and particularly if there is not a 
long history of violent or serious arrests. Moreover, 
SEARCH recognizes that the data suggest that even 
where employers do use arrest information as a bar to or 
a restriction on employment opportunities, this may not 
be significant from a rehabilitative standpoint because 
recidivism statistics suggest that rehabilitation is seldom 
achieved regardless of an offender's employment 
prospects.32 Moreover, SEARCH recognizes that re­
cidivism rates remain high and that these rates correlate 
to arrest activity. Accordingly, the public continues to 
have a significant and legitimate interest in an individ­
ual's arrest record.33 With this in mind, SEARCH's 
approach to the public dissemination of nonconviction 
information is not based on the view that preserving the 
confidentiality of these records will promote rehabilita­
tion or minimize recidivism. 

For SEARCH, the motivating consideration for 
retention of confidentiality standards for nonconviction 
information is the substantial potential that such records 
have for causing inappropriate or unfair damage to record 
subjects in the event that they are released to the pUblic. 
There are many circumstances in which release of non­
conviction information to the public may cast the record 
subject in a false or inaccurate light and thereby cause 
inappropriate harm to the record subject. These circum­
stances can include: 1) where the record relates to a dif­
ferent person; 2) where the record is inaccurate or 
incomplete; 3) where the record is accurate and complete 
but it relates to an arrest which is unconstitutional or 
otherwise improper; and 4) where the record is accurate 
and complete but it is old and no longer reflective of the 
individual's character. Admittedly, some of these con­
cerns could be remedied through the sealing provisions 
in Standard 14. The fact remains, however, that non­
conviction information carries an implication of wrong­
doing, when, in fact, the record subject may not have 
broken the law or otherwise engaged in any wrongdoing 
whatsoever. For this reason, any public release of non­
conviction information inevitably runs a significant risk 
of causing inappropriate harm to the record subject. 

Standard 13.5 treats criminal index information in the 

32 See note 13, pp. 41-43 and 57-59. 

33 Ibid., pp. 60-62. 



same manner as nonconviction information. Criminal 
index information is information indicating that an indi­
vidual has a criminal history record in a particular juris­
diction (Standard 2.1(c)). Of course, criminal history 
record data can be comprised exclusively of nonconvic­
tion data. Accordingly, release of criminal index in­
formation can cause precisely the same harms as release 
of nonconviclion data. 

Standard 13.5 permits access to nonconviction infor­
mation and criminal index information for governmental 
and private noncriminal justice purposes in circum­
stances involving responsibility for a life or safety, and 
where authorized by state sllimte or court order or rule. 

This Standard contemplates that some governmental 
licensing determinations, and some governmental and 
private employment determinations, should properly be 
viewed by the state legislatures and the courts as involv­
ing responsibilities for life or safety. For instance, 
situations in which an individual will be working in or 
near a residence without supervision; situations in which 
an individual is charged with ensuring the security or 
safety of an organization; situations in which an 
individual will be working with a vulnerable population, 
such as children or the elderly; situations in which an 
individual will be authorized to carry a firearm; and 
situations in which an individual will be authorized to 
practice in a profession or a trade involving substantial 
responsibility for life or safety, such as medicine, are all 
examples of circumstances where Standard 13.5 would 
accommodate a policy of providing access to nonconvic­
tion information. 

Standard 13.5 also contemplates that private 
noncriminal justice access requests can be granted in sit­
uations where the individual will be performing appro­
priate duties on a voluntary basis. Recently, a number of 
states have amended their laws to expressly authorize 
noncriminal justice access to nonconviction information 
in situations such as those referenced above. For exam­
ple, in the period since 1984, approximately 13 states 
have amended their laws to broaden access to criminal 
history information (although not always nonconviction 
information) to include certain child care providers and to 
include volunteer organizations that provide services to 
children, such as the Boy Scouts and the YMCA.34 

Standard 13.5 limits noncriminal justice access to 
nonconviction and criminal index information in two 
additional respects. First, noncriminal justice requesters 
proceeding under Standard 13.5 must also comply with 
Standard 10.1, requiring that information be made avail-

34 Ibid., pp. 24-27. 

able only on the basis of positive identification by 
means of fingerprints. As noted earlier, this requirement 
effectively means that the record subject will, in most 
circumstances, have notice of the request and will have 
authorized the request. 

Second, nonconviction information and criminal in­
dex information can be made available to noncriminal 
justice requesters only pursuant to a written agreement 
that provides that the information will be used only for 
the purpose for which it was obtained; will not be redis­
seminated; and will be maintained in a manner to assure 
security and privacy. These requirements are comparable 
to the requirements imposed on researchers under 
Standard 13.2. Moreover, these requirements are 
comparable to provisions customarily included in user 
agreements. Many criminal justice agencies currently 
require that noncriminal justice requesters execute user 
agreements before they will provide such requesters with 
criminal history data. 
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Imposing limitations on noncriminal justice re­
questers' use and redissemination of nonconviction in­
formation is necessary in order for the safeguards in 
Standard 13.5 to be meaningful. Obviously, if noncrim­
inal justice requesters were free to use nonconviction in­
formation for any purpose or to redisseminate the data to 
any party, then the practical effect of Standard 13.5 
would be to make non conviction data available without 
restriction. Similarly, reasonable security protections 
are necessary in order for noncriminal justice requesters 
to comply with confidentiality restrictions. Finally, the 
requirement that noncriminal justice requesters who ob­
tain nonconviction information assure that the privacy 
interests of record subjects are protected means that some 
reasonable provision must be made for implementing 
data quality, subject access and the other privacy protec­
tions provided for in the Standards. 

Standard 14. Sealing and Purging of Criminal 
History Record Information 
14.1. Upon request by a record subject to a 
central state repository, the central state 
repository may seal nonconviction information 
if the record subject can establish to the satis­
faction of the repository that, as of the time of 
the filing of the sealing application, the record 
subject had not been arrested or charged or 
canvicted in connection with any criminal of­
fense for a period of ten years prior to the date 
of the sealing application, and provided that, 
during all of that period, the record subject had 
been free from confinement or supervision. 
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14.2. Upon request by a record subject to a 
central state repository, the central state 
repository may seal other criminal history 
record information if the record subject can 
establish to the satisfaction of the repository 
that, as of the time of the filing of the sealing 
application, the record subject had not been 
arrested or charged or convicted in connection 
with any criminal offense for a period of fifteen 
years prior to the date of the sealing appli­
cation, and provided that, during all of that 
period, the record subject had been free from 
confinement or supervision. 

14.3. State legislatures shall exempt from the 
sealing provisions in Standard 14.1 and 14.2 
criminal history record information relating to 
those types of crimes which, because of their 
severity or their association with high re­
cidivism rates or because of other factors 
deemed relevant by the legislature, should not 
be eligible for sealing. 

14.4. A central state repository may unseal 
criminal history record information sealed pur­
suant to Standards 14.1 or 14.2 if the central 
state repository determines to its satisfaction 
that the record subject has been arrested or 
charged or convicted after the date on which 
his records were sealed. 

14.5. Upon sealing criminal history record 
information, a central state repository shall 
promptly notify other criminal justice agencies 
within the same state that received the sealed 
information or contributed such information 
within the three-year period prior to the sealing. 
Upon receipt of such a notification, these crim­
inal justice agencies shall promptly destroy or 
return the sealed information. Upon sealing a 
record, the central state repository shall also 
promptly notify all criminal justice agencies 
outside of the state that have received the 
sealed information within the three year period 
prior to the sealing and request that they return 
or destroy the sealed information. 

14.6. Central state repositories shaH maintain 
indexes of sealed records in order to facilitate 
access to the records for the proper purposes. 
Access to such an index shall be limited to 
authorized officials and employees of the cen-
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tral repository who need access for a proper 
purpose. 

14.7. A criminal justice agency may purge 
criminal history record information whenever 
the agency deems that the continued existence 
of the record is no longer useful as a result of 
such factors as the age of the record subject; 
death of the record subject; the passage of a 
substantial period of time without the record 
subject's contact with the criminal justice 
system; the nature of the record; the agency's 
recordkeeping volume or other considerations. 

14.8. Any individual who is the subject of a 
criminal history record may petition an appro­
priate court at any time to obtain an order to 
seal the record. The court may issue such an 
order if it determines that maintenance of the 
record will cause substantial harm to the record 
subject and such harm clearly outweighs the 
criminal justice system's interest in ready 
availability of the record due to such factors as 
mistaken arrest, innocence in fact, illegality or 
unconstitutionality of the underlying statute, 
rehabilitation of the record subject, or the 
triviality of the criminal record. 

14.9. A court of appropriate jurisdiction may 
issue an order to unseal criminal history record 
information whenever the court determines that 
the benefits of granting access clearly outweigh 
the record subject's interest in preserving the 
confidentiality of the data, taking into account 
such factors as whether the information is 
needed for sentencing in a subsequent convic­
tion; whether the information is needed to de· 
termine eligibility for first offender status; 
whether a prosecutor or state's attorney has re­
quested the information pursuant to an ongoing 
investigation or criminal proceeding; and 
whether the unsealing would pro.ect against a 
danger to the life or safety of any indiviL:ual. 

14.10. A record subject whose criminal history 
record information has been sealed may deny 
the existence of such a record and any arrest or 
conviction to which it pertains. 

Commentary 
Beginning with SEARCH's earliest consideration of 

the privacy issues arising from the retention and dissem· 



ination of criminal history records, SEARCH has rec­
ommended that these records either be destroyed or sealed 
when they are too old to have continuing relevance and 
value or when required by other public policy considera­
tions. 

Today, over 35 states have adopted statutes which 
provide, at least in certain circumstances, for the sealing 
and purging of criminal history record information.35 

By any standard, however, there is a iemarkable amount 
of disagreement among the states regarding sealing and 
purging. For example, states disagree about: the defini­
tion of sealing and purging; the type of records subject 
to such orders; the mechanisms for triggering such 
orders; the substantive criteria for entitlement to such 
orders; the role of legislative and administrative bodies in 
setting sealing and purging policies; and the conse­
quences of such orders. 

On the other hand, there is not much disagreement 
about the interests that sealing and/or purging poten­
tially serve. Perhaps the most common, and certainly 
the least controversial interest, is to exclude from a 
criminal history record system those records that are no 
longer useful. The purging provision in Standard 14.7 
reflects this interest. For example, records relating to 
individuals who are older than 70 or 80 are often thought 
to be of little interest to criminal justice agencies. For 
this reason, the FBI purges records relating to individuals 
who are 80 years of age or older. 

A second interest often thought to be served by seal­
ing and purging policies is to "reward" and foster the 
reintegration into society of individuals who have been 
free of criminal involvement for a substantial number of 
years. Standards 14.1 and 14.2, and, to a lesser extent, 
Standard 14.8, reflect this view. This rationale is based, 
in large measure, on the assumptlon that individuals 
who are free of criminal involvement for a substantial 
period of time are not likely to commit crimes again. 

Increasingly, empirical research supports this 
assumption. Studies indicate that most recidivism occurs 
within the first three years after release, an arrest or con­
viction. A Bureau of Justice Statistics (BJS) study, for 
example, found that ("an estimated 60 percent of those 
who will return to prison wiLhin 20 years do so by the 

35 U.S., Department of Justice, Bureau of Justice 
Statistics, Compendium of State Privacy and Security 
Legislation, 1987 Overview, NCJ-ll1097 (Washington, 
DC: U.S. Government Printing Office, August 1988), pp. 
27 and 29. 

end of the third year.',36 BJS also found that "data be­
yond the thrce-year mark suggest that some recidivism is 
likely to occur at least up to five years after release, al­
though at increasingly lower rates.,,37 

A third rationale for sealing and purging policies is to 
exclude records that arguably were never useful. Included 
in this category are records of mistaken arrests or arrests 
that were not based on probable cause. Both Standard 
14.7 and 14.8 are partly reflective of this interest. It can 
be argued that these individuals should never have been 
arrested and, therefore, it makes little sense for criminal 
justice agencies to maintain a record of such an event. 

Some sealing and purging policies are also based on 
the notion of assuring fairness to a record subject. 
Standard 14.7 is largely based on this consideration. 
Records relating to an arrest or to a conviction where the 
record subject has later "proven" his "innocence in fact" 
fall into this category. Records that relate to an illegal 
or unconstitutional arrest or that are based on an illegal 
or unconstitutional underlying statute also fall into this 
category. 

Another policy consideration that forms a basis for 
some sealing and purging statutes is the notion that 
some classes of offenders deserve special consideration. 
For example, the majority of jurisdictions seal or purge 
juvenile records, in part, on this basis.38 As another 
example, many jurisdictions seal first offender records. 

Finally, some jurisdictions seal or purge criminal 
history records as a response to improper police conduct 
and a deterrent to such conduct. In these instances, the 
seal or purge decision is often made without reference to 
the utility of the record or to concerns for the criminal 
record subject. Standard 14 does not reflect this policy 
rationale. Standard 14' s overall approach to sealing and 
purging emphasizes three considerations: (1) that when 
an individual establishes that the individual has not been 

36 See note 7, Examining Recidivism, pp. 1-2; see also 
J. Markovic, The Pace of Recidivism in Illinois, Research 
Bulletin (Chicago, IL: Illinois Criminal Justice 
Infonnation Authority, April 1986). 

37 U.S., Department of Justice, Bureau of Justice 
Statistics, Returning to Prison, Special Report, NCJ-
95700 (Washington, DC: U.S. Government Printing 
Office, November 1984), p. 2. 

38 U.S., Department of Justice, Bureau of Justice 
Statistics, Juvenile Records and Recordkeeping Systems, 
Criminal Justic,:, Infonnation Policy Series, NCJ-1l2815 
(Washington, DC: U.S. Government Printing Office, 
November 1988), pp. 24-27. 
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court may issue such an order if it determines that main­
tenance of the record will cause substantial harm to the 
record subject, and such harm clearly outweighs the 
criminal justice system's interest in the availability of 
the record due to such factors as a mistaken arrest, inno­
cence in fact, illegality of the underlying statute or other 
relevant factors. 

Courts, not uncommonly, issue orders to seal or 
purge criminal history record information. In fact, even 
in the absence of a statutory basis for such orders, courts 
grant seal or purge requests. Prior to the Supreme 
Court's decision in Paul v. Davis - holding that there 
is no constitutional protection against the disclosure of 
arrest record information - many courts based seal or 
purge orders on constitutional theories.41 Even in the 
face of Paul v. Davis, some courts continue to find a 
constitutional basis fm the ~ea1ing or purging of crimi­
nal history record information on the grounds that it is 
an impermissible impingement on a record subject's 
right to due process and fair treatment for a criminal jus­
tice agency to maintain information about a record sub­
ject that is not accurate or complete; that relates to a 
mistaken arrest; that relates to an arrest made without 
probable cause; that relates to an arrest or conviction 
based upon an illegal statute; or that has some other 
material flaw.42 In addition, many courts issue sealing 
and purging orders on the grounds that the courts may 
use their equitable powers to correct governmental errors 
and ensure that individuals receive just treatment. 
Therefore, even in the absence of a statutory basis, 
courts routinely seal or purge records that are inaccurate, 
improper, illegal or otherwise defective.43 

Standard 14.8 is not intended to replace these equi.­
table or constitutional powers. Rather, Standard 14.8 is 
addressed to state legislatures and urges legislatures to 
provide statutory authorization for an individual to peti­
tion a court for relief where maintenance of a record cre­
ates an injustice due to a defect in the record or the 
underlying event to which the record relates. 

Standard 14.9 authorizes a court to unseal criminal 
history record information when a court determines that 
the benefits of granting access outweigh the record sub-

41 424 U.S. 693 (1976). 

42 See SEARCH Group, Inc., Sealing and Purging of 
Criminal History Record Information, Technical Report 
No. 27 (Sacramento, CA: SEARCH Group, Inc., April 
1981), p. 7. 

43 Ibid., p. 11 
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ject's confidentiality interest, taking into account a vari­
ety of factors, including the investigative needs of 
criminal justice agencies. It is intended that a court 
could unseal records sealed pursuant to Standards 14.1 
and 14.2, as well as records sealed pursuant to 14.8. 
Thus, Standard 14.9 provides a safety valve in situations 
where society has a compelling interest in the record 
which outweighs the interest served by the maintenance 
of a seal order. 

Finally, Standard 14.10 permits a record subject 
whose criminal history record information has been 
sealed to deny the existence of such a record and any ar­
rest or conviction to which it pertains. This provision 
reflects the view that if a record subject can be forced, at 
his peril, to disclOSe the existence of a sealed record, the 
sealing remedy is empty. 

Standard 15. Interstate Idelltijication Index 
15.1. The Interstate Identification Index (III) 
should be a decentralized index·pointer system 
established through adoption by the states and 
the Congress of an Interstate Compact. The 
III should be operated by the FBI by means of 
an automated national index containing only 
personal identifiers of record subjects whose 
criminal history records are maintained by 
central state repositories or by the FBI. The 
FBI should also maintain a national fingerprint 
file to provide positive identification with reo 
spect to every individual in the III. 

15.2. Authority to establish policy for the III, 
including standards for participation in III, 
should be vested in the states and such auth· 
ority should be exercised through an orga· 
nization, such as the FBI's Advisory Policy 
Board, with day·to-day system management 
authority vested in the FBI. 

15.3. The primary purpose of III should be to 
provide information for operational criminal 
justice use; 2lccordinglJ', all criminal justice 
agencies should be authorized direct on·line 
access to III. Other uses of III, including 
noncriminal justices uses, should not interfere 
with the discharge of Ill's primary mission. 

15.4. 
(a) In response to a III !nquiry for a 

crimina! justice purpose, central state 
repositories shall provide all criminal 
history record information, except 



sealed information. 
(b) In response to a III inquiry for a na­

tional security purpose, as authori7.ed 
by federal statute, central state 
repositories shall provide all criminal 
history record information, except 
sealed information. 

(c) Requests for authorized noncriminal 
justice purposes shaH be made through 
the central state repository serving 
the state in which the noncriminal 
justice requester is located, except for 
federal noncriminal justice requesters, 
which may use either the FBI or a re­
pository in a state in which the federal 
requester is located. In response to a 
III inquiry for an authorized non­
criminal justice purpose, central state 
repositories shall provide at least 
conviction and arrest·only entries 
that are not over a year old or are 
still actively pending. Repositories reo 
ceiving records in response to a III 
request for an authorized noncriminal 
justice purpose shall release the rec· 
ords to the noncriminal justice reo 
quester in accordance with the reposi. 
tory's own state law, which should 
comply with Standard 13.5. The posi. 
tive identification requirements in 
Standard 10.1 shall apply to III 
inquiries for noncriminal justice 
purposes. 

Commentary 
In 1970, Project SEARCH designed a prototype sys­

tem for a decentralized index-pointer system for the 
interstate exchange of criminal record history informa­
tion. Since that time, SEARCH has steadfastly called for 
the implementation of a system whereby criminal his­
tory records generated by state and local criminal justice 
agencies would be maintained at the state and local levels 
rather than the nationalleveI. In such a system, records 
would be located and exchanged through a federally 
maintained index-pointer. In 1978, the U.S. Department 
of Justice, through the FBI, began an effort to develop 
and test the Interstate Identification Index concept. 

SEARCH supports the III concept for four reasons: 
(1) such a system is reflective of and protective of states' 
rights; (2) such a system is protective of personal pri­
vacy; (3) such a system promotes flexibility and effec­
tiveness; and (4) such a system is cost-effective. 

Standard 15 is reflective of these principles.44 In 
particular, Standard 15.1 calls upon the FBI to operate a 
decentralized index-pointer system containing personal 
identifiers of record subjects. The legal basis for the III 
should be established in an Interstate Compact adopted 
by all 50 state legislatures and the U.S. Congress. Such 
compacts are customarily used when several states 
undertake a joint venture such as the III. 

The index-pointer system will also identify the state 
or states (or the FBI) maintaining criminal hist.ory record 
information about the record subject. Central state 
repositories submit only one entry per individual, even 
when the individual has mUltiple entries at the state 
level, inasmuch as one entry is sufficient to support the 
"index-pointer" to the appropriate state. Accordingly, the 
FBI should not maintain duplicate entries from the same 
state. Standard 15.1 also requires that each index entry 
in the III be supported by a fingerprint record maintained 
by the FBI. When the FBI receives notice that a record 
has be.en sealed or purged, the FBI should return the fin­
gerprint card to the contributing state. 

Standard 15.2 reflects the view that the III is primar­
ily a decentralized, state system. Although the FBI op­
erates the III, the FBI otherwise functions essentially as 
any state would - contributing index entries for federal 
offenders and maintaining a federal offender database. 
During the testing and transition phrases of the III, 
however, the FBI also functions as a surrogate for those 
states that do not as yet participate in the III, as well as 
providing records as needed for states that only partly 
participate in III. Because the III ultimately is a state 
system, Standard 15.2 provides that the states should 
have policy control over the III, including the authority 
to set pa..y"!icipation policies. At present, the states' pol­
icy role is exercised through the FBI's Advisory Policy 
Board (APB). 

Unfortunately, the APB's present role is only advi­
sory. Were the APB given authority to establish policy, 

44 For a more detailed statement of SEARCH's position 
with respect to the III, see the following policy state­
ments, all of which continue to be effective and none of 
which is superseded by this Standard: "A Framework for 
Constructing an Improved National Criminal History 
System" (April 1978); "Essential Elements and Action for 
Implementing a Nationwide Criminal History Program" 
(February 1979); "Implementing the Interstate 
Identification Index: Issues and Recommendations" (May 
1984); and, in particular, Proposed National Policy for 
Utilizing the Interstate Identification Index for Access to 
Criminal History Records for Noncriminal Justice 
Purposes (Sacramento, CA: SEARCH Group, Inc., May 
1986). 
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arrested, charged or convicted for a substantial period of 
time, there is a likelihood that this individual has been 
rehabilitated, and it therefore makes sense for society to 
take a "chance" on this individual and seal his records; 
(2) that there are circumstances in which an individual 
can demonstrate to a court that the individual's interest 
in making his criminal history record information confi­
dential outweighs society's interest in the availability of 
this information due to such factors as a mistaken arrest, 
innocence in fact, the illegality of the arrest or other fac­
tors; and (3) that under some circumstances, a criminal 
justice agency may determine that a criminal history 
record is no longer useful and may accordingly decide to 
purge the record. 

As defined in Standard 2.5(a), a record that is sealed is 
inaccessible except in five circumstances: (1) for record 
management purposes (including auditing); (2) criminal 
justice and governmental employment purposes; (3) re­
view by the record subject; (4) research and statistical 
purposes; and (5) pursuant to statute or court order. 

Standard 14.1 provides that, upon request by a record 
subject to a central state repository, the repository may 
seal nonconviction information if the record subject can 
establish to the repository's satisfaction that, at the time 
of making the sealing application, the record subject had 
not been arrested, charged or convicted for a period of 10 
years, and provided that, during that 10-year period, the 
record subject had been free from confinement or super­
vision. Thus, Standard 14.1 provides for an administra­
tive sealing based upon the age of the record. As such, 
it reflects the view that "old" nonconviction information 
is unlikely to be reflective of the record subject's charac­
ter because individuals who recidivate customarily do so 
within a brief time after release from incarceration or 
their last contact with the criminal justice system. 

Although selection of a 10-year time period inevit­
ably is arbitrary, recidivism research indicates, as noted 
earlier, that those offenders who are going to engage in 
criminal conduct are extremely likely to do so within a 
few years after release. Thus, there is good reason to be­
lieve that if an individual has, in fact, been free of con­
tact with the criminal justice system for 10 years, this 
individual has been rehabilitated. At that point, there is 
little utility to the criminal justice system in maintain­
ing the individual's record. Moreover, maintenance of 
the record may do inappropriate harm to the record 
subject since the record may no longer reflect the record 
subject's conduct or character. In recognition of these 
interests, statutes in at least seven states recognize that 
offenders with old criminal history records present a 
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slight risk of recidivism and, accordingly, these statutes 
permit the information to be sealed or purged.39 In addi­
tion, a number of courts have ordered the purging of a 
record after the passage of a substantial period of time. In 
Natwig v. Webster, for instance, a federal district court 
ordered the purging of a 15-year-old arrest record on the 
grounds, in part, that the plaintiff had been free of in­
volvement with the criminal justice system since the 
arrest and the record was no longer reflective of his 
character.40 

Standard 14.1 applies to central state repositories 
rather than to all criminal justice agencies. One reason 
for this restriction is that only the central state reposi­
tory is likely to be in a position to make a knowledge­
able judgment about whether a record subject has truly 
been free of contact with the criminal justice system for 
10 years. Since central repositories have primary re-

o sponsibility for maintaining criminal history data, cen­
tral repositories should take the lead in making sealing 
decisions. Moreover, even an agency which originally 
created a record should not seal the record if the record 
continues to exist at the central repository because, in 
doing so, the central repository is left without an au­
ditable basis for the record. In view of the key role 
played by central repositories and the importance of a 
sealing decision, most of the sealing requirements apply 
only to central state repositories. 

Standard 14.2 applies the same sealing formula to 
conviction information that Standard 14.1 applies to 
nonconviction information. The standards differ, how­
ever, in that the period of time that must elapse before a 
record subject can apply to a repository for a sealing or­
der of a conviction is 15 years following final release 
from confinement or supervision. This distinction is 
simply reflective of the view - expressed in many of 
the standards throughout Technical Report No. 13 -
that conviction record information should be far more 
widely available than nonconviction information. 

Standard 14.3 authorizes state legislatures to exempt 
from the sealing provisions in Standard 14.1 and 14.2 
criminal history record information relating to those 
types of crimes which, because of their severity or their 

39 The seven states with sealing/purging statutes and 
the time period after which records are sealed or purged 
are: Alaska (10 years); Kansas (five years); Massachusetts 
(10 years); Minnesota (10 years); Nevada (15 years for a 
felony and five years for a misdemeanor); New Jersey 
(five years); and Oregon (three years for certain types of 
offenses). 

40 562 F. Supp. 225, 231 (D.R.I. 1983). 



association with high recidivism rates or other factors, 
should not be eligible for an administrative sealing order. 
These records, however, would still be eligible for a ju­
dicial sealing order obtained under Standard 14.8. This 
Standard recognizes a widely-held view that certain 
crimes - murder, for example - are so heinous that 
society should maintain a reasonably available record of 
those crimes as long as the offender is alive. This 
standard also recognizes that recidivism patterns for some 
types of crimes - sex crimes, for example - are quite 
high, and, therefore, there may never be a time when it 
is appropriate to seal such records. 

Standard 14.3's dependence upon state legislatures to 
denominate such offenses is a recognition that much re­
search remains to be done concerning recidivism pat­
terns. This dependence is also a recognition that the 
identification of especially heinous crimes involve nor­
mative and controversial issues. Accordingly, it is ap­
propriate for state legislatures to make specific judg­
ments reflective of the norms in their state. 

Standard 14.4 permits a central state repository to 
unseal a criminal history record sealed pursuant to Stan­
dards 14.1 or 14.2 if the central repository determines to 
its satisfaction that the record subject has been arrested, 
charged or convicted after the date on which the record 
subject's records were sealed. The basis for an adminis­
trative seal under Standards 14.1 and 14.2 is the pre­
sumption that the record subject has been rehabilitated 
and that his record is therefore no longer reflective of his 
character or conduct. If a record subject is arrested, 
charged or convicted after obtaining an administrative 
sealing order, the presumption of rehabilitation is de­
stroyed and there is, therefore, no longer a basis to seal 
his prior criminal history record information. A number 
of state sealing statutes permit a sealed record to be 
reopened upon a subsequent arrest, prosecution or 
conviction. 

Standard 14.5 requires that, upon sealing a criminal 
history record, a central repository promptly notify other 
criminal justice agencies within the same state that re­
ceived the sealed information or contributed the informa­
tion within a three-year period prior to the sealing. 
Upon receipt of this notification, these criminal justice 
agencies are required to destroy or return the sealed in­
formation. Standard 14.5 also requires that, upon seal­
ing a record, the central repository will notify all crimi­
nal justice agencies outside of the state that have received 
the sealed information within the three-year period prior 
to the sealing, and request that they return or destroy the 
sealed information. 

Out-of-state agencies that contributed criminal his­
tory record information are not mentioned on the theory 

that central repositories will not initiate a seal or purge 
of information that was generated by another jurisdic­
tion. Standard 14.5 requires agencies that receive a seal­
ing notice to return or destroy their in-state copies of the 
records. These agencies are not permitted to seal their 
copies because, by definition, sealing permits only 
employees of the agency maintaining the records to have 
access to the record for record management purposes 
only. Consequently, return or removal of a sealed record 
is necessary in order to ensure that a sealed order, in fact, 
cuts off disclosure. 

The three-year limitation is included because most 
repositories maintain a log describing each dissemination 
of criminal history record information for a period of 
only three years. Accordingly, repositories often will not 
be able to identify agencies that received the sealed in­
formation prior to the three-year time period. 

Standard 14.6 requires central state repositories to 
maintain indexes of sealed records in order to facilitate 
access to the records for proper purposes. This Standard 
provides a method for facilitating the unsealing of in­
formation. Access to this index, however, should be 
strictly limited to criminal justice personnel who require 
access for an authorized purpose. Note that access to this 
index information is not available through III inquiries. 

Standard 14.7 authorizes a criminal justice agency to 
purge criminal history record information whenever the 
agency, in its sole discretion, deems that the continued 
existence of the record is no longer useful. This 
Standard recommends that agencies take into account the 
following kinds of factors in setting purge policies: the 
death of the record subject; passage of a substantial pe­
riod of time without the record SUbject's contact with the 
criminal justice system; the nature of the record; and the 
agency's recordkeeping volume. This Standard recognizes 
that criminal history record information should be 
destroyed when the criminal justice system no longer has 
an interest in or need for such records. On the other 
hand, purging is a dispositive remedy and once informa­
tion is purged, it is gone forever. Accordingly, any for­
mula used to determine the point at which the criminal 
justice system ceases to have a significant interest in 
maintaining a record is somewhat arbitrary and is likely 
to cause controversy. Accordingly, the Standards urge 
each agency to make its own determination based upon 
its own needs. It is assumed that criminal justice agen­
cies will act in the best interests of society and will, 
therefore, not destroy records in which there is any 
reasonable possibility of continued societal interest. 

Standard 14.8 permits an individual who is the sub­
ject of a criminal history record to petition an appropri­
ate court, at any time, to obtain a sealing order. The 
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appropriate, they should be reflected in policy decisions 
and not as a de Jacto matter in fee policies. 

This Standard is consistent with the fee policy in 
SCIA. With respect to state and local agency charges to 
SCIA agencies, the SCIA states: "Fees, if any, ... shall 
not exceed the reasonable cost of providing such infor­
mation, nor shall they, in any event, exceed those 
charges to State or local agencies, other than criminal 
justice agencies, for such information."47 Note, how­
ever, that this Standard is not intended to apply to the 
processing of III inquiries for noncriminal justice pur­
poses. Fee policies for processing III inquiries (and fin­
gerprint cards) for noncriminal justice purposes are set 
forth in other SEARCH documents and in APB docu­
ments. 

Standard 18. Audits 
18.1. To the extent practicable, every criminal 
justice agency maintaining criminal justice 
record information shall periodically audit their 
own criminal justice information systems and 
shall also be subject to periodic audits by an 
external agency to ensure compliance with 
these standards. 

18.2. Central state repositories shall, at a min­
imum, conduct annual audits of a represen­
tative sample of state and local criminal justice 
agencies, contributing to or receiving records 
from the repository chosen on a random basis, 
to ensure adherence to these Standards. To 
that end, criminal justice agencies shall main­
tain appropriate records to facilitate such au­
dits. Such audits shall place particular emphasis 
on compliance with accuracy and completeness 
Standards and compliance with the limitations 
on dissemination. 

18.3. Central state repositories' information 
systems shall also be audited on an annual basis 
to ensure compliance with these Standards. 
This audit shall include attention to accuracy 
and completeness; limits on dissemination; se­
curity; and subject access and review. 

47 5 U.S.C. § 9101(b)(1). 
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18.4. State and local criminal justice agencies 
shall conduct annual audits of their own 
information systems to ensure compliance with 
these Standards. 

Commentary 
This Standard imposes four audit requirements. First, 

Standard 18.1 requires, as a general proposition, that all 
criminal justice agencies maintaining criminal justice 
information be subject to self audits and to independent 
audits by third parties. More specifically, Standard 18.2 
requires state central repositories, at a minimum, to 
conduct annual audits of a representative sample of state 
and local criminal justice agencies, chosen on a random 
basis, to ensure adherence to these Standards. The 
repository is to ensure that agencies maintain appropriate 
records to facilitate the audit and that the audit place par­
ticular emphasis on compliance with accuracy and com­
pleteness Standards and any limits on dissemination. 
This Standard parallels the requirements in the Justice 
Department Regulations, 28 C.F.R. § 20.21(e). 
Standard 18.3 requires that central repositories' criminal 
justice information systems also be audited on an annual 
basis. The audit must pay particular attention to accu­
racy and completeness, limits on dissemination, secu­
rity, and subject access and review. Finally, Standard 
18.4 requires state and local criminal justice agencies to 
conduct annual audits of their own information systems 
to ensure compliance with the Standards. Any agency 
that is assigned or that undertakes an auditing responsi­
bility under this Standard is free to discharge its respon­
sibility by retaining another agency or organization to 
conduct the audit on behalf of the agency. 

Auditing has been demonstrated to be one of the most 
important elements in the operation of a criminal justice 
information system. For example, auditing helps sys­
tem managers and others to determine the degree to 
which a system is in compliance with applicable laws. 
Auditing also helps to identify specific problems and, 
just as importantly, helps to identify particular strategies 
that can be used to improve system compliance. Fur­
thermore, audits playa role in improving data quality by 
identifying the extent to which information in the sys­
tem is not accurate or complete and, in many cases, 
identifying the causes for such inaccuracies or incom­
pleteness. In addition, audits may create opportunities for 
improving the relationship between a repository and 
other state and local criminal justice agencies. Finally, 
and perhaps most importantly, the process of auditing 
makes all of the parties participating in the process, both 
those conducting the audit and those being audited, more 
thoughtful about the way in which the information sys-



tem is being operated and the extent to which infor­
mation in the system is accurate, complete and timely. 

In view of the benefits of auditing, it is not surpris­
ing that by the mid-1980s about 30 states had adopted 
legislation requiring a central repository to audit either 
state and local record systems, its own system, or 
both.48 

Audit methods are not prescribed in the Standards. In 
keeping with the approach throughout the Standards, the 
means to implement the Standards are left to each agency 
to determine in light of that agency's needs, problems 
and resources. Further, it is recognized that the auditing 
process can consume resources that are often needed for 
other important information functions; thus, agencies 
must have flexibility in designing cost-effective, practi­
cable audit formats. 

By way of guidance, Standard 18 contemplates that 
audits usually will look at the following matters: 
adherence to the Standards and to applicable law; com­
pleteness and accuracy; dissemination procedures; secu­
rity; and subject access and review procedures. 

The methodology for conducting this kind of audit 
may vary from agency to agency. As a general matter, 
the Standards contemplate that audits will include an in­
spection of facilities and equipment; t.he testing of 
equipment and procedures; observation of recordkeeping 
personnel; interviews with management and staff per­
sonnel; examination of flIes, documents and other mate­
rial; analysis of record samples; and the review of all 
relevant written Standards, guidelines, regulations, man­
uals and training materials. It is also contemplated that 
the audit will include a written report setting forth the 
audit's methodology and a summary of fmdings and rec­
ommendations. In that regard, agencies are referred to 
SEARCH's Audit Manual for Criminal History 
Record Systems49 and Audit Documentation Guide: 
A Model Study Approach.SO 

Standard 19. Sallctiolls alld Pellalties 
State legislation adopted in conformance 

with these Standards shall contain admin-

48 See note 4, p. 29. 

49 P. Woodard, R. Belair and L. Hoffman, Audit Manual 
for Criminal History Record Systems (Sacramento, CA: 
SEARCH Group, Inc., December 1982). 

50 P. Woodard, Audit Documentation Guide: A Model 
Study Approach (Sacramento, CA: SEARCH Group, Inc., 
January 1984). 

istrative sanctions, civil remedies and criminal 
penalties, including: 

(a) administrative action against agencies 
and officials in the case of serious and 
repeated violations of the Standards; 

(b) private rights of action by persons ag­
grieved by violations of the Standards 
to obtain injunctive relief and actual 
and punitive damages in appropriate 
cases; and 

(c) criminal penalties for willful and 
knowing violations of the Standards. 

Commentary 
To ensure the enforceability of the requirements and 

restrictions in the Standards, state statutes adopted in 
conformance with the Standards should contain 
appropriate sanctions, remedies and penalties. The ad­
ministrative sanctions called for in paragraph (a) would 
be subject to the appropriate discretion of state and local 
authorities and may include fines, injunctions, adverse. 
personnel actions, termination of access rights to infor­
mation or other sanctions, depending upon the frequency, 
nature and intent of the violations. 

With respect to civil remedies, paragraph (b) calls for 
legislation which provides for private rights of action by 
individuals aggrieved by violations of the Standards to 
obtain injunctive relief and to obtain actual and punitive 
damages. 

Paragraph (c) calls for criminal penalties to be in­
cluded in the state legislation. The penalties would at­
tach only to willful and knowing violations of the 
Standards. These penalties could include both fines and 
terms of imprisonment, at levels severe enough to pro­
vide a meaningful deterrent. The penalties should be ap­
plicable to criminal justice agencies, as well as to 
individual officials and employees, and to noncriminal 
justice individuals and organizations. A good faith lack 
of knowledge or misunderstanding of a particular provi­
sion of law or regulation should constitute a defense 
against punitive civil damage actions and criminal ac­
tions, but not against other civil remedies. 
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as opposed to merely advising on policy, and were its 
membership expanded so as to represent all interested 
parties while still guaranteeing state control, SEARCH 
believes that the APB could and should be the vehicle by 
which the states exercise policy control over the III. 

Standard 15.3 provides that the primary purpose of 
the III is to support operational cIiminal justice uses. 
Accordingly, only cIiminal justice agencies are eligible 
for on-line, automated access to the III. Other authorized 
requesters are expected to make requests through the FBI 
or central state repositories. 

Standard 15.4(a) simply reflects the view, set forth in 
more detail in Standard 7, that criminal justice agencies 
should be entitled to receive all available III records -
all criminal history record information that is automated. 
It is important to recognize that the dissemination stan­
dards in Standard 15 apply only to criminal history data 
obtained via the III; that is, only automated criminal 
history data maintained by the FBI or participating cen­
tral state repositories. Manual records and non-III auto­
mated records (generally, criminal history record data 
pertaining to misdemeanor offenses) are not covered, nor 
are records maintained by local agencies. 

Standard 15.4(b) provides that, in response to a III 
inquiry for national security purposes, as authorized by a 
federal statute (presently the Security Clearance 
Information Act), central st.ate repositories should pro­
vide all criminal history record information except, of 
course, for sealed records. This recommendation is sub­
ject to the caveats regarding national security access ex­
pressed in the commentary to Standard 13.4. 

Standard 15.4(c) imposes four requirements on III in­
quiries for noncriminal justice purposes: (1) that non­
criminal justice requesters authorized to obtain informa­
tion through a III inquiry (by virtue of the policy 
apparatus established in Standard 15.2) make their III in­
quiries through the central state repository serving the 
state in which they are located, except for authorized fed­
eral noncriminal justice requesters, which can make their 
requests through the FBI or a state repository in a state 
in which they are located; (2) that in responding to a III 
inquiry for a noncriminal justice purpose, central state 
repositories provide at least all criminal history record 
information, excepting non conviction information; (3) 
that repositories receiving records in response to a III re­
quest for noncriminal justice purposes release records to 
noncriminal justice requesters, in accordance with their 
own state law (which should comply with Standard 
13.5); and (4) that the positive identification require­
ments in Standard 10.1 continue to apply to III inquiries 
for noncriminal justice purposes. 

Standard 15.4 reflects the view that if the III is to be 
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successful, it must satisfy the legitimate needs of autho­
rized, noncriminal justice requesters. If the III fails to 
salisfy such needs, then the FBI can be expected to con­
tinue to maintain a centralized database of criminal his­
tory records obtained from state and local agencies in or­
der that the access needs of SCIA agencies, and other 
noncriminal justice agencies authorized by federal law to 
obtain criminal history record information, can be met. 
Accordingly, Standard 15.4 calls for the release of at 
least all criminal history record information, excepting 
nonconviction information, in response to a request for a 
noncriminal justice purpose. Repositories located in 
states with laws that provide for greater access for non­
criminal justice purposes are, of course, free to release 
more information in response to a III inquiry for a 
noncriminal justice purpose. All ultimate release deci­
sions, however, should be made not by the state 
responding to the request (the donor state), but by the 
state repository initiating the request (the recipient state). 

In this way, Standard 15.4(c) is reflective of the 
recipient state principle expressed in Standard 1.2. 
Accordingly, when a repository receives criminal history 
record information in response to a III request for a non­
criminal justice purpose, the repository may release less 
than the total amount of information provided to the 
repository, in accordance with the law of the state in 
which the repository is located. Of course, a state which 
adopted or retained a law which prohibited the release of 
conviction information to noncriminal justice requesters 
would not be in compliance with Standard 13.5, which 
calls upon every state to adopt laws to make all convic­
tion record information available to noncriminal justice 
requesters and nonconviction information available in 
circumstances involving responsibilities for life or 
safety. 

Finally, the positive identification requirements in 
Standard 10.1 continue to apply to III inquiries for non­
criminal justice purposes. 

Stalldard 16. Traillillg 
Employees who are responsible for handling 

criminal justice information shall become 
familiar with these Standards and criminal 
justice agencies should implement training pro­
grams to that end and to make such employees 
aware of other record-handling laws, policies, 
procedures and techniques. 

Commelltary 
This Standard requires that employees who are re­

sponsible for handling criminal justice information re­
ceive training so that they become familiar with the 



Standards and with other record-handling laws, policies, 
procedures and techniques. As is customary, the 
Standards do not prescribe the means by which an agency 
will implement this Standard. Depending upon the in­
formation in the system, the size and equipment used in 
the system, the type of agency in which the system is 
maintained, the number, experience and prior training of 
the agency's employees, and other relevant factors, sys­
tem managers will adopt various training strategies. 
Acceptable methods of training include: the preparation 
and dissemination of manuals and other written training 
materials; on- or off-site lecture courses; various on-the­
job training programs; and various types of written and 
other proficiency testing. 

Training is viewed as critical, not only because it 
conveys important knowledge and expertise, but because 
it conveys a message to information system employees 
that the handling of criminal justice information in an 
appropriate and professional manner is important. As 
long ago as 1970, SEARCH emphasized that informa­
tion system responsibilities must be treated as equal in 
importance to other criminal justice functions.45 

Standard 17. Fees 
Criminal justice agencies may charge fees for 

searching for, and/or making available, criminal 
justice information for noncriminal justice 
purposes, and such fees should raise an amount 
of revenue which approximates, as nearly as 
practicable, the direct and indirect costs to the 
agency of conducting the search and/or making 
the information available. 

Commentary 
This Standard states that criminal justice agencies 

may charge fees for searching for and/or making avail­
able criminal justice information for noncriminal justice 
purposes, but such fees should be limited to an amount 
which approximates the direct and indirect costs of con­
ducting the search and/or making the information avail­
able. Of course, it is expected that such fees will not be 
so high tJ'lat they effectively deny access rights to autho­
rized requesters. It is emphasized that the decision about 
whether to charge fees is left to the discretion of each 
criminal justice agency. Moreover, the amount of the 
fee is left to the discretion of each agency, except for a 
recommendation that the fee approximate the direct and 
indirect costs incurred by the agency in searching for and 

45 See note 27, p. 43. 

making the information available. Thus, the Standard 
contemplates that an agency could charge for its person­
nel costs, calculated at an appropriate hourly rate, in­
curred in searching for requested information and review­
ing the information to determine if it should be released. 
In addition, the Standard contemplates that the cost of 
photocopying a record or otherwise printing a record 
could be passed along. Further, the Standard contem­
plates that an appropriate pro rata amount for applicable 
overhead costs could be assigned to each search. 

In recent years, it has become relatively common for 
criminal justice agencies to charge fees for providing 
criminal history record information to noncriminal jus­
tice agencies. By contrast, criminal justice agencies 
rarely, if ever, charge other criminal justice agencies for 
searching for or making available criminal history record 
information. The prevailing view is that the primary 
purpose for compiling criminal history information is 
for criminal justice purposes, and, therefore, criminal 
justice agencies should not be charged. In addition, it 
does not appear that criminal justice agencies applying 
such a charge would, in the long run I obtain a benefit 
because the agency which paid the fee muld be expected 
in the future to charge fees to the air"": y which collected 
the fee. 
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On the other hand, the sit .... ant growth in the 
number of criminal history information requests made by 
or for noncriminal justice agencies has led many crimi­
nal justice agencies to charge noncriminal justice agen­
cies fees, In some repositories, as much as or more than 
one-half of the total number of search requests come 
from noncriminal justice agencies. As a consequence, it 
can be a matter of necessity that criminal justice agen­
cies charge noncriminal justice agencies fees. 
SEARCH's surveys indicate that, as of the mid-1980s, 
central state repositories in approximately 30 states 
charged fees to noncriminal justice agencies.46 These 
fees range from a low of approximately $3.00 per request 
to a high of approximately $15.00 per request. In some 
states, the fee is imposed administratively, but in about 
20 states there is express legal authority for the reposi­
tory to charge fees. 

This Standard reflects the view that criminal justice 
agencies should not charge requesters an amount that 
substantially exceeds the agency's search and other costs. 
When charges substantially exceed costs, the effect of the 
fee policy is to discourage noncriminal justice requesu>. 
When restrictions upon noncriminal justice access are 

46 See note 4, p. 37. 
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Related Reading Materials 

Selected from the SEARCH Group, Inc. Annotated Bibliography, the following 
publications supplement the information found in Technical Report No. 13. All 
publications are available from SEARCH upon request. 

Technical Reports 

No.2 Security and Privacy Considerations in Criminal History Information Sys­
tems. Project SEARCH, July 1970. Report on a project to demonstrate the 
needs and desires for security and privacy of information contained in comput­
erized criminal history files. Considerations include: types of data in the files, 
who receives the data, and purposes for which data will be used. 

No. 13 Standards for Security and Privacy of Criminal Justice Information. Octo­
ber 1975; Second Edition, January 1978. Updates positions taken by 
SEARCH on the issue of security and privacy of criminal justice information 
and shapes them into one comprehensive and orderly statement. Aspects are 
presented in the form of standards, accompanied by interpretative commentary. 

Technical Memoranda 

No.3 A Model State Act for Criminal Offender Record Information. Project 
SEARCH, May 1971. Report served as a basis for a Model State Act, which 
would enhance the efficiency of criminal offender recordkeeping, but with the 
primary purpose of providing security and privacy protection. 

No.4 Model Administrative Regulations for Criminal Offender Record Informa­
tion. Project SEARCH, March 1972. Report designed as a reference and basis 
for state administrative regulations to enhance the efficiency of recordkeeping; 
its primary purpose is to provide guidelines for security and privacy protection. 
(Directly related to Technical Report No.2 and Technical Memorandum No.3.) 

Criminal Justice Information Policy 

Public Access to Criminal History Record Information. BJS Criminal Justice 
Information Policy Series, U.S. Department of Justice. November 1988. 
Evaluates the extent of the availability of criminal history record information to 
the public and other noncriminal justice requesters. 

Conference Proceedings and Workshop Reviews 

Proceedings of the National Conference on Open Versus Confidential 
Records. Bureau of Justice Statistics, U.S. Department of Justice. November 
1988. Provides background information on the issues involved, the 
perspectives of the competing interests for both privacy and openness, and ex­
amines the implications of expanding public access. 
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Interstate Identification Index: Reports and Unpublished papers 

A Framework for Constructing an Improved National Criminal History 
System. April 1978. Presents a framework for a national criminal history pro­
gram, and establishes criteria for evaluating alternate approaches. 

Essential Elements and Actions for Implementing a Nationwide Criminal 
History Program. February 1979. Discusses principles for initiatives to pro­
duce a nationwide criminal history program, and a detailed description of spe­
cific elements of a nationwide program. 

Implementing the Interstate Identification Index: Issues and Recommendations. 
May 1984. This paper discusses the implementation of a national criminal 
history record program and reviews concerns such as policy control, 
disposition reporting and record qUality. 

Proposed National Policy for Utilizing the Interstate Identification Index 
for Access to Criminal History Records for Noncriminal Justice Purposes. 
Project SEARCH, May 1986. The proposal discusses the issues of access and 
dissemination, fingerprints. search requests, fees and implementation approach. 

A Proposal for Establishing an Interstate Compact to Implement the 
Interstate Identification Index. July 1988. The proposal details a number of 
key provisions that should be included in an Interstate Compact to ensure that 
the III system will function in a manner consistent with the needs and concerns 
of the participating state repositories and state and local criminal justice agencies 
throughout the country. 
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