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By
DANIEL L. SCHOFIELD, S.J.D.

Special Agent

FBI Academy

Legal Counsel Division

Federal Bureau of Investigation
Quantico, VA

Law enforcement officers =f other than
Federal jurisdiction who are interested
in any legal issue discussed in this arti-
cle should consult their legal adviser.
Some police procedures ruled per-
missible under Federal constitutional
law are of questionable legality under
State law or are not permitted at all.
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Public employees are not, by virtue
of their employment, deprived of the
protection of the U.S. Constitution, and
the Supreme Court has ruled that police
officers “are not relegated to a watered-
down version of constitutional rights.™

However, the government has an
interest in the integrity of its law en-
forcement officers which may justify
some intrusions on the privacy of of-
ficers which the fourth amendment
would not otherwise tolerate.2 Recently,
in the case of O'Connor v. Ortega,® the
Court examined the constitutionality of
workplace searches of a public em-
ployee's office, desk, and file cabinet
and concluded that public employers
must be given wide latitude to search
employee workspace for work-related
reasons. Lower courts have also ad-
dressed that issue in the context of law
enforcement employment. These deci-
sions set forth the legal principles that
govern such searches and are of ob-
vious interest to administrators and em-
ployees in law enforcement organiza-
tions. This article examines those
decisions and offers some recommen-
dations to assist in the development of
organizational policy and procedures
that are consistent with fourth amend-
ment requirements and also meet legiti-
mate law enforcement objectives.

FOURTH AMENDMENT
PROTECTION IN THE WORKPLACE

The fourth amendment protects
“the right of the people to be secure in
their persons, houses, papers, and
effects, against unreasonable searches
and seizures,” and searches and sei-
zures by government employers or su-
pervisors of the private property of their
employees are subject to the restraints
of the fourth amendment.® The strict-
ures of the fourth amendment have
been applied to the conduct of govern-
ment officials in various civil activities,
including searches of employee work-
space by government employers for the
purpose of determining whether any
administrative or personnel action is
warranted or for other reasons. Fourth
amendment protection is not limited to
only investigations of criminal behavior
but can also protect public employees
when a workplace search infringes their
reasonable expectation of privacy.

For definitional purposes, the
terms “workplace” or “workspace” in
this article include those areas and
items related to work and generally
within the employer’'s control, such as
offices, desks, file cabinets, and
lockers. These areas remain part of the
“warkplace” even if an employee
places personal items in them.
However, an item does not necessarily
become patrt of the “workplace” merely
because it passes through the confines
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of a government facility. For example,
an employee may bring closed lug-
gage, a handbag, or a briefcase to the
office. Such items do not necessarily
become part of the “workplace” for pur-
poses of determining whether the em-
ployee has a reasonable expectation of
privacy in their contents.

Supreme Court Decision

On March 31, 1987, the Supreme
Court announced its decision in O'Con-
nor v. Ortega, which addresses two is-
sues of importance to public employers
and employees. First, under what cir-
cumstances do public employees have
a reasonable expectation of privacy in
their workspace? Second, where an ex-
pectation of privacy exists in a particu-
lar workspace area, when and under
what conditions may public employers
search such areas? A proper under-
standing of the O’'Connor decision and
its implications for law enforcement or-
ganizations requires a careful review of
the facts.

Facts and Procedural History

Dr. Ortega was an employee of a
State hospital and had primary respon-
sibility for training physicians in the psy-
chiatric residency program. Hospital of-
ficials became concerned about
possible improprieties in his manage-
ment of the program, particularly with
respect to his acquisition of a computer
and charges against him concerning
sexual harassment of female hospital
employees and inappropriate disciplin-
ary action against a resident. While he
was on administrative leave pending in-
vestigation of the charges, hospital offi-
cials, allegedly in order to inventory and
secure State property, searched his of-
fice and seized personal items from his
desk and file cabinets that were used in

administrative proceedings resulting in
his discharge. No formal inventory of
the property in the office was ever
made, and all other papers in the office
were merely placed in boxes for stor-
age. In a subsequent civil suit against
hospital officials, Dr. Ortega alleged
that the search of his office violated the
fourth amendment. The U.S. Court of
Appeals for the Ninth Circuit concluded
that the search unconstitutionally in-
truded on his reasonable expectation of
privacy because the office had a locked
door, contained confidential and per-
sonal files, and had been occupied by
Dr. Ortega for 17 years.s

The Supreme Court unanimously
concluded that Dr. Ortega had a rea-
sonable expectation of privacy in his
desk and file cabinets, and five Justices
agreed he had a similar expectation in
his office. Disagreement on the Court
centered on the appropriate standard of
reasonableness that should govern
workplace searches. A plurality of four
Justices, in an opinion authored by Jus-
tice O'Connor, voted to remand the
case to the district court to determine
whether hospital officials were justified
by legitimate work-related reasons to
enter Dr. Ortega's office and also to
evaluate the reasonableness of both
the inception of the search and its
scope.f Justice Scalia concurred, but
disagreed with the plurality's reason-
ableness analysis. Four dissenting Jus-
tices concluded that the search of Dr.
Ortega’s office violated the fourth
amendment because there was no jus-
tification to dispense with the warrant
and probable cause requirements.”

Expectation of Privacy Analysis

The Court unanimously rejected
the argument that public employees
lose their fourth amendment rights as a
condition of public employment and can
never have a reasonable expectation of
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“The great varietly of work environments requires a case-
by-case analysis to determine whether an expectation of
privacy in workspace is reasonable in light of a particular

employment relationship.”

privacy in workspace.® An employee’s
expectation of privacy in workspace
may be reduced by actual business
practices and procedures or be so open
to fellow employees or the public that
no expectation of privacy is reason-
able.?® The great variety of work en-
vironments requires a case-by-case
analysis to determine whether an ex-
pectation of privacy in workspace is
reasonable in light of a particular
employment relationship. The Court
concluded that Dr. Ortega has a rea-
sonable expectation of privacy because
he had occupied his office for 17 years,
did not share his desk or file cabinets
with any other employee, and the hos-
pital had not established any reason-
able regulation or policy discouraging
employees from storing personal pa-
pers and effects in their desks or file
cabinets.?

Reasonableness Determination

The warrantless search of Dr. Or-
tega’s office must meet the reasonable-
ness test of the fourth amendment. The
appropriate standard of reasonable-
ness depends on the context within
which a search takes place and is de-
termined by balancing “ ... the invasion
of the employees’ egitimate expecta-
tions of privacy against the govern-
ment’s need for supervision, control
and the efficient operation of the work-
place.”"! In that regard, a majority of the
Court concluded that * ... requiring an
employer to obtain a warrant whenever
the employer wished to enter an em-
ployee's office, desk, or file cabinets for
a work-related purpose would seriously
disrupt the routine conduct of business
and would be unduly burdensome.”2 A
probable cause requirement for such
work-related searches was aiso re-
jected as an inappropriate standard be-
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causeit" ... would impose intolerable
burdens on public employers.”*3 In-
stead, the plurality adopted the lesser
standard of reasonableness (also re-
ferred to as reasonable suspicion)' to
regulate  employer  workspace
searches:

“Ordinarily, a search of an em-
ployee's office by a supervisor will
be justified at its inception when
there are reasonable grounds for
suspecting that the search will turn
up evidence that the employee is
guilty of work-related misconduct, or
that the search is necessary for a
noninvestigatory work-related pur-
pose such as to retrieve a needed
file.”1s
Justice Scalia expressed somewhat dif-
ferently his understanding of the appro-
priate standard to govern such
searches:

“Government searches to retrieve
work-related materials or to investi-
gate violations of workplace rules—
searches of the sort that are re-
garded as reasonable and normal in
the private-employer context—do
not violate the Fourth Amend-
ment."18
Despite these differing formulations of
the appropriate standard of reasonable-
ness, a majority of the Court would
probably reach the same result in most
cases and uphold employer workspace
searches that are reasonably employ-
ment-related.

It is important to note that the
Court’s determination of a reasonable-
ness standard in O’'Connor is limited to
certain types of employer searches.
The Court acknowledges “... the
plethora of contexts in which employers
will have an occasion to intrude to some
extent on an employee’s expectation of
privacy"'7 and restricts the precedental
value of its reasonableness determina-
tion in O'Connorto “... either a nonin-

vestigatory work-related intrusion or an
investigatory search for evidence of
suspected work-related employee mis-
feasance. ... '8 In that regard, the
Court offered the following three exam-
ples of legitimate work-related reasons
for employers to search employee
workspace: (1) The need for corre-
spondence or a file or report available
only in an employee's office while the
employee is away fiom the office; (2)
the need to safeguard or identify State
property or records in an office in con-
nection with a pending investigation
Into suspected employee misfeasance;
and (3) a routine inventory conducted
for the purpose of securing government
property. Finally, it is important to note
that the Court in O’Connor declined to
address the appropriate reasonable-
ness standards for situations where “. ..
an employee is being investigated for
criminal misconduct or breaches of
other nonwork-related statutory or reg-
ulatory standards.”®

Lower Court Decisions Involving
Law Enforcement

While there is surprisingly little
case law on the appropriate fourth
amendment standard of reasonable-
ness for a law enforcement employer's
work-related search of employee work-
space, courts that have addressed the
issue are consistent with the holding in
O’Connor in three respects. First, law
enforcement employees, like other pub-
lic employees, can acquire a reason-
able expectation of privacy in their of-
fices, desks, lockers, and other
workspace areas. Second, the exist-
ence of a legitimate inspection policy
may defeat an employee’s expectation
of privacy. Third, workplace searches
that implicate. an employee’s reason-
able expectation of privacy must meet
the fourth amendment’s test of reason-
ableness,
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It should be noted that while the
lower court decisions discussed below
were decided prior to O’Connor, the
holdings retain precedental significance
to the extent they are compatible with
the Court's constitutional analysis. Not
surprisingly, some of these decisions
reveal analytical disagreement similar
in kind to that which emerged from the
Court in O'Connor. To be consistent
with the decisional methodology used
by the Court, this discussion examines
lower court decisions by addressing as
separate issues the following two ques-
tions that are pertinent to any work-
place ses ity (1) What factors deter-
mine wnudier a law enforcement
employee has a reasonable expecta-
tion of privacy? and (2) what constitutes
a reasonable search?

Factors that Determine Privacy in
Workspace

The Court in O’Connor unan-
imously rejected the argument that pub-
lic employees never have a reasonable
expectation of privacy in their work-
space. As a general rule, courts deter-
mine on a case-by-case basis whether

- employees have a reasonable expecta-

tion of privacy by focusing on the opera-
tional realities of the workplace, includ-
ing the area’s openness to others, the
existence of an inspection policy, and
the nature of a particular employee's re-
sponsibilities. Courts also seem infiu-
enced by the fact a particular workplace
search was aimed at gathering evi-
dence of criminal misconduct as op-
posed to purely administrative work-re-
lated intrusions which employees
should reasonably expect to occur.

in United States v. Speights,® the
U.S. Court of Appeals for the Third Cir-
cuit ruled unconstitutional the warrant-
less search and seizure of a sawed-off

shotgun from a police department
locker which was assigned to Officer
Speights. The court recited the lengthy
facts of the case as follows:

“In the course of an investigation
into a breaking and entering ring,
the police chief, at the request of
the prosecutor, consented to having
a sergeant open eight lockers, in-
cluding Officer Speights’ which was
secured by both a police-issued
lock and a personal lock. The ser-
geant opened the issued lock with a
master key and he sawed off the
personal lock with bolt cutters. Of
the 113 police lockers, forty or fifty
percent were secured by personal
locks. In fact, seven of the eight
lockers opened by the sergeant had
personal locks which had to be
sawed off. The eleven most recently
purchased police lockers did not
have issued locks and could only be
secured with personal locks. There
was no reguiation concerning the
use of private locks on the lockers.
No officer had been given permis-
sion to put a personal lock on the
locker, nor had any officer been told
that such locks were impermissible
or been required to provide the de-
partment with a duplicate key (or
combination). A master key to the
issued locks was available to those
police officers who might have mis-
placed their key and this was com-
mon knowledge. In fact, Speights
admitted he was aware of the exist-
ence of the master key. There was
no regulation as to what officers
might keep in their lockers. The
lockers were often utilized for safe-
keeping personal belongings as
well as police equipment. No officer
was ever forbidden from keeping
personal items in the locker. There
was no regulation or notice to the
ranks that the Inckers might be
searched. However, on one occa-

sion three years earlier, a search
was conducted of an officer's locker
who another officer frad claimed
was in possession of the latter's
weapon. In addition, in the past
twelve years there were three or
four routine inspections of the
lockers to check on cleanliness.”

The court ruled that Speights had a
reasonable expectation of privacy in his
locker by virtue of the police depart-
ment's acquiescence in his attempt to
secure privacy by permitting the use of
personal locks and by not requiring that
duplicate keys or combinations be
made available to the department.2!
The court rejected the government's
claim that the following operational real-
ities of the department negated
Speights’ expectation of privacy; (1)
The need to search for confiscated
property or contraband; (2) some
lockers could be opened with a master
key; (3) lockers were primarily used for
the storage of police equipment; and (4)
the locker was owned by the govern-
ment, not Speights.?? The court ordered
suppression of the sawed-off shotgun
because the locker search for evidence
of criminal misconduct violated a con-
stitutionally justified expectation of pri-
vacy.® The court did not determine,
however, the appropriate standard of
reasonableness to govern employer
searches for evidence of criminal mis-
conduct and whether a lesser standard
would apply to noncriminal work-related
intrusions.

In United States v. Mcintyre,? the
U.S. Court of Appeals for the Ninth Cir-
cuit ruled that an assistant chief of po-
lice had a reasonable expectation of
privacy in his office which was violated
when the chief of police approved the
bugging of the office with a briefcase
equipped with a microphone and trans-
mitter. The court congidered the follow-

July 1987 / 27




RN RTINS v AR AT 2R A

T R D T I T e T S D L o D ST

“In law enforcement organizations, the reasonableness of
worliplace searches depends on the nature of law
enforcement and the responsibilities of the employee

involved.”

ing factors relevant in finding a reason-
able expectation of privacy in the office:
(1) Normal conversations in the office
could not be overheard, even when the
doors were open; (2) there was no reg-
ulatory scheme or specific office proce-
dure which would have alerted the as-
sistant chief to expect random
monitoring of his conversations; and (3)
the “bugging” was not part of an “inter-
nal affairs investigation™ or a search for
lost government property, but part of a
criminal investigation.2s

The most important factor in this
reasonable expectation of privacy anal-
ysis is the existence of a valid inspec-
tion policy. Lower courts have consist-
ently held that a valid inspection policy
ray diminish or defeat an employee’'s
claim of privacy in workspace.? The
constitutional legitimacy of such pol-
icies for law enforcement organizations
is premised on the heightened need for
discipline, integrity, and credibility. In
that regard, a Federal district court
ruled in Los Angeles Police Protective
League v. Gates? that a police officer
had no reasonable expectation of pri-
vacy in his locker because of the exist-
ence of a valid government regulation
providing that police lockers could be
searched in an officer's presence, with
his consent, or where he has been noti-
fied that a search will be conducted.2

In Shaffer v. Field,? a Federal dis-
trict court concluded that a deputy sher-
iff had no reasonable expectation of pri-
vacy in his locker. The court considered
the following factors in determining the
deputy’s expectations were not reason-
able: (1) The nature of the allegations
prompting the locker search related to a
matter of serious ofiicial misconduct;
(2) the search was to determine
whether he had any unauthorized serv-
ice revolvers; (3) lockers were owned
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by the department; (4) the locks given
deputies had both keys and combina-
tions and the commander kept a master
key and the combination to all locks; (5)
lockers and locks could be changed at
the discretion of the sheriff; and (6)
lockers had been searched by com-
manders without the deputies’ permis-
sion on at least three prior occasions.
The court emphasized that law enforce-
ment organizations have a substantial
interest in assuring not only the ap-
pearance but the actuality of police in-
tegrity, and that it is not unreasonable
that they have the right to inspect
lockers so that the public may have
confidence in law enforcement em-
ployees.30

What Constitutes a Reasonable
Search?

The fourth amendment guarantees
freedom from unreasonable searches
and seizures. It does not protect
against all governmental intrusions but
only those that are unreasonable. If a
particular intrusion into employee work-
space does not invade an employee's
reasonable expectation of privacy, the
fourth amendment is not implicated.
The preceding discussion illustrates
how an inspection policy and other
workplace realities can defeat an em-
ployee’s privacy claim. However, where
employees retain a reasonable expec-
tation of privacy—albeit diminished—in
a particular workspace area, the fourth
amendment requires that employer in-
trusions meet the test of reasonable-
ness.

A reasonableness analysis deter-
mines whether probable cause or some
lesser standard should govern a par-
ticular workplace search. Determining
the appropriate standard of reasonable-
ness depends on the context within
which a search takes place and re-
quires a case-by-case balancing of
competing interests. With respect to

workplace searches, courls balance the
invasion of an employee’s legitimate
expectations of privacy against the gov-
ernment’s need for supervision, control,
and the efficient operation of the work-
place. The nature of the employment is
a relevant factor in this balancing proc-
ess.®

in law enforcement organizations,
the reasonableness of workplace
searches depends on the nature of law
enforcement and the responsibilities of
the employee involved.? In that regard,
employee discipline and obedience to
rules and regulations is essential in the
quasi-military environs of a law enforce-
ment organization; supervisors must
have the flexibility to move swiftly and
decisively to search employee work-
space to prevent and/or detect any
transgressions. Law enforcement em-
ployees are also given access, by virtue
of their employment, to classified and
confidential information, and super-
visors need wide latitude to search em-
ployee workspace to uncover any
breaches of security and to retrieve per-
tinent files and papers. Government
also has a heightened interest in police
integrity. Law enforcement officers in-
teract with the public in ways that re-
quire a high degree of trust and confi-
dence. The public rightly expects that
officers who work to enforce the law will
also obey the law, and the ability of law
enforcement officers to offer credible
testimony is dependent on their integ-
rity which must be above reproach.

The purpose or reason for a par-
ticular workspace search is another rel-
evant factor in determining reasonable-
ness. Workplace searches in law
enforcement organizations occur for a
variety of reasons, including: (1) The
need to secure government property,
such as a gun or badge; (2) the need to
retrieve a file or government documents




believed to be in an officer’s locker or
desk; (3) the need to seize evidence of
work-related misconduct or improper
performance; and (4) the need to
gather evidence of criminal misconduct,
A majority of the Court in O'Connor rec-
ognized that “... employers most fre-
quently need to enter the offices and
desks of their employees for legitimate
work-related reasons wholly unrelated
to illegal conduct.”s® By implication, the
Court suggests that a different standard
of reasonableness might govern work-
place searches for evidence of criminal
activity unrefated to employment.
Lower courts have also suggested
that the appropriate standard of reason-
ableness depends on whether a par-
ticular workplace search was admin-
istrative in nature and work-related or
aimed at uncavering evidence of crimi-
nal misconduct unrelated to public
employment.3 That distinction has less
significance for workspace searches in
law enforcement organizations where
suspected criminal activity by em-
ployees frequently constitutes a legiti-
mate work-related reason for conduct-
ing a search. Workspace searches in
law enforcement organizations, even
for the sole purpose of discovering evi-
dence of criminal activity, may be re-
lated to law enforcement employment
because of a heightaned governmental
need for officer integrity and credibility.
The U.S. Court of Appeals for the Fifth
Circuit held that the search of a Federal
employee's office and desk was rea-
sonable because the employer’s inves-
tigation of suspected employee miscon-
duct "... was within the outer perimeter
of ...” the employer’s line of duty.®
Suspected criminal activity by a law en-
forcement employee is arguably always
related to and within the outer perimeter
of law enforcement responsibilities.

Courts have applied a simitar rationale
to justify strip searches of law enforce-
ment employees on a reasonable sus-
picion standard, even though such
searches would probably not be rea-
sonable for public employees whose
employment responsibilities did not in-
volve a heightened need for integrity
and credibility.36

Developing a Valid Inspection Policy

Workplace searches conducted
without a valld inspection policy are
likely to implicate an employee's rea-
sonable expectation of privacy and
must meet the appropriate standard of
reasonableness. A valid organizational
policy providing for the reasonable in-
spection of employee workspace offers
the best protection against legal prob-
lems emanating from workplace
searches. Courts have consistently
ruled that a reasonable organizational
inspection policy will reduce or defeat
an employee’s privacy expectations
and provide a legal basis for subse-
quent workspace searches conducted
pursuant to that policy.¥” However, gov-
ernmental policies providing for inspec-
tions or searches of workspace are only
enforceable by employers if they are
reasonable under the fourth amend-
ment. Governmental employers do not
have the power through the adoption of
inspection policies “... to refashion the
contours of the Fourth Amendment
merely by proclamation.’3

The reasonableness of a particular
policy depends on the nature of the
employer's responsibilities and should
be carefully tied to organizational goals
and objectives, In this regard, a Federal
district court upheid a regulation provid-
ing for the random spot checking of
bags, packages, and large parcels car-
ried by employees leaving the work-
place. Concluding that the package
control system adopted by the
employer was a reasonable methad of

coping with a serious pilferage problem,
the court ruled that the reasonableness
of a particular inspection policy is
dependent on “, .. the strength of the
public necessity for the search; the
efficacy of the search; and the degree
and nature of the intrusion upon the in-
dividual.”# The court noted with ap-
proval that the policy provided em-
ployees with an alternative procedure
to check their personal effects upon en-
tering the workplace, thereby avoiding
“,.. allrisk of a random spot check,”40

Governmental interests in the in-
tegrity and credibility of law enforce-
ment personnel and the need to protect
confidential information establish a
compeliing justification for the adoption
of a reasonable workspace inspection
policy that may be broader in scope
than would be constitutionally permis-
sible for other public employees.*! In
Lederman v. New York City Transit Au-
thority,42 the court held that the
employer’s authority to inspect the
locker it provided a patrolman reason-
ably extended to all its contents, includ-
ing a locked box found therein. Some
jurisdictions have adopted more-limited
inspection policies that provide for the
warrantless search of workspace only
in the employee’s presence, or with his
consent, or after he has been notified
that a search will be conducted.*? In
some cases, it may be appropriate to
limit an inspection policy to govern-
ment-owned property.

Law enforcement organizations
that choose to adopt a workspace in-
spection policy should do so in writing
and carefully tailor the scope of the in-
spection authority to documented insti-
tutional needs and objectives, Work-
space searches should be no more
intrusive than reasonably necessary to
accomplish those goals. The policy
should include a statement regarding
the personal effects that employees
bring into the workplace and the extent
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“A valid organizational policy providing for the
reasonable inspection of employee workspace offers the
best protection against legal problems emanating from

workplace searches.”

to which such items are subject to
search. Finally, records should be
maintained documenting the fact that
all employees have been given fair
notice of the policy and its implications
for workspace privacy.

CONCLUSION

The divided vote of the Court in
O'Connor complicates the task of inter-
preting the decision and offering advice
to law enforcement organizations re-
garding the constitutionality of work-
place searches. Language in the opin-
jons regarding the appropriate fourth
amendment standard of reasonable-
ness o govern workplace searches is
specifically limited to *, .. either a nonin-
vestigatory work-related intrusion or an
investigatory search for evidence of
suspected work-related employee mis-
feasance...."* While the Court did not
address the fourth amendment stand-
ards governing searches for evidence
of criminal misconduct or the validity of
inspection policies, lower court deci-
sions discussed in this article establish
several general principles that are ap-
plicable to workspace searches in law
enforcement organizations. First, law
enforcement employees can acquire a
reasonable expectation of privacy in
their workspace areas., Second, work-
space searches that invade an em-
ployee’s reasonable expectation of pri-
vacy are constitutionally reasonable if
based on a reasonable work-related
justification. Third, workspace searches
conducted pursuant to a valid organiza-
tional inspection policy are constitu-
tionally reasonable. In that regard, law
enforcement organizations should
promulgate a written policy that clearly
forewarns employees of the possibility
of work place searches and provides
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clear notice of their privacy rights re-
garding personal effects carried into the
workplace and in workspace such as
offices, desks, lockers, and file cabi-
nets. A valid inspection policy provides
necessary guidance to administrators,
promotes consistent treatment, and
helps insure that workplace searches
are based on legitimate governmental
interests that are consistent with the
reasonableness requirements of the
fourth amendment.
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