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Requirements in

Electronic Surveillance

- (Conclusion)

“... to be lawful, minimization efforts must be reasonable as
measured by the facts and circumstances of each case, as they
exist at the time of interception.”

Part one of this article traced the
constitutional origins of “minimization”
and defined this term as making rea-
sonable efforts to avoid seizing nonper-
tinent conversations which have no evi-
dentiary or investigative value in a
court-authorized = electronic sur-
veillance. It then examined the Su-
preme Court’s decision in United States
v. Scott, 3 which prescribed the test re-
viewing courts are to apply when as-
sessing minimization efforts by law en-
forcement personnel.

Part two will examine the factors in
the Scoit test, the interception of con-
versations involving unrelated criminal
activity, and the consequences of a ju-
dicial finding of inadequate minimiza-
tion. Finally, it will suggest procedures
to best assure compliance with mini-
mization requirements.

MINIMIZATION FACTORS

In Scott, the Supreme Court deter-
mined that to be lawful, minimization
efforts must be reasonable as meas-
ured by the facts and circumstances of
each case, as they exist at the time of
interception. Before considering the
factors used in this determination, it is
important to remember that these cir-
cumstances may change during the
course of the electronic eavesdropping
order. A communication which may
have been pertinent, and therefore, not

subject to minimization efforts at the
time of its interception may no longer be
pertinent at the time a reviewing court
determines if proper minimization pro-
cedures have been followed. Likewise,
what was deemed an innocent conver-
sation at the time of interception and
was nonetheless listened to and re-
corded by monitoring officers may later
become pertinent. in either instance,
sufficient minimization efforts will be ad-
judged in accordance with the facts as
they existed at the moment of intercep-
tion, and not as they may have subse-
quently developed.

The Supreme Court in Scott and
numerous lower Federal and State
courts when applying the Scott ra-
tionale have identified a number of
common factors in determining if mini-
mization efforts were lawful. To assist
the law enforcement officer tasked with
monitoring a bug or wiretap in satisfying
mirumization requirements, each of
these factors will be addressed in turn:

1) Nature and scope of the criminal
activity being investigated;

2) Use of ambiguous, guarded,
coded, or foreign language;

3) Location and use of the phone or
facility;
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4) Expectation of contents of the in-
tercepted conversation;

5) Extent of judicial supervision of
the electronic surveillance;

6) Absence of interception of priv-
ileged communications; and

7) Good faith of the monitoring of-
ficers.

Nature and Scope of the Criminal
Activity Being Investigated

As recognized by the Supreme
Court in Scott, the nature or type, as
well as the size, of the criminal activity
being investigated by use of the
electronic surveillance is an integral
factor when assessing proper minimi-
zation. If the crime being investigated is
an offense which is not ongoing or in-
volves a limited number of participants,
stringent minimization efforts are gen-
erally required by the courts.3?

For example, if it is known that only
one person or a small number of per-
sons are involved in a single or small
number of criminal episodes, intercep-
tion should accordingly be iimited. In
such situations, once monitoring of-
ficers determine that persons being
overheard are not those specifically
named in the eavesdropping order,
they must normally stop listening to and
recording the conversations unless, of
course, it is apparent that those inter-
cepted are carrying on a conversation
criminal in nature. If in such circum-
stances the named conspirators are
known to rarely devote their conversa-
tions to purely innocent topics, intercep-
tion of all conversations between those
conspirators, except those that are ob-
viously innocent, will generally be toler-
ated.®

If the investigation involves a wide-
spread conspiracy which includes as
yet additional unknown canspirators,
minimization efforts need not be as
great as when the investigation in-
volves a small conspiracy with a limited
number of conspirators. As the Su-
preme Court stated in Scott:

“IWihen the investigation is focusing
on what is thought to be a wide-
spread conspiracy more extensive
surveillance may be justified in an
attempt to determine the precise
scope of the enterprise. And it is
possible that many more of the con-
versations will be permissibly inter-
ceptable because they will involve
one or more of the co-conspira-
tors. "3

Similarly, courts have also adopted a
more lenient attitude toward minimiza- .
tion if the investigation invoives criminal
activity which is complex in nature,
such as a multiple series of iilegal finan-
cial transactions.® In these instances,
monitoring personnel may justifiably lis-
ten to conversations until they reason-
ably determine that those overheard
are not involved in and not discussing
matters relevant to the investigated
conspiracy.

Oificers may normally conduct
more intrusive overhears with less
emphasis on stringent minimization in
investigations involving widespread or
complex conspiracies when the pur-
pose of the eavesdropping order is not
only to obtain incriminating evidence
but also to define the dimensions, or
reach, of the conspiracy by identifying
the conspirators and their whereabouts.
This is frequently the purpose of wire-
taps or bugs in investigations of
conspiracies involving narcotics dis-
tribution,® as in Scott. In such inves-
tigations, electronic surveillance is used
both to obtain incriminating evidence




“,..courts have recognized the procedure of spot-monitoring to
assure that the supposedly innocent communication does not
fater become pertinent.”

and to identify the chain of dealers, sup-
pliers, sources, and money launderers
in the investigated narcotics distribution
network. Seldom are such criminal op-
erations narrow in breadth or scope.

Electronic eavesdropping in large-
scale gambling investigations is also
frequently instituted as much, as to de-
termine the identities and locations of
the financiers of illegal bookmaking op-
erations as to gain incriminating infor-
mation.® When the purpose of the bug
or wiretap is to at least partially deter-
mine the contours of a criminal conspir-
acy, monitoring officers will be justified
in expanding their listening efforts, par-
ticularly at the beginning of the pre-
scribed interception period. As the
electronic surveillance progresses and
the conspirators are identified,
however, minimization efforts should be
accordingly intensified. Officers should
then be increasingly cautious when
monitoring in order to avoid intercep-
tion of conversations involving those
not previously identified as conspira-
tors, unless they are discussing crimi-
nal activities.

Use of Ambiguous, Guarded,
Coded, or Foreign Language

More extensive interception will
also be justified when those intercepted
use guarded, coded, or ambiguous lan-
guage in their conversations.?®® When
conspirators are known to mask their
communications with such terms and
language, monitoring officers may inter-
cept otherwise seemingly innocent con-
versations, Courts have recognized
that criminals frequently intentionally
mask their conversations through the
use of codes, jargon, and colloguial
terms. This Is especially true of those
criminals involved in the illicit distribu-
tion of narcotics where drugs, locations,

prices, amounts, and participants are
given predetermined nicknames and
codes in order to thwart detection by
electronic surveillance. For example, a
Maryland court, in assessing the pro-
priety of minimization efforts, recog-
nized that the targeted conspirators fre-
quently used the terms “candy” and
“dresses” to altude to narcotics in their
intercepted communications. That court
stated that “[W]here coded conversa-
tions are utilized to obfuscate the true
meaning of the dialogue, perfection in
minimization is virtually impossible.”4°
Similarly, the Supreme Court in Scott
noted that intercepted calls which may
be categorized as nonpertinent none-
theless may “apparently involve[]
guarded or coded language,”# and
therefore, would be reasonably inter-
cepted.

Monitoring officers are confronted
with a similar problem when those inter-
cepted converse in a foreign language.
If it is expected that the targets of the
electronic surveillance will use a lan-
guage other than English, appropriate
efforts should be made to assign per-
sonnel capable of translating ihat ex-
pected language to monitoring respon-
sibilities. In this way, minimization may
be conducted at the moment of inter-
ception. There will undoubtedly be in-
stances, however, when translators are
not reasonably available to monitor the
bug or wiretap, or when those inter-
cepted unexpectedly converse in a for-
eign tongue. In such narrowly drawn sit-
uations, total interception of the foreign
language communication is the com-
monly accepted procedure.*? This pre-
supposes, however, immediate and dili-
gent efforts to locate and assign
translator-officers to conduct further
monitoring. When it is necessary and
justifiable to record such foreign lan-
guage conversations in their entirety,
interpreters who subsequently conduct

a first-time review of the recordings
must then effectively minimize their lis-
tening efforts. The interpreters must
make reasonable efforts to avoid listen-
ing to innocent conversations. They can
evidenca their efforts by making yet an-
other recording of only those portions of
the conversations they actually over-
hear.

It may also be reasonable to listen
to and record conversations which are
seemingly ambiguous in nature, and
therefore, incapable of being cata-
logued as nonpertinent. This situation is
compounded when the ambiguous
communications are extremely short in
duration and end before any determina-
tion of pertinency can be made. As the
Supreme Court recognized in Scott, in
such “circumstances agents can hardly
be expected to know that the calls are
not pertinent prior to their termina-
tion,”43

L.ocation and Use of the Phone or
Facility

Another significant factor in mea-
suring the propriety of minimization
efforts is the location or use of the
phone which is tapped or the place or
facility which is bugged. As the Court
recognized in Scott if the phone or fa-
cility which is subject to electronic sur-
veillance is located in the residence of a
criminal co-conspirator and is used
principally to discuss illegal activity or to
further the aims of the criminal conspir-
acy, less extensive minimization will be
expected.#

For example, in United States v.
Suquet,ss the telephone which was
tapped was located in the residence of
a person who was thought to be the
head of a major drug ring. The Federal
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“...periodic reports of the progress of the bug or wiretap, to
include minimization efforts and results, should be made to the
authorizing official.”

district court determined that under
such circumstances, ‘“extensive
monitoring may be both permissible
and necessary.”# The court also stated
that “this is especially true at the outset
of the investigation when the Govern-
ment lacks the information it needs to
identify the relevant cast of charac-
ters”47 in the criminal conspiracy. In
such situations, when the purpose of
the surveillance is to determine the
scope of the investigated conspiracy,
nearly all conversations may be inter-
cepted at the initiation of the sur-
veillance, unless of course they are pat-
ently innocent.

On the other hand, if a public tele-
phone is tapped or a place which is fre-
quented by the general public is
bugged, minimization will be crucial. in-
nocent individuals will likely use the
phone or facility, thereby necessitating
stringent minimization efforts.*® Physi-
cal surveillance of such a public phone
or place should be instituted, where
feasible, and monitoring conducted
only when an investigative target is
seen at least in the area of the phone or
facility.4® When physical surveillance of
such a targeted facility or phone is im-
possible, due to its physical location or
countersurveillance efforts,5° extreme
care should be taken to recognize fa-
miliar voices, names, and telephone
numbers when monitoring, in order to
effectively minimize interceptions of in-
nocent conversations.

In this regard, minimization is ob-
viously more complex when monitoring
a bug, where a microphonic device is
placed in a targeted room or area
where criminal conversations are to
take place, than when monitoring a
wiretap. There may conceivably be
many individuals present at the same
time in the bugged location, with sev-
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eral conversations concerning several
different topics occurring at once. Com-
pounding the difficulty of this likely sit-
uation is the recognition that these con-
versations may instantaneously shift
from being seemingly innocuous in
character to criminal in nature. It is to-
tally unlike wiretap interceptions, where
the calls most often can be assessed
individually. In such instances, the pur-
pose of the surveillance order, the ex-
pected use of the bugged area, the
presence of conspirators in the bugged
facilities, and their use of jargon or am-
biguous language are of particular im-
portance in determining what is proper
minimization. When such factors are
present, interception may be more in-
trusive when monitoring bugs than
when monitoring wiretaps,5' as there is
generally greater difficulty in determin-
ing what conservations are nonperti-
nent.

Further minimization difficulties
may arise in microphone surveillance
when a bug with a normal range of in-
terception is placed in a room where
conversations criminal in nature are to
take place, yet this unenhanced micro-
phone is capable of picking up conver-
sations from adjoining rooms. In such
situations, monitoring officers should
take reasonable efforts to limit their in-
terceptions to criminally related conver-
sations which originate from the room
which is specifically mentioned in the
authorizing court order.52

Frequently, the microphonic de-
vices used transmit the intercepted
conversations over publicly accessible
radio frequencies to the monitoring of-
ficers. Even when the monitors refrain
from listening to and recording nonper-
tinent conversations, the conversations
themselves nonetheless continue to be
broadcast, where they can conceivably
be overheard by members of the gen-
eral public. In such circumstances, the
U.S. Court of Appeals. for the Sixth Cir-

cuit has found the possibility of such in-
trusion by the public to be inconsequen-
tial in determining if proper minimization
has been satisfied.5? The court of ap-
peals recognized that the chance of
such unwarranted interceptions would
be slight, as it would require the use of
a compatible receiver in the same
vicinity as the transmitter tuned to the
same frequency. Even if this occurred,
the interceptor would likely have no
idea who was being intercepted.

Expectation of Centents of the
Intercepted Conversation

The monitoring officer's reason-
able expectation of the character of the
conversation to be intercepted is also
highly relevant in assessing proper min-
imization efforts. If two criminal conspir-
ators are overheard, there obviously is
a much greater likelihood that they will
discuss matters criminal in nature than
if friends or family of the conspirators
are overheard, which would demand
more intensive minimization. Even
friends and family, however, may be
known to be pawns of the conspirators
and act as messengers of or fronts for
the transmission of criminally pertinent
information.

Such expectations are dependent
upon the information available to the
monitoring officer at the time of inter-
ception. This information normally be-
comes more abundant as the electronic
surveillance progresses. As this infor-
mation develops, categories of conver-
sations which will not likely produce
pertinent information also develop over
the course of the bug or the wiretap.
When a conversation is assessed to fit
one of these predetermined categories
of innocence, its interception should be
avoided.
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In order to develop these catego-
ries, greater leeway in minimization will
normally be allowed at the beginning of
the electronic surveillance period, es-
pecially when the purpose of the sur-
veillance is not only to gather in-
criminating evidence but also to
determine the breadth and scope of the
investigated conspiracy. As the Su-
preme Court in Scott stated, “During
the early stages of surveillance the
agents may be forced to intercept ali
calls to establish categories of nonperti-
nent calls which will not be intercepted
thereafter. Interception of those same
types of calls might be unreasonable la-
ter on, however, once the nonpertinent
categories have been established and it
is clear that [the] particular conversa-
tion is of that type.”54 This doss not sug-
gest, however, that the interception of
patently innocent conversations will be
tolerated, no matter when they may oc-
cur.

Once categories of innocence are
developed, as consistent patterns of in-
nocent parties, times, and telephone
numbers are established, interception
of nonrelevant conversations will gen-
erally no longer be justified. Even after
these categories have been developed,
it is still necessary to intercept some
portion of each call to determine if it
falls into one of the nonpertinent cate-
gories and to assure that nontargeted
individuals are not being used by con-
spirators to convey criminal information
or to mask the conspirators’ subse-
quent use of a targeted telephone. In
this regard, courts generally allow
monitoring officers to intercept up to the
first few minutes of a call to determine
the parties to and the subject of the
conversation,’s particutarly if the
speakers. are known to use guarded
language. If nonpertinency is deter-

mined in less time, of course, intercep-
tion should be immediately terminated.

Presuming there is sufficient time
to develop patterns of innocence,5¢
there may be insufficient time to assess
if the intercepted conversation fits any
such category. it may be impossible to
determine the relevancy of a short or
ambiguous conversation. The Supreme
Courtin Scott acknowledged that “in
these circumstances it may not be un-
reasonable to intercepi almost every
short conversation because the deter-
mination of relevancy cannot be made
before the call is completed."s

Once the monitoring officer has de-
termined the conversation to be nen-
pertinent and has ceased listening to
and recording it, courts have recog-
nized the procedure of spot-monitoring
to assure that the supposedly innocent
communication does not later become
pertinent.® Spot-monitoring allows the
monitoring officer, after ceasing to inter-
cept a conversation, to periodically and
routinely reinstitute interception for
short periods of time. This is done to
determine if the subject of the conver-
sation or the identity of the speakers
has changed, These periodic intercep-
tions should, of course, be recorded
and noted on interception logs. If the
communication remains nonpertinent,
interception should cease immediately.
Such practice effectively balances the
privacy interests of those being inter-
cepted with the recognition that they
may preface their criminal conversa-
tions with small talk in order to avoid
electronic detection. The length and fre-
quency of these spot-checks are best
determined by the facts and circum-
stances of the investigation.s®

Extent of Judicial Supervision of the
Electronic Surveillance

In determining if proper minimiza-
tion efforts have been effectuated, re-
viewing courts will pay great deference
to the contemporaneous oversight of
minimization efforts by the judicial of-
ficer who authorizes the electronic sur-
veillance. ltis, therefore, advantageous
to submit both planned minimization
procedure and proposed written in-
structions concerning this procedure to
the authorizing judge for review and ap-
proval prior to interception.so

Additionally, periodic reports of the
progress of the bug or wiretap, to in-
clude minimization efforts and results,
should be made to the authorizing offi-
cial.8! Title 11l provides that “the court
may require reports to be made to the
judge who issued the order showing
what progress has been made toward
achievement of the authorized objec-
tive and the need for continued inter-
ception.”s2 Such reports not only allow
the court to determine the need for con-
tinued interceptions but also to deter-
mine if proper minimization efforts are
being taken.

To produce reports that accurately
reflect minimization efforts, monitoring
officers should compile detailed logs of
their interception activity, to include
summaries of the intercepted conversa-
tions. These logs also provide a con-
venient record of minimization efforts
for later evaluation by reviewing courts.

Supervising officers and prosecut-
ing attorneys should also periodically
visit the-monitoring facilities, as well as
listen to recordings of intercepted con-
versations, in order to assure that
proper minimization is being performed.
Based upon the logs and their observa-
tions, these supervisors can then in-
clude in their progress reports to the au-
thorizing judicial official not only the
contents of incriminating communica-
tions but also the number of irrelevant
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“ ..the nature or type, as well as the size, of the criminal activity
being investigated by use of the electronic surveillance is an
integral factor when assessing proper minimization.”

conversations overheard, the reason
for their seizure, minimization practices,
and what, if any, steps have been taken
to improve these minimization proce-
dures.

Finally, the authorizing judge might
consider visiting the monitoring facili-
ties, unless security considerations dic-
tate otherwise. There, the issuing au-
thority can view firsthand monitoring
practices to ascertain if proper minimiz-
ation standards are being met.®

Absence of Interception of
Privileged Communications

Certain confidential communica-
tions are considered at law to be priv-
ileged in nature to foster relationships
considered essential to the functioning
of an ordered society. These include
confidential conversations between
husband and wife, doctor and patient,
priest and penitent, and attorney and
client. Title Il provides that “No other-
wise privileged wire or oral communica-
tion intercepted in accordance with, or
in violation of, the provisions of this
chapter shall los. its privileged charac-
ter."s4

Accordingly, authorizing judges will
frequently include in electronic
eavesdropping orders provisions pro-
hibiting the interception of privileged
communications. Even in the absence
of such a provision in the authorized
order, efforts to avoid interception of
privileged communications are fre-
quently considered a factor in assess-
ing-if proper minimization efforts have
been made.® Therefore, care should
be taken to neither listen to nor record
conversations determined to fall into
one of the aforementioned categories
of privileged communications.

The identities and phone numbers
of targeted conspirators’ spouses, at-
torneys, and doctors should be ascer-
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tained and disseminated to monitoring
officers, so the monitors may anticipate
privileged communications and mini-
mize accordingly. Additionally, when
the phone or office of a privileged pro-
fessional, such as an attorney, is
tapped or bugged, monitoring officers
should exercise significant care in mini-
mization efforts, honoring privileged
communications and intercepting only
pertinent conversations.

If, however, the conversations be-
tween two parties in a potentially priv-
ileged relationship involve crimes they
have committed in concert, are pres-
ently committing, or are planning to
commit, they are no longer privileged.5®
Such conversations should therefore
be intercepted. This situation will be
particularly applicable where an at-
torney, doctor, clergyman, or spouse is
a targeted conspirator in the criminal
activity being investigated. For exam-
pie, in United States v. Harrelson,§
monitorlitg agents intercepted com-
munications between Jamiel Chagra
and his wife, Elizabeth Chagra, and his
brother, Joseph Chagra, who was an
attorney, concerning the murder of U.S.
District Court Judge John Wood. The
U.S. Court of Appeals for the Fifth Cir-
cuit found that those conversations
were not privileged, as they were made
to further the criminal conspiracy being
investigated, and were therefore prop-
erly intercepted.

In United States v. Hyde 8 the
U.S. Court of Appeals for the Fifth Cir-
cuit also recognized the propriety of ini-
tially monitoring an ostensibly priv-
lleged conversation a short period of
time to ascertain that the participants
were not involved in the investigated
criminal conspiracy. The court of ap-
peals stated, "It would be unreasonable
to expect agents to ignore completely
any call to an attorney or doctor; doc-
tors and lawyers have been known to
commit crimes.”®® Such practice would

only be acceptable, however, in the
early stages of the execution of an
eavesdropping order, before the con-
spirators are identified.

Spot-monitoring can be used to as-
sure privileged communications do not
lose their privileged character and to
safeguard against instances where sur-
veillance-conscious conspirators as-
sume the identities of doctors, lawyers,
or priests to mask criminal conversa-
tions, or use a spouse as an unwitting
answering service. ‘

If the target of electronic sur-
veillance efforts is the subject of pend-
ing criminal charges, extreme care
should be exercised to avoid intercep-
tion of that subject’s conversations with
his attorney concerning the pending
charges. Such communications are
protected not only by their privileged
nature but also by the subject’s right to
counsel as guaranteed by the sixth
amendment to the U.S. Constitution.?
Interception of legal advice, to include
discussion of defense plans and strat-
egies; concerning pending charges
should be strictly avoided, as it may de-
prive the subject of his constitutional
right to effective assistance of counsel
and result in dismissal of those
charges.”

Good Faith of the Monitoring
Officers

Interestingly, the Supreme Court in
Scott specifically stated that the failure
of monitoring officers to exercise good
faith, or to be honest and sincere, in
their minimization efforts is inconse-
guential, as long as the minimization re-
quirement has been objectively satis-
fied, The focus of the minimization
inquiry is “on the agents’ actions not
their motives” in conducting the
electronic surveillance.’




Regardless, monitoring officers
should perform their tasks with a good
faith belief in their validity. A good faith
effort to minimize properly assures re-
spect for the minimization process and
compliance with minimization criteria. It
also adds credibility tu the officers’
claims of what information was known
to them at the time of the interception.

Despite its pronouncement in
Scott, the Supreme Court acknowl-
edged that if minimization is found to be
unsatisfactory, the monitoring officers’
good faith, or subjective intent, may be
relevant in determining the propriety of
the application of the exclusionary
rule.” Additionally, at least one Federal
district court and several State supreme
courts have determined the subjective
intent of the monitoring officers to play a
small, if not dispositive, role in minimi-
zation inquiries.”™

All of the above discussed factors
will be considered by reviewing courts
in assessing if reasonable efforts have
been made to minimize the interception
of communications irrelevant to the in-
vestigation. The more factors present,
the more likely minimization will be de-
termined proper. There may be in-
stances, however, when conversations
which are totally unrelated to the matter
under investigation may be purposely
and lawfully overheard when they con-
cern extraneous criminal activity.

INTERCEPTION CF
COMMUNICATIONS INVOLVING
UNRELATED CRIMINAL ACTIVITY

Monitors who have been instructed
to minimize their interception of conver-
sations which are not pertinent o the
criminal activity being investigated
sometimes unexpectedly overhear in-
formation concerning other unrelated
crimes which are not specifically identi-

fied in the electronic eavesdropping
order. As long as the monitoring officers
were justifiably intercepting the conver-
sations at the time they encountered
the unrelated criminal information, they
are justified in continuing their intercep-
tion. An analogy can be drawn to the
“plain view” seizure of physical evi-
dence, as 1) the monitors were validly
listening at the time they overheard the
unrelated information, 2) they imme-
diately recognized the overheard con-
versation as evidence of criminal ac-
tivity, and 3) their discovery was
inadvertent.” For example, if officers,
while monitoring a wiretap or bug for
the purpose of obtaining information
concerning a narcotics distribution net-
work, happen to overhear information
concerning illegal gambling activity or
stolen property interspersed with drug-
related information, they may justifiably
intercept it.7

One U.S. court of appeals has ad-
dressed a similar situation where the
persoh who was using the phone which
was tapped engaged in criminal con-
versations with others who were nearby
while he dialed the phone or waited on
hold. The Fourth Circuit Court of Ap-
peals found the interception of such
background conversations to be per-
missible, being in “plain view" while the
agents were justifiably monitoring.”?

CONSEQUENCES OF IMPROPER,
MINIMIZATION

As minimization efforts in Scott
were determined to be reascnable, the
Supreme Court was not presented with
the opportunity to decide the appropri-
ate remedy for improper minimization.7®
The Court only commented that in such
a situation, the good faith of the
monitoring officers may be relevant in
determining the propriety of the applica-
tion of the exclusionary rule.”

Lower Federal and State courts
which have had the need to determine

the consequences for excessive
monitoring are divided as to the appro-
priate remedy. Some courts have re-
quired complete and total suppression
of all intercepted conversations when-
ever minimization standards are vio-
lated.® Most courts, however, have
suppressed only those communications
which have been inappropriately inter-
cepted.®* Those which are properly
overheard and seized are admitted.
This presumes that those conversa-
tions were lawfully listened to and re-
corded at the time of their interception
and should not have otherwise been
minimized. If the conversation was one
which fits-a developed pattern of inno-
cence or nonpertinence and was none-
theless monitored, it was unlawfully in-
tercepted and should be suppressed,
even if it proves to be relevant. As one
Federal district court stated:

“If the government continues to in-
tercept, for example, a person not
named in the authorizing order after
his or her identity has been estab-
lished and a pattern of innocent con-
versation takes place, it would be of
no moment that eventually that indi-
vidual was heard discussing in-
criminating matter; the conversation
would still be subject to suppression
because it would have been ‘unlaw-
ful’ for the monitors to be overhear-
ing the conversation in the first
instance,"e2

Many courts have questioned the
sufficiency of these remedies in deter-
ring law enforcement officers from lis-
tening to and recording nanpertinent
conversations, which may lead to nomi-
nal efforts to effectuate proper minimiz-
ation. Therefore, if minimization efforts
are totally disregarded, evidencing bad
faith on the part of the monitoring of-
ficers, total suppression of all inter-
cepted conversations will routinely be
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“...monitoring officers should compile detailed logs of their
interception activity, to include summaries of the intercepted
conversations.”

warranted.8* When minimization proce-
dures are blatantly ignored, the
electronic surveillance turns into a gen-
eral search with constitutional implica-
tions.

RECOMMENDATIONS FOR PRCPER
MINIMIZATION

As improper minimization can lead
to adverse consequences, namely, the
exclusion of incriminating conversa-
tions in a subsequent criminal proceed-
ing, proper minimization efforts are.cru-
cial. The importance of judicially
acceptable minimization is particularly
emphasized when one considers the
amount of time, money, and man hours
normally expended to successfully use
the extraordinary investigative tech-
nique of electronic surveillance. Sev-
eral suggestions are, therefore, offered
to assure the monitoring officer mini-
mizes his interception of conversations
in a reasonable manner considering the
circumstances that exist at the time of
interception.

Know Court-mandated Limitations
and Purpose and Scope of
Electronic Surveillance

First, all monitors should read both
the application for the electronic sur-
veillance and the order authorizing the
bug or wiretap. In this way, one be-
comes familiar with court-mandated
{imitations on eavesdropping, to include
limitations on the riours one may moni-
tor, who one may intercept, and the
types of conversations one may over-
hear.8 Similarly, the monitoring officer
is able to ascertain the purpose of the
surveillance, which is particularly im-
portant when the wiretap or bug is used
not only to gain incriminating evidence
but also to define the breadth of and
participants in a criminal conspiracy. i
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monitors are unaware of the scope of
the electronic surveillance and the
court-ordered limitations upon their in-
terception efforts, they would necessar-
ily rely exclusively upcn their own dis-
cretion when minimizing. This would
likely lead to a general search which
would violate both statutory and consti-
tutional standards.

Copies of these documents should
be provided to all monitoring officers
prior to the initiation of interceptions.
Additional copies should also be kept at
the listening post, where the monitoring
activity takes place. They will provide
the basis for extrinsic minimization by
identifying mandated hours of monitor-
ing, if any, and also the initial facts and
circumstances which provide the
framework for intrinsic minimization. In
establishing this framework, monitoring
personnel should review the application
and order for pertinent data on the fac-
tors identified in the Scott case—nature
and scope of the criminal activity, any
code or foreign language issues, the lo-
cation and use of the phone or facility,
any known expectations of contents,
and any known privileged communica-
tions. These factors should also be ad-
dressed in the written instructions de-
scribed below.

Provide Written Instructions and
Guidance from the Prosecutor to
Monitoring Personnel

Second, written instructions on
minimization should be prepared®® in
advance of the surveillance and
provided to the authorizing judicial offi-
cial for his review and approval. These
instructions should then be distributed
1o all monitoring officers, in conjunction
with a presentation on minimization
concerns by the prosecuting attorney
charged with supervising the wiretap or
bug. Again, copies of these instructions
should be maintained at the listening
site.

These instructions should empha-
size that monitors should only listen
when they are recording properly inter-
cepted conversations, as any other pro-
cedure may evidence improper minimi-
zation efforts.8® Precise instructions on
what to intercept and not intercept are
obviously difficult to formulate, but as
much information as possible should be
included in the instructions to assist the
monitor in anticipating the contents of
conversations. They should identify and
describe anticipated speakers, places,
persons, locations, and phone num-
bers associated with the matter under
investigation. They should also state
the authorized purpose of the wiretap
or bug, as it may not only be to obtain
incriminating statements but also to as-
certain the identities and locations of
the conspirators, the whereabouts and
sources of contraband and evidence,
and the locations of other premises and
telephones used to discuss and con-
duct criminal activities. If the purpose
encompasses these varying concerns,
all or nearly all calls or conversations
made at the beginning of the
eavesdropping period may be inter-
cepted, until innocent persons and pat-
terns are ascertained.

Update Instructions as New
Information is Developed

Third, as additional conspirators
and their Jocations, as well as any other
information relevant to the investiga-
tion, are determined throughout the
course of the bug or wiretap, instruc-
tions should be updated accordingly.
Similarly, as innocent patterns of com-
munications emerge, nonpertinent
times, people, and telephone numbers
should be disseminated to monitoring
officers so they might better be able to
anticipate and determine what conver-
sations should not be overheard.




Identify and Post Possible
Participants to Privileged
Communications

Fourth, monitors should also be
cautioned to avoid interception of priv-
ileged communications: The identities
of a targeted subject’s spouse, at-
torney, priest, or doctor should be
posted at the listening site as they are
determined, in order to facilitate the an-
ticipation of conversations which may
be privileged in nature. This presumes,
of course, that such parties are not in-
volved in the investigated criminal con-
spiracy, in which case the conversa-
tions will unlikely be privileged.

Spot-monitor Privileged and/or
Nonpertinent Conversations

Fifth, officers should also be cog-
nizant of the accepted practice of spot-
monitoring ‘privileged and/or nonperti-
nent conversations to cvercome any
tactics criminals might use to frustrate
electronic surveillance, such as prefac-
ing their calls or conversations with
small talk or assuming the identities of
privileged professionals.

Maintain Detailed Logs of
Interceptions

Sixth, monitors should also main-
tain detailed logs of their interception
endeavors, to include the times calls
and conversations were listened o and
recorded, who if anybody was identi-
fied, and a summary of the content of
the intercepted communication, unless
it was ambiguous in hature, Such logs
are of particular assistance to supervis-
ing officers and attorneys when drafting
periodic progress reports of the
electronic surveillance, as they provide
a convenient record of minimization
efforts. They also may assist the

monitoring officer in explaining why he
intercepted a particular conversation in
any judicial determination of minimiza-
tion compliance at subsequent sup-
pression hearings.

Continuing Supervisory Review and
Control

Finally, supervising officers and
prosecutors should routinely and
periodically assure the electronic sur-
veillance order is being properly ex-
ecuted. They should not only review
logs of interception activity but also
tapes of intercepted communications.
If a problem is noted, they should ad-
vise monitoring officers of unsatisfac-
tory interception, whether it be a matter
of too little or too much minimization.

CONCLUSION

Monitoring officers should realize
that effective minimization requires the
officer to balance the government’s le-
gitimate interest in detecting, investigat-
ing, and prosecuting criminal activity
with constitutional safeguards. Minimi-
zation does not require the termination
of interception of all portions of all non-
relevant conversations, as that would
be humanly impossible. Minimization
requires a reasonable effort on the part
of the monitoring officer to minimize the
interception of innocent calls and con-
versations as much as is possible un-
der the then existing circumstances. By
understanding this concept and follow-
ing the suggested recommendations for
proper minimization, monitoring officers
should maximize the objective reason-
ableness of their efforts. BBl
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Law
Enforcement
Officers
Killed

1986

The number of law enforcement
officers killed in the line of duty de-
creased in 1986 from the previous
year's total. Preliminary 1986 national
figures show that 66 officers. were slain
feloniously, as compared to the 78 who
lost their lives in 1985.

Thirty-four of the victims were city
police, 23 were county officers, 5 were
employed by State law enforcement
agencies, and 4 were Federal officers.
Of the 66 killings, 59 have been
cleared by law enforcement agencies.

Last year, firearms were the
weapons used in 62 of the slayings—
handguns (51), rifles (8), and shotguns
(8). The remaining 4 victims were in-
tentionally struck by vehicles.

When slain, 26 officers were at-
tempting to apprehend or arrest sus-
pects. Ten of the 26 were attempting to
thwart robberies or were in pursuit.of
robbery suspects, 7 were involved in
drug-related situations, 1 was respond-
ing to a burglary, and 8 were attempt-
ing arrests for other crimes.

Ten victims were killed while en-
forcing traffic laws, 10 while investigat-
ing suspicious persons or
circumstances, 6 upon answering dis-
turbance calls, and 6 were ambushed,
Five officers were murdered while
handling or transporting prisoners, and
three while dealing with mentally de-
ranged individuals.

Geographically, 31 officers were
kitled in the Southern States, 13 in the
Western States, 11 in the Midwestern
States, 7 in the Northeastern States,
and4 in Puerto Rico.






